, e3el <4pr 6Tl ~ "A Method For Providing Real-Time Monitoring O‘ Conponent s
O‘ A Data T Netvvork To A Plurality O Users" Fiel ntion Thi s
invention relates to providing real-tine m)n|toring m w s of a data
par |c ar

5 network to a plurality of users. The I.nyention has al t hough
not exclusive, utility in relation to providing real-tin¥ n|tor|ng of
conponents of a data network w th shared conponents to a plurality of.’

users. BacklAdlethodt ForeRrovid ' A Bald™®

corporatio ; KEPIRave begun to outsource the hosti ng of
their servers vmth speC| ali zed Internet Data Centers (I1DC) and Application
Service Pr Oﬁﬁgi ? léA An ASP provi des the hardware, the network and
software In pr te ntoR s required to operate an Internet service.
The hardware provi ded by the ASP 15 includes Internet servers which host

services fof. %he C sto 5& ASP s responsi ble for the hardware,
the network & d“Y%’é'Oébf i‘?ﬁo?’ g (Ralitime n't%@%ﬂ%t%ﬁ@ﬁ‘ﬁ%%@s@oﬁ@ﬁtﬂ e

for the Bectnetworkriol @e phRalt}t bNAsers.t Mehosl S h an
| DC, the Internet servg?g ;/l és provi dedm}/jﬁlt?zﬁhé% ﬁartlgtfﬁa{ Sltl? ﬁré?
Bpdof i

The cust one?XGlasive sutilitedpsa RIpviding e mopltmrfg)ofmampondmtsm a
t ual f I tipl
" ndependent Sarg iRt Wit sherdd Eorishata F BRIV Pl GoBisC " T er esting ¢

chal l enges in operating and maintaining outsourced Internet services.

Moni tori ng §¥§|‘(§ rﬁdﬁt‘sed to provide information on the status of

har dwar e, 25 ne and/ or software systens to assist in addressing these
chall enges. This has led to the growth of MSPs (Management Service

Provi ders) RB8&éntolé&is have witnessed a radical shift in the way Internet servers are
10 operated and managed. Large and small corporations and enterprises alike have
begun to outsource the hosting of their servers with specialized Internet Data

Centers (IDC) and Application Service Providers (ASPs).

An ASP provides the hardware, the network and software Infrastructure that is
required to operate an Internet service. The hardware provided by the ASP
15 includes Internet servers which host services for the customer. While the ASP is
responsible for the hardware, the network and the software infrastructure, the
customer is responsible for the actual service operating on the hosted servers.

In the case of an IDC, the Internet servers may be provided by the IDC or by the
customer. The customer is also responsible for the software platform and the
20 actual service operating on the hosted servers.

The presence of multiple, independent domains of control and responsibility
poses interesting challenges in operating and maintaining outsourced Internet
services.

Monitoring systems are used to provide information on the status of hardware,
25 network and/or software systems to assist in addressing these challenges. This
has led to the growth of MSPs (Management Service Providers) that offer
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-2 ,;,; monitoring services for hosted environnents. MSPs do not provide

hardware network or software platforms but offer to nmonitor existing

- systens. v. ‘Monitoring systenms for various data networking environnments
have been ; he subject of nuch research ijn the past. Many popul ar
nmonitoring systens hare 5 been devel oped £or network nmonitoring. These

systens mai CtIVIt and e of various network

el ement s sJ@h}{%\é{ﬁ§Pgﬁég?i% 58%85 erﬁ’lﬁ%‘ ﬁg% 138 ROt REOVEStUhardwatey |
and var i ousnetvoris basofawarsplattoirhe bdi Mérftsrﬂﬁomféﬁbﬁlsﬁ@%‘égfténis” a networked
environment) system nonitoring solutions have been oped. 10 Wth the
advent of software solutions to facilitate conducting business transactl ons

over a dat avionltowrig s(ysams rfesS/a$|©l.|s|tdatasr)etmbhﬂngWr@ﬁhfehts‘)hﬁﬁé’pdﬁapieons

supported in a netfy\or d environment has increased dramati ca

net wor ks ant?i§d nl9SeRT¢Y imake mash Manwtnapsiay menltoringjeysaemmdhaixeer
t he year f e1e i D vel.o r s
and 15 s%ft%kﬁ‘e%‘éﬁé. SRSt ReMerk on Bl oresd, e B B, FRsi ok
depl oyment ,canméctivityrpadavsageodf eBiicis estvarkpdlemehtsossch bs rbbrs, 6§vﬁf6heBaSt

nmoni t ori ng fe nte rated nit o of networks, systenms,
2s wel 1 as R (G, TOteq 0¥ GBLh RSB YRR Bebiatsies o toe siterént

maj ority ofhdmsl skAlers th & letivbkad é‘rﬂirbﬁf«eﬁh%y@ﬁﬁﬁ%hit@&?q:éolaﬂé}ﬁ N b AS
20 per this,architecture, software agents depl oyed on e various hosts of

a net wor kedd R&hnent nake periodic measurenments that are reported to a
central manager. To coll ect neasurenents, the agents use various tests. A

test ca |p as nts. For exa a Process Test can report
msasure nq&eihngb ﬁ(ﬂ(‘s’@g{e e® {J rFﬁYﬁ‘FBer qut'%‘lsoé SZ@‘d"t@Watc%déCﬂf!mnW@ne%d
the 25 CPU ttmbamaﬁsyovén ld zfith ORe®@ork h(féBL}HHHSQQSBWJﬂS Setﬁe Ebl’vﬁyfe‘?(itﬂ'n gfrows

an exanpl e of an e-business system To ensure redundan the system uses
mul tipl e | rARAIGEHORE sypparted dmajéﬁgwrkg%e)nvmwmmt haadnqreaseﬂ ceamatidally.o t he

Lernet . PAASIRIMOAGUR s} ABRRorINSOBAEA Hokhialy WRILNelTESy ol .

| east one | oad bal ancer 18 or recervin
the | SP s 3beayrprai thaetadygnt 198 neyyumewtidier @ppheatioin dbmiapmehablaefomb ghelr ver s

oo i r LTS SnyreRients hag P 58 e 88 ahicloaRer deplovient, and

E- busi ness mpiiténarideoot eBusiness appllmtﬁmlsewmrmepde@bﬁtopam ﬁwmenhg syStbRis" ed
to as appl Itﬁa |on éﬁrvers 2 I's used to pr ovi de

security. prayigg dntgg EF?&&P?’BFPT g, Qe?%t“@gisa rﬁys@@se rsowell @SrﬁﬁﬁﬂéaﬂQﬁS

features frmé/meqhty@ Sige&yf aBAtibgat i ons can benefit. These features
I nclude optimsation of Connections to database servers 32) 34 and 36)

caching of results from dat abase queries, and managenent of user sessions.

Data that i& gréal ajorie oPmonRefing BbRAIBAS Fldw tﬂe%&ﬁéﬁ ea@%ngﬁt%ﬂﬁectﬂfd Hsnd

I nformation) ‘and other rel evant 1nformation Usi ness system
is stord iRer Hsdatchiaskiree spBvaraiagants leploved onf the aariess bhysts hef a

applicatio S services by users,
the syst emmnéél nt ai ng@gﬁﬁ@c | onéﬁéoﬁﬁﬁfyﬁ?gsﬁ%ﬂggﬁbf@t p%{'?n’ésrﬂor@gs%eﬁm 38.
Links to smepmangnaml To cillest mealsamMEmy) ﬂlﬁdagms Wsetvaridls hbfs! Adest

E- busi ness stemto fori/vard t he goods for ship l% as soon as an 15 order

is satisfi “ Analke dnuliple measyremenise FPrpexaMAleNAd reeess J@st DAR) rQP@ﬂver
42 and a Whghesimhemth it y@@% e Rimbey K fbosfet thattdre Afithirtd, HHd eI

Directory Access Protoco server novvn I'n e DNS
server 28 a@EUsmmtdmamqwaniliwimsefrtbewumrMngrpeodesses net Protocol (I P)
address. The WAP server may be used for

Figure 1 shows an example of an e-business system. To ensure redundancy, the
system uses multiple Internet Service Providers (ISPs) 10, 12, and 14 to connect
to the Internet. An access router 16 manages the connectivity to the ISPs. At
least one load balancer 18 is responsible for receiving user requests via the ISP s
30 and directing the requests to one of the available web servers 20, 22 and 24 used



20 frontendi ng applications accessed via w rel ess devices such as nobile
phones and Personal Digital Assistants (PDAs), while the LDAP server |s

. used for storing and retrieving information in a directory format. As
conpared to the enphasis on design issueszof the E-business system

nmoni toring and nmanagi ng i ssues for such systens have received significantly

| ess 25 att | y | ad- hoc t hods and *
convent i onalsvghe?\%srt%d-rﬁ%t Wor ﬁ rrgré{)% f%éﬂgﬁéogﬁgg 'Wﬂ%ﬁtﬁng}f@erﬂnpr opriate
speci fi cal | E-higineseapplicationsE- Fhsi Bdnsireidei 49plitanons Rxe8utb oS rhiddielR e
moni tori ng ﬁ%ﬁéﬁbbl ties are t%r(r;%i ed. Since the business aggl I cations o? a
systemrely 1SCCATPRY 8 10 3% APPlicatiEN SBYass 26rand 2% AdjievehBDds
servers 26 asel RBprovide securBy.r at egi c position to be able 30 to collect a
variety of statistics regarding the health of the E-business system -4
The application servers can collect and report statistics relating to the

syst ent' S5heThe hapSieationf sériersk ReVand 8 ispabi LAl nyser
profiles, soq, tha?rsiagpﬁégam cr cont ent (eeﬁ.ab'eggv'zgﬁpgfe%ﬁ%@@rﬁﬁ@mt@aﬁy

the system BHRGY yans: ¢aphdepetity éq'bbéﬁ efeatires, inatudde toptimisatidnbyf past
activity. Heo¥eet | noni.torin rely at
t he appl>/i cation ;tlgp %g??a?és%éns\oé?éésm?r?l é(;;'?e%%? 5”%5' ?#Z‘t'ﬁh‘é@sykﬁﬁeﬂba%@gﬁ$e %/he
syst em needquerids amthimanegerarat ah user egpssiond. vilta ohat ke isdieatR/® ohedbe be
avai | abl e, robl.ens encoynt er ed ile running the system(e.g., a
sl owdown of ﬁ’gorhgqqg’ﬁ'géecagﬁlpgéﬁ 98983' %’Eﬁ&m%qt@ﬁc?ﬁ‘@)gtw r@lﬁéamifinfpgmat on -
appl | cat 0 onfos ahy &-bDEREES Welent ) stied % €64 Betabiash Wrkls UtkSE a iialill

0 e J%/g mrto be

problem This allows corrective action t e Initrated and t
brought bac®C4&5Sn8Y nthe @pelicatiosncompgnentsal Jo iprocessr payrsentsniot ogdous or

conponent s ssoitew b lidts EtHY SYEBRFE maiptAns %?@g‘}@ctid?\s':{cp at é%%%th(gnezgén%g@ and

conponents for nonitori ng i ncl ide a manager I nt er nal
52, and oneP¥}}MeRt syHRMmepBal Linkfeta shippingTagenniamdeara Rlsd ptdwdew st 45 tong

systemis httRg | r ' | [ ' fromthe agents.
The mngge?e%égﬁgw g% g\rélg-stygtré?nﬁ é‘?g(?@}ga\égﬁgéﬁ?@ggﬁblle%m’{nge%??%” gélqr\ect ed
f rom t htd agerdies is satisfiedcan access the neasurement results via a workstation
56. For exanple, the workstation may be used to execute a webbased

graphi cal user interface. 20 As is known in the art, the agents 48, 50, 52

and 54 are Alppishemryinsiigt hare addopaindNameddgrvicpdDNS) searar d2sariads Wiksléds t he

E- busi | ' i nt | t taj ned wit hi h
ot the b AeplERon okl (ar ey gl #1814 BFPelo Siahocana Protocahg.
the LDAP seflLiDAP)iServBy 45LrAS iskreeLinaherdarp dhe DNS b6rveR id Ates¥sd mr#&;’e {est

agents coll ect information out varjious aspects 25 of the syst

results are'3%P é’Y'ﬁb&‘q h’tﬁ@e?%é‘a@ﬁpéaéhﬁgdr ePhe Tt \WAR sRMVEE MAY beused der
xper | cneod T e toah o L tolRE GeR,sudht s SRR Batesc

di sk parti tartﬁ; Persaneé Digital dssistants (RBAs) i whitesthedDAP seher de0ssdiorBtaRRsSSi ng

unit of a ernatively. . .tests can be executed froml ocations
ext er nal t@f*%et@%\s'géWQ#@SQ%'%&KB@WVJ@WB ents. Agents that make such
tests are referred to as external agents. The external agent 54 is shown as

executing on the sang em as,the nanager 46. As previously stated, the
manager igs Ss‘i?é@?%’led e St}we emphasis on &gsngn Issues oP the E-bus%r/\ess system,

monitoring and managing issues for such systems have received significantly less
25 attention. Many systems are managed using ad-hoc methods and conventional

server and network monitoring systems, which are not specifically designed for an

E-business environment. As a result, the monitoring capabilities are limited.

Since the business applications of a system rely on application servers for their
operation, the application servers 26 and 28 are In a strategic position to be able
30 to collect a variety of statistics regarding the health of the E-business system.




- -5nonitoring server that is installed in the systemfor the purpose of
monitoring' the system The external agent 54 on the server can invoke a
nunber of tests. One such test can enulate a user accessing a particular
website Such a test can provide measur engpt s of the availability of the
website and the performance (e.g 5 in terns of response tine) experienced

b f YA j ' . el hal .
Phstr anent al S PERCRIN s Bah WallebE Rho 1B SRtstfe Yl S e SHEswS <
referred toheait Sbinaott thexnoast dpplieliomsenors slsomiantl usdrib e Lithe
I nstrumentation into the, E-busi ness el enents and services. For exanpl é:

dat abase sefYEARIcHEONtaNt (8,0., BFVeftisements) aaneraledvetheosystammer hatalgestent
Protocol ( MRk msﬁr@ﬁmncé@éﬁ‘dﬁb#ﬁmeﬂrﬁwbaﬁtdc‘ﬂ{)i}g.OHBWe'veP% k8 éﬁ})out

the availability and usage of the database 'server. An external agent, isuch
as agent5 54Mapage dhe system, meaitoringmerely @ theapplidation sBNEKMIB mptestifficterito a

parti cul ar L Ll i the server's health.
Si nce such 'glm:t@és)t%ﬁﬁraeerlsﬁﬁs‘ﬁ%%érﬁ%;b?trtﬁéne%x#aéwhgg{j)dﬁ{Btea'gﬁﬁtorpaear@a?%ﬁgg%rag%fver,
tests of 15viewi of th@esystemr shiauld dub tavahabléwisbt thab prolilemisséndounesraal wsigent s
54 may not ve syfficient capabili 0 conpl et el auge the health of an
E- busi ness Jg@gfr@nt{hﬁdgyf}em 458 @ psﬁ%‘i% &/ﬁ@n d@}@éa%gc Rfver @i acRYgdANe, it
may not be ppafahdtich bp ofeasiiR APSicaesh 'sthvet eeesIdaY daRi e Hg{écite?oaéi fiid

| evel s of a web server from an external |ocation. To acconmpdate such 20

si t uat | bs, outaet abthe: Rreblam s J Siseallawsncarsectiva @ction ¢ halinitiajed and4Be sgsteand
52. The m%%ébﬁd?{gh%é@kitin&ﬁﬁﬁcqﬁrﬂ& for database storage of the
ed by t gents, '

measur enents repor e age anal ysis of the stored data, and for
the correlation of the reported neasurenents to identify when probl ens

occur in theigMmnhfs@r mdst‘?é‘t\éis.V@Bﬁﬁéﬁné‘ﬁgm#gﬁgnt%h?séooﬁﬁtmﬁb'S@-ﬁu%eg{r g?éotggf ey

be. Various protocols 25 such as the Si Net wor nagenen
(SNVP) or t$howyperFigedt Thanedrercampenanis foHmEmjtoriag dndieds ausadager 46,

Teuedet | agafiferiaHuEHE A 8 and B3, And et Mol¥Sel il K8 X S et
and rgpwt @irtbbl reositeringusysteinyis Sagmditﬂimmabdvgr :ha&_mfe&méﬂ@ﬁm‘ti??ﬁrohﬁ% beeg
as -C er el n use | rove e e | Cl enc an
hrornar oag it SERE FhandGar ter prdWids ingiiaiin, Sthradd 1or Beasireerans reailie Aape
and | DCs. Siglleetatd$ionahe tagerme SUSéreNBariiaRcasy e Mdasut@remerbsultdGR and

ASPs have used these_systens q%Eﬁjmarily for they; internal operations.
Typi cal |y, VOESHHINSS8: BHor examples thaswarkstation imeayba used tor exasute ai web-of

t he status @é%dogfabﬂfd%%@r iﬁfeﬁdé@i.r services and servers. Instead, they 5
ent wth wee

have to be cont y and nonthly reports mainly focused on server
and network usage. The challenges in nonitoring hosted environnents result

mai nl'y 56 0MAs idehdvastih @ePaRY ek I 505 i
har dwar e, an%l It he . oper atei ng gﬁtaegr%lh?gﬁgbr?gh?sz, ami % ﬂ{rﬁgy@%’%%réﬁw%r\ﬁns
the appli caQanonQﬁfScCﬁwiM@d at vaiousepaints ipdhe d&-busines system. ajppFigea; then

Cendency f dnTRE° a4ES, AP s ST SRR of o, JebFsarvers, A HEChqd e ce

versa. Faceapplicatios erverscReTaid 28BN ithe LDAP| Svar 851 Ay $%rf]ﬂr\{n§ paeddd-
probl ens.

expend a lot of . resources in troubleshooti ng. cust oner
Consequent | Beriadie tests ondhg syptend.dbe agestidcallgchinformation about various aspects

25 of the system. The test results are referred to as “measurements” The
measurements may provide information, such as the availability of a web server,
the response time experienced by requests to the web server, the utilization of a
specific disk partition on the server, and the utilization of the central processing
unit of a host. Alternatively, tests can be executed from locations external to the
30 servers and network components. Agents that make such tests are referred to as
external agents. The external agent 54 is shown as executing on the same
system as the manager 46. As previously stated, the manager is a special



A second conplication in hosted environments results fromthe fact that

di fferent custoner web sites and eBusinesses can be hosted in the sane
networ k. Sorretimes, different eBusiness sites may even be supported on the
sanme system (such a configuration is oft referred to as shared 20
hosting). Usage) performance, and availabiTity neasurenents pertaining to a
custoner's eBuginess S gﬁrceived %f bei ng sensitive information that

cannot be r'DPBEPURD sprverdhags pstalled incihecsistemdps thenpirposs iof mangorimyitheor i ng
sol utions gtsrh. eyl I | ti-domgin nature of
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The need taneusureRdtRPRistiscromditad B & APHRERbRX 1GRCh manager is typically an
expensi ve software conponent. Mbreover, separate hardware is required to

host each manager, The need for multiple i ndependent managers nakes the

overal | sol@REANItS HORXBARKN o Bllld iFafuARRRRNTRIG eersgﬁt?fs\lrﬁeﬁ%g%@@gngso as

I ndependent software conponents reporting to the
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plurality a man

cusers, | Lch ager gathers data regardi ng sai
conponent s%ﬂﬁeﬂghﬁ%ﬁ\.@%\'&f %frb?trf’mq{g@%‘?wg?@tﬁéhgldéiﬂpﬁsefseééﬁfhteﬂs of
CONMpoNets , tAR {paTeird AeFep@BRbias “Whitb dxb6R8: Associ ating each user with a
comuni cati ons address and a subscription period; Allocating to each user

perm ssions to access said data and the status of the conmponents; 25 If the
subscri pt i cExtpetdl Gyetts G4 aaydndl haveé! susiRier AapBBHitS 1P chRfpletely gauge the

health of an E-business system and to diagnose problems when they occur. For

example, it may not be possible to measure the central processing unit utilization

levels of a web server from an external location. To accommodate such
20 situations, the monitoring system can use the internal agents 48, 50 and 52.

The manager software is responsible for database storage of the measurements
reported by the agents, analysis of the stored data, and for the correlation of the
reported measurements to identify when problems occur in the monitored
environment and what the root-causes of problems may be. Various protocols

25 such as the Simple Network Management Protocol (SNMP) or the Hyper Text
Transfer Protocol (HTTP) have been used for manager-agent communications.
Prior efforts have focused on algorithms and heuristics that can be built into the
manager software in order to detect and report problems accurately.

Traditionally, monitoring systems have been viewed as a cost-center, being
30 mostly used to improve the efficiency and internal operations of enterprises,



-s providing said user with real-tinme access to said data and the status of
the conponents in accordance with said user's permssions; and notifying
sai d user, using the conmunications address associated with said user, of
any alarmstates that occur in conponentssihat the user has permi ssion"fo 5
access as each alarmstate occurs; and Perform ng said analysis of said

data by saigbr] ' e e r 1.ssions. Preferably,
sai d user per %Eg?ggsa?él%gg&f ﬁgagﬁ‘:lﬁ tSCI ;ﬁbt l(?éésgrﬁlﬁg%ﬂosié@?ﬂ@”f‘ﬂaﬁysmi de
data to saienalrigally tasnsedDds and ASPsTeve. usbd tRess sysibmy prinf@il iR Pndl
al l ocating LSS e rranai ng, saj.d.users I n a hierarchicat
manner , Wne“ﬂe rﬁh E%é:%gﬁgﬁgrwmﬁlﬁlt @”ﬁ‘ﬂ%‘%bﬁegﬁﬁ%@%ﬁé @R pekhavea ealdime and
the status viewt tiethenstatusand driarianibo sfensir (daplicdd and YA, sfad, hdyre
hierarchy. Preferably, the user perm ssions include the abilTity to' pravide
restricty on@¥hia he c%gte(g@ N‘f"i!#‘g\ﬁ?%‘fly 8Rd gronth yrrepory mainiy focused ont severaars
beneat h t hegativork hga@é'erarchy. Preferably, the conponents include network,

system and application elenments, and the anal ysis of the data includes
correlation of the state of the elenents to determ ne the status of each

conponent . ﬂﬁ@&ﬁé%ﬂz%és ihhﬁorﬁ’iﬁ}r?ﬁ@t %@&%ﬁ@mégﬁyrﬁ%nﬁfgﬁppf sendi ng

each user an alarm regar di ng subscri ption
period. Preferably, the nmethod further conprises the step of providing each

user with real.-tH rmhistory f t hat
user. Preferabl yTﬁ?r?gggg? §r%\ﬁ%§r§gﬂl5§rﬁsrt§$%);8§9 ﬁ@gpgq@%&hﬁ{@qr & ?fl’cg{heded
t]? each user vi aoperating s'ylstamfmmpormitﬂ wbﬂélﬂhle fourstomeer gwngrth?imuggtgmst ep
of provjg4ing use er s,regardi ng the presentation of sai at a
and sai id‘gstat us %‘%’@%’F@%m%@ﬁgn&"? o giacsseh &%FB&&&H%" depgndasy theabl v,
the user pref er ematemrk mridusgstamacompordris ctiees isldtaiushtly @téﬁ&%n&?%\efhei n
which alarns are | fi os%dﬂéer lgg,gc%rdin to an alarnis state and .
the correspondi nﬂ‘psg%#ﬁﬁtﬁ Hﬁqmg e IDC or ora p?'oblem, and vice versa. Faced
with severe competition, the hosting providers have had to expend a lot of
resources in troubleshooting customer problems. Consequently, their
15 support costs tend to be high.

* A second complication in hosted environments results from the fact that
different customer web sites and eBusinesses can be hosted in the same
network. Sometimes, different eBusiness sites may even be supported on
the same system (such a configuration is often referred to as shared

20 hosting). Usage, performance, and availability measurements pertaining to
a customer's eBusiness is perceived as being sensitive information that
cannot be revealed or shared with other customers.

Most existing monitoring solutions do not handle the challenges posed by the
multi-domain nature of hosted environments.

25 Faced with severe competition, many hosting providers are looking to offer
monitoring and management services of the hosted environment as value-added
services to their customers.



Preferably, there are at |east two data networks having with different
network 5 address ranges, said nethod further conprising the step of

provi ding at | east one agent in each data network that communicates with
the manager to provide data to the managej. and said step of perform ng
said analysis of said data by said nmanager is perfornmed on said data firom

all data ne ; j.ses a single, central
manager, or Mgh%lﬂ(%é;?ﬁé %?pg%é*ﬁg‘?%@ﬁp@g@ﬂﬁaﬂl@@éwg Sq?W'Og'@GQ reetctaess t h
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plurality o i , FuUPportEd, Ec}ﬁﬁr asted) enviserment, e ansueer thengeclirity of

gat her dat aeaclyeustonprsadataconponents and anal yse 15 said data to detérm ne
t he status of each conponent; user managenent neans provided in said .

manager, arranged to store and configure profile information regarding each
user, safd Thetrawbacksofthls asproaeh HEd:Ng a communi cati ons address and a

subscription period, user perm ssions to access said data and the status of
t he conponents; 20 user service neans responsive to each user, and arranged

to interface witThéhresdneo®wn 2idd odsRite SRLNI rE3age onfirm
that the subscri{oti on period for a uger %a@hﬁ%’f@expir éé E%gﬂi %abgg% Is

subscri {)ti on gezj VEEQHHSaTQXP@%\IQ seftware mmpbmmtsw![odeqleéfr sgﬁatrgtermbw_gtgge
access to said d; 0 ogponent s .in_accordance wi
said user's per mésgﬁﬂ%,d gtﬁc! t0 énlé‘cﬁ)zthi %y%’%@eg'aiﬁrﬁgz@e%gé‘?ﬂ "l}'i(fpﬁ% IppRPandent s

communi cat i ons adhénagels wakestheabwarail sbiatien veheéxpemelve, i N conponent s t hat
the user is associated with as each alarm state occurs; -10 sai d manager
bei ng arranged to anal yse said data by without regard to said user.'::'

per ][n ss1®ns. ,'t . The eageniB| Myt Alsoudewepty _rb'dess’ilhdnnenidani sdftwake cphpdrieltd O t
configure agents nMRpager _concerni hg a component .
5 Pr e]g er abl 3 t hrgtpllégﬁe'}g %ﬁ?gg%ﬂﬁﬁi%%rﬁesgsq%, % ?ﬁiggﬁes@&’eaﬁ?%?@g" i%?ﬁertﬁpﬂbr s

i n a hierarchi catustomees datdner eby each user inherits the perm ssions to
access said data and the status of the conponents of other users that are
beneath themin the hierarchy. Preferably, the user perm ssions include the
ability to Disglosurer ebthe lvieatisnon t he 10 configuration of agents by other
users that are beneath themin the hierarchy. Preferably, the conponents

i ncl ude network, system and application elenents) and the anal ysis of the
data | ncl uddyoughewy the speoification, suriess dfe tdomtedt erguires tothelRAsy 'the Swdrae

t at |y, th . ice, me dt
Status 4 oBoherRIPOP ey R B el SV, THS S e 1o
period. Prdmphatile/inciustorusta stated irtegeregrolp oRintagers bhut ﬂoPtrh%VéQﬁ,ls ey user

wth real-tjne cce§s to currentf, | arms and an alarm history for at " user.
any otner integer or group of integers.

Accqrding to the present invention, there is provided a method for providing real-

time monitoring of components of a data network to a plurality of users, in which a
20 manager gathers data regarding said components and analyses said data to

determine the status of each component, said method comprising the steps:

Associating each user with a communications address and a subscription period;

Allocating to each user permissions to access said data and the status of the
components;

25 If the subscription period associated with a user has not expired:



" Preferably, the user service nmeans is arranged to provide each user with
~ihformation via a user interface, said user service neans arranged to

- provide user 20 preferences regarding the presentation of said data and
said status of said conponents in said uer interface. Preferably, the user
preferences include al arm preferences determ ning the manner in which

alarnms are it o rding to an.alarms state and the
corres pondiF{r.lf_g{”('q!)H 1 %ﬁ‘eq?p@%légmﬁi%%lﬁtﬁﬁgﬁcqegﬁrte %'g %@atal %’?ﬁ%j{thQ wisatygeef the
net wor ks hasanmgonvarits ilaédsrtiante withwalkusstl Ssimissdorie angsai d system furt her
conprising at | east one agent neans in each -11 data network that -

communi cates with the manager neans and arranged to provide data to the

manager meandtifyingisdidraseq ersimpirscdainigications aadrdse uaabiuR Wtk dadalisdyf rom
al |l data networ ks Prefer aBI ) the, manager neans conprises a single;-
central marf{@V alanpsiates 4 P{PC@We'nnﬁ%B@Beﬂfﬁéhgt thenpsershas penmissioploci ty

of inde@”%&bs%&%hsal?ﬁﬁisﬁtela%ﬁﬁfsi' abhon of the Drawings Figure 1 is a

schematic illustration of a system of e prior art; Figure 2 is a
schematic illustration of an enbodi nent of a systemin accordance 10 with

t he i nvent ipdromildg Bafl a8aldsit j i @% sed
fn the system of _F?gure 2&%‘53@6&%5&%@5&%%}9%8&& thg}qWﬁéﬂuThe
enbodi nent REMiISAONSIvention is directed towards a nethod and system for
providing real-time nonitoring of conponents of several data networks to

users of 15 those data networks. The systemutilises a single, central
manager to fyeirrably, rsgid - usarepamwrissions doclutie dhe abilityhts danfiguret agsrits thathi ch

all ows the RN i gst ail of the users.
Al t hough ttfg8§r{grelgq@gaet%@?§ usegﬁ%%é'ﬁ%&rgﬁegﬂ%é\éﬁﬂ?&%ga net wor ks, the privacy
of each users data is nmaintained by appropriate perm ssi ons-based access.

21 of The drrebly i dRARen alGaify ofiRissions tRniiReh afeloke o Ui o

all of e data networks'in orde
occurring ihietaiehigak eranaenovherely taasht usarganerits dhe permissioms tei anesss saiabl i ng

dat a notwor D RS ol S BiRRoon @i it UsBiriat e Retatn erp o

confi gur at ilderav€hy.he system of the enbodi ment. The 25 system conprises a
central manager 100 that is responsible for nmonitoring three

Preferably, the user permissions include the ability to provide restrictions on the
15 configuration of agents by other users that are beneath them in the hierarchy.

Preferably, the components include network, system and application elements,
and the analysis of the data includes correlation of the state of the elements to
determine the status of each component.

Preferably, the method further comprises the step of sending each user an alarm
20 regarding the impending expiry of their subscription period.

Preferably, the method further comprises the step of providing each user with
real-time access to current alarms and an alarm history for that uset.

Preferably, the data and said status of said components is provided to each user
via a user interface, said method further comprising the step of providing user

25 preferences regarding the presentation of said data and said status of said
components in said user interface.



data networks A, B and C, respectively. In practice, each of the networks
A, B -12 and Cwll have a configuration simlar to that shown in Figure
1. For the sake of= clarity in Figure 2, the network Ais represented by an
external agent 102A, any, internal agent.glO8A, application servers 104A and
a workstation 106A. The;' networks B and C are represented in Figure 2 .in a
sim | ar manPefertably)etheordsef pr - i | A r neral s denéting
like parts with t,hwe SUFfix "A" ferr%’B!c%sEel@bl\E;MH? hé%@"’ gﬂ;?gérgge% ;Héeé%’é'@?'f‘%ﬁﬁ‘

Wi | e Fi gur'8aBnehifwhishalamsaieanotifigdito saisl usprasedrdirg tocars alarmls siafeVgak

bei ng moni tRpedrrdsPording Mhpéhéi quirenment. The sane external agent may

al so be used to nonitor —“conponent’s in different customer networks. Mil'tiiple

external agents located in different renote |ocations can also 10 be used

to nonitor i r ' vant age, of _such a

confi gur at ilaorne$ ?r?%z)ﬁatﬁéﬁ %gﬁaéagééﬂ er ﬁg@w%gﬂwm ndlifferant network™

per spect? veaddress ranges, saidinethodhpbet cbmpi’ibiﬂgrtﬁ% REIpS6F ﬂrbgiﬁir{?c’%t laa%%efi t ek
above, each cUlstomer networ

A B) . carfOid’ BaER A neNep TR inal SoRnicaise wiDghe reAGB0ST pratis daman

al so be norte theamadaged, Sands8kdN§tep A rdrRii ' y % ugh only
one is shown, for cl gri ty. The ne vvo?dlg d:&ﬁﬁr@egﬁ@ %%r%@é Z)!igﬁﬂré e@éﬁ?'}aan
| DC t hat, i"RAPAYSr ispesiosmed an said data fromalidata ostwarks.Al t er nati vel y, or in
conbi nation, the networks A, B and C may each represent divisions of a -
corporation.s_ ne rk. Further, each of the networks A, B and C may be

| aere%/féam

physi cal | y Ef MARRGEA CAMPrises a Aogleregnisalymanageéry ooa MQitiphgiycst | v
share s{yre jGQSFEHHEHt I r@S connection to ISPs. In another deploynent,
the networks A, B and C ray al so represent nultiple IDC s bei ng managed by
an MSP. The internal and external agents 102A, 102B) 102C; 108A, 108B, 108C

may be runnphrgscofdaresd with it ALt ' fore, each

network A, B, C 25 may _h_a\t;?i ?tﬁivga%gdé'@ttﬁ%ﬁ%ﬁqwaﬁghrgiégéjs. pr(?]\licgqﬂag

case) conmfyStesnifen PiRViding Feal-tiepsonitoring b cerghorents miya dataVvestworK to a

firewal | ( raﬁﬁp&ﬁser %ai&gggmm %%ﬁsﬁ%@et ween the central nmanager 100 and
| "an 'al agén as

the extern I nterna ts 1s on a "pull" nodel, with agents
102A, 102B, 102C, 108A, 108B) 108C pulling configurations fromthe central

manager 10 I : shi

confi gur at ?géfn@é%%nﬁﬁgﬁggg’%{‘ ggﬁégiﬁfﬁfg%@wmiggbo 9‘1"8@%?9@89@,9 angjyse

ext er nal® arf@id daterte-detagainedha siatys abesh dagmnetd®8A, 108B, 108C - 13
comuni cate directly with the central nanager 100, forwardi ng data back to
the _ nmanager and detecting and reacting to any configuration changes. ,.

The cent r alUSeanAg§BAgemeNt snaans Iprewidéd pinosaidethanager, parraged 16t MGk hng O
that the J nd. 106C can be used by users of each

net wor k At’”%@'ﬁgbg%ﬁ’@ﬁ%ﬁi@@@ﬁﬁ REAIGIng sagn H‘r%ﬁ'ia%eéa Pi‘%tbe ifermasioancliding - ¢ | me
i nfor mat i ora compivhicetivhgsaddresamnd assiibscbti f
interest to them as described in furthg@*@[ﬁr{ﬂbgﬁﬁe@ﬁﬂgﬁ?{q@%ﬁgi ng a.

si ngl e centS@ dat@anftthergatusioidhespmgenents; f unctional ity can be i npl enent ed
by a collection of |Independent nanagers. In this

20 user service means responsive toleach user, and arranged to interface with the
manager, said user service means arranged to confirm that the subscription
period for a user has not expired, and if said subscription period has not expired,
to provide said user with real-time access to said data and the status of the
components in accordance with said user's permissions, and to notifying said

25 user, using the user's communications address, of any alarm states that occur in
components that the user is associated with as each alarm state occurs;



10 enbodi nent, at the tinme of installation, the agents can be configured to
comuni cate with a specific manager. Al ternatively, using well understood

| oad bal anci'ng techni ques, a collection of managers can be nade to present
a unified interface to the agents (and tqas he different types of users as
well). The operation of the nonitoring sa entof t he enbodi nent is not
restricted m o i ura ion qf the networks A, B and C. -The
si ngl e, cen%ggﬁ“ \énég é?é'ﬁbé’f@%}g Yﬁ?ﬁ@'@ﬁ%bh withouhesgaed tmsaid userd
and Cin reaénhsshwmusing t he |nfornat|on received fromthe external agents
102A, 102B and 102C and to provide alerts to appropriate users concer nihg

© problems that occur in any of the networks A, B and C while protecting: the

privacy of Beoeferatdywihe useneperndssibn®In@QdenthbDabiligNth C
the network _o thou h the manager 100 provi dgrs] uggpg&@met Eﬁ%@g‘f ted

access to dBfoé"c% datate, "tamsﬁf fen B@grmcorag@mrﬁ 102A, 102B and 102C
according to that users pr| vi | eges, the manager 100 itself is able to
anal yse an the received information, irrespective of user

doc at of
privacy. ThF grqe%hst%P hiSernanagenent meaps ismgrranged de areange dsaic usenseinthe
root cause hter@rcnrdablnﬁnrié?%b%b ere the man ger
may only have access to those cor%%ét%hntﬁgéiwgﬂtnsz@v&%ﬂﬂ%é% ageass
a user. In 9e@ Q"‘Q)H"Q @tatus ehihagonponents Qfetthetrusaaraltbaﬂasebén@étﬁbh&ﬁan tﬂb’a\t
My occur iRiepapeh@f the networks, this arrangenent also avoids the
generation ofe spu ious alert nessages to users where the root cause of a 30
problemlies with a corrponent out side of their influence. -14
Advant ageou si I, nt.e .angd external, can be used
Mih §fee el e S Mol R Y Yo vive desteionsren tsont s
cont i nué0t ocwrfigusatinmef @g@ts@y qtlmen lBHrs treat @nsl bereath thern imthetibRiryhyof
measurenents to the manager 100. 5 Figure 3 shows a bl ock diagram of the

central rranager 100. In the enbodi nent, the central manager 100 is
i npl enent ed E?Je@h%l Wen@@mg@memisripeludetnezwcrlaraystenpIamldahprolwaﬂén \Glgrhats,

nmanager Conpanend nen nments the core
functions of the g%is E?Ws uc h°e°$$°r%&“p?ft%‘ Q{aong Qpments to
rreasurerrentth&rtBlrfertbmstaMSG)fteachabmp@magents 102A, 102B and 102C, threshold
conputation for the coll ected neasurenent results, analysis of the stored
data for trending and service-level audits, alarmcorrelation for

r oot - cause faref ,dhe wser sbodce meand Iadllmlalngﬁd rtdtr'![oﬂfyl ed’c:ﬁ’héér%baﬂ@d’gaﬂ!%[ 202
conpone ch virtual manager componen
isr espg‘%sﬁﬁfpér?jgfd g%‘&f& t&'g ’étfggt‘ﬂﬁ@@&% pl ays of, for 15 exanple, that

user's hosted environment to the user. Each virtual nanager conponent 202

is also re n.and |icence tracking for that user and
for the geftlgl%? ']algll tﬁ%hg%ﬁﬁ C@ﬁ.{'%%hs grargnge 53%50‘{@%9&9'? Heerwith real-timer .
Each vi rtuaacamsageurreuﬁalanastana% alatrR 6§ FormtHabusgrponent s of the main

manager component 200. 20 The virtual manager conponents 202 can be
i npl enmented in various ways, for exanple as separate processes, or as

i ndi vi dual Preferatty, ofhet igereddivieBN@@ahs 280 a ﬁ
t he mai n manager 00 process itself. It vvoulﬂgg %}F;qoé;réa%ﬁ hrson

skilled in 'Bf%"ﬁtlpnt%ﬂ Llﬂer\miarfalce)@aiﬂ)usertﬂeeVIcmmeqmlsemmugedh@prwide gggsrger

dul 0 0 25 I dul
rovever2 paerbted rbuRlind 36 TiesBRAN oI Saif SaB0aRy ud siktus oot saicne
mai N managesomponarite i s@iduser ntedese.an advant age i n that the vi rtual -

manager conponents 202 can be used with any suitabl e main manager conponent
200, provided that it supports the necessary interface to the virtual

manager Preferably, the user preferences include alarm preferences determining the
manner in which alarms are notified to said user according to an alarm’s state and
the corresponding component.

25 Preferably, there are at least two data networks having with different network
address ranges, said system further comprising at least one agent means in each



-15 conponents 202. Thus, the nonitoring systemof the enbodi nent can be

i pl emented Wi th existing manager conponents to expand the capability of

t hose nanagers, provided that the necessary interface capabilities are net.

One manager conponent that is particulary, suitable is described in the 5

applicant's co-pending United States Patent Application 09/ 750,890, the

entire disc f } hSnh( 16 r erein by reference. Broadly
P RS Bl B! MEsHgPL mears mac arracgchds

speaki ng, the nmain manager conponent 2

ggn_er al tcotrr_pm’véti*ﬂ slata tosthe mmgerm?earm)obdi@d:ﬁdﬁe;g@ rhelgng %gﬁbdﬁygga&f’toa”
admini stra a data storage and retrieval nodule YA
threshol d j hqglygnggéfogd%%}oﬂﬁg CEQ%B‘P&S‘P $i on nodul e 212. The user

managenent nodul e 214 provides the functionality for aiding and del&ting
users to th r as wel| as updating each user's profile. The
central rrangéée@@[gg t@é%@'ﬂﬁﬂﬁfﬂe@%ﬁﬁﬂﬁs%ﬁgéi"ﬂf%ﬁéﬁt"altmﬁeageﬁ user# for .
exanpl e, in the enbodi nent described herein, there are adm nistrative
users, cgsth&EB%tﬁ uSgrs and a gl obal nonitor user. However, other types of
users can al s %’up§8r BRI i MPANT aFPIRMSRSerd HIUMtiRliBY sabeindepandenof
the central mamagees, 100. Miultiple adm nistrative users can be configured,
however, all adm nistrative users have the sane rights. Each adm nistrative
user can sel ect what hardware and application _ 20 servers are to be

noni t ored bBrieh®esergdion dPthe Dhdwihdshe agents shoul d be executed to
nmonitor the networks A, B and C, what tests these agents should run, and
how often these tests should be perfornmed Adm nistrative users al so have

t he abi | i t yFigaredds arstheedaticeliustiation s ersystem ohthespiidrai; and to configure
their privileges. Further, adnministrative users are responsible for

est abl i shi nh%@ﬁnd 25 configuring the server and site topol ogi es or whatever

ot her i nf orhigure® issa sclematic lllugtratien whian émlﬂ@cﬂﬁfenﬁﬁfmf%@fgm ?rpg ¢RadfcedP! €
to anal y§e ‘I"nﬁ“ﬂ@meﬁ@ﬁj%/fﬁ fromthe external agents 102A, 10 % 102C.
lr

Cust oner “users have ed access to the manager 100. In this context,
a customer user may include the ower of each network A, B and C along with

each -16 LS toner.s.. For exa e, if the network A was
owned by anﬁg%% g‘@‘ﬁ%"s@ég%g’rﬁ&?‘?@% masiaget E%E‘ttbﬁéy@,e"b@t Fguies2.| DC
and the' IDC s customers would constitute custoner users of the manager

100. ,: :é;BE%to@?%é@??’%%Ma%"?ﬁfeeﬁw%ﬂfi | e stored in a database 216_on‘

t he manag user’s¥pro 88es a conmuni cation address
where alarnms will be forwarded. In the enbodi ment, the conmunication

addr e co i =l | . e her ,communi cati on nedi uns
coul ds:tl sonﬁg‘(‘aé ?ﬁ'ﬁ%@ﬁ“@&% tt?\%lgéve%ﬁ@ Pingm?%%?{%cﬁiq}("%{gs%Bﬁnfl“?iigéﬁ@}’ﬁ@"g;@t em
(SMB) to cetrbuiding tesliipim monitofiag bf oemﬁbﬁemsqﬁisbeera_l 8atal AEWHAG S0 UsBf Bt

i?r alarm 10 indications are to be

Franarm 13 cdnPRS B8 mituaike,  Tha iy slafh il sesacinge, sepisaipmanager t proside
ew &l ar m ogatr oo oy nd Of AT o B el IRflch GBS, PaCket ke o

t he manager to be amortized amongst all of the users. Although the manager is used

to monitor several data networks, the privacy of each users data is maintained by

appropriate permissions-based access. The manager itself, however, Is able to

20 analyse the data gathered from all of the data networks in order to detsrmine the

cause of any problems occurring in the data networks without regard to user

permissions, enabling the superior analysis of the cause of any problems that

occur in any of the data networks compared to existing solutions,

Figure 2 shows one possible configuration of the system of the embodiment. The
25 system comprises a central manager 100 that is responsible for monitoring three
data networks A, B and C, respectively. In practice, each of the networks A, B



user, whether the conplete list is to be arranged by alarmpriority or in
order of - _ occurrence, and so forth. 15 Each custoner user's profile

i ncl udes subscription Information defining a period during which the
custonmer user has valid access to the mangger 100. \Wen new custoner users
are added to the manager 100 by an administrative user, the admnistrative

user specifiaad @ witthay ' : nitoripng access tao.

In the embodi ment.,| t_hebsaévrgegf?%rg?ﬂ%rf gmlahgﬁfﬁré?hpgfﬁsl@}@%u@o ‘nEeheksake af: and

Cin the maiCiritarRddeurcofpthtenetwank A isremresonied iyt an %ﬁ%?él?c_%ﬁt%bﬂ wgﬂe or
th a

nor e ot her S r t websl t e n_be associ ate
server, a \/\/eﬁgégrﬁglalt%éa'ﬂi ?)dr)ﬁé’e?@é‘?qa%gﬂds%fvﬂg‘t 36%@%@/&0.rk$aﬁnmﬂﬁﬁér Taet

who has ri ghetwerksnB@indoC arevreprsseatddsinal I ilgF A b4 i
moni tor g | ﬁ@e [VErS assg(ii t ed :NI t_rﬁglt;gﬁg Iﬁgbglh"gl:l n t%&qésg%@fk%ﬁ:

t opol ogy.” I 25 d&‘?‘?r%m QURBHS ZIPFHEP@VBB% ipads, with theesuftiy “Ae replhesd withi:
appl i cati on“Beandre”oF . n be, part. of a sites

t opol ogy, but which a ecsl?sérﬂ)mnéély 3@5?& mr\%%ﬁﬂ{)\g%ﬁl %?r_nalzgge%txw diseg
cust oner us 8P F¥FIUNSH NebvaRsnbeing moDiBedetivisris not @ddititeedto tThe! éam?
website. Th b (N} QN allo the adm nistrative user to
associ at e nﬁf‘ﬁ#ﬁe@%@g@é&dé’g@@eﬁ?és3°meH')f@’ae<PmE%Qr8srém differast customer

rofile. netivarlst Hultiplenektbmat ' i rr din a

p p mgeftsBAtedCiH diféreht %@H%ﬁ{gﬁg G%rr\gqng chy

hi er ar chjcal._manner. Each custoper user is positione

when t h59 abg téﬁ?ﬁgff MPNRE arBlRgigepustomer ngtwaerker The enain advaniigscefl sush a
i nherit theconfigirh88€3s Mat it ﬁ{b?f’ﬂ i e hierarchy,

i ncluding the a 'rI it ?o %c'ceaggﬁtghéeﬁ%hgpl n oEr)ﬂ%é F%@ Qﬂﬂﬁ'ﬂPmeeﬁMﬁg,mrf
the owner ofX#BPRoMIhAraspeghte the responseCinarfoba webasitedfrem S8akSransiked he

manager 100 ,\yugrsw,_ i cust ated ag uysers beneath the
| DC user, S,\l/.l?:h t hat theﬁsﬁglgﬁ&m%goggbgggﬁ)ﬁgs@ﬁ i%ﬁiwaﬁ%?\n@'f%paaaaiw of

i ts cust omelieludguintaraahagents 1984Au308Bpand WOBCH Thete ban altothd Morb MMrPbRY M5
or infofgatj _ ' cystomers, 10 The adm nistrative user
can al sgggs@?%}rqafe% Jﬁﬁs?éﬁpg‘t&@ —vﬁﬁ’ﬂugﬁé’"yb?qq 'ﬁﬁ?‘%’“@iﬂﬁq%ﬂh‘-e, to a
limted extent, the operation of sone agents. For instance, where an

appl i cati onTggk .t Qi | edi. cat l.ication server for
Fhat cust omor® eavoMs 8 sha S Y daotf Fhyaient 581 BC. B G Bpstorsemvices
cust omer usier itgegustemgraanAdidratieslgbot Irt gornbination, 1 rdtvEks A eﬂ‘éﬁa% iy i n
whi ch the i{ﬁ&{fk@re taoﬁg. ngf that a ﬁlgiﬂ,cation server operat es. te”’t hat
the administrative user @ of aLomRgr & NepRTke Frthar, ®aghiof the hetworlst oner
user can coif Bgame G ieayoperpHyisivaliefanthe i fving that the
tests t bs. gﬁrfﬁérredyoat Ilmeyast gnce egg’rg;w%ieegﬂéﬁnﬂf@?ﬁﬁ%y ﬁ’m‘%?ﬂﬂs@'

al | owi %‘i Hadicglly shate Sae compongnts suchtas egnnsictign thiSRs equency with whi ch
the tests occur. Further, the adm nistrative user may 20 provi de each
customer u tcr?e abi Iit%/ to provide restrictions on the ability of

er w,h
users beneipha?q‘rbﬁfi Ploynente the eiwerss odnBi aud & mhay alsanreprgsant. mikigle

gl obal noni|p@'s BERN AR ralthpper spective of the nmain manager 100 but
does not have the dmﬁn?%?gy%\?gvl%g\?\ers provided to an adm nistrative user.

A gl obal nonitor user can view all data concerning one of the networks A B
a1 al arme ey Rl ant ol GRS A, G 0B 10Bty d0bBaTPeCamanbe
106A, 1058 or 1060 The ot o e S o efeRtd, Mac hetfotoAdy €
passwor armaﬂbé?’e HSRwR Q'Sg-BFtr%eéth adgeasspsi s thiseassy cosupunication will have

to be done through a proxy server, or firewall (not shown). All communication

between the central manager 100 and the external and internal agents is based

on a “pull” model, with agents 102A, 102B, 102C: 108A, 108B, 108C pulling

configurations from the central manager 100 (as opposed to the central manager

30 100 pushing configurations to the agents 102A, 102B, 102C; 108A, 108B, 108C).

The external and internal agents 102A, 102B, 102C; 108A, 1088, 108C




30 virtual manager conponent 202 and notifies the virtual nmanager conponent
202 of the attenpted log in by the custoner user. The virtual nmanager

conponent is -18 then responsible for providing information to and
responding to requests fromthe . custonefguser as will be described in
detail below. , ... :,; The adm nistration nodule 206 is used by

adnmi ni st r at icomrogsitateai ' af nctionglity to '
configure the data net e\o?fwgﬁlggetﬁdgﬁ}r?t)trnea&agghlﬂo, TIQH@?J@@TQ‘ aﬁtﬁgela(’k;toéfhﬁhe .
various ser Vidnagesendrdetaskingand pedatioy to bay con%.lr'aﬁ@n eRgiygdat a network and
t he i nterdependenci es anong them configuring ere the Imternal and
external agents shoul d execute, the tests that each agent should runiand

t hef f r equendecferiealimanage 0 s neBitselSpfm»ilded "ﬁamﬁ] ﬁtefv@frk,ef&lfhéﬁﬁé and
configurin ; | | er transactions that are to
peri ogi cal ?meﬁ?['gﬁseaﬁgéorqsééa%ﬁgogécp%fﬁe éﬂsﬁét i ysafe 9f sack netwierkidiB

t r ansact BonandeC ftoaredsdtheacersted! rasadgete 00SsHE | RI-time! IRt | 09
t he product fa%t al o addi ng to the gﬁloppi ng ggﬂd Fa(?‘ef"entei lﬂ?rﬁ?gﬁé%ﬁhﬁ t he

ue
shoppi ng caPlPUdd rr@ﬂh'!poé‘ﬁf‘ff’pmgthét felevard daliea netwarkgef dnteresettoi themt, apdul e

208 is respdssedibet incfirth8E 8btdiMaigEasur enent results from the external
agents 102A, 102B and 102C and for 15 storing the results in the rel ational

dat abase 216. The threshol d nodul e 210 is responsi ble for anal ysing the

measur enent Rasier tagh GOND isiyle centrhl matr?]l'égémbesfﬁé]mﬁggbgw%ﬁggqﬁcﬁﬂg,ality

determ ne whether a neasurement is wt nornal ra
sui t abl e t hFBRh&RdiIRpleBENMed Yy e caliaatipnaof dirxieperdents ridrdged. R fhis

~anal ysi ggpr : r by, adak: d rends can be 20 conputed and
etored in thn gagrg} ggeh_gfggf l(t)"f%hladgt gglpﬂlépgénéﬁ‘?/s?%e."gq'h%a’bd?q doafigwedniaiul e
212 i's resp@ARNHINicatorwiinal gpecitic arahagar.r AlteratheslyEasing eIl ey sk ' T O
t he exter naba@ggwgste%aﬁlau éOﬁgPﬁ % 102C to_provi de instantaneous di agnosi s
of root causes Of oprobl eHet g i O ARAGRTSCRR beRdgde rresant meunifie?2

i ncl udes a tdrface mﬁheragems@momdwif@raﬁﬁypaéoﬁuﬁgfabwlgti0“ managenent
nmodul e 220, an al arm nodul e 222, a custom vi ew gener at or é 4 and a

restricted data anal ysis nodul e 226. The subscription tracking nodul e 218
recei ves nof heioperation of iher mbeitoririgsystera gsfithe OMBRERMEN39 Aot f&tﬂc‘ﬂed*t?)déﬂf 204
ptio

tr acki ngd mof o6b e duratiof ik FF elon@ Al ameCs 7A@ sinoia, rontramanegénr
the cust ometOQisembie to honitoraddoth, oRMHé ﬁ&%ﬁé’%e@ggg (16 TN us rthe S -

ermitted access to the central pmanager 100. |h addition,
: {
subscri pt i offorpation, g@ggly@j mneezq e_mml @gents d0RA, JO28" ahes1GaT aindr 9 f or
the cust oMesrRRY afsfttsSto ApprBBHateSUdktS doRESRAhd SrabisE Bia O3ane s, glzi()P of the
networks A, B and C while protecting the privacy of each network owner, such as
20 an IDC, and of the customers of the network owner.

Although the manager 100 provides users with restricted access to data it
receives from the external agents 102A, 102B and 102C according to that users
privileges, the manager 100 itseif is able to analyse and correlate all of the
received information, irrespective of user privacy. This allows the manager 100 to
25 more accurately determine the root cause of a problem compared with existing
solutions where the manager may only have access to those components of a
network that are relevant to a user. In addition to allowing for the better analysis
of problems that may occur in any of the networks, this arrangement also avoids
the generation of spurious alert messages to users where the root cause of a
30 problem lies with a component outside of their influence.



- The configuration managenent nodul e 220 provides the custonmer user with the
ability to performconfiguration tasks of agents within the restrictions

. inposed by the adm nistration user. For instance, a custoner user can be
al I owed to configure which specific trapsgactions will be nonitored for a
website according to 10 that users requirenents by an internal agent. This

not only proy=Hsaqd i | iRl in _confiquring the
moni toring of t o7 r&%e' ,ge?{léei!ﬁ't')a“q a%’s%tbgm%tﬁgggtﬁé&%ﬁpﬁp?Prl%ﬁdo‘ﬁ'ﬂ'b{heden
from the adnanager 90 o thesembodiBoariti witiTeatt ineotlifidaos e THEBaoNY chitfhueUs ifRTer
user are c j confi guration nmanagenent nodul e 220 to:khe

dat a storag'gggﬁﬁgsf&e@f géﬁéaﬁgoﬁﬂc{er%g?%at"ﬁ@ew MEASHERJBeNS 40 thmmenager f or
storage in 10® dat abase 216. The al arm nodul e 222 is responsible for;

det ermi ni ng whet her any new alarns are relevant to the custoner usef based
on neasurenents and analysis fromthe database 216, and for forwardiig such
al arms t® tFIguURLStshiaws & BRIk dIAFaRRbPtheCOBRTHNnfld df | ures
that a customer user Is alerted pronptly 20 when 3@39% éﬁ]ﬁ'feseaj;gpéigfég\ . The
al ar m nodultBezeptial manager d98ds dnplemanied @saumaigmahagercamponemt 200K | S
sent al ar ' f bsites and/or other servers or
net wor k cgﬁapgﬁ}éﬁlitg%tgHg@%mﬁgggfﬁ@gbg%@&@\%ern1 ssion to according to the
perm ssions configured by the adm nistrative user. In addition to

comuni cat i { i e Vi heir 25
comuni cat i'!;fge 24 r quqéﬁgba ab }éﬁnfrrg%l% pﬁp %ﬁn?gs% %628%-}’&&?3{1% Oﬂ"tﬁfﬁ“&aa%e’
current and 0, sushiamthe aosipd anid stbeagesof thetheasirement data oo thetextdragle.

“The al npdul e co [ es, AL ect | jth the data storage and
“retri E\a/.ic’;l mogul @ éééAbf q?%% %@?nmggf’r%g orfé’mpui%ﬁ?" Atls°ér e agllegtedr e
in the dat abessurdireriyrestits, Gmalysisidf dhe Mborebedsta Fop trehbidgnand sERARIEVel

conponent o3 e custom view generator 224 is responsible for

conposi ng g%‘&étghgﬁl@e%rﬁ@%‘@fr?%g%%ﬁt 1RGNast 48eLlegrn ard edministratisnse 216
via the data storage and retrieval -20 nodul e 208 of the mai n nanager
conponent : [ ] cust oner, user. The custom vi ew
gener at or. éggwﬁgglr @i%ﬁ@ﬁb?%nbé?é@néﬁgi'ﬁgpfwg{%dtERJ each J1ser. uaehi virteal) v
provi ded wirhanagérocoraponentt 208 ist fesponsibie/idr §86VIdIAG cUstdresy oﬁéb@g@égor. The
views ayvailable to e user include the states of each of the - websi t es

t
and ser\Rer §W@?hé’?§n8§?\'fcﬁ postsdh gRvierRMeRkto the usser Raeh pitusl| egeagaro
access. Furddngs ' _ r ' ' r i
di spl ayi ng t he qneiirﬁh? ogrwnﬁ ialgg\%g@%ﬁg ftehg’[’ﬂg‘%ﬁ’-“?ﬁ [)érn??lﬁegr%@%ég}s k["%cﬁoﬁ(wﬂg the
ti me zone tUser angeforidlae ganerationtand cemmunicatiohwmfraderisin redhtime talthbasgh t he

measur enent ; I | I £, rd Tinme, .the custom view
gener at or a%ﬁ‘twslr{% 'ﬁ%%%@ro%s‘\%%@v ‘f@% I@gﬁg%ﬁi%o B?"qqﬁ%togﬂﬁﬁ.mwm sis
parti cul ar Imanagéndomporsent @90i ons where the custoner user is |ocated in one
geographic region but is nonitoring websites and application servers

| ocated i n anot her geographical region via the Internet. The restricted

data arg0 ysihe witliah en@perrcomptaseritd 200UGdrP BB Nmpfthiertbd 'n fvaﬂ%é Ws! fof tO

anal yse the neasurenent results in the database 216, access
ser ver s- | e\R{AMRIAASSERALG EACeTSesder asingividyal threads nkthermaisimanagen@0De 210

of the mai n, HREKIH i1 hi LGLI rovid t he
adm ni st ra'[blrve us'gglt.rﬁ@%?sﬁ?é? Qﬁtgte \(l)\"nrn%ir?‘I @gh?&%ﬁéﬁ@ggﬁB?%f,)nﬁd\é&uiadgﬁél ysi s
on those wdissappareahdo seperson skilled inHthy drhthat fiewoulsdshepossibleasdaplenssi may
only have 3 ges .to a subset Iof g er e n udits, trends and reports
gener at ed 6 W fanger modulreg G@"‘ﬁ%é‘ﬁ@'ﬁ{ MANRIETROMRNEBIS B2 iaf a
parti cipsr Igingle méguiéase in a shared hosting environment where multiple

custoners shared one or nore application servers. Wilst each custoner user
may be entitled to pool information concerning their website, they may be

rovided w 8vesre W;ﬂ 1 C 1+ he
g har ed appl'-?ttg:vzgt I ohﬁz%\&@iggqﬁ? Vislﬁ'(r: dP?B%P@O@gﬁESZ%G?e# ?%rg%aﬁoﬁgﬁqﬁ?'h
stati stics magageti scgmpohent @06t pravidass ansadérdage:dn dhar theavireananager

interface 228 provid an_applicati [ ogr. ing,interface that can be

| ncor por at APTTRATERLR Z0Acea BRuseRl WRR AorhiBEtR Fov enasat Sawonesiatn so
that as andrabigada theerit SUpPports Lt t RedtissafNaM@Tabei fo IHSGIkUBT | ABnddbrt he
nonitoring system the billing and custoner nanagenment 30 system can
communi cate with the custonmer nmanagenent interface 228 and _ automatically
extend a user's subscription by updating the subscription information in
the user's profile. This provides a very conveni ent nmechani smfor




-21 ,,., IDCs and ASPs to transparently provide a nonitoring service to
their custonmers and incorporate the sane into their billing system w thout
needing to i'nplenment a nonitoring solution separately for each user. ,.. As
w || be appreciated fromthe foregoing deggription, the nonitoring system
of the 5 enbodinent allows for the anortization of the hardware and

sof t war e cosomprnemsi20®.i NPYhgdo AU r s. Further, for u
net wor k owner s I:[sm‘llj"ch as | DCs e_md gﬁ?@%‘“ﬁo%@gﬁ Hgﬁéﬁ@ﬁ?@f"‘qﬂﬁé’an be"
enbodi ment ¥BRIGHRIBAE With existing managentomgohants!tb tex aﬁ@mcéﬁmit?&mé,
centre, and egl&s?'%%&e% t'h @‘l%ve t he effi%' encg OR t heir operations. ;10
| nportantly, tE noni toring gi/) dIRGSPRYY deerface capapiltiesaremeet , real - t itfre
status information regarding their websites and associated servers thrgugh
a configura T =Ya | wokerface. |t shoul d be appreciated that
t he scopg 011‘0d rﬁi@%ﬁ@%ﬁ?ﬁﬁaﬁﬂ%owﬂtﬂ i tp@dﬂqtgar{)hes%tgg[q d%i| desasiveddimehe’
descri be§ aBpplicartsr cepanping) Ualtet Statest Petefie Aphlicdtidan Santi
descri bed sa}éeéfda[g{%' gﬁ%%@ﬁs 1 he h%zt i Bg envi r?r?rreent 6903%7%2@%&;?% ?1'8”8 | P
address range’ rhe CT I§ Ip¢qrooralad BoeRin Py referensedi f f er ent dommi n nane
spaces, but may be owned and adm nistered by different sets of personnel.

-22 The d aj fini The I nvention Are As Follows: ,: , 1. A nethod for
provi di ng rgﬁ aﬁ?rﬁ?@ﬁ'gﬁ\gt § MAIR MRS FeRRONgNt 20 avith corsisiontkthe dokiowing

plurality ofenes %orﬂpbd@!nwha%ﬁ'?ﬁ&?éagee@ﬁéﬁ}%éd@ﬁtﬁi §?|§§‘f@?#g§@$§g4. an

conponents and anal yses said data to termne e st
conponent , &@MinigEatien masiiie 206ng date stdrags andsstrivat mum,%ﬁ{re#cﬁ@ a

.conmuni §gt i RRRILASIZT §S8n@ 8 °§§’ a*&gﬁﬁ&ﬁ{é%‘?peri od; Allocating to each user

perm ssions to access sal atus of the components; 10 If the
subscription period associated with a user has not expired: providing said

user with r'eaé-ﬁgémn@fmé ' 1 he f.the caonponents in
accordance with said user's rgembglsdijgﬁlg; anﬁoghl%% 3‘?’?@“@3’?% f%éear'g;ggs?ﬁ‘fb t he
cormuni cat i SAEURE HSEES 1@ dhe manager Wio0ras well assepdatiol eamh @8ersprafidl ephd hat
occur in co t rm.ssion.to access as each alarm
state occurg?ﬂfﬂgﬁ %r(]aér or1n%‘d1n€ar§§¥m%:?@§]b%$8p d@%ﬁi’qaﬂ?% B\useki far axampler

wi t hout reg#r tha endimest degeritvad: sieesin, there are administrative users, customer

15 users and a global monitor user. However, other types of users can also be
supported.

Administrative users are the super-users of the central manager 100, Multiple
administrative users can be configured, however, all administrative users have the
same rights. Each administrative user can select what hardware and application

20 servers are to be monitored by the manager 100, where the agents should be
executed to monitor the networks A, B and C, what tests these agents should run,
and how often these tests should be performed. Administrative users also have
the ability to add and delete other users to the system and to configure their
privileges. Further, administrative users are responsible for establishing and

25 configuring the server and site topologies or whatever other information is
required by the main manager component 200 to be able to analyse the data
received from the external agents 102A, 102B and 102C.

Customer users have restricted access to the manager 100. In this context, a
customer user may include the owner of each network A, B and C along with each



- 2. The nethod of claim 1, wherein said user perm ssions include the ability
to configure agents that provide data to said nmanager concerning a

. conponent. 20 3. The nethod of claim2, wherein said step of allocating
per m ssions conprises arranging said USER§. in a hierarchical mnner,

wher eby each user inherits the perm ssions to access sal d data and t he

t at ft b t h t:h
hi or ar chy. ToVSEKRNRTS M ok PP skalffey e BEREPTk A vap ey
i ncl ude t heldbiwhich ln@stﬁdoappieaﬂw forcits wmtcmﬁbr%hﬁoﬁpﬂ{é wcaamﬁreh&fm d”t?
(0]

by ot her us thth min the hjierarchy. ,

any one of @Sj?%g?% con t@chSf rd{ﬁ%%ﬁfew@smﬂmgﬁid@% network, system
and application el errents and the analysis of the data includes cﬁrrel ation
of the stat el enent,s to deter the status of each conpanent. 6.
The net hod %?%ﬁbsmer st hasg piofilg s gfegdfr\ eratabanm21 & onghe meanagep 160.
sendi ng Sackasaisers plMe ingiasl 4 LomfuhRRAGH diy Wrbéré’faléﬁgﬁ%rwuq B8 1o

subscrlptlon 10§fer|o . any one o
conpri si ng oRwakzes, Hl‘“}ﬁ @mbédlﬁ@efﬁathﬁ cyamupication @dﬂressmmtsessart o-ngalr r ent

al arns and r of an

claims 1 toé’a}jr%vﬁer el rY'é 'is';b:iﬁ’ r r%ﬁgﬁ%aﬂér?hﬁeﬁ%gg&jﬁeé g’&l%"’@@ﬁﬁgﬁ‘@ﬁ?@t is
provi ded t odiffuity usueh asasmmBmssaglhgrmm (sms; Wﬁb@lﬂﬂhrf!élédh%heQOfEfHthI gg
the step of providi se ences.re t he presentation of sai
dat a ang sa‘f%erﬁ %r[odgeg 8#05'9?@‘1@%9[?6%?{@%9@% g)f@%‘ ﬁ'@éWQaWé‘et@f afgien

met hod 6 GhdicatiBns WhetEbB tRMstitisE n ﬂé?f@&?@ﬁﬁ?ML%l’d’lﬁlleV\fﬂe?{ép(?zé)omplete
Ereferences determ ning the manner in which alarnms are notl 0 sa

ser accor dish@T oytstanding aiarns istobe ganenatedand farpardachty theryseneath tie. The
met hod of @hewqéla% &@'rér%r Whisthe? thé"‘h"e’%ﬁéi@nﬁrﬁ&% Qﬁ&jl&tsbg tgﬁﬁ‘tgq ﬁ%@tqd ﬁ'ﬁﬂtah or

net wor ks having with fferent network address ranges

conpri si ng Y98, wﬁfthgr@mdﬁtﬂgll%ttwltem arargathbytalarm protitytatia greaner k .
that 25 co lfe?'ntc aHﬂtstI)lgﬁ manager to provide data to the manager, and
said step rimng sard anal ysis of said data by said manager is
performed on sal d data fromall data networks. -24 11. The nethod as

cl ai medyg n Bakh ‘&U@to%en%é’ér@sprjofﬁé) inclided"SIHCRpdIE IftBRAEN GSHRLG S5Serbd

single, central nman
during whlch the customer user has valid access to the manager 100.

When new customer users are added to the manager 100 by an administrative
user, the administrative user specifies a set of web sites that the user has
monitoring access to. In the embodiment, the server topology defined for each
20 network A, B and C in the main manager component 200 has each website
associated with one or more other servers, for instance a website can be
associated with a web server, a web application server, and a database server, A
customer user who has rights to monitor a website Is automatically granted rights
to monitor all of the servers associated with the website in the server topology. In
25 addition to monitoring websites, there may be other application servers or network
components that may not be part of a sites topology, but which a customer user
may wish to monitor. For example, a customer user may wish to monitor a DNS
server, in addition to their website. The administration module 206 allows the
administrative user to associate multiple independent servers with each customer
30 user's profile.



12. The method as clained in any one of clains 1 to 10, wherein the nmanage;
; conprises a nmultiplicity of |Independent nmanagers. 5 13. A systemfor

- providing real-tinme nonitoring of conponents of a data network to a
plurality of users, said system conpri si_zg:_ manager means arranged to
gather data regarding said conponents and anal yse said data to determ ne

t he status pf c 2 r means provided in said i
manager, ar%ﬁ%%oﬂﬁg’é}ﬁegﬂﬁg 8@%@?’8’3?@%&?@ @rﬁpWSQrﬂﬁ‘t RoRieraighical hg
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a subscri pté@d‘%fg’rﬂ'{)?d@ Hégr f@;n@s ons to access said data and the status
of the conponents,  Us pNEdey HEIRNGT43755 aLinmaticaliy itherit the, privildges ofinged
to interfaceach uset eneatAUSIM Bathd HRPErcAPS }Hcﬁﬁ",{gewagmng%gcé% or,lf:f%%_:.l rm

that the_15 ?ubs?,ri p#rkgn period for a user”has not” expired, d
subscri pti JATPEAtSA alggmsexPiyse df thecowsnenofdwetwatidAus an IBIG, fthe eDC-dariie

access to Sgd e ents Ln,accordance with -
sai d user's pg:rn?nattsegi %ﬂ? hg%a%?gﬁﬁgm?@@%g@@?@ﬁﬁsv n,?‘ B{S]Fr}?gﬁ.%lé esomers
e e | o e at e ety e et o oot U 198 D0 Ustr WAREBE R fohe
bei ng arr aﬁﬁé\& %q%ﬁ’iitﬂa}fsag’hs%'t& QLSIOMeSs, aM SRR ofltsfaistorersswveuid nstbe able
per m ssi onsto Vi aitnsSusiiflion| afl b its Mg tuidtchied, User per i ssi ons
Include the ability to configure agents that provide data to said manager

concerning a conmponent. 25 15. The system of claim 14, wherein said user
managentht Treasiministrative Aeer canadls6 HEtighabach S66®nidh LﬁseP'vﬂ{hafh%hg@ﬁt&
25 p to at|°d

manner, vvherergi\g/ each user i nherits the ~ - erm ssi ons acce
data and t IOTERYFE,do Imfied extgibnierepasation RbsomeaigentshaForinstaneecshéret hem

in the hieragy abFncatiohszeerﬁ withid 8Mdtivofi 54651 de%lcﬂ%@{a@h@cag@h?%eﬁg for that

perm ssions include the ability to provi restri
conf i gur at i HSIPNCLYERE SUGh 8¢ Fededisated wabtapplicatiorbsemwat, the hemstarmert bser

hi er ar chy. ) i o) ' erein the

conponent s nﬁ%%Ibﬂgraﬁ;}ettéagﬁeoé%@gﬁgm&gﬁﬁhé%%ﬁ @ﬁﬂ’g%é\’éwi‘ﬁ@n%lchaﬁ’?a iptgsnal

Snal yst¥ ofagemé of dinat amﬂlmﬂﬁs seovaraipErates. dﬂotbhhﬁﬁmt&lrﬁﬁ'\idtl?ﬂv@luggpma ft Y
etermne t S £0 nent. 10 18. The system of any one

clains 13 t%‘?f%&mg W?@ge‘?”ﬁ!m'@bt mer yUser Lagsgnfigureshe fopeeation user
regardi ng tdfehe e, SGcHeEBIs| i b’ the sty ikt ' ystem

of any one of clains 13 to 1 © fgggﬁﬁﬂpser i@%ﬁ:ggr@%@ﬂgg aﬁ?%%g’i‘&ato
provi de ea@Yenk&ve WinHtashut ethapvise edewingotheitustomenuserthe aibdityto dSeciyar m

history fofngtAquetRy-with which the tests occur. Further, the administrative user may
20 provide each customer user with the ability to provide restrictions on the ability of
users beneath them in the hierarchy to configure that same agent.

The global monitor user has an overall perspective of the main manager 100 but
does not have the administrative powers provided to an administrative user. A
global monitor user can view all data concerning one of the networks A, BorC,

25 can view all reports generated regarding that network and receive all alarms
pertaining to that network.

The log in module 204 receives initial requests to log in from customer users
operating on workstations 106A, 106B or 106C. The log in module 204 verifies
that the provided password and user name is correct, identifies the corresponding
30 virtual manager component 202 and notifies the virtual manager component 202
of the attempted log in by the customer user. The virtual manager component is



20. The system of any one of clains 13 to 19, wherein user service neans is
arranged to provi de each user with information via a user interface, said
user service neans arranged to provide user preferences regarding the
presentation of said data and said statusgaf said conponents in said user
20 interface. 21. The system of any one of clains 13 to 20) wherein said
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The correlation module 212 is responsible for analysing and correlating
measurements received from the external agents 102A, 102B and 102C to
provide instantaneous diagnosis of root causes of problems that occur.

The virtual manager component 202 includes a subscription tracking module 218,
25 a configuration management module 220, an alarm module 222, a custom view
generator 224 and a restricted data analysis module 226.

The subscription tracking module 218 receives notification from the main manager
component 200 log in module 204 that the customer user is attempting to log in.
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10 their subscription petiod approaches expiry.

The configuration management moduls 220 provides the customer user with the
ability to perform configuration tasks of agents within the restrictions imposed by
the administration user. For instance, a customer user can be allowed to
configure which specific transactions will be monitored for a website according to
10 that users requirements by an internal agent. This not only provides the customer
user with flexibility in configuring the monitoring of their website, but also relieves
some administration burden from the administrative users. Configuration changes
made by the customer user are communicated by the configuration management
module 220 to the data storage and retriaval module 208 of the main manager
15 component for storage in the database 216.

The alarm module 222 is responsible for determining whether any new alarms are
relevant to the customer user based on measurements and analysis from the
database 216, and for forwarding such alarms to the customer users nominated
communication address. This ensures that a customer user Is alerted promptly

20 when a problem is detected. The alarm module 222 is also responsible for
ensuring that a customer user is sent alarms relating only to the states of websites
and/or other servers or network components that the user has access permission
to according to the permissions configured by the administrative user. In addition
to communicating alarms immediately to the customer user via their

25 communication address, the alarm module 222 is also able to provide a current
and historical record of alarms to the user via a web interface. The alarm module
222 communicates directly with the data storage and retrieval module 208 of the
main manager component 200. Alarms are stored in the database 216 by the
Correlation Module 212 of the main manager component 200.

30 The custom view generator 224 Is responsible for composing personalised views
of information obtained from the database 216 via the data storage and retrieval
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5 websites and servers or other network components that the user has privileges to -

access. Further, the custom view generator 224 is responsible for displaying the

information based on the user’s preferences, including the time zone that the user

wishes to view the information. Thus, although the measurement data may be

collected in Pacific Standard Time, the custom view generator allows the user to

10 view the data in GMT, for instance. This Is particularly useful in situations where

the customer user is located in one geographic region but is monitoring websites

and application servers located in another geographical region via the Internet.

The restricted data analysis module 226 provides the customer user with
functionality to analyse the measurement results in the database 216, access
15 servers-level audits and view trends calculated by the threshold module 210 of the
main manager component 200, within the restrictions provided by the
administrative user. Thus, the customer user may only perform data analysis on
those websites and servers that they have permission to access, and may only
have access to a subset of the range of audits, trends and reports generated
20 within the main manager component 200. The latter would particularly be the
case in a shared hosting environment where muiltiple customers shared one or
more application servers. Whilst each customer user may be entitled to pool
information concerning their website, they may be provided with access to some
form of reports and audits conducted on the shared application server if such
25 reports contained information or statistics regarding other customer users.

The customer management interface 228 provides an application programming
interface that can be incorporated into an IDC or ASP biling and customer
management system, so that as and when a user subscribes to or renews their
subscription to the monitoring system, the billing and customer management
30 system can communicate with the customer management interface 228 and
automatically extend a user's subscription by updating the subscription
information in the user's profile. This provides a very convenient mechanism for
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As will be appreciated from the foregoing description, the monitoring system of the
S embodiment allows for the amortization of the hardware and software costs of
monitoring amongst many customer users. Further, for network owners such as
IDCs and ASPs, the monitoring system of the embodiment can become a revenue

generating facility rather than a cost centre, and can be used to improve the
efficiency of their operations.

10 Importantly, the monitoring system provides users with current, real-time status
information regarding their websites and associated servers through a
configurable web-based browser interface.

It should be appreciated that the scope of this invention is not limited to the
particular embodiment described above. For example, although the description
15 above has described several networks, the hosting environment could have a
single IP address range. The hosts in this range could be in different domain
name spaces, but may be owned and administered by different sets of personnel.
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Associating each user with a communications address and a subscription
period;

Allocating to each user permissions to access said data and the status of
the components;

10 If the subscription period associated with a user has not expired:

providing said user with real-time access to said data and the status
of the components in accordance with said user's permissions; and

notifying said user, using the communications address associated
with said user, of any alarm states that occur in components that the
15 user has permission to access as each alarm state occurs; and

Performing said analysis of said data by said manager without regard to
said user permissions.

2. The method of claim 1, wherein said user permissions include the ability to
configure agents that provide data to said manager concerning a component.

20 3. The method of claim 2, wherein said step of allocating permissions comprises
arranging said users in a hierarchical manner, whereby each user inherits the
permissions to access said data and the status of the components of other
users that are beneath them in the hierarchy.
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6. The method of any one of claims 1 to 5, further comprising the step of sending

~each user an alarm regarding the impending expiry of their subscription
10 period.

7. The method of any one of claims 1 to 6, further comprising the step of
providing each user with real-time access to current alarms and an alarm
history for that user.

8. The method of any one of claims 1 to 7, wherein said data and said status of

15 said components is provided to each user via a user interface, said method

further comprising the step of providing user preferences regarding the

presentation of said data and said status of said components in said user
interface.

9. The method of claim 8, wherein said user preferences include alarm
20 preferences determining the manner in which alarms are notified to sald user
according to an alarm'’s state and the corresponding component.

10. The method of any one of claims 1 to 9, wherein there are at least two data
networks having with different network address ranges, said method further
comprising the step of providing at least one agent in each data network that

25 communicates with the manager to provide data to the manager, and said
step of performing said analysis of said data by said manager is performed on
said data from all data networks.
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comprises a multiplicity of independent managers.

5 13. A system for providing real-time monitoring of components of a data network
to a plurality of users, said system comprising:

manager means arranged to gather data regarding said components and
analyse said data to determine the status of each component;

user management means provided in sald manager, arranged to stbre and
10 configure profile information regarding each user, said profile information

including a communications address and a subscription period, user

permissions to access said data and the status of the components;

user service means responsive to each user, and arranged to interface with

the manager, said user service means arranged to confirm that the
15 subscription period for a user has not expired, and if said subscription

period has not expired, to provide said user with real-time access to said

data and the status of the components in accordance with said user's

permissions, and to notifying said user, using the user's communications

address, of any alarm states that occur in components that the user is
20 associated with as each alarm state occurs;

said manager being arranged to analyse said data by without regard to
said user permissions.

14. The system of claim 13, wherein said user permissions include the abllity to
configure agents that provide data to said manager concerning a component.

25 15.The system of claim 14, wherein said user management means is arranged to
arrange said users in a hierarchical manner, whereby each user inherits the
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5 beneath them in the hierarchy.

17.The system of any one of claims 13 to 16, wherein the components include
network, system and application elements, and the analysis of the data
includes correlation of the state of the elements to determine the status of
each component.

10 18. The system of any one of claims 13 to 17, wherein user service means s

arranged to notify each user regarding the impending expiry of their
subscription period.

19. The system of any one of claims 13 to 18, wherein user service means Is
arranged to provide each user with real-time access to current alarms and an
15 alarm history for that user.

20. The system of any one of claims 13 to 19, wherein user service means Is
arranged to provide each user with information via a user interface, said user
service means arranged to provide user preferences regarding the

presentation of said data and said status of sald components in sald user
20 interface.

21. The system of any one of claims 13 to 20, wherein said user preferences
include alarm preferences determining the manner in which alarms are
notified to said user according to an alarm’'s state and the corresponding
component.

25 22, The system of any one of claims 13 to 21, wherein there are at least two data
networks having with different network address ranges, said system further
comprising at least one agent means in each data network that communicates
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23. The system as claimed in any one of claims 13 to 22, whersin the man"%er
5 means comprises a single, central manager.

24. The system as claimed in any one of claims 13 to 22, wherein the manager
means comprises a multiplicity of independent managers.

10



