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INFORMATION PROCESSING APPARATUS, COMMUNICATION SYSTEM, NON-

TRANSITORY COMPUTER READABLE MEDIUM, AND INFORMATION 

PROCESSING METHOD 

 

Cross-Reference to Related Applications 

 This application is based on and claims priority from 

Japanese Patent Application No. 2014-104257 filed May 20, 

2014. 

 

Background 

(i) Technical Field 

 The present invention relates to an information 

processing apparatus, a communication system, a non-

transitory computer readable medium, and an information 

processing method. 

(ii) Related Art 

 A technique is available in which, in a case of using a 

server apparatus in a network, the server apparatus is 

accessed via a relay apparatus.  For example, Patent 

Document 1 (Japanese Patent Application Publication No. 

2012-113696) discloses that a multifunction apparatus 

accesses a service providing apparatus via a relay apparatus 

and uploads data on the service providing apparatus. 

 

Summary 
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 An object of the present invention is to provide a 

mechanism in which use of the service providing apparatus 

from the client apparatus is not allowed without permission 

of a specific user. 

 According to a first aspect of the invention, there is 

provided an information processing apparatus including a 

memory, a transmission unit, and a permission unit.  The 

memory stores an identification of a client apparatus, a 

first mail address assigned to a first user, and first 

permission information indicating that the first user has 

authority to use a service, while associating the 

identification, the first mail address, and the first 

permission information with one another.  The transmission 

unit transmits, in a case where the identification has been 

received from the client apparatus, a first email addressed 

to the first mail address stored in association with the 

identification that has been received.  The permission unit 

permits, in a case where a reply corresponding to contents 

of the first email has been received from a terminal, use of 

the service in accordance with the first permission 

information stored in association with the first mail 

address. 

 According to a second aspect of the invention, the 

information processing apparatus may further comprise an 

access unit that accesses, in a case where use of the first 
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permission information has been permitted, a service 

providing apparatus using the first permission information 

in response to a request from the client apparatus. 

 According to a third aspect of the invention, the 

transmission unit may transmit to the terminal a plurality 

of options regarding permission or rejection of use of the 

service, and the permission unit may permit, in a case where 

a first option among the plurality of options has been 

received from the terminal as the reply, use of the service 

using the first permission information. 

 According to a fourth aspect of the invention, the 

memory may store second permission information in 

association with the first mail address, the second 

permission information indicating that the first user has 

authority to use the service, the second permission 

information limiting use of the service compared with the 

first permission information, the permission unit may permit, 

in a case where a second option among the plurality of 

options has been received from the terminal as the reply, 

use of the second permission information stored in 

association with the first mail address, and the access unit 

may permit, in a case where use of the second permission 

information has been permitted, use of the service using the 

second permission information instead of the first 

permission information. 
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 According to a fifth aspect of the invention, one or 

more operations, performing of which is permitted under the 

authority, may be set for the first permission information, 

the permission unit may permit, in a case where a second 

option has been selected by the terminal as the reply from 

among the plurality of options, performing of one or some of 

the operations that have been set, and the access unit may 

permit, in a case where an operation, a request for which 

has been made from the client apparatus, is included in one 

or some of the operations, performing of which has been 

permitted, use of the service using the first permission 

information, and performs the operation that has been 

requested. 

 According to a sixth aspect of the invention, the 

information processing apparatus may further comprise a 

request unit that requests, in a case where a third option 

has been selected by the terminal from among the plurality 

of options, input of a mail address, to the client apparatus, 

the memory may store a second mail address assigned to a 

second user and third permission information indicating that 

the second user has authority to use the service, while 

associating the second mail address and the third permission 

information with each other, the transmission unit may 

transmit, in a case where the second mail address has been 

received from the client apparatus, a second email addressed 
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to the second mail address that has been received, the 

permission unit may permit, in a case where access from a 

second terminal has been received in accordance with 

contents of the second email, use of the third permission 

information stored in association with the second mail 

address, and the access unit may permit, in a case where use 

of the third permission information has been permitted, use 

of the service using the third permission information 

instead of the first permission information or the second 

permission information. 

 According to a seventh aspect of the invention, the 

permission unit may reject the request in a case where a 

fourth option has been selected by the terminal from among 

the plurality of options. 

 According to a eighth aspect of the invention, there is 

provided A communication system that includes a client 

apparatus, a terminal used by a first user, and an 

information processing apparatus, the information processing 

apparatus including a memory that stores an identification 

of the client apparatus, a first mail address assigned to 

the first user, and first permission information indicating 

that the first user has authority to use a service, while 

associating the identification, the first mail address, and 

the first permission information with one another, a first 

transmission unit that transmits, in a case where the 
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identification has been received from the client apparatus, 

a first email addressed to the first mail address stored in 

association with the identification that has been received, 

a permission unit that permits, in a case where access from 

the terminal has been received in accordance with contents 

of the first email, use of the first permission information 

stored in association with the first mail address, and a 

first access unit that uses a service permitted in 

accordance with the first permission information, the 

terminal including a display that displays the first mail 

that has been received from the information processing 

apparatus, an operation unit, and a second access unit that 

accesses the information processing apparatus in a case 

where an operation for permitting use of the service has 

been performed using the operation unit, in accordance with 

contents of the first email, the client apparatus including 

a second transmission unit that transmits the identification 

to the information processing apparatus, and a request unit 

that makes a request to the information processing apparatus. 

 According to a ninth aspect of the invention, there is 

provided a program for causing a computer to execute a 

process for image processing, the computer including a 

memory that stores an identification of a client apparatus, 

a first mail address assigned to a first user, and first 

permission information indicating that the first user has 
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authority to use a service, the identification, the first 

mail address, and the first permission information being 

associated with one another, the process comprising: 

transmitting, in a case where the identification has been 

received from the client apparatus, a first email addressed 

to the first mail address stored in association with the 

identification that has been received; and permitting, in a 

case where access from a terminal has been received in 

accordance with contents of the first email, use of the 

service in accordance with the first permission information 

stored in association with the first mail address. 

 According to a tenth aspect of the invention, there is 

provided An information processing method comprising: 

storing an identification of a client apparatus, a first 

mail address assigned to a first user, and first permission 

information indicating that the first user has authority to 

use a service, while associating the identification, the 

first mail address, and the first permission information 

with one another; transmitting, in a case where the 

identification has been received from the client apparatus, 

a first email addressed to the first mail address stored in 

association with the identification that has been received; 

and permitting, in a case where a reply corresponding to 

contents of the first email has been received from a 

terminal, use of the service in accordance with the first 
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permission information stored in association with the first 

mail address. 

 According to the first aspect of the present invention, 

it is possible to provide a mechanism in which use of the 

service providing apparatus from the client apparatus is not 

allowed without permission of a specific user. 

 According to the second aspect of the present invention, 

it is possible to provide a mechanism in which use of the 

service providing apparatus from the client apparatus is not 

allowed without permission of a specific user. 

 According to the third aspect of the present invention, 

the specific user can permit to access the service providing 

apparatus using the permission information corresponding to 

the user. 

 According to the fourth aspect of the present invention, 

the specific user can limit the service of the service 

providing apparatus, that the client apparatus can use. 

 According to the fifth aspect of the present invention, 

the specific user can limit the service of the service 

providing apparatus, that the client apparatus can use. 

 According to the sixth aspect of the present invention, 

the specific user can permit to access the service providing 

apparatus using the permission information of the other user. 

 According to the seventh aspect of the present 

invention, the specific user can reject use of the service 
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providing apparatus from the client apparatus. 

 According to the eighth aspect of the present invention, 

it is possible to provide a mechanism in which use of the 

service providing apparatus from the client apparatus is not 

allowed without permission of a specific user. 

 According to the ninth aspect of the present invention, 

it is possible to provide a mechanism in which use of the 

service providing apparatus from the client apparatus is not 

allowed without permission of a specific user. 

 According to the tenth aspect of the present invention, 

it is possible to provide a mechanism in which use of the 

service providing apparatus from the client apparatus is not 

allowed without permission of a specific user. 

 

Brief Description of the Drawings 

 Exemplary embodiments of the present invention will be 

described in detail based on the following figures, wherein: 

 Fig. 1 is a diagram illustrating an overall 

configuration of a communication system; 

 Fig. 2 is a diagram illustrating a hardware 

configuration of a client apparatus; 

 Fig. 3 is a diagram illustrating a hardware 

configuration of a portable terminal; 

 Fig. 4 is a diagram illustrating a hardware 

configuration of a relay apparatus; 
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 Fig. 5 is a diagram illustrating an example of a token 

management table; 

 Fig. 6 is a diagram illustrating an example of a 

registration table; 

 Fig. 7 is a diagram illustrating an example of an 

authentication table; 

 Fig. 8 is a diagram illustrating a functional 

configuration of the communication system; 

 Fig. 9 is a sequence chart illustrating registration 

processing performed by the communication system; 

 Fig. 10 is a diagram illustrating an example of the 

registration table; 

 Fig. 11 is a diagram illustrating an example of an 

email; 

 Fig. 12 is a diagram illustrating an example of the 

registration table; 

 Fig. 13 is a sequence chart illustrating use processing 

performed by the communication system; 

 Fig. 14 is a sequence chart illustrating use processing 

performed by the communication system; 

 Fig. 15 is a sequence chart illustrating use processing 

performed by the communication system; 

 Fig. 16 is a sequence chart illustrating use processing 

performed by the communication system; 

 Fig. 17 is a diagram illustrating an example of an 
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email; 

 Fig. 18 is a diagram illustrating an example of the 

authentication table; 

 Fig. 19 is a diagram illustrating an example of the 

authentication table; 

 Fig. 20 is a diagram illustrating an example of an 

email; 

 Fig. 21 is a diagram illustrating an example of the 

authentication table; 

 Fig. 22 is a diagram illustrating an example of the 

authentication table; 

 Fig. 23 is a diagram illustrating an example of a 

setting screen according to a modification; and 

 Fig. 24 is a diagram illustrating an example of an 

authentication table according to the modification. 

 

Detailed Description 

1. Configuration 

(1) Overall Configuration of Communication System 1 

 Fig. 1 is a diagram illustrating an overall 

configuration of a communication system 1.  The 

communication system 1 is a system for providing services to 

a user over a network, such as the Internet.  The services 

include a cloud service, for example.  The communication 

system 1 includes service providing apparatuses 10-1 and 10-
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2 (hereinafter referred to as a "service providing apparatus 

10" in a case where the two apparatuses are not 

distinguished from each other), a client apparatus 20, a 

relay apparatus 30, and portable terminals 40-1 and 40-2 

(hereinafter referred to as a "portable terminal 40" in a 

case where the two terminals are not distinguished from each 

other).  The service providing apparatus 10, the client 

apparatus 20, the relay apparatus 30, and the portable 

terminal 40 are connected to one another via a communication 

line 2 including the Internet. 

 Note that only two service providing apparatuses 10 are 

illustrated in Fig. 1, however, three or more service 

providing apparatuses 10 may be provided.  Similarly, only 

one client apparatus 20 is illustrated in Fig. 1, however, 

two or more client apparatuses 20 may be provided.  

Furthermore, only two portable terminals 40 are illustrated 

in Fig. 1, however, three or more portable terminals 40 may 

be provided. 

 The service providing apparatus 10 is an apparatus that 

provides services, such as data storage.  The service 

providing apparatus 10 performs access control using an 

access token when providing services.  The access token is 

permission information indicating that the user has 

authority to access and use the service providing apparatus 

10.  Specifically, the service providing apparatus 10 



- 13 - 

accepts access if the access is performed by using an access 

token that has been issued by the service providing 

apparatus 10.  Otherwise, the service providing apparatus 10 

rejects the access.  The access token is not only authority 

information for permitting use of services provided by the 

service providing apparatus 10, but may also be used as 

authority information for permitting use of services 

provided by the relay apparatus 30. 

 The service providing apparatus 10 issues plural types 

of access tokens.  For example, the service providing 

apparatus 10 issues an access token with full authority and 

an access token with limited authority.  For these access 

tokens, operations that are permitted to be performed are 

set in advance.  For example, for an access token with full 

authority, operations, that is, data storage, download, 

browsing, editing, and deletion are set.  On the other hand, 

for an access token with limited authority, an operation of 

data browsing only is set.  The service providing apparatus 

10 provides services within the scope of authority given by 

the access token.  Therefore, in a case where an access 

token with limited authority is used, services that are 

available from the service providing apparatus 10 are 

limited compared with a case where an access token with full 

authority is used. 
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(2) Hardware Configuration of Client Apparatus 20 

 Fig. 2 is a diagram illustrating a hardware 

configuration of the client apparatus 20.  The client 

apparatus 20 is an apparatus that receives services provided 

by the service providing apparatus 10.  However, the client 

apparatus 20 accesses the service providing apparatus 10 via 

the relay apparatus 30 in a case of using the service 

providing apparatus 10.  The client apparatus 20 is an image 

processing apparatus that has a copy function, a facsimile 

function, a print function, and a scan function, for example. 

 The client apparatus 20 includes a controller 21, a 

memory 22, a communication unit 23, an operation unit 24, a 

display 25, an image reader 26, and an image forming unit 27.  

These constituent elements are connected to one another via 

a bus.  The controller 21 calculates data and controls the 

other constituent elements by executing a program stored in 

the memory 22.  As the controller 21, a central processing 

unit (CPU) is used, for example.  The memory 22 stores the 

program executed by the controller 21 and various types of 

data.  The memory 22 includes a main memory and an auxiliary 

memory.  As the main memory, a random access memory (RAM) is 

used, for example.  As the auxiliary memory, a hard disk 

drive (HDD) is used, for example.  In the memory 22, an 

application 221 (illustrated in Fig. 8) that provides a 

function of using the service providing apparatus 10 via the 
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relay apparatus 30 is stored. 

 The communication unit 23 is a communication interface 

for performing data communication.  The communication unit 

23 performs data communication with the relay apparatus 30 

via the communication line 2, for example.  The 

communication unit 23 performs facsimile communication with 

an external apparatus having a facsimile function via a 

telephone line, which is not illustrated.  The operation 

unit 24 inputs signals in accordance with operations 

performed by a user to the controller 21.  As the operation 

unit 24, a touch panel and operation buttons are used, for 

example.  The display 25 displays various types of 

information.  As the display 25, a liquid crystal display is 

used, for example.  The image reader 26 reads an image and 

converts the image into data.  As the image reader 26, an 

image scanner is used, for example.  The image forming unit 

27 forms an image in accordance with input data.  As the 

image forming unit 27, an electrophotographic printer is 

used, for example. 

 

(3) Hardware Configuration of Portable Terminal 40 

 Fig. 3 is a diagram illustrating a hardware 

configuration of the portable terminal 40.  The portable 

terminal 40 is an apparatus that is carried and used by each 

user.  Here, it is assumed that the portable terminal 40-1 
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is mainly used by a user A and the portable terminal 40-2 is 

mainly used by a user B.  The portable terminal 40 is a 

portable telephone, a smartphone, or a tablet terminal, for 

example.  Other examples of the portable terminal 40 may 

include a wearable terminal of an eyeglass type, a headset 

type, or a watch type, for example. 

 The portable terminal 40 includes a controller 41, a 

memory 42, a communication unit 43, an operation unit 44, a 

display 45, and an audio input/output unit 46.  These 

constituent elements are connected to one another via a bus.  

The controller 41 calculates data and controls the other 

constituent elements by executing a program stored in the 

memory 42.  As the controller 41, a CPU is used, for example.  

The memory 42 stores the program executed by the controller 

41 and various types of data.  The memory 42 includes a main 

memory and an auxiliary memory.  As the main memory, a RAM 

is used, for example.  As the auxiliary memory, a flash 

memory is used, for example.  In the memory 42, a mailer 421 

that provides a function of transmitting, receiving, and 

managing emails and a browser 422 that provides a function 

of browsing web pages (both are illustrated in Fig. 8) are 

stored. 

 The communication unit 43 is a communication interface 

for performing data communication.  The communication unit 

43 performs data communication with the relay apparatus 30 
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via the communication line 2, for example.  The operation 

unit 44 inputs signals in accordance with operations 

performed by a user to the controller 41.  As the operation 

unit 44, a touch panel and operation buttons are used, for 

example.  The display 45 displays various types of 

information.  As the display 45, a liquid crystal display is 

used, for example.  The audio input/output unit 46 performs 

audio input and output.  As the audio input/output unit 46, 

a microphone and a speaker are used, for example. 

 

(4) Hardware Configuration of Relay Apparatus 30 

 Fig. 4 is a diagram illustrating a hardware 

configuration of the relay apparatus 30.  The relay 

apparatus 30 is an information processing apparatus that 

relays data exchanged between the service providing 

apparatus 10 and the client apparatus 20.  For example, in a 

case of storing data in the service providing apparatus 10, 

the relay apparatus 30 receives data transmitted from the 

client apparatus 20, and transfers the received data to any 

one of the service providing apparatuses 10 or plural 

service providing apparatuses 10.  In a case of downloading 

data from the service providing apparatus 10, the relay 

apparatus 30 obtains data from any one of the service 

providing apparatuses 10, and transfers the obtained data to 

the client apparatus 20.  The relay apparatus 30 may perform 
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various types of processing on data received from the client 

apparatus 20 or the service providing apparatus 10, by using 

an external apparatus, before transferring the data.  The 

processing may be character recognition processing called 

optical character recognition (OCR) or data format 

conversion processing, for example. 

 The relay apparatus 30 includes a controller 31, a 

memory 32, and a communication unit 33.  These constituent 

elements are connected to one another via a bus.  The 

controller 31 calculates data and controls the other 

constituent elements by executing a program stored in the 

memory 32.  As the controller 31, a CPU is used, for example.  

The memory 32 stores the program executed by the controller 

31 and various types of data.  The memory 32 includes a main 

memory and an auxiliary memory.  As the main memory, a RAM 

is used, for example.  As the auxiliary memory, an HDD is 

used, for example.  In the memory 32, a token management 

table 321, a registration table 322, and an authentication 

table 323 are stored.  The communication unit 33 is a 

communication interface for performing data communication.  

The communication unit 33 performs data communication with 

the service providing apparatus 10, the client apparatus 20, 

or the portable terminal 40 via the communication line 2, 

for example. 

 Fig. 5 is a diagram illustrating an example of the 
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token management table 321.  The token management table 321 

is used in management of access tokens issued by the service 

providing apparatus 10.  Records that form the token 

management table 321 each include fields of "mail address", 

"service", "access token", and "authority".  In the "mail 

address" field, a mail address assigned to a user is stored.  

In the "service" field, identification information about 

services provided by the service providing apparatus 10 is 

stored.  The identification information is a service name, 

for example.  A service "Service 1" is identification 

information about a service provided by the service 

providing apparatus 10-1, for example.  A service "Service 

2" is the name of a service provided by the service 

providing apparatus 10-2, for example.  In the "access 

token" field, access tokens issued by the service providing 

apparatus 10 to the user are stored.  In the "authority" 

field, information indicating authority given by the access 

token is stored. 

 For example, in a case where an access token "Token 1A" 

with broader authority (full authority) and an access token 

"Token 1a" with limited authority compared with "Token 1A" 

are issued to the user A from the service providing 

apparatus 10-1, and a mail address assigned to the user A is 

"a@example.com", the mail address "a@example.com", the 

service "Service 1", the access token "Token 1A" and its 
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authority "full", and the access token "Token 1a" and its 

authority "limited" are associated with one another and 

stored in the token management table 321, as illustrated in 

Fig. 5. 

 Fig. 6 is a diagram illustrating an example of the 

registration table 322.  The registration table 322 is used 

in management of information regarding registration of the 

client apparatus 20.  Records that form the registration 

table 322 each include fields of "apparatus identification 

(ID)", "mail address", and "registration status".  In the 

"apparatus ID" field, an apparatus ID that identifies the 

client apparatus 20 is stored.  In the "mail address" field, 

a mail address of a user who uses the client apparatus 20, 

that is, a mail address assigned to the user is stored.  In 

the "registration status" field, information indicating the 

registration status of the client apparatus 20 is stored. 

 Fig. 7 is a diagram illustrating an example of the 

authentication table 323.  The authentication table 323 is 

used in management of information regarding permission or 

rejection of use of the service providing apparatus 10.  

Records that form the authentication table 323 each include 

fields of "apparatus ID", "mail address", and 

"authentication status".  In the "apparatus ID" field, an 

apparatus ID that identifies the client apparatus 20 is 

stored.  In the "mail address" field, a mail address of a 
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user who uses the client apparatus 20, that is, a mail 

address assigned to the user is stored.  In the 

"authentication status" field, information indicating 

permission or rejection of use of the service providing 

apparatus 10 communicated by the owner of the client 

apparatus 20 is stored. 

 

(5) Functional Configuration of Communication System 1 

 Fig. 8 is a diagram illustrating a functional 

configuration of the communication system 1.  The relay 

apparatus 30 has functions of a token management unit 311, a 

registration unit 312, an authentication unit 313, a 

transmission unit 314 (first transmission unit), a request 

unit 315, a permission unit 316, and an access unit 317 

(first access unit).  These functions are implemented by the 

controller 31 executing one or plural programs.  These 

functions may be implemented by the controller 31 in 

cooperation with the other constituent elements. 

 The token management unit 311 manages access tokens 

issued by the service providing apparatus 10, by using the 

token management table 321.  The registration unit 312 

performs processing of registering the client apparatus 20 

by using the registration table 322.  The authentication 

unit 313 performs processing of controlling use of the 

service providing apparatus 10 from the client apparatus 20, 
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on the basis of authentication performed by the owner of the 

client apparatus 20. 

 When receiving an apparatus ID (an example of an 

identification) from the client apparatus 20, the 

transmission unit 314 transmits an email addressed to a mail 

address stored in the registration table 322 in association 

with the apparatus ID.  The transmission unit 314 transmits 

an email addressed to the mail address, the email containing 

plural options regarding permission or rejection of use of 

the service providing apparatus 10.  In a case where an 

option of permitting use of functions of the service 

providing apparatus 10 by using an access token of a user 

other than the owner of the client apparatus 20 is selected 

by the portable terminal 40 from among the plural options, 

the request unit 315 requests the client apparatus 20 to 

input a mail address.  In this case, when receiving a mail 

address from the client apparatus 20, the transmission unit 

314 further transmits an email addressed to the mail address. 

 In a case of receiving access from the portable 

terminal 40 in accordance with the contents of the email, 

the permission unit 316 permits use of an access token 

stored in the token management table 321 in association with 

the mail address.  In a case where use of an access token 

has been permitted, the access unit 317 accesses the service 

providing apparatus 10 by using the access token, in 
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response to a request from the client apparatus 20. 

 The client apparatus 20 has functions of a transmission 

unit 211 and a request unit 212.  These functions are 

implemented by the controller 21 executing the application 

221.  These functions may be implemented by the controller 

21 in cooperation with the other constituent elements.  The 

transmission unit 211 transmits the apparatus ID of the 

client apparatus 20 to the relay apparatus 30.  The request 

unit 212 requests the relay apparatus 30 to access the 

service providing apparatus 10.  Note that description may 

be given below while assuming that the application 221 is a 

subject that performs processing, which means that the 

controller 21 that executes the application 221 performs the 

processing. 

 The portable terminal 40 has a function of an access 

unit 411 (second access unit).  This function is implemented 

by the controller 41 executing the browser 422.  The 

function may be implemented by the controller 41 in 

cooperation with the other constituent elements.  In a case 

where operations for permitting use of the service providing 

apparatus 10 have been performed using the operation unit 44 

in accordance with the contents of the email from the relay 

apparatus 30, the access unit 411 accesses the relay 

apparatus 30.  Note that description may be given below 

while assuming that the mailer 421 or the browser 422 is a 
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subject that performs processing, which means that the 

controller 41 that executes the mailer 421 or the browser 

422 performs the processing. 

 

2.  Operations 

(1) Registration Processing 

 Fig. 9 is a sequence chart illustrating registration 

processing performed by the communication system 1.  Before 

using the relay apparatus 30 from the client apparatus 20, 

the client apparatus 20 needs to be registered in the relay 

apparatus 30 in advance.  Registration processing is 

performed in order to register the client apparatus 20 in 

the relay apparatus 30.  Here, it is assumed that 

registration processing is performed by the user A (an 

example of the first user), who is the owner of the client 

apparatus 20.  The registration processing is started when 

the user A performs operations for activating the 

application 221 using the operation unit 24, for example. 

 In step S101, the controller 21 activates the 

application 221. 

 In step S102, the application 221 transmits a 

registration check request for checking registration of the 

client apparatus 20 to the relay apparatus 30.  This 

registration check request contains the apparatus ID of the 

client apparatus 20.  When the relay apparatus 30 receives 
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the registration check request from the client apparatus 20, 

the processing proceeds to step S103.  The apparatus ID 

contained in the registration check request is stored in the 

memory 32. 

 In step S103, the registration unit 312 checks whether 

or not the client apparatus 20 has been registered on the 

basis of the apparatus ID contained in the registration 

check request that has been received.  For example, in a 

case where the apparatus ID is "XXX", it is determined 

whether or not the apparatus ID "XXX" has been stored in the 

registration table 322.  If the apparatus ID "XXX" has been 

stored in the registration table 322, this means that the 

client apparatus 20 has been registered in the relay 

apparatus 30.  In this case, the registration processing 

ends.  On the other hand, if the apparatus ID "XXX" has not 

been stored in the registration table 322, this means that 

the client apparatus 20 has not been registered in the relay 

apparatus 30.  In this case, the processing proceeds to step 

S104 in the relay apparatus 30. 

 In step S104, the registration unit 312 transmits a 

non-registration notification indicating that the client 

apparatus 20 has not been registered to the client apparatus 

20.  When the client apparatus 20 receives the non-

registration notification from the relay apparatus 30, the 

processing proceeds to step S105. 
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 In step S105, the application 221 displays a message 

that requests input of a mail address, on the display 25.  

The user A performs operations for inputting "a@example.com", 

which is the mail address of the user A, using the operation 

unit 24 in response to the message displayed on the display 

25. 

 In step S106, the application 221 transmits a 

registration request for registering the client apparatus 20, 

to the relay apparatus 30.  This registration request 

contains the apparatus ID of the client apparatus 20 and the 

mail address that has been input.  When the relay apparatus 

30 receives the registration request from the client 

apparatus 20, the processing proceeds to step S107.  The 

apparatus ID and the mail address contained in the 

registration request are stored in the memory 32. 

 In step S107, the registration unit 312 performs 

provisional registration processing.  Specifically, in a 

case where the apparatus ID received in step S106 is "XXX" 

and the mail address received in step S106 is 

"a@example.com", for example, the registration unit 312 

stores the apparatus ID "XXX", the mail address 

"a@example.com", and a registration status "checking" in a 

new record of the registration table 322, as illustrated in 

Fig. 10.  The registration status "checking" indicates a 

state where identification is in progress. 
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 In step S108, the registration unit 312 transmits an 

email 50 for registration check addressed to the mail 

address received in step S106.  For example, in a case where 

the mail address received in step S106 is "a@example.com", 

the email 50 is addressed to this mail address and 

transmitted.  The user A receives and reads the email 50 

using the terminal 40-1. 

 Fig. 11 is a diagram illustrating an example of the 

email 50.  In the body of the email 50, a uniform resource 

locator (URL) 51 for registration check is included.  The 

URL 51 is generated as information that indicates a location 

in the relay apparatus 30 in accordance with the 

corresponding process.  When the portable terminal 40-1 

receives the email 50 from the relay apparatus 30, the 

processing proceeds to step S109. 

 In step S109, the mailer 421 displays the email 50 that 

has been received on the display 45.  The user A is a user 

who is performing registration processing, and therefore, 

the user A performs operations for selecting the URL 51 

included in the body of the email 50, by using the operation 

unit 44. 

 In step S110, the access unit 411 accesses the location 

indicated by the URL 51 that has been selected as a reply to 

the contents written in the transmitted email.  When the 

relay apparatus 30 is accessed by the terminal 40-1 at the 
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location indicated by the URL 51, the processing proceeds to 

step S111. 

 In step S111, the registration unit 312 performs 

official registration processing.  Specifically, the 

registration unit 312 changes the registration status stored 

in the registration table 322 in the provisional 

registration processing performed in step S107 from 

"checking" to "registration completed", as illustrated in 

Fig. 12.  The registration status "registration completed" 

indicates that registration of the client apparatus 20 has 

been completed.  As a result, the client apparatus 20 is 

able to use the relay apparatus 30. 

 

(2) Use Processing 

 Figs. 13 to 16 are sequence charts illustrating use 

processing performed by the communication system 1.  The use 

processing is performed when a user uses the service 

providing apparatus 10 from the client apparatus 20.  The 

user may be the owner of the client apparatus 20 or a user 

other than the owner.  The use processing is started when a 

user performs operations for activating the application 221 

using the operation unit 24, for example. 

 In step S201, the controller 21 activates the 

application 221. 

 In step S202, the transmission unit 211 transmits to 
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the relay apparatus 30 a use check request for checking with 

the owner of the client apparatus 20.  The use check request 

contains the apparatus ID of the client apparatus 20.  When 

the relay apparatus 30 receives the use check request from 

the client apparatus 20, the processing proceeds to step 

S203.  The apparatus ID contained in the use check request 

is stored in the memory 32. 

 In step S203, the authentication unit 313 creates URLs 

61 to 64 for use check.  The URLs 61 to 64 are generated as 

pieces of information that indicate different locations in 

the relay apparatus 30.  The URLs 61 to 64 are used in a 

case of selecting the first to fourth options regarding 

permission or rejection of use of the service providing 

apparatus 10.  Specifically, the URL 61 is used in a case of 

selecting the first option of permitting use of all 

predetermined functions of the service providing apparatus 

10 using an access token of the owner of the client 

apparatus 20.  The URL 62 is used in a case of selecting the 

second option of permitting use of the service providing 

apparatus 10 using an access token of the owner of the 

client apparatus 20 but limiting functions that may be used 

by the user.  The URL 63 is used in a case of selecting the 

third option of permitting use of the service providing 

apparatus 10 using an access token of a user other than the 

owner of the client apparatus 20.  The URL 64 is used in a 
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case of selecting the fourth option of rejecting use of the 

service providing apparatus 10 from the client apparatus 20.  

The locations indicated by the URLs 61 to 64 are different 

from the location indicated by the URL 51. 

 In step S204, the transmission unit 314 transmits an 

email 60 (an example of the first email) for use check 

addressed to the mail address of the owner of the client 

apparatus 20.  Specifically, in a case where the apparatus 

ID received in step S202 is "XXX", for example, the 

transmission unit 314 performs processing as described below.  

First, the transmission unit 314 specifies the mail address 

"a@example.com" (an example of the first mail address) 

stored in association with the apparatus ID "XXX", using the 

registration table 322 illustrated in Fig. 12.  Next, the 

transmission unit 314 transmits the email 60 addressed to 

the mail address "a@example.com" that has been specified.  

The user A, who is the owner of the client apparatus 20, 

receives and reads the email 60 using the portable terminal 

40-1. 

 Fig. 17 is a diagram illustrating an example of the 

email 60.  In the body of the email 60, the URLs 61 to 64 

created in step S203 are included together with the first to 

fourth options.  When the portable terminal 40-1 receives 

the email 60 from the relay apparatus 30, the processing 

proceeds to step S205. 
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 In step S205, the mailer 421 displays the email 60 that 

has been received, on the display 45. 

 

(2-1) Case of Permitting Use of All Functions 

 In the case of selecting the first option from among 

the first to fourth options included in the email 60, the 

user A performs operations for selecting the URL 61 (an 

example of operations for permitting use) using the 

operation unit 44.  For example, the user A selects the 

first option in a case where the user A uses the client 

apparatus 20 by himself/herself or in a case where the user 

A lends another user the client apparatus 20 and wishes to 

allow the other user to use functions of the service 

providing apparatus 10 without limitation. 

 In step S206, the access unit 411 determines which of 

the URLs 61 to 64 included in the email 60 has been selected.  

As described above, in a case where the URL 61 has been 

selected, the processing proceeds to step S207 in the 

portable terminal 40-1. 

 In step S207, the access unit 411 accesses the location 

indicated by the URL 61 that has been selected.  When the 

relay apparatus 30 is accessed from the portable terminal 

40-1 at the location indicated by the URL 61, the relay 

apparatus 30 determines that the first option has been 

selected, and the processing proceeds to step S208. 
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 In step S208, the permission unit 316 performs the 

first permission processing.  Specifically, in the case 

where the apparatus ID received in step S202 is "XXX", for 

example, the permission unit 316 performs processing as 

described below.  First, the permission unit 316 reads the 

mail address "a@example.com" stored in association with the 

apparatus ID "XXX", from the registration table 322 

illustrated in Fig. 12.  Next, the permission unit 316 

stores the apparatus ID "XXX", the mail address 

"a@example.com", and an authentication status 

"authentication completed" in a new record of the 

authentication table 323, as illustrated in Fig. 18.  The 

authentication status "authentication completed" indicates a 

state where use of all predetermined functions of the 

service providing apparatus 10 using an access token has 

been permitted.  As a result, use of a user A's access token 

with full authority is permitted in a case of using the 

service providing apparatus 10 from the client apparatus 20. 

 Here, it is assumed that the user A uses the service 

providing apparatus 10-1 by using the client apparatus 20.  

In this case, the user A performs operations for selecting 

the service providing apparatus 10-1 as an access 

destination using the operation unit 24. 

 In step S209, the request unit 212 transmits to the 

relay apparatus 30 an access request for accessing the 
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service providing apparatus 10-1.  The access request 

contains the apparatus ID of the client apparatus 20 and 

identification information about services of the service 

providing apparatus 10-1 that has been selected.  When the 

relay apparatus 30 receives the access request from the 

client apparatus 20, the processing proceeds to step S210.  

The apparatus ID and the identification information about 

services contained in the access request are stored in the 

memory 32. 

 In step S210, the access unit 317 accesses the service 

providing apparatus 10-1 using the user A's access token 

with full authority.  Specifically, in a case where the 

apparatus ID received in step S209 is "XXX" and the 

identification information about services received in step 

S209 is "Service 1", for example, the access unit 317 

performs processing as described below.  First, the access 

unit 317 specifies the mail address "a@example.com" that has 

been stored in association with the apparatus ID "XXX" and 

the authentication status "authentication completed", using 

the authentication table 323 illustrated in Fig. 18.  Next, 

the access unit 317 reads an access token "Token 1A" (an 

example of the first access token) that has been stored in 

association with the specified mail address "a@example.com", 

the service "Service 1", and the authority "full", from the 

token management table 321 illustrated in Fig. 5.  The 
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access unit 317 thereafter accesses the service providing 

apparatus 10-1 using the access token. 

 When the service providing apparatus 10-1 is accessed 

from the relay apparatus 30 using the access token "Token 

1A", the service providing apparatus 10-1 accepts the access 

because the access token is an access token issued by the 

service providing apparatus 10-1. 

 When the access is accepted by the service providing 

apparatus 10-1, the access unit 317 of the relay apparatus 

30 performs operations requested by the client apparatus 20.  

The access token "Token 1A" is an access token with full 

authority, and therefore, any operation requested by the 

client apparatus 20 is performed.  For example, in a case 

where data that represents an image read by the image reader 

26 is transmitted by the client apparatus 20 and operations 

for storing the data in the service providing apparatus 10-1 

are requested, the access unit 317 transmits the data 

received from the client apparatus 20 to the service 

providing apparatus 10-1 to make the service providing 

apparatus 10-1 store the data.  In a case where operations 

for downloading data stored in the service providing 

apparatus 10-1 are requested by the client apparatus 20, the 

access unit 317 obtains the target data from the service 

providing apparatus 10-1 and transmits the data to the 

client apparatus 20.  In this case, the client apparatus 20 
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may form an image in accordance with the data received from 

the relay apparatus 30, by using the image forming unit 27, 

for example. 

 When use of the service providing apparatus 10-1 ends, 

the user A performs operations for giving an instruction for 

ending the application 221, by using the operation unit 24 

of the client apparatus 20. 

 In step S211, the application 221 transmits to the 

relay apparatus 30 an end notification indicating that use 

of the service providing apparatus 10 has ended.  The end 

notification contains the apparatus ID of the client 

apparatus 20. 

 In step S212, the controller 21 ends the application 

221.  On the other hand, when the relay apparatus 30 

receives the end notification from the client apparatus 20, 

the processing proceeds to step S213.  The apparatus ID 

contained in the end notification is stored in the memory 32. 

 In step S213, the authentication unit 313 deletes a 

record that contains the apparatus ID contained in the end 

notification from the authentication table 323.  For example, 

in a case where the apparatus ID contained in the end 

notification is "XXX", a record that contains the apparatus 

ID "XXX" is deleted from the authentication table 323 

illustrated in Fig. 18.  As a result, even if an access 

request is transmitted from the client apparatus 20 after 
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processing in step S213, use of an access token is not 

permitted because the apparatus ID "XXX" of the client 

apparatus 20 is not stored in the authentication table 323.  

Accordingly, use of the service providing apparatus 10 from 

the client apparatus 20 is not possible any more.  That is, 

the client apparatus 20 is able to use the service providing 

apparatus 10 only during a period where the apparatus ID is 

stored in the authentication table 323.  In order to use the 

service providing apparatus 10 from the client apparatus 20 

after processing in step S213, the processing in steps S201 

to S208 described above needs to be performed again. 

 

(2-2) Case of Permitting Use While Limiting Functions 

 In step S205 described above, in the case of selecting 

the second option from among the first to fourth options 

included in the email 60, the user A performs operations for 

selecting the URL 62 (an example of operations for 

permitting use) using the operation unit 44.  For example, 

the user A selects the second option in a case where the 

user A lends another user the client apparatus 20 and wishes 

to limit functions of the service providing apparatus 10 

that are made available to the other user.  In this case, it 

is determined in step S206 described above that the URL 62 

has been selected, and therefore, the processing proceeds to 

step S301 illustrated in Fig. 14, in the portable terminal 
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40-1. 

 In step S301, the access unit 411 accesses the location 

indicated by the URL 62 that has been selected.  When the 

relay apparatus 30 is accessed from the portable terminal 

40-1 at the location indicated by the URL 62, the relay 

apparatus 30 determines that the second option has been 

selected, and the processing proceeds to step S302. 

 In step S302, the permission unit 316 performs the 

second permission processing.  Specifically, in the case 

where the apparatus ID received in step S202 is "XXX", for 

example, the permission unit 316 performs processing as 

described below.  First, the permission unit 316 reads the 

mail address "a@example.com" stored in association with the 

apparatus ID "XXX", from the registration table 322 

illustrated in Fig. 12.  Next, the permission unit 316 

stores the apparatus ID "XXX", the mail address 

"a@example.com", and an authentication status 

"authentication with limitation completed" in a new record 

of the authentication table 323, as illustrated in Fig. 19.  

The authentication status "authentication with limitation 

completed" indicates a state where use of some of the 

predetermined functions of the service providing apparatus 

10 using an access token has been permitted.  As a result, 

use of a user A's access token with limited authority is 

permitted in the case of using the service providing 
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apparatus 10 from the client apparatus 20. 

 Here, it is assumed that the user A lends the user B 

the client apparatus 20, and the user B uses the service 

providing apparatus 10-1 from the client apparatus 20.  In 

this case, the user B performs operations for selecting the 

service providing apparatus 10-1 as an access destination, 

using the operation unit 24. 

 In step S303, the request unit 212 transmits to the 

relay apparatus 30 an access request for accessing the 

service providing apparatus 10-1 similarly to step S209 

described above.  When the relay apparatus 30 receives the 

access request from the client apparatus 20, the processing 

proceeds to step S304.  The apparatus ID and the 

identification information about services contained in the 

access request are stored in the memory 32. 

 In step S304, the access unit 317 accesses the service 

providing apparatus 10-1 using the user A's access token 

with limited authority.  Specifically, in a case where the 

apparatus ID received in step S303 is "XXX" and the 

identification information about services received in step 

S303 is "Service 1", for example, the access unit 317 

performs processing as described below.  First, the access 

unit 317 specifies the mail address "a@example.com" that has 

been stored in association with the apparatus ID "XXX" and 

the authentication status "authentication with limitation 
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completed", using the authentication table 323 illustrated 

in Fig. 19.  Next, the access unit 317 reads an access token 

"Token 1a" (an example of the second access token) that has 

been stored in association with the mail address 

"a@example.com", the service "Service 1", and the authority 

"limited", from the token management table 321 illustrated 

in Fig. 5.  The access unit 317 thereafter accesses the 

service providing apparatus 10-1 using the access token 

"Token 1a". 

 When the service providing apparatus 10-1 is accessed 

from the relay apparatus 30 using the access token "Token 

1a", the service providing apparatus 10-1 accepts the access 

because the access token is an access token issued by the 

service providing apparatus 10-1. 

 When the access is accepted by the service providing 

apparatus 10-1, the access unit 317 of the relay apparatus 

30 performs operations requested by the client apparatus 20.  

However, the service providing apparatus 10-1 provides 

services within the scope of authority given by the access 

token "Token 1a".  For example, in a case where operations 

set for the access token "Token 1a" include data browsing 

only, when data browsing is requested, the service providing 

apparatus 10-1 performs processing in response to the 

request, however, when an operation other than data browsing 

is requested, the service providing apparatus 10-1 rejects 
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the request. 

 Processing performed thereafter is similar to the 

processing in steps S211 to S213 described above, and 

therefore, description thereof will be omitted. 

 

(2-3) Case of Permitting Use Using Access Token of Another 

User 

 In step S205 described above, in the case of selecting 

the third option from among the first to fourth options 

included in the email 60, the user A performs operations for 

selecting the URL 63 (an example of operations for 

permitting use) using the operation unit 44.  For example, 

the user A selects the third option in a case where the user 

A lends another user the client apparatus 20 but does not 

wish to allow the other user to use the access token of the 

user A.  In this case, it is determined in step S206 

described above that the URL 63 has been selected, and 

therefore, the processing proceeds to step S401 illustrated 

in Fig. 15, in the portable terminal 40-1. 

 In step S401, the access unit 411 accesses the location 

indicated by the URL 63 that has been selected.  When the 

relay apparatus 30 is accessed from the portable terminal 

40-1 at the location indicated by the URL 63, the relay 

apparatus 30 determines that the third option has been 

selected, and the processing proceeds to step S402. 
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 In step S402, the request unit 315 transmits an input 

request for inputting a mail address, to the client 

apparatus 20.  When the client apparatus 20 receives the 

input request from the relay apparatus 30, the processing 

proceeds to step S403. 

 In step S403, the application 221 displays on the 

display 25 a message that requests input of a mail address.  

Here, it is assumed that the user A lends the user B (an 

example of the second user) the client apparatus 20, and the 

user B uses the client apparatus 20.  In this case, the user 

B performs operations for inputting a mail address 

"b@example.com" (an example of the second mail address) that 

has been assigned to the user B, using the operation unit 24. 

 In step S404, the application 221 transmits the 

apparatus ID and the mail address that has been input to the 

relay apparatus 30.  When the relay apparatus 30 receives 

the apparatus ID and the mail address from the client 

apparatus 20, the processing proceeds to step S405.  The 

apparatus ID and the mail address are stored in the memory 

32. 

 In step S405, the authentication unit 313 creates a URL 

71 for identification.  The URL 71 is generated as 

information that indicates a location in the relay apparatus 

30 in accordance with the corresponding process.  Note that 

the location indicated by the URL 71 is different from any 
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of the location indicated by the URL 51 and the locations 

indicated by the URLs 61 to 64. 

 In step S406, the transmission unit 314 transmits an 

email 70 for identification addressed to the mail address 

received from the client apparatus 20.  For example, in a 

case where the mail address received in step S404 is 

"b@example.com", the email 70 is addressed to the mail 

address and transmitted.  The user B receives and reads the 

email 70 using the portable terminal 40-2. 

 Fig. 20 is a diagram illustrating an example of the 

email 70.  In the body of the email 70, the URL 71 created 

in step S405 is included.  When the portable terminal 40-2 

receives the email 70 from the relay apparatus 30, the 

processing proceeds to step S407. 

 In step S407, the mailer 421 displays on the display 45 

the email 70 that has been received.  The user B is a user 

who uses the client apparatus 20, and therefore, the user B 

performs operations for selecting the URL 71 included in the 

body of the email 70, using the operation unit 44. 

 In step S408, the access unit 411 accesses the location 

indicated by the URL 71 that has been selected.  When the 

relay apparatus 30 is accessed from the portable terminal 

40-2 at the location indicated by the URL 71, the processing 

proceeds to step S409. 

 In step S409, the permission unit 316 performs the 
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third permission processing.  Specifically, in a case where 

the apparatus ID received in step S404 is "XXX" and the mail 

address received in step S404 is "b@example.com", for 

example, the permission unit 316 performs processing as 

described below.  First, the permission unit 316 reads the 

mail address "a@example.com" stored in association with the 

apparatus ID "XXX", from the registration table 322 

illustrated in Fig. 12.  Next, the permission unit 316 

stores the apparatus ID "XXX", the mail address 

"a@example.com", and an authentication status "transferred" 

in a new record of the authentication table 323, as 

illustrated in Fig. 21.  The authentication status 

"transferred" indicates a state where use of the service 

providing apparatus 10 using an access token of a user other 

than the owner has been permitted.  Furthermore, the 

permission unit 316 stores the apparatus ID "XXX", the mail 

address "b@example.com", and the authentication status 

"authentication completed" in a new record of the 

authentication table 323.  As a result, use of a user B's 

access token with full authority is permitted in the case of 

using the service providing apparatus 10 from the client 

apparatus 20. 

 Here, it is assumed that the user A lends the user B 

the client apparatus 20, and the user B uses the service 

providing apparatus 10-1 from the client apparatus 20.  In 
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this case, the user B performs operations for selecting the 

service providing apparatus 10-1 as an access destination, 

using the operation unit 24. 

 In step S410, the request unit 212 transmits to the 

relay apparatus 30 an access request for accessing the 

service providing apparatus 10-1 similarly to step S209 

described above.  When the relay apparatus 30 receives the 

access request from the client apparatus 20, the processing 

proceeds to step S411.  The apparatus ID and the 

identification information about services contained in the 

access request are stored in the memory 32. 

 In step S411, the access unit 317 accesses the service 

providing apparatus 10-1 using the user B's access token 

with full authority.  Specifically, in a case where the 

apparatus ID received in step S410 is "XXX" and the 

identification information about services received in step 

S410 is "Service 1", for example, the access unit 317 

performs processing as described below.  First, the access 

unit 317 specifies the mail address "b@example.com" that has 

been stored in association with the apparatus ID "XXX" and 

the authentication status "authentication completed", using 

the authentication table 323 illustrated in Fig. 21.  Next, 

the access unit 317 reads an access token "Token 1B" (an 

example of the third access token) that has been stored in 

association with the mail address "b@example.com", the 
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service "Service 1", and the authority "full", from the 

token management table 321 illustrated in Fig. 5.  The 

access unit 317 thereafter accesses the service providing 

apparatus 10-1 using the access token. 

 When the service providing apparatus 10-1 is accessed 

from the relay apparatus 30 using the access token "Token 

1B", the service providing apparatus 10-1 accepts the access 

because the access token is an access token issued by the 

service providing apparatus 10-1. 

 When the access is accepted by the service providing 

apparatus 10-1, the access unit 317 of the relay apparatus 

30 performs operations requested by the client apparatus 20.  

The access token "Token 1B" is an access token with full 

authority, and therefore, any operation requested by the 

client apparatus 20 is performed. 

 Processing performed thereafter is similar to the 

processing in steps S211 to S213 described above, and 

therefore, description thereof will be omitted. 

 

(2-4) Case of Rejecting Use 

 In step S205 described above, in the case of selecting 

the fourth option from among the first to fourth options 

included in the email 60, the user A performs operations for 

selecting the URL 64 using the operation unit 44.  For 

example, the user A selects the fourth option in a case 
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where another user is using the client apparatus 20 without 

permission.  In this case, it is determined in step S206 

described above that the URL 64 has been selected, and 

therefore, the processing proceeds to step S501 illustrated 

in Fig. 16, in the portable terminal 40-1. 

 In step S501, the access unit 411 accesses the location 

indicated by the URL 64 that has been selected.  When the 

relay apparatus 30 is accessed from the portable terminal 

40-1 at the location indicated by the URL 64, the relay 

apparatus 30 determines that the fourth option has been 

selected, and the processing proceeds to step S502. 

 In step S502, the permission unit 316 performs 

rejection processing.  Specifically, in the case where the 

apparatus ID received in step S202 is "XXX", for example, 

the permission unit 316 performs processing as described 

below.  First, the permission unit 316 reads the mail 

address "a@example.com" stored in association with the 

apparatus ID "XXX", from the registration table 322 

illustrated in Fig. 12.  Next, the permission unit 316 

stores the apparatus ID "XXX", the mail address 

"a@example.com", and an authentication status "rejected" in 

a new record of the authentication table 323, as illustrated 

in Fig. 22.  The authentication status "rejected" indicates 

a state where use of the service providing apparatus 10 has 

been rejected.  As a result, even if an access request is 
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transmitted from the client apparatus 20, the access request 

is rejected. 

 According to the exemplary embodiment described above, 

in the case of using the service providing apparatus 10 from 

the client apparatus 20, the email 60 is transmitted to the 

owner of the client apparatus 20, and use check is performed.  

In a case where the owner performs operations for selecting 

any of the URLs 61 to 63 included in the email 60, use of 

the service providing apparatus 10 is permitted.  On the 

other hand, in a case where the owner performs operations 

for selecting the URL 64 included in the email 60, use of 

the service providing apparatus 10 is rejected.  As 

described above, use of the service providing apparatus 10 

from the client apparatus 20 is not allowed without 

permission of a specific user, such as the owner, to thereby 

suppress use of the service providing apparatus 10 from the 

client apparatus 20 without permission of a specific user. 

 In the related art, in a case of lending another user 

other than the owner of the client apparatus 20, the other 

user has to access the service providing apparatus 10 using 

an access token of the owner, or has to input authentication 

information about himself/herself to the client apparatus 20 

and access the service providing apparatus 10 using his/her 

own access token.  In the former case, the owner might not 

wish to allow the other user to use all predetermined 
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functions of the service providing apparatus 10, for example.  

In the latter case, the other user has to input 

authentication information about himself/herself to the 

client apparatus 20 owned by a person other than the other 

user, which the other user may hesitate to do. 

 According to the exemplary embodiment described above, 

however, services that are provided by the service providing 

apparatus 10 and that may be used from the client apparatus 

20 are easily limited by the owner only performing 

operations for selecting the URL 62 included in the email 60.  

In this case, the owner does not have to perform in advance 

operations for setting transfer of authority, for example.  

Access to the service providing apparatus 10 using an access 

token of another user is permitted by the owner performing 

operations for selecting the URL 63 included in the email 60.  

In this case, the other user does not have to input 

authentication information to the client apparatus 20.  

Accordingly, the client apparatus 20 is lent by the owner to 

another user with security. 

 Furthermore, use of the service providing apparatus 10 

from the client apparatus 20 is rejected by the owner 

performing operations for selecting the URL 64 included in 

the email 60.  Accordingly, use of the service providing 

apparatus 10 from the client apparatus 20 without permission 

of the owner is suppressed. 
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 According to the exemplary embodiment described above, 

identification is performed using an email, and therefore, 

login to the relay apparatus 30 is not needed in the case of 

using services provided by the service providing apparatus 

10 from the client apparatus 20.  Therefore, troublesome 

login is omitted, and convenience is improved.  Moreover, 

personal information, such as a user ID and a password, 

which are needed for login to the client apparatus 20 or the 

relay apparatus 30 is not retained, and therefore, a risk of 

leakage of personal information to a third party is reduced.  

An access token is not retained in the client apparatus 20, 

and therefore, arbitrary use of the access token by a third 

party using the client apparatus 20 without permission is 

suppressed. 

 As the related art, a mechanism called single sign-on 

has been provided.  Single sign-on is a technique in which 

user IDs and passwords, which are plural pieces of 

authentication information each registered in the 

corresponding service providing apparatus 10, are retained 

in the relay apparatus 30, for example, each of the plural 

pieces of authentication information being associated with 

the corresponding service providing apparatus 10, and the 

relay apparatus 30 handles login to a cloud service provided 

by each service providing apparatus 10.  In this mechanism, 

however, the relay apparatus 30 retains personal information, 
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such as user IDs and passwords, which is authentication 

information, and therefore, there may be a risk of leakage 

of such personal information to a third party.  According to 

the exemplary embodiment described above, however, the relay 

apparatus 30 relays data from the client apparatus 20 to the 

service providing apparatus 10 without retaining a user ID 

or a password registered in the service providing apparatus 

10, and therefore, such a risk is reduced. 

 

3. Modifications 

 The exemplary embodiment described above is an example 

of the present invention.  The exemplary embodiment may be 

modified as follows.  Modifications described below may be 

combined with one another. 

 (1) In the case where the second option or the third 

option is selected in the above-described exemplary 

embodiment, an expiration date may be set for the access 

token.  The expiration date that is to be set may be a date 

determined in advance by the relay apparatus 30, or may be 

set by operations performed by the owner of the client 

apparatus 20, for example.  In the latter case, operations 

as described below are performed, for example. 

 When the URL 62 or the URL 63 is selected in step S206 

described above, the browser 422 of the portable terminal 

40-1 displays on the display 45 a setting screen 451 used to 
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set an expiration date.  Fig. 23 is a diagram illustrating 

an example of the setting screen 451 according to the 

modification.  The setting screen 451 includes an input 

field 452 used to input an expiration date and a set button 

453.  The owner performs operations for inputting an 

expiration date in the input field 452 and pressing the set 

button 453, by using the operation unit 44.  The browser 422 

transmits the expiration date that has been input to the 

relay apparatus 30. 

 In the memory 32 of the relay apparatus 30, an 

authentication table 324 is stored instead of the 

authentication table 323 described above.  Fig. 24 is a 

diagram illustrating an example of the authentication table 

324 according to the modification.  Records that form the 

authentication table 324 each include a field "expiration 

date" in addition to the fields of "apparatus ID", "mail 

address", and "authentication status".  In the "expiration 

date" field, the expiration date set for the access token is 

stored. 

 The permission unit 316 stores the expiration date 

received from the portable terminal 40-1 in the 

authentication table 324 in the second permission processing 

in step S302 described above or the third permission 

processing in step S409 described above.  For example, in 

the example illustrated in Fig. 19, in a case where the 
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expiration date received from the client apparatus 20 is 

"3/31/2014", the expiration date "3/31/2014" is stored in a 

new record of the authentication table 324 together with the 

apparatus ID "XXX", the mail address "a@example.com", and 

the authentication status "authentication with limitation 

completed", as illustrated in Fig. 24. 

 When accessing the service providing apparatus 10 in 

step S304 or S411 described above, the access unit 317 

determines whether or not the access token is valid on the 

basis of the expiration date stored in the authentication 

table 324.  Specifically, in a case where an access request 

that contains the apparatus ID "XXX" has been received in 

step S303 described above, for example, the access unit 317 

refers to the expiration date "3/31/2014" that has been 

stored in the authentication table 324 illustrated in Fig. 

24 in association with the apparatus ID "XXX".  If the 

access token does not expire, the access unit 317 determines 

that the access token is valid.  In this case, the access 

unit 317 accesses the service providing apparatus 10 using 

the access token, as described in the exemplary embodiment.  

On the other hand, if the access token expires, the access 

unit 317 determines that the access token is not valid.  In 

this case, the relay apparatus 30 rejects the access request 

from the client apparatus 20. 

 (2) A method for limiting functions available from the 
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service providing apparatus 10 is not limited to a method 

using plural access tokens with different types of authority.  

For example, in a case where only one type of access token 

is issued from the service providing apparatus 10, the relay 

apparatus 30 may limit operations that are allowed to be 

performed with the access token. 

 In this modification, the permission unit 316 permits 

performing of some operations that have been set for the 

access token, in the second permission processing in step 

S302 described above.  For example, in a case where 

operations of data storage, browsing, editing, and deletion 

have been set for the access token, of these operations, 

only data browsing, for example, is permitted. 

 When accessing the service providing apparatus 10 in 

step S304 described above, the access unit 317 determines 

whether or not an operation requested by the client 

apparatus 20 is included in operations that are permitted 

for the access token.  If the operation requested by the 

client apparatus 20 is included in the permitted operations, 

the access unit 317 accesses the service providing apparatus 

10 using the access token, as described in the exemplary 

embodiment.  On the other hand, if the operation requested 

by the client apparatus 20 is not included in the permitted 

operations, the relay apparatus 30 rejects the access 

request from the client apparatus 20. 
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 (3) A method for selecting the first to fourth options 

is not limited to a method using URLs.  For example, in the 

body of the email 60, a URL that indicates a storage 

location of data for a selection screen used to select the 

first to fourth options may be included instead of the URLs 

61 to 64.  In this case, when the email 60 is displayed in 

step S205 described above, the user A performs operations 

for selecting the URL using the operation unit 44.  The 

browser 422 of the portable terminal 40-1 accesses the data 

stored in the location indicated by the selected URL, and 

displays the selection screen on the display 45.  In the 

selection screen, the first to fourth options are displayed.  

The owner performs operations for selecting one of the 

options using the operation unit 44.  The browser 422 

transmits selection information indicating the selected 

option to the relay apparatus 30.  The relay apparatus 30 

determines which of the options has been selected on the 

basis of the selection information received from the 

portable terminal 40-1. 

 Alternatively, in step S204 described above, instead of 

the email 60 described above, four emails corresponding to 

the first to fourth options may be transmitted from four 

different transmission sources respectively.  When these 

emails are displayed in step S205, the user A performs 

operations for returning a reply to an email corresponding 
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to an option selected from among the first to fourth options 

to the corresponding transmission source, using the 

operation unit 44.  The relay apparatus 30 determines which 

of the options has been selected on the basis of which of 

the four transmission sources the reply to the corresponding 

email has been returned to.  This method is useful in a case 

where the locations indicated by the URLs 61 to 64 are not 

easily accessible, such as in a case where the portable 

terminal 40 does not include the browser 422, for example. 

 (4) In the case where the third option is selected in 

the above-described exemplary embodiment, the owner may be 

notified of a user who uses the client apparatus 20.  In 

this case, if the user who is to use the client apparatus 20 

is an undesired user, the owner may reject use of the 

service providing apparatus 10 from the client apparatus 20. 

 In this modification, when the location indicated by a 

URL 65 is accessed from the portable terminal 40-2 in step 

S408 described above, the transmission unit 314 transmits an 

email addressed to the mail address of the owner of the 

client apparatus 20 similarly to step S204 described above.  

In the body of the email, the mail address received in step 

S404 or user information corresponding to the mail address 

is included.  The mailer 421 of the portable terminal 40-1 

displays the email received from the relay apparatus 30 on 

the display 45.  The user A recognizes the user of the 
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client apparatus 20 from the mail address or the user 

information included in the body of the email.  In a case of 

permitting use by the user, the user A performs operations 

for permitting the use, by using the operation unit 44.  On 

the other hand, in a case of rejecting use by the user, the 

user A performs operations for rejecting the use, by using 

the operation unit 44.  The portable terminal 40-1 transmits 

to the relay apparatus 30 permission/rejection information 

indicating permission or rejection of use on the basis of 

the operations performed by the user A.  If the 

permission/rejection information received from the portable 

terminal 40-1 indicates permission of use, the processing 

proceeds to step S409 descried above, in the relay apparatus 

30.  On the other hand, if the permission/rejection 

information received from the portable terminal 40-1 

indicates rejection of use, the processing proceeds to step 

S502 descried above, in the relay apparatus 30. 

 (5) In the above-described exemplary embodiment, the 

present position of the client apparatus 20 may be 

communicated to the owner of the client apparatus 20 using 

the email 60.  The present position of the client apparatus 

20 is used in determination of whether or not the client 

apparatus 20 is illegally used. 

 In this modification, the client apparatus 20 includes 

a positioning unit that determines the present position.  As 
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the positioning unit, a global positioning system (GPS) 

receiver is used, for example.  In step S202, a use check 

request containing position information that indicates the 

position determined by the positioning unit is transmitted 

to the relay apparatus 30.  In step S204, the email 60 that 

includes the position information is transmitted.  When the 

email 60 is displayed in step S205, the user A recognizes 

the present position of the client apparatus 20 from the 

position information included in the email 60.  If the 

present position of the client apparatus 20 is different 

from the position where the client apparatus is usually used, 

the client apparatus 20 may be illegally used.  In this case, 

the owner performs operations for selecting the URL 64, for 

example, to thereby reject use of the service providing 

apparatus 10. 

 In the case where the fourth option is selected, the 

relay apparatus 30 may prohibit use of the client apparatus 

20.  In this case, the relay apparatus 30 transmits to the 

client apparatus 20 control information for prohibiting use 

of the client apparatus 20.  When the client apparatus 20 

receives the control information, the client apparatus 

prohibits use of the client apparatus 20 by the user, by not 

accepting operations or not performing operations, for 

example.  As a result, use of the client apparatus 20 

without permission is suppressed. 
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 (6) The email 60 does not necessarily include plural 

URLs.  For example, the email 60 may only include the URL 61.  

In this case, only the operations described in "(2-1) Case 

of Permitting Use of All Functions" are performed. 

 (7) The application 221 may be activated when the power 

of the client apparatus 20 is turned on, without operations 

performed by a user.  In this case, when the power of the 

client apparatus 20 is turned on, the use processing 

described above is started. 

 (8) A use log regarding the service providing apparatus 

10 may be recorded in the client apparatus 20.  For example, 

in a case where the user B uses the client apparatus 20 to 

store data in the service providing apparatus 10, log 

information including the mail address of the user B, the 

date and time when the processing was performed, and the 

details of the processing is stored in the memory 22. 

 (9) In the above-described exemplary embodiment, the 

permission unit 316 may be configured not to simply store in 

the authentication table 323 the apparatus ID "XXX", the 

mail address "a@example.com", and the authentication status 

"rejected" in the rejection processing in step S502.  Even 

in this method, an access request that is transmitted from 

the client apparatus 20 is rejected. 

 (10) The client apparatus 20 is not limited to an image 

processing apparatus.  For example, the client apparatus 20 
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may be a digital camera, a video camera, a personal computer, 

a portable telephone, a smartphone, or a tablet terminal.  

The client apparatus 20 may be any apparatus as long as the 

apparatus receives services provided by the service 

providing apparatus 10.  The portable terminal 40 is not 

limited to the apparatus described in the exemplary 

embodiment.  The portable terminal 40 may be any apparatus 

as long as the apparatus is used by a user. 

 (11) A program executed in the relay apparatus 30, a 

program executed in the client apparatus 20, and a program 

executed in the portable terminal 40 may be downloaded via 

the communication line 2, such as the Internet.  These 

programs may be recorded in a computer readable recording 

medium, such as a magnetic recording medium (a magnetic tape, 

a magnetic disk, or the like), an optical recording medium 

(an optical disk or the like), a magneto-optical recording 

medium, or a semiconductor memory, and provided. 

 The foregoing description of the exemplary embodiments 

of the present invention has been provided for the purposes 

of illustration and description.  It is not intended to be 

exhaustive or to limit the invention to the precise forms 

disclosed.  Obviously, many modifications and variations 

will be apparent to practitioners skilled in the art.  The 

embodiments were chosen and described in order to best 

explain the principles of the invention and its practical 
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applications, thereby enabling others skilled in the art to 

understand the invention for various embodiments and with 

the various modifications as are suited to the particular 

use contemplated.  It is intended that the scope of the 

invention be defined by the following claims and their 

equivalents. 
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