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DATA PROCESSING METHODS, APPARATUSES, AND 

DEVICES 

ABSTRACT 

Some embodiments of this specification provide data processing methods, 

apparatuses, and devices. The method includes: acquiring a running state of a target 5 

application in a trusted execution environment; if it is determined that the target 

application runs abnormally in the trusted execution environment based on the running 

state, acquiring a first key and a device key, and debugging information, generated in 

the trusted execution environment, corresponding to the target application in the trusted 

execution environment, where the device key is a key generated by a server based on a 10 

client device; encrypting the debugging information based on the first key in the trusted 

execution environment to obtain encrypted debugging information, and encrypting the 

first key based on the device key to obtain an encrypted first key; and sending the 

encrypted debugging information and the encrypted first key to the server. 
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