10

i5

20

25

- 1 DESCRI PTI ON DATA PROCESSI NG METHOD AND | TS
APPARATUS TECHNI CAL FI ELD The present invention
relates to a data processing nethod, its apparatus,
its program a sem conductor gircuit, and an

aut henti cati on apparatus useful in the case of
conducting a transaction through a network using an IC
10 (integrated circuit) PRPFRIPEI®NaA card or a nobile
term nal apparatus. BACKGROUND ART At -t he present
time, conmmuni cation systens using IC cards etc. for
transactiions through the Internet and other 15 :
net wor ks DAZFALPROGESSHIGO PREAHODN ANBC 1118 Q@HEANNTGRS | ONn
systens, a server receives fromfor exanple '
reader/witers of 1C cards or PCs (personal conputers)
processi ng requests using the 1 C cards and perforns

user a i Gat i ata encryption and decryption,
L5 fcﬁﬁ.ﬁh
ot her

20 and’ processing. In the above expl ai ned
comunigation system. however, it is envisioned that ‘
pr ocessi g FFEFS §'“f"81“t&qna|r§éaﬁtﬂ?oé?r° PHfdate areessing
Wil | be recei ved sinultaneously or in short tine

pethads. 198 anpanatpaadss phegsamyer semscondbetalnl eiteuit,

~efficiently 2 handl e such processing requests.

and an authentication apparatus useful in the case of
éonducting a transaction through a network using an IC
(integrated circuit) buiit into é‘card or a mobile terminal
apparatus. |

BACKGROUND ART

At the present time, communication systems using IC
cards etc. for transactions_throqgh the Internet and other
networks are being developed.

In éuch a communication systems, a server receives

!

from for example reader/writers of IC cards or PCs (personal

.computers) processing requests using the IC cards and

performs user authentication, data encryption and decryption, ‘
and other processing.

In the above explained.coﬁmunication system, however,
it is envisioned that proceasing requests for a large number
éf IC cards will be received simultaneously or in shért time
periods.

In this case, the serﬁerAhas to be able to efficiently
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Further, a server sonetines executes a plurality of
application prograns for processing for procedures
relating to a plurality of settlenment businesses and
performs 5 processing using-selected application
prograns in accordance wth the processing requests.

Eﬂgﬂf o] i s.also .have to be efficiently

han g%. %?tﬁ%?éggﬁgiﬁergggegtgkpIained comuni cat i on
system_ -the application program executed by the ]
server %tq}eor 10 RERYSD AR PPREGF f P harRbaty of
for accessing IC cards and operational commands for
R Rl ¢h P nagramsi §ortpreces s kg kinr prboerhtrieonreddting -
oper ati onal commands can be known only by the manager

- dfo tsheelomrakity fofxpettlagestchnsiyeofes t andSpetFopfs

using the IC cards. 15 Therefore, in the past, the.

aRAgeds dfg tBengeseBéctid AppA9¢atibnoysberamsd d BEcordance
appl i cation prograns upon request fromihe above

A& Q:jﬁe%?é‘&ggﬁﬁn?\/%écg\lxég@s %hrg)fcés%%n e%%{uﬁsts also

produci ng and cusfom 2i ng application progra

[ however., there 20.js. the problemthat the
H%é% \g%yg]ﬁaee ac’deef‘%&jmfg?%‘at. Further, in the
above expl ai ned_server, for exanple, application
pr ogr afETéhex  plarhe apote expdatinesy domsupanptionosysten,
ot her busi nesses run. Such application prograns are

_fhedappd ilep tilee prctigriatu axdsndiant dye stheen ts etoredt degie dto

to the 25 server using personal conputers etc. 3 As
depkaiibedcaliaxeus oyvaey ,infitamd tib ForeatsBkaiRgdIC cards
server runs application prograns of a plurality of

BHai Bg8#8%ional commands for operating the IC cards. Here,

the key information and operational commands can be known

only by the man‘aggr of the server if expecting security of
transactions using the IC cards.

Therefore, in the past, the mané,ger of the server
produced and customized the application programs upon
request. frz.com the above service providers.

With the manager of the server producing and
customizing application programs in this way, however, there
is the problem that the load on the manager becomes great.

Further, in the above explained server, for examp.le,
application p—ro'grams of a plurality of credit card companies .
or other businesses run. Such application programs are
produced by the individual businesses émd downloaded to j:he,

server using personal computers etc.
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it 1s necessary to ensure that the processing of each

application programnot be nonitored or tanpered with

by 5 another application program On the other hand,

there is a demand for providi 8Bg- diverse services

while transferring data between application prograns. :

Furt herag I3qi1\ s i.ne t.heir 10 .

appl i cat] g%qd pl\réggl:égirrsap’% ?e?hggggyggmgﬁgnthq%ﬁgo & EFplpined
' wi t b, need. When individual businesses

B SRR L 2hs oy iodrama of [P LBF LR 3 o6 bggnasses,

t.hose application prograns in this way, however, it

i‘s r?é%e‘g%%ﬁ?/s"’f’@f pFRveRfupEe obhaksthe spracensingr 08r each

frombeing illicitly tanpered with. As a technique for

PR3l amhiprogman exatpbe, mohktered dhetamphpequeich by

aut henti cation processi ng using key information when :

aneddsim gidiel et ikl . prSgodky, such key information

is stored in the nmenory of a term nal apparatus 20

(persoval th@Mhen) hdi¥e\Ulers Q 4 NETRrahd @O%I%Irﬁ‘(jﬁding

possibility of illicit use and there'1s a pro

SO s or FHEL DG 18 bRk LT LA 10, AR0N S 14 cati
expl ai nedegerve?qﬁhé'sleagﬁﬁpﬁffar’:ﬁl&ﬁlfa bedygetmpligation
accesses a nenory outside of the LSl chip. 25 In such
BYe9E8™3data fl ows over the bus provi ded between - 4

the LSl chip and external menory, so that data can be

vi enedFupshprebindividuplds buglisestses sloewnd cexd | tdidiar
server perforns e-comercia

application programs to the server, then debug them in
accordance with need.

When individual businesses download application
programs to the server or debug those application programs
in this way, however, it is necessary to prevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using key
information when accessing the server. Usually, such key .
information is stored in the memory of a terminal apparatus
(personal computer), however, so there is the possibility

of illicit use and there is a problem in security.

Further, the LSI forming the above explained server

‘has a built-in CPU. The CPU sometimes accesses a memory

outside of the LSI chip.

In such a case, data flows over the bus provided between
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transactions, personal authentication, and other

hi ghly 5 confidential processing, however, as
expl ai ned above, there is a problemin security if
the data is probed. Furthers; 4he above expl ai ned -
server is sonetinmes conprised of a single conputer

| t | I f .
thd BisT ERIE af ARG LSO | 80500 R 448 dan Be viewed

10 prograns

rovid dlfferent busi nesses. Wen those services
%’é’n %ﬁ"g%l © BHti dential data such as with
settlenments, there is the problemthat there is a

possi biiheny the abeveiepnlained sdaverapedfoamswaedobyercial
each business being illicitly 15 acquired or tanpered
wiria s tamatsh e pebusimds sau thurt thieta t idie) eadvetheehifrly
follow ng problenms when wusing a conventional general

comfilden tial phecakeyageXRbRevEd, @Wl%&ne% Qboqr%s there
shows the basic configuration of a genera

¢QNMRULSLLARE ik Sl ter 160 W, in FI 133, a

CPU 6 82 perfé‘rms prorc&;egltir% tl}% n]ﬁgﬁg-=l 1%]{?1?1% i ons :

and data ?g ghogr n1read rgm nenor 603. The CPU
&n

602 ou SVPoP*RCEAEEY ﬁeFﬁgrhéﬁbﬁfm%E}mes
603 to an address bus 604. - 5 Further, the CPU 602
FeERtifrdnrtne single cOBPHtem-ites in it according

to a control signal S602. The nodule A, nodule B, ‘and
nmodul eI thbsedasa,t hesingiter yoipdtarerphaecaspiligality of
units of a program having specific

programs relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settlements, there is the
problem that there is a possibility of the highly
cOnfidential data owned by each business being illicitly
acquired or tampered with bf another business.

Further, there have been the following problemslwhen

using a conventional general computer as the above explained

-computer.

FIG. 133 shows the basic configuration of a general
computer 601.

In tﬁe computer 601 shown in FIG. 133, a CPU 602
performs processing using the instructions and data of a
program read from a memory 603.
| The CPU 602 outputs an address for adces_s in the memory

603 to an address bus 604.
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5 functions. A debugger 605 checks the operation of
the CPU 602 at the tinme of devel opnent of a program
It uses a HALT signal to tenporarily halt the
operation of the CPU 602, rea8 -internal information
of the CPU 602, and informthat 10 information to the

progr a'ﬁu‘iﬁ:\ﬁ?ﬁopﬁﬁ\e gOZ'&fA 523 hd Inelrd asébl?eﬁ:é: writes

t hat the a-basic funct TonTYesY

dule B or i. assune that the
rout| 5 &% ’i‘ife“%g% cafciﬁfbtf’fcgﬁ $3akctf9%: the nodule A
IS h|ghly confidential. In such 15 a case, since the

modul e TRS| #odulesihy masktlio®, jand saddes ¢hrstaxed in the
provi de an environnent enabling the devel oper of the
Mgy 803rare qiutace3dtinglendltepof ts progyarhakingnepecific
means for this, there is the nethod of distributing a :
fulnedriyns . This is expressed in an internediate

| anguage between 20 a hi gher Ianguage and machi ne

| anguageqtpapgRl! %o%abh%@k%” %?%'P%Jt& na%%“%%il;)cpu 602

but analysis™is relatively eas I'sanh

S hat roce ng routine of a pro
BESPU e ok et DR S M i 0 b R B A oma
known. Further, as another means, the basic nodule (in
ERi §em99ré%aﬁey| balth dhey @pesatyions off dhed GBY 1402, read

menory 603 in advance 6 and, rather than using it as
anteshalyinfpemasiohopér tliev@lPUp§02t,han$bfn‘rmm that
assum ng that the basic nodule is present at a
ipEoirhatibncabi 6he programt Hekbilsperans, however,
there is the problem 5 that it is not that hard for
the deysropeis Pigt hEB@dﬂ£e§s assumed that the module A
has a basic function used by the module B or the module C.
Here, assume that the routine of the basic function
included in the module A is highly confidential. In such
a case, since themodule A is a basic function, it is necessai:y
to provide an environment enabling the developer of the
"module B or module C to develop its program. As one means
for this, there is the method of distributing a library.
This is expressed in an intermediate language Bet.ween
a highe:: language and machine language (normally called an

_'.'assembly language"), but analysis is relatively easy. There

is a high possibility that the processing routine of a program

- desired to be kept confidential will end up becoming known.

Further, as another means, the basic module (in this

example ; the module A) :':s- stored in the memory 603 in advance
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B and Cto read the nodule A stored in the nmenory 603.
At this tinme, the read content is in a machine
| anguage of a |evel which the CPU 602 executes, but
there are tools for convertifig-this nmachine Ianguage
to an assenbly | anguage. 10 The routine can be

satrichl ShLN A RASE ok o U Lherg
probren1that the deve opersagP'EQ%Q' Eulé% <§§§;€FVE1°95
(ol FSBPAGEL dolblnd P CEHS OO RY mbdRLTLR el e
devel o age, of the|r progranB so as to learn the
15 %%‘?‘g{%a‘ﬁdf ﬁg5+°"l‘he content of the sane and thereby
learn the entire processing routine of the program of .
the nodiMen aithrthHer meanspiidwestdmn Yreosy am rtm:mpngoblem
on the above explained server handl es key dat a,
dlertyiiny idatat Ithatdabad 20raBHeOdbee16p8PsSEE Uf:héYmodules
data set by the service provider, so there has been a 7
demBrl d do L EHd Gdduild ANdddddd tin tiﬁ{@%éx{&lgrsog._ At
nnnitoring A first object of the present I nvent | 'S

; [ thod nmi_conduct or
iy il pe?%%%eé%#“jt gfeaecny 3@1’?‘5&}% of a
d t arge nunber o
BRI aiEn S S W atioit 6 b tofhare presdols for

invention is to provide a data processing method,
senrvestdns dhig F@mhtlneaﬂrenmiegleamo emabisisegibd yudemdwnge .
produce and custom ze an application 5 program of the
Bher roytineexeaubed app 1y zedr vel atiitedyt easlilgwi ng t he
user to learn highly confidential information. A

third Pbrenerof thBgePLESENG poriteTin Whdts e RIVE 1 pers of

the modules B and C can temporarily halt the execution by

' the CPU 602 in the middle of execution of the module A at

the development stage of their programs so as to learn the 7

data handled or the content of the same and thereby learn

the entire processing routine of the program of the module

Af

Further., an application program running on the above
explained server handles key data, charging data, log data,
and other high security data set by the service provider,
so there has been a demand fer protecting it from illicit
tampering or 'mon:i.toring.

A first object of the present invention is to provide
a data processing method, semiconductor circuit, and program

able to effic'ient_ly perform processing in accordance with
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sem con

a data processing nethod, sem conductor circuit, and
program abl e to prevent each individual application
program from 10 bei ng influenced by anot her
appl i cation program when the gane seni conduct or
circuit runs a plurality of application progranms. A
f bject of fhe present invention is to provide
éggg%gg%régéggfnﬁkh%fﬁﬁﬁ?sﬁﬁﬂiE%ﬁﬂﬁﬁ?ﬁr circuit, and
program 15 allow_ng transfer of data between
appl i cdt FETPHoGPARELi Ff dhoPagaertninvientien ig te provide
preventi'ng each application programfrom being
14 Ppdiat pyocaspingmatihdd, semitonddetetrccirdyit handprogram
of anot her application program when the sane
soTalsloinlyI A Ot s I6dli prodiiSe dapd b téniné APPAHSREELRion
20 prograns. A fifth object of the present invention
prdddil O Uhe Wl XDMLSAULOLBUPD SEHILOTILERSLe
Ccircuit, authentication apparatus, progr am

}; e of accesg to a_server or_other .
Ay S SERLCRS D BiGR v Soflrifential 1ibotnation.
acCord%ggﬁ_mﬁt rights_to the same. - 8 A sixth )
obj ect trd phiechiof thaprasent dpvendiiogeisato provide
sem conductor circuit and data processing method
énddta Rroaensinmmedbad, asenicondduatar tci timing ahd pedgram
even when transmitting highly confidential data -
bbllecdr phrevende wachndweliori diiadlC Whpldtthtion program from
sem conductor storage circuit through an external bus.

BesayeahiF10kineeld oy b thees e 1lieldP bick i when the
provi de a data processing apparatus enabling the

sanb g_@mﬁ.hahh{ﬁétor circuit runs a plurality of application
programs. |

A fourth object of the present invention is to provide
a data processing method, semiccsnductor circﬁit, and program

allowing transfer of data between application programs in

accordance with need while preventing each application

Program from being illicitly tampered with, monitored, etc.

by the user of another application program when the same
semicor;ductor circuit runs a plurality of application
programs.

A fifth object of the present invention is to provide
a.data processing method, semiconductor circuit,.
authentication apparatus, and program enabling the content
of access to a -server or other semiconductor circuit to be

restricted in accordance with rights to the same.
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of instructions and data to be mai ntai ned between

prograns 10 when executing a plurality of prograns.

An ei ghth object of the present inventionis to

provide a sem conductor cikcgit enabling the

confidentiality of a programto be executed to be

i nproved._ .A.ninth ohject. of the present invention is -

to pr 0\%g & x‘-‘T'S °g°38§t@a°gr ’68%5%? hpHregRcion is to provide

met hod, and its program enabling the security of an
Shycarcrdfnrng data mroerssiarg method enabling

i nproved when providing a service using an IC or

dittre reqnfiadpnitall £y cof tda Bh SGb OSe/Ria Ot T ke ANYEME] GNen
20 To achieve the above expl ai ned objects, the data
preoessi gl mpthiath 1 ddief { dewt i A6 P@&ta Obe tHi8eh N¥RAL i ON
is a data processing nethod perforned by a

SRMICUIHIHS QI Cifdide 444 aéfcé’él{{lfé‘&?d . {:gr asQJ::H%élai Echu’it

of processing requests, conprising the steps o
Qﬁﬂﬁﬁ@&i | Hﬁﬂ genent data 25 including job
executloﬁgbf§§? aﬁaﬁgﬁ%MAng an order of 9 execution

of a pluralit %%r'obs formng processing in

accor danteVHt \\{]h e8sthe pregradt invansiaputs det provide
showing the state of pr.ogress of execution of the

Bl dp&ri PFosesisdpg appansdots einabileing whe i¢condfdentiality

processi ng requests, selecting one job managenent

dfit an&toncthongeasdadataptarbeihyivtaindd PEORESABPLograms
data based on a predetermned rule, selecting a job

whenbexexaelihgdanpiurlased ¥F HHeplaidls data and the
processi ng order data of the selected job nanagenent

g ?;?EJSAIS )a&tﬁgﬂﬂﬂ" guh B&eS&F qglteegrbggn £\ SPERLL ges gc])ep_rovide
a semiconductor circuit enabling the confidentiality of a
program to be executed to be improved.

A ni.nth object of the present inveption is to provide
a data processing apparatus, its method, ‘and its program
enabling the security of an appligation program running on
the server to be impfoved when providing a service using
an IC or other integrated circuit.

DISCLOSURE OF THE INVENTION

To achieve the above explained objects, the data
pProcessing method of the firsv't: aspect of the invention is;
a data processing method perform.ed by a sem:i_.conductor circuit
in accordance with a plurality of Processing requests,

comprising the steps of: generating job management data

including job execution order data showing an order of
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10 of the selected job managenent data in accordance
with the execution of that job. In the data

processi ng nethod of the first aspect of the
invention, first, the semiconductor circuit generates
j ob management data including job execution order data

S ap ord xectLo of a plurality of
'j]eo 35 %’f?ﬁ‘gngg g‘éggiﬁ a%% ?dgﬂf’@gﬁptﬂrace”lng in
_procesgi'ng r"aiuest and st at us data showing the state

hoR RERGRFS HRY R tuREH| sta s jdedm fsbpwmg
each of ‘the plurality of processing requests. 20
Nve statte sdnprogdessorfcexequtionlefitheopdurlity of jobs
managenent data fromthe generated plurality of job

fenagambnbfdehe HRGLAL Dy 2 pRARIRISTNe QeEIUE%tSNG§E1ect1ng

the sem conductor circuit sel ects the job to

RL Bbﬁdm&ﬁégeﬂéﬁﬁd df8at Pfort éi'@ L tta%g JplES:al:.ty of job

processi ng 5 order data o

f t 10 Next th emco r cir
g%g%g’t%g}s:eq‘t%gﬁs% based, job.2 P%’S'&C?ei 5 c’lé cgﬁ‘?fzc““g
circ dates the status. data of the selecte 0
FrriGfe hEnbeqarach s BoriaReEoH o thocaBatupofah and the
that job. Further, the data processing nethod of the
PFP§’PS&§E§cPrdGIr dndai pfetheonsepectedapdly mamsdpement data,
conprises a step of updating the status data of . the
ssbeutédg themmedgmted ydd,a,and hﬁiﬁa&ﬁxﬁfttﬂ{lﬂ éDtEleﬁtlhédeata
managenent data fromthe plurality 10 of data

~ 8Bdyh&Sselected job management data in accordance with the

execution of that job.

In the data processing method of the first aspect of

the invention, first, the semiconductor circuit generates

job management data including job execution order data

showing an order of execution of a plurality of jobs forming

Processing in accordance with a processing request and status

data shoﬁing the state of progress of execution of the
plurality of jobs for each of the pluralitf <.;>f processing
requests.

Next, the semiconductor circuit selects one job
management dalt:a from the generated plurality of job
management data based on a predé_i;ermined rule.

Next, the semiconductor circuit selects the job to |
be executed next bas_ed on the status data and the processing

order data of the selected job ma_nage:ﬁent data.
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Further, the data processing nmethod of the first
aspect of the invention preferably further conprises
a step of selecting one job nanagenent data fromthe

~plurality of data nodul es-afiber updati ng the status

data of the selected job 15 managenent data. Further,
SSi 0

‘the da ro ng. net hod_of the first aspect f the
invent%%ﬁQbrgsgr%%ﬁﬁc?ﬁéﬁﬁﬁ T SOfsdesxgcites bhe selected

deleting the job managenent data when all jobs formng

Rk - processing in accordance with the processing

request ‘finish 20 being executed. Further, the data

pr oces¥ers , mthigo gepficohdufitost cigpeadtt upldattess the status
invention preferably further conprises a step of

detai vEnthé hse Pseted Sjol) matAdRien tf HaWANni A&88FahRbe with
circuit having a storage unit storing data to be used

gﬁécﬁmgggsgknghgi'@gb.a procedure.perfornmed with the
sem conductor circuit - 11 or a comrunication

appar a i pput t. nd. out putfin t ith the

i nt egr ka.#gﬁh%?r’ c{'ﬁ{ .ga%a%’fﬁ%%%w g‘F%?ﬁO%cﬁﬂé}ﬁ %é“t aspect
second aspect .of the _inyvention is a sem conductor :

8?r gEFt 1P§F“%ﬁ88e§§ﬁﬁ§raailx fyrthegc coprpricesna 1step of
plurality of processing requests, conprising an
vRdatingcthe s tatyst da by ofhthe|agladtied gbb pansgeseny data,
requests, a storage circuit for storing job
teengeatactilagaohachuli mgnpgbmexecdhaitan febthethddipdurality
showi ng an order of execution of a plurality of jobs
dOraang mOdpLasessi ng in accordance with a processing
request and status data showi ng a state of progress

‘Of ex et L1y Pfthg"&a&li lfﬁ%c@e@éing method of the first aspject

~of the invention preferably further comprises a step of

selecting one job management data from the plurality of data
modules after updating the status data of the selected job
management data.

Further, the data processing method of the first aspect
of the invention preferably further comprises a step of
deleting the job management data when all jobs forming the
processing in accordance with the procc-;-_ssing request finish
being executed.

Furthe;', the data processing method of the first aspect

of the invention preferably further comprises a step of

receiving the processing requests from an integrated circuit

having a storage unit storing data to be used for processing

for a procedure performed with the semiconductor circuit
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of jobs, and a control circuit for generating the job
managenent data for each of the input plurality of
processi ng requests and storing it in the storage
circuit, selecting 15 one gl managenent data from
the generated plurality of job managenent dat a,

ct] nd _executing the jqob to he executed next
%géght%ﬁﬁﬁﬁhg%ﬁﬁhqj ﬁﬁﬁ%f%%ﬁ# LR EIRgs apfgoubpytting data
dat.g of the selected job nanagenent data, and updating
tqutiﬁl%sl’b‘éﬁ%r%?e‘il’%“é@m‘@ét ed job managenent data in
20 accordance with the execution of that job. ,.In the .
seni cofd Femgreagidusifiar ofindvd tsedbrd sspeet afpedthef the
invention, the interface inputs a plurality of
pmoerdsicry ig efustiicoidtor e XAt Horf igdlidssing data
generates j ob managenent 25 data including job .

ng pr

It cessd ng .re st and status data
SRERFATIRE U DA R i 1B s Yy o
plurality of jobs_ in accordance with the plurality of.
Br8stesihg FATIEStS a SUOTAGR €6 TG H9H IRERIAAGED
circuit. Next, the control circuit selects one job
nanagerept dakaainednding polirexéecytibdn j eixemdagtemaitowing
data. Next, the control circuit selects and executes
aheorflel: bd baeextdohedfnaxplhaadd t9n oithqoblsatidsmidda
and the 10 processing order data of the selected job

PRO8EEEEAY {ithacotBEndR0R €F al PPoSd 85 HRg Q%h%e.%ft-héﬁﬁ status

sel ected job managenment data 'in accordance Wt
&X€4& @H&Hr@ atMté gg'progress of execution of the plurality

| ArC G e i B TG segdind|
execution of a plurality of j%s&g %%[n?ces]&nogge%% negs?%'

of jobs, and a control circuit for generating the job
ménagement data for each of the input plurality of proceésing
requests and storing it in the storagé circuit, selecting .
one job management data from the generated plurality of job
management data, selecting and executing the job to be
executed next based on the status data and the proceséing
ord_ér data of the selected job management data, and updéting
the status d;tta of the selected job management data in
accordance with the execution of that job.

. In the semiconductor circuit of the second aspect of
the invention, the interface inputs a plurality of processing
reéuests. |

Néxt ; the control circuit generates job management

data including job execution order data showing an ordei
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A programof a third aspect of the invention is a
programto be executed by a sem conductor circuit for
15 processing data in accordance with a plurality of

processing requests, conpridihg a routine for

generating job managenent data including job

X Cettd Ot Dol 6 £ (R B SPRIM 69 S %ﬂ?rfo%iﬁéeﬁyé%ﬁgsggg in

a plurality of jobs form ng processing in accordance

' j ; t ta showing 20,
e S P AN AR R e, S
] h of the plurality of |
Rt of Tioe 9h rutden ol hg ool wemkbwonf jobs

data fromthe generated plurality of job nanagenent .
d&t 2eCo RGN Hith, the REYTakity RE prbcessiagexequests and
next based, on the status data and 25 the processing -

Grtere s dtherofin Hihes of tontagre joiromitagenent 13 data, a
routine for executing the selected job, and a routine

for updatitngtheecshakus dataudt 58c88Le6hE0;60anagement
managenent data in accordance with the execution of

tata From W PIRARASTY U fﬁ%m%n%fsgsﬁ@nr%n%ln;ﬁto%s pect

of the 5 invention is™a data proce

perforged by fe a%mtcgiducgf;ggé- 'S:rs,cﬁ'atf;&rsg%rrl:qg arééxtes the

appl i catioh programTor

Srﬁfgduge using aguintegrated circuit, wherein the

8 E8nBEc BEFPBrEuPE Gk afed o Shee giGtmandata and the
Instructing data indicating correspondence 10 between .
Bperaspandcsaderudadar of the sgdlected debprogagement: data
operate the integrated circuit and the names of the
apdrupdates thatstatushiatpesfitilon surmsted o ghadiRyement
sem conductor circuit receive as input an operation
data in accordance with execution of that job.

A program of a third agspect of the invention is a
bProgram toc be executed by a semiconductor circuit for
pProcessing data in accordance with a plurality of processiﬁg
requests, comprising a routine for generatihg job management

data including job execution order data showing. an order

of execution of a plurality of jobs forming processing in

- accordance with a processing request and status data showing

the étate of progress of execution of the pPlurality .orf jobs
for each of the pluralify of processing requests, a routine
for selecting one job management data f::;om the generated
Plurality of job management data, a routine for selecting

the job to be executed next based on the status data and

‘the proc_essing order data of the selécted job management
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descri bi ng program descri bing the operations of the 15
application program using the operation nanes, and
having the sem conductor circuit obtain the operation
codes corresponding to the aperati on nanmes descri bed
in the operation describing programby view ng the

£spo e nstructing data and yse, the obtai ned .
E)épgetg at ?‘oﬁg‘gg%és %oor Eﬁeﬁgﬁlﬁg ]e:’ofa‘[‘ ¢ routine
icatiaon program Further, the dat a proceSS|ng
LR the SEatHE dAbadh tpeelesitergob management
i nvention preferably further conprises having the

et sigp rgreedanea viicth thelaxedutideroshthet fieb.
correspondence between the operation nanmes and key 25

i nf or mat idartau paed cssari nigh end el ol e Fiu et taieedOT 6B the

14 operations correspondi ng to those operation nanmes

dndeiiiond id e SAN UM DIng Ifetida YU AES-ALE £6Ya

information corresponding, to the operatlon nanes

g%ﬁﬁ&! dﬂ&fwgi éa%¥%¥ﬂnﬂ}:%ﬁ§¥rlbl {éﬁ%i %fﬂaggm for

view ng the correspondence

t hat obt.ai ned .k information to define the
BFGEEESIRG &P’Fﬁ%“&p 519 EaBmarssis AR Aheintegrated

data processing nethod of the fourth. aspect of the
FhtEHiiton vBesrdnatbe semirendusthen sdsrdwit mpn theew

semi conductor circuit generate job managenent data 10
GﬂcredpngdpobeeXﬂ@&tﬂ@ﬁl@@ddhtﬁaumdﬂmBMﬂny2ﬁbtﬁékﬁoﬁ&ence
execution of a plurality of jobs form ng processing of

b68waaﬁ|bpé&h&&oﬁragﬂaﬁl%@@dﬁ&%&u&h@ﬁ%@qﬁmﬁ&ﬂﬂﬁbﬁrﬁ&ogram
state of progress of ‘execution of the plurality of

£8b8pesgkaCtnkén tJeQQatthb iR ahd e RASRL Qe thG

status data and t
operations, that is, the operation names, having the

semiconductor ci_rcuit receive as input an operation
describing progi‘am describing the operations of the
application program using thelopération names, and having
the semiconductor circuit cobtain the operation codes
c;orresponding to the operation names described in the

cperation describing program by viewing the correspondence

instructing data and use the obtained operation codes to

define the processing' of the application program.

Further, the data processing method according to the

fourth aspect of the invention preferably further comprises

having the correspondence instructing data further show the

correspondence between the operation names and key

informatign used when the integrated circuit performs °
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15 processing order data of the job managenent dat a,
execute .the selected job, and update the status data
of the selected job managenent data in accordance
with the execution of that - jiab.- A sem conduct or
circuit of a fifth aspect of the 20 invention is a

'_qp,g r..circuit..for,. runni ng an _application .
gﬁgoggr amd#g% %f)’gr% SPRRRETS: 52 Legi’scf OPEF ARG pymeq and having
rocedure using an integrated circuit, conprising a :
St 6t S WITT 1O SFLTHHF P eain ekhRnbeyicknformation
instructing data indicating correspondence between
SR SRANddub Lt e faperstidre ngpes cdésonibedgianthe
operate the integrated circuit - 15 and nanes of the
operations deistatibing pregaanObyneiewingNthat 86£268pbAHence
i nputting an operation describing program describing .

tihe toRRIaliO Hata iR M iaafd %ﬂﬁ%@rﬁ&i ol‘lngt_ign to |

operation nanes, and a control circuit for obtaining
1A QREe L r ondj.ng fo the operation
narrégg g?c%ﬁ%%%%}ﬁ%?é f?ﬁ%ﬁ G erla"faf%’horﬂeé’&??’bﬂg
program.b vi eM ng .t he correspqndence i nstructing

dat a ag]grﬁgf’ﬁg %8 dataaPregessarg: rethost et ttheidiqurth -
t he processing of the application program 10 In the

2ERPESHEE iR svientiiony prefferabilyh fussher oémprhees having
invention, the interface inputs the operation
thecsebingndprtgramisesdti biengrate gty atdraiyadedthedata
application program using the operation nanes. Next,
1heladihgoliobi eRubh t2BhabRgekh @adRe SHIWAME WE Drder of

corresponding to the operation nanes described in the
&X@htion of a plurality of jobs forming processing of the
application program and status data showing the state of

progress of execution of the plurality-of jobs, select the

job to be executed next based on the status data and the

.processing order data of the job management data, execute

the selected job, and update the status data of the selected

job management data in acé.ordance with the execution of that

- job.

A semiconductor circuit of a fifth aspect of the
invention is a semiconductor _ci:r:duit for running an
application program for performing _p.rocess‘ing relating to
a procedure using an integrated circuit,; comprising a storage
circuit for storing correspondence instructing data
indicating cbrrespondence between .operat:i.on codes used for

the application program to operate the integrated circuit
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operation describing programby view ng the
-correspondence instructing data. Next, the contro

circuit uses the obtained operation codes to define

t he processing of the appli.cai an program 20 A
program of a sixth aspect of the invention is a

programto be executed by a seni conductor circuit
Fﬁ’ﬁ’ﬂl"rﬁ?‘esar?faﬁﬂ?ef dﬁ??’iﬂ‘fz’pﬁ‘rb@w dhFtori perdrgFaten names, an
processing relating to a procedure using an

Amtegfacsd fon dyinutEignprasiopprationde swer floing program
inputting an operation describing program 25 .

descoriibiimy dtheopireatd tarbmfof hthad PP Kiddd Oio B PHAM using
using - 16 nanmes of operations for the integrated

&heC Yperaidn inhmeLPURY IDEAATAL & AN oot Q:;btaln:l.ng
Vi ew ng correspondence instructing data i1 ndicating .

r e d used by, .t he '
%‘3% EpERALARGE AP R A S SIS names
iLrcui. n operati on nanes to,  obtain the
8?5& & &&dgzg‘ecgﬂpe%&lf’ PR e FIDLRT RF g by

descrlbed in the operation describing program and a

_Y3BFERE ther cosmegPoRcestseaiined rsdrian olateodesl ping the
define processing of the application program 10 A

dhtaipedceperagicet kodesf to serdnieh theperioisdiity of the
invention is a data processing nethod perforned by a
-applieadiehopregrawi.t executing an application

program conprising the steps of: protecting each of a

plural 14 yeRé sea@gaaawegy' eiréai B¢ EES 2RRLLCALEQL L of

progran1by a flremall 15 al ocate to the program

£@8' linQréxpt aoq'\n/a tgrglatlal%gri thegix %eraJ::Loﬁ des ch.b:Lng |

registering a pr ogram no

program descra.b:l.,ng‘ the operation of the application program
using- the operation names.

Néxt, the control circpit obtains the operation codes
corresponding to the operai:ion ﬁames described in the input
operation describing program by viewing the corres;;ondexdce'
-inst_r"ucting data.

Next, the control circuit uses the obtained operation
codes to défine the processing of the epplication program.

A.progral‘n of a sixth aspect of the invention is a
program to be executed by a semiconductor circuit rum_ling
an application program for performing processiné relating
to a procedure usiﬁg an integrated circuit, comprising: a

routine for inputting an operation describing program

. describing an operation of the application program using
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firewall identification information for identifying
the firewall allocated to the program nodule, and
executing the program nodule conditional on the

-regi stration being 20 perforrgd.- The data processing

nmet hod of the seventh aspect of the invention

transtfer ata view ng anong a

ngdgl;g registered linked with the same firewall

i FentT 11T TERCT ni driet FHRe aher pY 1eVEg | Agraasnondence

transfer - 17 or data viewing anong a plurality of

protraie Weea | data rindieating | cokeesppodencé f betreen

firewall identification information. The data

PReFassi gy codelogs ed byhthes appliikcatdpechrofrah fdi€operating

invention preferably further conprises the steps of:

g Sifrfid dith e FOIF AR $10sht eeaIrdhierati sk etamis heo obtain

downl oad " key information to be used when downl oadi ng

t R AN o ULH &S | fS] of,. the . ..

stzl%i condlﬁm or ci rcélj‘sf té%(?%%mp%ie% g%ﬁ S GPer3tipn names
cecel ving a,downl.oad request 10 for the .

e Ll e R B s B oo B miiebp Toutine

registered |inked wth the program nodule to judge if

58%11‘6%1&% Ehg Qhtained aperafiidngosest ke geSynarprocessing

nmodul e when judgi ng that downl oad is possible. A

sé€ntthgnappldcadiicouprograan ei ght h aspect of the 15

invention is a sem conductor circuit for running an

appl i cat Habappegrassipgomnethcdd ofagh sefveh thl Wepddey &f the

program nodul es form ng the application programby a .

ihvenslibn is a data processing method performed by a

 HEIE 0k Yol WLLOEERE OFRET 968 SnpliPaplalLiontll HRLD 4o
25

semiconductor circuit executing an application program,

‘comprising the steps of: protecting each of a plurality of

program modules forming the application programby a firewall

allocated to the program module in advance in a plurality

. of firewalls, registering a program module linked with

firewall identification information for identifying the
firewall allocated to the program module, and executing the
program module conditional on the registration being-
performed.

The data processing method of the seventh aspect of
the invgntj.on preferably fu;‘ther comprises a step of allowing

data transfer or data viewing among a plurality of program

‘modules registered linked with the same firewall

identification information and prohibiting data transfer
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all ocated to each program nodul e i n advance in a
plurality of firewalls, registering a program nodul e
linked with 20 firewall identification information for
identifying the firewall alligcated to the program-
nodul e, and executing the program nodul e conditiona
on.t e re jstration bei n?R performed. A programof a
STHtP S pEtS Y Y (RO RV RTSFRTLEY of Brogeal dnedeles
executed by a sem conductor circuit for - 18 executing
FeHoprerad i binippdgriih dofferenrnofirewall nidéntification
, protecting each of a plurality of program nodul es
fiefirizmpatiort he application programby a firewall

all ocated to each program nodul e i n advance in a

pl ural ithe datd preRldssiny hdttdd U e 'RAlaiE ieg%&t of

program nodul e l'inked with firewall identificati
RO SR J P ekl 4 efirewall allocated to _.
the program nmfu‘% e, zf‘r%;dl)gar}is‘o%‘{l}en{e ognrpre’xse%sut*f}h% StFRS of:

program_nodul.e _condi ti ona] .on the registration being

e SRS, 6 R pite, AR APt d ked T0kHh dwnload
spect of the invention is a data processing nethod

%swf dPkegmaFiens &g denasedwhen dawnlioading dite pregram
application program conprising the steps of:

radupenfivon| the xactsidy of pher abni¢ondiiceppl cLatuak to the
progranms protected by firewalls, registering 15 in

- admiivoadactordtiieni t @nd! RBHKNGSOIPLNY GAaLRR1ESH RS mest

the application prograns perfornmed through the

ggf???%gér?ﬂié&?%‘?g?gé?gmé a&dvﬂ{lgaecglﬁas} information
registered linked with the program module to judge if
download is possible and downloadihg the program module whean
judging that download is possible.

| A semiconductor circuit of an eighth aspect of the
invention is a semiconductor circuit for running an
application program, protecting each of a plurality of!
program modules forming the application program by a firewall
a}located to each program module in advance in a plurality
_bf firewalls, registering a program module linked with

firewall identification information for identifying the

firewall allocated to the program module, and exécuting the

program module conditional on the registration being

performed,
A program of a ninth aspect of the invention is a

pProgram to be executed by a semiconductor circuit for
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condi tion when an application program generates a
request for communication with another application
program and 20 executing communi cation between the
application prograns in accargdance with the

comuni cation request when judging that it satisfies

t ' dition. A i duct Qr circuit of;
e PR Sl el gt O PR RRT | BRI duEPyTine for

circuit. which 25 independently executes a plurality of.

- FETEH MR eaqly ofy ygplinkabi BY cof ceregran rpodules forming

registers in advance a condition for allow ng

Rkt Gl e tiveegram doypp| ftvewahl alboeabesd to each
performed through the firewalls, judges if a
ceragrEn atdduile e esdvaede Sin 65 pherd Bt 6f eflirewalls, a
condition 5 when an application programgenerates a .
refititle £OF rSPHEREY Gl hQfr Htdin HREALALM 1 APPLA GAWHOP: rewall
program and executes ~ communi cati on between the
3 et-tl o1 oo TaF=T s o c ne wth the .
%ﬁ%ﬁ o E:rnr quuest %’%‘ %%‘Si 1ncge%fhlaéy M9 e Firgwall
%?S_req%ﬁi red condition. 10 _The sem conductor circuit
St OFE kPR AT Py Fr R EeUEIne SPEraxeeyting
of application prograns protected by firewalls.
Eher E&Pgl‘taﬁlaf“@ec cengittgronsal @i ttheegiegigrtgratrion being
advance a condition for allow ng communi cation between
rhefor®edppl i cati on prograns perforned through the

firewalls.. Further, that sem conductor circuit judges

i f a canguBhacprbeBskefgehbthad o &S 10Re Lagete'AAd the
condi ti on when an application program generates a

i8QHA%ohOlis a data processing method performed by a

‘semiconductor circuit for executing an application program,

comprising the steps of: independently executing a plurality
of application programs protected by firewalls, registering
in advance a condition for allowing communication betwéeh
the application progi'ams performedrthrough the firewalls,
judging if a communication request satisfies the registéred
'conc.iition when an application program generétes a request
for communication with another application program, and
executing cominunication between the application programs
in accordance with the communication request when judging
that it satisfies the registered condition.
| A semiconductor circuit of an 11th aspect of the

invention is a semiconductor circuit which

independently executes a plurality of application
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conmuni cation with another application program 20
Further, that sem conductor circuit executes
conmuni cati on between the application prograns in
accordance wth the conmunri aati-on request when

-judging that it satisfies the registered condition. A

of the 12th .aspect of.the invention is a., 25
RS pl et S it o PR EE ol cBpitee 2
routjne - 20 for independently executing a plurality
SRt TaEPE R DI AR S opryndcatd opoetyesn the agplication

routine for registering in advance a condition for

- Frogpans eenfiedesd | redaivedre fiiwewpbl s cajudges if a

prograns performed through the firewalls, 5 a routine
fcommurdgiatt o et ndCiails ity ethie Stegibd tefé@Scohlgtion
regi stered conditi on when an application program ;

RRe! A b 1HRHEYNn fﬁodgcmngurféﬂﬁh Vi the Ot PeEor

~application program "an routi ne for executing

SO QPSR A5 SBRHAERHEN SLOBART D exocutes

judging that it satisfies the registered condition. A
8’5’?‘8’“6‘3&@35‘&‘\1@3%’6?135&*& aapis‘eﬁtggﬁa%%?a% &n accordance
invention is a data processing nmethod by which a

vathcthel gorgiundiqadijion seauestmhamiudgdngsthatads satisfies
apparatus 15 accessible by the sem conductor circuit
tbeniregds texrpdogromaditrivmeni Nng i n the sem conduct or

circuit, conprising the steps of: having the

sen copHYCkamniebhadictoRave rauief bsaife AtIHICHN Rt

conprised of a plurality of layers and havi ng
_Qﬁ%b@ﬁgeﬁitg&aglﬁﬁau\égg LI GREEQT: K§Yok q}%fﬂéefon programs
protected by firewalls.

Further, that semicoﬁductor circuit registers in
advance a condition for allowing communication between the

application programs performed through the firewalls.

Further, that semiconductor circuit judges if a

communication request satisfies the registered condition

when an application program generates a request for
communication with another application program.

Further, that semiconductor' circuit exécutes 7
communication between the application programs in accordance
with the communication request when ju.dging that it satisfies
the registered condition.

A program of the 1-2tb aspect of the invention_is a

program for making a semiconductor circuit execute a routine
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20 corresponding to each | ayer able to be viewed by
the sem conductor circuit, having the sem conduct or
circuit. verify download signature informtion
generated in accordance w-t20a-downl oad request using

- the downl oad signature verification key information

I Vi domnload r and havjn
3 SRR Sretiing Y PEREH on o el Hp i
t he downl oad ngyest to downl oad a program of a |ayer
PEPIESIGh By e h EYd bimryad Lsi gRarapEiver forcregbatering

‘key information used for that verification

déonaidviames aorearh tiown | T 3l pwing econmiwnixea €oon between
being 5 legitimate. Further, the data processing

Ithbha@pdflddta.olﬁtﬁrcig&mﬁ péﬁfdﬂaﬁed NG éwétfnﬁfewans,
conprises a steps of: having an authentication

‘appattine gber §uagsRgSipast %ﬁ@ﬂlb@é?&%é&ﬁ‘est satisfies

corresponding to a layer to which a programallowed to
Al hentication

e g e R el S A S e

sem conductor_circ and haV|n the authentication
GRPRFRERE. foorias th fon SOMBIVSA R MY AT o
generate the downl oad signature |nfornat|on and
tPRAIFAEIPRAPTESHIM0ad NSt gnaomtd nenfierammsesmtiid o the
sem conductor circuit. Further, the data processing
remhunichtibe EStweans wbet applit:hEibn\xfm:tgnHmé ifitdhetordance
conpri ses a steps of: having an authentication
wpphArididgomin@he cattdin £&§aés 0 Rrbiah ﬂﬁﬁgﬁ.h nthadd itheatisfies
sem conductor circuit and having the authentication

" the registered condition.

A data processj.ng method of a 1.?;th aspect of the
invention is a data processing method by which a
semiconductor circuit or a semiconductor storage apparatus
accessible by the semiconductor circuit downloads a program
running in the semiconductor circuit, comprising the steps
ofi having the semiqonductor circuit have a software

structure comprised of a plurality of layers ‘and having

.download signature verification key information

corresponding to each layer able to be viewed by the
semiconductor circuit, having the semiconductqr circuit .
ferify download signature information generated in
accordance with a download request using the download
Signature verification key information when recéiving the

down_load request, and having the semiconductor apparatus
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20 apparatus encrypt use the identification
information as. plain text using the access mast er
key information to generate downl oad master key

i nformati on and use that doedl ead naster key
information to generate the dovvnl oad signature

iaﬂflgm%qr%]séﬁr AE%?}@ adigy recc|£|£ gug_'t ocfi wn%orgg a program

aspect o I nven |on IS em con

cigcuit havin sof t e structure conprised of a

B PRSP T CTRERARER TR i (fbaRR turs
circuit'is able to view dovvnl oad Si gnat ure

verification kay iinfamation cwebsiondhat tvertfhcation
l ayer, 5 verifies downl oad signature information
gendda:li@diailn oraddwy dlovod ord bs iggroohvnt e aich £ excpueetst onl Shering
the downl oad signature verification key information -
vagitiaadei ng a downl oad request, and allows the

i ssuer of the download request to download a program

of a | B¥ShheQ &80 an o@el ikl ge?geﬂ@h%fi tHIP3H Espect

verification keyln t|on use

8 b AT Sro AR e AT SRR (PR, 10 having an

sem conductor circuit conditional on the downl oad
§P§H&P§Fé’at11ﬁpoﬁlﬁ’ﬁ?¥%ﬁ“§eﬁtﬁgfel agresamastepskeyeinformation
sem conductor. circuit of the 14th aspect of the
faveaspondingefror ec diayieny ta ddniiboad mirguest ,allevidd eso be
the downl oad signal information generated

downtepded bglbagishahavdaynthed aadiéatsi ditiing dPPH Rchs
signature verification key information. 20 Further, :

tPahsael eRAWSIPIo&d TUYdeA! tOVEhE NSehPEMRIuctor circuit,
and having the authentication -apparatus use that access
master key information to generate the download signature
information and transmit that download signature information
to the semiconductor circuit.

' Further, the data processing method of the 13th aspect
of the invention further coﬁprises a steps of: having an
apthentication apparatus store identification infoﬁation-
of the semiconductor circuit and h.aving the authentication
apparatus encrypt use the identification information as .
prlain text using the access master key information to
generate download master key information and use thét
download master key information to generate the download
signature information.

A semiconductor circuit of a 14th aspect of the
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of the downl oad request to downl oad a program of a

| ayer correspondi ng the downl oad signature

verification key information used for that

verification to that sem candgctor circuit or a

sem conductor storage circuit accessible by 25 the

sem conductor circuit conditional on the download - 23
§‘|“dﬁé‘t"&r°é‘ i G RAHSPHYGHPT i iTHelk avipg a software
aut hentication apparatus of a 15th aspect of the
sihraatune icomprigadhaf iz alwelbddparef vsayeses), fuherein the
aut henti cati on when downl oadi ng a programrunning in a
Sesddondimhicio lcidailtt tid Gabilles et odiksel dawn Xddd lsignature
having a software structure conprised of a plurality

QbriFieatidn ks SHEAMMGIY &hEYAFHRPRY dd!Seach layer,
accessi bl e by t hat sem conduct or circuit, storing ;

Payer o wh 1@% A s qj%%aq%%‘*ﬁgi%%m st
b
B R . e LRt (R e L S Repiroad

key information to generate the dovvnl oad signature
PATBAHEPO Yo Takd qartdednikey ﬁglﬁqmafeamlvﬁm diapmiving a

information to the sem conductor circuit. 15 The
dawhédpbadc zequesdppansd @d lowst thel Sidsuwmapedt tdfe ddwnload
invention first transmts the downl oad request to the

saguesndyct dowdiload a pridgdaa off ke 1adidiedretdghding to
apparatus uses access nmaster key information to

%Qeaahﬁw%”'ﬁ@&‘ka%h%awﬁf;%%ﬂl%f rkr@t 1%01%&4{691{ used

the aut hentication apparatus transmts

for that verification to that semiconductor circuit or a
semiconductor storage circuit accessible by the
semiconductor circuit conditional on the download éignature
information being legitimate.

The semiconductor circuit of the 14th aspect of the

‘invention; when receiving a download request, verifies the

download signal information generated corresponding to that

download request using download signature verification key

" information.

Further, that sgmiconductor circuit allows the issuer
of the download request to download a program of a layer
corresponding the download signature verification key
information used for that verification to that semiconductor
circuit or a semiconductor storage circuit accessible by

the semiconductor circuit conditional on the download
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downl oad signature information to the sem conductor
circuit. A programof a 16th aspect of the invention

is a programto be executed by a sem conductor circuit
having a software 25 struct @3 —conprised of a

plurality of layers, conprising - 24 a routine for =
TGt doyebarde sbONBLIES 10000IRIEQN generated in
accordance with a downl oad Tequest en’ receiving

such a gdo equest using the downl g si gnat ure
verifi é%\t ;Mgln@%glygﬁ nUtolrorﬁaltallpt‘.’r3 tus c‘?#?ae i dgpect of the
l.ayer in the plurality of layers, and a routine for
51’?‘6%‘}?&“ tHe 3% ARYheR tisRtIRRuARRAF 2 Bt cdsed of or

downl oad a program of a |ayer corresponding to the
Fvihissdd s kion orthen edownleading leprodcamat woming ein a
for that verification to that semiconductor circuit:  :
Femd adustrau stigrowsittortag e et danddc s asstdh Bt Waving a
t he sem conductor circuit conditional on the downl oad
sioftalalties Jttuititd Yonpitded & td Phi-a %%eof layers or

sem conductor circuit of a 17th aspect o

igh 1 i ] u r_.ci.rcuit havi.ng a,dat

o R e SR S R AR D e A
ggrg%gt wherein 15 the data processing circuit inputs
RO SOPEUFSOFSr SR sEoBindoRFeeae s tiqmkey information
sem conductor circuit through-the data i nput/output
pFPETeserngirgr &qi 8, lawer ke whighi mpproguaputal lciweslitto be
encrypts data input fromthe data processing circuit
fawphpadedf bpledgser tiraedmdatd niye thieh sowid caid Rélgudde to
same 20 to the bus, decrypts data input fromthe bus

thd uhpebsdudber saiBed 0t | htvdakdng’ 86885488065 it ter key
and perforns data input/output transactions through

iRgobustiBnUbbIgerdte the download signature information

and transmitting that download signature information to the
_semiconductor circuit.

The authentication apparatus of the 15th aspect of
fhe invention first transmits the download request to the
semiconductor circuit.

Further, the authentication apparatus uses access

master key infomation to generate download signature

- information.

Further, the authentication apparatus transmits the

- download signature information to the semiconductor circuit.

A program of a 16th aspect of the invention is a program
to be executed by a s.emiconductor circuit having a software

stmcture comprised of a plurality of layers, comprising
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nunber of data input/output transactions when Nc/ Nb=n
where the bus width of the bus is Nb and the data
length is Nc 25 and the smal |l est whol e nunber of n or
nore is m - 25 The sem cangyctor circuit of the 17th
aspect of the invention inputs and outputs data with
a bus Qut Si of the ~sem conductor circuit through |
fh& P n%ﬂ‘f [REELInG RuElea) iqnakure sinfoxmpkion
time, the data input/output circuit encrypts the data
ﬂmrarﬁqﬂmm agrardaner asisiin@ cdlownliqad reqidst wifen
predeterm ned data | engths and outputs the sanme to the
resreifmimchauch ke distrel oarp uidid it tusting WHe dRGI3Sd
data 10 input fromthe bus and outputs it to the data

BLOERIMY vedifilbdtidN Ky Sidddtmatital Jata correspond:l.ng
i nput/ out put apparatus perforns data i nput/out put

16L3R32¢hi ORS ﬂlhf%ﬁ\i ¥ F o4l }_,ge ard'S !rgu%ghgsfgi- am.low:l.ng

nuitber of data I put out put raﬁsac ions

shea et o, i el et BBl o poran.

nore is M Further, |n the sem conductor circuit
BF fndayeen C°&'§ﬁéﬂ°“&11‘t%é=q hen o 1 ogce fsdigatatpnehe
dat-a i nput/output 20 circuit, when accessi-ng a _
¥enﬁ€én@&dporksyonagermatmqntubedeﬁbrnthaﬁiweniﬁihk&iﬁh to
input fromthe data processing circuit, converts the
thast safideeaductor edeend taddr @s %eﬁﬁcoaautﬂo&c e¥oTalger

sem conduct or stor age circuit in units of
circuit accessible by the semiconductor circuit conditional
on the download signature information being legitimate.

A semiconductor circuit of ‘a 1'7t:h aspect of the !
invention is a semiconductor circuit having a data processing
circuit and data inpuit/output processing circuit,- wherein
the data processing circuit inputs and outputs data with

a bus outside of that semiconductor circuit through the data

input/output processing circuit, and the data input/output

circuit encrypts data input from the data processing circuit

in units of predetermined data lengths and outputs the same
to the bus, decrjpts data input from the bus and outputs
the same to the data processing circuit, and performs data

input/output transactions through the bus in units of m

-number of data input/output transactions when Nc¢/Nb=n where

the bus width of the bus is Nb and the data length is Nc

and the smallest whole number of n or more is m,
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storage areas in which the data of Nc is stored and
uses 25 that second address to access the -

- sem conductor storage - 26 circuit. A data

processing nmethod of an 18th,gspect of the invention

is a data processing nmethod perfornmed by a

sem conductor circuit when accessing a sem conduct or

st or ag&hes semiqandugier sixavidomfudiher Itk @igpentd of the
t he sem conductor storage circuit are connected

tinvendion Bnputsorpd sibguthedatd epistlofa bawscoupkilg of the
data tobe witten in the sem conductor storage
sietnddion dut oY tcd rfu il aftidigh nak dhlth | BREiHcowsht
outputting the same to the bus, decrypting data input

brewel ihle HAusuiand perform ng data input/output
transactions through the bus in units of m nunber of .

data i gpu t t sgciions n.Nc/No=n where the -
bus wi g? h{-'g? gt Eg&%tls{ﬁ‘lgsgﬁéa and ¥ e°%§%yl THOTH T Lgrypts
ggd th; smal I est_ whol e nupber of n or nore is m_15 A

BaSfFgc 0PI £Xop, the dade Rprreessifie @inguithdn units
i nvention conprises a storage circuit for storing
Phspredetesmingd data dengths amsl omtpaftsprideyr ame do the
conmputation circuit for accessing the storage circuit
busough a transm ssion line and using the instructions
and 20 data of the plurality of prograns to execute

the plewathby, Obhd’ @PERBnpde LADESEL | KNSV ¢ U ts data
circuit interposed between the transm ssion |ine and

*Hﬁuﬁtﬁgégetﬁgrgugtaggrou%ﬁh%ingttQ%'t %a%%qgssk%%essing
I'ne and the storage circurt FO one o1 a connébtlon

state.gnd di sconnection state based on
circuit.

At this time, that data input/output apparatus
performs data input/output transactions through the outside

bus in units of m number of data input/output transactions

when Nc/Nb=n where the bus width of the bus is Nb and the

data length is‘Nc and the smallest whole number of n or more
is m.

Further, in the semiconductor circuit of the 17th
aspect of the invention, prefarably.fhe ﬁata input/ocutput
circuit, when accessing a semiconductor storage circuit
based on a first address input from the data processing
ciréuit, converts the first address to a second addresg =Te)
as to access the semiconductor storage circuit in units of
storage areas in which the data of Nc is stored and uses

that second address to access the semiconductor storage
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25 a control signal, a connection control circuit for
generating - 27 the control signal for control to set
the transmssion line and the storage circuit to one
of a connection state and .dpgcannection state based
on access range defining data defining an address
range in the storage circuit able to 5 be accessed
WE@itthe conputation circuit is executing the
plurality of programs for each of the plurality of

pr ogr afs da tan paddiesss nign nidtthast erfage digtduidsfeart Wi dthe
the conputation <circuit issues an access request, and
exeenltitg @(OG alatd PRiddedd ity indHdmigrEiad phiLh
programin a plurality 10 of prograns the conputation

ekl o dut tR%CELERYt wHYh 2BeekBRHE/P utaﬁ%ohﬁhartt,%%etorage

circuit for |nputt|ng and outputting data wth
t cir h_the_trapsm on line a

BRURMIA! WRLCl! Gl cbRERUAN! e LLRS I SLAN oddiCoilecor
that data roce33|ng apparatus. 15 Further, in the

gg}’ﬁ § aFpFonnectAd throngh, abB8 ot copPEhEing the
i nvention, preferably the connection control circuit
gtapeaeEs enmrypbingidadiaghalbe mtiiddtemgnt the stettimonductor
transm ssion line and the storage circuit in a
sboragti alircaiét enwhiriits hef st @Stetmind® & €4 amgths and
circuit for which the 20 conputation circuit i ssues an

aﬁeﬁﬁet&agueﬁ& bambNeb dend hous 2dE &S edata input from
corresponding to a progran1be|ng execut defi ned by

trhe BAESSSnbpd fgﬂnm ga%t angm'{%%@ L 858 ctions

contro S|gna I cat to se ansn135|on I ne
@ng E il Lu%e CI%CUIt % I sconne tIOQ statet' en ut
Fer PRIRFRISPPRs e YPRLE 2 dPe?gmggﬁgg data input/outpu
transactions when Nc/Nb=n where the bus width of the bus
is Nb and the data length is Nec and the smallest whole number

of n or more is m.

A data processing apparatus of a 19th aspect of the

dinvention comprises a storage circuit for storing

instructions and data of a plurality of programs, a
cbmputation.circuit for accessing the storage circuit
through a t:r:énsmission line and using the instructions and
data of the plurality of programs to execute the plurality

of programs, a connection switching circuit interposed

between the transmission line and the storage circuit for

setting the transmission line and the storage circuit to

one of a connection state and disconnection state based on

a control signal, a connection control circuit for generating
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- 28 Further, a sem conductor circuit of a 20th
aspect of the invention is a sem conductor circuit
for executing a program conprising a first
transm ssion line, a storage-gircuit for storing
instructions or data for executing the 5 program a
%ﬂg¥utatio ci.rcuit for operating based on the
i TR RAESHs SAgRg L fPsughntrRelt Fe stet thes frassei sisipn Line
from the storage circuit, a first connection
Shd dheh e arads tcitenitete ometdf 4 cotnechiheni stava and
I'ine and the storage circuit in one of a connection
stizapraret i@ onireiot iltnsad abe. dOcdes efaifie adéfifing data
control signal, a second connection swtching circuit
i€ iatitrlg ith AdBEE IdRAS M SSLIND $ELaglUWSidsiffable to
t hat sem conductor circuit and the firs transm ssi on,

j ' 3 oC ecli ] .scaonnecti on
BB BERG SrdCHRTEERBRRLILE, BRRpul f R ERE g the
cqnnect.i.on %ontrol c

ircuit for qutputting_the second
Eontrort i §RIPTPPEIPY %&a&%segnﬂg%ﬁwatl&%@fsﬁewaams,

-connection switching circuit when outputting the first
eintrlgreseghal the stiaragg Ficsmide foanwhchhihe | eapputation

connection switching circuit and outputting the second
gd royitts dissgiegnain iarstersuc tierressonnentd exdam tirey IRERAhn
connection switching circuit when outputting the first

tastraktingnahfopmbtich w8ithSGRIBRCHLErhR iR fpetality
connection switching circuit. Further, In the

é?nbﬁeagﬂﬁgo%h%iEeﬁhgtgkfdﬁaé%yékiéui%fﬂ%gaﬁég?éI“%nd an
i nvention, the seco connection swtching - :
input/output interface circuit for inputting and ocutputting
data with the computatidn circuit through ﬁhe transmission
line and input??ng and outputting data with the outside of
that data processing apparatus. |
E‘1:u:-the:|:'_,r in the data.processiﬁgrapparatus of the 19th
aspect of the invention, preferably the-connéction control
circuit generates the control signal indicating to set the
transmission line and the storage circuit in a connection
state when the address in the storage circuit for which the
computation circuit issues an access request is inside the
addreés range corresponding to a program being executed

defined by the accéss range defining data and generates the

control signal indicating to set the transmission line and

.the storage circuit in a disconnection state when it is not

inside that address range.
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circuit is connected through the second transm ssion
line to a storage apparatus at the outside of the
sem conductor circuit. Further, in the sem conductor

“circuit of the 20th 5 aspectggf _the invention, when

the conputation circuit reads instructions fromthe
storage circuit, the connection control circuit

out put EUFkBeri - 8 seBirPBfustgRariraeit efi dg20th aspect of
connection to the first connection switching circuit

she isvepkion e secend cvortuadionsiqirauiitn S chiemting a
di sconnection 10 to the second connection sw tching
proguat, Achpmicdmdl el @irdt Giansafissidbstlamped sﬁ{orage
the invention is a sem conductaor circuit for

@i&&ﬁitnﬂoﬁ BESEL AR inSPPRELSLAS 8P data for executlng the
encryptlon/decryptlon circuit for storlng encrypted

S gi'%t I g 5ol gut t °Q‘f %Q%“gro%% SRRl Bhatd on the

to"be ou roug TSt t PENSIN 8810 1 e
out si de t S conductor_circuit to a stora
aﬁﬁir‘é?ﬁémsnaeaaeg%ﬁwhgt%ﬁcﬁw%otﬁmwm%%slgme from

data i nput through the first transmssion |line from

the storage sppanitusa firssnponaecsiocn swiitchimg circuit
perform ng conputation using the 20 decrypted
fostsettingsthe fdirat araabmibis@bnCiliadi kntOkhe storage
sel ecting whether to all ow comuni cati on between a-
ceeonidt id AIMFbESE Wbt iUH SitdeeOind RE REUMAAINIS, Ytate
circuit and the conputation circuit based on a

159884 Obn %gffkstaagnEroiog%éﬂé%C|ECHEE 8rc8ﬂﬁggkﬁb%9

to the selection circult ft control S|gna
ns ciin tod omuni cati on - bet ween
eéggﬁé dg ?3%%n1§3|oﬂe?g Egaﬁds?ﬁgngoﬁﬁﬁPEFF8ﬁ1°n line

outside of that semiconductor circuit and the first

transmission line in one of a connection state and

disconnection state based on a second control signal, and
a connection control circuit for outputting the second

control signal instructing disconnection to the second

connection switching circuit when outputting the first

control signal instructing connection to the first
connectipn switching circuit and outputting the second
control siénal instructing connection to the second
connection switching circuit when outputting the first
cantrol signal‘instructing disconhection to the first
connection switching circuit. |

Further, in the semiconductor circuit of the 20th

aspect of the invention, the second connection switching
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circuit while the conputation circuit is performng
processing using instructions or data of the program

A data processing apparatus of a 22nd aspect of the
invention is a data processi hg apparatus conprising a
storage circuit for storing in predeterm ned storage
areas .a plurali of application prograns each
E&F&Hl&&%@%n% Bk FRyPHh dhe IRRRASEFIRTRARFen line
processing routine data describi ng processing routines

ftor acsknEAYCarPPgTRtLY af the Pnteldatef thecsenmiconductor
provi de' a service and storing nanagenent data show ng
cimced. tt.oget her a data nodule, first key data used

for using another data nodule in processing according

to thakugzhar0du thedRenSREAFhIRY: AL ML Ghe 20th
transferring data with the integrated circuit in

REREETSLALHS- 1&&&9&%&9 »hga& hak Q@L@u@g@%ﬁ &l cﬁltgreads |

sem conductor circult ber orm ng cessin

service sed dat a nudules Vi ew the

ﬁ%&é‘ﬁé‘ﬁf’ n&a?% Th t?’l’?ats uit,qithe cH’S“T"‘r‘fts‘t‘m
key data corresponding to that data nDduIe to use
SABLREL ehreuibanteuts hastinst sondaedndigepl dnstrting
corresponding to that data nodule to transfer data
gpprhechdon| e dhat &d reitr cwinnedtionh@wi tichitdee cdatamit and
processing apparatus of the 22nd aspect .of the
buypatsothe HerRidtidRionthded 5ighal eiiﬁiéﬁﬁk&iiné dilRfordfedtion
data nodul e at |east one of log data of - processing 25

98T£Qé”§QcBﬁElf HARECHIERY st Aahg Mg e Program
data - showi ng a routine for registering the data

modul eAI neﬁr?t1 g&ﬁéagﬁaraﬁ%cuﬂog%a@ gﬁts% %QB‘é“c@go% the

rOUtIHE?

invention is a semiconductor circuit for executing a program,

comprising an encryptioh/decrypt‘ion circuit for storing

encrypted in-st:;ﬂctions or data of the program, encrypting
data to be ocutput through a first transmission iine ocutside
of that semiconductor circuit to a storage apparatus, and
décrypting encrypted instructions or data input through the
first transmission line from the storage apparatus, a
computation circuit for performing computation using thé
decrypted instructions or data, a selection circuit for
selecting whether to allow communication between a second
transmission line outside of the semiconductor circuit and
ﬁhe computation e¢ircuit baéed on a control signal,r and a
control circuit for outputting to the _se_.léction circu-it the

control signal for instructing to disallow communication
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regi stration of the data nodule fromthe storage area,
and program data show ng a routine for defining the
storage area 5 for storing the application program
Further, in the data processgpg_apparatus of the 22nd
.aspect of the invention, preferably when processing
in accordance with another data nodule is to be

e spoond dgrrmsmigsian dyine angk the computation
sem conductor circuit uses the 10 nanagenent data to
chrgiud tf whsitl &k dhed atcampodiartssponrdinup o id erforming

predeterm ned data nodule and the first key data

pebespdnd REing ik tidtali i I HHEL ANEHES §8rddifam .

other data nodule fromthe predeterm ned data nodul e

bei ng sxawaeg,meg@.%hgoa %:a%t'i:@e PRI ﬁqta\gfaé‘dtr %tf the

key data natching a processing ne
Rect i nvent.i on ata processin

EBvhsReRich a8 ok BE e R b o p R EPRSEHS Y storage

communicating with an integrated circuit to perform
FrEcudsi £GTt & terdPdyd na Predptemingds fdioarass #4583 2 a

- storage circuit, conprising the steps of: , when the

plyradaty0ofi appilicetdons progyagdeteach rodpstiGeahef a
areas a plurality of application prograns each

phapaliegd 6f datpl woalilies Qhclddiagnpdobessingl tehbfne data
processi ng routine data describing processing

8855 1BEnbObroREBYR hGakba¢ i Welh F37 Iddadnaled i iy fwﬁLEﬁ an
to providing a serviCe and stores managenent data 2

Liynk ether_a. d ta nDduIe flrs ey .dat a
%@ggﬁggtego g%&?ﬁ% %no ertist & EVLCG in 6#05§é%|ﬁb

i n accordance w.th that data nodul e, and second key _.
HAPAdERER LR o ﬁ%ﬂgeaa'f%gmﬁr ngatrmetuley first

circuit in proceSS|ng

. key data used for using another data module in process:.ng
‘according to th_at data module, and second key data used for

" transferring data with the integrated circuit in processing

according to that data module and a semiconductor circuit
performing processing relating to a sérvice based on a data

modules, viewing the management data in that processihg,:

using the first key data corresponding to that data module

to use another data module, and using the second key data
corresponding to that data module to transfer data with the
integrated circuit.

Further, in the data processing apparatus of the 22nd
aspect of the invention, preferab_ly the storage circuit
stores as a data module at least one of lqg data of processing

performed performed using the data module, program data
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according. to that data nodul e, having the

sem conductor circuit performprocessing relating to-

a service based on the data nodul es, having the

sem conductor circuit view-tBe -managenent data in the
processing relating to the service and use the first

K dat a_correspondi ng to a data dule t se,

ARG BACE LT 8 SHAL HEA TP tHE L BORBIELth 2uptorage
circuit use the second key data corresponding to the

axez . rredrem dahochenify el zautige Fanhdekgiine to
transfer data with the integrated circuit. A program
regdsiraftinopodt the dhatai mednieofirpw thersyosagetarda, and
executed by a semi conductor circuit for conmunicating

proviram dathndleswhi®d Pohtink ForpRIfFTIAPRDECEEbREge area

for providing services and transferring data with a
EbQr 84S rifly’ T appATRNaSIH priifthd NE Storage circuit
stores in predeterm ned storag€e areas a plurality of
applicatiop... p ch _conpri.sed _of a_plural
o Pdat BokEllar DL SRR Rr RS sl Bt 2200
descri bi ng. progessin routines fqQr comuni cating with
attg‘ﬂ’ ¢Pventiony BhehRrdblye Mhete Profpssticiedn
managenent data show ng |inked together a data ‘
asagrdanepr yi thepngihgrudadal modydiend sartet ey eixesutaich by
modul e in processing according to that data nodule, 25
amkesibcondudeyr datmcuisied Hher semdeshauctbrdaigcuitusdse the
- 33 integrated circuit in processing | according.to
thinhgeéatNBEEhe Lodobetl hNE @i Qrarﬂanq:d&r&%?ﬁidigl to
rela?ing to the service based oﬁﬁ?ae data nodule, a g

£RMLLPEAELL -} YN 02 kD Cma MBI RIGHRN khd2 i ot RS RINY

relating to the service an

corresponding to the other data module and uses the other

‘data module from the predetermined data module being executed

- conditional on the obtained two first key data matching.

A data processing method of a 23rd aspect of the

invention is a data processing method whereby a semiconductor

‘circuit for communicating with an integrated circuit to

perform processing to provide a service transfers data with

a storage circuit, comprising the steps of: , when the storage

circuit stores in predetermined storage areas a plurality

of application programs each comprised of a plurality of

‘data '.modules including processing routine data describing

processing routines for communicating with an integrated
circuit to providing a service and stores management data

showing linked together a data module, first key data used
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using the first key data corresponding to that data
nodul e to use the other data nodule, and a routine

for using the second key data corresponding to that

data nodule in processing reiating to the service to
transfer data with the integrated circuit. 10

According to the above expl ai ned present invention,

fre psingnengtheredatacapdydeadhi prog¢estiag iis accordance
according to the first to third aspects of the

- watbnthek, datai sododei, bhed aepoad feyadaddiaa usea &ai NQ

met hod, - sem conductor circuit, and progran1able to 15
ethheifeRich yigh@a £ Wi tH @RS ShREgkB t2ECeL #3REe M idrcbessing
| arge = nunber of processing requests. According to the

Laubk ﬁk& £bXtRa@SBEELS mBhul e hiaWSgt LR, sigﬁniic%nductor
possi bl e“to provide a data prdécessing nmethad, :

i duct ' it, d bl i . t
BFOaEE BO=ARERCREPEREZEngn SRbAtARH: Fon2pragPificoPaste on

user to be _executed by the server w thout inform ng

the daks maduliem pavieer thensemicondaeher| ohrcuit view the

According to the seventh to ninth aspects of the

nanagenent datasipotbebpeotespioyi tdelatdatatpr dhes senryice

met hod, 25 semi conductor circuit, and programable to

PMevess ERehfirsd kappHatatl L6RrpEpBhaThEr €8 BedaGa module

i nfluenced by another application program when

£&NRE89% R Phyl aihtY RbadRpl! | §Ak ﬂg.vig&o gﬁgnge%gc%pﬁuc tor
o the 10th to

same sem conductor circuit.! According’t

| &J?Jt:gufé pigg%SFlgé p%%%%lgg?/ﬁggrIngg'ﬁ%g?lagrrlegpggaihgl %ot %he data

provide a

module in proceséing relating to the service to transfer
data with the integrated ci;rcuit.

A prcvagram of a 24th aspect of the invention is a program
to be executed by a semiconductor circuit for communicating
with an integrated circuit to perform processing for

providing services and transferring data with a storage

circuit, comprising, when the storage circuit stores in

- predetermined storage areas a plurality of appl_icatioh’

programs each éomprised of a plurality of data modules
including processing routine data describing processing
routines for communicating with an integrated circuit to
provide services and stores management data showing J.inked
together a data module, first key data ﬁsed for using another

the data module in processing according to that data module,

"and second kéy data used for transfer of data with the
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sem conductor circuit, and program nmade in

consi deration of the above explained prior art and
allowing the transfer of data anobng application
programnms in accordance with gged while preventing

each application programfrombeing 10 illicitly
th nu itored, etc. by a user of another
%‘3 IhBFIERRINY #999RHNG (Eorthat data

appllcatlon €rograns on t-he sanme seni conduct or
zeudey . aA&‘:‘E’b HradE o parforping preeessisgeredasinghto the
i nvention, IS possible to provide a data

ﬁPGUesslhQSﬁéthndthdﬁmSEmmnmhdmgt@wroutﬁuetfor v1ew1ng the
aut hentication apparatus, and programable to

nafhgetbnthdatantienprobeasids el atinde B WA d¥vice and
circuit of a server etc. in accordance with its

ak8hh- tRecPifis Egkéf adea 1, %{iéﬂgor]&ﬁh? aed eﬁ%a?‘t add ?uodule

invention, 20 it 1s possi t'o prov

n t C|r ui,t an ata rocessin t hod able
PETLERTEHE! BERL! S, A3l el SRR A
trans %tln hlghl confidential data betmeen t he
3Pad ke dnte’ PokreoRandieg tonthetorastonagels in
circuit through an external bus. 25 According to a _
Bxe¢esatpacrebating tavehei sarvitei $o- t3onsfessdhita with
provi de a data processing apparatus able to maintain’

the Dotégoetddatityupt.instructions and data between
prograns when executing a plurality of prograns.

Accor bt ddec Ot aﬁlgogé-séxﬁfé)ﬁ‘féé I‘eggr?t invention,

i nventi on, it is pOSSIb eto DTOVIde a sem conduct or

G9id %il&?i;? tgdfégggoggntgg sopfideptiality of the

program execut e
That is, according to the first to third aspects of

the invention, it is possible to provide a data processing
method, semiconductor circuit, and program able to
efficieptly perform processing in accordance with a large
number of processing reqﬁests.

Acco’rding to the fourth to sixth aspects of the
inventiop, itis possible to provide a data processing metl_lod,
semiconductor circuit, and program enabling a user to produce
and customize an application program of the user to be
executed by the server without informing the user of highly
confidential information.

According to ﬁhe seventh to ninth aspects of the
invention, it is possible to provide a data processing method,

semiconductor circuit, and program able to prevent each
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‘According to the 22nd to 24th aspects of the

‘invention, it is possible to provide a data

processi ng apparatus, nethod, and programable to

i nprove the security of an-agpl ication 10 program

running on a server when providing a service using an-:
LC qr. other integrated circuit. BRI_EF DESCRI PTI ON OF
TREISRAN A HHGF P (2 aR HRAph (i iHmenRad By another
configuration of a comunication system of an
ErpddicmtienoPregEam shentruming enpilosaliitg of apphication
view for explaining the software configuration of a
BARNOTaMS omowhe samleGseidanductdrs aidaumick i onal bl ock
diagramof an IC of an 1C card showmm in FIG 1. 20

FIG 4AbeofdingWtd WheCXPLAI#H NG thd Sp&BES UE tha' Bfvenfion,
‘a storage unit shown in FIG 3. FIG 5 is a view for .
exphial Pblgibiko (Mo AR el CTo T rnal y.
R B R et bR B,

G BpRGBE ACS,EL) I Phocdd 302 9812100 o

ggocessing in a SAM chip using the service definition
- tab

Fhe have eprpizained Brigr Ax &t akigying the|tEamgsfer
is a view for explaining commands used in a 5 script
of dptan arpy applica €iom thorgtarnss ook ab@grdaned willth need
SAM chip shown in FIG 1.
while preventing each application program from being

illicitly tampered with, monitored, etc. by a user of another

‘application program when runniﬁg a plurality of application

- programs on the same semiconductor circuit.

According to the 13th to 16th aspects of the invention,
it is possible to provide a data processing method,
semiconductor circu:i.i;, authentication apparatus, and

proegram able to restrict the content of access to a

- semiconductor circuit of a server etc. in accordance with

. its right.

According to the 17th and 18th aspects of the invention,

‘it is possible to provide a semiconductor circuit and data

farbcessing method able to maintain the confidentiality of‘

-data even when transmitting highly confidential data between

the semiconductor circuit and semiconductor storage circuit
through an eéxternal bus.

According to a 19th aspect of the invention, it is
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FIG 10 is a view for explaining. the data stored in a
storage unit shown in FIG 9. 10 FIG 11 is a view for
expl aining the format of IC card entity data
generated by the SAM chip. FLG 12 is a state
transition chart of the IC card entity data shown in
FIG 11. FIG 13 is a view for explaining a processing

Pegfihde 15 proadeCac glatap povswinsd ngn apparatiug adde to

shown in FIG 10. FIG 14 is a view for expl aining

magntadnaltheopengliiden tiafl ittye ofo iMstiraRitienh s WidMata

shown in FIG 1. FIG 15 is a view for explaining the

B¥ekakh %&a hingN wheh &R cutTMgNiaC p1heR I1SHY ¢F HiWWrans .

in FIG 1. 20 FIG 16 is a view for expl aining

conmuny ' r I t : .
%_?%Bkgsngsﬁga QZ?A% 20'@1? a\gﬁ?gllgg Asgpleg@lgg o%ngla\%ﬁr'\%venflon '

chi p. unctron ock agram s

G BRSRIER eteSl e S .

anot her npde of use - 37 of the SAMchip. FIG 19 is

- Ipreveothenecsfidgntiaditivgefathenpsrorae executed.

comuni cation system of an enbodi nent of the present

i nventAorordifg Go 2hei22rd \Licc@d thraspear ts pifnthée imvention,

software configuration of the SAM chip shown in FIG

10 i Fpbssiblistd grendideonalath] pebcdbaghgnmbasach €, Alethod,
the |1C card shown in FIG 19. ‘

and program able to improve the security of an applicaﬁion

pProgram running on a server when providing a service using

an IC or other integrated circuit.

- BRIEf DESCRiPTION OF THE lDRAWINGS
FIG. 1 is a view of the overall configuration of a
communication system of an embodiment of the present
invention.
- FIG. 2 is a view for explaining thg software
configﬁration of a SAM chip shown in FIG. 1.
FIG. 3 is ' a functional block diagram of an IC of an.
IC card shown in FIG. 1.
FIG. 4 is a view for explaining information stored
in a storage unit shown in FIG. 3.
FIG..S is a view for explaining information stored
in an external memory of the SAﬁ unit shown in FIG. 1.
FIG. 6 is a view for explaining service definition

table data shown in FIG. 5.




10

- 15

20

25

FIG 22 is a view for explaining information stored
10 in the storage unit showmn in FIG 21. FIG 23 is a
view for explaining an external nmenory of the SAM
unit shown in FIG 19. FIG. 34 Ls a view for

expl aining the format of nodule managenment data shown
in FIG_ _23. .15 FIG 25 is a functional block diagram

of theF&&wv dhitf asHdmW forreapleining the progessipg in a

for explaining tasks executed by the CPU shown in

' FRY chip w¥sing 2the servianydeifdni tiom ¢rplls datg &hd script

operation 20 for downl oading an application program
prooxtaime shew®odial FIoanmmuter to an external nenory
shown in FIG 19. FIG 28 is a flow chart for _

expl ai piray hhisoaebabw&orotexbhalﬁwga@oem&&%fsuwaqj 4h a
application program shown in 25 FIG 29 1s a

%) fto rg a@ ning the operation during - 38 -
exec an application program FI G 30 is a view

for ingng the_overall operatijon, t he

commn?%gtlg 9§ t%‘?ﬁ%ﬁb%af Pk ‘i@ag’F‘?’G o the %\AM chip
functional bl ock di agram showi ng nore 5 specifically
shewpyipt F&R-blecks of the SAM chip shown in FIG .25.

FIG 32 is a view for explaining another node of use

of theFBAM thi ps &l Gied3fos axylaﬂhﬁﬁgthﬁeouﬁtdIstored in
configuration of the

'~ a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format of IC card
entity data generated by the SAM chip.

FIG. 12 is a state transition chart of the IC card

‘entity data shown in FIG. 11.

FIG. 13 ié a view for explaining a processing routine
of an IC card procedure management task shown in FIG. 10.
FIG. 14 is é.yiew for explaining the overall operation

of the commugiCation system shown in FIG. 1.
' FIG. 15 is a view for explaining the overall operation

of the communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication protocol

between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more

- specifically the function blocks of the SAM chip shown in

FIG. 9.

FIG. 18 is a view for explaining another mode of use
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10 communi cati on system of an enbodi nent of the
present invention. FIG 34 is a view for explaining
the software configuration of the SAMchip shown in
FIG 33. FIG 35 is a functigsal- bl ock di agram of an
ICof the 15 1C card showmn in FIG 33. FIG 36 is a
Vi for_explaining the information stored in the
a%“%gee-wtcmm in FIG 35. FIG 37 is a view of
the external nenory of the SAM unit shown in FIG 33.
20 FI GFISB 1§ dsvheviewrof yilaiovienrgliPcselfdgniraticat af the
shown in FIG '37. FIG 39 is a view for explaining
ioureranAie oo ns st em o £ dixi cemhediiménic A6 tBe . prdSend0
is.a functional block diagramof the SAMchip 25
iethtdindl G 33. - 39 FIG 41 is a view for
expl ai ni ng tasks executed by the CPU shown in FIG .
unctions_ of

40. FI 2 5eS 33, \Y s l.aini:ng .t he .f

t he sgltc#er?eﬁtﬁp\rgog}gév?nfgo?%u |1n%e1 A ngheovﬁwo WG

41. FIG, 43 is flow.chart fqr explaining the

SPREAGHTRE ISR (T YR AR it F¥aek Shown | n
FIG 41. FIG 44 is a view for explaining the .

i nt er - BARI- €dnk@nt cEitneienak bilmsih diagmia® of1aR| TC 4§ the

is a view for explaining the overall operation 10 of
T8eceadmshiosat iion FNEst d9.shown in FIG 33. ’

' FIG. 22 is a view for explaining inforﬁation stored
in the storage unit shown in FIG. 21;
FIG. 23 is a view for expiaining an external memory
of the SAM unit ghown in FIG. 19.
FIG. 24 is a view for expiaining the format of module
management data shown in FIG. 23.
FIG. 25 is a functional block diagram of tﬁe SAM chip
shown in fIG. 1.
FIG. 26 is a view fér explaining tasks executed by
the CPU shown in FIG. 25.
FIG. 27 ié_a flow chart for explaining the opération

for downloading an application program from the personal

~computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an applicaticn program shown in

- FIG. 19.

FIG. 29 is a view for explaining the operation during
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FIG 46 is a functional block diagram show ng nore
specifically the function blocks of the SAM chip shown
in FIG 40. FIG 47 is a view for explaining another
node of use 15 of :the SAMggip. FIG 48 is a view of
the overall configuration of the comunication system
of an enbodi ment of the present invention. FIG 49 is
EXFCRRIPG A A dRRg e WoMERFRAM 20 confi gurati on
of the SAM chip shown in FIG 48. FIG 50 is a

functi BE&- BP ook advigwafenfexpladntiranttheabirenalihi ¢pafation
a business using the application programshown in
BEGth4S commiin iwh tisra syistienf Ghoeplial eIy, tie, function,
of the 25 nutual authentication unit shown in FIG

50. - #8cFl 61 32 &S FAn¥taWnkA BIBRIKAIFIYE A SHHAGY Wbre

of the download processing unit shown i'n FIG 50.

. ' flunctd . Dl -dj_aqr. of . .
EbraERckag, W uch SR AAYETIL B srap shown 1n
Fg .dlg 5 layer shown in FIG 48. FIG 54 is a view

‘e El'ai ning the function of the downl oad
processing unit shown in FIG 53. FIG 55 is a
functi R8I BRotR divwipunfeor explainivemicthépmaeds tof use
of the manager of the SAM chip shown 10 in FIG 48.
&f Eh&6ShAM ehipew for expl aining the function of the

FIG. 33 is a view of the overall configuration of the

~ communication system of an embodiment of the present

invention.

FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FiG. 33.

FIG. 35 is a functional block diagram of an IC of the
IC cﬁrd éhown in FIG. 33.

FI1G. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35.

FIG. 73'7 is a view of fhe external memory of the SAM
unit shown in FIG. 33.

FIG. 38 is a view for expla;i.ning AP selection data
shown in FIG. 37.

FIG. 39is a vigw for explaining inter-AP communication
data showp in FIG. 37. |

FIG. 40 is. a functional block diagram of the SAM chip

shown in FIG. 33.
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downl oad processing unit shown in FIG 55. FIG 57 is
a view for explaining the external nenory of the SAM
unit shown in FIG 48. 15 FIG 58 is a functional

bl ock di agram of the SAM chipgg shown in FIG 48. FIG
59 is a flow chart for explaining the operation for

- downl oggwgéin .applicatiagn programfroma personal

conput ni&xPelHEF FeforyPIRdRNing, tasks sxecired by
FIG 60 is a view for explaining processing for a

thgnSEY: isbownsiimg FA€.| @0ard of the conmmunication

system' shown in FIG 48. FIG 61 is a functional

bl ock BI&gr 42 shoniviggwfior: explaiihicag klhet Fanbunehis08f the
bl ocks of the SAM chip shown-in 25 FIG 58. - 41

- 5&Ct16Rent procewsion evRtaAnd MG QHMMm el e,

of the SAMchip. FIG 63 is a view for explaining a- , -

- nodi fi gagi oy oGifs gglﬁoaoaﬁuﬂwgkg%ésyﬁ&g@heﬁ@ ddbcassin

over

FIG 48. 5 FI IS a VvView o

 ERobhR R REBr AP FopRuRRRE PR, dRako Ahows an g ds 41

view for explaining the software configuration of the
SAM chfPGshdtnisnaryievwelior1gxplainésgi ¥hg (p&grf-GAM
expl ai ning the external nmenory of the SAM unit shown
¢compGi.cation| GasB7shewa fiun®lIiGondil bl ock di agram of

~the SAM chip :

FIG. 45 is a view for explaining the overall operation
of the gommunication system shown in FIG. 33.

FIG. 46 ;s a functional block diagram showing more
épecifically the function blocks of the SAM chip shown in
FIG. 40. |

'FIG. 47 is a view for explaining another mode of use

of the SAM chip.

FIG. 48 is a view of the overall configuration of the
éommunigation system of an embodiment of the present
invention.

FIG. 49 is a view forrexplaining the software
configuration of the SAM chip shown in FIG. 48.
| FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
prbgram shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50.
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shown in FIG 64. FIG 68 is a view for explaining the
rel ati on between 15 the CPU, bus scranble unit, and
external nmenory shown in FIG 66. FIG 69 is a view

for explaining the address_spgce between the CPU and
external nenory shown in FIG 68. FIG 70 is a
functignal ock diagramof the bus, 20 scranble unit
shown TTCFI & 39 2 Ff¥eW HoT £xp AR npths Junshigp £ the
wite operation of the external nenory by the bus
devpiepd DEPFeSRéNE PRit shogp im EIGz250s a flow

chart of the operation, showmn in FIG 25 71, - 42

FIG 7BIGs 83viswaf fSunekjpbanhi bjoakr dddgepnr afi an of

the external nenory by the bus scranble unit shown in
dh€heh¥ichktCon7dnikSot &l gwrehaklk akvildpaReiodt ix0thandler
shown in FIG 5 73. FIG 75 is a view for explaining .,

L& h essi ofhga scranble key in a scranble keY’
-%H %geﬁgé?ﬁuﬁﬁtﬁgﬁémgs'in FIG 70. FIG 76 is a view

o A TG £ PSS A0 0T WA Y e

FIG_77 is a view for explaining swtch timng of a

derntprd RE9OPASinG YeiknBhewReynlRGgefnt unit shown
I.n c
FIG. 55 is a functional block diagram of the

authentication unit of the manager of the SAM chip shown

in FIG. 48.

FIG. 56 is a view for explaining the function of the
dowpload processing unit shown in FIG. 55,

FIG. 57 is a view for explaining the external memory
of the SAM unit shown iﬁ FIG. 48.

FIG. 58 is a functional block diagram of the SAM chip
shown in FIG. 48.

FIG. 59 is a flow chart for explaining the operation
for downl&ading an application program from a perscnal
computer to an external memory shown in FIG. 48.

FIG. 60 is a #iew for explaining procesging for a
transaction using an IC card of the comﬁunication system‘
shown in FIG. 48.

FIG. 61 is a functional block diagram showing more
specifically the function blocks of tﬁe SAM chip shown in

FIG. 58.
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FIG. 70. 15 FIG 78 is a view for explaining switch
timng of a scranble key in the scranble key

managenent unit shown in FIG 70. FIG 79 is a view

for explaining pipeline procggsing by a pipeline
processing control unit shown in FIG 70. 20 FIG 80

is a view for explaining the overal|l operation of the
comunFE4ti 64 1§sRevienoier isrmiadning mathen nade of use
functi onal bl ock di agram showi ng nore 'specifically
ofiethgn§AMoghlipocks of the SAM chip shown in FIG 67.

25 FIG+ 82 is a view for explaining another node of

use - BBG.063the SAWLER PorFeipl83nifgaal mBakiFeraltion of
bl ock di agram of a conputer used in electronic

i nventi on. i's a view.for explaining the .
soft stgucture .of a_conputer Fl G _83 and. an
enbodi TEat of Ahé BEELRE TRVTITON FaREigirakin of the
view for explaining the types of |C cards _handl ed by
FHANEBLGRELPR SABRESINCOE| R gubodimepg ofgthe presept
for explaining the storage state of the menmory shown
nventz3o83. before witing. FIG 87 is a view for
expl ai ning the storage state of the nmenory shown in
FIG SIafte€s iMidivdewHér S8plsiningethéoOsoftware
expl ai ni ng the correspondence '

configuration of the SAM chip shown in FIG. 64.

66L! L6ARGA: bAETbRI STt ehALRLA' inOk e gghr esent

FIG. 66 is a view for explaining the external memory
cf the SAM unit shown in FIG. 64.

FIG. 67 is a functional bloék diagram of theVSAM chip
shown- in FIG. 64.

FIG. 68 is a view for explaining'the relation between

the CPU, bus scramble unit, and external memory shown in

FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIG. 68.

FIG. 70 is a functional block diagram of the bus

scramble unit shown in FIG. 67.

FIG. 71 is a view for explaining a write operation
of‘the external memory by the bus sgramble unit shown in
FIG. 67.

FIG. 72 ig a flow chart of the operation shown in FIG.

71.
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15 between the application prograns and types of IC
cards showm in FIG 84. ~FIG 89 is a view of the
configuration of.a conputer according to an enbodi nent
of the present invention. El@z 90 is a view of the

.configuration of a judgnment 20 circuit shown in FIG

89. FlI 91,.i.s.a view of the configuration of a fetch

j udgmeRtCei FAuitt Bn¥hAvi fioF| expdaingng agvead eperapion of
for explaining fetch access range defining data shown
theFprtegnalygempgy by thegbusepcuambdechniht ghow® in FIG.
call relation - 44 - defining data shown in FIG 91.

BPG 94 is a view of the configuration of a read

judgnment circuit shown in FIG 90. FIG 95 is a view

for expkelnvadig @ae13wCoRartadEtha SpliraitidnddhawiNorrc.
in FIG 94. FIG 96 is a. view for explaining read
ygter-AP call relation defining data shown in FIG

94. FIG 97 is a view of the configuration of a wite

judgnmept .cipguit shown in FIG 90, 10 FIG, 98 is a .
Vi ewnfeh(.;{r[Géx%af'ﬁi Rg VPt %"508@‘? ArgARg SYtrh RFogeSFing
a?ovvn in FIG 97. FIG 99 is_a view for expl aining

i 2eSTReEEPLlapkey| An popgrppbleckey Agnagenesitown it shown
FIG 97. FIG 100 is a view for explaining anot her
HBEE el -

FIG. 76 is a view for explaining switch processing'
of a gcramble key in a scramble key management unit ghown
in FIG. 70. |

FIG. 77 is a view for explaining switch timing of a

scramble key in the scramble key management unit shown in

"FIG. 70.

FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key mahagement unit shown in
FIG. 70.

FIG. 79 ié a view for explaining pipeline processing
by a pipeline processing control unit shown in FIG..TO.

FIG. 80 is a view'for-exp1aining the overall operation
of'the communication system shown in FIG. 64.

FIG. 81 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 67.

FIG. 82 is a view for explaining another mode of use
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15 of the present invention. FIG 101 is a view for
expl ai ni ng anot her enbodi nent of the present
invention. FIG 102 is a view of the configuration of
a sem conductor chip of a_figst enbodi nent of the
present 20 invention. FIG 103 is a view for

expl ai ni the software configuration of the

3 %&6& GPihip shown in FIG 102. FIG 104 is a

view for explaining the con-figuration of a program

modul eF§Rowd3i AsFRGEungtionad blackl @B aigram \dfow afomputer
the configuration of a - 45 semniconductor chip of a
ssedndneshediti®nticobetbtepentefbrmiigcat +@DatEHGar&06f the
is a view for explaining the configuration of a

g:gg[:_@@ adengiskown in FIG 105. 5 FIG 107 is a view
explaining the unit of encryptlon and decryptlon

o P ol 1 S bk e %r*‘*e EEle itture

key nformatl on table held the
ﬁ ?yﬁ??‘BﬂF&EcprlFlIg'n E3r enck aé"h@ﬂ‘?"‘\qi-“ﬁ”é ofpfhe present

FIG 109 is a view of the overall configuration of a
tRVRDELeRti on system of the present embodinent. FIG

110 is a view for explaining another SAM chip which

the SARIGhIgH dhoanviawHd&x &g ianimyithad egpeist Bf IC cards
FIG 111 is a view for explaining another SAM chip 15

Hvﬁ&hheahﬁys%cbbﬂpﬁﬁawshawﬁl ®n ¥98 .ceamuni cates
| FIG. 86 is a view for explaining the storage state
of the memory shown in FIG. 83 before writing.
'FIG. 87 is a view for explaining thé storage state
of the memory shown in FIG. 83 after writing.
| ?IG. 88 is a view for explaining the correspondence
betwéen the application érqgrains and tYpes of IC cards sﬁown

in FIG. 84,

'FIG. 89 is a view of the configuration of a computer

 according to an embodiment of the present inﬁention.

FIG. 90 'is a view of the configuration of a judgment

circuit shown in FIG. B89.

FIG. 91 is a viéw of the cohfiguration of a fetch
jgdgment cgircuit shown in FIG. 90,

_FIG. 92 is a view for expiaining fetch access range
defining data shown in FIG. 91.

FIG. 93 is a view of fetch inter-AP call relation
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FIG 112 is a functional block diagramof an IC card
shown in FIG 109. FIG 113 is a view for expl aining
the menory shown in FIG 112. 20 FIG 114 is a view
for explaining the software 4gtructure of the SAM chip
shown in FIG 109. FIG 115 is a view for expl aining
the storage areas of the external nenory shown in
geginipg %Pltﬁ shown dm KfiGw $or expl ai ni ng an
application 25 program AP shown in FIG 115. - 46

FI G 1FIGi.s94 imew fvdewexf dhe mgnifiguraidonofoft e read
application el enent data APE shown in FIG 116. FIG
jh8gment wiewdliar stopnaiiti XA .h@qrocessing of the
SAM chip shown-in FIG 109. 5 FIG 119 is a view for

expl ai preg bBeigORMRAdY %@dexﬁﬁvaﬁ.ﬂihg R QREeIAL | gange

nmacro command scri pt program sho n FIG 118.

d8:h$nd ¥hEY LRLLEXR! ai{g@d‘_g the AP nmanagenent

storage”area shown in 1f§ 10 FIG 121 is a view
for exgj{jgi n{aég,the AP rranagerrent .tabl e data shown in
FI G 158%- P8 1823 viey {panerpladning read dmtesafiP call
ID. FIG 123 is a view for explaining the APP table
walatisnodpfinipgcdatag sheynrig FIS4 i94.f uncti onal
bl ock di agram of the SAM chip shown in FIG 109.

FIG. 97 is a view of the configuration of a write

judgment circuit shown in FIG. 90,
FIG. 98 is a view for explaining write access range
defining data shown in FIG. 97,

FIG. 99 is a view for explaining write inter-AP call

- relation defining data shown in FIG. 97.

FIG. 100 is a view for explaining another embodiment
of theréresént invention.

FIG. 101 is a view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
seﬁiconductor chip of a first eﬁbodiment of tﬁe présent
invention.

FIG. 103 is a view for explaining the softwaré
configuration of the semiconductor chip shown in FIG. 102.

FIG. 104 is a view for explaining the configuration
of a program modulé shown in FIG. 102,

‘FIG. 105 is a view of the configuration of a
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SHEE s i dn | AR 0 SEEBS dn O ! G10328. 5 FIG 130 is

FIG 125 is a. view for explaining tasks, prograns,

and data stored in the nenory shown in, FIG 124. FIG
126 is a view for explaining the format of the 20 IC
card entity data 73-x. FIG 427 is a.view for

explaining the state transition .of the entity status
data shown in FIG 126. FIG 128 is a flow chart of
PHBLGPBERSEPR PP BEnddsegpndhembodinen tpofic dler present
managenment task. 25 FIG 129 is a view for explaining
imeepkderssi ng which 47 the SAM chip perforns when
accessing processing or data defined by other

appl i CEIG Oried eiend €dw £EE-dXpPALRIRGNERe c\%ﬁ?i\lﬁuration
routi ne defined by application el enent data APE when

a view for explaining the processing which the SAM
chip 0 ) sin r ocessi or . dat ,
oot 18 A S ABF 5 SR RECRERS B ShaEF pmorspvion

FT-YRPhReTiRmed By the ereriptien {idegreghion
FIG 128. 10 FIG 131 is a view for explaining the,
Gttt D FIG: 10 awdnparity idatsyst em shown
in FIG 109. FIG 132 is a view for explaining the
over aFiIGoptPatison viéw the: 62PTaDhEAi Sy IHFoRMathetable
in FIG 109. FIG 133 is a view for explaining the .
hplidbyatie ehzrBpeh HMAde I9R MARKENGEE £1’§M§ﬁﬁn®%‘ge. 105.

Next, enbodi ments of the present invention wl
expl aiped Wolh 15eHeLRGE Je0 he oq;etr%cille%ocrizrta’lv&un Ption of

: ag}cqgo dance . wWth a_ routine defined by application

a communication system of the present embodiment.

FIG. 110 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 1C9 communicates with.
FIG. 111 is a view for explaining another SAM chip |
which the SAM chip shown in FIG. 109 communicates with.
- FIG. 112 is a functional block diagram of an IC card
shown in FIG. 109. |
FIG. 1;3'is a view for explainiﬂg the memory shown
in FIG. 112, |
FIG. 114 is a view for explaining the software
structure of the SAM chip shown in FIG. 109.
| FIG. 115 is a view for explaining the storage areas
of the external memory shown in FIG. 109.
FIG. 116 is a view for explaining an application

program AP shown in FIG. 115.
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First Enbodi nent The present enbodi nent is an

enbodi nent corresponding 20 to the first to sixth
aspects of the invention. FIG 1 is a view of the
overal |l configuration of a mmuni cati on system 1 of
the present enbodinment. As shown in FIG 1, the

communi cati on system 1l uses a server 2, |ICcard 3,

card rEE@erIW iieravigerfonaéxpbaining tRé GypdSPof the
(application service provider) server 6, and SAM - 48
{rpeticet ol éLanent datal RPEUShéwR iR FogUUNLGat €
through- the Internet 10 and perform settl enent

P OCESSICI0 D18 0 OF PEWIESS T bWl n PO 520454 Bling of
the ICcard 3 (integrated circuit of 1he present

1hﬂyqﬂhéo ) SAM Fpist as an external menory 7
and a Aﬁ%%%i%g sen1co%g%ttgoy' :

r-circuit of the present

i nventign) 8. The SAM chip 8 has the software
Cont | G (kP 25 ShUIET 8 ERBLAING N GHE [ sPrRends used

the SAM chip 8 has, froma bottom 10 |ayer toward a
W3 e cazsh opgratdomaasyd apspandsseajpt, progeam shown
handl er |ayer, higher ‘handler |ayer, and AP | ayer. .
ith@FI®wehlehandl er | ayer includes a driver |ayer

Here, the AP layer includes application prograns AP 1,

AP 2, Fad ARO I sdef ivileng U Ianiy tise f dditaddment

card 15 3 by credit card conpani es or ot her

Ma/?@%&%alwov&é%n FI@NG b3 shown in FIG 1. In
the AP | ayer, the application prograns AP 1, AP 2,

FIG. 121 is a view for explaining the AP management
table data shown in FIG. 120. |
FIG. 122 is a view.for explaining the SAM ID.

FIG. 123 is a view for explaining the APP table data
shown in FIG. 120. |

FIG. 124.is functional block diagram of the SAM chip
shown in FIG. 109.

FIG. 125 is a view for explaining tasks, programs,

and data stored in the memory shown in FIG. 124.

FIG. 126 is a view for explaining the format of the
IC card entity data 73 x.

FIG. 127 is a view for explaining_the state transition

-of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the processing pérformed

by the IC card procedure management task.

- FIG. 129 is a view for explaining theuprocessing'which
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and AP -3 and the higher handler |ayer are provided

between themwith firewalls FW 20 The application

program AP -1 is defined by a |later explained service

definition table data (correspondence instructing.

data) 201 and script program (operation describing
rogram) 211 stored in an external nmenory 7. The

g%%l$%%t¢bﬁPpPegfanmAPthni50993Bﬁ9d byoeeksatiegy o25data
expl ai ned service definition table data

debined fondahesr appdicatdibhuelengntdadata 2008 daid asebicflance
program (operation describing progran) 212 stored in

wikh exreiidndTeeRiYied by TASp BPELEESH | QTeRé P R LR PES when
i.s defined by a | ater explained service definition

& (LOLT £8P n i rughipng data) 20 3
o Bl A L e e T e e e
SAM chip 8

21 3 ed . i-n.the external nmenory.7. The .
e o S0 T ERE) oFBI RiNifs TK REotiae ing, which
to the ASP server 6. The ASP server 6 is connected

the Gifgh IHP RrEFoErs (Then aceesPing (precesaingnar data

.appar atuses including a personal conputer 5 of the end
q?sfgrn%@}!petbsﬁaappbﬁpatépa ébdmentatandPE5id aEcbhdance
busi nesses 151, 15 2, and 15_3. The personal conputer

Wit ar renaipkedef $nednse cipgsl i ¢4 Doty e lanfetit da tROAPEOWhen
USB port to a Dunb type card 15 reader/witer 4. The :

SR YISY Y /MY L AdipAd 265 TPfc. epagpl e wirel ess
conmuni cati on corresponding to the physical |evel

\(/;\Aaﬁg %‘Iigv'ﬁl rgg{%ﬁgiéie@%ro@ é%f&lﬁgmr}xdes otv%rtalii é)pcerati'on ,
of the cbmmﬁnication system shown in FIG. 109.

FIG. 132 is a view for explaining the overall operation
of the communication system shown in FIG. 1009.

FIG. 133 is a view for explaining the prior art.

BEST MODE FOR WORKING THE INVENTION -

Next, embodiments of the present invention will be

 explained with reference to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding

"~ to the first to sixth aspects of the invention.

FIG. 1l is a view of the overall configuration of a
communication system 1 of the presént embodiment.

As shown in FIG. 1, the communication system 1 uses
a server 27 , IC card 3, card reader/writer 4, personal computer

5, ASP (application service provider) server 6, and SAM
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packets fromthe 1C card 3 are generated and anal yzed
at 20 the SAMunit 9 side. Therefore, the card
reader/witer 4, personal conmputer 5, and ASP server 6
i nt er posed bet ween then1qnu% act to store the
conmands or response content 1n data payl oad portions

nd relay the same. They are not involved in '

urnst i P bcaelony modmleX whith, 9 ate hemtigaicate £hrough

and ot her actual operations in the IC card 3. - 50 ‘
thee Jrdresovestt b qresrfidiin  S6P¢1 @idh 8 63 68 s Hynbpad
the | ater explained script programto the SAMchip 8
Proceusstiong Zod Reite b d Sl W RIS : 2

and AP 3. 5 Next, t%conponents sh%v\r%%\r%%l%ﬁ% :\BNI 'l
(gl Girdd G ¥ bl FlGedt | Hadungt ona

C car > Ks $h

bl ock di agram of an | owWn F#P?ﬁti 3, the

| C cakf_3ahas I i ntegrafed O circuit) 3a .
pr ovi Egg %\nﬁfqhu'g:[]iétgocll’% o 3nFE 8RN P PPOtEsiAng aufifM chip
51. .The storage .unit, 50, as shown in FIG 4, has a
(sEBisgRdugter siraddd ofy the Rrsisentainvantdan) &
ot her business 151, a storage area 55 2 used by a
" busi n€Bg 3A} chin 8ahas Sths erdjwaxecaohifigurratdohyas shown
busi ness 153. Further, the storage unit 50 stores key
innFdGmagi.on used for judging the access right to, the
. storage area 55.1, Kkey information used for judging

the aggesivowh BH B1% ! he tHOLANCALE s, FLKEY bottom
i nformati on used for judging the
iayer toward a top layer, an HW (hardware) layer, 0S layer,
lower handler layer, higher handler layer, ;nd AP layer.

The lower handler lﬁyer iﬁcludeg a driver layer.

Here, the AP layer includes applicat;i.op programs AP 1,
AP_2, and AP_3 defining procedures for use of the IC card
3 by credit card companies or other businesses 15 1, 15-2,
and 15 3 shown in FIG. 1.

In the AP layér, the application prdérams AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The'application program AP 1 is defined by a latér
gkplained service definition table data (correspondence
instructing.data) 20 1 and script program‘(opération
describiné program) 21 1 stored in an extérnal memory 7.

The application program AP 2 is defined by a later

-explained service definition table data (correspondence
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20 access right to the storage area storage area 553.
That key information is used for nutual

aut hentication, encryption and decryption of data,
etc. Further, the storage unit 50 stores

i dentification. informatiof®f the IC card 3 or the
user of the IC card 3. 25 Next, the SAMunit 9 wl|
ipres tenpitEinpddta )2 @il .and SHor gt SFotale (Bpdrdti&hG
5is a view for explaining the data and prograns

dilsayrEbiiny Pidpend’ T IR Yed SO0ML i&@éﬁlaﬂ"méﬁory 7.

shown i.n FIG 5, the éxternal nenory 7 stores service€

5 def ippiat i8R 1420l a 1C .car per ati on

Macr o com?%%d s,crt:‘|(§'|n"5)t(ill g}oér am rik%'i—Bonlst ﬁ%t‘é‘d’sefcgeb% 3 gpter

I r., the external, nenory 7 _stores service

eg‘g’flfanll?‘teidoﬁ YIS a’{jﬂag&%jf%m%@ SRR ofpeTre Rendenee
.command script program 212 of the business 152. 10 ‘
1BSHERGEing, dagade 23 AsbSErARt Mregram v({qreration
definition table data 20_3 and I C card operation nacro
degrwibdngc prpgnemd g 2dm32 3 :cofed He thisd RedeAkll mdory 7.
service definition table data 201, 20 2, and 20_3

have The saMechbpnBiis léomkdbed, thPcudK £38EST port, the
operation macro conmmand script prograns 211, 212, and

EAdraee, Wekbt €RoUEHBIASP IR VEBC K0 ThHA MR Sk g
t he service def ioni tion table data 201, 202, earﬁllz(r)hg s

c8Rfleb oot QRSK Ay #hatC BIIEmd SEL % L0 i

20 21 1, 21 2,&%n§eg?ng%a%%tsgratf“%laeﬁiflgg égé’t%?}oeﬁ’%“al
a[tapl;]gratuses including a personal computer 5 of the end use}:
and personal computers. 16 1, 16_2, and 16 3 of the businesses
15_1, 15 2, 'and 15 3.

The personal computer 5, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 4., The card reader/writer 4 realizes for

example wireless communication corresponding to the physical
level with the IC card 3 .

Operational commands .to ‘the IC card 3 and response

packets from the IC card 3 are generated and analyzed at

the SAM unit 9 side. Thereforé, the card reéder/writer 4,
personal computer 5, and ASP serve;r: 6 interposed between
them only act to store the commands or response content in
data payload portions and relay the same. They are not

involved in encryption or decryption of data, authentication,

and other actual operations in the IC card 3.
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external menory 7. The scranbled data and prograns are
descranbled at the SAM chip B. In the present

enbodi ment, the script prograns 211, 212, and 213 are
produced using the personajfﬁpqputers 25 161, 162, and
163 shown in FIG 1 by the businesses 151, - 52 152,

and 15 3 and are downl oaded through the SAM chip 8 to

the exTR® rR@raend}tycqmpwbersict6_1hel€e?yi saddebi Bi kaan
table data 201, 202, and 20_3 are produced by the
dewatead othe Ha teAMexpiliaihedderipti pobiysihi €6 tHS B @hip
busi nesses 151, 15 2, and 153. FIG 6 1s a view for
®xpd attis BemiBE EREVECEpPEiEAL] bR NprbabhAsdgpa120dp 84S ng
shown in FIG 6, the service definition table data—""'
2Plzhas entries of service type elenents (operation
ndares), 10 addresses, service nunbers (operation _
codes ey, yersion inforpation, and key information.
The ~ MeASTY ehB! Sufonalt 8 Mt th R 4 b fymerLagped.
the service provided by the application program of the
busi n d He service type elenent is an

identifier 15 viewed instead of the service nunber of

the s&d@E-c8 We ¢h furediapEl deidain dirspgraamaf derc card
busi ness 151 can use. In the present enbodi nent, as

Ihowmn in FIG 6, "Rc", "Rd", "WI", and "W" are used

as the service type elenents of the service

Lo gk i a7 O RS 4,20 Uipraces
CQQ%EQEboﬁanBEBQided.with a storage unit 50 and processing
unit 51.

The storage unit 50,.a§ shown in FIG. 4, has a storage
area 55_1 used by a credit card company or-other business
15 1, a storage area 55_2 used by.a business 15 2, and a
étorage area 55_3 used by a business 15 3. |

Further, the storage unit 50 stores key information
used for.jnging the access right to the storage area 55;;,
key information used for judging the aécess right to the

storage area 55 2, and key information used for judging the

access right to the storage area storage area 55 3. That

key information is used for mutual authentication,

encryption and decryption of data, etc.
Further, the storage unit 50 stores identification.
information of the IC carxd 3 or the user of the IC card 3.

Next, the SAM unit 9 will be explained in detail.




10

15

20

25

command script program 211 -define service content
conbining a plurality of service type el enents and _
reflects this into the later explained IC card entity
data (j ob managenent data) so as to be able to

provi de a service conbining“Services 53 correspondi ng

to a plurality of service type elenents. For exanple,

a ser iEgdegaoadi Memgpry Jdrvice for reading data from

the 1C card 3 and a service for witing data in the

ser veFI&.canibea defdwabr k¥l inE pktieeAhithyafal Bro§rams
The ser.wvice nunber in the service definition table

- stred2Qh itheRARARAL A0S TBIbS SHERE®. the |1 C

card 3 and anal yzabl e by thé 1C card 3 when perform ng
a seryi.c [ i.ne 151. The, "address”.
M thiecdhoRl I ELS, B, LHE SR nidonv bR eolfRcityios
t he addres whj ch ta relating to,a procedure ’
dF%Ilé‘ﬁ%ﬁé’“t Fots é&%ﬂe%@ﬁdﬁ{ﬁf &G S QpE AR facEe
stored. The "key version information” in the service
copeanm ScEiPltaprogram 2101 sifovthe husigresod fl + he
key 15 information used when providing that service.
The "Keythatoer thei erternalhaesenry Je stefras isieawricabl e
data 201 is the key information used when providing
défahitiohVitableFdataxawpke ankeYd Na@ld Rigeda tishd nihian
accessing the 20 storage area 551 of the IC 3a of the

c&ﬁnﬁﬁﬂdsérig@’\ﬁrbaraﬁl @1 3 R¥ RS BRMineGd9fd B tion
table data 201"is"set. Further, in the service
def | nﬁ‘&}:eﬁe}:,ablzﬁedg:t: e%gag’memory 7 stores service
definition table data 20 3 and IC card operation macro
command script program 21 3 of the business 15 3.
The service definition table data 20_1, 20_2, and 20 3

have the same format.

Further, the IC card operation macro command script

programs 21 1, 21_2, and 21_3 are written using common macro

. commands.

Further, the service définition table data 20_1, 20 2,
apd 20_3 and IC card operation macro command script progréms
21__1, ' 21_2, and 21_3 are scrambled to be stored in the
external memory 7. The scrambled data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs 21 1,

21 2, and 21 3 are produced using the personal computers

16_1, 16 2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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key informati on used when accessing the storage area
552 of the IC 3a is set. 25 Further, in the service
definition table data 203, - 54 key information used
when accessing the storage. &a>xa 553 of the IC3ais

set. Next, the IC card operation macro comrand scri pt
progr

ogram 11 be explained. 5 The script am .
%ﬁ.—i 1@1}#&%& a?ﬁ"?o’i‘r%le‘fl‘?ﬂ?%‘@a‘?ﬁ‘é thpereht the SPYgrhip 8
of the business 151 running on the SAM chip 8 and the
R o pEteFnpt deemeryig? performed by the IC card 3
when executing that application program In the
pr eserfuriizxi tbetserwiex plefincidilat eablasdstawo 11020 2,
in FIG 7, the SAMchip 8 uses the service.definition

dreb|20_Vata pRddasedsbyi Phe HidHASr JJ4 dHe L& 19Cupon
card entity tenplate data 301, an input data bl ock 31

e 24 A8k a{@%s%égseéb% dat & bl Qckaaﬂ{i;);&%ﬁé

and conput ati on defining data bl ock 34x4-uSe

proce el ating to.the 15 busine 151. FIG 8 _is.a,.
vi ew ofﬁeép %iani g hE & %’dé“t%}j’ef 8F’rv&é’§cPF5FH@%"°n
t | C card operation macro conmand script prograns
t??’ie g‘féﬁa %?@1213. In the commands, conmands for the

SAM chip 8 itself 20 are given the first letter "S",

whi | eRgorhanasind i fy tthe spevaceodefintitéonCtebild data
are given the first letter "C'. Further, the second

2i0eflt basien igel @< bifvebyvisadtype edem@ndan(opdirhikibhenames)
application. For exanple, for an issuer

addressas, serviqe numbers (operation codes), key version

information, and key information.

The "service type ‘element" shows the name assigned

"to the service provided by the-application program of the

business 15 1. The service type element is an identifier
viewed instead of the service number of the service which
the application program of the business 15 1 caﬁ use.

In the present embodiment, as shown in FIG. 6, "Re",
"RA", "WdA", and "Wc" ‘are used as the servic'e, type elemer;ts
of the service definition table data- 20_1 corresponding to
the business 15 1.

In the present embodiment, the IC card operatiop macro
command script program 21 1 define service content combining
a plurality of service type elements and reflects this into
the later explained IC card entity dat:é (job mahégement data)

so as to be able to provide a service combining services
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setting declaration of the ICcard 3, it is "I", for a
service 25 type el enent declaration, it is "S", for a
sinple read - 55 declaration fromthe IC card 3, it
is "R', for a sinple wite ggclaration to the IC card
3, it is "W, and for a service type el enent
conputation definition, it is "F'. The commands used

| GFTRRRAMGIFGEe he BERraliby opf anerdice typelelemands.

213 include an SC command, SO command, SI command, SL
comuribr Skampiennad,sddvicomendinifigcameanice @r reading
command, and CWcomrmand. The SC command is a command

dified afidig tHe TOGeEd 03 4R@ BXEAHGOURBET wel tifyCaha in
entity data which the SAM chip 10 8 can process"

H/Hd WSO US| .@é@ﬂpé,-met chip: 8. can
siér?ugl'% aneoﬁl‘yy‘-=ln gl?%cess 10 01 C carit}?e%#@ygagfg?r gataf‘
"SC 1 " ds. described.  .The.SO command |[s.a copmand
for datt Ay RS il i SR A5 LET R a1
tazg} ck 32x2 in which the 15 data read fromthe IC
‘%3‘1% Lits I e PREHG MRl eeuranddasued obe geliei BC card
the SAM chip 8 when perform ng processing using the
3 endappalypabde by the IQtaerrddpwhencgerCormidgeat séyvice
data. For exanple, when the data blocks 1 to 10 are

‘ppreoiideed by Hhenrbersisieays i tlhe data read fromthe IC

card 3 in the data block I, "SO 1" is described. The

S| comrandaliarass@MIRNEhe0lsed88cd) dad itig i %aﬂal'é) t
for formng the input datasbl ock 31 xfinlﬁch t e% a

2??1_2@ &gltagh_ﬁtwfsi ehen a'd'c]lrte@% IaQ‘. Qﬁ{i%hB cia%:astr()af].eacil:fnn&) n190 a

procedure ralating to the corresponding service type ele.inént
is stored.

The "key version information" in the service

~definition table data 20_1 shows the version of the key

information used when providing that servicé;

The "key information" in the service definition table
data 20 1 is the key information used when providing that
service.

For example, key inforﬁation used when accessing the
storage area 55_1 of the IC 3a of the IC card 3‘sh§wn in
FIG. 3 by the service definition table data 20_1 is set.

Further, in the service definition table data 20_2;
kéy information used when accessing the storage area 55 2
of the IC 3a is set.

Further, in the service definitidn table data 20_3,
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25 bl ocks provided in the SAM chi p 8 when performng
processing - 56 wusing the IC card 3 based on the
| ater explained IC card entity data. For exanple,
when the data blocks 1 to_}qyﬁre provi ded, when ,
storing the data to be witteh in the ICcard 3 in the
5 data blocks 2, 3, "SI:2,3" is described. The SL-
keyminficrmasionmieed wbendactassiggt hRedatarabkoakea 55 3
formng the | og data bl ock 33x3 for storing the | og -
dfit theekat Bagikosaa.operati on anong the data bl ocks
provided in the SAMchip 8 when perform ng processing
USI g N | GHO £ ks Naseth Oilod Fad il ChofiRh! DENibE

t he data bl ocks

card entity data. 'For exanple, when

r OV ¢ oring the log data in the
-%g?%Q%?ogkgﬁ,Migfﬁﬁ% %ggfﬁéé%?rbgd. The %F command i s

a commgnd for, rovidiggkéhe data 15 bl ock form ng the
conp%‘? SiETEY RERGTamt A1hl otk BPEPITH G def iHeg the
definition of the relation between the service type
prierrsier Rrogrpn oft kbellnsiness. 15hk mumisrg wf thiee SAM
conmput ation defining data bl ock 34x4 becones the

¢hip (B cued sihe) picedmia of pirotchesliGgtpetfo2iedbiyt ¥he IC
data. The C command is a command for declaring the

d@UET win (diadd GRf derbh € S DRSS 1. 0r orbf o ML i ON

speci fying the business defined by the C~ comand

beconmgs, {he ﬂ;%iﬂ@a&%i%ﬁ:h@ﬁ%ﬁ "B ie%lgfintegelagéf!, Ca:,s shown

card entity
in FIG. 7, the SAM chip 8 uses the service definition table

data 20_1 and script program 21_1 to generate IC card entity

template data 30_1, an input data block 31 x1, output data
block 32 x2, 19g data block 33 x3, and computation defining
data block 34 x4 used for the proéedure relating to the
business 15 1.

FIG. 8 is a view_for explaining the qqmmands used for
describing the IC card operation mécro command scfipt
programs 21 1, 21 2, and 21 3.

In the commands, coﬁmands for the SAM chip 8 itself
are given the first letter "S", while commands relating to
operation of the IC card 3 are given the first letter "C".

Further, thé second letter is selectively used in
accordance with the application. For example, for an issuer

setting declaration of the IC card 3, it is "I", for a service .

type element declaration, it is "8", for a simple read
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- 57 The CS command is a command for declaring

si mul taneous operation of a plurality of services to

the 1C card 3 by citing service type elenents. The CS
command can al so decl are .atﬁynption defi ni ng

processing anong service type elenents. 5 For

exanple, it is possible to declare "CS:

deglargiion \fgrom theskq aard Be tbritefR"of fohe @3mple write
command, service type -elenent designating information
ddclipvatiduara @ i 1§ catd 3 ardt frsocwysi agdofder a service -
informati on are determ ned. 10 The CR conmand decl ares

typst Ol emeit acompaititoon tderihfeeand Bei Psangesi gnat ed
data bl ock when the rel ation among service type

el emerfiR 'c%uﬂtgncfgefds%@ £o4h ﬁ%sé'i-lm@@ﬁ gcrgsﬁ:eggog:ams

descri bed). For exanp e, when stori at a

.3 he dat.a bl ock
AL 3.0 ank? L0 B e IUALRRERAL 50 command, ST
to wifte data stored |n a des nated data bl ock to the
¢ ShyRePRIRA  FE 1§ Rud; R command,

elenents i s not defined. For exanple mhen witing

%t%f@!@?@d and ¢t ermmasiock 20 2 in the I1C card 3,
"CWSI:2="W"" is described. The CF command decl ar es

t he dahe Hoodondeser il By coamiEd aldddartany afie number of
spanni ng services. For exanple, fwhen descri bing

HUTRUA AN GABLENAF 1RPRARINENEELY ! &£6a WhildIE c8E dficnip
bl ock 1, "CF:CES FUNC=SF: 1" 25 is described. - 58

8 can process simultaneously.

For example, when the SAM chip 8 can simultanecusly
process 1000 IC card ent;'Lty data, "SC:1000" is described.

The SO command is a comtnand for declaring the'dat;a
block for foiming the output data block 32 x2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later explained VIC card entityr
data.

For example, when the data blacks 1 to 10 are provided,
when storing the data read from the IC card 3 in the"data
block 1, "SG:1" is described.

The SI corttmand is a command for declaring the data
block for forming the input data blot:k 31 x1 in which the
data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8 when performing processing




10

i5

.20

25

Further, the SF data block | has described in it, for
exanple, ""WC'=If ("W">10) then | ("wc"-10;

"Wt ="Wet*0. 08+ "Wd") ". This formula expresses the
operation of subtracting 10 44 omthe val ue of W when
the 5 remaining nunber of services W is |larger than
10.and adding a nunber of points corresponding to 8%
BFipg Lbec &Eu rardvd bpsedt ent sheylatpoarrpApingd ECGeard
9 is a functional block diagramof the SAMchip 10 8
spbiYi dakRc 1. As shown in FIG 9, the SAMchip 8

has an ASPS communi cation interface unit 60, externa
menor yFor Gmanples! wheni the daateblbeksOll tadb1e H6d pHIE ded,
unit 62, random nunber generation unit 63,

fRERYPEODDAGCRIY NI Q) t8 e fdittld ShOERECIEN:IrdDs in the
and CPU 66. The SAM chip 8 is a tanper-resistant _

| ASRS t 60
W Brerbice ﬁ‘é’éﬁWP%“S{*"ﬁ R O "t with

t he sgrver own in FIG 20 he_external
nennrigk% rﬁ?ﬁﬁ?% +ﬁt%r?%&%?ﬂ% foyideplaging the data
interface used for_ input and output of data with the
=TS rYhey 1oghslafias bdaantdde xinifore Btexiagithe log
out put data and descranbl es input.data when inputting
darch aeI@mitinan godan e thirou ghohlge the tda b Ik provided
conmuni cation interface unit - 59 '
in the SAM chip 8 when performing processing using the IC

card 3 based on the later explained IC card entity data.

For example, when the data blocks 1 to 10 are provided,

when storing the log data in the data block 4, "SL:4" is

- described,

The SF command is a command for providing the data
block forming the computation défining data block 34 x4

describing the definition of the relation between the service

type elements relating to the IC card 3.

The content of the computation defining data block
34 x4 becomes the pre-processing information of the IC card
entity data.

The CI command is a cpmmand for declaring the isstier
of the IC card 3 (business).

The information specifying the business defined by
the CI command becomes the IC card type information of the

IC card entity data.
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61. The random nunber generation unit 63 generates
random nunbers used at the tinme of.authentication
processi ng. The encryption/decryption unit 64 encrypts
data and 5 decrypts’ encrypted data. The storage unit
65, as explained later, stores tasks, progranms, and
data used by the CPU 66. The CPU 66 executes a _
pr edet &P G%d’%ﬂ?@chﬁﬁ(@m@md Bbrideclaxbmntsimul taneous
invention) to execute the [ater explained 10 script
dpawhtidnt afka plurplliityt efpseretices taslkheend ldard 3 by
generation task (job managenent data production task)

2l dinbG & Thd rYpRISI SnERERJAHRNE S Il d P Qaﬁ@fgﬁe@w&age

. data managenent task),. and other tasks. Next

skt ; ' he .15 storage
LR AR A Pr O R S b Shghf, 405403, iy Hlmenes.
expl aiging the .t asks rograns,. .and data stored in

t he st%?%g%F?WWieBS?tAgssﬁ%ﬁﬂlk%eF¥?§dﬁ@}aF? stores a
Script downl oad task 69, script interpretation task

765 eREI TYWGeHEVdl 'on task 20 71, 1C card procedure
managenent task 72, |IC card operation macro command

scri ptBagedramstizd contemid df vhevCSe comnanid,i eerivdllectype
201 to 20_3, ICcard entity tenplate data 301 to 303,
dXementl dodidgyatibid iPormitidip s dMed 10l ealkd dhtity data
out put data bl ock 32-X2, |og data bl ock 33-x3, and 25

S O Sl f b R %meﬁ&l 3§fé(4cli:?%;?§18ingg.e

script downl oad task 69, as shown In

The CR command declares .to store data read from the
IC card 3 in a designated data block when the relation among
service typé elements is not defined (when SF commémd is
not desqribed) : |

For example, .when storing the data read from the IC

card 3 in the data block 1, "CR:S0:1="Rec"" is described.

The CW command declares .to write data stored in a

_designated data block to the IC card 3 when the relation

among service type elements is not defined.

For example, when writing data stored in the data block
é in the IC card 3, "CW:S8I:2="Wg"" isrde.scribed.

The CF command declares the data block describing
computation content spanning services. |

For examplé , when describing computa;tion content
spanning services in the SF data block 1, "CF:CES_FUNC=SF:1"

is described.
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downl oads the service definition table data 20 1 to 20
3 from for exanple, the conputers of businesses and
| oads themin the SAM chip 8. The script
interpretation task 70 uses ¢fie service definition
tabl e data and script programto generate the |C card
entity plate data, an input data bl ock, output data
bl ock, Fusthent athe otk datind bdowkullairendee¢iibad tmtit, for
bl ock for each business. 10 The nunber of data bl ocks
geappdeed"fUr"edfh (hUe'ne03 thennot particularly
limted. Wien the entity generation task 71 receives
rwar -for "waxanpkexot be+AQR 5@ VERi S AdBild takpresses the
production request, it conducts polling with the IC
§ptfaBiohhee Q&ﬂ%&é&%in&gh 0! Er%a %ﬁ&dvsgkletx %awg.%g.d the
for processing of a proCedure between at ['Ccar _

i S. US| the | C card entit at e, .dat ..
206 2 U3 {NESo2 4e de R orRot toaiager BhRb 10 {8 adding
card entit | at e data beconmes the class, and |IC card
%n‘l‘“i“f'li’/ero%‘%{ ﬁ?@'@%@%ﬁﬁ%ﬂw it & ¥ic Agacumulative
class. 20 The processing for generation of the IC card
RatRty teaWd. by the entity generation task 71 will be
explained in detail later. The IC card procedure
manageisaM ¢laigk &P uses the one or nore IC card entity

- data 73-x present in the storage unit 25 65 to execute

processidg 4 Ofs & BuRcRAWna1b8lWR&N dillGdaln 63 Lhe &AM chip
3 and businesses 151 to 153. In the present
éngﬁguﬁﬁqn,Ffbplyrality of processing

As shown in ¥IG. 9, the SAM chip 8 has an ASPS

communication interface unit 60, external memory

‘communication interface unit 61, bus scr.amb'l'e unit 62, random

number generation unit 63,‘encryptidn/decryption unit 64,
storage unit 65, and CPU 66.

The SAM chip 8 is a tamper-resistant module.

The ASPS communication interface unit 60 is an
interface ﬁsed for input and output of daté with the ASP
server 6 shown in FIG. 1.

The exfernal memory communication interface unit 61
is an interface used for input and output of data with the
external memory 7. |

The bus scramble unit 62 scrambles output data and

descrambles input data when inputting and outputting data

through the external memory communication interface unit
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for procedures perfornmed between a plurality of IC
cards 3 and the businesses 15 1 to 15 3 proceed
simultaneously. 5 The I C card procedure nmanagemnent
task 72 executes the pluraldqdy. of processing for
procedures in parallel. The 1C card procedure
nanagenent task 72 deletes the I1Ccard entity data
5. when the series of procedures have been
conpl eted. 10 The processing of the IC card procedure
managefeatrandok niihbeid geberexpbai weilt i 68 detreidatiest evandon
The script prograns 21 1 to 21_3 are input by the
sanbeis dsell agdthaskin bfoauthentexafpbs, pkbeessing.
external menory 7 to the storage unit 65. 15 The '

! nory. 3 !
SerV'Oﬁh@eéﬁ%%éﬁf!bﬁf@éé&ig&fbgOénie &y eﬁé?gpf?ﬁggtg¥and

the script d oad task from for exanpl¥,

a tored in the storage unit 65.
ﬁ%%?%ﬁ?%a%%gg#¥F%§ ?gﬁ%rate data 301 to 303 are
generated by the script_interpretation task 70 and
used asre SFOrEGe Uit ¢y assexplappadgetesnt istpaatk theks,

card entity data 73-x of the procedures relating to

- R¥rg¥ampecandcddtainseddsy the CRUCGFd entity data

73-x is generated by the entity generation task 71

usi ng Thee dED GH dxediiticy beppbdbeedmlifedOprbarif Ip@dgram
for exanple classes as an instance of the 25 cl asses.

of Gthe eadPil i HPd Reb 0L Kb 3 laden OMt O T18E8r DLREKained
32-x2, log data block 33-x3, and conputation deflning

al‘iﬁ%' r%i%}%ﬁ&‘%ﬁ]@,?g;&e{ﬁé e Y NS SEL R tasik, entity
generation task (job management data production task) and
IC card procedure management task (job management da‘.ta.
management task), and cther tasks.

Next, the tasks, programs, and data stored :i.n the

storage unit 65 will be explained.

FIG. 10 is a view for explaining the tasks, programs,

and data stored in the storage unit 65.

As shown in FIG. 10, it stores a script download task
69, script interpretatioﬁ task 70, entity generation task
71, IC card procedure management task 72, IC card oﬁeratipn
macro command script programs .21—1 to 21_3, service
definition tables 20_1 to 20_3, IC card entity template data
30_1 to 30_3, IC card entity data 73_x, an input data block

31_x1, output data block 32 x2, log data block 33 x3, and

computation defining data block 34 x4.
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Next, the IC card-entity data 73-x will be -explained.

The IC card entity data 73-x is generated using IC

card entity tenplate data of a correspondi ng busi ness

al ready generated by entity gingratlon task 71 in the
SAM chi p 8 when for exanple e SAM chip 8 receives a
processi ng request for processing using the IC card 3
and t hBhaepptripti dowplogdabtask069f aspskdeheini FEd. 7,
busi ness fromthe ASP server 6. FIG 11 is a view for
daphhbadsgthbeskeviot abrilgtibh €ableeBhithy 2@2iato 20 3
73-x. As shown in FIG 11, the ICcard entity Tata

#3ox, hgsy R f&enkhe%aﬁ ﬁté%%ﬁ‘%hgﬁlnégse@”%ﬁy 1bRds

|nfornat|on 81, "entity status information (Stat
hi rdptyp i nformati on 83, service type
‘gﬁenen sf%%%tgngglﬁfornatlon 84, proceSS|ng order

i nfor |on rocessi ng order data)

pr e- protRsst Frﬁ%ﬁ?ﬁ???ﬁﬁ%&P“ahﬂsbog? pregctlpngervice

i nformati on 87. 20 The managenent pointer informtion
definition| tabletdahal apdi aceipt oprognagi hg gheek@te the
card entity data 73-x in the storage unit 65. The
Ehtdand led titfyoplattieodala , i an ubgsu £ data HAPEAS! odtplut data
generation of IC card entity data 73 x, confirmation

BPhodi, ey datl BlfodN 0@l SomPaltaliion, dahh%gf aatta%lock
a series 5 - 63 of proceSS|ng using the IC card

idcifalfs ihiss . The entity 1D information 81 also
econes a return value given to the end user. The

rmati Qn, 8 orresponds to_the
enti t¥[‘ IeDnI %r o gata]bfocks enarated for each business

is not particularly limited.

When the entity generation task 71 receives from, for

example, the ASP server 6 an entity production request, it

conduct; polling with the IC card 3, then generates the IC
card entity data used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card entity plate data becomes the class, and IC card entity
data is generated as an instance of that; class.

The processihg for generation of the IC card entity
data by the entity generaﬁion task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one
or more IC card entitjr data 73_x present in the storage unit

65 to execute processing for a procedure between the IC card
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descriptor when opening a file in a general file
system The entity status information 82 shows the
state of progress of a procedure relating to an IC
card 3. The basic states of the IC card entity data
73-x include, as shown i MG~ 12, the state of
processing for investigating the services which the
3GandrBusinassdsel16RE) tot e state 10 of processing by
whi ch the SAM chip 8 authenficates the IC card 3

A, [QGESS Ch. .t -
() L 5 S il ) ity G daing

- QC, ' rr ing;data fromthe | C card._ ) |

B P RS ar O pL RO BhBwp B8, PE PR Y aofn TEpgaas
Ccard 3 (W, 15, In_the present enbodi nent, the

%r%’a sE&‘ﬁg‘g‘Fﬁime A98stPght Eﬁglﬁh% pteraedssippltaneously.
processing for the SAMchip 8 to authenticate the IC®
card 3he HE sagceprpagdive mapag@nenhrithsk (12 executes the
aut henticate the SAM chip 8, the processing for

rhachhitylabfl prodeshing Fearprdcediites hénppacaiieny

for 20 witing data in the 1C card 3 correspond to

- j obs. The j1@ cardf el nhakGemeht 2a4R t’l’_2°tleletés the

processing  for ich an order oOf execution is

5o B bi%a 1 8 thel N2 o S PRE R ER ave

| 25 rocegfigg between the 1C card 3 and SAMchip S. 64
qﬁﬁ*tﬁﬂTp $E9%he present enbodi ment, considering the

conmuni cation time on the Internet 10, the

abov e ThenBTsRae Pig ehtthedGraardPzamsdnie napagement
state transition chart of FIG 12, nmanaged divi ded
ﬁéﬂh) Tostilsk dre s direrd i s udetceil later.

The script programs 21 1 to 21_3 are input by the script
download task 69 from, for exampie ' the external memory 7
to the storage unit 65.

The service definition table data 20 1 to 20 3 are
input by the script‘dowﬁload task 69 from, for example, the
exte:;:nal‘ memory 7 and stored in the storage unit 65.

The IC card entity template data 30_1 td 30_3 are
generated by the script interpreta.tion task 70 and used as
tgmplates (classes) when generating the IC card entity data

73_x of the procedures relating to the respective businesses.

The IC card entity data 73_x is generated by the entity

generation task 71 using the IC card entity template data

30_1 to 30_3 as for example classes as an instance of the

classes.
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of conmmand) states and conpleted (after receiving
response) states. Specifically, the state of

processing using the IC card entity data 73-x is

managed by the instance gepegation .(IC card entity

data generation) state, RS post-startup state, 10 RS
conpleted state, Al post-startup state;, Al conpleted
state, TRe pBBPEsdate blackt3l_xd, comtpet cdnta Hioclr 32_x2,
post-startup state, R conpleted state, W post- startup
diogt datw ddmgiket38d x3st anel cangbutadtianc ele(fliGicry dlata block
entity data) deletion state. The IC card type :

Bafl @dMalrie0 yehdratdd by’ e erfight ihtesRAGHati it thesk 70.
busSi ness issuing that IC card 3 The 1 C card type

f t t
ICIn or "Rkk@) 8Re! fo Kolr Mt it} Qﬁgﬁszr@gptﬁﬁiﬁ?@ é%ébli&.ened

command in the above-nentione program-a
the ti g a n of the card entit
73 BheTReBRRTbheLoR caFE 13, K5at GRlprayed Gsing 1
Lnfarnatjon 84 shoms the service type elenments of the’

CBF Y ALY trEplatke dakr of 3 cor raspomdingnbeabresaalgeady

used in processing using the IC card entity data

- gsogratnd byr engétyygeneretdon deskgiat ing thef SAdatchdp 8

84 25 is set with one or nore service type el enents
sbhenghat esampde thy SAEchESpC® BERd vek hhfrocessing request
above-nmentioned script programat the tine of

fep erﬁidéy%lqg {lgfan:l{@ﬁ:é &itd byax{j@ttﬁe7§pﬁllcggfon program
processing order information 85 shows the order of

&¥CLUL}-08e P rRShYLC ) d Si ng
o a o 8eRoriEhLUC RS hANR) cHSROchE B3P, BoR0ES L
state ‘:I'fénsiills a.view for explaining the format of the
IC card entity data 73 x.

As shown in FIG. 11, the IC card entity data 73 x has

management pointer information B0, entity ID information

81, entity status information (status data) 82, IC card type -

information 83, service type element designating information

84( processing order information (processing order data)
85, pre-processing information 86, and post-processing
information 87.

The management pointer information 80 is a
bidirectional pointer for man#ging the IC card entity data
73 _x in the storage.ﬁnit 65.

The entity ID information 81 is used for a request
for generation of IC card entity data 73 x, confirmation

of t?xe state of progress, deletion, or the rest of a series
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shown in FIG 12. That is, the processing order
informati on 85 uses the service type elenents to show
the order of execution of jobs corresponding to the
basic operations of the IC cayd 3. 10 Here, the jobs,

as explained earlier, correspond to the RS, A, A2,

R, and Wshown in FIG 12. Specific operations on the

€ proceSsing usialg the DY dahwl enddrtyofiapaot2ssi Mthe entity
desi gnated using the jobs. For exanple, for processing

IBi Dffotmatlonasl 1 ¥¢ tHedithd/s [£AHRGEWALU Jiléiditlto the
aut hentication, 15 the processing order information 85
EfaSbeli t BnaRShERty 1 UihEBEmakoh 10888 AkpbRAY 1 the
and writing mnth mut ua aut hent1 cati on ﬁ

f g5
B PRETRE0E FhER obRr g S TRELE, $BosePRESERYCFLLe system.

i nformation 85 is set with the 20 order of jobs shown

in FI Fhaerbituspbatingintormetion 82 shewsekhpcatate of
el enents designated in the CS command in the

pbogeenenef oncdrocedpte prejrtimghtn gengCatand Bhe | C

card entity data 73-x. The pre-processing infornmation

86 i s Feé basdm bLtdSBE2bhe MCvVeard anttdayaka 73 x include,
managenent data for perform ng processing - 66 - using

ddenbnChl FIRNt LS ¥ 13 8e48a%6f 5PbcEX8TRY For RRvesti fgatlng

pre- processing information 86 T1s set with points o
serV|c eS| nat n e SE
%pg% es W h%@a éﬁaﬁﬁ P ntar - e?v?gg5 Eﬁe State

utatlon functlon is not defined, th
9% BERRIADGPY Mt SB8T higed authenticates the IC

card 3 (Al), the state of processing by which the IC card

3 authenticates the SAM chip 8 (A2), the state of processing

 for reading data from the IC card 3 (R), and the state of

processing for writing data in the IC card 3 (W).
In the present embodiment, the processing for
investigating the business, the processing for the SAM chip

B8 to authenticate the IC card 3, the processing for the IC

- card 3 to authenticate the SAM chip 8, the processing for

reading data from the I-C card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

.A "Job", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

processing between the IC card 3 and SAM chip 8.
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with the requested processing charge. For exanple, in
the case of settlenent, the state relating to the
anmount of charge or nunber of points given 10 etc. is
set. The post-processing inlﬁormatlon 87 is set with
data of the processing res % "of the IC card entity

‘data 73-x required at the ASP server 6 side. For

exanplByrihet heigaklte pfeseait | afbodinéit] Scapsidéiing the
data showi ng the existence 15 of a normal end to the

Sk @M i oA ime Boxl GiHd 1% teXndt 20ES %hegasav&hﬁehgmned
card procedure managenent task 72 shown in. FIG

[ urali f. r
BRI P ts e Wlowd 1 Ja%%é?%?#ev“ﬁ%%tmn chart
20 The, L.C ¢ Jpr.ocedu n e task 72
éEJF?rnigaﬂ'&n@g%ﬂmﬁ?%%@ Aok aFRERTR, A e Epance
66 of the SAMchlp 8 shown in FIG 9. FIG 13 is a °
9ff semand) gltatre preceyerletedr @dtar reppivieg teerphse)
procedure managenent task 72. 25 Step ST1l: - 67 The
dtatoss d procedure managenent task 72 selects one IC
card entity data 73_x for executing the next
pr ocespdl £IBH116f, (e el i3 pfoddsfirigl Wwind Ythe IC
data 73-x present in the storage unit 65. 5 The

R 1QfeyS el 78Nx Oist.l;@ﬁad(éa G Qh%”lhk)éaﬁé&a?e@rétlon
may be to successively select ICcard entlty da

@f@ég% dled OF o349 §98e HILL o 5P s¥atkd RS9 -3 i Qld blate,
RS completed state, Al post-startup state, Al completed state,
A2 post-startup state, AZ completed state, R post-startup

state, R completed state, W post-startup state, W coxﬁpleted

state, and instance (IC card entity data) deletion state.

The IC card type information 83 is information for

‘specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined Ey the CI command in the above-mentioned script
program at the time of generation of the IC card entity data
?S_x.

The service type element designating information 84
ghows the service type elements of the service defined in
the service de;.finition table data used in processing using
the IC card entity data 73 x.

The service type element designating information 84

is set with one or more service type elements designated
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and select by priority in the order of the highest
priority. Step ST2: 10 The IC card procedure .
managenent task 72 judges if the job of the IC car
entity data 73_x selected at step ST1 has al ready
been started up. Wen judgi g that it has been :
started up, it proceeds to the processing of step STS,

[ ' ing.t ' S . :

R A e e S

he |1.C car rocedure mgnagenent task 72 ,j.udges fr
His e (F SRR T FitnToh T ot i datry T x-
the 1Ccard entity data 73-x selected at step ST1
whi ch Theapromesgfingherdest dntpapaitirsn 85hghovwsh e iarder
FIG 12 the processing relating to that entity data
dafs expcatdodect descwicdshd jpbk) wsedarmctbeuprdcassingrosmng
the processing order information 85. At this tinme, the
theDaesshRd @htetyidded M 0N that2bsethaestd be Ofdtdition
of execution of jobs using the service 68 elenents

stdurd i Bageny ce definition table data as explained
earlier. Step ST4: The I C card procedure managenent

' K - 5 the job 3._Th
| & carhob bEcotls RRIGHUHIIN TReE 13 eRBRRLED PRoisTgorhe

using the data blocks relating to thatfiob in the )
seFiCeErPRAPenbltt ghavpte ioties of sHeputigntf Jjobs

bl ock
corresponding to the basic operations of the IC card 3.

Here, the jobs, as explained earlier, correspond to

- the RS, Al, A2, R, and W shown in FIG. 12. Specific operations

on the IC card 3 are realized by the order of processing

| designated using the jobs. For example, for processing using

an IC card 3 with only reading with no mutual authentication,

- the processing order information 85 is set with "RS->R".

F‘l;rther, in the case of reading and writing with mutual
authentication, the processing order information 85 is s_et
with "RS->A1->A2->R~->W".

The processing order information 85 is set with Fhe

ordexr of jobs shown in FIG. 12 corresponding to the . order

of service elements designated in the CS command in the

above-mentioned script program when generating the IC caxd
entity data 73 x.
The pre-processing information 86 is set from the ASP

server 6 side with management data for performing processing
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32-x2, log data block 33-x3, and conputation defining
data 10 bl ock 34-x4. At this time, the I1C card
procedure managenent task 72, when issuing a conmmand
to the IC card 3 in execution of a job, uses the
service elenment correspondigg to that job as a key to
search through the service definition table 15 data to
oht ai n_t he service nunber_corresponding to that

uSdnG R tmsard s5dd e dGwfand of IC card 3 able
to be analyzed by the IC card 3) . Further, the IC

card Fracesarelepsbhg@narProssesinqdafornetdbraBhecs set
service nunber to issue a command to the IC card 3.
wAGbFppihés, of e cbfiposatipnobmchua mefhageaevi cé aklsighated
as explained using FIG 4, when key information is

ine e &F daa ARSI Ng a storage area of the IC card
3a, uses the service elenent corresponding to that

j ob teuseaken LRLauah ihté‘érﬁgéﬂr‘iéed%EhBUtia%@oha%ﬁcéion

data and obtain the key 25 information corresponding

.t 0_t hat rvice el epent. Further, - the.lC d
i BedaeE Mg S0 E eabR o7 o138y ERIPTRAFion HE Bs set
information to perform nutual authentication with the

h the requasdegh Professd "geh¥SS80on of data, and

ot her processing and obtain the right to access a

pr edeFernereuplest dnajbearagecbft Rettlewant,3theSsgpte
ST5: Step ST5 is perfornmed when the IC card procedure
relRaddagetb thakarduhsSEL Scilia E@ETE thintbdheoft @iaits Fiven:

and is waiting for the processing result of the IC
et did set.

The post-processing information 87 is set with data
of the processing result of the IC card entity data 73 x
required at the gSP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.

The IC card procedui:e management task 72 is for example
éonstantly being starﬁed up on the CPU 66 of the SAM chip
8 shown in FIG. 9.

FIG. 13 is a flow chart of the processing performed

by the IC card procedure management task 72.

Step S8T1:
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10 When the I C card procedure managenent task 72
receives the processing result fromthe IC card 3, it
sets this in the ICcard entity data 73-x. Step ST6:
The 1 C card procedure managenent task 72 updates the
15 entity status informati-o@782 of the IC card entity
data 73-x shown in FIG 11. In this way, in the
pr esenin £ R0 UTRN b oG ﬁ?'ﬁggeﬂém‘:egg{sﬁ Vﬁnggfé@\gé one
task 72 perfornms processing tor a plurality of IC

r r nt, i.n e SAM chip 8 in parallel, 20 whil e.
145 N adth S R0 Be i R BhS Gk Prdifessing
t he urality of JC cards_ 3. Therefore, the SAMchip 8
ok, SR (B O ok B d P H RS et RRAPent
when receiving processing requests for procedures
ifsithe Ssteragealwit 854 C cards 3. 25 Next, the overall
operation of the comrunication - 70 system shown in :

- FIG The netledxf aigled:tidnGofl Atatd 118 @Garth earteity data

views for explaining the overall operation of the

TO AL Blel €0 SHEEEFE ivePW1de 116 chrd SheRtplddiadr3 x
The busi nesses 151 to 153 or a party requested by -

. - ecri 1
G RREEEoRLGE AR CRG B €8 T Sherigh iy Miper
by, t he busj [ e |C,card 3 foy, exanple on .

S Er PEOTELEE D FBe, 48T o #hechi Ghanh K ority
FIG 1. 10 Further, the nmanager of the SAM chip 8
produSéers&Tdice

The IC card procedure management task 72 judges if

the job of the IC card entity data 73 _x selected at step

" ST1 has already been started up. 'When judging that it has

been started up, it proceeds to the processing of step ST5,
while when judging that it has not been started up, proceeds
to the processing of step ST3.

Step S8T3:

The IC card procedure management task 72 judges from
the entity status information B2 shown in FIG, 11 of the
IC card entity data 73 x selected at step ST1 which state
of the state transition chart shown in FIG. 12 thé processing
relating to that entity data is in and decides on the ’jrob
to be executed next from the processing order information
85.

At this time, the processing order information 85

defines the order of execution of jobs using the service
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definition table data 201, 202, and 203 correspondi ng
to the businesses 151 to 153. Step ST22: The service
definition table data 201, 202, and 203 15 produced
in step ST21 are stored in the external nenory 7.
Further, the script prograng®*, 212, and 213

‘produced at step ST21 are downl oaded fromthe persona

EPORULEESsdP 11n 168e Qggv% %Qf:‘ PHO0; Lhe L e 8§£a 195

ASP server 6, and e externa

gi ? 0_downl oad proceSS|ng |s managed, - as shomn in
Q$£e§ % {feg scrlpt downl oad task 69 in the SAM

chip 8 St € ;HQS The script interpretation task 70
in t he® %A p shown in FIG 7 uses the service 5
definition table data and script, 25 programto |
gener afke tHe ¢ard pxocsdury %mmm tasgipl2 -sdrts up
data bl ock, output data bl ock, |og data bl ock, and ;
thepmbhtsehedeédnaﬁgsﬂapasbBock for each business. The
generated data is stored in the storage unit 65 of

the SAM&END RBrapBcbluFt Gradaganati €Ra2il42 Ihscu%ss the
is issued the IC card 3. As shown in FIG 4, the

rag ) I o
P Lo St AV, Patlod 0 B o o
usi ness er cont ract Mﬁth é@ﬁ te that
NP DT g G St eR i 3ReH Pl G Hetook
after issuance of the IC card 3 through the
32_x2, log data block 33 x3, and computation defining data

block 34 x4.

At this time, the IC cﬁrd procedure ma.nagement task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a kef to search through the service definition table
data to obtain the service number corresponding to that
service element (operational command of IC card 3 able to

be analyzed' by the IC card 3). Further, the IC card procedure

- management task 72 uses the obtained service number to issue

a command to the IC card 3.

Further, the IC card procedure managem.ent task 72,
as‘ explained using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element corresponding to that job to search through
the servis:e definition table data and obtain the key

information corresponding to that service element. Further,
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Internet 10 etc. Step ST25: For exanple, when the user
uses the personal conputer 15 5 to access the server

"2 through the Internet 10 to try to purchase a

product, the server 2 issues a processing request
through the Internet 10 to $%e~ASP server 6. Wen the
ASP server 6 receives a processing request fromthe

the ¥ chrd lpraftelfinRsS ndif gefich? 3l skOARU LS 5 tHY O UG,
20 the Internet 10. Further, as shown in FIG 16A, a

?xr %%%%1'&% & %%%:gférfﬁs %ﬁﬂu@i e é:%@.ﬁ:‘lcra‘?%%%h/ﬂﬂﬁ het 1C

car I's transmtte roug e persona
<9 er t.er net and _ASP server 6 to,t SAM*
A 4 gty el g B RBEIOR o8 8% AR The
SAM chi p 8 an entity - 72 production request. That
%W%dﬁ’& iotFaddy ide dobteda Arcesst iaoﬁ’reéiﬁﬁﬂ’ﬂ&“ed
the issuer of the IC card 3. Step ST27: 5 Wien the SAM
stionag® maeE wds the a6t igardiBoducti on  request, as
shown in FIG 16B, it conducts polling with the 1C
card 3tept g@F5ST28: The entity generation task 71 of
the SAM chip 8 judges 10 if the nunber of the IC card
entltgt@%th§31§ QEQ%BQheHnwhEhetﬁéN&éthrﬁ ﬁEB%Eth%

end of the po ing is wthin the naX|nun1nu
m%%falgré?nden%y ?c %g c::l.%rg.rlae%d aOfcoEngl%n ptth%r e 2 card 3 and

e

is waiting for the ‘processing result of the IC card 3.

HWhen the IC card procedure management task 72 receives
therprocessing rasult from the IC card 3, it sets this in
the IC card entity data 73 x.

Step S5T6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73 x
shown in FIG. 11. |

In this way, in the present embodiment, the IC card
procedure management task 72 performs processing for a
plurality of' IC éards 3 present in the SAM chip 8 in parallel
ﬁhile selecting in order the IC card entity data '73___x for
the plurality of IC car_ds 3. Therefore, the SAM chip 8 can

simultaneously proceed with the processing even when

' receiving processing requests for procedures using a

plurality of IC cards 3.

Next, the overall operatibn of the communication
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If wthin the maxi mum nunber, it proceeds to the
processing of step ST29, while if not, it ends the
processing. 15 Step ST29: The entity generation task
71 specifies which business' ICcard entity plate
data to use based on the ~iABormati on showi ng the

i ssuer of the IC card 3 stored in the entity

YA tIHRAd GGUeSHG f ar ML ARA Usey .t hat 20
speC|f|ed IC card entity plate data to generate the IC

card 3 Thi r onds _to sthe

ot afEE- g%%e?%.%% So.he i ESPHPIg R e oxerall
The %AM chi ut puts to . the ASP server 6 the ent|ty
opersty IR Ay systery 3o ehaeieidt &Gt 1
step ST29 Step ST31: The I C card procedure

manag&¥em STdk 72 of the SAM chip 8 investigates the
services which the IC card 3 can use. This is

pr oceThienpusinessesndisng to the 3j oy ESpahawnreqmeEw@d by
12. Step ST32: The |1 C card procedure managenent task
thé=ef ¥ neAMel) pltiduce &gl piddgeanishe1l agi 1My and
of the IC card 3. This is processing correspondinhg to

' ﬂl&% Jd%@céllb%.lﬁ%rdd%ﬂlﬁg ¥or ‘?‘,tr%@ssgm:ons performed by

the businesses using the iIC card 3 for example on the personal
computers 16 i, 16 2, and 16 3 shown in FIG. 1. |
Further, the manager of the SAM chip 8 produces service
definition table data 20_1, 20 2, and 20_3 corresponding
to the businesses 15 1 to 15 3,
Step ST22:
The service definition table data 20_1 + 20_2, and 20_3
i)roduced in step ST21 are stored in the external memory 7.
Further, the script programs 21 1, 21 2, and 21 3

produced at step ST21 are downloaded from the personal

computers 16_1, 16 2, and 16 3 through the Internet 10, ASP

server 6, and SAM chip 8 to the external memory 7. That

- download processing is managed, as shown in FIG. 7, by the

script download task 69 in the SAM chip 8.
.Step ST23:
The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the servic_e_ definition table data and script.

progl_:'am to generate the IC card entity plate data, input
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The 1C card 3 authenticates the legitimcy of the SAM
15 chip 8. This is processing corresponding to the job
A2 shown in FIG 12. By steps ST32 and ST33, the IC
card 3 and SAM chip 8 nutually authenticate each

~other. This corresponds te FhG- 20 16C. Step ST34:
- The 1 C card procedure managenent task 72 of the SAM

' ads_and_ wr tes necess far
B A TP e & s 55 e ot and ng
cor r espondi ncg to the obs Rand - 74 Wshown in FIG
SPFRHE TS, dafsining dete g dor tarch dusimess -
procedure managenent task 72 uses a conmputation
f or nulThes gasichiaded aladd dF tStonade-ipr dbessihograge unit 65
information 86 of the IC card entity data 73-x to
e rifhey r8AM plegetershdad it @essing for conputation
using the data read fromthe IC card 3. Step ST35: As
shown gdapgFls@2416F, the | C card procedure managenent
task 72 of the SAM chip 8 outputs the processing

resul tI. usLQ:' §]t e&s%'gl%ﬁ % calrig: AP server 6. Step

ST36: exanpl e procedur e rranagerrent
éizlkaﬁ%éﬁ 8%%:/3% %E%orgvng{'goseg%’lé; S Zg? h “he 1c 3a
of the IC card 3 stores key information used for transactions
with the business the user contracts with.

Note that the user and a business may also contract

with each other after issuance of the IC card 3 through the

Internet 10 etc.

Step ST25:

For example, when the user uses the personal computer
5 to access the éerverVZ through the Internet 10 to try to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the personal computer 5 through
the Internet 10. Further, as shown.in FIG., 16A, a processing
request issued by.the card reader/writer 4 for the IC card '
3 is transmitted through the personal computer 5, Internet
10, aﬁd ASP server 6§ to the SAM chip 8.

Step ST26:

The ASP seérver 6 outputs to the SAM chip 8 an entity
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15 system 1, it is possible to generate the IC card
entity data 73 _x for each processing for a procedure
occurring with the IC card 3 and to have the IC card
procedure managenent task 72 use the plurality of IC
card entity data 73-x to sitltaneously proceed with
processing for a plurality of 20 IC cards 3. Further,

PE6ALELRENt Ralfl@sut hentication system 1, since it is
sufficient to'store the IC card entity data 733

act ual sed. for the.processing of the |C cards 3 |n.

the  sthrEGERthEY RESafrlien madigrt vhotar hpommation

storage'a eas 25 of the storage unit 65 efficiently.

shewing thgofssuerorfi Hhet 8Ct id¥dufhenti cati on system

1, as shown in FIG 12, since the IC card procedure

managefEe® $BAK: 72 nanages the states of execution of

the jobs processed divided into post-startup states -

and cdipeet tlle sS$EMeshipt B8 brécepossi &h celiti Bf gptodlietion

execution of one job, then start the processing

£8lpakkhY 49 aHWiham Fak .| Nebhei stalRivhid @o1Bidd RAth the

for data fromthe 1C card 3. Therefore, it is possible
j.qigate the wait time caused by transfer of data

%ftﬁékng'IC card 3 through the Internet 10. 10

Furthef, ac ing to the authentication system 1,

the:ué%ﬁ%eggéginition tabl e data descri bes a nane

showi n the type of service provided by each :

busi néte QLY generatisp taek i 0f Eher®h ciir® judges

nunber of that service used in the IC card 3, and the

e ythefounlper onf utke Wherapd cemtliy dadts a3 sepvésent in

This is held in the external nmenory 7. Therefore,

. the SAM chip 8 after the end of the polling is within the
maximum number defined by the SC command of the script program.

If within the maximum number, it proceeds to tﬁe<processing

of step ST29, while if not, it ends the processing.

Step ST29:

The entity generation task 71 specifies which
pﬁsiness’ Iic card'eﬁtitj plate data to use based on the
information showing the issuer of the IC card 3 stored in
the entity production request for example and uses that
épedified IC card entity plate data to generate the IC card
entity data 73_x.

This corresponds to the instance generation shown in
FIG. 12.

Step ST30:

The SAM chip 8 outputs to the ASP server 6 the entity
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busi nesses 151 to 153 not devel opers of the SAMchip 8
can produce their own application prograns for running
on the SAMchip 8 by the script progranms 211, 212,
and 213 and downl oad them through the SAMchip 8 into
the external 20 menory 7 for3custonization. That is,
wi t hout being infornmed of key information, operational

PR U dideehitt t9Pehthi 78 khgehEratbd 3t Step sT29.

ot her highly confidential information to the
busi nggss o 153, these businesses can custom ze
their o appliication prograns. Further, when 25 a

busi ness tom zes its. application progrgam.,jt does

not. - e To&Rnd RERSFTHE BaR AN (of e smu
operational commands, so the |oad on the business is
shight & ive st gaiers e oFef itred winechiuient§ ceatédn3 can
system1l, since it is possible to define conmputation
wnt ent spanning 5 a plurality of services, it is
possi bl e to provide diverse services conbining a _

pl ur alTiHis Gfs pRicHe@®9 nigh cadrirelgendingS €bVLEESEKERS Shlown
simul taneously with approval at the IC card 3 side.
fFUrgfer .pAaccording to the authentication system1, 10
by 1 ntroduci ng the concept of a data bl ock, the data

inputst%pd )ut with the 1C card 3 and the | og data
. can b€ €easi ‘managed. FIG 17 is a functional block

di agram showi ng nore specifically the function bl ocks
of th&hsaNicifaFd ures mapagemend: tasks JRAyef (khe SAM

FIG 9, the SAM chip 8 is connected through
chip 8 authenticates the legitimacy of the IC card 3.

This is processing corresponding to the job Al shown
in FIG. 12.

Step ST33:

-_The IC card 3 authenticates the legitimacy of the SAM

chip 8.

This is processing corresponding to the job AZ shown
in FIG. 12,

By steps ST32 and ST33, the IC card 3 and SBM chip

8 mutually authenticate each other. This corresponds to FIG.

16C.

Step ST34:

The IC card procedure management task 72 of the SAM
chip 8 reads and writes data necessary for the procedure
with the IC dard 3.

- This is processing corresponding to the jobs R and
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an internal bus 90 to an ASPS conmuni cation interface

unit 60, external nenory conmmunication interface unit

61, bus scranble unit 62, random nunber generati on

unit 63, 20 encryption/decryption unit 64, storage

unit 65, and CPU 66. In t-heg4SAM chip 8 shown in FIG
for exanple as shown in FIG 18, it is also

17,
0 t_a,c I/ uni connected to
T? &?Jl’ er ngFI‘ % %o %9 g#’j%&r: f%% ‘% ﬁ%@r ansni ssi on
unit 92 ouytside_of _the SAM chip 8 25 and transfer
dat a ViR ItéecﬁFcFESr‘BPré’cﬁﬁlﬁé'é’n‘t‘%‘?g%‘y%VérﬁaﬁW72 uses
t hrough an antenna 92a of the RF reception/
& aTsH tediion geirmulgospeedfihdd Brieetl wenthehprerpsenessing
enbodi nent i s an enbodi nent corresponding 5 to the
isefemidtion Bt HE aspecIc edrd hentimerdden. 7316 tc199é1.8fom
a view of the overall configuration of a
FEEAR N G &) pYeedRi WYl £8F ddMp RSN ugﬁngdﬁﬂ'@ BtataAf'ead
shown in FIG 19, the comunication system 101 uses

I card 103 (integrated circuit of the
fp{%%éﬁ%é/ 1c0 |nvenetp| on) , card reader/witer 104,
perso er 105, ASP (application service
provig§?¥'gg¥§%r 106, SAM (secure application nodul e)
unit 109, personal conputers 1161, 1162, and 1163,
and adehshereain FLGnLEE, 1the ICQ tazd pundedd7s nanagement
communi cate through the Internet 110 and perform 15
ek [7@nedt theoSa%schdpoB oubputpr tke ySidi@edding result of -
procedure wusing an IC card 103. The SAM unit 109 has
saRpesTENao B MSE Gerver 6.

Step ST36:

For example, the IC card procedure management task

-72 deletes the IC card entity data 73 x.

As explained above, according to the communication

system 1, it is possible to generate the IC card entity data

.713_x for each processing for a procedure occurring with the

IC card 3 and to have the IC card procedure managemgnt task
72 use the plurality of IC card entity data 73 _x to |
simultaﬁeously proceed with proceésing for a pluraiity of
IC cards 3.

_Fﬁrther, ‘according to the authentication system 1,
since it is sufficient.to _store the IC card enﬁity data 75__3
actually used for the processing of the IC cards 3 in the
storége unit 65, it is possible to usre the storage areés

of the storage unit 65 efficiently.
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(sem conductor storage circuit of the present

i nvention) and SAM chip 108 (sem conductor circuit of
the present 20 invention). The SAM chip 108 has the
software configuration shown in FIG 20. As shown in
FIG 20, the SAM chip 108 has, -fromthe bottom | ayer
toward the top | ayer, an HW (hardware) |ayer, 25 OS

layer ,pd o8y halldh&rad Ay elo Eﬂ&rﬁﬁﬁl@-ﬁ{@%%i eféﬁrs@élﬁj 1,

- 78 AP layer 1n that Order. ower ayer
| hcludes .a iver |l ayer. r t he AP | ayer has

DR B, Wit ehes e Te LiTd ReoBiShst Repguenent

rqocedures using the I C card 103 by the 5 credit card

@7 BERBFe8! TRe SaLRToet eyepRtLon of the Jgbsipsocessed
shown in FIG 19. In the AP | ayer, the application
Froiedsinio poap-starbwe Afateamnd heotpigked habrites, it
| ayer are provided between themwth firewalls FW

id ipeswibbe ofot fitapt ctlrat exametiown)f . ordd jJdéte, b hspart

- 108 is connected through a SCSI port, the Ethernet,

HHE phdcd & APPrEBEVEig 108, adden ISP ST Me thd Obtd e while
connected through the ?nternet 110 to a plurality of

SLELIPE PRty DELU B8 PO FGREee RO 0 A e

user "and persona an
1163 . 15 of hysinesses 1151, 1152, and 1153. The .
tﬁ’eﬁg‘aﬁ%n%foﬁmfﬂ}%r"%?% canzrph by FrapsfRgcpEgdata with
through a serial port or USB port to a Dunb type card
then dé&r /9and e Ylomouginethertnfesgmaty /Mti ter 104 real i zes

for
Faurther, according to the authentication system 1,

the service definition table data describes a name showing
the type of service prrovided by each business, that is,l the
service type element, the number of that service used in

the IC card 3, and the key information used when providing
that service. This is held in the external memory 7. Therefore,
businesses 15 1 to 15 3 not developers of the SAM chip 8

can produce their own application programs for runn:"Lng'on

the SaM chip 8 by the script programs 21 1, 21 2, and 21 3

- and download them through the SAM chip 8 into the external

" memory 7 for customization. That is, without being informed

of key information, operational commands for directly
operating the IC ca;:d 3, or other highly confidential
information to the businesses 15 1 to 15_3, these businesses
can customize their own application programs. Further, when

a business customizes its application program, it does not
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exanpl e wirel ess comruni cati on corresponding to the
physical 20 level with the IC card 103. The
operational commands to the I1C card 103 and- response
packets fromthe I1C card 103 are generated and

anal yzed at the SAM unit 1096si-de. Therefore, the card
reader/witer 104, personal conputer 105, and ASP

SELY o RRowOhDREVEANFS AR QAN B8 rd QpalA otn%q_ commands,

commands and response - 79 content 1 n the dat

y. d rtion and relay the s nd .are not
%%v%l?%e]dg?% ?ﬁet}g%gl?‘fl% ?%?15 ors d%g%%‘ Il‘%%‘ of data,
aut hentication, or other actyal operations in the IC

card TOSFEReH L AMRTHNE &P 14y avuthpntigation syskem 1,

their personal conmputers 1161, 1162, and 1163 to

pinreRrR dd disepoapgpbleate olefimsy compuipa tionppopteghdspgnning
-3 and downl oad the produced application prograns

3 lplongdil 1 be affitdeantiiczat | drie isnpbssibleé, telgPovadd divdrse
t hrough the SAM chip 108 to 10 predeterm ned storage

S PPEcd LORLEXIAG N2 pIRARL Yty UE sdividis i "B, rShdLeor
t he busi nesses 1151, 1152, and 1153 have no rel ation

N & '%ﬁ%\ﬁ?éedt 1L r?@cﬁ%ﬁ A9ith %;Sr}g:e &%{ ea[i‘axl’:p 1C
rrermry&?lo ere the app{lca |c§ew progr °A 1, A 92,
and -3.can be downl oaded to are decided in 15

SRt 398 whet her one has the right to downl oad to

such a storage area is verified by the SAM chip 108.

Fur t hdfer iy e adrendigld dwt ithe pwddientscatipn gystem 1,
and AP -3 are being executed, the firewalls FW :
byesitnrtisidddieng tirten sfopiceptd ofi ewdagacbidaka thendatdieinput
appl i cation prograns

and output with the IC card 3 and the log data can be easily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 9.

- As shown in FIG., 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61, bus
scramble unit 62, random number generation unit 63,
encryption/decryption unit 64, storage unit 65, and CPU 66.

In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, it is also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF

reception/transmission unit 92 oﬁtside. of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system
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20 AP 1, AP 2, and AP 3. Wen downl oadi ng the

application prograns AP 1, AP 2, and AP 3 to the SAM
chip 108, the authentication units 117:1, 1172, and

1173, as explained | ater, perform nutua
aut hentication with the SAM7%hip 108, produce the
downl oad 25 signature verification key informtion,

Eitough 3 ahe¥hnat s 6ENBRAGH $30RM ohD tELFsm sWol! uni
be  oxpl ai ned. [1C Gard 03] F & BT e & funm Ftloh unit

& ock diagramof the I1C card 5 103. As shown in FIG

21, the IC card 103 has an IC (integrated circuit)

103a oVi ith a storage unit 150 and processing

uni t é./é, OCE‘me - nit 150, as shown in FIG 22,

has a gtorage 10 area, 1551 used by a credit card
conpaPOPYEERE:E pHRpdbuent s ap egbedinagt eprreaseRding
used by a business 1152, and a storage area 1553 used
¥y theasvrath UG RNirh tdrpectheofttdregion e tidkb0

stores key information wused for judging the existence

of theId.ght9 tis Eherisholciahel 2var@A11%0hfi@ation of a
informati on used for judging the access right to the

Rl AG A i%h - LRherNG KD iaﬁ&g@éée% l&%%c{i%{)e%.

judging the acCess right to the storage area

That ev..ipnfo i.oNn, LS ecifically used for nutua
aut hedts SapPh e iy ORS Commiinhtion oF Sughalol uses

?Ec. 20 Further, the storage unit 150 stores
tl S RRFYSE 31()'20n1(‘: card 103 (integrated circuit of the present

invention), card reader/writer 104, personal computer 105,
ASP (application service provider) server 106, SAM (secure
application module) unit 109, perscnal computers 116 1,
116 _2, and 116_3 ‘ .a_nd authentication units 117 1, 117 2,
and 117_3 to communicate through the Internet 110 and perform
settlement processing or other processing for a procedure
using an IC card 103.

The SEM unit 109 has an external memory 107

 (semiconductor storage circuit of the present invention)

and SAM chip 108 (semiconductor circuit of the present '
invention) .

The SAM chip 108 has ﬁhe software configuration sht;wn'
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, from the -

bottom layer toward the top iayer, an HW (hardware) layer,

OS§ layer, lower handle_zr layer, higher handler layer, and
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information of the I1C card 103 or I C card 103 user.
Next, the SAMunit 109 will be explained in detail.
[External Menory 1071 FIG 23 is a view for explaining
the storage areas 25 of the external nenory 107. - 81
As shown in FIG 23, the stdBage areas of the external
menory 107 include an AP storage area 120 _1 storage

AR quefxorinst,glraitngutd&_appl i cation program AP -1 of the
busi hess 1151, an AP storage area 1202 for storing

the appligation,5 program AP 2 of the business 115 2,
an’ APt beo i aystapRntiss 30ver, Sofandes Ana=dvpr: davesn
progrgm AP -3 of the buysiness_ 1153, an AP nanagenent

st or af&&r 9 3F 1R%er B2 s ARPHbRabRe? RPgTREsARL L hiRP_2,

108, and a key information storage area 122. The

agslp AP 3 idef ipvisgr Prosedurest sisdad rbhieh d CARagidolfe byl Ghe
area 1201 is conprised of a plurality of program : '
crediiltesardccaspatbes her ARlstrobagénaseas1PP3 15 115 2, and :
restricted by the firewall FW1. The application™

]
1p50Q" ahomR 2 nStEaiged 1ign the AP storage area 120 2 is . 3
conmprised of a plurality of program nodul es. 15 Access |

to th t,06 3§ 34,1202 i i by_t
e eual e SRk depa BRIk St A 1 2m, 2,
the AP_storage area 120 3. js conprised of a plurality
apd ﬁﬁaaraﬂ? Bigfenkmalor THrnmsg Freyddgd hetween
1203 js restricted by the 20 firewall FW3. In the
theesehith Sigetatdm FW; Hel aeevbl profgthempnsignt invention) .
The SAM chip 108 is connected through a SCSI port,

the Ethernet, etc. to the ASP server 106. The ASP server

106 is connected through the Internet 110 to a plurality

- of terminal apparatus including a personal computer 105 of

an end user and personal computers 116 1, 116 2, and 116 3

of businesses 115 1, 115 2, and 115 3.

The personal computer 105, for example, is connected
through a sérial port or USB port to a Dumb type card
reader/writér 104. The card reader/writer 104 realizes for
'example wireless communication corr_espondiné to the physical
level with the IC card 103.

The operational commands to the IC card 103 and
regponse packets from the IC card 103 are generated and

analyzed at the SAM unit 109 side. Therefore, the card

reader/writer 104, personal computer 105, and ASP server

106 between them only act to store the commands and response
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Is the mnimumunit downl oaded for exanple fromthe
outside of the SAMunit 109 to the external nenory
107. The nunber of the program nodul es form ng each
application programcan 25 be freely determ ned by
the correspondi ng busi ness.79 82 Further, the
application prograns AP 1, AP 2, and AP -3 stored in

bReR¥! $hNehe TBARLYpAPToR4 A6l - Ak
cdesgran‘oled ﬁhen re |%to he SAM Chlpl?b Furﬁﬁgg and

a% n%@p n%%&v%ﬁ ans AP % Aﬁ or angfﬁgf 3 1%%edata,

exanp €, pro uce bu3|nesses
g ysi ng the rsonal nButers 1161, 116 2,

a&ﬁ enfiegtgﬂawnanoﬁﬁe. f@tgﬁ& 8 8r68%ﬁP6a&€dtPﬁrEGgﬁard
the SAM chip 108 to the external nenmory 107. Access
18-t he AP managenent storage area 121 is 10 restricted
by the firewall FW4. Note that the firewalls FW1-,

FW 2, TEHVBusandsE&é4115olrespﬁnﬂ tandhklslsemaéIShEMt
shown in FIG 20. The AP managenent storage area 121

petkebas1t hempuddre 178NagenBEt 2dahadldfeskBows bRoBhGe the

. 24. 15 The nodul e managenent "data 130 regi sters the

eapr gr fir
?ﬁ%%%%%ﬁgﬁ%ﬁ%ﬁpﬁ%té?&l 2 PSR 1 2R ene
ance and the downl oad S|gn ture |f|ca i on_ ke
PRRAGP Ao FBRLEABRIPBaBTREF A SPFAERbn ChP PHEDERESERELOD
i nvention). 20 That is, downl oad of a ﬁaogran1nodule
upitygl Edfed, 237Ad2i endl 187_PhéhroaghethanGAMnehirdaPg to
130 having the downl oadsignature verification key
prafletarnioadr sgoshgredreas in the external memory 107.

_At this time, since the businesses 115 1, 115 2, and
'115;3 have no relation wifh each other, the storage areas
in the external memory 107 where the application programs
AR_I, AP 2, and AP _3 can be downioaded to are decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP 1, AP 2,
and AB_3 are being executed, the firéwalls FW festrict the
transfer and viewing of data among the application.progfams
AP 1, AP 2, and AP 3.

When downioading the application programs AB_;, AP_?,
and AP 3 to the SAM chip 168, the authentication units 117;1,
117 2, and 117 3, as explained later, perform mutual
authentication with the SAM chip 108, produce the dpwnload

signature verification key information, etc.
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in it in advance. Further, the nodul e managenent data

130 has the nodule 25 nanes of the program nodul es

executed by the SAM chip 108 - 83 and the execution

signature verification key information registered in

it. That is, the right: for 8%program nodule to be

executed by the SAM chip 108 is obtai ned conditiona

on t heeidulthe 2ompORERTRNhIMNA ih3EF1RAVHRIWilG be

execution signature verification key information
isteled in it in advance. The nodul e managenent

data 130, as shown in FIG 24, shows the

corre en f..the firewall nunber of the firewall

restrﬁ%%?%&rggégég to the program nodule (firewal | 10

identification information of the present invention

start FISddPdsds agirestiraadthloghviti 2%pR| ¢fdthg olC card

verification key information, execution signature :

19g.ification key information, and nodul e nane for

each program nodul e of the application progranms AP 1,

AP 2, nan@hlkn- 3nskFaced2in the AB cardt @03gRaar @asIC

1201, 1202, and 1203. Here, the firewall nunber shows .

(iBeeqaRe firhgt)f 168WRbLobYakh FlRCESSS A fyd Ritie 150

program nodule is restricted. The start address shows
e_start address ., of .tthe 20 storage area for which

aégb SS PSS Hnéfé&sgy that firewall. The address

l ength shows the address length of  the storage area

for wWhPEH bRTRER P & 10 At BRowy hELCt (TnbpE 2 stReage

downl oad signature verification key information
area 1551 used by a credit card company or other business

115 1, a storage area 155_2 used by a business 115 2, and
a storage area 155_3 used by a business 115 3.

Further, the étoraée unit 150 stores key infofmation
used for judging the existence of the right to.the storage
area 155 1, key information used for judging the access right
to the storage area 155 2, and key informatioﬁ used for

judging the access right to the storage area 1585 3. That

‘key information is specifically used for mutual

authentication, encryption and decryption of data, etc.
Further, the storage unit 150 stores identification
infqrmationrof the IC card 103 or IC card 103 user.
Next, the SAM unit 109 will be explained in detail.
[External Memory 107}
FIG. 23 is a view for explaining the storage areas

of the external memory 107.
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is the key information used for the signature
verification 25. perforned when downl oadi ng a program
nmodul e through the SAM 84 - chip 108 to the externa
menory 107. The execution signature verification. key
information is used for veBifying the signature
information given to a program nodul e when executi ng

that RISOghaH "YW’ byt hend &\4&&& A0S o!entﬁi_:‘ ernal

present enbodlnent for ‘exanpl e, each program no du

[ Y I i_nf tion show.n
mebts! T e A Al G ERAR AN 120 dedforage area
ITicgitly ified or tanpered with, it is possible
fP gi&lﬂnmcaﬁ%tww #8_da@forfhecpusiness
|nfornat|on to verify that 10 signature information to
1d&nfli.r ant AB $@g¥@qmmﬂ&qﬁé‘t fopr sgenimavichs @ppﬂhe:atlon
nodul e nane is the name assigned to that program
progitat APhe &2\tlhabasinkisgn1$502306n Areatd2idgatares 120 3
the 15 encrypted key information K C used when

£RGCRTVMNGG IS apAGR Al [a%h e e 3 Gcatd Rl iness
shomn in FIG 22 by execution of the application

O%r a‘gh%? luan B.Q%%Q gegr%ggl?‘f?itsle%nbg& el (fﬁ'xeager

en acceSS|ng e s orage rea

sh xecutlon of
pgb M 5 dﬁ* &gﬁa e&’nanfﬁé”meﬁapyp%‘arﬂ%? area 122.
-information -C3 used mhen accessing the storage area .
1553 &het mpl trehien e RE|IGstpredy inxdhe Al B tofrage
the application program AP 3. The key information K

atka K2021 andctmptisadecofneryhiwdlity of program modules.

Access to the AP storage area 120 1 is restricted by the
firewall FW_1.
The application program AP_2 stored in the AP storage

area 120 2 is comprised of a plurality of program modules.

‘Access to the AP storage area 120_2 is restricted by the

- Firewall FW____2 .

The application program AP 3 stored in the AP storage

area 120 3 is comprised of a plurality of program modules.

- Access to the AP storage area 120 3 is restricted by the

firewall FW_3.

In the present embodiment, the above program module

is the minimum unit downloaded for example from the outside

 of the SAM unit 109 to the external memory 107. The number

of the program modules forming each application program can

be _freély determined by the corresponding business.
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25 by the key information K -X. - 85 Access to the
key information storage area 122 is allowed only by
t he manager of the SAM chip 108. [SAM Chip 108] FI G
25 is a functional block diagramof the SAMchip 5
108 shown in FIG 19. As shean-in FIG 25, the SAM
chip 108 has an ASPS comunication interface unit

160 gﬁ&%ﬁ@@'JEFQ%%#ll%%ggHﬂﬁé #9 Ll agg uni g dap 3

us scra ur & pfdcess1ﬁg Ui
% uth tlcatlon rocessin 10 unit 164
ﬁfﬁ?ﬁﬂf‘o PeeT¥e3 0 7s pEPagET NP efg6 Theyng e

CPU 167. The SAM Chl 108 is a tanper-.resistant
dﬁﬁ&&ngleﬂh@hRSPSeééﬁﬁﬁﬁFbéﬁﬁoﬁﬂﬁhFéFPaégsunlt 160 is

an interface used for input and output of data with
t he ABRrthsrscrhemppll csttdem profdtdns BP_1ThaPeRl, camdAP 3
menory conmuni cation interface unit 161 is an

airet, eFbacexdmplie] Oprodpotdang thy Miisicfesdrisa 10 I t I1615 2,
external menory 107. The bus scranmble unit 1627

r | s a 2 np dat a
ST S e Rteagies LItk folCana

ter nmenor 0 ni.cation i,nte
13E 3Pl E1ET Y RFE 285 HBWELRAGRALhrapah tal o
roduces a signature and verifies a signature when 25
gbﬁnﬂegd tRgthr sybereali BsmerEgltai-t hr ough t he

I nternet 110
Access to the AP management storage area 121 is

:restricted by the firewall FW_4.

Note that the firewalls FW_1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
management data 130 shown in FIG. 24.

The module management data 130 registers the module
names of the program modules downloadgd from the personal
,c.omputers 116_1, 116_2, and 116_3 in advance and the download
signature verification key information (download key
information of the present invention).

That is, download of a prégram module is allowed
conditionél on the module management data 130 having the

download- signature verification key information registered

in it in advance.

Further, the module management data 130 has ‘the module

names of the program modules executed by the SAM chip 108
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86 in the external nenory 107 and when executing the
application program The authentication processing

unit 164 as explained |ater perforns nutua

aut hentication with the other party 5 when

downl oadi ng an application $Bogramthrough the

Internet 110 to the external nenory 107. The

Ryt i r i [ - rypts data.a .

HE IR SRR iRty blpalebh, 32 (M macion
rexgg&!%e§_ores the key 10 information K X for

ggcry-ﬁti gltnhé‘tkey information K d, KC2, and K C3
stored in the key informati on storage area 122 of the
aboveTheht 13ndthe Bightaf oReddinearem mpRElepte oy executed
executes tasks as explained |later based on a
byr ¢het EAM cbdPpAOGr 4w Eptedned cbndidipnedepn the module
invention) 15 - and executes a designated application
mAhageminith datao1dantavingt kheX exdbu@ioal stk attaskes.

FIG 26 is a view for explaining the tasks executed

vB¥ifFReaeRnl Ry 3 £30AUR i bR EbGi s28ralinenCRY 1&7 ]a}?]\_ranc::e.

executes the download 20 task™170, systemtas

AP t 172 rogramof the e i nvention),

Sett| Hhenféapbeotat oot lTaRES SO . A7 R el 24,
éask 170, as explained |ater, perforns_ processing for
sHBYAI 5h6i FETFeTPIPAERES: PEnthrobiaRTRLdnhuBhes| @& she
the SAM unit 109 through the SAM chip 108 to the. 25 ,
fixewahd) repbpigting accessgto the program module (firewall

-identification information of the present invention), start

addresé, address length, download signature verification
key information, execution signature verification key
information, and module name for each program module of the
application programs AP 1, AP 2, and AP 3 stored in the AP
st';orage areas 120_1, 120 _2, and 120 3.

Here, the firewall number shows the number of the
firewall bj( w.rhich access to that program‘mod.ule is
restricted. |

The start address shows the start address of the

‘storage area for which access is restricted by that firewali.

The address iength shows the address length of the
storage area for which access is restricted by that firewall.

The download signature verification key information

- is the key information used for the signature verification

performed when doﬁnlOading a program module through the SAM
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The systemtask 171 is a task for performng driver
managenent, operations unique to the IC card 103, and
ot her processing. The AP task 172 conprehensively
manages the execution 5 of the application prograns
AP 1, AP 2, and AP -3 perfoB#ed when the SAM chip 108
recei ves a processing request from the ASP server 106

cggﬁll%@ww EH e elG il Wimo2AM1ey p_108. The

ement processing routine~task 173 decides which

of thg,application prograns AP 1, _ AP and AP -3 to .
20 uodnghBkerRtign BIoHhAiE. Sarisioa tiet b inforpation
.processing request. relating to the I.C card 103 from
ispasgdpfog yerifydng e sigeahmrss igfome g &ijven to
of the conmmunication system 101 will be expl ai ned.

4 ppegaamomofivleDyhahoadeagtivgt thaktprogtavbnedyle 1y the
FIG 27 is a flow chart for explaining the operation :
sapM ebipl 266i. nInathapplésah t campsdieamt AFForl dx0iplde each
personal conputer 1161 shown in FIG 19 to the

'pQ&b&Eﬂaho@%ﬂ@fislgivens%ﬁgrgzégé:iEE%r&ﬁ&ﬁ%&aEhowin its

conputer 1161 shown in F 19 transmts 20 to the SAM
R s ad 0 e - _desi gnat i t nmodyl,e .

165 R RO H ol R T RIS Ml B8 S i1y
tgaﬁ,aathentication unit 1171. Step_ST102: The .
mRGhA T BE LT ASRPEFE W nd tots PrREs&RlecHe wspobhe pyfrution
25 in FIG 26 perforns nutual authentication with the
sigggtuzgt Negdfdgpitdanukiey informeficnt &0 veridy that

per sonal conputer :
signature information to confirm the legitimacy of that

- program module.

The module name is the name assigned to that program
module.

- The key iﬂformation storage area 122 stores the
encrypted key information K C1 used when accessing the
storage area 155_1 of the IC card 103 shown in FIG. 22 by
éxecutidn of the application program AP 1, the epcrypted
key information K C2 used when accessing the storage area
155_2 of the IC card 103 shown in FIG. 22 by execution of
the application program AE_?,.and the encrypted key
informatioh K _C3 used.whén éccessing the storage area 155 3
of the IC card 103 shown FIG. 22 by execution of the
application program AP 3.

7 The key information K_Ci , K C2, and K_C3 are encrypted

by the key information K X.
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1161. Further, when each others legitimcy is
confirmed by the nmutual authentication, the
processing of step ST103 is perforned. Note that, in
the present enmbodinment, it is possible to use various
techni ques as the techni quesfor that nutual

-aut hentication, but for exanple the follow ng

techni ' used. ,Both t he .aut hentication unit, .
1171 an kS is"%‘e f‘(?yldé‘%°oﬁ“ba‘%?ld’é‘ntsftr‘1rcaﬁ? gifea 122 is
[ foaﬁgn%%? f the SAM chip 108, that is, the SAMID
ﬁﬁhfﬁ Y AY Shntrnages Hf e 2™ KRR kY mat i on
Further, the authentication unit 1171 encrypts the SAM
| D by 581 Gxigpal108Jt henti cati on master key information
15 and transmts it to the SAM chip 108. The SAM chip

108 d@FG.pRS ishe fweetieiakiskogit ellafiddnd DfbyhehsAM chip
mut ual aut hentication master key and conpares it with

10 shVd Qd tFri@) dpitself. If matching, it confirns
the legitimacy of the authentication unit 117_1.

Fur t har, S 5% tggd hip & M %J?Jig,n]l% %%sefk;gl;mp?s

the SAM ID by the nutual ‘authenti cat nmast er
i nformatian and transmts it to the auth%Stication

TP RL A OPTHR SRR (Y IrP Ami T EEPR I BETHS the
recei ved encrypted SAMID by the nutual ' .
comEkGatd o i heRtacs api b loo Ay esrdambliie mntitte 162,
SAMID it holds itself. If matching, 25 it confirns
silgaaltagie preee sEinchanSAMIEE p alGhent il tiSne prSEEXing
The downl oad task 170 judges whet her each nodul e nane
unit 164, encryption/decryption unit 165, storage unit 166,
and CPU 167.

The SAM chip 108 is a tamper-resistant module.

The ASPS communication interface unit 160 is an
interface used for input and output of data with the ASP
server 106 shown in FIG. 19.

The external memory communication interface unit 161
is an interface used for input and output of data with the

external memory 107.

The bus éé;éﬁbie unit 162 scrambles output data and

'descrambles input data when inputting and outputting data

through the external memory communication interface unit
161.

The signature proceséing unit 163 as explained later |
produces a signature and verifies a signature when

downloading an applicationjprogfam.through the Internet 110
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desi gnated by the downl oad request at step ST101 is
-regi stered in the nodul e nanagenent data 130 stored in
the 5 AP managenent storage area 121 of the externa
menory 107. Step ST104: The downl oad task 170, when
judging at step ST103 that 86t-is not regi stered, ends
the processing w thout performng the downl oad

or . . ! i Co _ _ _
1S B8 Mmll bR ¥y U (e Ulnclesbh e pppd soation
Step STIOS: The authentication unit 1171 encrypts the
P§Rﬁ%ﬁ5‘a3 plain text using the AP master key KEY-A to
generat'e the downl oad signature verification key .
i nf or WRei sHthentigathen precesging raithdfidemnPerdained
signature verification key information or signature
latkor periformsr ociited asithgnithiaa tdonnwidl $hgnattives party
verification key information to the SAM chip 108. :

wheald&Sid D6ad 2Ry HitagpMibadtohgskodidhn thReaghCERe: Mintgrnet
the downl oad signature verification key information

130 $beRnET LRe dnddIGRmdly 4o .recei ved downl oad

signature verification kéy information matches with

the d | oad_signatyre verificatio y_informtiqn

of t nELBoBF SEPB RPN RGHIPE-RERRATR 190 BT a¥h ana

managenent data 130. - 90 Further, the downl oad task
deepyPhfeRnrEy¥PteOndatRe signature information at step

ST105, uses the downl oad ‘signature verification key

i nf or Hhaei shovagehunibr L66pbnti agample stores the key

information K X for decrypting the key information K Ci,
K C2, and K C3 stored in the key information storage area
122 of the above-mentioned external memory 107.

The CPU 167 éxecutes tasks as explained later based
on a predetermined program (program of the present invention)
énd.executes a designated application program in accordance
with execution of the ﬁasks.

FIG.'26 is a view for explaining the tasks executed
by the CPU 167. |

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 1'7'1, AP task 1']2 (program of the present
invention}, and settlementrprocéssing routine task 173.

The download task 170, as explained later, pefforms
processing for downlecading tan application program from
outside of the SAM unit 109 through the SAM chip 108 to the

external memory 107.
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execu

nodul e nane in the nodul e managenent data 130 to judge
the 5 legitimcy of that signature information. Step
ST107: The downl oad task 170 proceeds to the
processi ng of step ST108 when judging that they match
at step ST106 or when judgBidg-that the signature
information is legitimate 10 and ends the processing

in ot kgl Sl 94085 E%a%wyo%ng)ﬁotrﬁ%;% driver

" specifies the address in the externa

rr ding to.t.he nodul e nane . desjgnate t step
G, ek R pEen B Rttt Sained: ST phes
downl oads the program nodul e fromthe persona
PESHTR™91161 to the specified address on the externa
menory 107. [Operation for Execution of Application
Progr 3 AP taskdl 13 cpmrehenisdvielyomanageai thagetdmtion
operation 20 by which the SAM chip 108 shown in FIG:
ofY thecappdd chltd onaprbigtatisORPPLOGARN2 APardd K3 e fEhifdrmed
When the SAM chip 108 receives a request for execution
whien! MheARRM Gl 0Y QURIVAR al fﬁ%e@gqma @:efawytt K&-om
ASP 25 server 106, the AP task 172 shown’in G 26

e e - i T112. t ep.
CBPIASP Rt 19 ol R REERREDY Sl o MR o e 108,

nmodul of he application program AP 1, it can obtain
?’flsnseg:tiempagt processgnggroutine task 173 decides

which of the application programs AP_1, AP 2, and AP_3 to:
use when for example the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP server 106.

Next, examples of the operation of the communication

 system 101 will be explained.

[Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation

" of downloading an application program AP 1 from the personal

computer 116 _1 shown in FIG. 19 to the external memory 107.
Step  ST101:

The perscnal computer 116 1 shown in FIG. 19 transmits

to the SAM chip 108 a_download request designating the module

name of each program module to be downlcaded through the

_ .authentication unit 117__1.

Step ST102:
The download task 170 running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the
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5 signature verification key information correspondi ng
to the nodul e nanes of the program nodul e by
referring to the nodul e nmanagenent data 130. Step
ST113: The AP task 172 uses the execution signature 10
verification key informatirof8obtai ned at step ST112 to
verify the legitinmacy of the signal information of

atJ@Ieer%[ﬁfB:{fBGl% 17 Tf%nhi\ctetd ";(Fq'.g'l%s LEsbhg1 coméadater

pmmramrmdue eawlllcnly ter or ta

114 he AP task-172 ver|f|e
l\gtﬁteg' S'Fli%% a’t The' Ggha t&‘r S e @rl%ﬂ ntired

| e i mat e roceeds to the processing of step
%%? “F& ﬁH HePF1F6&§8§f|Fh?SPHBFES?é©9t9$mﬁ¥9P|%T103

ends the processing. 20 Step ST115: The AP task 172

isy @anfeymask program nodul e for which the signature

i nformati on has been judged to be legitimte. Note :

t hat., Nblte phagr, aimnmbHel prasyntl atbddimaetytigd idpddidble

CPU 167 shown in FIG 25 as a subroutine in the

Hor aaea%raau&%aeahhgnewag NEhEXEEM A LHuOT P RIH LA a
Progran] - 92 9 is aviewfor explalnlng t he

<SPSty BSOSl 20, 808 ACELLON, P GRD v 1

pr%gran1nodule t hr ough the processi ng shomn in FlG
it judges whet her

Both of the authentication unit 117 1 and SARM chip
108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the rﬁﬁtual authentication master
keY information.

Further, the authentication unit 117 1 encrypts t':he
SAM ID by the mutual authentication master key information
and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encrypted SAM ID by the mutual authentication
master key and compares it with the SAM ID it holds itself.r

If matéhing, it confirms the legitimacy of the authentication

anit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM ID by the mutual authentication master key
information and transmits it to the authentication unit 117 1.

The authentication unit 117 1 decrypts the received

encrypted SAM ID by the mutual authentication master key

and compares it with the SAM_ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.
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the code to be executed next is a code instructing
data transfer or data viewi ng with another program
nodul e. Step ST122: When the AP task 172 judges that
the code to be executed 10 next does not instruct
data transfer or data view 88 wi th another program
nodul e, it proceeds to the processing of step ST124,
whi | e imly aqudges that it does instruct the sane,
proce§§%$?§fﬁﬁg'processing of step ST123. Step ST123:
15 Th hAP task 172 exec s. that code, Step, ST124:

The APPEaSR¥R193d Fa% éﬁhﬁé ol tBFFo?aE?dE%%%¥?mPame
wi t hout' executing that code. Next, the overall :

& tthe dawnplnachmiesmestp ady sttem BFL0dhdvin i n

FIG 19 will be explained. FIG 30 is a view for
regplsdieried) irhéhevapdulleopanagemantofia tael 30 nsutedtimthe
system 101 shown in FIG 19. Step ST131l: The :
Arusianegementl stbrugelied 0213 PAHRY &G E herrPY0T.
t hese busi nesses produces the application prograns AP

1, - 83epABriggand AP-3 for enabling the businesses to
perform processing relating to transactions perforned

usi Ng.t.he,l 103 t ersonal ¢ ter

1162, ThAed L8 el 198, | iR RO i e top ar 104 hat
.mapager. of the SAM chip 108 generates the nodul e )
1%3@%%%3?3%% SHdaHieBEPEes23nd S difth bFerforming

the download processing, while when judging that it is

registered, performs the processing of step ST105.

Step ST105:

Tﬁe authentication unit 117_1 encrypts the SAM ID as
Plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it transmits that download signature
verification key information or signature information
produced using that download signature verification key
information to the SAM chip 108:

Step ST106:

The download task 170, when receiving the download

. signature verification key information at step $T105, judges

if the received download signature verification key

- information matches with the download signature verification

key information of the corresponding module name in the

module management data 130.
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it, and stores it in the external nenory 107. Step

ST132: The application prograns AP 1, AP 2, and AP -3

are 10 downl oaded t hrough the authentication units

117 i, .117 2, and 1173 fromthe personal conputers
1161, 1162, and 1163 to the98AM chip 108. At this

time, the processing explained using FIG 27 is

perf OB nel® $heP qalhi3ad A s#5870),S whetledddi&ildy the
card 103. As shown in FIG 22, the storage unit 150 of
t.he 1.C 1038 of the IC.card 1 res the.key

i Gt mron 45 Hen S Fhds T read
the contracting business. 20 Note that, the user and a.
PeEIHeE rayiitsatisnckendntoamficon pft fhe rpr eponding
Internet 110 etc. after issuance of the IC card 103.
mSgchd eSEgw: ifpithexmaghée mhAnagementisdataski0the judge the
.personal computer 25 105 to access the server 102 :
letrictigladynef it etighHhine i f¥Fbrratidm pur chase a

- product, the server 102 sends a processing request

t hr oughephgrhitzer net 110 to the ASP server 106. The

- ASP server 106, when receiving a processing request

from tr?%r ﬁ%‘:ﬁ&%}ﬁé‘lo%ﬁ.tsic 199° ﬁg}_ggc@,e (30 ’%ﬁ'eh QR &ling of

105 5 oug er net urther, t

roces uest. for HEF I card 103 issued by the
what Hhraneted o stgie (06 o

ersonal conputer 105, Internet _
when judging that the signature information is legitimate:

and ends the processing in other cases.

Step ST108:

The download task 170 specifies the address in the

‘external memory 107 corresponding to the module name

designated at step ST101 by viewing the module management

data 130 and downloads the program module from the personal
computer 116 1 to the specified address on the external
memory 107.

{Operation for Execution of Application Program]

FIG. 28 is a flow chart for.explaining the operation
Ey which‘the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step ST111:

When the SAM chip 108 regeives a request for execution
of the application program AP 1 for example from the ASP

server-106, the AP task 172 shown in FIG. 26 executes the
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110, and ASP server 106 to the SAM chip 108. Step

ST135: 10 The SAM chip 108 sel ects an application
program by the settlenent processing routine task 173

in accordance wth the processing request received at
step ST134 and executes tThal selected application
program The processing explained using FIG 28 and
pcbeesdinglafi Btlehe samaouti on of that application
programis then perfornmed. Step ST136: The SAM chip

108 ogtpyt grihe.result of execution of the

applicatton programto the ASP server 106. 20 As

expl apned_aboye, ,accordi ng,to_the. comuni cation

syst oheigre ghe al ERak 112 RyeLRLeso? Perdea™ Redehn of
chip 108 uses the authentication units 1171, 1172,

thid 2PPFacatd oy PREFTARAPE_tihe idofRto fpdaigy q¥feution
application program and allows the downl oad of the -
sagphitvae vearpfogatheorksy tiaf2rmatian horrespoadinggbo the
area in the external nenory 107, it - 95 is possible
mbduflecvSiés AT thaybhogtae thoaulieybi rtaféttimd tHo/ the module
exchangi ng or tanpering with an application programin

'mghggeaéhgraakawqggny 107. Further, according to the-

confruni cati on system 101, 5 when the SAM chip 108

runs QLUE i'gy of application prograns, since data
t g % : hon nce «

transter- an ata and code vi ewi ng anong application

progra are restricted by the firepwalls FW1, FW2,
nd FPS, RPrenakpbaZ; Bpest the, eErbCpPO.asaPAS P cach

verification key information obtained at step ST112 to verify
the legitimacy of the signal infqmatio_n of that program
module.

That is, .it judges if the program module has been
illicitly altered or tampered with.

Step ST114:

When .the AP task.172 verifies at step ST113 that the

Al

signature information is legitimate, it proceeds to the

. processing of step ST115, while when it judges it is not

'~ legitimate, it ends the processing.

Step ST115:

The AP task 172 executes the program module for which
the signature information has been judged to be legitimate.

Note that, the program module may also be executed
by the CPU 167 shown in F‘IG. 25 as a subroutine in the program.

[Operation During Execution of Application Program]
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application programfrombeing illicitly interfered
with 10 or tanpered with by another application

program Further, it is possible to inprove the
confidentiality of each application program Further,
according to the comuni cat#»n-system 101, as
explained using FIG 28 when executing an appllcatlon
15 progpa b verlf whet her .t hat licati
progrggtlgbg XS eregr ?ﬁialﬁlng %%%s?gf lon for
avoi d |dent|ty theft or, other illicit acts based on
expoutiog Ofy an ApRldFatiiar PEIANE®t i on progr am

Furt her, according to the conmmunication system 101,

20 byseeppﬁﬂéﬂﬂg each application programby a
plurality of programnodules, it is possible to

down| wadnt thaAPekagk N2 egaputysld éode imiat profram module
program nodul es. Further, according to the

tﬁQ@ﬁEﬁ'Qﬁb'9&0&&§E§ﬂblgﬁownbﬂnpﬁtéorﬂﬁngiﬁrﬁhdgéﬁﬂwhether
scranbling on the highly confidential 25 key

tb%f Qoaal ian b %qc é:%rte‘bo%re% 4B 20 dle 3G 58 5%&91%&&

encrypt storlng i |n t e extern
107, is SS|bIe to i rove the securi | ev
tFﬁa‘P ﬁéy or; BEsi g 1Hithe ARCRhSH arﬁgﬁ%‘ % “1e

connunlcatlon system 101, 5 since the application

progr &kepePTdR¥s encryption and decryption at the

time of code access by a bus scranble function, it is
possi Whentther@Pveask iV 2applgeatilont phegrede totloe eckaauted
the external nmenory 107 frombeing illicitly analyzed
néke. dshkkl aokalihistguldte dARAC SSiInAF e drh@a®AMvGliving with

‘énother program module, it proceeds to the processing of

step ST1é4, while when it judges that-it.does instruét the
séme, proceeds te the processing of step ST123.

Step ST123:

The AP task 172 executes that code.

Step ST124:

The‘AP task 172 for example performs error processing
Witﬁout executing that .code.

Next, the overall'operatien of the communication
system 101 shown in FIG. 19 will be explained.

FIG. 30 is a view for explaining the overall operation
of . the communication system 101 shown in FIG. 19.

Step ST131:

The businesses 115 1 to 115 3 or a party requested

by these businesses produces the épplication‘programs.AP_;,
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10 108. FIG 31 is a functional block diagram show ng
nore specifically the function bl ocks of the SAM chip
108 shown in FIG 25. As shown in FIG 31, the SAM
chip 108 is connected 15 through an internal bus 190
to the ASPS communication~ Pdterface unit 160,

external menmory conmunication interface unit 161, bus
recrphied WP 13 16 SUMBYVAlY OMUS Qi yid ML 3INEd pdbform
storage unit~ 166, and CPU 167 Part of the functlons

ﬂybéég%fﬂdﬂygﬂgfiﬂg(¥3aﬁyaﬂgagg!%gfzgﬁ}ggrﬁggFFafngzghe Ic

aut hentji cation proceSS|ng uni t own 1 n

b th 67 th
B G P ek on iRy 8 TN 30710401 136 5

FIG. 32, it is also p033|ble to connect the card |I/F
shawe 1g4 Elfimeded to the internal bus 190 to an RF 25
reception/ transm ssion unit 192 outside of the SAM :
chip Fegrthey7 thel managsirerofddthe HMh dhlip 1O gyethelftFes
by a noncontact system through an antenna 192a of the
tRe meck{lld mahhgensnitsdata 180 khdfR. idhrid. ErbodidEsibles
5 The present enbodi nent is an enbodi nment

i8N RSP 0 i andtdkdd-nldl hashgetipPf the

invention. FIG 33 is a view of the overal

confi gur f. @ comuni cation system 201 of the
prese%#egngggﬁ%ent As shown in FIG 33, the

connug'catio& ¥§ten1201 uses 10 a server 202
card b?,aEH PEIQE: PRPOEERS20E _1pePEoRal and hP are

downloaded through the authentication units 117 1, 117 2,
and 117_3 from the personal computers 116 1, 116 2, and 116_3
to the SAM chip 108.

At this time, the processing explained using FIG. 27
is performed.

Step ST133:

The user is issued the iC card 103,

As shown in FIG. 22, the storage unit 150 of the IC

103a of the IC card 103 stores the key information used for

~ transactions by the user with the contracting business.

Note that, the ﬁser and a business may also conclude
a contract through the Intefnet 110 etc-rafter issuancé of
the IC card 103.

Step ST134: -

For example, when the user uses the personal computer

105 to access the server 102 through the Intérnet 110_to.
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conmput er 205, ASP (application service provider)

server 206, SAM (secure application nodule) unit 209,
personal conputers 216 1, 216 2, and 216_3, and
authentication units 217 1, 217 2, and 217 3 to

“communi cate through the Tntefnet 210 15 and perform
settl enment processing or other processing for a
Hilyoeadpli Echi®s G e ductatBe Hbrvelh @ 03AMHALta 2D dEdTing
an external menory 207 and SAM chip 208. The SAM chip

reifiias thhoud R §nGihaundly @ $haWasp?Qdlel! Gos.
34. As - shown’in FIG 34, the SAM chip 208 has, from

t he tt | ayer .t rd,the top.|laver:; an HW.
(har d\%gxree%% as)%rv,er ' ayBEn Fover Hida RFOFg5RINg request

: higper handl er | ayer, and AP |ayer in that order.
Errd |

25
t@ﬁbﬁqﬁﬁﬁﬂ aPECESTES RS ReFFopel capeuter d@5
Here, AP | ayer includes application prograns AP 1, AP
thropgh Ahe Inderingthd 16-oFudibhes ushegprbcels8iogr dez@st
by the credit card conpani es or other businesses 2151,
f2152he a@ad cakd Io0shdwssued blyGthd3card febbderfRridyer 104
the application prograns AP 1, AP 2, and AP-3 and the

ibi gbahshaRebar tha¥eahatRe POViSIRM REIMRARy REM Witk rnet
firewalls FW The SAM chip 208 is connected through a

I r t.he h e . t ASR,server 206.
1?&2 R&g'éngg?%V% 38% %? %%%néé&é&ﬂﬁﬁrgﬁgh t he
Internet 210 5 _a plurality of term nal apparatuses
i ncl utiFRg tha gersonal conput er 205

The SAM chip 108 selects an application program by
the settlement prdcessihg £outine task 173 in accordance
with the processing request redeivedrat.step'ST134land
executes that selected application program.

‘The processing explained using FIG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step ST136:

The SAM chip 108 outputs the result of execution of

- the application program to the ASP server 106.

As explained above, according to the communication
system 101, as explained usihg FIG. 27, éince the SAM chip
1087uses the authenticationrunits 117 1, 111_2,7and 117 3
to authenticate the dpwnloader of the application program
and allows the download of the apélication érogram-only to

an authorized storage area in the external memoiy 107, it
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of the end user and personal conputers 2161, 2162, and
2163 of the businesses 215.1, 2152, and 2153. The
personal .conputer 205; for exanple, is connected 15

t hr ough the seri al port or USE port to a Dunb type
card reader/witer 204. Th®card reader/witer 204
realizes for exanple wreless conmunication

iGOpbasaBNdi B8 drevdier RiY Bhaakhok-exel %Mreyté%ﬂ Glaaldd t1y
203. The operational conmands to the 1C card 203 and :

0 t 0
ibhartllf S el ?ééédﬁa%ﬁ P A FRL S o 10 the
EQ%%%FQ{e t he ﬁ% reader/witer 204, persona

ASP server 206 interposed between

them only act to store the conmands or response
conteﬁ?§tpﬁrdaﬁﬁcﬁiﬂﬁﬁgdtﬁoFPFoﬁgmaﬁelFéF&9“tﬁ&sfﬁm 101,
same. They are not involved in the encryption or _
wieoy e iSAM chpP 108 ruus @ phutrabity oft applicatboh@mrograms,
actual operations in the 1C card 203. The busi nesses
sdhzh dAl? tramd £} aadl s thhange codaalk i eaipidt eiondl61,
. 2162, and 2163 to produce the application 5 prograns
aéBl].uca/{e. , p2Bgrais rande dOYNLLA4 ﬂ)ﬂ aHY uChfhils Fw 1,

appllcatlon prograns through the aut’hentication units—

eterﬁ1he rage ar eas erna
207.. At this tine, S|nce t he bu5|nesses 2151, 2152
apRdicgFisps P§°H§6‘§‘ fEomePiPgn 1 tF1EL¥h 15tREE e refe with
storage areas in the external nenory 207 where the
oxp Hampgriedn wptbgbanenakher ApplicatdopPpgogammpe Further,
downl oaded are predeterm ned.
it is possible to improve the confidentiality of each

L B2 NG A0 AN Y Qudh Lhe, SAMEHLR 208
_ re e nory .

application program.
Further, according to the communication system 101,
as explained using FIG. 28, when execuﬁing an application

program, by verifying whether that application program is

being tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tampeied with
application program.
Further, according to the communication system 101,

by comprising each application program by a plurality of

‘Program modules, it is possible to download to an external

memory 107 in units of program modules.
_Further, according to the communication system 101,

kq(performingijuausuaﬂ.sCramblingwmntﬂuahighlyrconfidential.

key infbrmation used for operations on an IC card 103 to
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Whet her they have the right to downl oad to those
storage areas is verified by the SAM chip 208. 15
Further, the transfer and view ng of data anong the
application prograns AP 1, AP 2, and AP 3 are

restricted by the firewall 86FwW The authentication
units 2171, 2172, and 2173, as explained |ater,
RNt ey iaatid theMddtdhia ISP 2P, it

produce downl oad signature 20 verification key

A4 nf 1 £ LG RN s i [

i SARERE o il UGG, AR Al ey
jN%%t Hpe conmponents shown in FIG 33 will be
AP 25 [1C card 203] - 100 FIG 35 is a
functional block diagramof the I C card 203. As shown

i n FI Eurfhen,h@ace 393 thes copmunicetiony saskem 101,
circuit) 203a provided with a storage unit 250 and
Fimzze Shen@ppdiiticai5ibn Fregxtaw agarfimints 250 rastighovand n
FIG 36, has a storage area 2551 used by a credit card

APV AT o Rife Hisdd T ablel adbadH e T hamble
used by a business 2152, and a storage area 2553 used

f?:\ﬁcﬁ:i%i &S iszﬂaégsiﬁlﬂét hs gpré@é‘né Qs té}&ﬁ‘ﬂﬁ:é‘fﬁén ?éﬂagram

stores Key information used for judging™ the existence

sforRd i eried SRl MRS 07 From: Dl DRL ALY

use or j udgl ng an access e are

255 2, and key_information used for judging an access . .
analyzed etc. while halting the processing of the SAM chip

108.

'FIG. 31 is a functional block diagram showing more
specific:ally the function blocks of tbe'SAM chip 108 shown
in FIG. 25, |

As shown in FIG. 31, the SAM chip iOB is connected
through an internal bus 190 to the ASPS domuniéation
interface unit 160, external memory communication interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storgge unit 166, and CPU 167.

Part of the fupctions of the signature processing uﬁit

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167.

In the SAM chip 108 shown in FIG. 31, for example as

shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus_ 190 to an RF

reception/transmission unit 192 outside of the SAM chip 108
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right to the storage area 255_3. That key information
is 15 specifically used for nutual authentication,
encryption_and decryption of data, etc. Further, the
storage unit 250 stores the _identification
information of the I1C card 283or the user of the IC
card 203. 20 Next, the SAMunit 209 wll be explai ned

and dehaklfer d&¥a arinal tienpe )(:a&QﬂlOE'l%; a3zoh&oata&v\éystem
for explaining the storage areas of the external

7. '

Thogh S qrfSieaedd) df e e S IA0R AEAL Shion
223} iy which the - 101 - application program AP-1 of

iness 2151 is stored, a storage area 220 2 in
whi ch the apgllcatlon program AP -2 of the business
215 2Thd torage area 220 3 in which the
appl i cati on progran1AP -3 of the business 2153 5 is
st or eFheandegan hfenbediperhti shor sgbodingn22domxespbyding
the manager of the SAM chip 208. The application
o aliedMOAR -th SMeddpediie AP iHoragentian 2201 is -
conprised of a plurality of program nodul es. Access

to therf 3305306 ied 440theS JvildlC i AR ic of a
firewal | FW1. The application programAP-2 stored in

the AR starage area 2 rlse Jur ity
SRR A en i as I dhe T L PR Dy

2202 |s estrlcted by the flremall FW 2.
As hown in FIG. 33, the communication system 201 uses

a server 202, IC card 203, card reader/writer 204, personal

- computer 205, ASP (application service provider) server 206,

SAM (secure application module) unit 209, personal computers

216_1, 216 2, and 216 3, and authentication units 217_1,

217 2, and 217 3 to communicate through the Internet 210

and perform setﬁlement processing or other processing for
a,procedure-using the IC card 203.

The SAM unit 209 has an external memory 207 and SAM
<chip 208.

The SAM chip 208 has tﬁe software configuration shown
in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the
bottom layer toward the top Alayer . én HW (hardware) layer,
os 1ayér, lower Vhandller layer, higher handler layer, and
AP lairer in that order.‘ o

The lower handler layer includes a driver layer.
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15 The application program AP -3 stored in the AP
storage area 220 3 is conprised of a plurality of
program nodul es. Access to the AP storage area 2203

is restricted by the firewall FW3. In the present
enbodi nent, the above progr th modul e 20 is the

m ni mum unit downl oaded for exanple fromthe outside

of t hd@leTAl WH 12306 timdihelexXtgiplalcd®By prifrardaapr 1,
nunber  of the program nodul es form ng each -

AP, Gald e ¥ QEARGAD plScddelly Wehes eI dYc4A8 203

correspondi Nn§g busi ness. Further, the application

By AL dT: barlf conpMifeblor Srnds BIMRIdL D3 1, 215 2,

éxternal nmenory 20 re scra ey are -
des ed when. r [ the SAM chip 208. Further,
%%%%S%ﬁ ng}?"g}] ’&%Sﬂ%wgip 1, AP 2, and AP -3 are,

for exanple, produced by the businesses 2151, 2152,
and 2f51_§h&s4*ﬁglﬂ%rpé?%ﬁapleaﬁl}m proggams APgly AP 2,
and 5 216_3 shown in FIG 33 and are downl oaded

anigk 3PP Al $hi haghpr2b8ntdderhdagatecanal prevbdyd tween
Access to the AP nanagenent storage area 221 is

thesd mialted ievwdla d imwewal | FW 4. Note that the

firewalls FW1, FW2, FW3, and FW4 10 correspond to

the firhewamhs JRYLS BOYN iish JohFect: o Uﬁ%oﬁ%h”%”ﬂg%i’irﬂgg ‘

storage area 221 stores the AP sel ection data

- L,the_.nter-AP cqQmuni cati o ta 232 s shown _i FIl G
t%"?. B l?lre e s ?&cécﬁoo%mfa?‘f%gffrgﬁd: iza}ee‘r h‘%ﬁf Adk sezver

comruni cation 15 data_ 232 are, for exanple

2Pggst sreRaGtediFhTonah the Iitarnet 210 to a plurality

of terminal apparatuses includihg the personal computei 205
of the end user and personal computers 216 1, 216 2, and
216_3 of the businesses 215 1, 215 2, and 215 3.

The personal computer 205; for example, is connected
through the serial port or Usﬁ port to a Dumb type card
reader/writer 204. The card reader/writer 204 realizes for
example wireless comunication corresponding to the physical
level with the IC card 203.

The operational commands to the IC card 203 and the

‘response packets from the IC card 203 are generated and

-analyzed at the SAM unit 209 side. Therefore, the card

reader/writef 204, personal computer 205, and ASP server
206-interposed between them only act to store-the commands

or response contents in data payload portions and relay the

rsame.‘They_are not involwved in the encryption or decryption
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of setting up the SAM chip 208. Further, the AP
selection data 231 and inter-AP conmuni cation data
232 can only be rewitten by the nanager of the SAM
chip 208. FIG 38 is a view for explaining the
AP. sel ection data 20 231. -A89shown in FIG 38, the AP
sel ection data 231 shows the IC card type infornmation
B i if [ i pf.o [.0 j nke i
e oo s O P Fog TERb A HAK [oBL AP IRE nehe

I C car shown in FIG 33 and, for exanple, is -
Ifofarlcggﬁ%ﬁfi cation information of the credit card

compan perform ng the settlement for a transaction

usi ng T EHREFYS 23%._1phelap2y gavd £LPcdtyssh the personal
information, as showmn in FIG 5 34, is identification -
domportests @A 601l , t hké adplanch2il 6n 3pre praducepthataprt atation
the AP |ayer of the SAMchip 208. FIG 39 is a view -
preigrexd aimiing Ahe i el -PAP 3 coanduwaddidah et pxAdficed
The inter-AP comuni cati on data 232 shows whether 10

al 115 PRoGPRAS {HIOWRAP bhead tHe D QU @B 6Rits A7 1,
, and AP -3 shown in FI'G 34 is possible -

2?91‘39' figaldpy 4 0L S E@%SR&‘E@ kb fcge"éieeén&ined
To—ad applicatl on progreﬂna arowitemissued by an
application programat a colum itemshown in FIG 39

storags amedfed othfoexbegmady BFREFY 2% muni cati on

request by the
At this time, since the businesses 215 1, 215 2, and

215_3 have no relation with each cther, the storage areas
in the external memory 207 where the application programs
AP 1, AP 2, and AP 3 can be downloaded are predetermined.
Whetyer they have the right to download to those storage
areas is verified by the SAM chip 208.

Further, the transfer and viewing of data among the
application programs AP 1, AP 2, and AP 3 are restricted
by the fireﬁalls FW. The authentication unitsv217_}, 217 2,
and 217 3, as explained later, perform mutuall authentication
with the SAM chip 209, produce download signature
varification key information, etc. when downloading
application programs AP_1, AP 2, and AP_3 to the SAM'chipj
208. |

Next; the componénts shown in:FIG. 33 will be
expléined.

[IC Card 203]
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application program AP 3 to the application program
AP_1 is allowed, but a communication request to the
application programAP -2 is rejected. 20 Further, as
shown in FIG 37, the AP managenent storage area 221
has an inter-AP communi catib®®storage area 233 used
for communication (transfer of data) wth an
appl i a@id Omss BILY %déé%a@bﬁo%&zghlgérgﬁebfdfghéSI@ card
functional block diagramof the SAM chip - 104

wn in FIG 33. As shown in FIG 40, the SAM ch|p

" has_an ASPS comuni cation interface unit 260,

ext er ry. c interface i.t 261, bus
scran‘g’f %‘fn Z’é'ioﬁr{? nsg,_.?a @‘eprr&é%"’tﬁ g?‘{L?ﬂ has,@g 1

aut henticati on processing unit 264,

Eitegra tefl qekr st to 23R Prres.dest wikheauaterags, unahd250
CPU 267. The SAM chip 208 is a tanper-resistant

aroll proce dHin\IRBL cadilini cation interface unit 260 is

an 10 interface used for input and output of data wth

the ASfe sebrabelbi show) id shicwn 88 FIBE36XRIIal storage
menory conmuni cation interface unit 261 is an

dd LR e Yshdy iR 4 @Ma&nﬂggg gg@%%g}rga%m ﬂné}g szlrgemess

.external—nenory 07 15 The

T e RIS | a4 MO TIPITIMAA Gyaid . 2nd

nmenory conmuni cation interface Unlt
a storage area 255 3 used by a business 215 3. Further, the

storage unit 250 stores key information used for Judging
the existence of a right to the storage area 255 1, key

information used for judging an access right to the storage

area 255 2, and kéy_information used for judging an access

right to the storage area 255 3. That key information is
specifically'used.forlnutual authentication, encryption and
decryption of data, etc.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in detail.

[External Memory 207}

FIG. 37 is a view for explaining the storage areas
of the external memory 207.

As shown in FIG. 37, the storage areas of the external

memory 207 include a storage area 220 1 in which the
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261. That is, the external nenory 207 stores data in a
20 scranbl ed state. The signature processing unit 263,:
as explained |later, produces a signature and verifies

a signature when downl oadijpg an application program
through. the Internet 210 to the external nenory 207
and when executing an application 25 program - 105

appd isation repdrem gEodeodi Ajeubusipess 23 Selplis mdwred,
| ater, perfornms nutual authentication with the other
apatiorageshemedo®@Poddingwhiclapiiieé caiploicgiogr amddrou@Ee 2
the Internet 210 to the external nmenory 207. 5 The

ofN AhyeD Budindess YIS N iNistto2@dl e AC s¥Riragdaadedn @20 3 in
‘decrypts encrypted data. The storage unit 266 store€s
whliendah LeRHiied iy Jig R0 RE Rhel B%s‘iﬁgg@hs 3
The CPU 267 executes Fat er expl a ned tasks based on -
.10 redet erym_ne rogram (program of the present '
T Sl o R L s S
desi gnated in accordance w.th execution of the tasks.
thecmanager of,ithe £OM ehgParf®ng t asks executed by

the CPU 267. 15 As shown in FIG 41, the CPU 267
execulhe appbimabidn prawke2y AP dystometlash @vd A\RBtorage
task 272, settlenment processing routine task 273,
ardher28P1cosuohpRl 868 dASK plifkakiitty dfbRiog®A modules.
conmuni cation task 275.

Access to the AP storage area 220 1 is restricted by the
firewall FW_1.

The application program AP_2 stored in the AP storage
area 220 2 is comprised of a plurality of program modules.
Access to the AP storage area 220 _2 is restricted by the
firewall FW“é.

The application program AP 3 stored in the AP sﬁorage

area 220 3 is comprised of a plurality of program modules:

. Access to the AP storage area 220 3 is restricted by the

firewail FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outside
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application progiam can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP 3

si:ore_d in the external memory 207 are scrambled. They are
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The downl oad task 270, as explained |ater, perforns

20 processing for downl oadi ng an application program
from outside of the SAM unit 209 through the SAM chip
208 to the external nenory 207. The systemtask 271
is a task performing drivertC2nmanagenent, operations
unique to the I1C card 203, or other 25 processing. -

abeGrakl AP WhasK rébd indo LHATRING HIFPRRIENSI vely

manages the execution of the application prograns AP

R g
o PR yBhBET e b ey BB TG 24 SR

processi ng request relating to the 1C card 203 from
218sP ¥sipgr thes personad: coamdtersr ddésdin@ i mnd
task 273 obtains identification information of the AP
2361 Bespomdi Ag FIG.o 3BhendCacesr dowpdeadeiotmtough the SAM
included in that processing request based on the AP

. chépe@bBorodahe 2%terhaln memobyG20738 and sel ects and

executes the application prograns AP 1, AP 2, and AP

-3 COkéééggn@Enﬂhgohbhﬁknégehgﬁ@tEEBEQ&EQQrea 221 is
information. 15 The inter-AP conmmuni cati on task 274

nmanage 0 ni cati.on_agyn e application prograns.
rEF&f EgeﬁsgguFP W %ﬁgrﬁqgogwégplaining t he processing
of the inter-AP conmunication task 274, Here, the

expl aNatpokbak| theetirounlip| B4 tat FHg2e hEW 3, and FW_4

correspond to the firewalls FW shown.in FIG. 34.

The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and inter-AP communication
data 232 are, for example, régistered.in advance at the time
of setting up thé SAM chip 208. Further, the AP selection
data 231 and inter-AP communication data 232 can onlf be
rewritten by the manager of the SAM chip 208.

FI¢.738 is a view for explaining the AP . selection data
231.

As shown in FIG. 38, the AP selectiqn data 231 shows.
the IC card type information and AP i&eﬁtification |
information linked together.

The IC gard type information shows the type of the

IC card 203 shown in FIG. 33 and, for example, is
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20 case of the application program AP -1 issuing a
comrmuni cation request for witing data in the AP 2.
Step ST201: When an application program AP -1 bei ng
executed issues a conmmunication request for witing
data to AP-2, the 25 proc‘es‘épng“ of step ST202 is
performed. 107 Step ST202: The conmmuni cati on request
ideata d izt tibap inEdhats on &FithRd dnedite ddiElcopany
comuni cation task 274. Step ST203: 5 The inter-AP
p@@.‘%‘iﬁﬂiﬁ@t Rl ts%?tli:l%z:én\e P _tahQ:xlants%rc't&%n using the IC
communi,cation data 232 shown in FIG 39 and judges if

plication program AP -1 can conmuni cate with
cH%gi /K%%Z. Step ST204: Wien the inter-AP commruni cation

task 274 judges at _. 10 step.ST203 that conmupi cation

is po?éﬁb*‘@, 9?‘?“3&5&6‘?&"%&“%%&?%93& 52‘9@’;5‘ St ds G-
while when it does not, it ends the processing. In -
3thi ks ddenfiididatgarricfognatipne obphiecappbicpEsgnaarogram
AP -1 can communicate with the AP 2, so the processing
opkratingt et FTh20AP dageacuifedheStSap Shagh:20ander t he
control of the inter-AP comunication task 274, the

appl i pati 0R9PEQURANIAR £brekbeaidahg ithe! HateRl-a- AP
communi cation storage area 233 shown in FIG 37. 20

cBhfiBn2la¥ion data 232.

The inter-AP communication data 232 shows whether

communication among the application programs AP 1, AP 2,

and AP 3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at é row item issued by an
application program at a column item shown in FIG. 39 is
allowed or not.

For example, a communiéation request by the
application program AP_.__S to the application pi‘ogram AP.1
is allowed, but a communication request to the application
program AP 2 is. rejec{:ed.

Fuz:thér, as shown in FIG. 37, the AP management storage
area 22] has an inter-AP communication storage area 233 used
for communication (transfer of data) with an application
program. |

| _[SAM Chip 208]

FIG. 40 is a functional block diagram of the SAM chip
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The inter-AP comruni cation task 274 notifies the fact
‘of the data being witten to the application program
AP 2. Step ST207: The application program AP -2 reads
data fromthe 25 inter-AP conmruni cati on storage area -
233 in accordance with - 10894 the notification

recei ved at step ST206. Due to this, conmunication

208 veisswrt hien appd j c@dj on prograns AP -1 and AP -2

rel ayed through the firewalls is conpleted. 5 The

| nt er 23AMHRAMUH GaYld 0Ny d 2%Hhe? BaM Th 1 OWE b |44 asps

44, in accordance with need, can for exanple start up

e LFORRIE ALY 285, Sleefiafhaiityy ¢

- command to the inter-SAM co ication task 275 of
SIBRIGR CITh TVBEEAP ST o § bt CHHARIES 0L 262

by the inter-SAM conmunication task 275 of the SAM

| SRR (RFQIRS SRS Ui 2ednmthen tira bt ek Precessing

the SAM chip 208x to request that the SAM chip 208x
wdc 2t6d ,aentegptiparteckyphdoprunis < 6h), sissiagyecdntie 266,
"the SAM chi p 208 when for exanple the processing 15
dreptmf 2dwe. SAM chi p 208 becones |large and it cannot
suitably performthe processing. Next, the overall

ope s LB OWR E 2 e YA AT R
CommFEaho SRR STE o T S SpAt 240 ieram
interface used for input and ocutput of data with the ASP
server.206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and output of data with the
external memoxry 207.

The bus scramble unit 2627$crambleé_output data and

descrambles input data when inputting and outputting data

through the external memory communication interface unit

. 261.

That is, the external memory 207 stores data in a
scrambled state.

The signature processing unit 263, as explained later,
producés a signature and verifies a éignature when
downloading an application program through the Internet 210
to the external memory 207 and when executing an applicat:ion

program.
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The busi nesses 2151 to 2153 or a party requested by

t hese busi nesses produce application programs AP 1, AP
2, and AP -3 for those businesses to perform
processing for 25 transactions using the I1C card 203
on the personal conputers 10609 2161, 2162, and 2163
shown in FIG 33. Step ST232: The application prograns

AP_1, TAR- autaaﬂtﬁeaaiaﬁeprge&gépage@nwrm,h dd'@xplained
aut hentication units 2171, 2172, and 2173 fromthe .

on t 6 '
T R R S i T SR S A TR Ly
03. ;As_sho in FIG .36, the IC 203a 0of th C card
w585 a48n L7 Sitas A =Re) IR LRI b et the Ftarnet
transactions with_a business which the user has
21Bntrathed afiternafomemerat 207e contract between the
user and a business may be concluded after issuance:
of thBheCenarvpdenydecughticheutit 2 GRteRiyet< datla and
Step ST234: For-exanple, when a user desires to use
debeypess enaryptedpdatea .205 to access the server 202
through the Internet 210 and purchase a product, the

Ser Veqh0ged S48 Suri PUEIToRe s EREUESEa tmm& Hor the
Internet 210 t©0 the ASP server 206. 20 Wien t he ASP

rver .206 receiv ocessing request fromthe
Pgé?égﬁlﬁgz?fi%ﬁ30§§g§§§5fhe per sonal conputer 205

through the Internet 210. Further, the processin
r equesipe CPU 2677 executes later explained tasks based on

a predetermined program (program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by
the CPU 267. | |

As shown in FIG. 41, the CPU 267 executes a downlogd

task 270, system task 271, AP task 272, settlement processing

routine task 273, inter-AP communication task 274, and

inter-SAM communication task 275.

The_download task 270, as explained later, pef:forms
processing for downloading an application prrogram from
outside of the SAM unit 209 through the SAM chip 208 to the
external memory 207.

The system taskr 271 is a task performing driver
management, operations unique to thé IC card 203, or ocother

processing.




10

15

20

25

for the I1C card 203 issued by the card reader/witer
204 is sent through the personal conputer 205,
Internet 21 0, 25 and ASP server 206 to the SAM chip
208. - 110 Step ST235: Ihqﬂ%AM chip 208, in
accordance with the processing request received at
step ST234, selects the application program by the
set t | @rendPptasle tlg floauekpuplas kcangrehmns vely manages -
the sel ected application program In the execution of
thwatexappl tiicat iocoh #hre0 Gipgil i caityi onC pmagramat IAGN 1peAro2TeGind
bet ween application prograns is perforned by the

AN ot TR RiteH [0 prictan? Hbque st QW dedif@d by the
aﬁbvginentioned FI G 2%. 10 Stégﬁzﬂ236: The SAM c% p

| S%Q?’cﬁli Eb% EPSmré%é”ﬂﬁ Q:fe Qbiﬁogro‘g%}éépklace outside

application programto the ASP server

L, ai ahave, cording to the comuni cation
‘%gi}‘eem%cq&sp&@m in FIG 34 and FIG 37, the
application 15 prograns AP 1, AP 2, and AP-3 are .
restr Pét éérowpoﬁarlaé“é%ssi‘iﬁg_ when shrerRAMychiiperdf| recedves
it is possible to prevent application prograns from
ahpinegedsiing Heguesti terledimgd to dimee I€d cairidh 2 0By firesy the
it is possible to inprove the confidentiality of each

AEI sie@@ieirOR 08I, 08haNse L1 &MéA B ro@ELHIY b i ddtask 273
comuni cation system 201, by the inter-AP

BV GALh@R FiRalt:04inR8Ratioh! & He WP MDrddipMRing
managenent storage area 221 of the external nenory
t%glb%g?w caiugd Etly%e %.Zi_ftoo a%Ei.f::%r E‘n&ﬁ]&d@éoﬁ? %:%anlg psx:%%vg]ssing
request based on‘ the AP se]_.e_ction data 231 shown in FIG.
38 and selects and executes the application programé AP 1,
AP 2, and AP 3 corresponding to that AP identificétion
information.

The inter-AP communication task 274 manages
communication among the application programs.

FIG. 43 is a flow chart fér explaixiling the processing
of the inter-AP communication task 274.

Here, the explapation will be given illustrating the
case of the application program AP 1 issuing a communication
request for writing data in the AP 2.

Step ST201:

When an application program AP 1 be_ing_ executed issﬁes
a communication request for writing data to AP 2, the

processing of step ST202 is performed.
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43, conmuni cati-on between application progranms is
allowed 25 in a preallowd range. - 111 Therefore,

it is possible to provide diverse services by
synchroni zation and cooperation of a plurality of

appl i'cation programs. As-sd€H a diverse service, for
exanple, there is the 5 automatic sel ection of

appl i gakpoBTpbegrans by the settlenent processing
routine task 273 shown in FIG 41. That is, while the

Same &ﬁ&ehogk?gﬁﬁg%ﬁéh'QQgGQPEeELsuESratSQEEbGEEle is

processi ng ering in's ement protocol ~according

h . th d 203,_.if th f 10
e Bt Si5a bl SO RE PSR oRariy 2 4

appllcatlon progran1can be automatically detern1ned

Ther ef&e®, SF¢08dgi stering the settlenent processing at
the | evel of the settlenment processing routine task -
273, fhe iwyper AP idemmu@icedrig¢n2b3sk &Y 4 Wéews the inter-AP
correspondi ng application program can be 15 :
corinitiE datdlony dddiae23i2netiowhiuént FIGHi 39 thd Hoddesn ittheche
devel oper of the application programcan be |ightened.

abpliReti oAC pRodirdth B HNE G0EREMALARRERER S EheThe0hr 2.
sSince the .nformation—stored in the external nenory=—

207 | %%HQ ed by the bus scranble unit 262 of t he
SAM c shown in FIG 40, there is

confldentlallty with respect to analysis froamth
outs.HéenpahﬁhépteacesrapﬁﬁUPbCﬁhéOEOEﬁﬁhl83@. Hdges at
system 201, by the provision of the inter-SAM ‘
stepnBiR03t thatt agkmagbcathomni s Pdsgble, it gupcutes the
possi bl e to. di sperse the processing ' '
processing of step ST205 while when it does not, it ends

the proceésing.

In this example, from FIG. 39, the applic_atiqn program
AP 1 can-communicate with the AP 2, so the processing of
step ST205 is exeéuted.

Step ST205:

Under the control of the inter-AP communication task
274, the application program AP 1 writes data in the i.nter—AP
éommunication'stoxage area 233 shown in FIG. 37.

Step ST206:

The inter-AP communication task 274 notifies the fact
of the data being written tc the application program.AR_Z.

Step ST207:

The applicatioﬁ program AP _2 reads data from the

inter—-AP coﬁmunication storage area 233 in accordance with
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25 |l oad of the SAM chip 208 to other SAM chi ps.
Therefore, when 112 nounting the SAMchip 208 in a
store server etc. which has to sinultaneously handle
processi ng requests for setgjgenment processing froma
plurality of term nal apparatuses, it is possible to
use the function of the inter-SAM communication 5 task
natiifiGadion reasiMac fdnts o ¥Rty capabil ity
using a plurality of SAMchips 208. FIG 46 is a
f unct Porgaltobltddls . dicagmamisadiiong betweens fde fapgdlilgation
the function bl ocks of the SAM chip 208 shown in FIG
pagrEh AR Mowind R IGradGyddahSMgithe @i teawalls is

~connected “through an internal bus 290 to the ASPS

iption interface unit 260, external nenory
communi cation interface wunit 261, bus scranble unit

262, r Lonkgec ' ' , or P t. o
266, oA YRHPEISAR MM dn £k 2750 AR in F1c.
signature processing.unit . 263 a aut henti cat.i on

4308 SHTF IR 64 B 8iRed n G on xR oS BEhpiR the
realized by the CPU 267. The SAM chip 208 shown in ]
ipter-53M cormupagptionstaslodys pf & @AM zhipp)08kspatside
connect the card I/F unit 291 connected 20 to the .
oif ntles ISAM dhitp 208 4nd &% shfe 4 acapitcoadinand tic shennted—SaM
292 outside of the SAM chip 208 and transfer data with

col@uniCatabs 283KDY 78 RENGHAAGAM VHigMAdEough an
- antenna 292a of the RF reception/transm ssion unit

292. kQupth EEHB%”EE&m%ﬁdT%S i 80RQY B§ nk ﬁri:er ~SAM

enbodi ment correspondi ng t
communlcat:l_on task 275 of the SAM chip 208 to the inter-SAM

communication task 275 of the SAM chi.ﬁ 208x to request that

the SAM chip 208x execute at least part of the processing

- assigned to the SAM chip 208 when for example the processing

load of the SAM chip 208 becomes large and it cannot suitably
perform the processing.

Next, the ovefall operation of the communication
system 201 shown in FIG._ 33 will be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.

Step ST231:

Th’e.businesses 215__17 to 215 3 or a parfy requested
by these businésses prpdu'ce application programs AP 1, AP 2,

and AP 3 for those businesses to perform processing for

_transactions using the IC card 203 on the personél éompﬁters
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- 113 13th to 16th aspects of the invention. FIG 48
is a view of the overall configuration of the

comuni cation system 301 of the present enbodi nent. As
shown in FIG 48, the Coqn?ﬂhpalion system 301 uses
the server 302, I1C card 3 (integrated circuit of the
present |nvent|on card reader/witer 304, persona
Zédut & b2 Y6 b hanmt o FEGH &3 provi der)
server 306 SAM (secure application nodule) unit 309,
persoﬁ&h@c@ﬁﬂ@ﬂsrs 3161, 3162, 3163, 3164, and 3165,
aut henti cation units 3171, 10 3172, 3173, 3174, and
3175 (ravet hppliicaltich pRoyrakise 10f avhe pPEesEMP 3 are
invention) , and the ICE (in-cirCuit efulator) 318 to

IR R AU R @ d tH G 3D and «evalPp 01217 2,

custom ze softwdre of the SAM chip 308, perfornr

S TS YR BRSSP DRSO 680 I £l Gnalfl e 3

PAsS AN ex nenor
sem conductor storage circuit of the present

t&h |%§% chiny 288w ghlp 308 (sem conductor circuit of
the present invention). The SAM chip 308 has a
sof t wetepc 88233ur ati on such 20 as shown in FIG 49.
As shown in FIG 49, the SAM chip 308 has, fromthe
| ower Thay eselro ishd sspeear thayac, cardHaO@har dwar e)
| ayer, OS layer, lower handler |ayer, higher handl er

| ayer asaBflowdPRhi 36, 0B6( ARhel @¥ehohl LiEalner der ca?é: 203
The [ ower handler layer is a |ayer defining the -

stores the key information used for transactions with a
busipess which the user has contracted with.

Note that the contract between the user and a business
méy be concluded after issuance of the IC card 203 thrbugh
the Internet 210 etc.

Step ST234:

For example, when a user desires to use the personal

computer 205 to access the server 202 through the Internet

‘210 and purchase a product, the server 202 issues a processing

request through the Internet 210 to the ASP server 206.

When the ASP server 206 receives a processing request

from the server 202, it accesses the personal computer 205

through the Internet 210. Further, the processing request
for the IC card 203 issued by the card reader/writer 204
is sent through the personal computer 205, Internet 21b,

and ASP server 206 tc the SAM chip 208.
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processi ng not dependent on the application program
and corresponds to the transport |ayer, network
| ayer, and data link layer in the OSI protocol. The
| ower handl er layer includes a driver layer. 5 The
driver layer is a |ayer per¥d¥ning processing
relating to the operation of the LSI. The higher
handl extdpayep235s a | ayer defining the processing
dependent on the application programand corresponds
to a lmayersai @Sl D) the JdNRIde WANS! dik g&é@sing
protocol. Here, the oS | ayer corresponds to the first

f i_ny, | on,_the |ower hand]er . .
nfis€ ped bt 37 Vel AT sqlien €, Sy £ation
correspqnd to the second | ayer of, the present
HERARA 3?%{ Ry SHE A TR TEND Rt Hersk 273 and
third layer of the present invention. The AP |ayer f
SxRTuRss thee sednqtad ianpldrardriam pyegramP 2, and AP- 3
defining the procedures for use of the IC card 303 by
credi incahe exscatien afd thiatemppliicatdess prabramdPlany
315 AP2, and 315 AP3 shown in FIG 48. 20 In the AP
doifini daltd o P rFH el [HAGRE ANp1icaRoh prdihifs 3is
and the higher handler |ayer are provided between
nal}%@fﬁﬂetdq bny rt%\éalilnq:e'i‘wtﬁ(l:'f IJOWI#i%aQ:fio%h G ] e?&fmlf ias shpwn

% nvention).” In the software configuration s

-FI 49, the AP .|ay ef i nes processing specific to
*&ac eb&&°ﬁ@§??“$&?“e§@Fﬂ%%ngﬁb, the content of
settl enment Erocessing using the IC - 115 card 3083.

The pP&€BsSTRAJGFfor directly operating the IC card

The_SAM chip 208 outputs the results of execution of
the app'lication program to the ASP server 206.

;As- explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
programs AP 1, A}?_?_, ‘and AP_B- are restricted from accessing
each other by firewalls, so it is possible to prevent

application programs from being illicitly monitored and

‘tampered with. Further, it is possible to improve the

- confidentiality of each application program.

Farther, according to the ‘commun:i.-cation éystem 201,

by the inter-AP communication task 274 shown in FIG. 41 using

_the' AP management storage area 221 of the external memory

- 207 shown in FIG. 37 to perform the processing shown in FIG.

25

‘43, communication between épplication programs is allowed

in a preallowed rangé.
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303 is defined by the layers of the higher handler

| ayer on down. The SAM chip 308 is connected with the
ASP server 306- 5 through a SCSI port, the Ethernet,

etc. The ASP server 306 legqnqected t hrough t he

Internet 310 with the personal conputers 305, 3161,
3162, 3163, 3164, and 3165. The personal conputer

3161 Thersfarpy ihddhpsissddde to pievide diverme services
application program AP -1 executed by the SAM chip

vbSOSynEheopézaaﬁah aodp tbepedhdd oins ofsad pliyirtalld ty of

busi ness 315 AP2 of the application programAP -1

appm@&hedobypkhgrSﬁM_chip 308. 15 The personal conputer
3163 is used by the business 315 AP3 of the ’

appl i gat pkt Q = ut Al 1D
305, FhemorCh S ELES ASrTIT f RS RS s the
software _devel oper 315 D abl.e to _devel op.a higher
=RERAAEEE) sSEPCLIBR oF RoRAm ARG PR ERS ol Hifng
the driver |layer shown in FIG 49 of the SAM chip
sephlergpt RroGRAFIBENFOUEANS] £95Ks 203eghpynt A8 FIG. 41.
manufacturer of the SAM chip 308, that is, the
Thatt war ewtdlel tper sans IuPelhati pgmphéatight cootentag&or
the SAM chi ps 308 as a. whole. 25 The busi nesses

s8t b HenBlprdBessang Ai6FAPIngSent Bettibmener peBRbcol

conputers 3161, 3162, and 316_3 to produce the
aé@@}:&fﬁé" £8 ﬁﬂ@g:[meﬁpoé’tl‘%) ]?C C?H}:Ch %3',3 i%nq:he type of

downl oad t he
the IC card 203 is known, the corresponding application
program can be automatically determined. Therefore, by

registering the settlement processing at the level of the

settlement érocessing routine task 273, the type of the IC

card 203 and the éorresponding application program can be

automatically determined. Due to this, the load on the
developer of the application program can be lightened.
Further, according to the communication system 201,

since the information stored in the external memory 207 is

scrambled by the bus scramble unit 262 of the SABM chip 208

shown in FIG. 40, there is confidentiality with respect to

~analysis from the outside.

Further, according to the communication system 201,
by the provision of the inter-SAM communication task 275
shown in FIG. 41, it is possible to disperse the processing

load of the SaM 'c:hip 208 to other SAM chips. Therefore, when
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produced application prograns through the

authentication wunits 3171, 3172, and 3173 to storage

areas allocated 5 in advance in the external nenory

307 through the SAM chip ;q% At this time, the

busi nesses 315 AP1, 315 APZ, “and 315 AP3 are parties
wWith no relation Mﬁth each other, so the storage
mene&éngnthheseutehhpl2&&nbmya3@ﬁbteradﬁuﬁrtdtb.l&hich has

application prograns AP 1, AP 2, and AP -3 can be
tdosnhobtgfecas by deiiTe peddeasdthgapegue YOS HN st l@inent

one has the right to dowload to such a storage area

pkdc¥8kihige@rbi Lhe19AM i 641 Pr 3Q8rm UL fk?ga%ﬂé& it is

execution of the appllcatlon progr ams AP 1, AP-2,
t.h lls.FWres [ic the nsf er

pélgg\hﬁﬁg o? %&? ?ﬁé‘é’n PRe® ap&ill S é&bggr arrém,&lga%mn

AP 2 nd AP 3. The software devel oper 315 MD
€a8lnR3adEen impreyst bR ﬁé&t&F&&PMFﬁFSSFHégSﬁﬁP&Hh}ltY

308 through the 20 authentication unit 317 4 in
ugéngr dapdaralikyne&dSEY chdpsni228-t he hi gher handl er

| ayer and | ower handl er layer including the driver

| ayerFs@owa6i hs FhFud8tdbnaheb Hddvk cAifgra8skbwing more

Furt her, the software devel oper 315- SUP-downl oads a

.sgécﬂffgswwws deRh Q8L 8 HIG S s "o SAM & 34$ tzforao ganwn

the - 117 “authentication unit 3175 to custom ze al
lngi e &gyers shown in FIG 49. The aut henti cati on
units 3171 to 317_5, as expl ai ned

As shown in FIG. 46, the SAM chip 208 is connected

throug_h an internal bus 290 to the ASPS communication

interface unit 260, external memory communication interface

unit 261, bus scramble unit 262, encryption/decryption unit -
265, storage unit 266, and CPU 267.
Part of the functions of the signature processing unit

263 and authentication processing unit 264 shown in FIG.

40 are for example realized by the CPU 267.

The SAM chip 208 shown in FIG. 46, for example as shown

in FIG. 47, may also connect the card I/F unit 291 connected

to the internal bus 290 to an RF reception/transmission unit

292 outside of the SAM chip 208 and transfer data with the

IC card 203 by a noncontact system through an antenna 292a

~of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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| ater, nutually authenticate and produce downl oad
signature verification key information etc. with the
SAM chi p 308 when downl oadi ng a predeterm ned program
fromthe personal conputers 3161 to 3165 to the SAM
chip 308. The personal conputer 305, for exanple, is
used by the owner of the IC card 303, that is, the
13t vxerl6th Gspeetzecdorkie dmwmrttérozﬁOS, for exarrpl e,
is connected through a serial port or USB port to a
Dunb teinge dardls & eaidas /off ither o984allheofifiguration of the
reader/witer 304 realizes for exanple wreless
CORIRHII AL HATYRS PUAIJH dHY 1% S i dedodilnRMAL
with the 1C card 303. 15 The operatlonal commands to

the | 8C§£Qw§0ﬁx%'ﬂt2§én%l‘?§ yze fs&%ﬁlﬁfnh§0{l%ses

card 3 are generate

09 si de. ore .ard read rIWW|ter 304,
Berere ML IE P 30 (e iRER Pt Elaf Bhpammpent
bet ween then1on|y act to store t he conmands 20 or
ingepdAs®loorpast sepderfurdben pag) cerirponal crampker 305,
relay the sanme. They are not involved in the

ASFcr(gpplacadiondserypteoprovidat i, sarde O&AtSIM, ( Rcure
ot her operations in the IC card 303. Further, the |ICE

appld ilca tidne MddRlQ) whed Woen %%Q%&&hﬂgc udkeRs031& ] ,
runni ng on the SAM chi p 308. 118 hbxfgﬁﬁhe

3§8NBONgNES3shopg 4 n gﬁcﬁ 1485W LLtﬁSnEEéQL 2oR&thidL 317 1,

Card ‘303 hé TC=—arl stoles t ey |n ormation

.3?532, 317 3, 317_4, and 317 5 (authentication apparatuses

of the present invention), and the ICE (in-circuit emulator)
318 to communicate through the Internet 310 and devélop or
customize software of the SAM chip 308, perform settlement
processing‘using the IC card 303, etc.

The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention)
and SAM Chiﬁ 308 (semiconductor circuit of the present
invention) .

The SAM chip 308 has a software configuration such
as shown in FIG. 49. |

As shown in FIG. 49, the SAM chip 308 has, from the
lower layer to the upper layer, an HW (hardware) layer, OS
layer, lower handler layer, higher handler layver, and
application (AP) lafer in that order.

The lower handler layer is a layer defining the
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5 necessary for the settlenent processing using the

SAM chip 308. Authentication Units 317 1 to 317 5

FIG 50 is a functional block diagram of the

aut hentication unit 3171. #§4A§ shown in FIG 50, the
aut hentication unit 3171 S a storage unit 3501 and
processing unit 3511. As shown in FIG 50, the storage
PROCES350Y siodr cependsit oD, tinwet appldehitdn gatdgatam and
master key information K1, and access master key
dolifresspindan tEAthe ralp SAM1laReirs, hdeabicki LafepN and data
informati on of the SAM chip 308. The nutua

1349k aRLCat O HIR YR ik ddafior mation K1 s, as
expl ai hed | ater, used for generating nutua

aut hepticatj.on Lnformation . .20 The_acces

st oEPReg oM RroPRRELBR AT ke Bk APdRRed EALPE T8¥EEay
for generating downl oad signature information .used’
when dBEnASAYPRglaYBrodfamh LAYERePEXEermAnIBFOrFSSAR
The access master key information KA is key
redadimgt iton thee opegaty onoofddiwel 88di-ng to the externa
menory 307 a 25 program of the AP | ayer- of the
sof t wthe highekruhandierhtayeils- aShhirehi geBilifngothe
in FIG 49. The processing unit 3511, as shown in FIG
p2Bceblasng Aubdakeayt BaNktheahbpl ikaith oS pogRdmdawal oad
processi ng unit 3531. 5 The nmutual authentication unit

c§§;£5pgﬁd§hgwnaiEaﬁkthigher than the transport layer in

OSI protocol.

Here, the 0S layer corresponds to the first layer of

" the present invention, the lower handle_r layer, driver layer,

and higher handler layer correspond to the second layer of
the present invention, and‘the AP layer corresponds to the
third layer of the present invention.
The AP layer includes the application programs AP 1,
AP 2, and AP 3 defining the procedures for use of the IC
card‘303 by credit card compapies*and other businesses
315 AP1, 315 AP2, and 315_AP3 chown in ﬁzg. 48.
| in the AP léyer, the application programs AP 1, AP_?,
and AP 3 and the higher handler layer are provided beﬁween
fhem with firewalls FW (firewalls of the Present invention).
In the software configuration shown in FIG. 49, the

AP layer defines processing specific to each business, for

~example, the content of settlement processing using the IC
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51, when downl oading a programto the external nenory
307, encrypts the SAMID as plain text using the

nmut ual aut hentication master key information K1 to
generate the nutual aut hgn%iegagi on key information K2
and uses that nutual 10 authentication key information

K2 for nmutual authentication wth the SAM chip 308.

Fed dih| Ghe processiing fint tdB353dt Iywhgredaimigpatiengc aard

- programto the external nmenory 307, as shown in FIG

I3 iendsfhpisd the M 1dyabs Al thd exighish Naddfer layer
access -nmaster 15 key information KA to generate the
sovdwad key information K -DA. Further, the downl oad

- processing unit 3531 uses the downl oad key information

K -DA GRRELAL wnl oad signature.in mat i on
and t rilgl%sm tsglﬂ%'gt %Bﬁhféjg ik d@itlﬁl'%ge a8k server 306
ut henti cat i units 3172 and 3173 are 20 configured
%‘Fe""‘s‘ﬁ}nea ?&éé)ﬂ@%‘bve&&pq@?%?%t%ti cation unit
3171. However, for exanple, the content of the access
mast eTheeRSPhEgriveri 8A6KAsdcPhnestédr tkoeigh the Internet
authentication wunit. FIG 53 is a functional block
3itagricth dthe hex2oral edputainOB0E) (31%6L 44, 316120, 36 3,
shown in FIG 53, the authentication unit 31747 has a™—

HNeorgmoandidie3s)_4 and processing unit 3514. As shown
in"FIG 53, the storage unit 3504 stores a SAMID,

o PO SR, LR 7 s
3'].@'_Arpit H%l tﬁ&ti‘;?pnﬂé:a?ﬂ&? prﬁ)sg}r%rm li%y_l executed by the SAM
chip 308.

The personal computer 316 _2 is used by the business
315 AP2 of the application program AP 1 executed by the SAM
chip 308.

The personal computer 316 3 is used by the business

315 AP3 of the application program AP 1 eéxecuted by the SAM

- chip 308,

The personal cbmputer 316_4 is used by the software
developer 315 MID able to develop a h-ighex.: handlér layer
and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316_5 is used by the manufacturer
of the SAM chip 308, that is, the software 'd.eveloper 315 sup
having the right to manage the SAM chips 308 as a. whole.

The businesses 315_APl, 315 AP2, and 315 AP3 use the
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i nformati on K1, and access master key information KA
are the sane as those expl ai ned above. The access
master key information KMis key information 10 for
downl oadi ng a program of thf hi gher handl er | ayer and
the | ower handl er |ayer inc bﬁiﬁg the driver |ayer of
the software structure of the SAM chip 308 shown in

PpeGondlt comphiteext BL1Oal , NBIOI Y, 38{d 081 6AM €I Préffice the

The processing unit 351_4, as shown in FTG 53, has
dPpRi Batush BHbyemhs God IO Apid 352 238 daWnhBaficad the

processing unit 3534. The nutual authermtication unit

e S s N

s A bor ) o7 =58 ShEA +h PRofadn seres yptiosated

SAM I D as plain text using the access master key i

PhiztRRFoni kAR ayxdhirenale memerdod7oglirkugh the SAM chip
information K _ DA. Next, the downl oad processing

38+ 3534 encrypts the download key information K -DA
as plain text using the access 25 naster key

i nf or rett itk KMifnte gty Hufs e AAWHIGAREEY 315142, and
information K _DM Next, the downl oad processing unit

Saesserd indon) wtbige WA Bl Ay oy, «

to generate the downl oa
ansnmits it_to the §$M chip 308. FIG 55 js a . .
1'-It'hlrjancS‘-T‘Dorn'il € pHocte dihg }é?ned'fme?rl‘?éa Eat it i oh gk the
3175. As shown in FIG 55, the authentication unit :
cation programs AP 1, AP 2, and AP 3 can be downloade
are determined in advance. Whether or not one has the right-
to download to such a storage area is verified by the SaM
chip 308.
Further, during execution of the application‘progkams

AP 1, AP 2, and AP 3, the firewalls FW restrict the transfer

and viewing of data between the application programs AP 1,

AP 2, and AP 3.

The software developer 315 MID downloads a
predetermined prcgraﬁ into the SAM chip 308 through the
authentication ﬁnit431?_4 in accordance with need to
‘customize the higher handler layer and 1o§er handler layer
including the driver layer shown in FIG. 49 of the SAM chip
308 etc.

Further, the software developer 315 SUP_downloads a

-pfgdete:mined program into the SAM chip 308 through the
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has a storage unit 3505 and processing unit 351 5. As
shown in FIG 55, the storage unit 3505 stores 10 a
SAM | D, nmutual authentication master key information
K1, and access naster key ig%ornation KA, KM and KS.
The SAM I D, nut ual aut hent'i ¢4¢i 6n mast er key
information KI, and access master key information KA
antherpigrbivheusatre323_thtsecaxpbaiizedaabove. the Thgers
access nmaster key information KS is the key

shéennihi pocreqei.red for downl oadi ng a program of the
CS | ayer of the software structure of the SAM chip
308 shpww aqd ' r r Q7 _QOr 4.

SAM chi p 330'18&%%%%%%8?ﬁﬁgf???—gg{iﬁ?@sﬁy 's%osmﬁ"P%amEd |
5 2 nut ual . aut hentication, unit 3525 and
Datar hpeliBasl dulntiktBe B nf Broffice vl oad s1gnature

aut henticatigon unit 352 5 is the sane as the nutual
YREHEHER ELPR dFPY, APEOSBELoR0RACT (1t b theoSBMrenip GR& when
-FI G _51. 25 The downl oad processing unit 353_5, when
ol ording a nredetepnbyedrptogtiae £xomrthé persopal
307, as shown in FIG 56, encrypts the SAMID as
@ieputerext3L6i hote Bl GicEeBs tRetSAM deipi Bb@r Mation KA

to generate the downl oad key information K _DA. Next,

the domd QaskSUH0e S Y 13053 K LGl S [ Nes 5uset=c|§]eby

downl oad key information K -DA as plain text” using
LS ef L {on.KM to_generate.the
downi 0ad key l|1é(m“ai’/o(¥ rréelgtrioc(i)n * DRt ek {}h% T R

[ it 3535 encrypts the downl oad ke ' .
nf o ARt SETROTERY SOmERAER PORy for example, i connected

through a serial port or USE port toc a Dumb type card

reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC caz;d 303.

ﬁ'he operational commands to the IC card 303 .and the

response packets from the IC card 303 are genetated and

analyzed .at the SAM unit 309 side. Therefore, the card

reader/writer 304, personal cdmputer 305, and ASP server
306 interposed between them only act to store the commands
or .résponse contents in t_hé data payload portions aﬁd relay.
the same. They are not involved in the encryption or
decryption of data, authentication, or other operations in
the IC card 303.

Further, the ICE 318 is an emulator used when debugg_ing

a program running on the SAM chip 308.
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usi ng the access naster key information KS to generate

the 10 downl oad key information K -DS. Next, the

downl oad processing wunit 353 5 uses the downl oad key
information K -DS to generate _the downl oad signature
information and transmits thils'8 ¢ the SAM chip 308.

In the present enbodi nent, the authentication units

15 3171Nedt(4 thandonpbachit®! @hiownOiMRFIe) 48 tHE1 be
storage units 3501, 3504, and 3505 in a secure state.
Wagh,1thesgy units are destroyed by outside factors or
forced open, this is detected by a detection unit and

t he infg L N4 gored in the storage units 3501,

3504, aﬁgiggéa_kg—deleted. 20 SAM Unit 309 [Externa
Menmory 307] FIG 57 is a view for explaining the

st or ageTAFedS <ardi 3Q3esterrg thenbey 3pformatippweten

FIG 57, the storage areas of the external 25 nenory
3opcessiaxyde for AResteotthiemanbap8@€dssimghiging hshe SKM chip
application program AP -1 of the business 3151 is ,
sBoBed, an AP storage area. 320_2 in which the

application program AP-2 of the business 3152 is

'stored, naBhdRt$EQE26R Bhees 329311 RoWaighst he

appl i catton program AP -3 of the pustmness 5 3153 is

210720 eted 2 88 WOHUERYOhS BIARE BEGRIAT YR

a
t he nmanager 0 € appricatron

‘program AP -1 stored iin_the AP storage area 3201 is
cﬁﬁgﬁﬁg%BCBFlginﬂﬁgl?Ry—gf program nodul es. Access

to the AP storage area 3201 is restricted by the
, As shown in FIG. 50, the authentication unit 317 1

has a storage unit 350 1 and processing unit 351 1.

As shown‘in FiG. 59, the storage unit 350 1 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key info:ﬁation K1
is, as explained later, used for generating mutual
éuthentication key information ﬁ2.

The access master key iﬁformation KA, as.expléined

la_tér, is used for generating download signature information

. used when downloading a program in the external memory 307.

The access master key information KA is key iﬂfor:_nat_ion
nécessary for downloading to the external memory 307 a

program of the AP layer-of the software structure of the
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10 firewall FW1. The application program AP -2 stored
in the AP storage area 320_2 is conprised of a
plurality of program nodul es. Access to the AP storage
area 3202 is restricted by the firewall FW2. 15 The
application program AP_3 stolL&d +n the AP storage
area 320_3 is conprised-of a plurality of program

I e o.th orage area 120.3 is
?gggrgg%%dégg %ﬂ8w£f|%e§% r i I'n the present
enbodi ngnt , the above pro ran1nDduIe 20 is the
i ni mu i RTQCHRAFHaA Syt br3%kabm @S rehawn Ha JIRG| 20, has
of the SAMunit 309 to the external nenory 307. The
nstkuabfay Hrephicn tiomothil e S520dmengd dawhload processing
application programcan be freely determ ned by the
coomiespeddlng busi ness. Further, the application
progranms AP 1, AP 2, and AP 3 25 stored in the

ext er nathsRiuA 1304 tALRLSEL BBL Gthi tTRBY af €43 Amn in FIG.
descranbl ed when read into the SAM chlp—308 Furt

t
fsgf %ﬁp%ﬁﬁ% uced%tg}?t]‘aﬁu& nesses §T§fta§ﬂ%’§°ry 307,

Bl DA SRS e S Y, i i Mo

SAM. chip 308 to the external nenory 307. Access to
e Master dyey anfogmtion Kledhq iqgansrate the
the firewall FW4. Note that. the firewalls FW1, FW

- mutmyl3aufhénEjcationtkepinéopantibn Khentli umlthatﬁh‘utual

shown in FIG 49.

. authentication key information K2 for mutual authentication

with the SAM chip 308.
The download processing unit 353 1, when downloading

a program to the external memory 307, as shown in FIG. 52,

‘encrypts the SAM ID as plain text using the access master

.key information KA to generate the download key information
K_bA. Further, the download prlocess'ing unit 353 1 uses the
download key information i(_DA to generate the download
signature infémation and transmits it to the SAM chip 308.
The authentication units 317_2 and 317 3 are
configured the same as the above explained authentication

unit 31'7__1. However, for example, the content of the access

master key information KA differs for each authentication

unit,
FIG. 53 is a functional block diagram of the

authentication unit 3.1'}'__4.
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The AP managenent storage area 321 stores the AP
managenent - data 330. The AP nanagenent data 330

i ncl udes for exanple the SAM I D, nutual _
aut hentication key information K2 (or nmutual 15
aut henticati on master key infb#®ation K1), and
downl oad signature verification, key |nfornation K

-DA, KDY  arsheKOVS. Fitbfesathﬁxéj% dhit 317 4

verification key information K DVATs ey| ormatlon

f [ C f_the signature

i %%ér/%tél%%%ner ajfggé%%rn%g&/?cgepﬁ?oﬁ%ég‘k%fSI 4.

i nformatj on DA., The downl oad signature verification

key i nf &%ﬁc"thf"dﬂ‘ RS s Sdey theF sThamaasn wat \A80 14 isfpres
the | egitimcy of the signature information generated

ust  FHHUGdd apdhenticetion masKer Dhky 2bnfidemation K1,
downl oad signature verification key information 125 K
B8l imdess indoremtkan frcformertiifon KA taiel lragi ti macy

of the signature information generated using the

downl oadhec\sAM QT fRdtu@ Iéuj;lia%ntm%tfie\mh%@%er key
signature verification key infornation i's

| RO TRld Qb 580 fQlq Sidatd 51%5%{ fléegrﬁr O(U}Qh f or are

mhen downl oadi ng t hat progran1nD [SAM o 308]
t.Q the exte 307. |p

FI e |%s a% fél}n 55 SRE nggl ag’\‘/’é’& am of the SAM chip

10 308 shown in FIG 48. As shown in FIG 58, the SAM

‘chi p 308PRR°GFPAGPSter key information KM is key information

for downloading a program of the higher handler layer and
the lower handler 1aYer including the driver layer of tﬁe
'softwa'.re structure of the SAM qi\xip 308 show_n in FIG. 49 to
tiie external memory 307 or SAM chip 308

The processing unit .351__4, -as shown in FIG. 53, has
a mutual authentication unrit 352 4 and download processing
unit 353 4.

The mutual authentication unit 352_4 is the same as
the xﬁutual authentication unit _3-52__1 explained in FIG. 51.

The download processing unit 353_;4, wﬁen downloading
a Prograhi to the external memory 307, “as shown in FIG. 54,
encrypts the SAM_ID as plain text ﬁsing the access master

key information KA to generate the download key Iinformation

. K DA. Next, the download processing unit 353 4 encrypts the

‘download key information K DA as plain text using the access

master key information KM to generatée the download key
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conmuni cation interface unit 360, external nenory
communi cation interface unit 361, bus scranble unit

362, encryption/decryption unit 363, storage unit

364, and CPU 15 365. The SAM chip 308 is a
tanper-resistant nodule. TheASRS conmuni cati on
interface unit 360 is an interface used for input and
out put of data with the ASP server 306 shown in FIG
48 W feMhh Ngshor Yheodannieadi Broraseingcenit 353_4
unit 361 is an interface used for input and output of
dasesvthe drnloadk ket infromation KM bhes georardiie the
unit 362 scranbl es output data and descranbl es input

. datcanileed ishjgmiatture dndoembiibhi Agddetan2hithr dHobo tHige SAM

external menory conmuni cation interface unit - 126
3&hiplm®eencryption/decryption unit 363 encrypts data
and decrypts encrypted data. The storage unit 364
stores a wsed_for . 0 sing.by the 365.
The CPU§§ES g%eggtgsf&ggféggg%rggéggi%ﬁaﬁﬁgpuggﬁghe
executign of .an appl i i Qn program by the SAM chip
36§%%§§é& 8ﬁ%§in@@§i§ HTed program (program of the
present invention) in the formof tasks etc. 10 The
CPU 36525t §houRaipl EIGex88ut Ebeaaushanbagatior usdta317_5
for perform ng processing for downl oadi ng program
mbesl es sthregehunié BAHOeSnend3pocessing unit 351 5.

As shown in FIG. 55, the storage unit 350 5 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA, KM, and KS.

The SAM ID, mutual authentication maéter key
information K1, and access master key information KA énd
‘KM are the same as those explained above.

.The access master key information KS is the key
,infofmation required for downloading a program of the 0S
‘layer of ﬁhe software structure of tﬁe_SAM chip 308 shown
iﬁ FIG. 49 to the external memory 307 or SAM chip 308.

The processing unit 351 5, as sﬂown in FIG. 55, has
a mitual authentication unit 352;5»and download processing
uhit 3$3ﬂ5, |

The mutual authentication unit 352 5 is the same as
the mutual authentication unit 352 1 shown in the
above¥mentioned'FIG. 51.-

The download processing unit 353 5, when downloading
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Next, the downl oad operation of. program nodul es by

t he downl oad task 365a of the CPU 365 will be
explained. 15 FIG 59 is a flow chart for explaining
t hat downl oad operation. In the follow ng enbodi nent,
the explanation wll be givemaf-the operati on when a
busi ness 315 AP1 downl oads program nodul es of the

appld i - 1.shaown in 0 FILG, 49 and :
F%é%f%?é%r %%egrlgz’ﬂ%ﬁgja&e?'soﬁg 20dpursr SBIER TROFRE- S6.

in FIG 48 tra 1t a down] oad request designating
 RESTIRN S T TR AP B b NG e Access master
downl oaded conprising the application 25 programAP -1

t U dRterBatdomekdi batgenexate therdownipednkey-iifJrmation
310, ASP server 306, and ICE 318 to the SAM chi p 308. '
SEePASTHeX L, Thbendowmal oad tpheniecsiiripriniti B5358_4néfypts the
the processing unit 3511 of the authentication unit
3Hoknlamds ReyNihforhatlién HBba aRCHYRLS dda BAYMGPERS access
pl ain text using the nutual™ authentication nmastér key

i g i try t t catie

o R ord, (S AR S sl e U BT P ey

SALTERAROR, B NERE: Bhe, ARl oS B dthant v on 3595

aut hentication with the downl cad task 365a of the CPU

- 3BBCryPteh fheatlormlpashdaysitndorma tieny X DM as plain text

authentication key information K2 generated at step
S¥sapg the access master key information KS to generate the

download key information K _DS. Next, the download processing
unit 353 5 uses the download key information K DS té generate
the download signaturé information and transmits this to |
the SAM chip 308.

In the present embodiment, the authentication units
-31.7_1, 317_4, and 317_5 store information in the storage
un:i.t‘:s. 350_1, 350_4, and-350_5 in aA secure state. _When- these
unj.ts are desti:ojed by outside facto:;s or forced open, this
is détectéd by a detection unit and the information stored
in the storagé units 350_1, 350 4, and 350 5 is deleted.

SAM Unit 309

" [External Memory 307]
" FIG. 57 is a view for -explaining the- sforage areas
of the e:_:tefnal 'me.mory. 307.
As shown in FIG. 5;7, the sto::agé areas of the external

memory 307 :i._hclude an AP storage area 320_1 in which ‘the
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Step ST304: 15 When the nutual legitimacy in the

mut ual authentication of step ST303 is confirned, the

unit proceeds to the processing of step ST305, while

when not, it ends the processing. Step ST305: 20 The

downl oad processing unit 353}0f the processing unit

3511 of the authentication unit 3171 shown ianIG. 50,

as shaown i.n FIG 52, encrypts the SAMID as plain text
LEPRY RS 25 EROTHER AP UG R hRTPae 1P derier aeored,
the download key information K -DA. 25 Step ST306:

128 APhetgsmdeoatraw G S g whilchi333k wggd itdetion program
downl oad key information K -DA generated at step

SABO2 bE ¢#ecbiisdnedse 3dGMY dad stidgRat, Ue A JuBidf area
Step ST307: 5 The downl oad processing unit 3531

t BaOSHI 1A WiRech day SN LS o BB B0Bs the busi
generated at step ST306 to thebsgﬁﬁgﬁ{p 308. Step ooness

SAtron b 1674887 e B ateploSehitls ShaiSdn prpa et used
P b3’ Fa Page B il FBP dPehe downl oad |
signature information.received at step ST307. At this

time, theeRRplbertien pIeman @dyds stpredeinddm Aadtorage
request has been nmade at the AP | ayer based on the

area 320 _1 is comprised of a plurality of program modules.
Access to the AP storage area 320_1 is restricted by the
firewall FW 1.

The gppliéation program AP 2 stored in the AP storage
area 320_2 is comprised of a plurality of program modules.
Access to the AP storage area 320 2 is restricted by the
firewall FW_2.

The application program AP 3 stored in the AP storage
area 320-_3 is comprised of a plufality of program modules.
Access to tl;le AP storage area 120_3 is res.tricted by the
firewall FW;_B; |

In ‘the present embodiment, the above program module

is the minimum unit downloaded for example from the outside

:. of the SAM unit 309 to the external memory 307. The number

.25

of the program modules forming each application program can
be freely determined by the correspbnding business.
Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 307 are scrambled. They are
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15 nodul e nanes received at step ST301 and specifies

t he downl oad signature verification key information K
DVA. Step ST309: If it is judged at step ST308 that
the. downl oad signature information is legitimate,
the task proceeds to 20 the }2docessing of step ST310,
while if not, it ends the processing. Step ST310: The

- dauekoadh gk WAAA% rabd! 18 (EPRE0%0f JHi1E SHY chip 308

shown in Fl specifies the a SS ext er na

25 nmeno 7 cor.respondi ng.to a nodul e nane
“desi gnafé’dgg TstEe -""g’i’ §CAgEPHYILIRAIAY Lt hBFPndd anrd AP_3

managenent data 330 and downl oads the program nodul e
r@Eer vearf eeaphe, peradneed dunpthe b wtisesses 1 1, 315 2,
speci fied address on the external nenory 307. Note

tand 3hEn3t heisgf ther pedsvehdpepmphteksD31d0w)| 3a€s2, and
program nodul es of the higher handler |ayer and |ower

handl Br shayar inhewe.i A8Fhfd 48et AolR®ca4bAr '&ﬂ&o{IE‘;ED%KDﬁ SAM

307, at step ST305, the downl oad key information

| ShsNe68t 84 Piel BRLLOHLY ahggd using FIG 54.
Lbiﬂg this, atesteg STsogﬁa?ﬁg§dggzroad signature

i nf ' ' 0] ted. Furt t step ST '
B s s o B e
veri{ipati& keg informatjon K DVM shown in FIG 57 is
CERHECRE iy the Gbvevadd E¥gfature information.

Further, when the software devel oper 315 SUP downl oads
15 a phigfanthatd e fitdwalldss 1Bk, SEWVD, iFWEB Gadd FW 4
té:i::;pond to the firewalls FW shown in FIG. 49.

The AP management storage area 321 stores the AP
ﬁanagement data 330.

The AP management data 330 includes for example the
SﬁM___ID, mutual authentication key information K2 (or mutual
auﬁhentidation master key information K1), and download
signature verific’ation.key information K DA, KDVM, and KDVS. -

. Here, the download signature verification key
information K+DVA is key information for verifying the
legitimacy of the sit_':;hature informatioﬁ génerated using the
download key information K DA.

The download signature verification key information

K DVM is key information for verifying the legitimacy of

the signature information generated using the download key

information K _DM.

The download signature verification key information -
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.The busi nesses 3151 to 315

external nmenory 307, at step ST305, the routine

explained using FIG 56 is used to generate the

downl oad key information K DS. Using this, at step

ST306, the downl oad signature information is

generated. Further, at step S1308; in the 20 SAM chip

308, the downl oad signature verification key

| Bf @VIRtisOkey PV rAWD e Q&5 |

the downl oad signature idngﬁngﬁéﬁflwﬁ%g%gﬁﬁgmgcy of
S ] 0 15.M D and_315.SUP. can use the
R B R i M B A RS e Holipad key
p&o%ran1 dul f the AP layer to the external nenory

- 136 P“Fgﬁgﬁ%r, the software devel oper 315 SUP

can use_the access master key information KA and KM

to downFBgddpradrash signatazeoerifikpglion kegdieformation

layer and |l ower handler layer 5 to the externa

néfrdesy 30T orattion heedrimesiigng thee veit i BNCHELid0Performed
using the 1C card 303 by the comunicati on system 301

shben BowhlGadifig whbk PeogrBladedleFkRrofidn $h8 ¥nfVehip
for explaining the overall operation 10 of "the

CO0PUBLCRLEOBXBYSHEN ﬁgﬁ’ﬂc’i‘%"‘é@?g”pi? r‘elguei 28 553312

t hese bhSi € uce application prograns AP 1, AP
2, and -éﬁf%rgéﬁgse busi nesses to perform

processj Eﬁ%'ls transactions using the | C card 303

on the%ﬂ sottalt & Gnbfetiongichlogk gdiagmam 3aH Fheh MM chip
in FIG 48.

308 shown in FIG. 48.

As shown in FIG. 58, the SAM chip 308 has aﬁ ASPS
démmunication interface unit 360,.external memory
commupication interface unit 361, bus scramble unit 362,
_éngryption/decryption unit 363, storage unit 364, and CPU
365.

The SAM chip 308 is é tamper-resistant module.

The ASPS communication interface unit 360 is an

interface used for input and output of data with the ASP

server 306 shown in FIG. 48.
The external memory communication interface unit 361

is an interface used for input and ocutput of data with the

- external memory 307.

The bus scramble unit 362 scrambles output data and

_descrambles input data when inputting and outputting data

through the external memory communication interface unit




At this tinme, downl oad processing explained using FIG
59 is perforned. Step ST332: 20 The appli.cation
prograns AP 1, AP 2, and AP -3 are downl oaded through
the authentication units 317 1, 3172, and 3173 from

t he personal conputers 3161}i§¥%2; and 3163 to the
SAM chip 308. At this tinme, the processing expl ai ned
ugienlg FIG 56 25 is perforned. - 131 Step ST333: The
user is issued the I1C card 303. The I C card 303 stores

t he keyrhaf Qﬁ%@.ﬁoﬂ? ade tighaﬁﬁilegji @.2 Smﬂ%%ﬁ% data and

busi ness whi c e user haS contracte

t contract tmween the user and a busi ness
,%%% %gonccﬁagﬁngf%ﬁszsuance of the IC card 303

‘through__the Internet 310 etc. Step ST334: 10 For
exanpl eTPRhEkOR2g8cPnits Pfds stgrgsedaka peedofigr the
conmputer 305 to access the server 302 through the

5 | RreFresing1byt dhpuCPHaSé5a product, the server 302
I ssues a processing request through the Internet 310
to the WP €RUVB6538fieciiben theiddP peo¥8ssB8A§ including
recei ves a processing request 15 fromthe server 302,

| exaeaessnsot Ao ABp308ALi 6ABREFarsBy LK QN chEE 308 based
Internet 310. Further, the processing request for the
| én %Qeﬁgﬁekﬁiusﬁ Mbé% ‘“(BE:QgE:SQdoef %i ﬁreéséi% invention)
in the form of tasks etc.

15 '.I'he' CPU 365,. for example, executes a download task
365a for performing processing for downloading program
modules rthrough the Internet 310.

Next, the download operation of program modules by
the download task 365a of the CPU 365 will be explained.

15 FIG. 59 is a flow chart for explaining that download
operat’ion.

In the following embodiment, the explanation will be
given of the operation when a business 315_AP1 downloads
program modules of ‘the application program AP 1 shown in

20 FIG. 49 and FIG. 57.

Step ST301:

The pers‘dnal computer 316 1 shown in FIG. 48 transmiﬁs
a download request designating. the module name _pf each
program module to be downloaded ‘comprilsi'ng the application

25 . program AP_1 through the authentication unit 317_1 , Internet
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is sent through the personal conputer 305, Internet
310, and ASP server 306 to the SAM chip 308. 20 Step
ST335: The SAM chip 308, in accordance with the
processing request received at step ST334, selects an
application programby the $é&¥ttenent processing
routine-task and executes the selected application

P30Q! aABP28eSveP $0636ana 18R 3I§et§AMzéhsm3Q§1 308.
outputs the result of execution of the appllcatlon

progra 4¢P server 306. As explained above,
accordﬂ%%g? §$%e communi cation system 301, by the
authent nits 3171, 3172, and__3173 hol ding the
Access TR matuedyepERSRFERbRORARY ha52uti oh GHEPROReS S 1ng
unit 317-4 holding the access master key information
Kapie hdchul hefit that pehhenticatyon wolti aA471he aacehown in
master key information KS, and, as expl ai ned above,

PEEG orFi nraonaEsi ojef SAMddmnhsadlatrgl deptogrsdmgritiel autual
to 10 the external nmenory 307, it becones possible to

GOV ORE ca Bi P Offé 60 FOREY €SnESrn& €06 aRC et §EnbtgBESthe
given in accordance with the software hierarchy shown

Fergaire] A&heJ‘afasé%& ké§ i&fm&ét%ﬁ k®_prevent an

unauthorlzed party fromillicitly exchanging or
tanper tﬁgg%ogran1nndules 15 to be executed by
- the ' Further, according to the

connunlcatlon sisten1301 as explained earlier, the
aut hentieaprsHadRthanbication pnit 359 3 oA thegpgocessing

information in a secure state in the st or age
unit 351 1 of the authentication unit 317 _ 1 performs mutual

authentication with the download task 365a of the CPU 365
of the SAM chip 368 using the mutual authentication key
informatioﬁ K2 generated at step ST302.

Step ST304: |

When the mutual legitimacy in the mutual

‘authentication of step ST303 is confirmed, the unit proceeds

- to the processing of step ST305, while when not, it ends

the processing.

Step ST305:

The download processing unit 353 1 of the processing
upit 351 1 of the authentication unit'317_1 shown in FIG.
SO, aé shown in-FIG. 52, encrypts the SAM ID as plgin text
ﬁsing the access master key information KA to generate the
download key informatién K DA.

‘Step ST306:
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-comTunl

units 350-1, 3504, and 350-5. \Wen such a unit is
destroyed 20 by an external factor or forced open,
this is detected by a detection unit and the stored
information in the storage wunits 3501, 3504, and 3505
is deleted. Therefore, illicabks use of the key
infornation used for downl oading to the SAM chip 308

can be ed.. 25 _Further, . accor
P14 PRI RERASSSing G R S, thesdgwmload

dgerates a plurallté of application prograns, since

% irfpsratiep i %|ﬁgneraaa@aa&natesd T30Bctpegrnerate
application prograns is restricted by the firewalls

Ftié  déwwiRoadndighaBure| infprmatienf er ence or

tanmpering with 5 the processing of each application

progr angbyp agp8Get  appl i cation program can be

prevented. Further, it is possible to enhance the

secr ecyrd &?&x‘i‘l@&&' bESEL 9D RG OGH AL 354 § h'E:E‘%nsmlts the

accordlng to the connunlcatlon system 30
nf i uring.each a pl atlo rogramb uralit .
(e i St P eRB  pERERaBi BOBEATE LS, B GRRE' e €0

external nenor¥_307 i n program nodul es units.

Fire 2 i d4PBg to the communication system 301, by

'encrypting the highly confidential key information

used f ¥temeFB3®Bn of the IC card 303 in addition to

the usual 15 scranmbling and storing it in the

ext er naha eiownl oV tdsk 365a06% bhe CPUI3g8 @4 Hhiee SAM chip
security level of the key information. Further,

SO oA 18 BIE. 5Bt 8588t h3030wh 162 RAlgrAld- A B9 8k on
can execute encryption and decryption

key information K DVA shown in FIG. 57 to judge the legitimacy
of the download signature information received at step ST307.
- At this time, the download task 365a judges if the

download request has been made at the AP layer based on the

"module names received at step ST301 and specifies the

-download signature’verification key information K_DVA.

Step ST309:

If it is judged at step ST308 that the download
signature information is legitimate, the task proceeds to
the processing of's?ep.STSIO; while if not, it'ends the
processing; |

Step ST310:

The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 specifies the address in the external

memory 307 corresponding to a module name designated at step
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20 when accessi ng codes by the bus scranble function,
so it s possible to prevent an application program
stored in the external menory 307 from bei ng

cillicitly analyzed etc. while processing of the SAM

chip 308 is halted. FIG 61 isga_functional bl ock
di agram show ng nore 25 specifically the function

| ocks of t he, SAM chi p 308 shown - 134 in FIG 58. As

Py Fevigg t%@Oé}&Rﬁaﬁfﬁw% dagandiq @gd downloads

t hrough an internal bus 390 to the ASPS comuni cati on
i thepregxagninedsde, recseived if remnbhe orsans goppater 316 1
interface wunit 361, bus scranble unit 362,
encrifpit cpatect yed | addriess oB6bhe SéOEEEEa L NMhémEB#, 36mNd
CPU 366. In the SAM chip 308 shown in FIG 61, for
exanpl g% hoWhidh e Lftdrd %&Jéﬁbﬁ)éls%ltﬂ Qi

connect the card |/F unit 391 connected to the

unlt ]3%42 tﬁ: ‘%an% c?cﬂ'lﬁgsAﬁf?% %JB&D dﬁﬂ?cgﬁh%?lfayer and
RN 3%, BB T L mamory
receptl on/transm ssion unit 392. The present

iWenidtors o RE397 nithel dyniradiderie Infomatiemdi DM is

enbodi nent. For exanple, in the above expl ai ned
‘gevediatmd byt tee roatd ngf explninedivsjny Bicarb4nlslieyg this,

fromthe personal conputers 3161 to 3165 through the

SAMsatirp s34 0 tHhe dewdBiddl sigErS0ihfRSmation is
illustrated, but the present 20 invention can '
%ieméz@'ﬂéﬁ.bg‘u@ﬁﬂére;dalﬁsgggptQ’fB(Sé‘pCJ{.r; Q:rierfSAM chip 308, the
~download.signature'verifiCation.key information K DVM shown
in FIG. 57 is used to vérify-fhe download signature
information. |

Further, -when the software developeéer 315_SUP domloaas
a program module of the 0S5 layer shown in FIG. 49 to the
external memory 307, at steé ST305, the routine explained
using FIG. 56 is used to generate the download key info’rma_ttion
K DS. Using this, at step ST3d6, the download signatUre

information is generated. Further, at step ST308, in the

SAM chip 308, the download signature verification key

information K__DVS shown in FIG. 57 is used to verify the

- download signature information.

Note that the software developers 315 MID and 315_SUP

can use the access master -'key information KA to download

the program module of the AP layer to the external memory
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t he above expl ai ned downl oad task 365a even when
downl oadi ng program nodules fromthe personal
conmputers 3161 to 3165 to a storage unit 364 in the
SAM chip 308. Further, in the above expl ai ned

~ enbodi nent.,, the case 25 of-prewyiding the

aut hentication units 3171 to 3175 for - 135 the

Is:{}g,grnet 310 at the personal conputer 3161 to 3166
“was illustrated, but as shown in FIG 63, it is

al so possible to provide the authentication units 3171

- to 317Fuythemne dre 396 twa08 denekdpeny ILT SUP toan ese the

aut hentication wunits 3171 to 3175 to the :
Goraesp ot gr [ketys dnfbraantfiioheRkA 3id KM ac386wn1batl program
Enbodi nent The present enbodi nent is an enbodi nent

GEIEEPOE Rthe h9ghBe HLhH18R01IdRLP HRPAGWEOhabBler layer

i nvention. 10 FIG 64 is a view of the overall

C@f{@rﬁn%%%ﬁ &Qgﬁ ni cati on system 401 of the

present e ment . showh in FIG 64, the

communi,cat.i on.system 401 use t he server, 402, |1 C card .
203, CAISK odhe REGISSHE £ HERPSAGHARR SR the IC

ASP (application service provider) server 406, 15 SAM :
Mrﬁ%&wi%iwﬁlmiwaw 3% sehewn in FIG. 48
conputers 4161, 4162, and 4163, and authentication

wiills b Explafinle®, and 417.3 to conmuni cate through

the Internet 410 and performsettl enment processing or

ot her prier.es9i 1§ £ iewdfHE QHESILE £n 115 thel BOekE18abSeration
403. 20 The SAM unit 409 has an external nenory 40
W%ﬂc&ﬁr\ﬁn‘%ion system 301 shown in FIG. 48.

Step ST331:

The businesses 315 1 to 315_3 or a part requested by
these businesses produce application programs AP 1, AP 2,
and AP 3 for those businesses to perform processing for
trahsactiéns using the IC card 303 on the personal computers

316_1, 316 2, and 316_3 shown in FIG. 48.

At th:_i.rs time, download".processing explained using FIG.

59 is performed.

Step ST332:

The application programs ISPml, AP 2, and AP 3 are

: downloaded through the authentication units 317_1, 317 2,

25

and 317_3 from the personal computers 316_1, 3.1-6_2 , and 316_3

to the SAM chip 308.
At this time, the prolcessing 'exp_lained using FIG. 56

is performed.
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The SAM chip 408 has a software configurati on shown

in FIG 65. As shown in FIG 65, the SAM chip 408 has,
from a bottoml|ayer toward a top |ayer, an HW

(hardware) l|ayer, .25 OS |ayer, |ower handler |ayer,

hi gher handl er l'ayer, and - {36 - AP | ayer. The | ower
handl er | ayer includes a driver layer. Here, the AP

| ayer includes application prograns AP-1 r AP 2, and

AP -3 #hiSTF3Hocedures for use of the IC card 5 403

by credit card conpani es or other businesses 4151,

4152, = Tiwed wsE33 ishdwsued Al I8 camd tHS AP | ayer, the
application prograns AP, 1, AP-2 r and AP -3 and the

hi gher Thandice lcalraly 90 3a st die@ itiRd Kt iIeFd rodigBiVidded for
firewalls FW 10 The SAM chip 408 is connected through
%ﬂ%ﬁ%d%%idﬁ%'MlthaaSQﬁklﬂ%%% whi8nELRE 884 RLE- cé&%racted
the ASP server 406. The ASP server 406 1s connected
thrnQuah the Internet 410 toa plurality of term na
apparatuses i ncludi ng a personal conputer 405 of the

end user and_ personal conputers 416 1, 15 416 2, and . :
4163 ofioftfet Bg&'ﬁé‘%%’g‘tffﬂt b&fyzenaﬁaezrmr anghg business

personal conputer 405, for exanple, is connected

- {90 bgh censdiuded pétpro#ssssnser pft the Dungargpdd3athrough

reader/witer 404. The card reader/wi.ter 404 realizes
fthe Ietammed BlGeledzs comruni cati on corresponding to
the physical 20 level with the I1C card 403.

Oper at geapl segagands to the 1 C card 403 and response
packets fromthe 1C card 403 are generated and

analyzﬁgragxample, when a user desires to use the personal
computer 305 to access the server 302 through the Internet

310 to 'purchase a product, the server 302 issﬁes a processing

" request throﬁgh the Internet 310 to the ASP sexver 306.

When the ASP servér 306 receives a processing request
from ﬁhe server 302; it accesses the personal computer 305
through the Internet 310. Further, the processing-request
for the IC card 303 issued by fhé card reader/writer 304

is sent through the pérsonalJcomputer 305, Internet 310,

- and ASP server 306 to the SAM chip 308.

Step swajs:

The SAM chip 308, in accordance with the processing
request received at step ST334, selects an application
program by the'settleméﬁt.proceésing.:outine-task and
executes the selected application program.

Step 5T336:
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the SAM unit 409 side. Therefore, the card
reader/witer 404, personal conputer 405, and ASP
server 406 interposed 25 between themonly-act to
store the conmmands or response. - 137 content in data
payl oad portions and rel ay- tig2 sanme. They are not

involved in encryption or decryption of dat a,

aut hen ca and her actual eratl an t he

card 4 %%8¢ﬁglﬁh e SSEP ffoh é%w :ﬁf??Hﬁ§°“ of

t he persqnal conmputers 4161, 416 2, and 4163 to
FEPlication REagHR b5t dhiendSEservesp 306 gnd AP

-3 and downl oad the produced application prograns

t hr oughst eegpdatined iabaiviegn aggicxsliny7 to the/ dmmandication

417_3 through the SAM chip 408 to preassigned 10

&ty@;"tage 3gaby tHd enftHaritidda s uhidd 3 1hi®17 2, and

time, since the businesses 4151, 4152, and 4153 have

Q7 & A1 NY (theP AT Yas il 1P AR M LEon | Ka | h@he

extETnaI nennﬁy 407 where the application prograns
P- deC|ded
SopeBerteB it S, A R A ol et vy

to such .a storag area |s verified by the SAM chj
FOECTERRE KN AR AR RTY o Fath BRHRS the

the application prograns AP 1, AP 2, and AP -3 are
F@@ﬁslsctﬂééteﬁykﬁh'elflfPEMFF-gnFW oRnh RS RIPl Db gbove,
the application prograns AP 1, AP 2, and AP -3 to the 7
paMfolrimg nd0 ®rolcles sa migh daix @Bivirﬂmadiiﬁgs A pikhgrakd méule to
and 4173, as explained |ater, perform nutua
aukheRiteeablOhetolrly B0d,SAM GaicondB p¥AHIEE dd&ownload -

downl oad
a program modules in accordance with rights given in

accordance with the software hierarchy shown in FIG. 49.

- Therefore, it is possible to prevent an unauthorized party

from illicitly exc_:hanging oxr tampering with program modules
to be executed by the 'SAM chip 308.
Further, according to the communication system 301,

as explained earlier, the authentication units 317.1, 317 4,

‘and 317 5 store information in a secure state in the storage

units 350 1, 350___4,- and 350_5. When such a unit is destroyed
by an external factor or forced open, this is detected by
a det_ecti;:m unit and the stored infdmation in the storage
units 350__;1, 350_4, and 350_5 is deleted. Therefore; illicit

use of the key information used for downloading to the SAM

chip 30B can be avoided.

Furthef, according to the communica_tioh system 301,
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signature verification key information, etc. 25 Next,
the SAM unit 409 shown in FIG 64 will be - 138
explained in detail. External Menory 407 FIG 66 is a
view for explaining the storage areas of the externa
menory 407. As shown in FIG 166, -t he storage areas of
the external nennry 407 include an AP storage area

g%lng ggllcatlon ram AP-1 of the
bu5| ss 4 ghdtesr da &E adityy of; gpphdcation
t he appllcatlon progran1AP -2 of the business 4152, an
MPERIBMEge BiREE ST txansfer o) wirwirg mfpldats jamd codes
program AP -3 of the busi ness 4153, and an AP
rmemerﬂpmtm@@mmmg@hmssdrégttheteamgeiheoffitrleezalls

SAM chip 408. The application programAR -1 stored in

tive AP r,agad PweR, 420k dis ¢aRBLiFeednel ar RlaMflding with
of progran1nndu|es 15 Access to the AP storage area

4@5@-§§béé§§{ﬁ§t§§ Q¥cﬂh§p§§%§§g@#ﬁ Eﬁ%&ﬁﬁi another

appllcatlon program AP age

' ﬁi[bl?o% & El%!(l:i)egg b S%Iq b%[-_.pz? %l |t %ogg is possible .

restrlcted by the 20 firewall FVV2 The application
prodithiangs -the 3reteth theeagh stpphigatirrapyogzams

. conprised of a plurality of program nodules. Access

to the Fm@ﬁn.ag%c%ﬂmt@cm i the exmmunich bion heystem 301,
firewal | FW 3.
by configuring each application program by a plurality of

p:ogram.médules, it is possible to download to the external
memory 307 in program modules units.

Further, according to the communication system 301,

by encrypting the highly confidential key information used

‘for operation of the IC card 303 in addition to the usual

scrambling and storing it in the external memory 307, it

is possible to improve the security level of the key

information.

Further, accordihg to the Internet 301, the

. application program can execute encryption and decryption‘

when accessing codes by the bus scramble function, so it
is possible to prevent an appiication.program,Stored.in the
external memory 307 from i)eing illlicit'ly analyzed etc.;. while
prdcessing of thé SAM chip 308 is halted.

'_FIG. 61 is a functioﬁal block diagr;m showing_more

specifically the function bloqks of the SAMrchip 308 shown
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25 In the present enbodi nent, the above program nodul e

- 139 is the mninmumunit downl oaded for exanple from
the outside of the SAMunit 409 to the external

menory 407. The nunber of the program nodul es form ng
each application programcamsbe_freely determ ned by

t he correspondi ng business. Further, the application
programs AP 1, AP 2, and AP -3 are, for exanple,

prd d M- t he busi nesses 4151, 4152, and 4153 using

t he personal conputers 4161, 416_2, and 416_3 shown in
FI G 6&Asarshcare igoWlhaddd tiireo @AM tdheliSANE hip d@theoted
the external nenory 407. 10 Access to the AP .
MNRGKITE Hn HitagtaBnae 490 tS tikk | X9esl Sdhvuiicd bEon
manager of the SAM chip 408 by the firewall FWA4.
NQlddiate Uﬁg.tf BEQW:L&E\A‘S@ meﬁl\ég:y gmunaﬁgtg\éﬂ‘l%—%terface

correspond to the firewalls FWshown in Fi G

The AR n nent. st orage. ar. 421 stores t nodul. e .
3ol S o SR 3R 1, (ERgRYBEESn B IRASEn unie
agenent data 421 is usedﬁ%%?the SAM chip 408 for -

giHPRes Hh ¥4t mrd %% on prograns AP 1,
AP 2, and AP 3. 20 In the present enbodi nent, the
appl i cdmi ¢he FAMgchap AP81shpapn2ingFEGAPELl3 fiay agpample as
managenent data 421 stored in the external nenory 407
abeowasieliGi e, |t ers alsangvediblby tdedusect the card
scranble unit 461 in the SAM chip .408 using the

Iyt K oneitdfad itHe ifeeraiM did 68, td hey. rF
are 25 descranbled using the scranble key K

reception/transmission unit 392 outside of the SAM chip 308
and transfer déta with the IF card 303 by a noncontact system
through an antenna 392a of the RF reception/ transmission
unit 392.

The present invention is not limited to the above
explained emb‘odimént.

For example, in .the above expla_ined embodiment, the

case of downloading program modules from the personal

: éomputexs- 316 1 to 316 5 through the SAM chip. 308 to the

.external memoxy 307 was illusﬁrated, but the present

invention can similarly be applied using the function of

the above explained download task 365a even when downloading

program modules from the personal computers 316 _1 to 316 5
to a storage unit 364 in the SAM chip 308.
Further, in the above explained embodiment, the case

of providing the authentication units 317 1 to 317 5 for
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- 140 SAM Chip 408 FIG 67 is a functional block

di agram of the SAM chip 408 shown in FIG 64. As

shown in FIG 67, the SAM chip 408 has an ASPS 5

conmuni cation interface unit 460, bus scranmble unit

461, signature processing-upgg 462, authentication

processing unit 463, encryption/decryption unit 464,

stor uni t %fo and CPU 466. The SAM chip_ 408 is -
'F"‘e%‘?%'l‘a fufke Rorienal crmPeRRr48b6.1 to 316 6

corresponds to the data processing circuit of the

pHedeitas nidbhes bratedi |leut hes bskowe r tmbFEG. uBBt #B1is also

corresponds to the data i nput/output circuit of the

reseiihle rbe piriovtideFthéheu théhei SAMM 60 iyn 8 317_1 to 317_5

corresponds to the. 15 sem conductor circuit of “the

ReSeE J2W HiP BosMaAne alilew 8¥kakBakoMBHR! ¥uffldntication
corresponds to the sem conductor storage circuit of

n [

[ nt e@% ;?ilg-f}nﬁg O—éjgoagﬂgl(ﬁét et% %ce use‘%g%rggflr?&u 3ters

u]% o;%lgéqijvmth the ASP 20 server 406 shown in .

Bus scranble unit 461 scranbles data to

be witten in the external nenory 407 and descranbl es
dat a r &ty &gbadimenyy ernal nmenory 407. That is, the
external nenory 407 stores data in a 25 scranbled
st at e. Tl present embodiment is an embodiment corresponding

to tﬁe 17th and i8th aspects of the invention.

.FIG. 64 is a view of the overall configuration of the
communication system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the server 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,
SAM (secure application module) unit 409, personal computers
416_1, 416_2, and 416 _3, and authentication units 417 1,
417_2, and 417 3 to communicate through tﬁe Internet 410
and perform settlement processing or other proceSsing for
a procedure using the IC card 403.

The SAM unit 409 has an e,xternalr memory 407 and SAﬁ
chip 408.

The SAM chi.p 408 has a software configuration shown
in FIG. 65. As shown in FIG. 65, the SAM chiﬁ-408 has, from

a bottom layer toward a top layer, an HW (hardware) layer,

0S layer, lower handler layer, higher handler layer, and
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The processing of the bus scranble unit 461 will be
explained in detail later. The signature processing
unit 462, as explained |ater, produces a signature
and verifies a signature when 5 downl oadi ng an
application programthrough t3@ Internet 410 and when
executing an application program The authentication
§%$S§$sing unit 463 as explained |ater perforns

YUt henti.cation with the other party when '
downl oadi ng an application programthrough the
| nt er néthe %@wm hagdlier davamanaiadesy agriver layer.
encryption/ decryption unit 464 encrypts data and
decr yptHerencthptrdt ldgea. idhbud¢orapgd inititbprogirams AP 1,
exanpl e stores the data necessary for the processing

afp the LR 6B def ihihPLAGEIEAE RS € of the IC card
application prograns AP 1, AP 2, and AP-3 while

WLERY M dE AL ORpaREIR Ok SPher HULHULINS J4ES 1, 415 2,

scranbl e unit 461 and perforns various processing

corre [ to th rvices of the SAMchip 408. 20
S BWIRG L0 LDeRer Ve

processi hg € bus scranble unit 461 wll

‘be explained in detail. Note that, .in the present

enbodi fenthet AR kager orthe @pprdicatd oy pregrams| BPuhi tAP_2,
461 when accessing the external nenory 407 is

iand & & esd bhe hhehpyshsndieb| bayeartanglprevideddpetween
be applied in the case of inputting and outputting 142
ddiem Wilth tHHiarem#ldidewy anot her SAM chi p 408 t hrough

an

The SAM chip 408 is connected through a bus 419 using
a SCSI port, the Ethe:net, etc. to the ASP server 406. The

ASP server 406 is ¢onhected.through the Internet 410 to a

plurality of terminal apparatuses including a personal

" computer 405 of the end user and personal computers 416 1,

416 2, and 416 3 of the businesses 415 1, 415 2, and_415_}.
The personal computer 405, for example, is connected
through a serial port oxr USB port to a Dumb type card

reader/writer 404. The card reader/writer 404 realizes for

. example wireless communication corresponding to the physical

level with the IC card 403.

Operational commands to the IC card 403rand response

_packets from the IC card 403 are dgenerated and analyzed at

the SAM unit 409 side. Therefore, the card reader/writer
404, personal computer 405, and ASP server 406 interposed

between them only act to store the commands or response.
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1/0 bus etc. The bus scranble unit 461 encrypts the
data input from the CPU 466 using a predeterm ned

'scranble key K, then wites 5 it through the bus 419

in the external nenory 407. Further, the bus scranble

unit 461 decrypts the data. {gad_ through the bus 419
fromthe external nenory 407 using the scranble key K

and outputs it to the CPU 466. [Address Space] 10 The
RV T ot A3tk PaRtRa RoX Rerhi b tFOtRY Flerfamen They
used by the bus scranble unit 461 is nmade Nc, -while

tdree deea e lyreld hinfendrympisont 16 | deqamyjet N ¢fH déka,
foll owi ng exanple, consider the case where Nc is a
vdhottesritd dd tl en pfandp tHdiftadtualaopbehe ibnEheh Bhe IC card
(=Nc/ Nb). 15 Note that the address space of the CPU

453 (address space in SAM chi p 408) and the address

space used when the bus scranmble unit 461 accesses

t he extgrnal Ly . 407 h i pafte sq referred to

as t heﬁgxﬁg?%gggsnéﬁo@ys—a%’dgégs—a ’ sap%% & i%—g i ‘f?eér%rht? ReFgonat
the additi of parity and, scranbling 20 of the . L
o {01z @.'rsl'%glse-fldr 15: %0 I 446 Anbr Pt e gpplication
shown in FIG 68, converts an.address CPU ADR i nput
mragnaRs &L dF (34 rand AR e loviikogd ceheytproduced

i nvention) to an address MEM ADR of the externa
rppdricatddmepsogpans {lasnoytd thednedserofiddiel @b upicseal 7 1,
i nvention) using a predefined map f (address - 143

o e SiZHy 219013 tiHBoughh & 296 TAHEY @08 o 4edSfigned

the™ address MEM ADR to access the external nenory
%&%xage areas in the external memory 407.

At this time, since the businesses 415 1, 415 2, and
415 3 have no relation with each other, the storage areas
in the external mémory 407 where the application érbgrams
AP 1, AP_2, and AP 3 can be downloaded are decided in advance
;nd.whether one has the right to download to such a storage
area is verified by the SAM chip 408.

Further, the ﬁransfer and‘vieﬁing of dataAamong the
application programs AP_1, AP 2, and AE;B'are restricted
by the firewalls FW. - |

When downloading the application programs AP 1, AP_?,

and AP_3 to the SAM chip 408, the authentication units 417 1,

'417_2,_and 417 3, as explained later, perform mutual

authentication with the SAM chip 408, produce the downlecad
signature verification key information, etc.

Next, the SAM unit 409 shown in FIG. 64 will be
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This map f, for exanple, as shown in FIG 69, is
defined only when the address al, which is an address
CPU ADR, is 5 "al nod Nc/ Nb=0". For the other
address a2, the external nenory 407 is accessed by f
(a2-(a2 nod Nc/ Nb)). Here, f3g¢mod y" is the reminder
after dividing x by Y That is, the bus scranble unit
461 ieads and wites 10 data with the external nenory
RIPIHREF 1 fetel encryption block length No. Here,
when Nc/ Nb=n and the smal | est whol e nunber of n or
mor e | Extprndie Mempryerdfibl e unit 461 perforns
transactions accessing the external menory 407 through
the 15 RIus. 40 i(dai ariigwp oo wpllia ifnidns atd G igd hereas
present invention) in units of m nunber of

tdANgRctd:0Srnal @G rad7 on of Bus Scramble Unit
461] FIG 70 is a functional block diagram of the bus

Scr anblA% gﬂ!o n4g%5t‘1§(g ’%% SQﬂyqsi:%%#g‘ar%%sdr%%etggsexternal

scranbl e unit 4 al encryp unit -

decrypti uni 32, ress nmanage nit 433, . -

BRI é’%?e%?éﬁéﬁeﬁﬁ?# Lﬁ]‘ﬁrmﬁ%ﬁ%_ﬂr 685s8Fnging the

uni t. 435, pipeline processing control unit 436, work ‘
yratghon pregEsmiAtll ofi thabysipesmelants jn ABnstorage

unit 431 encrypts data input fromthe - 144 CPU 466

weiery 42 012 fetre siforddgs thandppl kegtkon TheogeanydPi 2nof the

unit 432 decrypts data read fromthe external nenory

HhG gy 418 D eGP HHhgeC Ed @HEYB for storing the

application program AP_3 of the business 415 3, and an AP
management storage area 421 used by the manager of the SAM
chip 408.

The application program AP 1 stored in the AP storage
area 420_1 is comprised of a plurality of program modules.
Access to the AP storage area 420 1 is restricted -bj{ the
firewall FW 1.

The application program AP 2 stored in the AP storage

area 420_2 is comprised- of a plurality of program modules.

Access to the AP storage area 420 2 is restricted by the

firewall FW 2.

The application program AP__B stored in the AP storage
area 420 _3 is comprised of a plurality of program modules..
Access to the AP storage area 420 3 is restricted by the
firewall FW 3 ..

In the present embodiment, the above program module
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K. The address nmanagenent unit 433 converts the
address CPU ADR input fromthe CPU 466 to the address
MEM ADR expl ai ned above. The scranbl e key nmanagenent
unit 434 manages the scranble key K used at.the
encryption unit 431 and decryfpiion 10 unit 432 and

‘suitably switches the scranble key K. The parity

processing.unit 435 adds, parity data to_ the data to .
bes 1S FaRipp iR Exdurnipadeddar sermpde fEpm Fhe outside
the parity data added to data read fromthe external
refrorthe SPOY unid $RE pppthenexpevrat shemoryni?’dl Thetnumber
436 divides the processing of the bus scranble unit
44f] tihed pragphnrabdd Ve offainfigrs eaath applliehtibhepsyggiam can
so that the pipeline processing is perfornmed in units
He £AGES, di@MOidedTBPhet Tortre ity Blliness.
preocessi ng of the 20 bus scraorrbl e uni tu%él. Thl:eess
cont r olg Unipt, 43 Q‘E]g[ .t]gn%i [ h
processi ng-ht(')afr't E}é&b lgc-ra ?\égb%ﬁgtggﬁlg%ﬁ-[-%\v ?%Pez’ and AP 3
eratjon to ternal Memgry 4071 FIG 71 is i ew .
B oot SR e POpEPRPROHY ot e Skngtacs Fifiuf o 415 2,
unit 461 when the CPU 466 shown in FIG 67 wites 145
angd 3 B3 (e nekiidven Renranddy crpputeny 446 il A%4 Ry and

chart for explaining the operation shown in FIG 71.
%lp BEM@WN in FIG. 64 and are downloaded through the SAM

‘chip 408 to the external memory 407.

Access to the AP management storage area 421a is |

allowed only by the manager of the SAM chip 408 by the firewall

FW 4.

ﬁote that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 65.

The AP management storage area 421 stbres the module
management data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the Sm
chip 408 for managing execution of the application pi:bgrams
AP__I, AP 2, and AP 3.

In the present embodiment, the application programs
AP 1, AP_2, and AP 3 and AP management data 421 stored in
the external memory 407 are , as explained later, scrambled

by the bus scramble unit 461 in the SAM chip -408 using the

scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble key K.
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5 The CPU 466 outputs to the bus scranble unit 461 the

- data DATA to be witten, that is, "d32", and the

address CPU ADR, that is, "a3". That data "d32" is
witten in the work menory 437 shown in FIG 70 of
the bus scranble unit 461.. I4dtep ST402: When Nc>Nb

t he address managenment unit 433 shown in FIG 70 uses
t he ad "a3" to find the map f (a3-(a3 nod Nc/

Nb) ) ,MG , map f (a3-1) and uses that map f
(a3-1) as the address MEM ADR of the external menory
addr es§&paéd. i35 Fuwprsmst bilack giegaiamypift thegSAM chip
shown in FIG 70 uses the address MEM ADR f (a3-1)
& shevratirs tRIG .S®HM2 to read fromthe external
menory 407 the encrypted data block e ({X1, X2}) and

Wi t es alshishown ke Frer K eTeMihe 43 hdpSer RdO04n s
decryption unit 432 shown in FIG 70 decrypts the

Qtlnimdd 196K o {9 B&%&%ﬁ Rﬁgﬁ% ‘;gédnxﬁqx% PG 4@7461

to generate the data

rocessin unlt es t rit data added
R gl FEREAY sttt B0 e e g PSS g
proceSS| ng, then vvrltes the 146 data bl ock {X1, X2}
Adith 4643/ { BRCTIGP kiom/BeGryRYion qnst §6A05steKageoRRT b| 465,
unit 438 rewites the "X2" corresponding to the
addt &P 463" in the data bl ock {X1, X21 correspondi ng
5 to the address read fromthe work nmenory 437 and

al readyhe SAM chip 408 is a tamper-resistant module.
Here, the CPU 466 corresponds to the-data processing

circuit of the present invention, while the bus scramble

unit 461 corresponds to the data input/output circuit of

the present invention.
Further, the SAM chip 408 corresponds to the.
semiconductor circuit of the present invention, while the

external memory 407 corresponds to the semiconductor storage .

circuit of the present invention.

The ASPS communicatioa interface unit 460 is an
interface used for'input and output of data with the ASP
server 40675hown in FIG. 64.

The bus scramble unit 461 scrambles détaa to be written

in the external memory 407 and descrambles data tead from

- the external memory 407.

That is, the external memory 407 stores data in a

scrambled state.
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decrypted to the wite data "d32" to generate the data

bl ock {X1, d32} and wites this in the work nenory

437. Step ST406: The parity processing unit 435

generates the parity 10 data of the data block {X1,

d32}. Step ST407: The. encryipfi on unit 431 encrypts

the data bl ock {X1, d32} read fromthe work nenory

437 using the scranmbl e ke K. 15 Step_ST408: The

cont r o i REOFES SinG: &F e BaS, SEramplexunidy 46l gill be
the address MEM ADR f (a3-1) of the external nenory
&xplagmedyvin aletadd thatkt.a generated at step ST406 in

a predeterm ned area of the external nenory 407. 20

Not e t IThle shenabutée @ratidsidnBunildgbé? | hst beplhdilhedsiater,
next input fromthe CPU 466 is "a3-1" before.

@wd(mésma tiQnaaire RIfRr kredli Sl aSSHGha thdre ddreh
rewites the data block X1 by the wite data, t hen

?&WMM@%&J@ aﬂng?#ﬁ.i&gélbxt; pf&%}%lf PR althgef'ﬁ{ﬂrnet 410

I'S po e to reduce
QIC) of 147 stesmt q:eof witing to
n, EXSF ™ AR lﬁé‘r LR EFWET writing data

of a data Ienilth Nb in the external menory 407, the
cont r offhgn S&tlFértl%Wéessﬁ&ﬂs“&&ﬂ:a‘lW fAife eFRlained
of (Nc-Nb) to obtain data of the data 5 | ength No, '
tliadie re pemfoirans muetv lwautdenthi gatiome witherthel othepiparty
407. _
when downloading an application program through the Internet
410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and
decrypts encrypted data.

The storage unit 465 for example stores the data
neéessary for the brocessing of the CPU 466.

The CPU 466 executes the application programs AP 1,

AP 2, and AP_3 while accessing the external memory 407

through the bus scramble unit 461 and performs various

processing corresponding to the services of the SAM chip

408.

Next, the processing of the bus scramble unit 461 will

~ be explained in detail.

Note that, in the present embodiment, the case of use
of the bus scramble unit 461 when accessing the external
memory 407 is illustrated, but the bus scramble unit 461

can also be applied in the case of inputting and outputting
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That is, a storage area of a data length Nc in the
external nenory 407 is assigned even to data of a data
length Nb. 10 [Read From External Menory 407] FIG 73
is a view for explaining a read operation from the
external nmenory 407 to the bhuys scranble unit 461.

FIG 74 is a flow chart for explaining that read

0 eration. 15 Step ST411: The CPU 466 outputs to the

3% Wit e AHtsise B Aanihass SAMUCRER 408 thoysh an
read from Step ST412: Wen Kc>Nb, the address
Fifadareritaii t 433 shown in 20 FIG 70 uses the.
address "a3" to find the map f (a3- (a3 nod Nc/Nb)),

t hat i Thet hasnsfrdnb3uhlit asll esesypihatth@fata( 83pid}t from
as the address MEM ADR of the external nenory address

YRCePUYL 6P u§141%3a dEE%IQID WP E o8 BaMe Ky KG tﬁZ_\n wr::.tes

uses t he address - 148 f (a3-1) obtai'ned

T nc [a e
3@§'%%%b§%‘ 3%%1) r§h1t qf@%%%l "Qmm9$y 07 and
MWIteS this int rk ne 437, S 414: 5 The :
decryptE"Jé'ﬁ'?‘ﬁﬁl't E?z §ﬁoﬁﬁr?’ﬁ£¥?dn% {ch)r‘%ﬁ%yﬂ'ﬁ% the data
data bl ock a §£d31 d32}) read fromthe work nennrg .
&grd shrgughr fhe bes¥1YFxem the: askernpd pemery 407 using

processing unit
the scramble key K and outputs it to the CPU 466.

[Address Space]

The encryption block length of the encryption

- algorithm used by the bus scramble unit 461 is made Nc, while

the data bus width of the bus 419 is made Nb. In the following
example, consider the case where Nc is a whole multi;;le of
Nk, that is, a whole number n {=Nc/Nb).

Note that the address space of the CPU 466 (address
space in SAM chip 408) and the address space used when the
bus scramble unit 461 accesses the external memory 407
(hereinafter also referred to as the "external memory addfeés
space")} differ due to the addition of parity and scrambling
of the acidress.

| T-herefore,l the bus scramble unit 461, as shown in FIG.
68-, cdn\:;erts an address CI;U_ADR ini)ut from the CPU 466- (fjrrst

address of the present invention) to an address MEM__ADR of

the external memory address space (second address of the

present invention} using a predefined map £ -(address
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435 uses the parity data added to the data bl ock e

({d31, d32)) for parity processing, then wites the
data bl ock {d31, 10 d32} again in the work nmenory

437. Step ST415: The control unit 438 fetches the data
"d32" corresponding to the {&J ADR "a3" in the data

bl ock {d31, d32} read fromthe work nenory 437 and

al r eady ﬁecrxpted 15 and outputs the sane to the CPU
fsprvegion Al9erithmlne Fheydus srambleommnyd) 461 yses the
data in the data block and outputs it to the CPU 466.
[AvidresraiiM ADRSCha rfsiee & yheT s twammadh Imenjcasy 407 .
managenment unit 434 shown in FIG 20 70 manages a

scr anblmhileeyapsedfoR dbangie; wpt $06wn/Aint FI81 6BNds defined
decryption unit 432 as follows. The scranbl e key
RBOSIRIN #HY ladtBd JPVa 1S Qi ol i el adiled VPPN, is
address in the external menory 407. Therefore, 1tTis

neGe old, aplurality.of scranble S. e
SRR PG © R e (o BT o7, ppgiena

the ne hi's 1s showi

‘The scr e, key managenent_unit 434, as _shown in FIG
P G HRSRaa O ) G s Ko/ ) hand

K3. It switches the key used according to the address
from t HerepU"XsBodny" ok ptihe remaingeriaftep dividing x by

.encryption unit 431 and 5 decryption unit 432.

Specifically, when accessing the address "al", it uses
the scranbl e key K1, when accessing the address "a2",

i g ; US@halthe sSCrasbbaskarrkablandnWied 6¢4C¢883sNdnlN@rites
a r ess

data with the external memory 407 in units of the encryption

‘block length Nc.

Here, when Nc/Nb=n and the‘smalleSt whole number of
n or ﬁore is m, the bus scramble unit 461 performs
transactions accessing the external memory 407 through the
bus 419 (data input/output transactions of the present
invention) in units of m number of transactions.

[Configﬁfétion of Bus Scramble Unit 461]

FIG. 70 is a functional block diagram of the bus
scramble unit. 461,

_As shown in FIG. 70, the bus scramble unit 461 has
an encryption unit 431, decryptioh unit 432, address
management unit 433, scramble key management unit 434, parity

processing unit 435, pipeline processing control unit 436,

work memory 437, and control unit 438.

. The encryption unit 431 encrypts data ihput from the
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"a3", it uses the scranble key K3. 10 Further, as
shown in FIG 76, the conputation circuit 434a in the
scranbl e key managenent unit 434 perforns processing
using the key Ks formng the class and the address
i nput fromthe CPU 466 anQ(ﬁgiuus the conputation
result as the scranble key to the encryption unit
431 and 15 decryption unit 432. That conputation may
ITRY R aringta mreaste throrined eewinkd epdodi g addr ess
nunber by Ks, finding the exclusive OR (XOR), or
ot her ihvepuiesirygrtionu iniar 432heacaaypter dalthe redid 4ol the
may hold the 20 scranble keys at a predeterm ned
laaadiil Meddis, DUP7 alding MUY JrlRIS AN Kranble key
corresponding to the address issued by the CPU 466
?ﬂrough that bus. In this case, since the data bus

or transmtting the scranble key is the sane as
t he bug,of the bus scranbler, control by a nenory

cont r o8 SB35 NRLHBPEREFGLE THES | SRRNATHP rffe address
hol di ng the scranble - 150 Kkeys may be anywhere .
iCGFIL DR L nstts ifremp fthieh CPYAMGEh e 4b@ addxesisf M SDRe
of the chip, to ensure the security of the path to
eplalbiined Eheviesy i s encrypted by a transport key

.and decrypted at the tine of arrival at the bus

scranbirieb sdthinb46lkeyhRabHgemeh@ihetunBl AGhalakdene
the transport key in the formof hardware or

SIS o Dot S e NS B

ea ress 1 npu

i f changi ng

Lrn?.@ t4|3§ g?lg 4516.19.’tab1y switches the scramble key K.

" The parity processing unit 435 adds parity data to
the data to be written in the external memory 407 énd verifies
the parity data added to data read from the external memory
407.

The pipeline processing control unit 436 divides the

Pprocessing of the bus scramble unit 461 into a plurality

c_:if stages and controls the system so that the pipeline
processing is performed in units of stages.

The work memory 437 is used for the processing of the

"bus scramble uhit 461,

The control unit 438 comprehensively controls the

Vﬁproce_ssing of the bus scramble unit 461.

‘[Write Operation to Externai,Memory 407]
FIG. 71 is a view for explaining the operation of the

bus scramble unit 461 when the CPU 466 .shown in FIG. 67 writes
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if continually accessing a certain address, the
possibility 10 rises of the. scranbling of the address
area being analyzed by spending sonme tine. Therefore,
the scranble key is not a constant one. It is nmade
variable by a techni que as_ shgyn bel ow for exanple.
The scranbl e key managenent unit 434, for exanple, 15
causes_the generation of a random nunber when poweri ng
(R t2 nkn PiE el dremai 14%E so as to generate a
scranbl e key. The scranble key basically need only be
known BIG1 W2 isus £dpanbhart fortdngp e wgstiod operation
delivery of the key, synchronization, etc. do not
dhewm D0 Freiher, the scranbl e key managenent unit
434 switches the scranble key used for every access
to the gxferdyaigernory 407. In this case, it is
necessary that Ehe key for encryptlng dat a already in

the ex n 7.an rrentl eId y

not be eﬁggﬁgg%rggifﬁgﬁeESrgﬁ P e5E et%% 461 the
scranmbl e key i s updated - 151 - as shown in FIG 77 -

FIRETH g0 by wrigthena dhak idsh (32 43 Pnchihs adidress

data "d3" from .the CPU 466, while the bus scranble

HRUE_ARR, ik dand'aHddress "al" fromthe CPU 466. 5

[2]: The bus scranble unit 461 accesses the address

"f (al fhadf dahe "=I32Y hal whbeedy i40¥¢he [wilrk hemodgt 437 &shown

((dl, d2))" is read fromthe address "f (al)" of the

a4 emal e WD Hbd sAIble unit 461. .

Step ST402:
When Nc>Nb, the address management unit 433 shown in
FIG. 70 uses the address "a3" to find the map f (a3-(a3 mod
-lNc/ Nb)), that is, the map £ (a3-1) and uses that map f (a3;1)
as the address MEM ADR of the external memory address space.
| Step ST403:

The control unit 438 shown in FIG. 70 uses the address

"MEM_ADR f (a3-1) obtained at step ST402 to read from the

external memory 407 the encrypted data block e ({X1, X2})

- and writes this in the work memory 437.

Step ST404:
The decryption unit 432 shown in FIG. 70 decrypf:s the
data block e ({X1l, X2}) read from the work memory 437 to

generate the data block {X1, X2}. Further, the parity

"processing unit 435 uses the parity data added to the data

block e ({Xl, X2}) for parity processing, then writes the




.10

i5

20

25

the decryption unit 10 [4] : The decryption unit 432
decrypts the data "e ({dl, d2})" to generate the data
"(dl, d2}". At this time, the scranble key nmanagenent
unit 434 selects the scranble key K1, while the
decryption unit 432 perfornggglecryption using the
scranbl e key Kl1. 15 Further, rewiting is perforned by
tge data "d3", and _the data "{d3, d2}'! is generated.
[SptaThiopls (XL, KB} cagmin imithe BeROEY: r A3bi e
key fromKl to K2. The scranble keys Kl and K2 are
val ues St#pP t$PE0%: val ues stored at the addresses, or
val ues 20 generated by random nunber- generation or
ot her tHohriduasl Jdilt 4B8erereiypki €HeUnk? " 48drresponding
encrypts the rewitten data "{d3, d2}" using the
chaNgRd agaiceaght £3K2 € t at @216 i
d2))". [7] The dat J221"'{e%(h %dgfﬂﬁzk)%""&?gx\%'i tﬁfén"é\%‘g‘%ﬁ%mdmg
r “f.(al)y of the external nenory..407. .- 152
g &S é&e s.fhgd é%%ﬁié%ﬁFﬂ%ﬁ%ﬁﬂﬁ%ﬁf*ﬁ#%?lﬁﬂﬁ ?de

[Parity Processing of

iting data ipto the external nenory 407, the arit -
é%em%a@ tnthecurtte aate A32dvEs %&%‘ﬁﬁh@gaaﬁaglock

.of the data before encryption and wites that parity

defl 53 tand avricheral tiiemony Wey wdxdngremiary 1437 .
encrypted data. Due to this, when sone sort of

physi catepr @&M06:0ccurs in the external nmenory 407,

data is tanpered with, etc., this is detected at the
tinme offheepdtiity WiSRRWiNY @nSRCUBS generates the parity
data of the data block {X1, d32}). -

Step ST407:

The encryption unit 431 encrypts the data block (X1,
d32} read from the work memory 437 using the scramble key
K.

Step ST408:

.Thé control unit 438 writes the data block {X1, d32}
at the*addiess MEM ADR £ (a3-1) of the extegnal memory 407
aﬁd writes pa;ity data generated at step S$T406 in a
predetermined area of the external mémory 407.

Note that the control unit 438 judges if.the address
néxt input from the CPU 466 is "a3-1" before‘encrypting the
data blﬁck at step ST407. If "a3-1", it rewrites the data
block X1 by the write data, then encrypté it -and writes it

in the external memory 407.

Due to this, it is possible to reduce the number of
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execution of a program becones possible. 10 Further,
due to the addition of the parity data, even if the
length of the plain text and the | ength of the
encrypted text are the sanme, the address space of the
CPU 466 and address space.ofsi he external nenory 407
w Il never conpletely match. This is because, for
exar;p V\,hen Witi nﬁ;t t he address 15 "al" the data

e SiRe 19heakting t"?‘hgs‘f‘r@%:‘-‘iﬁ)ﬁ‘?‘%ﬁﬁssﬁs-
f. (aI) |t IS necessary to wite the parity "pl" (size
Np) of ‘Hupthen o exin whanewritdng data of @ @ tandemgth Nb
407. The parity data is stored at any storage area in
tire thetet et na hmemoyy44F7 | théaforebasiphaithsd plfbavétgnple,
case. 20 The parity data is placed inmmediately next to

theasldaa @&t %h@edaéx SEC{HPINEY td8btaiheaneddbe0the data
pl ain text. case, the bus scranbl e unit 461

]ﬁﬁf@:ﬁ I}?c datlil'?e r‘cg%g%té r'Ql:mau{c;I %1 d:dresst in (t%g }Qternal
xt ernal ~nenor en rea The parity data
fro he address "f (al) +Nc/Nb" In 25 - this :
us scranble unit 461 does not have to
perform - 153 any special calculations other than the
map f Jhathdsapddy sdeorage amedr off @ dadia Aengtihdic in the
external nmenory 407 has secured in it in advance a '
shdreaga lameaceyct @B i hysiignetiheverpdo dytadaifaa data length

. parity data "pl" is witten in that exclusive 5

sttorage area. In this case, the bus scranble unit 461
has to perform processing based on the parity address

rrappr ke . ttenlnthe
address } ( ; @klt%%%e ext er fa zem)ry 407. When
the parF'ItGX 950{:58 Sas IVQ. w Ptlut': e41§p adiezhencgt % geggrcmgratlon from

" the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read

0pération.
. Step ST41l:

The CPU 466 outputs to the bus scramble unit 461 the
address CPU;ADR "a3" to be read from.

Step 8T412: |

When Nc>Nb, the address management unit'433 shown in
FIG. 70 usee the address "a3" to find the map £ (a3-(a3 mod
Nc/ Nb)), that is, the map f (a3f1), and uses that map £

(a3-1) as the address MEM ADR of the external memory address

space.

Step ST413:

The CPU 466 shown in FIG. 67 uses the address MEM ADR
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10 error, it halts the processing of the CPU 466 etc.
to prevent illicit processing of the data or program
Note that the content of the parity processing is not
particularly limted. [Pipeline Processing by Pipeline
Processing Control Unit 43GJagl5 In the present
enbodinent for exanple, under the control of the

p essi contr it 436, for_ exanple,
? 595 rbgimﬂ%é{] Bifs EePaﬁ*a 2, ket t2gd fthegepictap ted
into a plurallty of stages and a pipeline is forned
Usigrgublisel)s dades bdoainiet o (§31as 33 1dnfblom tthe sedesmnal

time to the 20 external nenory 407 as seen fromthe
GRuo4G0 405 laards horittesedhisTHat the wekénmeabriyodsmg a

pi peline, at least the tinme required for processing

one engtypt isea1lal:ock is required 25 for one access of

the nenory fromthe CPU 466 to the external nenory

407. Fef € e or
procesgﬁﬁgéééﬁﬁsa?%oéﬁfeﬁ” {5 HBRCLEETE0 7 Mopmmte the
C or re nstr ion datg of the .

BRERLT0E P adreciiz] hfée“tfi& Heba gk By 437 co

when t he CPU 466 requests data of a higher address

gsRerAiGud PP 1y GRlthe Faadhess the PRFifVoBrasresdag snit
etc., if the bus scranble unit 461 reads in advance

AR5 uses tbe pheifyddess aliflefa teNtheNdp'taabl.eckt ke ({d31,
address '"If (al)", it is possible to elimnate the

asen hepsl phrity PAGEYPEing, thath dECEYHIHHNARLAISESERJd3l,
For exanple, if considering the case where when the

d32} again in the work memory 437.

Step ST415:

The control unit 438 fetches the-data "d3zn
Vcorresponding to the CPU ADR "a3" in the.&ata block {d31,
d32} read from the work memory 437 and already decrypted
and outputs the same to the CPU 466.

That is, it fetches the " (a3 mod Ne/ Nb) +1" th data
in the data Elock and outéuts it to the CPU 466.

[Managemént of Scramble Key]

The scramble key management unit 434 shown in FIG.
70 manag§s a scramble key used in the eﬁcryption unit 431
and decrypfidn uﬁit 432 as fol%ows.

1Thelscramblé key management unit 434 may use a

different key for every address in the external memory 407.

- Therefore, it is necessary to hold a plurality of scramble

keys. One example of the method for this is shown below.
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10 tinme for the nenory access is ignored, encryption

of each data is perforned in three rounds such as

with triple DES or the like, | clock is required for

one round of encryption, and Nc/Nb=l, the CPU 466

i ssues instructions designatigqig - t he addresses "al |’
"al+l1l11l, and "al+2" for reading data 1.5

consecytively fromthe external nenpry 407. At _this

time, gcrathde kAY aemagsmest Beesn%M nécesbgwp in FIG.
and three clocks are required for decrypting each

ddta stdres geplucadisyessi agravbhet keps Kl peii2 , aand K3. It
shown in 20 FIG 79A, three clocks after the CPU 466
isssitethdshahie keyy nead adsdéxrdinig o thiecaddikasseBrébl $he cpu
read fromthe external nmenory 407 using the address

"fld 'ar ARG athd WRR WdRhd @ It de@ukat a131land

which is then input to the CPU 466. xt, after
, the data "e3 (d2)" read 25 from
t sgfﬁgﬁﬁhennry ‘407 using the address "al+l" is -
155 d crypted ree tinmes to obtaip the data "d2" .
whi ch Sﬁcaﬁﬁﬁut"’?%“ﬁ?é’eéﬁ&’%ﬁge ST t éﬂ r it uses

another three clocks, the data "e3 (d3)" read from

the saramblie kevoK] 40hans |aﬁg=etswe—ngamee§§drasszmai2§'
decrypted three tines to obtain the data "d3" which
useshdhe morambd e keyCHd ,466d Fhan ascealslingf thiee adhtress
“dl", "d2", and "d3" is input to the CPU 466 nine

cladeks iaf telest MheCRdraebliesxegs K3he first read
instruction. As opposed to this, in the present

enbodi he I| r ogess.
30 Cog‘ggﬁag&‘t he&gs}gé‘g}gt Irgﬁ‘I@ §8SSLRY SHPI U ei8l boireuit

434a in the scramble key management unit 434 performs
processing using the key Ks forming the class and the address
input from‘the CPU 466 and outputs the computation résult
as the scramble key K to the encryption unit 431 and
decryptiop unit 432.

That:computationlnay include encryption or decryption
of e padding address number by Ks, finding the exclusive
OR (XQR), or other computation.

Fufther, the bus scramble unit 461 may hold the
scraﬁble keys at a predetermined location of the bus and
input the scramble key corresponding to the address issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

. the bus of the bus scrambler, control by a memory controller

becomes necessary. The_location'fpr holding the scramble
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“processing of the decryption unit 432 into pipeline

processing in three stages as shown in FIG 79B using
each round as a stage. Due to this, on the other
hand, while iit takes three 15 clocks from which the

"CPU 466 first issues a read igsttuction for the data

corresponding to the address "al" to be input to . the

XaeoRay U FANELLY A fde G SRR B Bec P sim a0s,

“the .CPU 466 every clock. 20 Due to this, all of the
g’éh%a L%SP“FSW?' ,0%&!!9' Fhin s tq gRAune the somyugyy of the

five clocks after the CPU 466 first issues a read
padhy kot ithe clidio tihst keghdrs tene@Retb ®y equestrsmatta key
of the address "a2" far fromthe address "al" after

28d deergptadont the imdi R ia1e ive 1dia3C AHEE byt G dhEuble

data of the addresses "a2", 156 - "a2+1"... is packed
LRiktha6Rl PBhE Nus [AAHASE WliaTle R¥14d0ERSStransport key
Managenent Unit 433] Wen the SAM chip 408 repeatedly

C e ecif i fAe ti v ess areas in the
g&tgﬁ%a o%@n%%yh%ﬁ ) |%%&b§E§ﬁ§%g%ﬁssible to predict
to a certain _extent that this,  _is _a subroutine or )
array. Tt bHPr%?‘?be:g‘F - t4fd, ReveRDnsyeneit \Fhanging
an attacker to obtain beneficial (critical for the
ther seragbipdkpydérs Bprchoaddregst Hapamt £zomokhe CPIH 466,
avoid this, in the present enbodi nent, the address 10
blscdmtimenl 1y aaddti s sliohy andebAbiaha@dde8s| stipagratibility

"through the bus scranble unit 461 and the address

#BBagEeSENthelNéérambling of the address area being analyzed

by spending some time. ‘Therefore, the scramble key is not

‘a constant one. It is made variable by a technique as shown

. below for example-

The scramble key management unit 434, for example,

causes the generation of a random number when powering up

“the SAM chip 408 or the like so as to generate a scramble

;key. The scramble kg'y basically I;eed only be known by. the
bus scrambler, so the problems of delivery of the key,
:éync_hronization, etc. do not arise.

Further, the scr@le key management unit 434 switches
the scramble key used for every access to the external me.mor.:y
407. In thi.s casé, it is necessary that the key for encrypting
data alreédy _iﬁ the exteknal memory 407 and the currently
held key not be the same.

Theréfo_re, for example, the scramble key is updated
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433 is made to scranble the addresses as well so as to
make it possible to prevent access to consecutive
areas in the external nenory 407. This scranbling
corresponds to the 15 above-nentioned map f. If not
scranbling the addresses, thpgy;map f becones a map of
only the areas secured for the parity data. For .
exagyle "Va E%ECPU address_space], f (a) = (1+p) all
B €19y &0 Sy i GhiMl B5Ge Pthe parity data. Next,
the overall operation of the conmunication 20 system
401 shdvd :i Bhel chyiphidh e edgilainpdts A& Bid $d3" from
view for explaining the, overall operation of the

- GIETOHIL 316 N vweh/istee NEHED Tod) (vt dnib Fd Gan6¥ . 463X enpi¥és lehe

The busi nesses 4151 to 4153 or a party requested 25

RdRASe QIS NBSSESHY Qi addie application prograns
AP 1, 157 'AP-2, and AP-3 for the processing for -

L ansagbang el of TRl oo d g 15 esascecsesu&fgsn%fgg.la&es;

card 403 f'or ‘exanpl € on e personal conputers

1162, _and 4163 shown in FIG 64. Further, the nanager

gf]f t(ﬁeﬁSAlﬂ rﬁiﬁ RIEFFARY d‘leé’éorxAF“qgnagerrent data 421,
scranbles it, and stores it in the external nenory

407. siléd :sThezdatpe" appldkatddn hasgrans fpon the address
and A-P-3 are 10 downl oaded t hrough the authentication

Ui t(eldl7df 4bé2extendadldi@mbrgndOiictpetbenddécryption unit
conputers 4161, 4162, and 4163 to the SAM chip 408.

- 432.

[4]: The decryption unit 432 decrypts the data "e ({d1,
d2})"'to generate the data "(dl, d2}".

At this time, the scramble key management unit 434
selects the scramble key KI; while the decryption unit 432
pefforms decryption using the scramble key K1.

Further, rewriting is pérformed by the data "d3", and
the data "{d3, d2}" is generated.

. [51: Tﬁe bus scramble unit 461 changes the scrambie
key from K1 to K2. The scramble keys K1 and K2 are values

of fimers, values stored at the addresses, or values

' generated by random number generation or other techniques.

[6]: The encryption unit 431 encrypts the rewritten
data "{d3, d2}‘_'. using the .changed, scramble K2 to generate
the data "e ({d3, d2})".

[7] The data "e ({d3, d2})" is written at the address

"f {(al)" of the external memory 407.
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Step ST433: The user !B issued the IC card 403 15 The
IC of the IC card 403 stores the key information used
for transactions by the user with the business
contracted with. Note that, the contract between the
user and a business may al 6be concl uded after

i ssuance of the IC card 403 20 through the Internet
410 etc. Step ST434: For exanple, when the user uses

t he peld¥aratycBrpgessingost: Faxitys Froressinge Unddn 435

through the Internet 410 to try to purchase a -

pr oducWhenherséingr dada iisdoeshe pxterssilngeibryvedddst the
through the Internet 410 to the ASP server 406. - 158

?EQ&tWr&@E’s§£ﬁgaini4@@all@iﬂia\t%% 2n HDEARSL Rel BAHEEY data
romthe server 402, it accesses the personal conputer

r |_nt : E iy a
S8 chdl QAR babonl Shdvyitiln S Yiedt MAETAGy dac
the,card reader,/witer 4 is transmp t.ted through §h

b E08. e ettat. hepasy 401 stbnd TE 4 Adad Hata.
406 to the SAM chip_408. = Step ST435; The SAM chi p 408 :
sel ect PBﬁst%rF}Hpﬁ)rl when; 8ﬂmﬁr%‘g‘?‘émf PhYsicaldbreebrhpiqrcurs

.the processing request received at step 10 ST434 and

dnethecextipanade memoay A90.i datiaod sprtegpened witthe etc.,
execution of that application program the SAM chip
éhRsand daderinad atekheytind < Baadondt, ewhagebyanotdesecure

‘processing of the above-nentioned bus scranble unit

éﬁécution of a program becomes possible.

Further, due to the addition of the parity data, even

. if the length of the piain text and the length of the encrypted

text are the same , the address space of the CPU 466 and address
space of the exte:fnal memory 407 w_rill never completely match.
This is because, for example, when writing at the address
"al" the data "di" . at the same time as writing the Nc portion
at £ (al), it is necessary to write the parity "prl " (size

Np) of the data "dl1" somewhere in the external memory 407.

. The parity data is stored at any storage area in the éxternal_ '

' “memory 407 in for example the following case.

20

25

The parity data is placed immediately next to the data

cbtained by e’nc;rthing the corresponding plain text. In this

case, the bus scramble unit 461 reads the data "e (dl)" from
" the address "f (al)" of the external memory 407, then reads
- the parity data "pl" from the address "f (al) +Nc/Nb". In

. this case, the bus scramble unit 461 does not have to perform
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Step ST436: 15 The SAM chi p 408 outputs the execution
results of the application programto the ASP server
406. FIG 81 is a functional block di agram show ng

nore specifically the function blocks of the SAM chip
408 shown in FIG 67. 20-Agsghown in FIG 81, the SAM
chip 408 is connected through an internal bus 490 to

a card I/F unit 491, ASP conmunication interface unit
28% SERRIL calsid aldian g ther han fhedhRldc Py pirg Rddress .
unit 465, storage unit 463, and CPU 466. 25 Part of

the fuFertbes, o nthddétgnatutbepesbessahgmanbtylsg7 has
462 and aut henticati on processing unit 463 shown in
FéEuref7inaret fior sevaiitles ar etbiragd fyed hexdRik4oély i the
SAM chi p 408 shown in FIG 81, for exanple as shown

bArkEtdfia . 9RY Whattae"ﬁﬁr d sl ey o lﬁgéhat exclusive

connected to 5 the internal bus 490 to an

LesgRLLoneLLansp hgn Q't %ﬁ% ES'? %h 461 h
ﬁlp % é tranﬁﬁ W gH car §B as
oncon#act sgsten1throgg an gnna 492a the RF £,
%c%%f Bhrt PARSRFEIPEn asiP 292 ﬁspébeH|ﬁ ﬂrﬁﬁﬁv@ap P-
according to the communication 10 sKsten1401 by

Theipgrihe dabac mbitisnwgittaet ieng eoa#ﬁeessugfp (a1)"
scranble unit 461 in the SAM chip 408, the foll ow ng

Ik f tlee seaternbl amemdry THAY .i s, according to the

comuni cation system 401, it is possible to store for
exanplvh&o dndl gty dtchessing unit 435 detects a parity

error ,' it halts the processing of the CPU 466 etc. to prevent

illicit processing of the data or program. Note that the

content of the parity processing is not particularly limited.

[Pipeline Prdcessing by Pipeline Processing Control
Unit 436]

In the present embodiment, for example, under the
control of the pipeline processing control unit 436, for
example, processing of the bus scramble unit 461 is divided
into a plurality of stages‘ah_d a pipeline is formed using
the stages as uhits so as to enable the access time to the
eicterna’.‘l niemory 407 as seen from the CPU 466 to be shortened.

That is, when not forming a pipeline, at least the
t:.me required for processing cne encryption block is required
for one access of the memory from the CPU 466 to the external
memory 407.

For examp_].é, 'if forming a pipeline for the processing
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.program usi ng an

15 relating to processing using the I C card 403 in an
external nmenory 407 in a secure state. Further,
according to the comruni cati on system 401, by form ng
t he processing of the bus scranble unit 461 into a
pipeline, it is possible forgyhe SAM chip 408 to
access 20 the external nmenory 407 at a high speed.
Further, according to the conmunication system 401, )
Ber&rvmad Prdwrsoranblis uniki 46L6n acgardapceundthon read
it is possible to inprove the reliability of the data
ipgtirfictipnt bé eattar ol tiemaddréds. "a3 "Siglislied by the CPU
Enbodi nent - 160 The present enbodi nent is an
2680 UE PR Ux GBI S5 RG] RBet @pﬁ%d%@;ééaﬁcha%fa 586 higher
n

invention. [Related Art of Present Enbodi nent] First,

t OF . t} i.op_business 5

248080U! E6nt LhubHETY £ A0 Ald ARAELLONAINDBPER Fram codes

esent . j.nvention w be explained.. FIG 83 is a
BERCC b5 8 ol S dbam B ok AShgoede 180adtange he data
el ectronic settlenent of a related art of the present - -
PhvEREi 3ddress ALt shaliich ¥)E Btex e @idslnass o (al) ",
has a CPU 502, nenory 503, and communi cation circuit
Eb4is reseileote elimina &9 the miveadmadicfatthen encryption
circuit 504 are connected to a CPU data bus 506. The
&) d82rgpdieanpubeakiag.circuit 504 are connected
15 to a CPU address bus 507.

For example, if considering the case where when the

time for the memory access is ignored, encryption of each

data is performed in three rounds such as with triple DES

or the like, 1 clock is required for one round of encrypf.ion,

and Nc¢/Nb=1, the CPU 466 issues instructions designating

‘the addresses "al", "al+l", and "al+2" for reading data

consecutively from the external memory 407.

At this time, three rounds of decryption become
necessary, and thiée cldcks-are required for decrypting each
data.

If pipeline processing is not performed, as shown in

'FIG. 79A, three clocks after the CPU 466 issues the first

read instruci;ion, the data "e3 (dl)" read from the external

| memory 407 using the address "al" is decrypted three times

to obtain the data "di" which is then input to the CPU 466.
Next, after another three clocks, the data "e3 {d2)" read

from the external memory 407 using the address "al+1" is
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The CPU 502 conprehensively controls the operation of

the conputer 501, operates based on instructions of a
program stored in the nenory 503, and accesses the

menory 503 during its operation. 20 -The comruni cation
circuit 504 conmmunicates W yRsthe |C card 508 by the
contact system or noncontact system In the contact

type, the | C card 508 and_the communication <circuit
degriptedohhtee cbimgs die Obtiadd thendatps”dRlireiieh is then
t he noncontact type, the 1C card 508 and the
topubnteatheaCEAb 466.cHekt;04faee ansohbet echtée aulyicks, the
el ectronmagneti ¢ waves or - 161 light etc. The data

ase€sgi V&Q ﬁﬂgm'tféaagﬁﬁﬁdt}wsaﬁﬂiﬂw difory 407 using the
conmuni cation circuit 504 is processed by f%e CPU 502

LR, Of e t r Vs
%%%rééﬁrt TR et (3 bﬁﬂ% b e Yeng, aata
L he, 2 is,. transmitt conmuni cati on
c??cur 188418, PRE 1PEP%a$ %8 urt % the CPU 502
wites the results of settlenept enerated .
conmuntRat il Wit ofnhkhe dats J'Hd "ﬁzt“heaﬁe‘ A3 §g input
503. FIG 84 is a view for explaining the software
tortfiqGPE: 166 wine rdocks 562eshblm GRY MGG igSuesnthe Girst
84, the bottommopst |ayer is the hardware | ayer, . that
r&adt iesbhandwhoa.conponent of the CPU 502 shown in

FIG 15 83. Above the hardware layer is positioned a

Commrh§3$1519<5‘sed to this, in the present embodiment, the

pipeline processing control unit 436 converts the decryption

processing of the decryption unit 432 into pipeline

‘processing in three stages as shown in FIG. 79B using each

" round as a stage.

‘Due to this, on the other hand, while it takes three
clocks from which the CPU 466 first issues a read instruqtion
for the data corresponding to the address "al" to be input
to the CPU 466, subseqjléntly data cqrrespond'ing to the
addresses "al+l" and "al+2" are input sucéessively £o the
CPU 466 ;avery clock.

. Due to this, all of the data "dl1", "d2", and "d3" is

input to the CPU 466 five clocks after the CPU 466 Ffirst

" issues a read instruction.

Note that, when the CPU 466 requests data of the address

"a2" far from the address "al" after "al", the data on the

pipeiine is discarded and the data of the addresses "a2",
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'?ﬁ"s?iﬁ%"c’f‘?’ 4k aeoRE SRR

driver layer. The communi cation driver |ayer has
positioned in it a conmmunication driver |ayer for
controlling the conmunication circuit 504 connected
to the CPU 502. The 20 program of the comunication
driver layer is usually stor % in a nonvolatile
menory. Above the connunlca€1on driver layer is an
operating system (0OS) |ayer for providing the program
falilflg -t hés pevhed ion ther plipeldper.ati on of the CPU
502. The OS | ayer 25 provides the highest application
(AP) | pyearskshsBighBlelfy Aaaaeeatmaﬁagéﬁeﬁtccﬂmaraésl
with the |ower |ayers. For exanple the | ater

expl a'?ﬂgn tgﬂﬁ cﬂgg g@gat aié%?tgar a&SQQFS.Qr gpecific

data ( "wite C exanpl e
e OS | ayer, 3 an

urther AP | a def i ni 5,
BS) SERE §§dmsv°rﬁe%”r it

onputer 501. The AP | ayer has, for exanple
aﬁﬁPweatPeﬁSﬁPagraﬁsprﬁﬂPnt kp1a sprtaipdexpsnt) fhafe this
present enbodi nent, the explanation will be given .
i§lausvbaeihgnenxr pr@a&si haofasery benerhendagihei t beégomes
transactions using the 1C card 508 as the application
Pa8grEon ok tdbaikelre tol 6bthenQGeheFeeisDd(AR L€l for the
the function for determning the type of the IC card

SP8rheiAgf 50ad) biatadsy eaadsaneetﬁb"att;éklBntm% o5
l'ayer and APl ayer, the type of "the IC card 508 can

e U FEER AT

t hat

‘bus between the CPU 466 and SAM chip 408 is passed through

the bus scramble unit 461 and the address management unit

433 is made to scramble the addresses as well so as to make

it possible to prevent access to consecutive areas in the
external memory 407. This scrambling corresponds to the

above-mentioned map £. If not scrambling the addresses, the

~map £ becomes a map of only the areas secured for the parity
- data. For example "Va € [CPU address space], f(a) = (1+p) a".

" Here, p is the alignment size of the parity data.

Hext, the overall operation of the communication

- system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall coperation

of the communication system 401 shown in FIG. 64.

Step ST431:
The businesses 415_1 to 415 3 or a party requested

by these businesses produce the application programs AP_1,




10

15

20

25

Types A, B, and C. The return values of the function

for the IC cards 508 are defined as in FIG 85. 20

For exanple, assuming that the Type B I1C card 508 is

used, the return value of the result of execution of

the function "get card typelgh"_becones-"Z". Furt her,

in the OS | ayer and AP |l ayer, "read data (*rp) " is
defined as the function for reading data fromthe

ARt 8y nd 25_Jefor )ﬂlﬁ prpeeseipgr fondgransargd ongpperformed
"*rp" is simlar in concept to a pointer inthe C
bgngmegmsinéasedﬂou\sim@athe HeC fasltdb 0Ty fivar iexdaimp lies om  the
poi nter variable, and "rp" shows a specific |ocation

pErsbRal NtekPaterFEAREY 10 41 B2] Cafiar d1608. sHbaR ihr pic.

I's indicated, this 5 shows the content of the "rp
dress” in the menory of the |1C card 508. Assune now

that the internal menor y stores data as shown in FIG

86. Furth ssunin tha th eturn

vai ve FrEhse 1 RS RERATeE B (b8 THR Ship BohCkihdares
and it is 10. possible to read the data, of the 11102H .
%Borﬁeeegemeﬁh%?a 15l RETER ISR an PP EgRES 1t in the
"wite data (*wp, wdata)" is defined as the function
éxtennali mgmduya40dt a specific address of the
internal nenory of the IC card 508. Here, "*wp" is
sim| agtd® $Te3zoncept of a pointer in 15 the C
l'anguage, 11*11 indicates that the follow ng variable

is a pﬂaélt VEELBDLE pRABGrad® abNYi CRbeS, aas@esPf BCare
addr ess %he |nternal nmenory of the TC card 508.

X%%nlgé ' rouﬁﬁ Eﬁ&eguthgﬁt282£€85 8L1£Qe4f9 1, 417 2,

ress
and 417 3 from the personal computers 416__1 , 416_2, and 416_3

to the SAM chip 408.

Step ST433:

The user is issued the IC card 403

The IC of the IC card 403 stores the key information
used for transactions by the user with the business
coni:racted with.

Note 1;hat, the contract between the ﬁser and a business
may also be concluded after issuance of the IC card 403
through the Internet 410 etc.

Step S8T434:

For exéméle, ‘when i';he user uses the personal computei:
405 to access the server 402 threugh thé Internet 410 to
try to purchase el product, the server 4(_)2 issues a processing

J_:équest through the Internet 410 to the ASP server 406.
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menory of the IC card 508 is indicated. "wdata" is a

~variable 20 in the wite data. Assune now that the

menmory of the IC card 508 stores data as shown in

 FIG 87. Here, if "wp=102H'" and "wdata=73H'" and

executing the function "w. tyggdata (*wp, wdata) 11,

as shown in FIG 87, the data of the "102H address"

of that menory is rewitten to '173H'. 25 The

appl i cHPEBNtRE AFRREINSE 406 TegRIVEP HFRFET Fing Fequest
FIG 84 define operations for transactions relating to
frbmethat seypes 402| Ctoaacces68s e porsespbnasnocers 405
shown in FIG 88. In FIG 84, the application program
MAkDluigh €KeCUhedrnbtfi16! Rirther} idpfcddsiid/kRfuesting
the conputer 501. The application program MAI N uses ‘

B2 azbAYCeSRAL AP A rHUEES HQRue B o ¥ EXPE ddlder/writer
determ ne the type of the I1C card 508 used. The U

59% 38 eehasal %t%ée%ﬂtr%% hh‘% o% %‘?:%%?.ﬁ q! Bmputer 408,

i Cation prog Famth oRetord: t e type o

I C 10 car 08 determ ned based on th cQrres onde e
i[ﬁib'an?ﬁoan’l%'l Ang ASPggeryver; ﬁg i P %i E?'I 4
which I C cards 508 of the Type A Type B, and Type C

are hafberdSE438ifferent businesses, the application

prograns AP1l, AP2, and AR3 are produced.by 15 the
i ndi vi Thial SBMschipsd88 Belebelonshensappldeatieaspebgram
the internal nenory of the I1C card 508 are shared by

iheacapphihfiabi RDLR! OB FPPo s i e Atk ¥\Receiled at step

application prograns use portions assigned to themin

38CEnaRex8xnkaknefla2beLsectif QBB!L':.E@I:&%Q RrRY-AUE
%, AP .

., In the execution of that application program, the SAM
chip 408 and external memory 407 commuﬁicate based on the
processing of the-above—meﬁtioned bus scramble unit 461.

Step ST436:
The SAM chip 408 cutputs the execution results of the
application program to the ASP server 406

FIG. 81 is a functional block diagram showing more

JSPecifidally the function blocks of the SAM chip 408 shown

in FIG. &7.

As shown in FIG. 81, the SAM chip 408 is connected

' ‘thrbugh an internal bus 490 to a card I/F unit 491, ASP

;_dommunication interface unit 460, bus scramble unit 461,

encryption/decryptioh unit 465,:storage unitn463, and CPU
466.

Part of the functions of the signature processing unit
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20 and AP3 are produced by the individual businesses,

but sonetines there is an error in a program an
application program of another business is read by a
business with malicious intent by an illicit program

of that business, or a stongge-area in the IC card

508 for which one is not 25 allowed access is

ilLlicitly accessed. - 165 [Enbodinent of _the Present
f69 AR oAT theatigation,PEreRssingnBndSnftPJusRPFBN 1B FICG-
the conputer 551 according to an enbodi nent of the

67 esrat fonvenamphe raslimednbiynthpGCPE9466he conput er
551 has a CPU 552, nenory 553, communication circuit -
504, |TWEEAM chipc408 fifidwn ianEICW 88X foirexampbélas shown
Here, the CPU 552 corresponds to the conputation

ShT ekt 83 they RESSERLt | AYENEd . 1 AP QIRY 23dinected to
corresponds t0 the storage circuit of the present

%ﬁgegﬁ p a1h8u104§8”%8ngﬁathQeaggﬁﬂbkjégé smission unit
Orresponds to the”commufl cati on iTcult of the

resent |nvention, the jud circuit 560 . :
237 eupoite ?h the S 000 RN And diFnatinh cage pigh the
present invention, and the switch circuit 561
E6reespor@d by 3 meneonmet i wie e tdmangh @ gnitegna 492a
the present invention. 15 The CPU data bus 506 has a
&PULhE 2RFsuitehtiond bransi$sipodgmiht 48Rrcuit 560,

and communi cation circuit 504 connected to it. The

CPU daia biks1898e805h668PNEEcbOding tbabthEl 86iAtinitalifon
of the present invention. 20 Further, the switch

| g&éﬁ&ﬁt4§§}'£§ &f@!ﬁ&tfﬁgtéﬂavgﬂhentioned functions to the

bus scramble unit 461 in the SAM chip 408, the following

effects are obtained.

That is, according to the communication system 401,

it is possible to store for example confidential data

relating to processing using the IC card 403 in an external

@emory 407 in a éecure state.

Fﬁrther, according to the commun;cation systemr401,
by forming the processing of the bus scramble unit 461 into
a pipeline, it is possible‘for the SAM qhip 408 to access
the external memory 407 at a high sﬁeed.

Fu?ther, according to the coﬁmunicatibn system 40;,~
by giving the bus-scrémble unit 46i-a.parity function, it
is-possible to improve the reliability of the data.;ead from.

the external_membry 407 .

Sixth Embodiment




a menory data bus 562 to the memory 553. Further, the
CPU address bus 507 has a nenory 553, judgnent
circuit 560, and comrunication circuit 504 connected

toit. 2,5 Wen the CPU 552 accesses the nenory 553 or

a peripheral - 166 devi ce_oykgi de of the conputer 551
etc., the CPU address bus 507 transmts a CPU ADR .
showi ng the address. In FIG 89, the comrunication .

ci r cui tRSEreRnt cmbadimendpig 3p phpdingnt corzeshopding
nunerals as in FIG 83 are the 5 sane as those
tepthend8thnaBpEct88f Ebet heventhenCPU 552 has t he
software structure as expl ai ned above using FIG 84.

That | fRebBatédensppPbECRESEntPEABOAIReAl, AP2, and.

AP3, ones which define processing for transactions

rel atipgrie, theehiphtResStH ded@ ity 208G anddbEi@ buSiness

o Types A, B, and C, are used. The data received from an
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fhrou h ni LQn_CLrcui 04 i
profesd §iEob hE 2b tREg PR ebiRal %Y B SR Erelene
storeg,in thi nﬁnor ?53. Further, the data obtai ned
HVeREiproradi R ﬁép AE"eBY 552 is 15 transnitted to
the IC card 508 through the conmunication circuit
504. FiF€he®3 ipeacPunstiopplillogkedirgran of a computer
settlement generated by comrunication with the IC
B0t dus68 in ehechenviy s&F8ledd@nThefsai rehatedcurt bl the
'sw tches the CPU data bus 506 and nenory data bus 562

- PRLY¥BRD 1heeRBNBACtI ON state and

As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506.

The CPU 502 and communication circuit 504 are connected
to a CPU address bus 507.

The CPU 502 comprehensively controls the operation

of the computer 501, operates based on itistructions of a

progralﬁ stored in the memofy 503, and accesses the memory
503 dpring its operation.

The communication circuit ’504 communicates with the
IC cai:d 508 by the contact sfstem or noncontact system-.-In
the -cbntact tfpe, the IC card 508 and the coininunicaﬁio'n

circuit 504 are connected by electrical contacts. Further,

-in the noncontact type, the IC card 508 and the communication

circuit 504 are connected through electromagnetic waves or
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di sconnection state based on a judgnent result signa
S560 froma judgnent circuit 560 (control signal of
the present invention). 25 Further, the CPU 552
executes the instructions (codes) - 167 of the
prograns of the OS | ayer, pr giag1NA|N, and
application prograns AP, AP2, and AP3 shown in FIG
84 fetched (read) fromthe nmenory 553. The CPU 552,
ihiglktoetance with the execution of those

i nstructions, generates an instruction type

| NSt r uclhdl(da ta grede SAER A r ik CERE | 1Y Ard 508 UERiddgh the
si.gnal Sb552b, and if necessary a called AP instructing

S&SRfhn SeRREoRNG: PHEPH S04 t h&iﬁ&&aé £84) HYIPRB cpU 502 in

circuit 560. Here, the instru on type 1t’hstructing

signal ,S552a ..,10 is_a _signal indi.cati ng whet her. which
FEPRLATRIE Res ) o Br SRl W od i 1B % M S0 Ui ther,
instruction the CPU 552 executed. Here, the fetch

i The rirte orPringd | kgt FRR t PEACEIFLIRRLY (BRP 58BU1 902 is

~fetch the instruction codes through the CPU data bus

Somnami fied r throught Fhet ¢opmpniontiont eirenbh 584 thethe
CPU 552 to read data through the CPU data bus 506.
e oxxd es0Mstruction.is an instruction for the CPU

552 to wite data through the CPU data bus 506.

Fur t herpusttieex ahid CRO $62iwist €416 Y réiseNds S2528t+28ment
is a signal show ng of which programthe instruction

lﬁ%ﬂ@ra@é@%&‘t g%n&%ni&&t??xy ’él% Qﬁgof@%allr% i@ﬁ irkﬁzﬁxe memory
I'nstructionS of the application prograns ) )
AS%?S and MAIN, and OSprograns ‘

FIG. 84 is a view for explaining the software
configuration of the CPU 502 shown in FIG. 83.

In FIG. 84, the bottommost layer is the hardware layer,
that is, the hardware component of théa CPU 502 shown in FIG.

83.

Above the hardware layer is positioned a communication

~driver layer. The communication driver layer has positioned

in it a communication driver layer for controlling the
communication circuit 504 connected to the -CéU 502. The
program of the communication driver layer is usually stored
in a nonvolatile mémdry.

Above the communication driver layer is an operating
system (0S) layer for proviciing thé program .forming the

foundation for the operation of the CPU 502. The OS layer

. provides the highest application (AP) layer wif:h higher
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shown in FIG 84. The called AP instructing signa

S552¢ shows which 25 program of the application

prograns APl, AP2, AP3, and MAIN - 168 and CS

prograns the program nodul e of the call destination

bel ongs when a program nodul;@,bei ng executed by the

CPU 552 calls up anot her progran1n0du|e Further, the
CPU 552 halts the CPU data bus 506 and 5 its
gpecepitoTe e asorppredmetth Sher lover davesis .cFex ginample,
561 enters a disconnection state. Next, the judgnent
thecllateb6@xplaindd faxnpitaicredget detrd type The" | Utgemditcard
circuit 560 generates a judgrment result 10 signal 5560
bagad (9n ,t Bad Peike! kafd MReal NFFr uebi aﬁa&' Ral,

S552a and executing AP instructing signal 52b i nput

from Eﬂﬁtﬁgy 5200880k 4e gdgégéﬁ 5V ADRs | C%%#%gzdef ning

t hrough the CPU "address fromthe
tputs t Wi, t ch rcuit . FI i S

PR BREsE Lt et ORRFEORF af PR 7o Thet SR i pomputer

560 shown in FIG 89. As shown in FIG 90, the .

PldgnEhe RFr daversbesmafox e§€P€&FvoﬁPBFFEGtF°B7@r°gr3mS

fetch judgnment circuit 571, read judgnment circuit

BlZN,aaalmﬁﬂfé,jadgnéﬁﬂ-circuit 573. 20 The sel ection

circuit 570 connects the switch 574 to one term na

of therhethenptasébdblembddzZnei] BH&3ekptanatidnt k1l be

instruction type instructing signal S552a input from

I;'ﬂ%eQPkJﬂﬁZ&QQWﬁgi ghEl gro%gsion of gettlement or other

transactions using the IC card 508 as the application
program.

For example, in the 0S layer and AP layer, the function
for determining the type of the IC c’ard 508 is' defined by
"get card type ()}".

In thé OS layer and AP layer, the type of the IC card
508 rca_n be speéified by calling up this function. For example,
assume that there are three types of IC cards 508, that is,
Types A,‘ IS, and C. The r;-eturn values of the. function for
the IC cards 508 are defined as in FIG. 85.

For example, assuming that the Type B iC card 508 is
used, the return value of the result of exeqution ‘of the -
function "get card type ()" becqmes naw

‘Further, in the OS layer and AP layer, "-read data (*rp) "™
.is defined as the function for reading data from the internal

memory of the IC card 508.
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Specifically, the selection circuit 570 connects the

25 switch 574b to the term nal 5751 when the

instruction type - 169 instructing signal S552a

indicates a fetch instructi.on. Due to this, the fetch
judgnment result signal S571 jg¢ytput fromthe fetch
judgnment circuit 571 is output through the term nal

5751 and switch 574 as_the judgnent result 5 signal

5560 f Hewmethé *redgkensinitaniinzgmaeph e swppihter in the
circuit 561. Further, the selection circuit 570
cbhasgtisget, Het'swhbele tiaid the fdkldwing vakinbiz idapointer
the instruction type instructing signal Sb552a

v iGHIRS, ankeadpi NSHdWE lal 8PeciPiBUEbdLeidh Sn the 1£#68rnal
judgnment result signal S572 output fromthe read

J%é%%ﬁ%gf e 302 d %cﬁéé.t %HCFJ haugn 5 t:ﬂ?df(?éig?i&],al this

swtch 574 as t gnent ‘result " sign
$560 fromthe ju circuit 560 tg the switch
N (N pon ek B e (Y 8afEger it ES| pélopy of the
connects the swtch 574 to the term nal 575_3 when :
tifecprdt F 08 t it eI bpicthadntefial Bsgexy stores data

indicates a wite instruction. Due to this, the vvrite

jasdphenin des WEG si8fhal 5573 output fromthe wite

judgnent circuit 573 is output through 20 the term nal
575_3 @ theirt,ChfSddsanihdeciar grpai 02eyl theStgbakn value
5560 fromthe judgnent circuit 560 to the switch

Of Wi bt ibie 'fﬁ&{‘_dé@%)m Haddmer! bigbips 48 it is
executing AP instructing signal S552b, called AP

PRELEGY 1Y YR 1P % ka of the "102H address.

Fprther, in the 0S layer and AP layer, "write data
(*wp, wdata)" is defined as the function for writing data
at a specific address of fhe internal memory of the IC card
508, Here, "*wp" is simila.r to the. concept of a pointer in
the C language, "*" indicates that the following variable
is a pointer variable, and "wp" indicates a specific address
of the internal memory of the IC card 508. When "*wp" is

indicated, the content of the wp address of the internal

- memory of the IC card 508 is indicated. "wdata" is a variable

in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87. Here, if 'pr=102Hi’ and

"wdata=73H" and executing the function "write data (*wp,

wdata) ", as shown in FIG. 87, the data of the Y102H address"

"of that memory is rewritten to "73H".

The application programs APl, AP2, and AP3 shown in
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25 and address CPU_ADR i nput front the CPU 552 to
generate the - 170 fetch judgnment result signal 5571
and outputs this toward the termnal 575 1 of the
selection circuit 570. FIG 91 is a view of the
configuration of the fetch. jgdgnent circuit 571 shown
in FIG 90. 5 As showmn in FIG 91, the fetch judgnent
circuit 571 has a storage unit 581 _1 and j udgnent
1q- g8 defimp @tﬁ%‘@@%iﬁ%%@%ﬁ@?%é&éwg to
access range defining data 5841 and fetch inter-AP
cHif fexant itypedebE NI Fadaisa568. Te: cPhraesporidencseds shown
range defining data 5841 defines the addresses in the
e G 558 accessi bl e when the CPU 552 is executing
the fetch instruction for each case where the CPU 552
I'S exeay] IFiG _prgqgr tHe Qfapﬁ.!iléa@:‘?‘oha%%gﬁaﬂ ARENI £8ldR8cuted
progranms MAIN, API, AP2, and AP3 showh in FIG 84. 15

'@é%s@%ﬂ%?ﬂ%ﬂ@f%é&é? X inkﬂg ﬂ%;§§§é§%§§ . The

range Nl NG : e colu I ca

direction in FIG 92 shows the rogranms of the .
Iaéin‘rl%‘a“t‘hé’ra?ﬁﬁﬁ“t%I@n“BFﬁgF’é YR™e ﬂ?nﬁ%"““mn
and AP3 shown in FIG 84. 20 The "FROM in the row

(1t semdaltyre delt Ferdetenmine Hbhss itaie afdthesi6fcard 508

‘Storage area in the nenory 553 where storage of the

prsegl.aftef Qe 508 resiporidi ropd alaeutiess td awadre Sghending
"FROM' in the row direction shows the start address

Zppfi dahe HIPRSFrdmd NG RcdrdfandERBEIth The Whial€ dethe IC
program '
card 508 detérmined.based on the correspondence table shown .
in FIG. 88.

If imagining a situaﬁion‘in which IC cards 508 of the
Type A, Tépe B, and Type C are handled by different buéinesses ‘
the application programs AP1, AP2, and AP3 are produced by
the individual businesses. Further, the storage areas of
the internal memory of the IC card 508 are shared by the
applicatiﬁn programs AP1, A?Z,.and AP3. The épplication
programs use portions assigned to them in advance.

As explained above, the application programs AP1, AP2,
and AP3 are produced by the individual businesses, but
sometimes there is an error in a program, an applicétion

program of another business is read by a business with

malicious intent by an illicit program of that business,

or a storage area in the IC card 508 for which one is not

allowed access ig illicitly accessed.
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- 171 of the corresponding colum is allowed access. -
The "TO' in the row direction shows the end address

of the address range of the nenory 553 where the
program of the corresponding colum is allowed

access. For exanple, the appiggati on program APl is

al |l owed access to the range of the addresses "2000H"

to "2FFFH' of . the nenpry 553. The fetch inter-AP call
rel at i obEeRadiment 2k at*%splle%‘ﬁb‘a\rsnw%‘*c’cﬂﬂi nations of
progranms to which program nodules 10 which may be

cal | ed F¥®m8$ iead | wieweifobbevwent sgwragiemai dhleecogputer
call ed up when the CPU 552 is executing a fetch

| 551 ractboding| €0 & émbediment i 6f €hPl prasagtt hevention.
fetch inter-AP call relation defining data 5851. 15

The CO'AE"%}EBJ:?%A PP g9, Gend3 cohpitelkN8shr A2 Bcplf 552,
the OS Tayer and applicati'on programs NAIN, AP, AP2,

Fl T
by o330 Mobllubh & B3n HNEA A o0] ﬁ%“*‘%‘“‘?’?‘%éf?#&s“"

pr ogr ang and 20 AP3 shown in FIG 84.
' ‘gl?ﬂ”eF c?*ﬁﬁ“b%s$gfons of the coI ums and rows

show whet her a program nodul e of program of the
cor r esgaKE ngdthe | GRH $32 QQWQW%a‘FQ the coRRitFakion

nodul e of a program of the corresponding row. The "o"
it cat eof25hehatesait imyentizin,otbe medvie 56Becdxtesponds.
indicates that callup - 172 |
to the storage circuit of the present invention, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
corresponds to the connection control circuit of the present
invention, and the switch circuit 561 corresponds to the
connéction switching circuit of the present invention.

The CPU data bus 506 has a CPU 552, switch circuit
561, judgment éircuit 560, and communication circuit 504
connected to it.

?he CPU data bus 506 corresponds to the transmission
line of the present invention.

Further, the switch circuit 561 is connected through
a memory data bus 562 to the memory 553.‘

Furthér( the CPUraddress bus 507 has a memoxry 553,
judgment circuit 560, and communication circuit 504

connected to it.

When the CPU 552 accesses the memory 553 or a peripheral
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is not allowed. For exanple, a program nodul e of the
application program APl is allowed to call up a
program nodul e of an OS program MAIN, and
application program AP3, but is not 5 allowed to cal
up a program nodul e of the_ apyi.cation program AP2
The judgnent unit 5821 judges if the address CPU ADR
is included in the address range of the nenory 553

Evigs oisidr of g qeomputer 1 (9 col thh GHbvidyess

FIG 92 10 corresponding to the programindi cated by
thes SEL utrargsntits | a1 TRPU DR slswiney 3bb 2xidaset. on
the executing AP instructing signal S552b and address

CPU ADRy e, B59Mh8ecomaih HE2t SHOWL riduil 60489nantc card
the fetch access range defining data 5841 read from

t 8 ég%? t [

;J}]U(ﬁ ?&g; In t atgmjéu%éfrr%%ténm gér]rg}}% |3S‘nlﬂtﬂ;%g% ?re the
exa erates f et result signal 5571

i %%n‘f‘f@: N n’c:n %ﬂ?’p S it toward the

term naI 5751 of the selection circuit 570 shown in

FI G ofurihegn tihe SRS Sakis ileh safdeiats terd’c“‘?‘i“'i% as

-not included in that judgnment, the judgnent unit

586> La iqesrk raiceee fusringe ¥dieh| 84a Thathipudasethe rapplication
signal 5571 instructing disconnection (break) and

Piigipidind tABIOWERER | htnd APE Ndned dilicH ddbime|moidesing
ci rcuit 570 shown in FIG 90. 25 Further, when a

ey g £o.08 J?eﬂm&‘mcbetiﬂlgaéj@p@s?(wtﬂ rdd 08,

CPU 552 calls up a program nodul e of "anot her
that is, Types A, B, and C, are used.

The data received from an IC card 508 through the
communication circﬁit 504 is processed by the CPU 552 in
accordance with a program stored in the memory 553. Further,
the data obtained by the processing by the CPU 552 is
transmitted to the IC card 508 through the communication
circuit 5d4.

Furth.er, the CPﬁ 552 writes the result of settlement
generated by c'.ommunic;:ation with the IC card 508 in th;e memory
553.

The switch r'circﬁilt 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and
disconnection state based on a judgment resulﬁ signal 8560
from a judgment circuit 560 (control signal of the present
invention).

Further, the CPU 552 executes the instructions (codes)




i0

i5

20

25

program the judgment unit 5821 judges if that callup
is allowed by the conbination shown by the fetch
inter-AP call relation defining data 5851 shown in
FIG 93 based on the 5 executing Al' instructing
signal S552b and call ed AR imsiructing signal S552c
i nput fromthe CPU 552 shown in FIG 89 and the fetch
|nter AP cal | reI ation defining data 5851 read from
thedasrany e ode OS\iaxes uBEPRGARARTY « 2pd aprligatio
|n that judgnment, the 10 judgnent unit 5821 for
oTagyamsy &Py, aB@2 2 and AE3j ghgnenin FESu| 84 sfefcheds(mead)
i nstructing connection and outputs this toward the
tfaron e mEmckyofs58he sel ection circuit 570 shown in
FIG 90. On the other hand, when judging that it is

not al h@wedryldss N ﬂma&cbuagﬂeatmma;uéie%eﬁtuu,m bf those
5821 generat es for exarrpl e a fetch Judgrrent resu t

tovvar Eoté'e’:1 er nggl 15 Ej e se ect g‘ﬁ Ci'T cui tJS'7 g
; Tg §7
tshovvn [ 2‘1{# xe e re uj .u merlit Lcircuit 2‘;0 e’d and

AP instructing signal 8552c and address CPU ADR i.nput
fAfoRPERESERY 555213-8"‘9@?1 dngtauchdng shgnal iiRda aflésqn‘fputs
signal 5572 and outputs this toward the term nal 5752
dfhetsee tse|thet ijonignemduidirAiid 580G 94 is a view of

the configuration of the read 25 judgnent circuit 5721
shown iHarkl Gth@0instiéétidh RPN indtehotidd, stigmate®mb52a

judgnment circuit 572 has a storage unit 581 2 and
jilé.dgrﬁr&néin iﬂ-xd?.ggtgng whether which of the fetch instruction,
read ins truction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an instructiqn for the
CPU 552 to fetch the instruction codes through the CPU data
bus 506.

The read instfuction is an instruction for the CPU
552 to read data through the CPU data bus 506.

The write instruction is an instruction for the CPU
552 to write data through the CPU dat#’bus 506.

Further, the executing AP instructing signal S552b
is a signal éhowing of which progﬁam the instruction being
executed by the CPU 552 belongs in the instructions of the
application programs APl, AP2, AP3, and MAIN and OS programs
shown in FIG. 84.

-The called AP instructing signal 8552c shows which

program of the'application programs AP1l, AP2, AP3, and MAIN
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The storage unit 5812 stores the read access range

defining data 5842 and read inter-AP call relation

defining 5. data 5852. The read access range defining

data 5842 defines the addresses in the nenory 553

accessi bl e when the CPU 552 E%a executing a read

i nstruction for each case where the CPU 552 is

executing prograns of the OS | ayer and application

1endpPEgpnegrams Nthe\mirogwan modi 1P Hdn dallFdestdpation

FIG 95 is a view for explaining the read access range

dpélohgg dhén HFPEbgriie mealulenbeiagt egabhtddriegttlon GRU 552

FIG 95 shows the progranms of the OS |ayer and the

aeansa{lgoanamas:a biN, moda18P!, AP2, and AP3 shown

in FIG 84. The " in the rom1(hor|zontal)

d'rectlﬁa SHoYs gﬁgecﬁﬁaéégaﬂQiEESFR§ tB§ ahehags aéﬁ% and
t he nenory wher e orage o he progran1o?

corres ondln um is | owe

The, " FROM!
r S dPPEERFY "sH #E ?ﬁee&iﬁf‘“ﬁa&éggr gf‘et ﬁé”‘tgg‘df’é&“lt
range of the nenory 553 where the program of the
cofLlespbriirng dargAAnpStaPRoREdtEecess. The "TO' in
the row direction shows the end address of the address
range doflexhe tkeeDiydgdd@nbheiectiht peOgwahi. B& ekplhéned in
correspondi ng colum is allowed access. 175 The read
i akeaifP call relation defining data 5852 shows the
conbi nations of prograns to which program nodul es

whi ch gy, Cﬂéﬁé@@ﬁr&ﬁ@%é@%&{m% %n%u%%r& result

progr am

signal S560 based on the instruction type instructing signal
5552a and executing AP instructing signal S552b input from
the CPU 552 and the address CPq;ADﬁ input thfough the CPU
address bus 507 from the CPU 552 and cutputs this to the
switch circuit 561.

FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. B9,

As shown in FIG. 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, read
jﬁdgment circuit 572, and write'judgment circﬁit 573.

The seleétion circuit 570 conﬁects the switch 574 to
one terminal of the términals 575 1, 575 2, and 575_3 based .
on the‘instruction type instrucﬁing signal 5552a inéut ffom
the CPU 552 shown in FIG. 89.

Specifically,-the selection circuit 570 connects the

switch 574b to the terminal 575_1 when the instruction type
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nodul e i's called up when the CPU 552 is executing a
read 5 instruction. FIG 96 is a view for explaining
the read inter-AP call relation defining data 5852.
The colum direction of FIG 96 shows the prograns of
the OS layer and applicationjgegrans MAIN, APl, AP2,
10 and AP3 shown in FIG 84. The row direction of FIG

96 _shows .t.he pr.ogragns, qf the OS |ayer and_applicatiaon
oPBEFERS HRONS APEL RS2 22, HAaiRBEes fuf 9Hetras taaction.
The intersecting positions of the colums and rows 15
show whBthetoatpisggr fhenbefck Judgmgnsgresudt shgnal S571
corresponding colum is allowed to call up a program
nodétpat Hfom e Fedrhofiutibnentr¢ispuitlisn] ievou et "tirough
indicates that callup is allowed, while the "x" ’

| gHieCakbemihRal 5¢8l HUpnd SwWi®crdlsianed. +2Q Emagiuiédﬁfrg:@sult

unit 5822 judges TT the address CPU_ADR is include
| B1Lg1 244605 L LN RO il AIE SRl 80 eHlY Mi%en
"F "and "TO' of tﬁhejcogﬁlrm shown Tn Ig 8’5 swre
correspondi.ng to the programindi cated by the
e‘i’e%ﬁfllg%gggg‘ i nstructing signal S552b based on the
executing AP 25 instructing signal S552b and address
CPU ADRFTRPRET i sRéectipn cipepib S 1herAnPAtE| the goritch
and the read access range defining data 5842 read.
fPdf thetbeoteagminailt 53812, wheon theddnsgrukgtiont type
included in that judgment, the judgment unit 5822 for
eXASPrRcYEngr 8ighad 568daj HddieAtes a read instruction.

Due to this, the read judgment result signal 8572
output from the read judgment circuit 572 is output through.
the terminal 575 2 and switch 574 as the judgment result
‘signal S560 from the judgment circuit 560 to the ‘switch
circuit 561.

Further, the selection circuit 570 connects the switch -
_574 to the terminal 575 3 when the instruction type
instructing signal S552a indicates a write instruction.

Due to this, the write judgment result signal S573
Oﬁt’put from the write judgment circuit 573 is output through
the terminal 575_3 and switch 574 as the judgment result
signal $560 from the judgment circuit 560 to the. switch
circuit 561.

The fetch judgment circuit 571 uses the executing AP

instructing signal S552b, called AP instructing signal 8552¢, .

and address CPU _ADR input from the CPU 552 to generate the
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5 result signal S572 instructing connection and

outputs it toward the term nal 5752 of the selection
circuit 570 shown in FIG 90. On the other hand, when
judging that it is not included in that judgnent, the
judgnment unit 5822 generatesq fgr _ 10 exanpl e a read
judgnment result signal S572 instructing di sconnection
(break) and outputs it toward the termnal 5752 of _

t ketshl gudgmendi regud tordgomdwd5i7TA BnG ogdputsr thds, toward
when a program nodul e of a program being executed by

t kbeCREr®3Dadalbl’s Gpof [thegselhedstdohe circaiat 530 .15
program the judgment unit 5822 judges if that callup

is allpwed by theaconBinaki eReShoWRiGHrhR€on’ 820the fetch
inter-AP call relation defining data 5852 shown in

FL a t t ;00 i ggt ructi ng signa
Séggg%gﬁg %ggfggtquﬁngﬁgﬁgtﬁﬁgFéﬁﬁngP'SSSZC i nput

fromthe CPU 552.sh [ 20 Fl 89 anqd the read .

i or - AR GETPWRoiB FUR- af nPhg HaFaRsaudonean FroRpit 571
the storage unit 581, 2. Wien judging that it is :
ahpswedstAreast YpidggaLl enre Ipdawset uphtt 58823 -f or
exanpl e generates a-read judgnent result signal S572

i nst r ucthagstormge twwit HRIL cltghaed e Fetohlactesise range
term nal 5752 of the selection circuit 570 shown - 177

| deFifin§Hatns58hc1 it FelteRdin tdierng @l 1d@ion HelfSning
not allowed in that judgnent, the judgnent unit 582 2 -
oghesatgs for exanple a read judgnment result signa

S572 instructing 5 disconnection and outputs this

toward {,}tlg )%eeécr:?n ngclzcess?é 2range defining data 584 1 defines

the addresses in the memory 553 accessible when the CPU 552
is executing the fetch instruction for each case where the
CPU K52 is executing programs of the 0S layer and applicaticn
programs MATIN, APl, AP2, c;.md AP3 shown in FIG. 84.

FIG. 92 is a view for explaining the fetch access range
defining data 584 1.

The column (vertical) direction in FIG. 92 shows the
i:ro'grains of the 0S5 layer and thg application programs MAIN,
API, AP2, and AP3 shown in FIG, 84, A

The "FROM" in thé row (horizonté.l) .direction shows

the start address of the storage area in the memory 553 wheré‘

" storage of the program of the corresponding column is

allowed.
The "FROM" in the row direction shows the start address

'of the address range of the, niemory 553 where the program




of the selection circuit 570 shown in FIG 90. The
wite judgnment circuit 573 uses the executing AP
instructing signal S552b, called AP instructing signha
S552¢  and address CPU ADR i nput fromthe CPU 552 to
generate the 10 wite judgnentyyresult signal 5573 and
outputs this toward the termnal 5753 of the

sel ection circuit 570. FIG 97 is a view of the

c Gkt ither sersRsprPrdiagycodann dggrdAowedr egcessz3 shown
in FIG 90. As shown in FIG 97, the wite judgnent
ci.rcui t TB3"T05 hasthestrowadéreniioh8ihdwandhpudgdeatidress
unit 582 3. The storage unit 5813 stores the wite

aofesher adgdeeseaeirbfigey ofaithed #tdodd 58I WlerB! €heABrogram
call relation defining data 5853. The wite access

r aggendetbph fi.ne e sses in
t he ngnnry 5%%pggggggﬁéfgu%ﬁeﬁgt éa%B%H5§%gg%§'

execut i the. wite ipstruction, for each cas ere

5 the.coPEsStbLby LREL BB 18R 8 SECRESRERPL ES apiowed
ggg%ication .gg%grans MAI N, API, AP2, pnd AP3 shown in :

°85 te| Bhe ggange of; Bhe rafdesgtes 1309 Wie &R "REFFE" of

access range 25 defining data 5843. 178 The col um
(VeetmempyydPPaction in FIG 98 shows the programs of
the OS |l ayer and the application prograns MAIN, API,
AP2, arithé\F3eisdiovin ter A cBA rBlatidiOde fiifinge da®w 585 1
(horizontal) direction shows 5 the start address of .

t SRow$ OIS oM d i I oFEPRbY rams VW8I o b2bdFamOfiodules
the program of the corresponding colum is

10 which may be called from or called belong when a program
module is called up when the CPU 552 is executing a fetch
instruction.

FIG. 93 is a view for explaining the fetch inter-AP
call relation defining data 585 1.

15 The column d.irection of FIG. 93 shows the programs
of the OS léyer and application programs MAIN, AP1, AP2,
and AP3 shown in FIG. 84,

The row direction of FIG. 93 shows the programs of
_the 08§ layér and application programs MAIN, APl, AP2, and

20 AP3 shown in FIG. 84,

The intersecting positions of the columns and rows
-s'how whether;' a- program module of a program of the
cor’responding column is allowed to call up a program module
of a program of the corresponding row. The "o" indicates

25 that call up is allowed, while the "x" indicates that callup
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all owed. The "FROM' in the row direction shows the
start address of the address range of the nenory 553
where the program 10 of the corresponding colum is

al  owned access. The "TO' in the row direction shows
the and address of the address range of the nenory
553 where the program of the corresponding colum is
aIIovved access., The wite inter-AP call relation '
det inftth@a¥ed853 15 shows the conbinations of
prograns to which program nodul es which may call or
be cal |Fet: fermmpded .0y patvggram prodgplsmodnp diee apipd ic@lticam
up when the CPU 552 is executing a. read instruction.
Bog % ispR ¥d eVl Tdwed ) atdliingig e pifdgran MIulAP of an
call relation defining data 5853. 20 The col um

%%mg ,_% f e
Iay?}é app@@;\t |9‘%}1&progrj{'aérf@:ﬂl\z/zfﬁ\dl)%r anpAl}F?qu % 1s not

AR3 sho 4. Therow rect,.on f FI

&ﬁ’v% 8o’ a1 e £ BpbURRaRuid 8E H a8l EREeiBh progran
ranms MAIN, API, AP2, and 25 AP3 shovvn |n FIG 84. '
- The intersecti ng positions of the colums and

rows show whether a program nodul e of a program of

the c@hegpdatiend vbitn®82 sl aiuduss ifothg| addpess CPU_ADR

program nodul e of a program of the correspondi ng row.

e indhidel Gat @heb addatessalrhugei of atheweeonhi $53 tdeefined

"x" indicates that callup is not allowed. The

IBA RO U on S 1 #8I06sE | dhd RO IAGH oW Ur\BRG. 92

corresponding to the program indicated by the executing AP
instructing signal S552b based on the .c_;xecuting AP
instructing signal S552b and address CPU ADR \input from the
CPU 552 shown in FIG. 89 and the fetch access range defining
data 584__1 read from the storage unit 581 1.

" When judging that it is included in that judgment,
the judgment unit 582_1 for example generates a fetch
judgment result signal S571 instructing connection and

outputs it toward the terminal 575 1 of the selection circuit

570 shown in FIG. 80.

On the other hand, ﬁhen judging that it is ndt'includ_ed
in that judgment, the judgmént un;i.t 582 1 generates for
example a fetch judgment result signal S571 instructing
disconnection (break) and outputs it toward .the terminal
5;75._1 of the selection dircuit 570 shown in FIG. 90.

Further, when a program module of a program being
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is included in the address range of the nenory 553

defined by the "FROM' and "TO' of the columm shown in
FIG 98 10 corresponding to the programindi cated by

the executing AP instructing signal S552b based on the
executing AP instructing signal _S552b and address CPU
ADR i nput" fromthe CPU 552 shown in FIG 89 and the

write access range definin data 5843 read fromthe
sesrgyEedhY the SPUISSral i d@ Agereeran madule, @f gagther
in that judgnment, the judgnent unit 5823 for exanple
geregaams bther judgpedymenitr882l1 judoas S578hat callup is
i nstructing connection and outputs-it toward the

t e1IbREH 5 thd @ombiaatibBCheinChy Cilid fetth SA®WR-iAP call
FIG 90. 20 On the other hand, when judging that it is

oLk psbHdRge s bl el ed land i 44980k on the |

~3 generates exanple a wite judgnment resu
S573 t t di b k d
”a% IRE b ZbRE ?ﬁ(’é@?'é?n#?éﬁg 55550 %ﬂéeé‘aiée{i
CI rcuit 570 shown in FIG 90. 25 Further, when.
p?%@?ﬁﬁ?ﬁbﬂ%l gigpal fb-‘l"%? ah'l‘lb'éFnﬁroml‘Blee %%écﬁ?%d*‘%?““ in

the CPU 552 calls up a program nodul e of anot her

PFEGr 89 and theifedvh dniter58P gajlddgedatfionhdeféamlihgpdata
is allowed by the conbination shown by the wite

| BB2r1 AReadl from etiné | DtoLege nampt 038R 5853 shown in

FIG™~ 99 based on the executing AP instructing signal

S552b ki ahd thAst £ ¥CL s non &d«linSeRAE A8 t, th
fromthe CP% c?%mse’ﬁownln FIG 89 ané'the erhteainer1 <

ﬂi&é?%?aégliu% A 30080014 §3haradasar £80ch flligment
result signal S571 instructing connection and Ouﬁputsrthis
toward the terminél 575_1 of the selection circuit 570 shown
in FIG. 90.

On the other hand, when judging that it is not.allewed
in that judgment, the judgment unit 582_1 generates for

example a fetch judgment result signal 5571 instructing

disconnection and outputs this toward the‘terminal 575 1

~of the selection circuit 570 shown in FIG. 90.

The read judgment circuit 572 uses the execuﬁing AP .
instructing signal §552b, called AP instructing signal S552¢,
and address CPU_ADR input from the CPU 552 to generate the

read judgment xésult signal $572 and outputs this toward

. the terminal 575_2 of the selection circuit -570.

FIG. 94 is a view of the configuration of the read

judgment circuit 572 shown in FIG. 90.
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When judging that it is allowed in that judgnment, the
10 judgnent unit 5823 for exanple generates a wite
judgnment result signal 5573 instructing connection and
outputs this toward the terminal 5753 of the selection
circuit 570 shown in FIG 90434 _the other hand, when
judging that it is not allomed 15 in that Judgnent
the judgnent unit 5823 generates for exanple a wite
j udgman‘g Thewn in ghEE- 5343 thetrerdi judgment onhecuibn572
and outputs this toward the term nal 5753 of the
skdgcai shocage untit7585hpvandnjhtifineA8. uhikkt 582he .
selection circuit 570 wil'l be explained. 20 The

sel ect iTHe Cd tSrhde SIRL € OBGECH Sstdfes N E Nrdd 58ce§9 €range
of the termnals 5751, 57527, and 5753 based on the.

| | S .t he
5%%“*%%‘%%%%?4 Sl R S Br Y S ARG abE Y ning
strL%é$Q% signal Sb52a indicates a fetch

i H2t3 u2¥7en; the selection 25 circuit 570 connects the
SMAtCh 574 to the termnal 5751 - 181 and outputs the :
fetch jihRymeRC resace sppaal dsbiming data 584dgnegfines the
result 5560 to the switch circuit 561. Due to this,
taddressres tinthE oo t556h agicestsiblsniwhein thecOPU 552 is
561 is controlled by the fetch judgnent result signal

&hddou g herread eind ©eudO5di UESE: Odladl PEasdSkhess i Be CPU
si gnal Sb552a indicates a read instruction t he

s PCld Ui Ldd il pIPrSRINGE Shd Wgoh 574 4 Igﬁ)ibgatlon

termnal 5752 and outputs the rea nment res
S 4, ey 1L 56 Lo e Bl "

FIG. 95 is a view for explaining the read access range
defining data 584_2.

szc_a column (vertical) direct:i.on in FIG. 95 shows the
programs of the 0S layer and the application programs MAIN,
APL, AP2, and AP3 shown in FIG. 84.

The "FROM" in the row {horizontal) direction shows
the stéx_‘t; adaress of the storage area in the mentqry 553. where
st:oracje of the -prog‘ra.m of the corresponding column is
allowed. :

The "FROM" .in the'row direction shows the start address
of the address range t)f the tnemory 553 where the pro"grém
of the corresponding column is _allowed access

The ".TO" in the row 'd:i.trection Show_s the end add;'ess
of the address range of the mem‘or} 553 where the program

of the corresponding column islrallawed access.
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10 connection/di sconnection of the switch circuit 561

is controlled by the read judgnent result signa

5572.  Further, when the instruction type instructing
signal S552a indicates a wite instruction, the

selection circuit 570 conneggs the switch 574 to the
termnal 575 3 and outputs 1 he wite judgnent

result signal 5573 as the judgnment result S560 to the

swi t ch Ehe copadséntepudPt calhi selatiton defining data 585 2
connecti on/ di sconnection of the swtch circuit 561 is

csibws| tiesl duynbiiies tWdriL fUPgEEPamE 66! WhiddH) PRlogiafBmodules

Next, exanples of the operation of the comput er 551

Zﬁﬂ\&:ﬁl m&f &P Q‘.*J:Qﬁlg oxl bkl 8h1 Rxangl n Be ﬁ%ﬁg‘ ek program

Next, an exanple of the operatlon conpute

cutes tch i str proces
g%é%ﬁ%?o%; ?ﬁleg raﬁ1nn 8%? $ﬁ% %p?*%ﬁ??bﬁg a read
rqgran1APl and 25 deS|gnates t he address "2100H' of
tHE B4 nenory 553 - 182 will be explained. In
this case, a CPU ADR indicating "2100H" flows on the
CPU addiss HusisoF, vien £or | ermkajoing thgperead inter-AP
instructing signal S552a indicating a fetch

oty uoel aviemddefinkegudaty S8HR2 i nstructing signa

S552b indicating APl are output fromthe CPU 552 to

the | udge do X W ir&diol W here. (9 dnsigiaie ?Eogramo
5821 shown in FIG 91 judges if the address "21

Lﬁf{%ﬁ?:ﬁgﬁ}é_ %ﬁggggﬁggﬁ%y t e é%%%w dgﬁggi{ %Pz
U G TLSAOL T Hed! Ga 92 cOTT espond' "9

The row direction of FIG. 96 shows the programs of
the 0S layer and a;ﬁplicat:;t.on programs MAIN, AP1, KPZ, and
AP3 shown in FIG. B84. |

The interseoting positions of the columns and rows
show whether a program module of a prograh of the
corresponding column- is éllowed to call up a prograxe module

of a program of the corresponding row. The "o" indicates

that callup is allowed, while the "x" iociicates that callup

is not allowed.

The judgment unit 582 2 judgee if the address CPU_ADR
is included in the address range of the memory 553 defined
by the "FROM" and “TO" of the column shown in FIG. 95
cor;espondlng'to the program indicated by the executing AP
instructing signal‘5552b based on the exéoutiné AP

instructing signal $552b and address CPU_ADR input' from the
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to the APl based on the executing AP instructing
signal S552b and address CPU ADR input fromthe CPU
552 and fetch access range defining data 5841 shown
in FIG 92 read fromthe storage unit 581 15 Further
the judgnent unit 5821 genergygs_a fetch judgnment
result signal S571 instructing connection and outputs

it toward the termnal 575 1 of the selection circuit

5@BUshodrshewrlia FIG. BArapdrthe meak|agosison reingeudefining
570 connects the switch 20 574 to the termnal 5751

siata $Aé Pnseadcfrom thpestosagacunig 58ynal S552a
indicates a fetch. Due to this, a fetch judgnent

resul t whahaju@§idg RSt MUEti N0 LN | O €152 PYRddment,
through the selection circuit 570 as the judgnent

r l.; ' : SW ircyit 561 sho
| ERY o kR ui i 4L 4 BEr WL Befietateh £ asi Hloment
| aces, t he CP . bus 506, and nenory. data bus 562 -
PHETREE cofwanl: 9972, SR EErBCing PORRSEbt 5o couthets it
the nmenory 553. Note that, in the above expl ai ned :
ciReardiidie treminads 212 _Tm§ AbR seleehien ciyooid 570 shown
since that address is not included in the address
remgBIG2090H" to "2FFFH', a fetch judgnent result

signal S571 instructing disconnection is output from
t he sel@cithenothéE ldnd7@hbA iy Hvd R CL €Ul hotDPleluded

‘Due to this, the swtch circuit 561 sets the CPU data

1{h bisa 605, dele HE MOENe IRl dsRLUsE ﬁﬁﬁieé g)@g% generates for

di sconnection state taog prevent t
%::?a%t?psié] % tzheeaére jrrlg)ci&nesr?g’ ‘result signal 8572 instructing

disconneétion (break) and outputs it toward the terminal
575 2 of the selection circuit 570 shown in FIG. 90.

| Further, when a program module of a program being
executed by the CPU 552 calls up a program module of another
program, the judgment unit 582_2 judges if that callup isl
gllowed by the combination shown by the read inter-AP call
‘-relation defining data 585 2 shown in FIG. 96 based on the

executing AP instructing signal S552b and called AP

-instructing signal S552c¢ input from the CPU 552 shown in

FIG. 89 and the read inter-AP call relation defining data

: 585 2 read from the storage unit 581 2.

25

When judging that it is ailoweéd in that judgment, the
judgment unit 582_2 for example generates a read judgment
result signal $572 instructing connection and outputs this

toward the terminal 575 2 of the s-_electidn circuit 570 shown
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[ Operation of Second Exanpl e] Next, an exanple of the
operation in the case where a program nodul e of the
application program AP2 calls up 15 a program of the
appl i cation program APl when the conputer 551

executes a read instruction ywhkl _be explained. In this
case, the executing AP instructing signal S552b

showi_n Ag% and the called AP instructing signal S552c
sﬁBmFﬁ%'A "are output fromthe CPU 552 to the read
judgnment 20 circuit 572. The judgnent unit 582_2 of

t he redenjiduyedierchandi twheyjudgmg thetréhdis modr ahPowed
call relation defining data 5852 shown in FIG 96 and

j imlgeBatf jadgaéhtf r ehet hedduentoudPt 582ap | g¥REralds for
Further, the judgnent unit 5822 generates a read - 184

j edgaB0E sesukl §ﬁaaaén§5235{m§_lt gggﬁaﬂgsgw NegLi PRy

outputs this toward the term na 52 of the selection
CJ ' - sho [ 90. . Furt her e selection
L EHLAngRa Sh MR Bufplis Dnif EbiSta, R, B8RERR R T57s 2

5752, since the.instruction pe. instructing signal
LB Ler Eon FLER Rop I CThORE TR BLCS Thie. a
read judgnent result signal S572 instructin

connectThsh Wit b indameanto Gir aid §@ﬁe§??§ntgéi¢%ﬁPFting-AP

570 as the judgnent result signal $560 to the switch

linztrecting GigsladnwA552b Fldal1s APuinderyctirey sdighall S552¢
circuit 561 sets the CPU data bus 506 and nenory data
bisd Soddtds ¢ P QU Glripit Thdn thehePeb¥52 to generate the
write judgrﬁent result signal S573 and outputs this toward
the t‘eminal‘ 575_3 of tiie selection circuit 570.

FIG. 97 is a view of the configuration of the write
judgment circuit 573 shown in FIG. 90.

"As shown in FIG. 97, the write judgment circuit 573
has a storage unit 581 3 ‘and judgment unit 582 3.

The storage unit 581 3 stores the write access range
defining data 584 3 .a.n'd write inter-AP ce_s.ll relation defining
data 585_3. |

| The write access range defining data 584 3 defines
the addresses in the memory 553 accessible wheﬁ the CPU 552

is executing the write instruction for each case where the

CPU 552 is executing programs of the 0S layer and application

. programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

definihg data 584_‘3.
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the CPU 552 can access the nenory 553. On the other

hand, in the above case, when the program 15 nodul e

of the application program A22 calls up a program of

the application program AP3, it is judged from the

read inter-AP call relation ﬁ&lnlng data 5852 shown

in FIG 96 that a call fromthe AP2 to A23 is not

all owed. Further, the judgnent unit .582 2 generates

the r eéﬂ‘?m?l}mﬂem]ﬂ Silgﬁaﬂtlsﬁ72nl F3GLuB8i shows the
di sconnection and outputs this toward the term na
FYEdgnéms hef $eeOBi Dayeti ddlithed APpihewtibh 5H&yrifls MAIN,
Due to this, a read judgnent result signal S572

| K51 | ugh2 nga&asmn@&&wmﬁ SRt Py, through the
selectlon 25 circuit 570 as the Judgnent result

2 Ll S ' S
B i, B IR R 5 ot o 0 e

accessing the nenory 553. 5 As expl ai ned above, the
|RFRGR <F rehe (PBEIFam PG khe corsesnandisel atdremi he
the connection state between the nenory 553 and CPU
ddtlownd. 506 based on data defined in advance in
accordance with each programin accordance with a

pr ogr amheberrgMexac thedr-ay dtlE'%c@EHn%wé- Qh-ghg {:3;:9 reﬁidres s
an application program being executed by the CPU 5

I
G i IRURILLd S a tj.l'fégrLeXu @;;p 3 Where proglpaogram

i nstructi ons and d anot her

i, Sl A TR BT L ™ Y 1ed G 02" P

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The write inter-AP call relation defining data 585 3

shows the combinations of pPrograms to which program modules

which niay call or be called from belong when a program module
'is called up when the CPU 552 is executing a read instruction.

FIG. 99 is a view for explaining the write inter-AP

‘call relation defining data 585 3.

The column direction of FIG. 99 shows the programs
of the OS layer and application programs MAIN, API AP2,
and AP3 shown in FIG. B84.

The row direction of FIG. 99 shows the progfa.ms of

 the 0OS 1ayer_and application programs MAIN, AP1l, AP2, and

AP3 shown in FIG. 84.
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appllcatlon prograns even when the CPU 552 is :
executing a 15 plurality of application prograns. The
present invention is not limted to the above

expl ai ned enbodi nent. For exanple, in the above

expl ai ned embodi ment, the _cpsg was illustrated where

the judgnent circuit 560 stored 20 fetch access range
defining data 5841, fetch inter-AP call relation

def i ni n’-@helairatésswtiwcpmms arnfjetlief colmgns datd rows
584 2, read inter-AP call relation defining data 5852,

Wshbe eheeher' angeodehm Nhbguiat &€ S848roghamVbEt €he

inter-AP call relation defining data 5853, but as

| sasweggoﬁaﬁl g 18 ungp iid aﬂoaleaots()ééw'@ 0P g,:@.&h hGaule

card 5 storing such data - in & stateren rypte

Usgn on K. _1n s case t ydg nt, .
c?#c%i%gé%%gﬁo?ds£%ﬁecﬂrres SR TR Kﬁgﬁd Indicates
ﬁ? ptlgHgProgr3n1590 accesses thq'IC card 558

% k agdeyetuswhbbe e dnndRiddsates that callup

circuit 504, reads the fetch access range defining

'dh%aP%B4ﬂh;°W¢%tch inter-AP call relation defining

data 5851, read access range defining data 5842, read
i nt er - Afhe ghudgmeindt nont 5821 Bihgigkd d 5&h2, addireés CPU_ADR
access range defining data 5843, and wite inter-AP

- Cid il ddd il aflid) iadrddlsa radgd bE0BhdOmbh8riyCs68r defined

558 and uses the same decrypted u5|ng a .

dﬁ‘l@”’@-ﬁtﬁ»‘& d%&'iy' .orbiﬁr,ggg%g Yin FIc. 98

ornatl urt her e presen |nven on nay

L SSFE AR o 196 URLGRMPLRIEANEY B ERS URLES ing no

. instructing signal $552b based on the executing AP

instructing signal §552b and address CPU_ADR input from the
CPU 552 shown in FIG. 89 and the write access ranqé defining
-data 584_3 read from the storage unit 581 3.

' When judging that it is. include;_:l in that judgment,
the judgment. unit 582_3 for example generates a write
judgment result signal S573 instructing connection and

outputs jt toward the terminal §75 3 of the selection circﬁit

‘570 shown in FIG. 90.

On the othei: hand, when judging that it is nbt -included
in' that judgment, the judgment. unit 582 3 generates for
example a write judgment result signal S$573 instructing
disconnection (brea.ll'c} and outputs it toward ‘the texminal
575___3 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
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15 read this through the comunication circuit 504 and

CPU data bus 506 into the judgnent circuit 560,

decrypt this by the judgnent circuit 560 using
predeterm ned key information, store the decrypted
decryption programin the ueggby_SSS, and have the
judgnent circuit 560 read and execute the 20

decryption programfromthe menory 553. Further, in

t fEegpbed kx fiha FEY 8RB ehhemup ehprogsan medubdodh asbthet
the CPU 552 outputting to the judgnent circuit 560 an
egecgramg LRei fedgmentngnitghal S5jdbgardicakhad AR1lup is
i nstructing signal S552c, but these signals may al so

b£1 PSweansy Al con®inataWa shokhGoy: 4fd wiied rl‘i"ﬂ:;dr-lt‘:" call
judgnment circuit - 187 560 nonitoring the CPU address

. Eipodi t, The prese Lment, i s
gﬁé %e%rg%?j? rﬁ?ﬁlﬁg%‘?? espoag [ ng—3 tsg1 ?‘ﬁ% ’ibtrHﬁ[(’g'n Z%éatsed on the
aspects. of e.inventjon. 5.FIG 102 is a _view of the
SRFeutoy AR oo Eiek i e S0h7h e84 pRland AP
enbodi ment of the present invention. As shown in FIG
135 txpeting %mn{:)t%ﬁﬁ%ﬁibnm& frem thej GPUr A2 shown in
menory 632, switch circuit 633, switch circuit 10 634,
jHgef agid dihg wd3Xe daltestaPncallicuwiela&lon deditRhg data
637. The internal nenory 632., switch circuit 633,
B85 G reédd Cfibdm 6Ee $tslgiPatuci£csgl $35, and CPU 637
are connected to a CPU data bus 640.715 The interna

Menory widh JudddiRNtnat i {is 630 odld in that judgment, the
judgment unit 582_3 for example genefates a write judgment
result signal S573 instructing connection and outputs this

toward the terminal 575_3 of the selection circuit 570 zhown

in FIG. 90.

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582_3 generates for
example a write judgment result.signa; 8573 instructing
disconnection and outputs this toward tﬁe terminal 575 3
'éf the selectiop circuit 570 shown in FIG. 90.

Next, the selection circuit 570 will be explained.

The selection circuit 570 connects the switch 574 to

~one of the terminals 575 1, 575_2, ahd.575_3'based.on the

instruction. type instructing signal §552a from the CPU 552.
Specifically, when the instruction type instructing
sigﬁal 5552a indicates a fetch insfructibn, the selection

circuit 570 connects the switch 574 to the terminal 575 1




10

15

20

.25

circuit o

CPU 637 are connected to an address bus 641. The

internal mermory .632, judgnent circuit 635, and CPU

637 are connected to a signal line 642. Further, the
internal nenory 632 is further connected 20 to an
internal data bus 643. Further, the switch circuit 634

is further connected throug gn'external data bus 644

to an external nenory 660. Further, the selection
candupttp8ési theufkelteh godgmenedrebnttgbignatxssnnaks the
data bus 645 to a debugger 25 661. 188 Here, the

S§UHgRBAUCESSuTHISE €8 LoCORE EHPORES di®i& 561. Due to this,
sem conductor circuit of the first aspect of the '

Eﬂén&hﬂﬂectigﬁ/&EQcFﬁLQcE#%n639 %ﬁérgﬁgggﬂs %gg%%? 561 is

[
first transm ssi on Ine of the first semco

circuit,.the, progra uL,e, PM .1 corresponds_to_an
ChabEER16A°PY, SR ERERR  SoamBhEare bkt RLORRLC 5L
aspect of the invention, the internal nenory 632 )

cor r esgoREEN D (e thradastrretion fyRadnstmctinpedgnal

“of the invention, the CPU 637 corresponds to the

pFoeeasindicatesuat refdt hnstinstiaspetheofelhetion circuit
invention, the switch 10 circuit 633 corresponds to

t 5120 idarstectenihet st SNS7TEN L8 the itegmihadfl 51562 fdnd butputs
aspect of the invention, the switch circuit 34

Ol SRR Jrte r226Qds$gRARCES PP SWitlehiyRa, 1
?ﬁ?%g?first aspegteof t he inventio%, ?ﬁg?t result

jéggwe | L cui 5.corresp s to the nnecti on
con rd€$c§¢%u¥¥lt§€ ot ?ﬁgéfgggt a%%eg? ggl?he£he
invention, the selection circuit 636 corresponds to

tFRPRIF FPR MR RBRCE1PR cPF nhhei Pctibeh circuit 561 is

controlled by the read judgment result signal S572.

Further, when the instruction type instructing signal
$552a indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575 3 and outputs
the write judgment result signal S573 as the judgment.result.
SSGO to the switch circuit 561. Due to this, the
connection/disconnection of the switch circuit 561 is
controlled by the write judgment result signal 8573,

Next, examples of tﬁe operation of the combuter 551
wiil be explained. |

[Fir#t Examéle of Operation]

- Next, an example of the operation where the computer

551 executes a fetch instruction in the pr,oc'ess of execution

. of a program module of the application program APl and

- designates the address "2100H" of the address memory 553
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© 15

of the first aspect of the invention, the externa
menory 660 corresponds to the storage apparatus of
the first aspect of the invention, and the debugger
661 corresponds to the 20 external apparatus. of the
first aspect of the inventio Further, the signa
line 642 corresponds to the rd transm ssion |line
of the first aspect of the invention, while the

adlidk ke gse bagp Blilnesxdr r esponds to the fourth transm ssion
line of the first aspect of the invention. 25 Further,

the judgiaidid @ddd, d W) A3 IHAULEHRP WIS ol £1bws on

the first control signal o6f the first aspect of the

| {1V ip© j Rt ult .S | ,$635 . s
g%f?espoﬁgnggs %ﬁe sedo%gaé%%f%b Q%Fﬁﬁan gVPPh%n?F¥%?t1ng
aspect. of the . inyention, _and the judgnent result -
Fiiat 85525 1oAY Cabbiae FRCrHe THITICCEOR GG Bp executing
%anal of the first aspect of the invention. FIG 103

iAF dngtapgtine sdomadi #§SLheindicasing ABAf agaraetput from
of the sem conductor chip 631 showmn in FIG 102. In

- Mh@ CHEIB, 5% etdydihe mmigmeardy erinanitthé Gar dwar e | ayer,

10 that is, the hardware conponent of the
sem comditdther ,Chthe jedhneEhd\iinit Bi8G 11Q2owihave Hilte 91

hardware | ayer is positioned a communi cation driver

| ARfes e (HUTHEN AL 01l dre’s d ¥R RS RIS dHL rkﬁﬂ:hreess

i'n it a communi cation driver layer tor controlling t

1 icatiaqn. ' Of th i cat.
AR W IR AT AdE SO AL by ehe

menory. Ahove the comunication driver |ayer is an '
6’5‘&0 i ﬁﬁd "TO" of the column shown in FIG. 92 corresponding

to the AP1 based on the executing AP instructing signal S$552b
and address CPU_ADR input from the CPU 552 and fetch access
range defining data 584 1 srhown in FIG. 92 read from the
storage unit 581

Further, the judgment unit 582 1 generates a fetch
judgment result signal S571 instructing connection and
outputs it ‘towa.rd‘the terminal 575 1 of the selection circuit
570 shown in FIG. 90.

Further', the selection circuit 579 connects the switch

574 to the terminal 575_1 since the instruction type

- instructing signal S$552a indicates a fetch.

25

Due to this, a fetch judgment result signal S571

instructing connection is output through the selection

circuit 570 as the judgment result signal S560 to the switch

~circuit 561 shown in FIG. 89.
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system (OS) |ayer for providing the programform ng

the foundation for the operation of the sem conductor
chip 631. 20 The OS | ayer provides the highest

application (AP) layer wth higher concept services
compared with the |ower |ayefgy _Further, above the OS
layer is an AP |l ayer defining the specific functions
(services) realized by the sem conductor chip 631. The

AP | aydrusther f drhegniteh chrempbt i 5ok imirgr®egthesCPU data
AP1, AP2, and AP3 realized. by the - 190 program

newe| B%6 RMd meaidiy; daich Bds 362hanwntha Ebfined@ion IThate to
i nternal nenory 632 stores the program nodule PM -1

cilldwe €l CPRISSD ©6 0kad: AP S oy $34: 103. FIG
104 is a view for explaining the configuration 5 of

the progy@mgmaul qu'\énel-au%%émg@}agg.{a p%a;é)4’v{1§/grgfthe

program nmodule PM -1 is conpri ural i

fopetdon s EVG 104, . the case where it is .
con‘prél%ed&%‘&ﬂrﬁlul %’%C"’b <% um{f noHeR thak 1addresp is
n. 10 Ag shown in FIG. 104, the instruction (code) at :
fIRF ABEAUGPIAR (Hhst 2tAEepaEa1dh "PO09BstEN| 2EFER' , a fetch
FMn. is an unlock instruction, while the tail

idndgment greswl ty sigrial i$ELY votstoructdare disdaokection is
instruction is an instruction instructing 15 a later

etipai th €t opu iheesélectLoh tofbdui® ST dol BReS¥IiEBh circuit
circuit 633 in the connection state until the next

WE10Cbud At kHSkE, ORheFLi R, cBPcHDLOEEL T DSEL UELL OFp Sdata
an I nstruction .
bus 506 and memory data bus 562 in the disconnection state
to prevent the CPU 552 from accessing the memory 553.
{Operat:i.oh of Second Example]
Next, an example of the operation in the case where
a program module of the application program AP2 calls up
-a program of the application program APl when the computer

551 executes a read instruction will be explained.

In this case ¢ the executing AP instructing signal S552b

rshowing AP2 and the called AP instructing signal S552c |

showing A_Pl are output from the CPU 552 to the read judgment

circuit 572.

The judgment unit 582 2 of the read judgment circuit

- 572 views the read inter-AP call relation defining data 585 2

shown in FIG. 96 and judges if a call from the AP2 to APl

ris" allowed.

Further, the judgment unit 582 2 generates a read
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instructing the switch circuit 633 to switch to the 20
di sconnection state. The switch circuit 633 is

i nt erposed between the CPU data bus 640 and the
internal data bus 643. The switch circuit 633 becones
either the connection statejgy di sconnection state
based on the judgnment result 25 signal S635a input
fromthe judgnment circuit 635. - 191 The swtch
cPPg]E‘i“F“ 3£eg§1itnFéEBG§e§533t #eefruséiepucosaegtion and
640. and external data bus 644. The swtch circuit 634
beebRBSsethher towardothecteominglab@50R difs theneellieation
state based on the judgnent result 5 signal S635b

i apoutuitoBV0hehpwdgiABNFIGLr 00i.t 635. The judgnent
circuit 635 nonitors the address bus 641 and signa

l'i ne 642urdhen, e 8dHLERS on! SRk AU cg%sxaég%s %é'] switch

637 to the address bus 641 indicates the address ere

(Srapesstan sl Pltel s BLOCSILAR LASCLILEL pooe

menory 1 he rastructron

signal . S637a°out pu the CPU 637 to the signal |ine

éa'gs‘?ﬁ‘a‘?‘g’a’?%s%ggéi cﬁgg?ﬁsi'?ﬂé?%ﬁ? ft rgafeinfbsugtion.
judgment result signal S635a instructing connection.

I n ot hdfug desthis, qereead cindgmentgresnlt esidmaki §HaL

S635a i nstructing di sconnection. 15 The judgnent

dinstFuctltg omepuestide jadgatpttr ektibtigh Stheake 563%don
to the switch circuit 633. Further, when the judgnent

@iniit 639 genehelAfdghnen #13@INt egHhE 55600 $H2O8witch
I nstructirng connection, It generates a Judgnent
it | R AP A P16 UChS N

Further, the switch circuit 561 sets the CPU data bus
l'506"and memory data bus 562 to the c'onnection state, whereby
the CPU 552 can access the memory 553.

O_n the othef hand, in the above case, when the program
module of the afplicétion program AP2 calls up a program
of the é.pplidation program AP3, it is judged from.rthe read
inter-AP call relation defining data 585;2 shown in FIG.
96 that a call from the APZ2 to AP3 is not aliowed.

Further, the judgment unit 582 2 generates the read

judgment result signal S$572 instructing disconnection and

: ,outputs this toward the terminal 5'75_2 of the selection

25

‘circuit 570 shown in FIG. 90.

Due to this, a read judgment result signal S572
instrtictipg disconnection is output through the selection

circuit 570 as the judgment result signal S560 to the switch
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20 disconnection and outputs it to the switch circuit

634. Further, when the judgnent circuit 635 generates

a judgnent result signal S635a instructing

di sconnection, it generates a judgment result signal

S635b instructing . connecti_oggand outputs this to the
swtch circuit 634. 25 Further, when the judgnent

circuit 65% ge F‘erat es a_- 192 judgnment result signal
635§ HhisPPhc EPRY cIRNELEi-0R2-it  generates a judgnent
result signal S635c instructing

i nval i dfeytiese o civwidichaed romtigu 661t besst thé EPU data bus
selection circuit 636. Further, when the judgment

506 uahd 6BEmgepedatasbas 5edgﬁanehéeaulstzoﬁhaeahoﬁﬁéiate to
instructing disconnection, it generates a judgnent

reEeVénsi gRal cHE3ES2| E§Bﬁ1U§EbEQsz.¥8| LelbLaLRQRgeEEL O

and outputs this to the selection “circuit

Furtherp duLel e _.progr.am_nodul

PMI is cgﬁﬁaé& %E%‘Ba‘?%f ancehjucr%g'f‘?ngﬁld:r? gﬁﬂ&f‘q gwitch
anot her n on podyl e bei ng executed by the CPU 637
JAE e ped e barniRe e

Fl G 104 b the CPU 637, the judgnment circuit 635
ardird £ ‘Elo%ﬁtb‘lﬂSW@s‘EMG@glnadaﬁaﬁaflnedrmtadgance
connection to the switch circuit 633 conditional on

tive acgemdaciceori&h ¢dch eadirein inheccatdetcé Wit @Nprogram
nodul e first starting a fetch (that is, when a branch

ibesilng) Gixtedfu S i P RO e esg st ructi on at the head of
the called function nodule is being executed) . 20 As
expl ai ned A¥e Pl abbhi G PSS K P Uhecuted by
the CPU 552 can be prevented from illicitly accessing

instructions and data of another application program stored

in the memory 553 and a high security can be obtained among

application programs even when the CPU 552 is executihg a

pl.ura]_.ity of application programs.
The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case was illustrated where the judgment circuit 560 stored

fetch access range defining data 584_1, fetch inter-AP call
relation def:.n::.ng data 585 1, read access range defining

data 584 _2, read J.nter—-AP call relation def:.n:t.ng data 585 2,

.w:_:ite access range defining data 584_3, and write inter-AP

call relation defining data 585 3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data

&, FORREFEHOR AR P etunenthemenory
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function nodul e has an unl ock instruction
(di sconnection release instruction of the first aspect
of the invention) positioned at it, the judgnent

circuit 635 outputs a judgnment result signal S635a

instructing connection to thgggwmtch 25 circuit 633
based on the unlock instruction until the next 193
|l ock in tructlon di sconnection start instruction of

tHB 3 F §1tea§B€ &ed; HEipgy kRY dRformagienufed. At

this time, as explained earlier, the switch circuit

634 is IssbbuSacaf@dgﬁmtJummt StigraiitSE3ED holds the key
i nstructing disconnection, 5 while the selection
cinfukha6l6ni K hﬁauadcaybudgﬁepkogeaml590§i&&&Es@@%5%he Ic
instructing invalidity/disconnection, so a tenporary

hah+d0658henopagat LA éivut 88 t&PHuE3%0RY ahhecgﬁﬁﬁﬂg%tlon

661 or ach|S|t|on of the CPU |nternal stat us

[ [ t [ 20 S|m

Tﬁ;ér e'?ﬂ: Eﬂ:nlt h% gﬁcﬁ%?g 8’ I es F%“Hw Jpta584_ 1,
0 i.n . FIL.G_ 104 cannot ccessed fron1the program -
et g gl g rip‘*r O ASFAALRE BB PRALL RARA pocess

660 or the debugger 661. Further, when a function

FRRIe Fefining datandBhddl eremil intercAP| edllprejathien

CPU 637 executing a branch 15 instruction included in

gl dring glada BRSNBJ el thidceddweranfe &&ffinsng data 584 3,

executing the program nodule PMI| shown in FIG 104,

vdred wiitéd {eteHApY ALl nbélalei bANdOEIRIngN@AthNE85 3 From
instruction positioned at the head of the function —

i £ &rd N93s Cabda el naLd Ofamd Mo LHUIRER! uSLEGUL!

635 outputs 20 a.judgment result sig
ct| sgonnection to the tch CIrCUIt 633.
e ith gy ARG O Q@mﬁ% key information
X ‘ ,
Further, the present invention may store the above

decryption program in an encrypted state in the IC caxd 558,

read this through the communication circuit 504 and CPU data

‘bus 506 into the judgment circuit 560, decrypt this by the

5udgment circuit 560 using predetermined key information,
store the decryptéd decryption program in the memory 553,
gnd have tﬁe judgme;aﬁ circuit 560 read and execute the
'deCryption progiam from the memory 553.

| Furthér  in the above eﬁ:plained embodiment, the case

was shown of the CPU 552 outputting to the judgment circuit

- 560 an executing AP instructing signal S$552b-:and called AP

instructing signal S552¢ , but these rsign,als may also be

gene_::"ated,. as shown in FIG. 101, bir the judgment circuit
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circuit 635, for exanple, halts the operation of the
CPU 637 or perforns predeterm ned error processing..
When the judgnent result signal S635c fromthe
judgnment 25 circuit 635 indicates
invalidity/disconnection, thgges 194 selection circuit
636 invalidates the HALT signhal S66la input fromthe,
debugger 661 (operation halt request of first aspect
o16Q men HverindnhefeP¥ orddyrss dedp U807t to the CPU
637. Here, the HALT signal S66la is a signa

i nst r uGaventh FEntberdiodearty halt to the operation of the
CPU 637. Wen the judgnment result signal S635c from
the j Udgi@?ﬁ:eséhtcélhﬁpﬁﬁehﬂdJ.&@xtneémbpdiment corresponding
inval idity/disconnection, the selection circuit 6§%
v aly t I status d [equest
el BT, A T e R ey

si gna i nt'er-na atus.rew |

reques j gnal, 9661c _i.nput frgmthe debugger 661 and
does tﬁ&t‘?-o@{%&uﬁﬁ ﬁ'eﬁﬁ’tég' ﬁge %%cé’?fd"ﬂéi%gil%é’fcw
internal status read request signal S66lb is a signa
SEPiceRTRttary shifordit ivh ah imant afrthe present
status of the CPU 637. 15 The CPU internal status
Asmentdomequest signal S661c is a signal for

requesting a rewite of informati on showi ng the
i nternak shawdsifAf Fibe OFY, 68He £¥mibendibesérha@hfp 631 has

.‘mhen the judgnent result signal S635c fromthe _
hndgReRk-nall mdinbr§383bNdbgeatef LP-d@it dé{%’_,/ COMEH 'Hrcuit

.~ the selection circuit 636 outputs the HA

si gna
%@ﬁ%ajhﬁwenftr %Trtcrl]:%.td %@ég,g esrenlgaﬁc :i.to% tcr:}.erc(t::g. 6é3.376 , and CPU

637.

The internal memory 632, switch circuit 633, switch
circuit 634, judgment circuit 635, and CPU 637 are connected
to a CPU data bus 640.

T_he internal memory 632, judgment cir;:uit 635, and
CPU 637 are connected to an address bus 641.

 The internal memory 632, Jjudgment circuit 635, and

CPU 637 are conmnected to a signal line 642,

Further, the inte;:nal memory 632 is further conﬁec’ted
to an internal data bus 643,

Eurthej::, the switch circuit 634 is further connected

. through an external data bus 644 to an external memory 660.

Fﬁrther, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

661,
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When the judgment result signal S635c fromthe

judgment circuit 635 indicates validity/connection,

the selection 25 circuit 636 outputs the CPU interna
status read request 195 signal S661b and CPU interna
status rewite request signaljggS661c input fromthe
debugger 661 to the CPU 637. Further, the selection
circuit 636 outputs the CPU internal status signa

S637d i HEEGE f thM Seicrndestor, chipo6dincorwesponds to the
CPU internal status read request signal S661b to the
desrdgondugdor ThaocGRY 68Tthaitfiitst hbpeatddoesshofidvmtion,
internal nenory 632 to the address bus 641 and

| hber QBUI dathypasi 8801 86t8gpostigned 30378 ShOW G & sion
type of the instruction being 10 executed to the

signal ofi i fﬂ\?rﬁ‘ @éﬂl&%@ﬂ'c%@gl%hmtt h@he ﬁ:ﬁan@c%lfam module
perfornms processing using the |nstructL6ns artd I a

obpt lpe dule PM 1 read fromthe interna

o BESEEBRh AR Ko Pl e LR AL e g progran
data, pus _640. Further, the CRPU 637 outputs the address -

£ ﬁgelg*ﬁii:e?ﬁﬁﬁcﬁeﬁﬁr FhE6ATVENERENadFhes inbeFngd | memory

and the instruction type instructing signal S637a to

1522 sPoREESPPRdsolo R storage oridemwict wift thehEivate aspect

perforns processing using the instructions and data

of £ tthee dimogpretni orod thes CBWI 837 RdbBragpchdd resnthle processing
external nenory 660 through the external data bus 20

Gdilycait t 6 €héCPitsB34spaft SPUrHat fnbus+ 940 Y YWEN @i teh
HALT signal S66la is input through the selection

Ll 6853 (L OMLDB G000 LR8O r LB ShRe 88 ol %S tehing
circuit of the first aspect of the invention, the switch

circuit 634 correspon&s to the second connection switching
lcircuit of the first aspect 6f the invention, the judgment
t;:ircuit- 635 corresponds to the comnection control circuit
§f the first aspect of the invention, the selectior-x circuit
636 corresponds to the third connection switching circuit
of the first aspect of the invention, the extérnal memory
660 corresponds to the storage apparatus of the first aspect
of thé invention, and the debugger 661 corresponds to the

external ‘apparatus. of the first aspect of the invention.

Further, the signal line 642 corresponds to the third

- transmission line of the first aspect of the invention, while

the address bus 641 corresponds to the fourth transmission
line of the first aspect of the invention.

Furthér, the judgmen'_t- result signal S635a corresponds
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Further, when the CPU 637 receives as input a CPU 25
internal status read request signal S661b through the
196 selection circuit 636 fromthe debugger 661, it

- outputs an internal status signal S637d including

i nformation showng the intgrpal status in the CPU

637 designated by that signal " "S661b through the

selection circuit 636 to the debugger 661. 5 Further,

witen thige £ERS 6 FPnteed wignad. iofpthen fGREt adpeictalof the
status rewite request-signal S661c through the

seheehitabnGi thdl julgdhehtopthtt @P?@ﬁffséﬁb ddrresponds to
rewites the informati on show ng the internal status

0 . .
Enbhgadditd G3h LA éﬂ%&g %tf‘igxﬁ? %‘eﬁs@%&??%g%ﬁ Q@%é%uon ,

signal S661c. Due to [ oper

SR B ST SRIO8R Bl SR s

debu% ing object to control the operation of the CPU
6391 %ﬂﬁi gapRalhefoSbeafiigstopspretcrd e davegtion.

the internal status read request signal S661b and

i nt er naFIGst 308sisi gnuiewcEFd, empliatuingnthessoitwaipe

637 by the CPU .internal status rewite request
segnfiigebétionNeft thexasnliesndhctbe epgpatBanshbwhhen FIc.
sem conductor chip 631 will be explained. 20 [First
Exeppl e of Operation] For exanple, consider the case

where the debugger 661 outputs to the selection

s RS, Pl P R P aver,
S I?g.ilzjsié ?V\{:intaehzrue: %ggte gl) BgLeEEGg% " the semiconductor chip
631 shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
q'.n it a cbmmunicat-ion driver layer for contreclling tﬁe
communication. The program of .the communication driver layer
is usualiy stored in a nonvolatile memory.

Above the communicatioﬁ driver létye: is an operating
-sysi_:em (Os) ' layér for providing the program forming the
foundation for the operati.o'n of the semiconductor chip 631.
Thg 0s .'I_.ayér provides the highest application (AP) layer
with highei' concept services cdmparéd with the lower layers.

Further, above the 08 léye;: is an AP layer &efining
th‘e specific functions '(services) realized by the
Semiconductor chip 631. The AP layer has, for example?

application programs AP1, AP2, and AP3 realized by the
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25 In this case, when the CPU 637 accesses the

internal 197 nenory 632 through the CPU data bus 640

and switch circuit 633, that is, when the switch

circuit 633 is in the connection state, due to the
judgnment result signal S635¢ jfggom the | udgnent

circuit 635, the selection circuit 636 becones the 5
invalidity/disconnection state, and the sel ection :
cProgrEa™ g9sudsss bl .ofthi%, Emd M B shpwal iS6FIE. 102.
CPU internal status read request signal S661lb, and

CPU i nt Ehaalnterxnalk eyt 632r stpess tdiggpabgbafliodele PM 1
the CPU 637. Therefore, the debugger 661 cannot access
tbf €RHY Gpplitatdon paoRPamdA®asshide A eTeal 1Fnory

632 either. On the other hand, when the CPU 637 is not
accessi t heghnt ergal,; 1k [ when -t he .
o toh DisL FOUNGS ATVARRTREY Bp1ailihal The BERE SRration
t Qet | nt result i gnal S635c fromthe judgnent
c??cgﬁF é%gg% emgéfegtF 9915 circuit 636 becones the
validit /cognectLon state, and the selection circuit

636 outPtit EPPYR LA FIG; ghdft . stBeaPregeem medphg PM 1 is
status_read request signal S661b, and CPU interna
staRsifedref @ pdyyadityi gf furgdsion modulesCPEIG37.04 shows
Therefore, the debugger 661 can nonitor and set the
2theperss wharefit e &hhpHiBded loft n divuniierdt BE fidt€ion modules
circuit 633 is in the disconnection state, cannot
agMebstbheMi gt ernal  nenory 632. [ Second Exanpl e of
Operation] For exanple, consider the case where the

CPU 637};§ Ssl‘?émf‘c%ﬁsﬁ@g i(?&, e%(}ggrm£t£@c@.{¥n6§gode) at the

through the swt I'Tcul

head of each of the function modules FM 1.to FM n is an unlock |
:i.nstr'ﬁctiori, while the tail instructién is .;=t lock |
instruction.

Here, a lock instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next unlock
ins truction .

Further, an unlock instruction is an instrﬁctio.n
instructing the switch circuit 633 to switch to the
disconnection state.

The switch circuit 6 33 is interposed between the CPU
data bus 640 aﬁd the internal data bus 643.

The switch circuit 633 becomes either the connection
s_tate‘ or discannection st-ate based on the judgment result

signal S635a input from the judgment circuit 635.




198 - .634 and external data bus 644. In this case,
due to the judgnent result signals S635b and S635c
fromthe judgnent circuit 635, the switch circuit 634
and selection circuit 636 becone the connection state,
5 but due to the judgnent resudt -signal S635a, the

-. switch <circuit 633 becones the di sconnection state.
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Therefo the, internal ry 632 cannot be accessed
fron1thgggxfg?ﬁﬁ caﬁFﬁlﬁgggg 3 AntRrpesed Letween the CPU
expl ai ned above, in the semiconductor chip.631, 10

whaka: kes $4& aad ke ad32latad buse 684U dat a bus 640

are in the connection state, external access fromthe

ext er nalheaswibobesifddi tne3 fdbetsmé®te iNdMBthe connection
Therefore, according to the sem conductor chip 631,

| BthtePBs dikeohlet®ibablstatObaGhd b %%915%@%%@1‘4 Yesult
PM1 15 stored in the internal menory 632 fro

i bk LR S [ of:. t.h m_conduct chip
631ohny PEERE? PROT Hb HhelgukidehE ﬁlfﬁgl%fash-
confid rality of, the pr.ogr nodul e PM 1. urt her, :
accor die%et%ucﬁlée%%rﬁ%‘ﬁﬁfgt%g BRrptess, thaadires us 641
of execution of the program nodul e PM -1 by the CPU 20
6‘%‘730%?1%?1 bt R84 Dr Sthemdthm Addrass imnde coumitddy the
Further, according to the sem conductor chip 631, it

i GPPo63T bte the mddmess dworf4ldcmdiaia terso gih@nadadidlse where
PM1 frombeing illicitly accessed from program

nicitkel | esodPhhim ﬁﬂduf$4ﬁ@glOiEdsEBréBeiﬁXEﬁénﬁhtﬂ?ﬂﬁiYmemory
660. 25 Ei ghth Enbodi nent 199
632, and the instruction type instructing signal S637a output
by the CPU 637 to the signal line 642 indicates a fetch
instruction, it generates a judgment result signal S635a
instructing qdnnection. In other cases, it generates a
judgment result signal S635a instructing disconnection.
The judgment circuit 635 outputs the judgmént result

signal $635a to the switch circuit 633.

Further, when the judgment circuit 635 generates a

. Judgment result signal S635a instructing connéction, it

‘generates a judgment result signal S635b inétructing
disconnection and.outputs it to the switch circuit 634.

_Further, when the judgmént circuit 635 generates a

Judgment result signal S635a instructing disconnection, it

geﬂerates a judgment result signal S635b instructing

. connection and outputs this to the switch circuit 634.

Further, when the judgment circuit 635 generates a
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The present enbodi nent is an enbodi nent correspondi ng
to the 20th and 21st aspects of the invention. FIG
105 is a view of the configuration of the

sem conductor chip 6131 of an enbodi nent of the
present 5 invention. _ As shgy in FIG 105, the_
sem conductor chip 6131 has an encryption/decryption
circuit 6134, Judgnent circuit 6135, selection

cidgmend: 3@ sudiy sdmnad $£358h dnstomgtingn atesregition, it

~circuit 6134 and CPU 6137 10 are connected to a CPU

dgeadcyaded] 40 jubigmenid granil tCisiguial G635 ARt HRhEhihy
are connected to an address bus 6141. The judgnment

Cliheult dd t9Y dakdonRdRL30 ahd 64 ?EEE eghifod Sldiection
line 6142. 15 Further, the encryption/decryption

ChhicWihi6k3% is further connected through an externa
data bus 6144 to an external nenory 6160 Further, the

sel ecti rcuit, 6136 is.fyrther ¢onnected throu h.
an extegﬁﬁﬁhaﬁfawbﬁg g&ﬁSJP gﬂeﬁgbﬁéﬁgPltZ635189“9H6F€
that in the sem conductor chip 6131 as well, the -
séF?ﬁHF%tSF?EE%Er%1§?Eﬁw§§3§¢4X&SQKHF¢¥FQH4ﬁSQHHQﬁct10n it
applied. Here, the sem conductor chip 6131 corresponds
t geppBateenicfndguent cesolditt sdéfgnale S§850ndnaspecitialy
the invention, 25 the external data bus 6144
coalidpopdechnetbeohi afll 30@putEaBhiksSEboRhki BR1aktibe

first aspect of the invention, the
circuit 636.

Further, when a function module in the program module
PM 1 is called up by a branch instruction included in another
function m‘odule being executed by the CPU 637 during
execution of the "program module PM 1 shown in FIG. 104 by
the CPU 637, the judgrhent circuit 635 outputs a judgment
result signal S635a instrﬁcting connection to the switch
circuit 633 conditional on the instruction _ati the head of
the called function module first starting a fetch (that is,
when a branch instruction de_signating' the instruction a£
the head of the called function module is being executed).

As expiained using. FIG. 104, since the head of each
function module has ém unlock instruéﬁion' (disconnection
release in-structipn‘ of the first aspect of the invention)
‘positioned at it, the‘ judgment circuit 635 oﬁtpf.utsl a judgment
.resﬁj.t signal S635a ihstructing connection to the switch

circuit 633 based on the unlock instruction until the next
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external menory 6160 corresponds to the storage
apparatus of the second aspect of the invention, the
program nodule- PM 1 corresponds to the instruction
for executing a program5 of the second aspect of the
invention, the encryption/degyption circuit 6134
corresponds to the encryption/decryption circuit of
the second aspect of the invention, the judgnent

cioek drgtamcidone dshmeonmeation sdamtolingtmidtiaf of the
the second aspect of the invention, the 10 selection .
cifdasitt aGpeetc off ddieo Haksreint: ildhg 4ol eaddcaiteni T @t tthid time,
t he second aspect of the invention, the CPU 6137

Cakr expoadneld eaha 188G 0nMheC QRUA QR We § %nq.éﬁ?ed a
external data bus 6145 corresponds to the secon

t [ n th ond ect. of
. e 9@3“&“3 & Snet Se3RE Mo BB % i Spmmeaiion.
3 g Af own in FIG 105, the external nenory
SHRb Tt Eha = PatEETR stk St M SSapt 9 S RaGRaPRE Fesult
In t he_present enbodlnent t he case where the program :
nBaaralPRE25RainesnrEdngi arveyigity/dé scppasctioad. so a

- 20 The confidential programnodule PM1 is encrypted

ahtmperar¥hakt ofhehe wpemadliomeabrthe6CB0. 6 by the debugger
nonconfidential program nodules PM 2 and PM 3 may be

ef6lyptedcquinntiohl & tA6 CPUAiktevnhOr sexpha Elh%rmatlon
the configuration of the program nmodule PM 1. 25

shevh the iy d9P.addGdt %mu ﬂ(%ﬁ%exlses ,%_:?xé f]:léxé:tmon

comprised of a plurality of function
S:L‘Qéﬂ?}%% hﬁMD;flsEoV\Pﬁr X .Islt'xoénsl gg@ib?egogf cgmqg%bge accessed
from the program modules PM 2 and PM 3 present in the external
memory 660 or the debugger 661.

| Further, when a function module in the program module
PM 1 is called up b& the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.

104, when first fetching an instruction other than the -

instruction positioned at the head of the function module

- of that eall destination, the judgment circuit 635 cutputs

" a. judgm‘e‘n.t result signal S635a instructing disconnection

to the switch circuit 633. Further, in this case, the judgment
~circuit 635, for example, hal.ts the 'operatibn of the CPU
637 or pe.rforms p.fede_texmined‘ error processing.
When tin_a judgment result signal S635c.from the judgment

circuit 635 indicates invalidity/disconnection, the




FM -1 to FMn. As shown in FIG 106, the heads of the
function nodules 5 FM-I to FMn are set with ID
nunber designating information designating the ID
nunbers. The I D nunber designating instructions are
not encrypted. Here, an ID-nymlaer- is information for
identifying a corresponding function nodule. As

explai ned later”. fhe 10 encryption/decryption =
ceRL gl E A Sl DB A YL i et GHa A SSomAl Feela input
used for specifying the key information to be used

f SFOPh’éhea@éﬂwﬁroaﬁl Alaparation habé tedquesndd firshaspect
function nmodules FM1 to FM-n are pl aced

i aft thet Lonenddéonynanidngoebenbl buktbat itb tas thidd'cpu 637.
(instructions indicating that the follow ng

| HekeYCth@NaALY BOgnHICSKBYS, ikhal signaldl €n8@ucting a
encrypted) The function nodules, as"shown in FlIG

1 e pied.iQ ' . 0 d
p?éme?£§ﬁ¥ng%i§a%§ Fg%g?§§%§$ﬁggbpgc%ﬁga?galg g'n have
parity ta,l to added  2Q to.the T ] '
encr ypt'?%en & ?/‘fﬁq%‘ﬁn irr':"t:slﬂqtt %igﬁ?f]fsbqg% ffpmethe judgment
encrypts: the function nodul es shown in FIG 106 of the
p?bﬁ¥§ﬁ¥ fdautrdpRptes oipgahiditeidinceneeekiopnathe
menory 6160, as shown in FIG 107, in units of

pretection nelironbt k636t invabidutehi thei @BU fheernal status
encryption/decryption circuit 6134 202 encrypts each

f esed | Deqik ot ks ghaAl SEFlkeynd NEPO MBht&Pnaldstsehis ghwrite
the head of each function bl ock unencrypted (plain

10 texdled® SUGRLL §E@i@ﬂfﬁ§@g fﬂéﬁrﬂﬁéi&Qﬁu&&gio&aﬁtgﬁﬁ)does
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not output thgm to the CPU 637,

Here, the CPU internal status read request signal S661b
is a signal for requesting information showing the internal
status of the CPU 637.

The CPU internal status rewrite request signal S661c
is a signal for requesting a rewrite of information shoWing
the internal status of the CPU 63?.

On the other-ﬁand, when the judgment result signal
S635¢c from the judgment circuit 635 indicates
validity/connection, the selection circuit GBé.outputs the
HALT signal SéGla input from the debugger 6&1 to the CPU
637. | -

When the j-ut.:lgt_.nent. result signal SG3§c fi:om the judgment
circuit 635 indicatés_validity/connection, the selection

circuit 636 outputs the CPU internal status read request
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designating the I D nunber for identifying the function

5 nodul es as expl ained earlier using FIG 106.

Further, the encryption/decryption circuit 6134

generates and holds the key information table 6190

shown in FIG 108 shomﬁng_tngID nunber s desi gnat ed

for the function nodules (key specifying information
of - the second aspect 10 of the invention) and key

i FrgNRdt S8A1hseRd fERU dmtepprilngtathe fewmriterreguesessignal
I i nked together. Further, when the '

ef6hipt iophdefrynt tha débegger68681 tenehe MU tdET7 bimflther,
data, as shown in FIG 107, it generates parity data

f @het Be1B@skndatizcand $BeM eathhdts RAL Cruvddldelnal status
linked with the corresponding block data in the

eé&.aﬁgi! 56 HDEXBQ{'GQI:O@t tlrngi éPﬁllﬁ’l gl{enﬂ Z«'ar-:.‘.a‘l oer:sdance with the

encryption/decryption circurt parity

- d t hat. th t | of the,block t d
[LER L TV AN T C L

the_encryption/decryption circuit 6134 20 obtai ns key

[ FBrnation for the function nodule input from the
external nenory 6160 by view ng the key information

table TBHOCHEhOWE! pntputs 08 askinepsefatheyinttierid]l memory
nunber designated by the |ID nunber designating

| 632 s ttilos agidriclss basdeel dldtindtmedtivh ¥ @nstructing
Further, the encryption/decryption circuit 25 6134

g%génabaésﬁﬁ 5RbRLAR LRA wpgnefyehet Eﬂgt%ue.e&b&nb:ging

nmodul e in units  of the ‘above-nentioned bl oc

d , t 0t i ti [ it 61
880 4 L0 e YR PSR B SRR SAL cne

legitimacy of the parity data correspondin%.to t hat :
f ?i%ﬁrﬁ‘ﬁﬁﬂ? gorocessing using the instructions and data

qf the program module PM 1 read from the internal memory
632 through the switch circuit 633 and CPU data bus 640.
Further, the CPU 637 outputs the address of the

external memory 660 to the address bus 641 and the instruction
type instructing signal SG37a to the signal line 642 and
in accordance with the same performs processing usj.ng the
instructions and data of the rp:r:ogram modules PM 2, PM 3 read
from the external memory 660 through the external data bus
644, éwitch-circuit 634, and CPU data bus 640.

| When a HALT signal- SGGi_a is input through the selection

circuit 636 from the debugger 661, the CPU 637 halts the

‘operation of the CPU 637,

Further, when the CPU 637 receives as input a CPU

"interrial status read request sigrial S661b through the
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5 At this tinme, if judging it legitimte, it outputs

that decrypted data to the CPU 6137. On the other

hand, if judging it is not legitimate, it halts the
operation of the CPU 6137 or perforns predetern ned

error processing. Note thaL,l? the present

enbodi nent, the data | ength of the block data and
the_data length of the function nodule nmay be the
sEftesEigns eirenit 636 fremnehe dshugder @6l ddnendipests an
a judgnment result signal 56135 instructing

| Boberoalystatesnbgpidabrsadml igdlpding inforid¥tion showing
selection circuit 6136 when the CPU 6137 15 is

 aERe S thgrd Dis IR, thetest 837 aesﬁz?%ﬂ@a% lthat signal

program nodule PM 1. Further, judgnent circuit 61

35
g@@,@iﬁt@&&&w%@aégé%h éi%\ﬂl? %%’ééﬁi 054 f&e‘i{ti Nl 661.

val i di ty/ connection-an out pu to the selec

circuit, 6136 when the CP 3 0 is pot accessin
(for exXaroresy e'fqé?ﬁ ng)© ;JCE% ng? ieﬁ??‘%\’rveir%ﬁr’aﬁ‘ﬁﬁgdﬂl EPU
PM1. The judgnent circuit 6135 nonitors the addresses
aryteriRt r%’&? Tt hte ByIrAstcpignal7Sanlcr thupugh the
over the address bus 6141 and signal |ine 6142 and, )
Rekerbien eixewbt 636 | fogesthe déou@per 666Y, | $t rewrites
accessing the programnodule PM 1. - 204 Wen the
j thdgniarfiomestildn SgRElndS&HD inteivnale sjtadUEBE the CPU 637
circuit 6135 indicates invalidity/disconnection, the

thlel 88nEEhEUH ! i Hg g1 8! i
S616la i nput fr%ﬁn éé?%ggﬁgsgehgﬁékﬁ%épera%?bgﬂﬁgff this,
ﬁ%félo tegﬁt:iic%e?)?] q:h%s%%t G%tT tirs]eclopl €3 Elgg.) b}a(nwd.htdaoggbugger

661 .

The debugger 661 uses the HALT signal S6é6la in
accordance with the debugging object to cc;ntrol the operation
of the CPU 637, monitofs the operation of the CPU 637 using
the internal status read request signal S661b and internal

status signal S637d, and customizes the CPU 637 by the CPU

internal status rewrite request signal S66lc.

Next, examples of the operation of the semiconductor
chip 631 will be explained.

"[First Example of Ope?ation]

For example, considér the case where the debugger 661
outpgts to the selection circuit 636 one of the HALT signal
SGGla, CPU‘inferﬁél status read request signal SGGib, and
CPU inﬁernal status rewrite request signal SGClc.

In this case, whén the CPU 637 accesses the internal
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‘stat’us of t

circuit 6136 outputs the

the CPU 6137. Here, the HALT signal 5616l1a is a signal

“instructing to tenporarily halt the operation of the

CPU  6137. \Wen the judgnment result signal S6135 from
the judgnent 10 circuit 6135 indicates -
invalidity/disconnection, theggelection circuit 6136
invalidates the CPU internal status read request

.signal S6161b and CPU internal status rewite request

SPRRFY 56 1ehrongh the fRhslateh lpre 6401 6ndamsridobs circuit
not output themto the CPU 6137. 15 Here, the CPU

i 632y ndlatsial whercablersadgiesi cirgidlt 685 i&lbnithdconnection
signal requesting information showing the interna

sded s, odud heo GhL 6ddgmdhe L8410t 815741558858 from the
rewite request signal S6161c is a signal requesting

r It n Ofc iGN eQsmat{, an | 0 the i nal

P RSB R e e bR omes the
ju nt. result signal. S6135 from {he judgnent . . .
xﬁ%ci%%é |?ﬁﬁ?é%é&?°@a??%??y/%%%n%%%i% rethion circuit
selection circuit 6136 outputs the HALT signal S6l6la

GHUEOPPOITE ABtRESUGR FASToAi TRl FE6ER, CBY igtsrnadostatus

When the judgnent result signal S6135 fromthe
jreaghwequesity sdignad1 856ilbdi eatieSPValintietyAtoahettkopewrite
the selection circuit 6136 outputs the CPU interna

Hegfusess tr eddym=0 888 1c HPntle HBBldsANd CPU i nt er nal
status rewite request signal 5 S6161c input fromthe

debuggehe®b&br0 the @ﬁh@é&}-séﬂ%ﬁﬁ{ot AR SLRE EBD 637

Uinternal status

and cannot access the internal memory 632 either.
On the other hand, when the CPU 637 is not accessing
‘the internal memory 632, that is, when the switch circuit

633 is in the disconnection state, due to the judgment result

signal S635c from the judgment circuit 635, the selection

circuit 636 becomes the validity/connection state, and the
s.electibn cirduit 636 outputs the HALT signal S66la, CPU
internal status reéd request signgi S661b, and CPU internal
status rewrite request signal S66lc to the CPU 637.
Therefoi'e, the debugger 661 can monitor and set the

operation of the CPU 637, but since the switch circuit 633

+ is in the disconnection state, cannot access the internal

. memory 632.

{Second Example of Operation]
For example, consider the case where the CPU 637 is

ﬁdcessing the external memory 660 through the switch circuit
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signal S6137d input fromthe CPU 6137 in accordance
with the CPU internal status read request signa
S6161b to the debugger 6161. 10 The CPU 6137 outputs
to the address bus 6141 the address of the externa
menory 6160 and to the signa 9hiqe 6142 an

instruction type instructing Signal 56137a showi ng the
type of the instruction being executed and, in
aégéraaﬂceXKﬁrhaltﬂeteahas Baaforms processing using

i nstructions and data 15 of the program nodul es PM 1,

- PM 2, andl 4ils3caea] dtentd MheeytaghahtBadEYVt GliGfhals s635b

t hrough the external data bus 6144 and

eAYed Y4 3 00 /sl Qnl ' | I Ls 4 n ; .
receives as inpﬁfﬁiﬁgd' %%Es%ﬁgéﬁltsg%%igh?ﬁf%ﬁg%ggﬁércult
s ction circuit 6136 fro debu r 20 6161, th

B A b P RIG B B repnebiincabate.
q&37 ecejves as_input the CPU internal status read.
rRYbedte stynre 3g1dIRerhr 6aZRL En819Re L 863BA . cEheypwitch

6136 fromthe debugger 6161, it outputs the internal .
sEREERL & i GhPesersEd thacliskrrpeat bemm take 2 Thehrmfiong, the

the internal status in the CPU 6137 designated by 206
- tinttesigh aherB88ip 1632 hoanwgdit t e setessednfeomcthé 6%88rnal

to the debugger 6161. Further, when the CPU 6137
roed ssdhesPhndtegmal status rewite request
signal S6161c through the selection 5 circuit 6136

fromthg %Qﬁq{eé]agové,t €W, :é%cg{l%é@tc%lﬁngp 631,

showi ng the internal stat'us of t

,‘Cw%rgne I’}'Ehed eJ‘.SAigé]xarEa ukl)&m;xhye gé@ na?rlzd 5t 1e6 1((::]?0 a?t; obttlg ! 240 are

in the lconnection state, external access from the external
data buses 644 and 645 is not allowéd.

Therefore, according to the semiconductor chip 631,
it is possible to xeliabiy protect the program module PM 1
stored in the internal memory 632 from illicit access from

outside of the semiconductor chip 631 and therefore possible

~ to maintain the confidentiality of the program module PM 1.

Further, according to the semiconductor chip 631, the

process of execution of the progi:am module PM 1 by the CPU

637 cannot be monitored and analyzed from the outside.
Further, according to the semiconductor chip 631, it
is possible to prevent a confidential program module PM 1

from being illicitly accessed from program modules PM 2 and

'-PM_3 stored in the external memory . 660.

Eighth Embodiment
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t he operation of the CPU 6137 is controlled by the
debugger 6161. 10 The debugger 6161 uses the HALT
signal S616la corresponding to the debuggi ng object
to. control the operation of the CPU 6137, nonitors

. the operation of the CPRU 61%%8u3|ng the interna

status read request signal and internal status
signal S6137d, and customi zes the CPU 15 6137 by the
CPU i nt ShApresent snhagdiment; dguas temhagtiientsgtdresponding |
Next, exanples of the operation of the sem conductor
chbptbho@AthnaRdGR13@5aubkkbthe ofX thai Haden/tionst
Exanpl e of Operation] 20 In this exanple of operation,

the caspishereste £PViefl3F vhit éénkﬂf;ﬁrhhﬁoﬁxbfr Bﬁle
menory 6160 data of. the program nodule PM-1 w

e 6 oyt-put.s L t throu
hen DR tae R bR 4351 CUFP U stk 8 ki’ o
c 6134. .25 Further, the encryptlon/decryptlon
c#?gg?%1%334 207 encrypts the wite data, as

explained earlier, using key information

cor r esfohdNRY 37t K&Gr uﬂefsv ofhfoiR ORGP ¥ chigs 6131 has
bl ock data and wites the sane through the externa

R #nByP Wond dermtrdion einaiii behA4, 6tdgmebtiertdieit 6135,
information relating to the key information used for
tdelentiypt dDhcust adlizd, t andihepegianiormation tabl e

6190 shown in FIG 108. At this tinme, the judgnment

CirCUitTﬁgfghé¥§ﬂ%EéhﬁHecryption circuit 6134 and CPU 6137
are connected to a CPU data bus 6140.
The judgment circuit 6135 and CPU 6137 are connected

to an add;ess bus 6141.

- The judgment circuit 6135 and CPU 6137 are connected

- to a signal line 6142.

Further, the encryption/decryption circuit 6134 is
further connected through an external data bus 6144 to an
external memory 6160

Further, the selection circuit 6136 is further

connected through an external data bﬁs 6145 te a debugger

6161.

- Note that in the semiconductor chip 6131 as well, the

'software structure shown in FIG. 103 is similarly applied.

Here, the semiconductor chip 6131 corresponds to the
semiconductor circuit of the second aspect of the invention,

the external data bus 6144 corresponds to the first
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Judgnent result signal 56135 showi ng 10

i nval idity/disconnection to the selection circuit

6136, and the HALT signal S616la, CPU internal status
read request signal S6161b, and CPU internal status
rewite request signal 36161¢,i ssued fromthe

selection circuit 6136 are not output to the CPU

6137. 15 Further, since the wite data is not
ekERPpRagsaant hine oxf dthwfidstaabpecBlds, they dmvidn ttin, the
external data bus 6144 is illicitly probed, the

centednali mkinbyyobl6becpifgspbndenddl ehBMVstoirSglOhpparatus
| ost. [Second Exanpl e of operation] 20 In this exanple

Ob£OpREALELEANA! A8peateohens §HGefPYonb 1§ﬁer é@gér module
i nstructions or data. of the progran1nndu a?

the £XiSLNad AY 0. I p al ned. to
read instr ucl?(lg%é}g)ltsos%é Wslt uc %G Sxpouting a Program
r _data_of the roramrmdMe PM1 are

' t t
L2€d£ﬂgr%%$$ﬂ 3%§?ﬁﬁa?§dtﬁﬂd+§ engiornetkRt er nal

nMenor y 6160 and - 208 output through the externa

BRI P4desEYR hEon cfbEgRL Fofl 38 cegprespords chipt the
6134. Further, the encryption/decryption circuit 6134
#mtmkﬂ;?cmtimwbmt'ablefww shoomd i AspeEt of the
108 based on 5 the |ID nunber shown by the | D nunber

dasrgneiong thst juddment Seiraiit hel1iagbPfeH536Hds to the
function nodul e i nput and obtains the key information

- U &SP NG £ dfhathed RJUHRE LS as gfcll':r bEethe! Pivention , the

encryption/decryption circuit

selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention, fhe CPU 6137 |
corresponds to the second computation circuit, and the
external data bus 6145 éorresponds to the second transmission
line of the second aspect of the.invention.

First, the external memory 6160 will be explained.

As shown in FIG. 105, the external memoz:ir 6160 stores
the program modules PM 1, PM 2, and ‘PM_3..

In the '_présent émbodiment  the case where the program
module PM 1 ha-s confidentiality will be illustrated.

The confidential program module PM 1 is encrypted and

"stored in. the external memory 6160. The nonconfidential

program modules PM 2 and PM 3 may be encrypted or not.
FIG. 106 is a view for explaining the configuration
of the program module PM 1.

‘As shown in FIG. 106, the program module PM 1 is




decrypts the instructions or data read fromthe
external 10 nenory 6160 using that: key information in
units of block data and then perforns parity
processing. Further, the parity processed data or
instructions are output through the CPU data bus 6140
to the CPU 6137. At this time,~the judgnent circuit
6135 outputs a 15 judgnment result signal S6135
i it gyl oifna p Iuktd M/ 16 SEOFHRELION deidies SeTeCt 108 shows
circuit 6136, and the HALT signal S616l1a, CPU
| Ry BakeSHHSAMS i ' na‘lmﬁé ;
epdl cofpeeskd Sf @ ﬂ'%é?igfgggésggléﬂlcfdules

internal status rewite request signa

f rggm4t ction circuit 6136 are not output 20 to
the-CPEﬁ%%@#SLFurther, since the wite data is not
encryptsq q@ the external data bus 6144, even if the

ext er nafSd3tA¥Hd §194 10%- ithe heady 9f sbegfunation modules

confidentiality of 'the program nodule PM1 is not

5| %1 53 Y m@ienisndd wiikbyED mwekexidepignating information
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sem conductor 209 chip 6131, even when storing a
cdefiigoatiag phegidmnupdieire . Phle- IDi puabeeX daisiginating
menory 6160 outside of the sem conductor chip 6131

t hastentitdenki akiet poef ehbey?lt:aar.am nmodule PM1 can be
held. 5 That is, when a confidential program nodul e PM

1 st . L d, by .
the oPUETS7, ST TS AGRERY, TR B oRRR L4 PEECTORR ratying o

th £. 6161 from co ni cati ng.with the CPU

1552 E8HORR nd i FR HANTA B, *PhatpPaciRteng ren the
t he Brog[an1nndule PM 1 being executed
encryption/decryption circult 6134 decrypts the function

modules, it is used for specifying the ‘key information to
be used for that decr_fption.

Further, at the tail ends of the function modules FM 1
to FM n are pléced instructions designating the ID number
as "#0" (instructions indicating that the following
instructions do not use keys, that is, are not encrypted) .

The fun_ction modules, as shown in FIG. 107, are
encrypted in units of block data of predetermined data
lengths. The block data 1 to n have parity data 1 to ‘n édded
to them.

The encrypj:ion/decryption circuit 6134, for example,
encrypts the function modules shown in FIG. 106 of the program
module PM 1 to be written in the external memory 6160, as
shown in FIG. 107, in units of prede_téfmined block data.

At this time, the encryption/decryption circuit 6134 -




10 by the CPU 6137 frombeing illicitly monitored by
‘the debugger 6161. Further, since parity processing

10

15

20

25

is perfornmed after decrypting data and instructions

read fromthe external nenory 6160, when unsuitable

key information is used for_15,5he decryption or when

the data and instructions are destroyed or tanpered

with,  this can be detected by the parity processing
an%“%{ﬁ%l%ﬂ%aﬁqn%itqn bllpekpuedagt angvReyi 0AfbSmACS on and
limted to the above explained enbodiment. 20 For

exes @t ithet heasboreeaxhl 8une€i8ADBILERMinehBEypEES® (plain
was illustrated in which the key information table

OIRBcL)s DMt deslifhatififlidsbrdd G dify (infommation)
infornmation, was held in the Judgnen: CILC HR i)

b J iterr 2t 3 i oI encrypt. the key ' .

i %;l rltr?éitai%gﬁ{gts g:kﬁegq%i% aﬁg o’l'p stor el‘%/%)nﬁnflgﬁtg ?‘?Thf“‘mtl‘m

e ry,6160.. - 210 N nth Enmbodi nen The
p?&%@ﬂ?k%%%g%%éﬁqlﬁﬁg;ﬁ? Mg EdiGediffding to

the 22n to 24th aspects of the invention. Next, this
enbodingﬁf Bezy n&hgr eseryrtivaddeonympition Gilpeuit 6134

expl ained with reference to the attached draw ngs.
FEenergyess andy hewdsf thiee keyetalformamfibaurabilen 61foo Rown
comruni cati on system 701 of the present enbodi nent.

- Adngwn 108 ﬂi:ﬁvirﬂ@@hetmnmgd‘@éiﬂhé&&g??v\}z?%éfpnction

uses the server 702, IC card 703, card read
[46du18snk 801 3berofPThG" 14R3rmA ohBE' tRE' 520ona aspect

service provi
of the invention) and key information used for encrypting
the function modules linked together.

Further, when the éncryption/decryption C-!ircl.lit 6134
encrypts the block data, as shown in FIG. 107, it generates
parity data for the block data and stores that parity data |
linked with the corresponding block data in the external
memory 6160. At this time, the encryption/decryption circuit
6‘134 generates parity data so that the sum total of the block
data and -parity‘ data becomes a predetermined value.

Further, the enc;yption/decryption circuit 6134
obta:ins key information for the function module input from
the external memory 6160 by viewing the key infémation £ab1e
6190 shéwn in FIVG. 108 us:i..ng as a key the ID number designated
_.by the ID number designating instruction at the head of that
function module. Furtﬁer, the encryption/ decryption circuit

6134 uses that key information to encrypt that function
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server 719, and SAM (secure application nodule) unit
709 to communicate through the Internet- 710 and
perform .settlenent processing or other processing
for a procedure wusing the IC card 703 (integrated
circuit of the present 15 ansgtlon). The SAM uni t
709 (data processing apparatu f the present

i nvention) has an external nenory 707 (storage
ciftedinle oint iwi ps esEnthe naleoté aten BNONSANDTHER d98a .
(sem conductor circuit of the present invention). 20

The SAMEMM§heifB, thd SREOESET oh/dd AR cn 18 A
anot her SAM chi p 708a . (ot her §%niconductor g??cd%PB% 4

t heecBfHPES ' ' S i 08a,, .for .
exanpl e, aQE %élbd(r)wv\ln%% ?ﬁ%l%’gﬁ%’, %&Eoﬁﬁe%‘?sédtWtJneglt"macy
a Pserver, 71 9a different. fromthe SAM chip _
708 oo PR Mol rifratpondliy vo hnk vbine bl amehadule.
sgﬁ; ASP server 719 as the SAM chip 708. - 211 The

c Nt i a5 ot Rindsing i Tesgitinatmsiicnldytpute that
same as the SAM chip 708. Next, the conponents shown -
i feomyp tegh daith| todheeCBPa6h2l. Onl EhEarthd®Nand,GifljRdging
is a functional block diagramof an IC card 703. As

sHéwAsi mo €1 1@ giltidna tdie iltChaard ¥RSE dpsra¥iddCof the CPU 6137
(integrated .circuit) 703a provided with a nenory 750

and pbl FoRs? predBh@ EMNY eb3dr Frodld¥idn FIG 113,
has a storage _

Note that, in the present embodiment, the data length
of the block data and the data length of the function module
may be the same or different.

The judgment circuit 6135 generates a judgment result
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
is accessing (for example, fetching) a confideni:;ial_program
module PM 1.

Further, judgmént circuit ‘6135 geﬁerates a judgment
result signal $6135 instructing validity/connectit‘)n 'and.
oui;puts it to the selection circuit 6136 when the CPU 6137

_ is not accessing (for examéie, fetching) a confidential
program module PM 1.

The judgment circuit 6135 monitors the addresses and

" instructions output by the CPU 6137 and flowing over the

address bus 6141 and signal line 6142 and, based on fhé same,

+ Judges if the CPU 6137 is accessing the program module PM 1.
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area 7551 used by a credit card conpany or other

service business 7151, a storage area 755 2 used by a

servi ce business 7152, and a storage area 7553 used by

a service 15 business 7153 Further, the nenory 750

stores key data used for g%gpg an access right to

the storage area 7551, key d ‘used for judging an

access right to the storage area 7552, and key data

used foWHemdghag wigrentesssal ghiignall $6136 @aGftRE judgment
area 7553. That key data is used for nmnutual

adihendi € 139 indidA LN %%Fatl'ﬂﬂ %%grﬂlgdﬂ%n e

Further, the nenory 750 stores idéntification

, ;%&@%'ﬁw r&%mﬁrﬁlﬁa% d?a]rt %é‘fpﬁqﬁ&%g(flﬁa?% S6l6la

detal 5 T SAM uni t 709, as expl ained_earlier, has

af &R ernacl’lm %’r\?ﬁ?ﬁﬁ 685 t{oPsga tirnc il toraqnest of
present invention) and SAM chip 708 (sem conductor
cPPEORd GEPERE @feddmt inversdondnpnd] doksvmod output it to
Configuration of SAMchip 7081 5 The SAM chi p 708 has

't hbes §PUWEA8 7o ofibirgur &hleOHART sibowl B61BLG ikl4. sAgnal

shown in FIG 114, the SAMchip 708 has, fromthe

bahsemuayag taw&bﬁpbbarimﬁ haiefthénobMééhiBﬁ“@Eekhe CPU
| ayer,. OS layer, |ower handler |ayer, higher handler

i | gygr and AP 10 | ayer. The | ower handl er |ayer

include a driver layer. Here, in the AP |ayer,
appl i C%&Q t‘f{eo%gg”%e{ff r]é.-’suéﬁ.): Ezsignal 56135 from the judgment

circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the CPU internal status
read request signal $6161b and CPU internal status rewrite
request signal S616lc input from the debugger 6161 and does
not output them to the CPU 6137. |

Here, the CPU internal status read request signal
§6161b is a signal requesting information showing the
internal status of the CPU 6137.

The CPU internal status rewrite request signél S6161c
is a signal requesting rewrite of the information showing
the internal status of the CPU 6137.

On the other hand, when the judgment result sigﬁal
56135 from the judgment circuit 6135 indicates
validity/connection, the selecfion circuit 6136 outputs the

HALT signal S616la input from the debugger 6161 to the CPU

- 6137.
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and AP -3 (application prograns of the present

i nvention) defining procedures for use of the IC card

703 by credit 15 card conpani es or other businesses

7151, 7152, and 7153 shown in FIG 109 are read out

and run fromthe external neppry 707. In the AP

| ayer, the application progr AP 1, AP 2, and AP-3

and the higher handler |ayer are provided between 20

them wi tWheli thegjudgrent FExtbenalgndsyY3E Flonkitie $ddgment
is a view for explaining the storage areas of the

exdardiit NEIBY YindloathSs %%:L'ﬁ}/@éﬁnél:]éo&; ,h Cnd gé@ction
areas of the external 25 menmory 707 include an Al
z:%;ramjﬁgﬁ@lgof I%ie% s\gﬂ\ﬁcge S’sﬁtﬁéré% 3 a'lltlulcsgtrlse?agq dipquest
arlgiAF:laslt %Eilgf ar ecﬁ E@ZO % i n ﬁhi ch the application -
progiéin RPLSIRaR SE01 T BENBLSI YRS FeyTite tegpeat signal
an __AP storage area 72203 in which the application

prifdieds ApPutrsm the debygager BlHilnbesti SPU 6137 otk ther,
and an AP nmanagenent storage area 7221 used by the »
mibegeelettine SAKtuhitps¥B6. culretapiiie GRU N AIB tatus
A- P-1 stored in the AP storage area 72201 is
ceipniaded6a37d iapat ®xplaithedcpbusaBit ¥n0hccordance with
application el enent data APE (data nodul es of the

praseeu 18tkRNaR! @ALusATERSS r e
72201 is restricted byutshe f?r g%/a&lultaggvé%gﬁ%ge%%’iﬁ% to the

a ' (.0 ogram AP-2 stored in the AP storage,
a?gghgg%%z%lieg'_conpri sed of a |l ater explained

lurali of :
P '&Me CPU 6137 outputs to the address bus 6141 the address

of the external memory 6160 and to the signal line 6142 an
instruction type instructing signal S6137a showing the type
of the instruction being executed and, in accordaﬁce with
the same, performs processing using instructions and data
of the program modules PM 1, PM 2, and PM 3 read from the

external memory 6160 through the external data bus 6144 and

- encryption/decryption circuit 6134';

When the CPU 6137 receives as input the HALT ‘s:i.g'nal
56161a through the selection circuit 6136 frbm the debugger
6161, the operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as inpui; the CPU
_internal status read request signal S6161b through the
selection circuit 6136 from the debugger 6161, it outputs
the internal status signal S6137d including information

showing the internal status in the CPU 6137 designated by
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application el ement data APE. Access to the AP storage
area 15 72202 is restricted by the firewall FW1. The
application program AP-3 stored in the AP storage .
area 7220_3 is conprised of a |ater explained :
plurality of application e[pqu data APE. Access to
the AP storage area 7220 _3 i estricted by the
firewall FW1. 20 In the present enbodi nent, the
applatt atiigale|sHiglb dadtrwWiE tile: (Sl gddiiciMBildtdit 6136 to
downl oaded for exanple from outside of the SAM unit
70%hd @ddigygasdt gl . nenory 707. The nunber of
application el ement data APE form ng each application

progr amggaRpe f {vﬁgkytggt eby g‘fg’é g%/reé%ﬁ\ﬁ% gliqie {GRU internal

correspondi ng $ervi ce business.

appli.cation prograns AP 1, AP 2, _and AP -3 stored in

RS R F A LheBryuos atensl, Shltla thruol e selection
descranbl ed when read into the SAM chip 708. Furt her,

t FETENBG EABEof rprodhensleRnggeraflsl, afid ARwrites dhe

for exanple, produced by the service businesses 7151,
7i8formadipnssBowdihggthheiptesnall statputef sSthd @BU 6137 by
7162, and 7163 shown in FIG 109 and downl oaded

t kheugbhntbatSAbkighakedOBy! @hkheigrher Bah 618Mbhe’ 4 this,
Next, the application prograns AP 1, AP 2, and AP_3

18n4i bbe P2t 23R! 3¢ NGk icbuighdl! 55T, ' !
appl i c%ti on prograns for each 1§eér]c€+€%g{)€%c?n%§§gﬁ{%te%€gger
SpMg1 The application prograns AP 1, AP 2, and AP -3
(hereinafter also referred to as AP) are, as shown in

FI G
The debugger 6161 uses the HALT signal S616la

corresPQQding to the debugging object to.control the
operation of the CPU 6137, monitors the operation of the'
CPU 6137 using the internal status read request signal .8616113
and_internal status Signal'36137d, and customizes the CPU
l6137 by the CPU internal status rewrite request signal
S6l6lc.

Next, examples of the operation of the semiconductor
chip shown in FIG. 105 will be explained.

[First Example of Operation]

In this example of operation, the case where the CPU
6137 writes into the external memory 6i60 data of the program
module PM 1 will be explained."

The CPU 6137 outputs the write data through the CPU
data bus 6140 torthe encryption/decryption circuit 6134,

Further, the encryption/decryption circuit 6134
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15 116, each conprised identification data AP ID for

identifying the application program AP, data APE NUM

showi ng the nunber of the application elenent, data

APE included in that application program and one or

more application element datg-APE. 20 The

identification data AP IDis set to be different for

each service business. As shown in FIG 116, the

aFP IR sFdte data, APEexplesinpd sedliferdatus it key
SI ZE showi ng the data size of that application el enment
ddnfoap@E tijogde roirkespbndindata e ARmdfidwmodules in units
identifying that application elenment data APE, - 215 -

apnd bheciadatarapewriePtheHohRe thEoih r\éﬁé'é&a{éﬂ{hl data
data APE ID is conprised of data APE_TYPE show ng the :

tpae ©f4uhendRRll c3itb@Ras! APE and the data
I NS NUM shoxlng t he |deﬁt| |ca%F ggﬁ;ﬁunber (i nstance

d f f th I
| ESEARR, e Plod e PR Y RLETEL s

m% ge end_user (service bu5|ness) S|de For exanpl e, .
gAY IR 4B PREtYBHIen dibAfdadi e Abe kevrinfaination table
%sten1conf|gurat|on the data APE TYPE becones 10 "2"
ahy®PhehgupainNEIfUM B8conmes "1". Due to this, if the

sane SAM it is possible to specify the application

el enentAt debis APEnenatibe giodghen byciteui €esi 3% | 6@the@Bs a
data APE ID. The external nmenory 707 shown in FIG 115

Sj@d@ﬁeﬁbereéélﬁbgﬂgnéxp§§1@§d5ﬁ5W&ﬁ§at'on programs AP
(AP 1, AP 2, and AP 3) encrypted by the encryption key

dﬂ@aﬁ.&ftgyj&ﬂsggngégtlon to the selection circuit 6136, and
the HALT signal S616la, CPU internai status read request
signal S6161b, and CPfJ internal status rewrite request signal
S6161lc issuedrfrom the selection circuit 6136 are noi;'. output
to the CPU 6137.

Furthei: ‘ sj.?uj'.e the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is jllicitly probed, the confidentiality of the program
module PM 1 is not lost.

[Second Example of Operation]

In this example of operation, the case whe;re the CPU
6137 reads il%structio.ns or data of the program module-PM__l
from the external memory 6160 will be explained. |

PDue to a .read ihstruction issued by the CPU 6137,
instructions or data of the program module PM 1 are read

from the designated address of the external memory 6160 and
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the SAM unit 709 as the application program package
APP. As the encryption key data K AP, encryption key
data differing for each application programis used.
20 Next, the types of the application elenent data APE
expl ai ned using FIG 116 will_be explained. FIG 117
is a view showi ng an exanple 88 the application

el ement data APE stored in one AP area. As shown in
Flo@tpiit7 thromghP theec axteehal Gatd HUSCHI 4423 KePpdat a,
file systemconfiguration data, SAM nutual 216

e G /AR G H tdBhA cikBLG - BAMakey package key
data, 1C card operation nacro command script program

' ' ' data.of the present inventio a .
rorory. Bugneto i ental B don /B RVEE 0 PATFOH trey34 Views

kage, area deletion 5 ke ackage, service _
P%&F@%ﬁﬁiP&ﬁ°E@9tﬁaek§§E}eS%F§PcéhOH@|épiEEer}OB based on
package, and AP resource key data K APE as the

affpei ERrrwibas shewn kinttheADPD. ntiixer dewd gapptiirgptinetruction
el ement data APE shown in FIG 117 wll be expl ai ned. .
18et @4r ¢hAcbesd KEyeBahafidhettandmadoEasikputdahd obtains
the key data used for a read or wite operation with

I ehpeRbyt OnEBemARIBAYcd2Pe8honl iRy ! foCRhLL 798 number. -
Further, key data to be viewed by the later explained

I C r [ [ipt. program 15 |
o | N RGeS AR et S PR € T
g%t%%:g-g gﬁggtﬁh?ﬁ%g{ﬂc fgr?g Soxl:< € aggtgéag :Ilf:rl:clns 1? gt SJTternal

memory 6160 using that key information in units of block

data and then performs parity processing.
Further, the parity processed data or instructions
are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 6135 outputs a

- Judgment result signal S6135 indicating

invalidity/disconpection to the selection circuit 6136, and
the HALT signal S616la, CPU internal status read 'request
signai S6161b, and CPU internal s£atus rewrite request signal
S6161c issued from the selection circuit 6136 are not output
to the CPU 6137.

Furthe'r, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, thé confidentiality of ‘the program
module PM 1 is not lost.

As explained above, according to the semiconductor
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The file system configuration data, for exanple,

i ncludes | og data, negative data, and genre data. 20
The log data is for exanple data of the history of
use of the application elenment data APE, the
negative-data is for exanpl xplratlon i nformation
of the I1C card, and the gen data is for exanple the
record of execution at the SAM 25 For exanple, the

f ichdps $38dm evehi ghent s tor sny ef tcordlidentiall YR ffan Mddule
file access (record key designation sort ring) and

| PMA 1l £6 Qlrfl ele@¥rn 82t ReahbBy 'EEY utisife SHME! seficonductor
records as a whole, record signature version, rec 3

Sbﬂﬁlﬁt 'dflglmaii:ﬂgd HneE efl%g d dat hs nggg#g%ggiﬂée PM 1

S|gnature urther

outS| bn the flle systen1 |t deS|gnates whet her to
per?orn1 R&d Signature verification etc. Here, a

"record" is the mnimumunit of witing/reading of

file datBatdssahenruarnfidanhiat sagraepodale B0 1 stored
This is also used for mutual authentication between .
AP thetastennal Sadvhofe6 BA fut aateasédelyi ERki apuk 6137 .
data is key data wused when accessing the

cthe esglond th aARlcuGal 60866hLERTbI t 6otk ARE 6161 from.
another AP in the sane SAM or anot her SAM '

|<E’<§r€rﬁm$ﬂ&éé§ﬁ’% RAHhAgRe Y BRI NLEM SV )z.}n( ﬁ:afe P.aevent

key is encryption key data " uséd when™ & anglng ca
Zﬁl?%:%xt'#t%% 9 1{;? Oig 'ﬁgeh eggrgg%ggm alIléSulel nt_e{ -Eénwxgu é}lélgcl:uted
by the CPU 6137 from being illicitly monitored by the debugger
6161.

Further, since parity processing is performed after
decrypting data and instructions read from thé external
memory 6160, wl';en unsuitable key information is used for
1ahe decryption or when the data and insﬁruétions are
destroyed or tampered with, this can be detected by the parity
pz_:oce;:sing and suitably dealt with. |

The present invention is not limited to the above
explained embodiment.

For axample, in the above explainec‘i embodiment, the.
case was illustrated in which the key information table 6190
shown in FIG. 108, that is, the kéy information, was held
in the judgment circuit 6135, but it is also possible to
encrypt the key information table 6190 and store it in the

external memory 6160.
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o I C Card Operation Macro Command Script Program 20

"The 1 C card operation nmacro comrand script program is

generated by the service business itself and describes
the order of processing relating to the IC card 703 or
transactions with the ASP seryer 719. The |IC card

_operation macro comrmand ScCri programis set in the
SAM unit 709, 25 then analyzed by the SAM chip 708,

wher ebyNihehcBmbedpmadtng - 218 - 1C card entity data
i s'generated. o Menory Division Key. Package The nmenory

di vi si ofhk yroaskettcuidald 186sh i gSrE:Q%Pondmg

storage areas of the external nmenory 70/

OEot@ﬁelEéﬁﬁrgo79§tgefgﬁﬁ82 g %ﬁ% Qgién ss starts to

“run-a service usin

Reglstrﬁ. FEX Pack e The area reglstratlon kez ]
package T5Cdata 388 Eﬂenbe?fo Rregert invention will
registration in a storage area of the nenory 10 of

the peplaipedosisbf spEeneneevtecthesahbashedadrawings.
running a service using the IC card 703. o Area

Del et i oML KeylPackaga Yiew eshathdemeseil Djonfiiipudd €fon of
del eti on key package is a package which can be

athenasitah i ya GesR! 8y dehm N70 DeoSAME roraddiee Céﬁﬂodment
access 15 key data. o Service Reglstratlon Key

(Internad SRAGE ald . Hif Sefwd C&“{)"ﬁ?*c aﬁgtafa on kefy%m 701

package is used for registering a | on el

dat & ARE osfmt:‘lrwg eﬁg n:gé (ﬁm 707 before the | _
serV|ce Servar t t5C [ SRE @g car > reader/writer 704,
personal computer 705, ASP (application service provider)
server 719, and SAM (secure application module) unit 709

to communicate through the Internet 710 and perform

settlement processing or other processing for a procedure

- using the IC card 703 (integrated circuit of the present

-invention) .

The SAM unit 709 (data processing apparatus of the
present invention) has an external memory 707 (storage
ci;cuit of the present invéntion) and SAM chip 708
(semiconductor cixcuit of the presen# invention) .

The SAM chip 708, if necessary, transfers data with

another SAM chip 708a (other semiconductor circuit of the

‘present invention). The SAM chip 708a, for example, as shown

in FIG. 110, is connected with another ASP server 719a

‘different from the SAM chip 708 or, as shown in FIG. 111,

is connected to the same ASP server 719 as the SAM chip 708.
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20 -service using the 1C card 703. The service

"regi stration key package is a package whi ch ban be

automatically generated in the SAM from card access

key data. o Service Deletion Key Package (Interna
CGeneration) 25 The service gzletion key package is

used for deleting 219 appli i on el ement data APE

regi stered in the external nmenory 707. The service

del et i ofbRegopfigugationaofathageaMhihbp ©eB8abgs basically
automatically generated in the SAM fromcard access 5
kepedatie asKeneDahm KhipPoghe key data K -APE is

used as an encryption key when setting the

appl i cafj e L ffer ke ata
“PPE | oNo2E; GLAd"PbnfBhn L enckn S Phe Yoo Iacbe
AP; l%ong r every AP area. Next, the above expl ai ned

| &*Fard Opération macro comrand script program
(hereinafter also referred to as a script program

will bel&pfarde?®?h detail. The script programis a
program for defining 15 application prograns AP 1, AP :
2, and P63 bi2 tip adunadd.onalsblesk diagramnl b aandcC card
7153 running on the SAM chip 708 and procedures of
pf@8essi ng perfornmed by the 1C card 703 when

executing the application prograns. In the present

enbodi nNtshéen oxP!Bided 1At afy, g | FLG
118, the SAM chi p 708 perforns epfig:ces& ngwﬁagsﬂe%’ o‘4nn ic

{integrated circuit) 703a provided with a memory 750 and
CPU 751. |

The memory 750, as éhown in FIG. 113, has a storage
area 755_1 used by a credit card company or other serviée
business 715 1, a storage area 755 2 used by a service
business 715 2, and a storage area 755 3 used by a service
business 715_3.

Further, the memory 750 stores key data used for
.judging an access right to the storage area 755 1, key d;ta
used fo; judging an access right to the.storagé area 755_?,
and key data used for judging an access righ£ to the Stoxage
area 755 3. That key data is used for #iutual. authentication,
datajenéryptioh and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of the IC card 703.

Next, the SAM unit 709 will be explained in detail.

The SAM unit 709, as explained éarlie.’r, has an external
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the script downl oad task 769 and script interpretation
task - 770 and generates fromthe AP managenent table
data and script programthe IC card entity tenplate
data 730_1, input data block 731 x1, output data

bl ock 732x2, |og data bl ock zgﬁxg, 25. and conputation
defining data bl ock 734x4 usé€d™for 220 procedures
relating to the service businesses 7151, 7152, and
71830y G7071 dstoragei ewrtuoi terfl &hni pgesbatcanventdion) and

~used for describing the IC card operation macro

CSRMBRUipCOPt (sBniEogHabtor! 8ikBAiCOBRBRAS, peaBERRIS
for the SAM chip 708 itself are given the first

| ¢ht8htiSn) .While commands relating to operation of
the IC card 703 are given the first letter "C

Furt her ond Letter is selegiively u .in 10
accorda%%%gﬁr%ﬁgt %Péﬁ%?¥%%}?%ﬁ?%F%%Megg%%li&g*or an

i ssuer ﬁetéing decl?ration of the ICcard 703, it is
"I, f ol SHACTRIR TR kAS (Hhe anpfteare porfigiratime as

(service t Pe el enrent declaration), it is "S", for a
sFhpra %%a% @eclBtation fromthe 1C card 703, it is

"R', for asinple 15 wite declaration to the IC card

703, itAs sshdain jandFIfcor 11dn ahp! SaRt cAApelfeBERLAs(atdom the
APE conputation definition, it is "F' . The comands -

US@Et 0 1L HeSe ridw 14 e | BbvRRO0LA 2
and 7213 include the SC ?%%han ., S0 cgﬁﬂagﬁ%nagﬁzéj layes,

COSTR\b - ,S&W%%%glég:n E{gg%?g g %%ﬁ%&%omgiércfayer and AP

conmmand, conmand,

layer.

The lower handler 1ayej: include a driver layer.

Here, in the AP layer, applica‘i:ion programs AP 1, AP 2,
'and'AP_3 (application programs of the present invention)
defining procedures for use of the IC card 703 53{ credit
card companies or other businesses 715 1, 715 2, | and 715_3

shown .in FIG. 109 are read out and run from the external

- memory 707.

In the AP layer, the application programs AP 1, AP'__2 ’ |
and AP 3 and the higher handler layer are provided between
them w.'i.t‘:hr firewalls FW.

[External Memory 707]

FIG. 115 is a view for éxplaining the storage areas

of the external memory 707.

As shown in FIG. 115, the storage areas of the external

memory 707 include an AP storage area 7220 _1 in which the
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The SC command is a command decl aring the. nunber of
t he maxi mum nunber of |1 C card entity data which the
SAM chip 708 can process simultaneously. 25 Wen the
SAM chi p 708 can sinmul taneously process 1000 221 sets
of IC card entity data, "SC ]227%0"' is described. The SO
command is a command for decl™aring the data bl ock for
form ng the output data bl ock 732x2 in which the data
r épipliicerhioine progeamd AP0 wifl [thiee seretied haBAgekBe715 1 is
data 5 blocks provided in the SAM chip 708 when o
paitoaied, NgnpPARCEE6age Ustas 1380 | £ Gk i3 haSedA cation
the later explained 1C card entTty data. For exaimpl e,

t : -QLovyi , 5 When
oPocoran 1212 PIUTES erdith BuRaReR¥ 98,2 {8 Reonsn, o
1Q,blpck 1. "SQ 1...s.descr.ibed., The S],conpand is a
cg%%ﬁ‘a‘?%? ettt :{f'zgﬁg-at 1 Wik theqamptirartehiBfpeaam AP_3
I nput. data bl ock 731-x1 in which the data to be
wWPE R Servige Pesineds 705 i3 is sherrdinengd ahAP Banagement
bl ocks provided in the SAM chip 708 when perform ng 15 :
pFEEE3ILNBTB3i Ng2l hesed kyrtthey 0arizared ofin thiee SAN ehip 708.
explained 1C card entity data. For exanple, when the
dat a bl Dtk sappYiccalifi i @rRig@endad, 1 s¥bead sioingaPh8torage
data to be witten in the ICcard 703 in the data
bh 86K 5722031 i$lcampisd fyi : ‘
is a command for de%%aﬁcﬁg&?%g ldag:t%g: e%Pg'%Eﬁfgr_ﬁ?ﬂgg?Egy of

| g ﬂf&ét?&gcglgﬁéég &Q£asﬂﬂﬁi?§%égg%%§gk?%it the present

relating to an operation anong
pr
i

—

gﬁé&%ﬁgn). Access to the AP storage area 7220 1 is
restricted by fhe firewall FW_1.

The applicaﬁion.program.h?_? stored in the AP 5torage_'
area 7220_2 is comprised of a later explained plurality of
application element data APE. Access‘to the AP storage area
7220_2 is restricted by the firewall FW 1.

The applicatibn.program”AEHB stored in the AP storagé
area 7220 3 is comprised of a later explained pluiality of
appliéation element.datahAPE. Access to the AP storage area
7220_3 is restricted by thg firewall FW 1.

In the present embodiment, the application element

-data APE is the minimum unit downloaded for example from

outside of the SAM unit 709 to the external memory 707. The

number of application element data APE forming each

application program can be freely determined by the

corresponding service business.
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in the SAM chip 708 when perform ng processing using

the |1C card 703 based on the |ater explained IC card
entity data. 25 For exanple, when the data blocks | to

10 are provided, 222 when storing the log data in the
data block 4, "SL:41" is Qeéﬁ?iged. The SF command is

a command for providing the data block form ng the
conmput ati on defining data bl ock 734x4 5 descri bi ng

t he def Fwixtthew, othe ppldicatiion pedgeans tire IpAPi 2atied Ap 3
el ement data APE relating to the IC card 703. The -
corttogred din tihe @GrtRitinall i niong adat ackheat ed’34%4y are
becones the pre-processing information of the IC car

edeisloraddiad MhehNe el %@%ﬁt&ﬂé Saft daggga?eef or

decl aring the issuer of the | service

busi nes a_specifyi.ng the service _business

def | ned§%§tﬁtgfeiéd%}e & i"ﬁ’ )Eﬁggcﬁ@%g’faﬁ'és P8 dar fPrgpeand AP_3
infornption of the 1C card entity data. 15 The CS
c%ﬁﬁa%f‘ S RFabicegeby st panvine bysdmesses 715 1,
ogeration of a plurality of services to the IC card s
70350¢  crRd Nl ] b usdmg Ak pevfonsk cpphiteats o161, 716 2,
el enent data APE (service type elenents). The CS -
candaitié canshoen ted'Il e 10F Wl downdobdedNghrough the SaM
proocessi ng anong application el enment 20 data APE _

. deRignaoedtbythiceRBEENAPER Mo FPr7@¥xaMPl e, it is

possible to declare "CS: "Rc"+"W"+"Wi"". Based on

- the conegpt, And Nyt ST brddifanld ap 1, AP 2, and ap 3

will be explaj.ned in .detail.

There are one or more application program.s for each
service business in the SAM.

The'épplication programs AP 1, AP 2, and AP 3
(hereihafter also referred to as AP) a-u:e,' as shown in FIG. .
116, each comprised identification data AP ID fof

identifying the application program AP, data APE NUM showing

~ the number of the application element data APE included in

that application program, and one or more épplication element
data APE.

The -:_i.dentifj.cation data AP;ID is set to be dif’fer_:ent
for each service business.

As shown in FIG. 116, the applicat;.ion element data
APE is.-comprised- of data APE SIZE showing the data size of
that application element data APE, identification data |

APE ID for identifying that application element data APE ‘
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designating information of the I1C card entity data and
~25 processing order information are determ ned. 223
The CR command declares to store data read fromthe
IC card 703 in a designated data bl ock when the

~relation anong application gﬂgpent data APE is not

defined (when SF command i's t "descri bed). 5 For
exanpl e, when storing the data read fromthe IC ecard
76&4d rtheheladat pdoipesk APE 'PIR SO 1="Rc"" is descri bed.
The CW conmmand declares to wite data stored in a

desi gnatedegathebi@ektisitheids &4 MR8 WhEL (G r:r.sed of
rel ation anong application elenent data APE is n

degfhirnedprl Qvbar data stored |n
0 g ik gEb‘I g?% sg%?agﬁ th@h%gg %‘Ogﬂe % t.:.% element

| es bed e nd dec|l ares the data bl ock
fgr%aeé%rlslngln oggﬁ Sa EHnEhArigathrnddeatifisation
For exanpl e, when describing conmputation content 15
sPumheRg (iRptrRee 1denbifbratien minker) of the application

CF: CES FUNC=SF: 1" is described. Further, the SF data
bpdekren tidataABEMdin bhat, tyfpes. Thﬁ&tqtlae INS" MOM—l 4 managed

("W">10) then ("W"-10; "WA"="W"*0.08+"WM)". This

fboyntha endrasaes (kbevoparbBhidnegdd) ofigabtracting 10
fromthe value of W when the remai ni ng nunber of

Ser Vi-CegoMbesk Smpb Bé g%héxhaéhéoa%ﬁmw &&ﬁg@@fdagé APE
poi nts correspondi ng to 8% of as cunul at1ve points

ts?% ygaibee Iﬁ)i s&g%eglaégnéigﬁgadtignt hlSle data gg%”ﬁ'!&?ﬁ: becomes
Al and the data INS NUM becomes "1". Due to this, if the

same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

- The external memory 707 shown in FIG. 115 stores the

above explained application programs AP (AP 1, AP___.'Z_, and

- AP_3) encrypted by the encryption key data K AP outside of

the SAM uﬁit 709 as the application program package APP.

‘As the encryption key data K AP, encryption key data
differing for each app_lication program is used.

Next, the types of the application element data APE |
explained using FIG. 116 will be explained.

FIG. 117 is a view showing an éxample of the application
element data APE stored in one AP érea-.

As shown j.n FIG. 117, the AP area stores card access

key data, f_ilé system configuration data, SAM mutual
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25 area 7221 of the external nenory 707 shown in FIG
115 will - 224 Dbe explained. Access to the AP
managenent storage area 7221 is restricted by the

“firewall FW4. Note that, the firewall FW4

corresponds to the 5 firewal L;EW shown in FIG 114,
FIG 120 is a view for explaining details of the data
stored in the AP managenent storage area 722. The AP
natiBeREAratiopakevafdatarotatenssaMobny i padk&ge ka9, data,
stores the AP managenent table data 73001, 73002, 110 _
ahd 9309 Gp<¢ranboementrdlaiormeind Bexripesprbgirame Pb+8Bessing
and the APP table data 73101, 73102, and 73103 (usage
atbating ddehaos! thbepPEssgBt i ARUERLLAY) - h§; hss
managenent table data 73001, %300‘2, amj %%%@O%d&%ﬁgﬂon
APE tgblpadat a5 /3101 .and,_73103 . 15 are for .
acRade: onldt laot d s ALy Peenade ot dpdption

exanpl e preregistered™at t

j L Eurther. . the AP ement tabl e data 73001,
PO Aoy o0 thf CRTIPP T EARE et Pademse, marrise

a 7310-can be rewitten only by the manager of the :
ceD ka Paskanse APARRFRMRMECe sy dadieaK7BBBlas the
73002, and 7300_3 are defined for each application ‘
RRYEga wion rykenent d4tea AE L abl e data 7310 1, 73102,
and 73103 are defined for each SAM nut ual

aut hentNeoett | ahek@appddcationl Glehdhti QafaVABYW {i¥wn in FIG.
expl ai ni ng the AP managenent 25 table data 7300 1. The

AR Tanage B tedil At @ 73002 and '

o Card Access Key Data

The card access key data is thé key data used for a
read or write operation with respect to the memory 750 of
the IC card 703. Further, key data to be viewed by ‘lr:her later
explained IC card opeération macro command script p:t;_'ogram
is also included in the same type of application element
data APE as t;.he card access key data.

o File System Configuration Data

The file system configuration data', for example,

includes log data, negative data, and genre data.

The log data is for ekample data of the history of

use of the application element data APE r the negative.data

'is for exa.mple expiration information of the IC 'card,' and

the genre data is for example the record of execution at

the SAM.

For example, the file system configuration selects
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- 225 7300_3 have the sane format as the AP

managenent table data 73001. As shown in FIG 121, it
shows the identification data APE I D,

i nternal /external designating data IEl, 5

identification data SAM ,IQ,zigthification data AP

I D, key data K_CARDA (second % y data of the present
invention), key data K SAM (first key data of the
pthsekypeneéntthenfiledataeSET (ABPprdakay FiéSigRat @b sort
data FLAG STR | i nked together for each of the nane
APEngN ahdmh&theW&doiapkéﬁgtE@EsehﬁgeﬂécégddéiﬁeAeﬁumber
used in the 1C card operation nmacro conmand scri pf

pHe0ka ephka - e ' i on_el epent

dat a Aggra?sa?hgegﬁﬁgéégéggﬁgg ?g8$ %ﬁﬁérg?fglon’ record

(apnpl i Lon..el epent data rovi ded by the .
oEPhaERkL Mb Gl Bhbs, el bR ains s fessas signature
Zész,dgnd 7,153, The name APE -Nis an identifier

Fed 4rtend When HE1Edng| data firser the euksiderivi ¢he file
whi ch the application program of each service
btFhems thndeatgnsbes, whathedett i péxtoimontldat sidiitd
is identification 20 data of the application el enent
degni MR tide ebteriatd £Xi ef Nedofs| DN atHd Gnidftdunk Bnit of
is aflag for differentiating between whether the APE
axt St Endbreddingplot yr{idteL ol designation) , or
whet her reference is made from anot her SAM (externa
desi 0ngt 1) afhal Gl I fd GOk JALA M 1 D TS

identification data -

This is also used for mutual authentication between
APs in the same SAM,

The SAM mutﬁal authentication key data is ];e'y data
used when accessing the corresponding application element
data APE from another AP in the same SAM or another SAM,

¢ Intexr-SAM Key Package Key

The inter-SAM key package key is encryption key data
used when exchangir;g card access key data or other data after
inter~SAM mutual authentication.

o IC Card Ope_eratiqn Macro Cqmmand Script Program

‘The IC card operation macro commaﬂd script prograin

is generated by the service business itself and describes

-the order of processing relating to the IC card 703 o:f

transactions with the ASP server 719. The IC card opeﬁ:ation'

macro command script program is set in the SAM unit 709,

‘then analyzed by the SAM chip 708, Wh_ereby the correspoﬁd_ing




of the SAM at the other party transferring data when
the SAM chip 708 is perform ng processing relating to
that application elenment data APE. FIG 122 is a view
for expldining the SAMID. 5 The SAMID is 4 bytes of
data and has a concept of a_net mask simlar to a
TCP/ 1 P. The net nmask can be &P in bit units. For
exanpl e, that net nmask, as shown in FIG 122, is

c1&s africde @nititty  dartec iksy geaerblitati.is, an A class, B
class 10 and C class. Further, between SAMs to which

the same H@Inoﬂ?sbllvﬁsﬂbhoﬁé eﬁacQQSetype of key data
used for nmutua aut henti ca |on is sufficient. In the

present j t X he sane SE rvice
businesgﬁggﬂgkﬁgga?égiggggsg %%a%%sks ?n“??@if°r
% 1the At§§ net mask is indjcated by

sEigy ﬁ?gﬁl@ﬁ8?51°5yFBe|§x§§§P§ﬁeﬂeﬁorY 707 or
predeterntned val ue for specifying that class, and

> tREUPEKePLsthgt IS eaed Wk ihpfare al sesvice bpgo,nfewsngtarts
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the individual SAMs belonging to that class. Here,
"k} rapnapegesviceouaingvihecIC Thatdi 30320 the net nask
of. the A class can be used to define the 16777215 SAM

| Ds bel ormieag Rogidetath on sy FAkK 5 _the B class
net. mask is. indicated by "255, 255, t he higher 2

bytes afige apsdNEtlyi PELHEE S m&%ﬁ%’\e@%s ifﬁg;c%ata used when

speci fyi ng that class and t he es are
‘ ' -val ues for .specifying the |nd|V|duaI - 227
?ﬁ g |1 ihg t (’):e?ﬁat r8|t5§§ FaftPEage RF R bR Bemory

of’the IC card 703 before a service business starts running
a service using the IC card 703.

o Area Deletion Key Package (Internal Generation)

The area deletion key package is a package which can
be automaticallyrgenerated in.the SAM from the card access
key data.

- o Service Registration Key (Internal Generation)

The service registration key package is used for
registering application element data APE of the éxternal
qemory 707 before the service business starts running a
service using the IC card 703.

The service registratipn key package is a package which
can bé automatically generated in the SAM from card access
key aata.
| o Service Deletion_Key Package (Internal Generation)

The service deletion key package is used for deleting
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B class can be used to define the 65535 SAM I Ds

bel onging to that B class. Further, the C class net

mask is indicated by 5 "255, 255, 255, XX*, the higher 3
byt es are assigned predeterm ned val ues for

speci fying that class, and t% | ower | byte is.

assi gned val ues for specifyi agtﬁe i ndi vi dual SAMs

bel onging to that class. That is, the net nask of the
Bapipddsratiam edarent datdefiPRe refes2ebed3Alhl Bhe external

"belonging to that C 10 class. The identification data

ARemBxys 7iodent i fication data of an application program
executed by the SAM of the other party transferring
dat a whap.t c [ erformng. processin
relatlngﬂ?ogg ggképg%gﬁgggn E o%a%%t%sﬂﬁé’ 29figwhich
% dgt X RE% data used for transfer
NI Heperated e ihe §%§r\meﬁaf-"ﬁleaccess :
SAM ch|p 708 perforns processing relating to that

app¥i 8affon el enent data ARE. The key data K -SAM i s
key data used for transfer of 20 data w th another

- SAM when Kée ks cRi®PEFO8 is perforning processing

relating to that application elenment data APE. The

dat a SEThé\RRey sdaked & fAPE Speeiskd 8@ LheeARPyh8PbA key when
data 73101, 73102, and 7310_3 used (vi ewed) when the

St tohy ehed8ppe PGSt 43 5€
appl i Cg?l on B gt}gﬁgﬁ?%ata APr(E]ﬁtaég% q%hé déata Epxtata

Al A LA Rl B S, opb] P inG  Riphent data ave

for every AP area.

- Next, the above explained IC card operatior; macro
command script program (he_reinafter also referred to ag a
script program) will be explained in det_ail.

. The sc;:ipt program is a program for defining
application programs AP 1, AP 2, and AP 3 of the service

busingss 715_1, 715_2, and 715 3 running' on the SAM chip

708 and procedures of processing performed by the IC card

703 when executing the application programs.
In the present embodiment, as explained later, as shown

in FIG. 118, the SAM chip 708 performs processing based on

. the script download task 769 and script interpretation task

25 -

770 and generates from the AP management table data and script

'progra'mrthe IC card entity template data '730_'_1; input data

block 731_x1, output data block 732_x2, log data block 733 x3,

and computation defining data block 734 x4 used for




i0

15

20

25

SAM chip 708 etc. The data FLAG STRis flag data

showi ng whether to allow 5 data managed (held) by the
SAM chip 708 to be held by another SAMchip 708 etc. .

In FIG 121, the APE -N "Service Al is the access key

of the IC card 703 defined by fhe application program

in that SAM 708. The key data of the "Service A" is

set to be 10 not disclosed, so cannot be viewed by an
apfiacadunns pedgting bo thetskeviSe\businastksr715 1, 715 2,
application programof the sane SAM Further, the -
"Sard/iS G is the access key of the IC card 703
defined by that application -program Wen that SAM 15

i s assigned 4he net sMgkyOkok s&aggaéﬁépgﬁgpggﬁgggs used

class, tHhe key data of the "Servic

t JARR, 5 [ ragram.on t he SAM havi ng t he SAM )

| 5o g 17,?3’%’?%“/3? Lh BT SR A eRRR RS; Gapmand script
aut hentication key is "TT1l..., TTn", Further, whether

oF FREE38Tot her SAM can hol d the key data 20 of the
"Service C' until the next use is determ ned. Wen ~
possi bl £ ke rcarandhe commpngsx £ogs bhe t $AM "Beipy (708 GCtself
on the card, it is not necessary to obtain the card
adtesgivep thgafirstohetber 3V, Widlaccommahas 2b16RSng to
Service Bis obtained not fromthat SAM but fromthe

Shpebaviog shechAYCl Ba2d 768 .akd §3¢efthe ASidAdNE 1L won
aut henti cati on key between 229 - "SAMs, "SSl1... SSn" 1s

can " be TeraTh 0 petind EEEEer o el dPrPlY) §Fed 1n
fgggéggg,ilgga";f the application. For example, for an issuer
setting declaration of the IC card 703, it is "Iv, for a
declaratiop of the application element APE (service type
element declaration), it is "S", for a simple read
declaration from the IC card 703, it is "R", for a simple
write declaration to the IC card 703, it is "W", and for
an appl:_i_cation element data APE computation definition, it
is “Ev,

The commands used for describing the script programs
721;1, 721 2, and 721_3 include the SC command, SO command,
SI command, SL commahd, SF command, CI command, CS command,
CR command, and CW command.

The SC command is a command declaring the number of

the maximum number of IC card entity data which the SAM chip

708 can proé.es's simultaheously.

When the SAM chip 708 can simulta_nedusly process 1000
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by that SAM 5 The "Service B Log" indicates the file
in which og data to which the SAM I D of :
"43,13, 137, XX" is assigned is stored. The "Service B
Log" is the sane SAM net mask as the "Service B", so
t he nutual authentication k_e3é gses "SS1... SSn".
Here, APP table data is provi déd for each mutual 10
aut hentication key. In this exanple, perm ssion for
asedssiofg IChearScenitityBdhtgy’, agd:18e0vi 68 Beskh$ibed.
defined in the APP table data 7310 of the other SAM
whi ch tiReABo UBAREAACHL habbandAlaroR 4031aPiRS +RAMIata
e abl e

views. FIG 123 is a view for explaining t

d 1 . P l.e dat 3 3103, and
7g%gcﬁa§gzt e :éaﬁgtl@;ro Prla?’%é:sd? %Ee'alﬁ\i’?’:]gazb?%—’é%tﬂ‘ Which the
7%%9%.]:@3(13%10\/\/11 ihn EI G 1%31 the _APP table data 73101
showg, TeF It R P50 B GaFF ot T mdddnbe mker op@amang the data
identjfication 20 data APE |ID and whet her that

a'ﬁi?f’lfﬁt peAvifedein HheaSAMEChim 1@8rwhen peifoomingr
executed from anot her application program (another .
dppPrearing udiare thedit wakdEy 03 Ferseekanpties lisherA\BRplained
table data 7310 i shown. in FIG 123 shows for the

"Beroacé Sntbdyy ddeis.reading is possible, 25 witing
i s possible, and execution (deletion) is inpossible. -

230 Purdih@ianpha NhORIPHRRL S100009 865 L281n0ly1ded,

the external nenory 707 shown in
?g%@}ntﬁpﬁ Is(i“%t :d%{(\l_ggg{e%gzg %c\é\fp n@hc-tz t}ec Icgr%a[783t Xreethe data
block 1, "S80:1" is described.

The SI command is a command for declaring the data
block for forming the input data block 731 _x1 in which the
data to be written in the IC card 703 is stored among the

data blocks provided in the SAM chip 708 when performing

pProcessing using the IC card 703 based on the later explained

. IC card entity data.

For example, when the data blocks 1 to 10 are provided,

- when storing the data to be written in the IC card 703 in

the data blocks 2, 3, "SI:2, 3" is described.

The SL command is é command for declaringl .the data
block forming the log data block 733 x3 'fqr storing the log
data re]-.atingri-:.o an operation among the'c!;ata b-llocks' prc_;vided

in the SAM chip 708 when performing processing using the

IC card 703 based on the later explained IC cérd entity data.

For example, when the data blocks ‘1 to 10 are provided,
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5 The I C card type data shows the type of the IC card:

703 shown in FIG 109 and for exanple is

identification data of the credit card conpany
performng settlement for transactions using the IC
card 703. In the present enbgg ment, the I C card
operation macro 10 command scrlpt progran1def|nes
(describes) in it a service content conbining the

nehen" storing thel Leal dajaoin thel dsbd ilbhoek edpnt spata is
APE. By reflecting this in the |later explained IC '
cdegceibedly data (j ob managenent data), it is

possi bl e to provide a service conbining services 15

cor r espgli 6y é&nn?arm uf@'é té’ongliar?cp‘% %%ﬂo%c?%nﬁet%e data

data APE. For exanpl e, service conbinin

ee Ofn{ Sadi dat a f omthe ] C car and the

i‘iirév(‘?‘?; ESmiSE N ool iR ASEavd ipte lage 754_xa

fin jn the IC card entity data. 20 Further, the

‘N" 1ng sthe detinitigm of sthe i tion ke tuermothe
issued to the IC card 703 and able to be anal yzed by .
aRPlicalkkien mengrh drtd ARE melatiory e tipr 0 dexicdy703.
the service businesses 7151, 715.2, and 7153. The
appl i c&theorgpriegrtaafA-the l:dntimﬂﬁ‘ﬂiraﬁd df ilnfieig MRAta2Ddlock
managenent table data 73001 and a predetermned IC

crE 4l @Bbecoplsathd HriBPrd J.ﬁf&i:ﬁ&tﬂﬁﬁgéﬁ@he IC card
stofed in the external nenory 707. The application

RIAg is defined by the AP managenent table
datat%nkgg and a predeterm ned 1C card 5 operation

macr o d scri rogram stored in the externa
&%@Tﬁ? comm Rd Es g command for declaring the issuer

- of the IC card 703 (service business).

The data specifirir;g the service business defined by
the CI command becomes the IC card type information_;af the
IC card entity data.

The CS command is a command. for declaring simultaneous

operation of a plurality of services to the IC card 703 by

' cxtlng the name APE N of the appl:l.cat::.on element data APE

(serv:.ce type elements). The CS command can also declare

a function defining processing among application element

- data APE designated by the name APE N.

For exéﬁple it is possible to declare
IICS T "Rc“'!'"WC"‘l‘"Wd" H .

Based on the content of the CS command, APE N
designating information of the IC card entityr‘data and

processing order information are determined.
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menory 707. The application program AP_3 is defined by
the AP nmanagenent table data 7300_3 and a

predeterm ned | C card operation nacro comand scri pt
program stored in the external 10 nenory 707. [ SAM

Chip 708] The SAM chip 708_i5 ﬁonnected t hrough a SCSI
port, the Ethernet, etc. to fHe "ASP server 719. The

ASP server 719 is connected through the Internet 710

to a pl Uhal CRycésmahdt deaianks appasBbyscdatACLEdENErém the
personal conputer 705 of an end user and persona
COOPuheds7036in 4162sigRd+&46 freeEK ugf,pe ;
7151, 7152, and 7153. The perggﬁgl b%é%u?@?%gg,@ Fafation

eXmbR eapi.)fiis gfgﬁtgﬁeﬁt%ﬂg%zﬁ Agr%; iiasl o t?iﬁ%rln%?g {(when SF

port fo a Du type car O rea W ter

card regder/witer 404 realizes for exanple wreless
coﬁ%ﬁ%?@a%?oﬂo og?ggﬁbﬂﬁsﬁg to the physical |evel

wth the 1 C card, 703.. The -operational conmands to the

| C car FODHIEHPIes iR Pieking therdate teadafroOthe IC
arg@generaﬁed and 25 anal yzed at the SAM unit 709 :
staed Theriet dihee data bdiogk- 1232CRr 8Qde=/"Ref''eis784scribed.
personal conputer 705, and ASP server 719 between them

only acthd CCWtasmndie drErus e Ao QSO USIEY SIUESHtin a
in the data payl oad portion and relay the sane and

désfia tey Ayved BIbdh &Ly BE 898" 788CHNRL PRa%feclation
data, 5 authentication, or other actual operations In

tenl?oAgC %Picggf’On element data APE is not defined.

For example, when writing data stored in the ciata block
2 in the IC card 703, "CW:SI:2="Wc"" is described.

The CF command declares the data block for describing
coniputation content spanning services.

For example, ivhen describihg computation content
spanning services in the SF data block 1, CF:CES_FUNC=SF:1"
is described.

Further, the SF data block 1 has described in it, for

example, ""Wc"=If ("We">10) then ("We"-10;

. "HA"="Hc" *0 -08+"Wd") . This formula expresses the operation

of subtracting 10 from the value of Wec when the remaining

number of services Wc is larger than 10 and adding a number

- of points corresponding to 8%_ of Wc as cumulative points

to Wd.
Next, the data stoxed in the AP managemeﬁt storage

area 7221 of the external mémpry 707 shown in FIG. 115 will
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The personal conputers 7161, 7162, and 7163 can

downl oad the | ater explained script programto the SAM
chip 708 to custonm ze the application prograns AP 1,
AP 2, and 1o AP 3. FIG 124 is a functional bl ock

di agram of the SAMchip 708 shpwn in FIG 109. As
shown in FIG 124, the SAM chip 708 has an ASPS:
cqﬂpqg! ation,interface unit 760, external menory 15
connunlggiloﬁi nterface unit 761, bus scranble unit
762, random nunber generation unit 763,

encr ypt PEEESEC tpptthen AR managemenst stagageniare&6¥224nd s
CPU 766. The SAM chip 708 is a tanper-resistant

mF@Fta i ctiisk b¥SRBec difmeniaddt iFwn 4 nterface unit 760 is

~an 20 interface used for input and output of data with

t he ASPNoser vhat]1%heheuReiB1F! Py &O%orlgﬁ Sﬁkgr 88! the
menory conmuni cati on | nt er f ace unft g

| pieklade weednban i g&¥anq1qutput of data mnth t he
external nenory 707 2 he Dus. scranble unit 762

scranbl§§ ouif&t dat a.and 233 descranbl es i nput data '

mhen |npu?f|ng and Uttt EPRgegRiaining fRkaihe of the data
%ern ry_comruni cation interface unit 761 The

nﬁﬁb@ eg@ﬁeP&PPSEmBHFtS?Bsageneraae§2§ 5 random

nunber used at the tinme of authentication processing.

The encFyotAR mahagemsnitos tomage784eant2yPt saslaiivwndn FIG.

decrypts encrypted dat a.

120, 'stqres the AP management table data 7300 1, 7300 2,

and 7300_3 (management data of the pPresent invention) and
the APP table data 7310 1, 7310 2, and 7310_3 (usage allowing
data of the present invention).
Here, the AP management table data 7300 1, 7300_2,

and 7300__37 and the APP tablg data 7310_1, 7310 2, and 7310_3
are for exampl:e p:l-:'eregistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 1,
7300_2, and 7300__3 and the APP table data 7310_1, 7310 2,

and 7310 can be rewritten only by the managexr of the SAM

‘chip 708.

The AP management table data 7300_1, 7300_2, and 7300_3
are ‘defined for each applicatioﬁ program AP,

Further, the APP table data 7310 1, 7310_2, and 7310 3
are defa.ned for each SAM mutual authent:.cat:l.on key data.

FIG. 121 is a view for expla:.ning the AP management

table data 7300 1. The AP management table data 7300 2 and
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The storage unit 765, as explained |later, stores
tasks, prograns, and data used by the CPU 766. 10 The
CPU 766 executes the | ater explained script download
task, script interpretation task, entity generation
task (j ob managenent data pradsgcti on task), and IC
card procedure managenent task (job nanagenent data

e t ) .Qr her_,t asks, b d on
r a0 e B adile Folilat A3 ERR B M ATRI PR b le data
iﬁgsgt%on). Next, tasks, programs, and data stored in
the "s+0rage wunit 765 will be explained. FIG 125 is a
view for explaining the tasks, prograns, and data
stored £f Shrwndgy BEE- (ARY, A85shoes/shaHaemtifidabion data
125, it stores a script downl oad task 769, script
| APBr PPet antennadkgextdOnakniebygganengt Havat agk, 771
| C card procedure managenent task 772, 1C card

op@éatidilcaiBeh0dSATEEM B8 | iRie ¥ i AEL oid 1k 0 G%’g_ 3.'[%’, key

- AP managenent table data 73001 to 73003, APP ta

K 2 C d j | d .
St RIGHRUR [0 Bl ol B STILE ek

PR SRRt Py e (981 Pe ceeseemeciitvantion)

734x4. The script downl oad task 769, as shown in FIG

b2 SETy SRR L2 ER@GARP Sadiat FLAG| STRddakeghbagether
to 73003 (if necessary, the APP table data 73101 to
Erm gach o tha aipmiee APEf Noof t #tee oxirpuiceapplieathion element
servi ce business and loads it in the SAM chip 708.

data APE used in the IC card operation macro command script

program.

The name APE N of the application elemént data APE

“is the name assigned to the service (application element

data APE) provided by the application program of the service

]

businesses 715_1, 715_2, and '7_15_3. The name A}?E__N is an
identifier viewed instead of . the service number of the
rservice which the ajpplication p:;ogram of each service
business can use.’
Here, the ideptification data APE ID is identification
data of the application element data APE. |
The internal/éxternal designéting data IEI is a flag

for diffe:_-entiating'between whether the APE exists as an

entity (internal designatj.oxi)  or whether reference is made

- from another SAM (external designation) .

The identification data SAM ID is identification data
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The script interpretation task 770 uses the service

10 definition table data (if necessary, the APP table
data 73101 to 73103) and script programto generate
the IC card entity tenplate data, input data bl ock

out put data bl ock., [|og datashl ack, and conputation
defining data bl ock for each business. 15 The nunber

of -th dg%@ bl ocks generated for each service

basi Frg‘&, A&t tB&r OtheraPRy Y fressfepningt Hatanwhep the
generation task 771 for exanple receives an entity
pPBMuehipn 7P8qdespekfomming pSPcessiey réltinyg to that
perfornms polling with the I1C card 703, then generates
28pphéch€Cioar dlenthtyddghaapbe.be used for the

- processing for the procedure between that 1C card 703

and seryige ppsipess vﬂé&nﬁ&“&ﬂ:&%ﬁigﬁ%%tyﬁ@'jﬁs

data corresponding to that service

tine, thg.l tity plate. data becarmes the

c:ass, gﬁd t ef#giggr% %%?l y°%a€%£?sa q%%ﬁe?af%ﬂcﬁgt of
an I nstance of that class. -,235 The processing by -
CRSBRITTTE GEHHLRT ofP (RACE/EP 1 Gihe gefcPaskofagf Penget in

IC card entity data will be explained in detail later.
et | entts g procedure managenent task 772 uses one 5

~or nore I1C bard entity data 773x present in the

st or agFommxangle { dhade qutte nialsk ,paaC ehdwngihOFI&. 122, is
procedure between the IC card 703 and the service

beisi netisd 7ildlo tehrdd3eypds | NenDE 658Nt a @R JBOL . 5 class
the plurality of processing for procedures perforned

hatqeernci{es plﬂﬂﬂéﬁ’, Yetfedd $' s to which the same net
mask is allocated, one type of key data used for mutual
authentication is sufficient. In the present embodiment,

for example, the same service business is allocated the same

net mask.

In FIG. 122, the AI ¢1ass. net mask is indicated by
"255,XX, XX, XX", the higher 1 byte is assigned a predetermined
value for specifying thét class, aﬁd the lower 3 bytes are
assigned values for specifying the i_ndividual SAMs belonging
to that class. Here, "XX" can be set to any value. That is,
the net mask of the A class can be used to de.fine the 16777215
SAM IDs beJ.ong_i.ng to fha_t A class.

Further, the B class net mask is indicated by

. ."255,255 ,XX,XX", the higher 2 bytes are assigned

25

predetermined values for specifying that class, and the lower

2 bytes_ are as-:_;igned values for specifying the individual
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10 703 and the service businesses 7151 to 7153 proceed
si mul taneously. The I C card procedure nanagenent task
772 executes these plurality of processing for
procedures in parallel. The 1C card procedure
managenent task 772 deletes ehg 15 IC card entity data
773x when the series of procedures have been

f&auaSH rocessi f _the,.l C card procedure
SRS e oldfnd PSSO LNt LUt ARy heGm mask of the
lﬁlei' The scriptﬁgro rans _7211 to 7213 are input b ]
tReS2B° TR phe dBfrfoba fagiknecthe 63585 SAMaiBEcbehenging
external nmenory 707 and stored in the storage unit

76%. thak Brehas@genent tabl e data 73001 to 73003 are

input by the script downl oad task 769 from for

exanpl eFustchenxt erinalC alenDs \ndO insdlel 54 oliedh ddtéd by
storage unit 765. 25 The APP table data 7310 _1 to 7310

I 26, 2WULEDYxANE 2R highaPL3 @g%@@a&'ré agKs8fed oM

for exanple the external nenory 7 and stored In the

' ; r [ l_at e da |
P e lod FRuefaeo L o Sk e FAES, SRh e 1over
i-nterpr tion task 770 and used .5 as the tenpl ates

& cﬁ)gg:% e:'se:% aav%se"rgrbee é’raétuieﬁgrtlf’ﬁes?‘@: Ex’fb“%rﬁhtel yoddvidpad, SAMs
f the procedures relating to the service businesses.
%%QI@% Sochhrtclpgsn is. jhrengtcayapk efidhe B class
entity generation task 771 using the I1C card entity
@A e askd o HpfAzed the 2308 M fIDs delpigiddicto that C
cl ass as an instance of

class.

The identification data AP ID is identification data
of an app;ication program executed by the SAM of the other
party transferring data when the SAM chip 708 is performing
Processing relating to that application element data APE.

-The key data K CARDA is key data used for trénsfer
of data with the memory 750_of the IC card 703 when the SAM
chip 708 performsrprocessing relating to that apélication
element data APE,

The key data K SAM is key data used for transfer of

‘data with another SAM when the SAM chip 708 is performing

processing relating to that application element data APE.
The data SET_APP is data for specifying the APP table

data 7310_1, 7310_2, and 7310 _3 used (viewed) when the SAM

"~ . chip 708 performs processing relating to that application

25

element data APE.
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that class. The input data bl ock 731 _x1, output data
bl ock 732x2, 1o0g data bl ock 733x3, and conputation
defining data bl ock 734x4 are generated by the script
interpretation task 770. 15 Next, the IC card entity
data 773x will be explained. 32he IC card entity data
773x is generated by the entity generation task 771 in

t he SAM.¢hi 08 ing the already generated

corres:n\)%ﬁ' |ﬁ§ F‘C#%Fd-ggml?t ¥1pgafatgashoyinghuhether to
servi ce busi ness for exanple when the SAM chip 708

r 8dErdeserdataonnnagedsthetdl diy the SAMr cbépsT0@ to another
request for processing using the IC card 703 and

appMi chitpod0pr edwcam of the predeterni ned service
business. FIG 126 is a view for explaining the format

of the TheGRitth enhGt ¥THA & £4 537 dat 2 BH Sy ' '
126, the IC card enfity data 73ax - Zs%ﬁrb(n)ggeltﬂegi%allow

nga [ lqyd nt it data .78 '
ent ietg?@g%ﬁs%dg ?&?‘é\%‘%% at é p¥ é@ ﬁ%ggaﬁ"a}‘?);ﬁ’ean°ther

dg N, designating data 784, processing
or%@rzgg?aﬁgftcpre-processi ng data 786, and

post - processi ng data 787. 5 The managenent pointer

dat a 7z‘3€il iéma- g’r?dh ddte PR NS deoA " misadghegatkess key
IC card entity data 773x in the storage unit 765. The

e | ¥ | I deeed 7803 | defitnedfby thequaspiiféation program in
generation of 1C card entity data 773-x, confirmation
dftha i (BAMIE7 08 AtFheo Tkl QBIRS Df dleLirisaitviaRAA0t BEr 58t +o be

the series of processings using the IC card entity

did dl%%‘lbsemessrﬁéﬂﬁ/ot be viewed by an- application program
of another SAM or another applicatio-n program of the séme
SAM.

Further, _fhe “"Service C" is the access key of the IC
card 703 defined by that application program. When that SAM
is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an applidatiol;

program on the SAM having the SAM ID "43,17,19,XX". At this

time, t_he_ SI§M mutual. authentication key is "TT1..., TTn",

- Further, whether or not another SAM can hold the key data

of the "Sgrvi—ce C" until the next use is determinéd. When

' possible, when the other SAM next uses the "Service C" on

25

- the card, it is not necessary to obtain the card access kéy

again from the SAM. The access key of the Service B is obtained

not from that SAM, but from the SAM having the SAM ID

. "43,13,137,XX". As the mutunal aﬁthentication key between
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ID data 781 is also a return value to be given to the
end user. The entity ID data 781 corresponds to a
descriptor when opening a file in a general file
system 15 The entity status data 782 shows the state
of progress of the procedu_rezszge_l ating to the IC card
703. The basic states of the IC card entity data 773x

i nclude, as shown in FIG 127, the state of processing
f §AMS) nV'ESti-gat SRRt He $&@ed.ces which the I1C card 703
can use 20 (RS), the state of processing by which the .
SAM chi h#@Beravtrheoti theéecacthes | Kegassl 38 (Rdvwidd&B" can
state of processing by which the IC card 703

abelieald aaitid the SAM Gl i 408 {é¥hined WYL aSE f%% 3<’ig(sz|::l\'))rg;n:;'a,t:ed

processing for reading data fromthe IC Card

agg thaeskae of processing for witing data in 25
the 1C card 703 (W. 238 In the present enbodinent,

t he proggessi, for nyestigat.ing, the seryice | .

busi nesggé, ? &§'bF8e s}éf’ﬂtg thcgﬁ‘éss'ﬁ\ chipe7és ¥hich log
a%;gen%i cate the 1C card 703, the processing for the -
| €2E&r §o7H31EE thenSAM IB; efi (43sARL dBTpXK" 708, askdgned is
processing for reading data fromthe 1C card 703, and

t fkoprdecEe ntfexrion B ilng"ddsathe siwee | SAM artak 73k as the
correspond to jobs. A "job", as explained later, is a
uf$ervicervtessse Nthe martudl chtHee tarcda)iodf keY¥eadbisORggl | . |
is determned by the IC 10 card procedure managenent

(e ek et 8okl A7 gosuiagn £32 By
ngéﬂgﬂfigggion key. In this example, permission for
accessing the "Service B log" and "Service B" is defined
in the APP table data 7310 of the other SAM which the AP
management table data on that other SAM views.

FIG. 123 is a view for explaining the APP table data
7310 1.

The APP table data 7310_2, 7310_3, and ?310 have the
same format as the APP table data 7310 1.

As shown in FIG. 123, the APP table data 7310 1 shows,
for each application element data APE, its identification
data APE ID and whéther that applicétion element data APE
‘can be rea@, writtgn, or executed from another application
program (anotherrapplication element data APE).

For examplé, the APP tablé data 7310_1'sﬁown‘in FiG.
123 shows for the "Séivice B log" tﬁat reading is possible,

writing is possible, and execution (deletion} is impossible.
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Further, in the present enbodi nent, considering the
comuni cation tinme on the Internet 710, the
above-nentioned 15 basic states are, as shown in the
state transition chart of FIG 127, managed divi ded

into states after startup {afi@r- issuance of comand)

and conpl eted (response received) states. :
Speci fical ly, t st.ates of processing using the IC

20 car o“c“e‘?ﬁ*?/et’y g}%%%%ﬂ%@é@wq P9 st of the
generation (1C card entity data generation) state, RS
poskeiat mignaryt 07 RhehpietBES stkk®, fod example stores
post-startup state, Al conpleted state, A2

Fostseshertinn date, shidlvioanmiled aC sdadd, typP W tHtaid e ID

'state, R conpleted state, Wpost-startup state, W

QG esbgdxdat e, and instance (1 C card entity data)

del eted state. - 239 The IC card type data 783 is

data s | fpH i.Ge iess. i,Sssui ng the |

card 7%%(& %elz%g%}@%{)\gﬁggdagtﬁg%g’%%st * vom%tht%(?ata card
jned b nd Ln the ahove-nentioped scri pt :

o103, B tn i SR RRY 4 G ek 31 LarmCT L carhoh data

entity data 773-x. The service type el ement

6’355 i%ﬁ%?&l&a@%&%ﬁy PEtd oapigh £t emendh | fox

data 73001 to 73003 and application elenent data APE

depinsagtiionshasimg tthiel dCdsaad/J031L to 73103 used in

processing using the I1C card entity data 773-x. 10 The

servi c@nt yipe palearaid efibogRahtNOtKRAUT £84di Sp&LAtidh hfhcro

one or nore application el enent data APE desi ghat ed

b:)bmhaﬁd@c%?ggﬁﬂpbﬁahh&eﬁ?&és' f@é‘éé?ﬂ?%se)ﬂc@ Rl & service

pr Ogl‘ am at time of generation o car
SghltEXtd%to%bZ}&h)é the name APE N of a plurality of

application element data APE. By reflecting this in the later
explained IC card entity data (job management data), it is

possible to provide a service combining services

~corre$ponding to a plurality of application element data

APE,
For example, a service combining the service of reading

data from the IC card 703 and the service of writing data

' to the server 702 can be defined in the IC card entity data.

Further, the APE_N or its service number is an
operational commaﬁd issued to the IC card. 703 anci able to
be analyzed by the IC card 703 when performing a service
provided by the service businesses 715_1, 715 2, and 715_3.

The application prégram AP 1 is defined by the AP

management table data 7300_1 and a predetermined IC card
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The processing order data 785 shows the order of 15
execution of services (jobs) used in the processing
using the IC card entity data 773-x, that is, the
state transition shown in FIG 127. That is, the
processi ng order data 785 u the name APE -N of the

~application elenent data APE 10 show the order 20 of

execution of jobs corresponding to basic operations of
tIReqation nazee. cogmand skeiptisrogiam sgbaiedeth ¢hel éxxternal
correspond to the RS, A, A2, R and Wshown in FIG
hiziorSperdTi c operations on the IC card 703 are

realized by the order of processing 25 designated

usi ng R Jap i AW X YW fran] W B QCLRIAIG I P 340 ap

alCcard 7 with only reading wth no mut ua

[ t n rder formM|
S sg{&{é}g‘l‘ I—j{%ﬁgﬁ' c{hetl-aa ﬁ rsd agm:?he cas ST %‘?rﬁ? card
and writi with nmutua] authentication, the
SREEESS L3P HR COMRTI AEF SR RRP A gforgd i the external
"RS- >Al- >A2- >R->W . The processing order information -
ey J&7-with the order of jobs shown in FIG 127
corresponding to the order of service elenents
desi gn&hed applilce tESnc program AP e isakers neenbiyord@ AP
scri pt program when generating the I1C card 10 entity

Sahaglhdnt tHRA DR CRYS INQnd 0 PTRIdVL il df ﬁ;etcard
fromthe ASP server 719 side with managenment data for

t t d {
R TR S P A
%%mory 707 .

[SAM Chip 708]

The SAM chip 708 is connected through a SCSI port,

the Ethernet, etc. to the ASP sé;ver 719. The ASP server

719 is connected through the Internet ViO'to a plurality
of termingl apparatuses including a personal compﬁter 705
of an end user and personal computers 716_1, 716 2, and 716_3
of service businesses 715_1, 715_2, and 715 3.

The personal computer 705, for example, is connected

through a serial port or USB port to a Dumb type card

reader/Wriﬁer.704. The card reader/writer 404 realizes for

example wireless communication corresponding to the' physical

level with the IC card 703.

The operational commands to the IC card 703 and
response packets from the IC card 703 are generated and

analyzed at the SAM unit 709 side. Therefore, the card -
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15 set with points of a conmputation formula of a
designated service in the SF data bl ock (application
el enent data APE). Further, when an inter-service
processing function is not defined, the pre-processing
information 786 is set - w thaghe.requested processing
charge.. 20 For exanple, in the case of settlenent,
tQSa gg?e .gelagigg to the anpbunt of charge or points

gr VEnTef ¥rirgrs dP4 TRergeeel prorRetrRg7P At orAdt PSR Ferver
iS.,-set wwth data of the processing result of the IC

chl B Refivesn dhen prdy 26t g sitose the tdmmmGRis enderesponse
719 side. For exanple, in the - 241 case of

seentenbnin theidatzipayldadgiartshoniaig ed agXithbeBafRe and
of a normal end to the settlenent. Next, a routine for

pinE eSSt NInBYLYEa if €HEURELFEEIGS oﬂaaée,iei@eiosﬁg?kl%ata,

772 shown in FIG 125 relating to a plural
Q@ﬁﬁﬁéﬂ%&%&@i@ﬂ,aoglHﬁﬂéktXG?%?i(%éﬁggtfg Ityndéﬁg'lc card

773x will be explained. The card procedure

_nﬂﬂﬁgenent task 772 is constantly being started up on
t he

CPU 766 of the SAM chip 708 showmn in FIG 124. 10
FIG 1 is a flow chart of the processing perforned

by the 1€ EfP Ptk SRR tAEA r tHfi 27 AN HH_3 can
ST701: The I C card procedure managenent task 772
sawuriaadibe Letear ¢xphaingddacuif aodgranetec thengaM chip
t he next processing

708 to customize the application programs AP 1, AP 2, and
AP 3. |

FIG. 124 is a functional block diagram of the SAM chip
708 shown in FIG. 109.

As shown iﬁ_FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory
communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 766.

The SAM chip 708 is a tamper-resistant module.

The_ASPS communication interface unit 760 is an
interface used for input ané output of data with the ASP
server 719 shown in FIG. 109.

Thé externél memory commuﬁication interface unit 761
is an interface used for input and output of data wiph the

external memory 707.

The bus scramble unit 762 scrambles output data and
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15 out of the plurality of IC card entity data 773x
present in the storage unit 765. The nethod of
selection of that 1C card entity data 773 x nay be to
successively select I1C card entity data 773 x - present
in the storage unit 765 or_tg;assign a priority order
20 and select by priority in the order of the highest
priority. Step ST702: The |C card procedure

les adnpyt 2datageben finphbting widtdetp@:ting data
entity data 773x selected at step ST701 has al ready
Hderowglar tiee epteiiieh nemgiyocsmaini ¢atbsn 2bn6éaf4€8 unit
up, it proceeds to the processing of step ST705, 242
vig1 e when judging that it has not been started up,
proceeds to the processing of step ST703. Step ST703:
The I C iR elE; task 772 jpdges fr.om
5 the gﬁ?éi%/éi{sﬁ!t?us | n%%[ﬁ}l on J'?2?2usnnlc}:vvr??é|:¥n ngratRs a

f.the 1Ccard entity. daja 773x selected at step .
%Hb%’%‘.“é“ﬁe& dped 25 ){:Pﬁe%’s'f‘%ﬁfs apramrefirakicnprocessing.
shown in FIG 172 the processing relating to that -
entity 0 &W?M%cgmonoﬁnﬂﬁemébemrmts data and
executed next from'the processing order 10
i § o pgPterl datia. tine, the processing order
information 785 defines the order of execution of
j obs ughkgstbeageniite? 68| PakplathedN 4t SEEYEES tasks,
definition table data as explained earlier. 15 Step

g'r_B%ams, and data used by the CPU 766.
The CPU 766 executes the later explained script
download task, script interpretation task, entity generation

task (job management data production task), and IC card

: procedure management task (job management data management

task) or other tasks based on predetermined programs
(programs of the presént invention) .
Next, tasks, programs, and data stored in the storage

unit 765 will be explained.

FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765.

As shown in FIG. 125, it stores a script download task
76_9, script interpretation task 770, entity generation task
771, IC card procedure managemenﬁ task 772, IC c#rd operation
macro cémmand script programs 721_1 to 721 3, ‘AP management

table data 7300_1 to 7300_3, APP table data 7310_1 to 7310_3,

IC card entity template data 730_1 to 730_3, IC card entity
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The 1 C card procedure managenent task 772 starts up
the selected job at step ST703. The I C card procedure
managenent task 772 uses the data blocks relating to
that job in the input data block 20 731 x|, output
data bl ock 732X2, |og data-bpegk.733x3, and

“conput ati on defining data bl ock 734x4 expl ai ned above

usi FLLG. 125 t ecute that job. At this time, the
BT kBt dRiBRek( 1hakl s PrspuRAats backyTa2_x2,
command to the 1C card 703 in execution 25.  of a job,
U3 dafer agk d33_aFenmncocrmppbating defihang2d3ta block
job as a key to search through the AP nanagenent table
daéi4 x43001 to 73003 to obtain the service nunber
corresponding to that service el enent (operational

commancdriy Jdz g Ukt oD d10 18 andl YARANPY: 4 ¥rd C113,

card 703). Further, the IC card procedure nanagenent

teliskn IId2d 4! 985% KB%QHLQE%QFS%%% Yad Uihdo b0 £hS9560%3 (if

command to the I C car hé & card

ocedure a nt.task 77 s .expl.gined using FIG -
B B R 35 4 Tal BRI Y ced erpmoe,
t he steglr age area of the |C card 703a, uses 10 the _
S CorEMttefoPLeepshdFAE Vicet husinepst andchpadls it in
t hrough the AP managenent table data 73001 to 73003 '
dhe MM ahip W08y i nformation corresponding to that
service elenent. Further, the IC card procedure

managembet staipt/idtentpee thtdbnk@uskN7T0MakedN the service
perform nmutual authentication 15 with the IC card 703,

@%@:Tihﬁ.tt_i%d tdeaky Het_ttahQi‘%attﬁce%rsaw f rd A%tlh %able data
processing and obtain the right to dccess a :
7310_1 to 7310_3) and script program to generate the IC card
entity template data, input data block, output data block,
log data block, and computation defining data block for each
business.

The number of the data blocks generated for each
service business is not particularly'limited;.

When the entity gene;ation task 771 for e#ampie
receives an entity production request f;om the ASP server
719, it performs polling with the IC card '7'03 , tﬁen generates

t‘he IC card entity data to be used for Ehe prdcessing for

.the procedure_between that IC card 703 and service business

- using the IC card entity plate data corresponding to that

service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

generated as an instance of that class.
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| ~ predeterm ned storage area of the IC card 703.
Step ST705: Step ST705 is perforned when the 1C card
procedure 20 nmanagenent task 772 issues a command to
the 1C card 703 and is waiting for the processing
result of the IC card 703. -\Weg the I C card procedure
managenent task 772 receives the processing result
fromt IC card 703, it sets this in the IC card
entity UM PTLESEInG byt dhesepdaty. gengratien taskr 471 for
procedure managenent task 772 updates the entity
s¥resat PR rohit Hm TQagd endilty data widilt bedekplained in
773x shown in FIG 126. In this way, in the present
eddbomti hebdtethe | C card procedure nmanagenent task 772
selects in order the IC card entity data 773x for the
bl ural ithe ofc |dasdiifito il Geeligendhd N M £ Red%ne
whil e performng the processing for the plurality o
I 3.14R | 4. Jh ore,_the SAM chip 708
CCG%I q‘?f% I ]t?(g n%%%% I %E%# %?E edé%t?/\ﬁ ﬁg-t-’ﬁ PHTHTrE st g&é?/ ehtorage
'10. recei vin rocessi ng requests for procedures :
Y I Sl Hhe Bapgdsra99 Fpd = psbardars doatween
130 are views for explaining the processing defined

arfét KaTh NS ard Sheeperwaredbuainggsesn7hbchr tanths 3.
with a routine defined by application elenent 15 data
APE or Ipr the gwierpnih embadiessit;gthle pd wrerifidned fyoddesing
SAM chi p 708 when executing a job at step ST764 in the
#aaV procedures performed between the plurality of IC cards

703 and the service businesses 715 1 to 715 3 proceed
simultaneous 1Y .

The IC card procedure management task 772 executes

 these pPlurality of processing for procedures in parallel.

The IC card procedure managemént task 772 deletes the
IC card entity data 773_x when the series of procedure's.‘ have
been finished.

The processing of the IC card procedure management
task 772 will be explained in detail later.

The script programs 721 _1 to 721 3 are input by . the
script downlﬁad tasIk 769 from for example the external memory
707 and stored in the storage unit 765.

The AP management table data '7300__1 to 7300_3 are input

- by the écript download task 769 from for example the external

memory 707 and stored in the storage unit 765.

The APP table data 7310_1 to 7310 3 are input by the
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expl ained FIG 128. Step ST741: The SAM-<chip 708,

whi | e executing processing in 20 accordance with
predeterm ned application elenent data APE, specifies

an application programfor use (access) and

application el enent data APE,ih that application

program Further, that use specifies one of reading,
witing, and execution of that appl i cation el ement
ReriptPHowpd ogdeba K 769 £2418 £okhexSAhLleHile 288ernadasemory
if the application element data APE specified at step

. A land presedtin nthidadtSAMEchimit 7085 . | f j udgi ng

that it is not present, it proceeds to the processing

of stemnal A3 .cafi |<§1'l4,:|ft1} FloTal} tdddatsl 730 A Q§3€n;t30 P are
proceeds to the processi'ng of step ST745. Step ST743:

| 708 vi ews the AP ma enment bl
%gbl to Jﬁ%‘b ot Feshond ngrqr qi‘-%e Shras ?‘at'lle?o(ﬂ ard used

pro ant bej exe uted 0 acquire the ke data K SAM |
?p%?fﬁq’ir@gﬁ_ é ovher ﬁ@ﬁdﬁr he IC card entity

(appllcatlon elenent data APE) and uses t hat key data
B rorcfnkhm pragedtinies alating the tthe SaNGive

708a having the application elenment data APE to be
baesd ne@iseys ST744: 15 |f the SAM chips 708 and 708a
aut henticate each other' s |legitinmacy in the nutua

aut hentrheat ¢ Qaref efit eby ARAA3778 MR i ﬁ@f@té&&y the entity
proceeds to the processing of sTep ST747.

generation task 771 using the IC card entity template data
730_1 to 7306_3 as for example the class as an instance of
that class.

The input data block 731 x1, output data block 732 x2,-
log data block 733 x3, and computation defining data block
734 x4 are generated by the script interpretation task 770.

Next, the IC card entity data 773 x wili be ex;ﬁlained.

The IC card entity data 773___:; is generated by the entity
genération task 771 in the SAM chip 708 using the already
generated correspbnding IC card entity.plate data of the |
service business for example when the SAM chip 708 receives
from the ASP server 719 a processing- request for pr.ocessihg
using the iC Qard 703 and appiication program of‘ the
predetermined service ‘buaines‘s.

FIG. 126 is a view for explaiping the format of the
IC card entity data 773_x. | |

As shown in FIG. 126, the IC card entity data 773 _x
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not, it proceeds to step ST751. Step ST745: 20 The SAM

chip 708 views: the AP managenent table data 73001 to

73003 corresponding to the application program being

executed and acquires the key data K - SAM

corresponding to the serviced4papplication el enment data

APE). Further, for the application elenent data APE to

5H? 25 used speC|f|ed at step ST741 as well, the SAM
emere pPoimtex; Aptai 88, ntify FBhdgéaeriBl, entity

table data 73001 to 73003 corresponding to that

R teatdadir disdatms data) APER | GEQeond ¢ypehdaltay 783 aAPE_N

K - SAM correspondi ng to the correspondi ng service

(crppidmsatinon &deaeres dagroARRind Widwr .adhe BAY) chip

708 conpares the two acquired key data K - SAM

P Sbe Idhg \Witkh 15 SAMa é&@%&{a& H‘emv
processi neg!; of step ST745 t hat the tvvo‘iey ala K - SAM

mat ch, { r oc S to e .prac
step S da%%qe%%\# %o%t%q: oes%,i%‘ 3 %t prao% CJt‘llsl%tcot"‘:’m‘]‘
step ST75 Step ST747:. The SAM chip 708 or 708a views :
ging(the J§ FarshERtiGY ke 173_% in the
correspondyng to the application 15 program specified
&tonage srAt "R specifies the APP table data 73101
to 73103 corresponding to the application el enent data
APE us@te eSittdikySTP48ata 781 is used for requests for

generation of IC card entity data 773 _x, confirmation of

the state of progress, deletion, and other of the series

of processings using the IC card entity data 773_x. The entity

ID data 781 is also a return value to be given to the end

.user. The e_ntity ID data 781 corresponds to a descriptor

when opening a file in a general file system.

The entity status data 782 shows the state of progress
‘of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 x
in'ctl‘ude, as shown in FIG. 127,- the state of processing for

investigating the services which the IC card 703 can use

. (RS), the state of processing by which the SAM chip 708

' authenticates the IC card 703 (Al), the state of processing

25

by which the IC card 703 authenticates the SAM chip 708 (A2),

‘the state of. processing for reading data from the IC card

703 (R), and the state of processing for writing data in

the IC card 703 (W).
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The SAM chip 708 or 708a judges the access right of

20 the application elenent data APE to be used
(accessed) based on the APP table data 73101 to 73103
specified at step ST747. Specifically, it judges the
right for reading, witing, - executing the
application elenment data APE't0 be used. 25 Step
ST749: - 247 \Wen the SAM chip 708 or 708a judges at
st ep STM&he patesendr enbodimendrethe pgioicessing degeds
to step ST750, while when it does not, it proceeds to
tilera toicpaSinyg e sdpi &l Bisidesiay), I GrodssSAM for
chip 708 or 708a uses the application elenment data

Altle saf il /Y Ris HSRuthehlef Htd NGhd!SRIGSREG I3, Al
step ST741.  Step ST751: 10 The SAM chip 708 or 708a -

es t. use the.applicati | enent data_APE .
S o RO AR T3, S Rt Ra e g o chip
é#gg ST741. Further, when executin% a_job at step
4 e Precsssr@defprarradirgclate st ramekbe nkC ard 703,
chip 708 transfers 15 data with the I1C card 703 in :
éﬁﬁgﬂﬁﬁh§€QHQQ?%qﬁeﬁQﬁHWqﬂﬁkngidﬂﬁ?lﬁptﬂhﬁzﬁQNQQxﬁiTQﬁ
el ement data APE, the SAMchip 708 views the AP

L esnagepentd tablijekdat a 73001 to 73003 shown in FIG

125 to acquire the key data K CADR corresponding to
that appkijeBti 0OBsebRPRAindat BafBPE, ang 1565t N decessing

dat a
for which the order of execution is determined by the IC
card procedure managemen£ task 772,
Note that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SAM ch:i.p- 708.
Further, in the prgsent embodiment, cﬁnsidering the
communication time on the Internet 710, the above-—mentiohed
basic states are, as shown in the state transition chart
of FIG. 1277, managed 'dividerd -int-o states after startup (aftex
issuance of commaﬁd) and completed (response received)
stateé.

Specifically, the states of processing using the IC

card entity data 773_x are managed by the instance generation

: (IC card entity' data generation) state, RS post-startup state,
‘RS completed state, Al post-startup state, Al completed state,

A2 post-startup state, A2 completed state, R post-startup

state, R completed sta;,tie, W post-startup state, W completed

state, and instance (IC card entity data) deleted state.
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20 K -CARD to access the nenory 750 of the IC card

703. Next, the overall operation of the communication
system 701 shown in FIG 109 will be explained. FIG

131 and FIG 132 are views for explaining the overal
operation of the connunica[1$%”§y§ten1701 shown in 25

FIG 109 - 248 Step ST721: € service businesses

7151 to 715 3 or a party requested by these service

busi nesd&e FF sawrsetybatdaser 788 isdagaapeciditing 202, service
and 7213 describing the processing 5 for transactions
pénfsdmeecs Hyssuitgs &fhd QR issidnesees using the 1C card

703 for exanple on the personal cogpu:ﬁrs 71& 1, ] r
7162, a 7 ' . sEurther.. ]

of the g&ﬁl%ﬁﬁgaggng odﬁ%g? gﬁ% 1RPSﬁ§B éfheﬁﬁg%bgfgineé
d 7320 Q3 rrespondi ng.to e servic
bg’é’?ﬁegges%’"&%?% 8“7%3‘?. %[‘)’é’ﬁ‘%fm?ﬁ‘e sEpiptn RFoEam at
t%gle data 73001 to 7300_3 produced at step ST721 are
stored PR Pfie 98REEARIPIBfothe7aE capdr enéityt Hata 773 x.
script programs 7211, 721 2, and 721_3 15 produced at

step Sﬂgbi APEVHSANtYREcdleémentt Hespgnsbinl daeapUBaEr Shows
7161, 7162, and 7163 through the Internet 710, ASP |
sthe P magagendnB balshe Rlat87800t haexs 6029'51:{'@ AP ication
707. The processing for that downl oad, as shown in

Felemdd8, data APRAgedik¥dl bR SAL1 RbpdPYHY 929.125%316% 1o
in the SAMchip 708. 20 Step ST723: -

7310_3 used in processing using the IC card entity data 773 x.

The service type element designating data 784 is set
witﬁ one or more application elemént data APE designated
by the Cs comménd in the above-mentioned script program- at
the time of generation of the IC card entity data 773 x.

The processing order data 785 shows the order of
execution of services (jobs) used in the procéssing using
the IC card eni:ity data 773 x, that is, the state transition
shown in FIG. 127.

That is, the processing order data 785 uses the name
APE__N of thé application element data APE to show the order
of execution of jobs corresi)onding -'Eo basic operations of
the IC card 703.

Here, the jobs, as explained earlier, correspond to

- theRS, Al, A2, R, and W shown in FIG. 127, Specific operations

25

on the IC card 703 are realized by the order of processing

designated using the jobs. For example, for processing using
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The script interpretation task 770 in the SAM chip

708 shown in FIG 118 uses the AP nanagenent table

data 73001 to 73003 and script programto generate IC
card entity. tenplate data, an input data bl ock

out put data block, log 25_dalg hlock, and conputation
defining data bl ock for each - 249 service business.
The_generated data is stored in the storage unit 765 _
oft Pﬁ&a%v? 2R3 thoanty sprdimaryich ppauspad agtientidation,
The user is issued the I1C card 703. As shown in FIG

1FBe processing vades! inferingtionda7856f isheeltCtoam@sZOR" .

stores the key data used for transactions by the user

WLl thiee , sénvithe kuseness readihgChad Wil tinold thhafutual
the contract between the user and a service 10

bHsicAen® i FRYE i8NS O0the i i . .
I C card 17O3J't hr ough %%gt@%&g?g%ﬁégksﬁr@gﬁ set

Fop, examph¢.@heqethe,user uses the personal conputer
705 to accessﬁghgnsgﬁVér 702 through the Internet 710

to 15 gﬁ 1o gurchase a product, the server 702 . '
i ssues %r%’é‘é QYT RIRT I mEiare 78R deneetypith the
to the ASP server 719. \Wen the ASP server 719

r ek e’f g P ceheymin Eifestl2 T comrespondiingr tP02hei brder
accesses the personal conputer 705 .through the

| of ep@rrideOelémenhsrdesignatedsinothe qUSStébmdand in the
relating to the IC card 703 issued fromthe card

r s166ies £ e £ ebned Oder Sp & YR Qhdn GRUSR MG PHIO0RR! card
conmput er 705, '

entity data 773_x.

The pre-processing information 786 is set from the
ASP sérver 719lside with management data for performing
pProcessing using the IC card eqtity data 773 x.

For example, the pre-processing information 786 is
set with points of a computation formula of a designated
sexrvice in thg SF data block’_ (application element data APE) .

Further, when an inter-service processing function
is not defined, the pre—p;oceséing informatipn 786 is set
with the reqﬁested processing charge. .

For example, in the case of settlement, the state
relating torghe amount of charge or pbints given etc..is
éet.

The postnprogessing information 787 is'set with data

of the processing result of the IC card entity data 773 x

required at the ASP server 719 side. For example,.in the
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Internet 710, and ASP server 719 to the SAM chip 708.
Step ST726: The ASP server 719 outputs to the SAM chip
708 an entity 25 production request. That entity
production request stores 250 data show ng the issuer
of the I1C card 703. Step ST%44: Wien the SAM chip 708
receives an entity production request, it perforns
pal_ling.w th the I.C card 703. 5 Step ST728: The entity
£ dir ilepen

genera °Pfy 5F 1h&eSW thidatrmghowingethe existence

finishing the poIIin%, judges if the nunber of the IC
c&fd e Rermpldengd tp3kher sedtilementhe SAM chip 708 is
wi t hi n the maxi mum nunber defined by the SC command of

the 10 Hextpta pooagiam fof piicidaiss inREb TR dUFD Procedure
it proceeds to the processing of step ST729, while if
n@hnagbmendstddie 770 SEE&aSI NPFIS! €25 A%t i p1Yiral s
generation task 771, for_ékanple, spg%%'léggﬁt§g;g%éggllty
ogst e datasshey Ad;hhe,l BEUEL1 Ly he g? &&r C%g%ity data

stored in the entity“pro 'on 1Teque

' sgggigewg#zgggss | carg_entity tenpl ate data to use

and uSes spERTFR3“-1C card entity plate data to
generate the 1C card entity data 773-x. 20 This
cor r espoiRiECt SR ¥ Prossdaremyeagenen btashoA2iis EbGstantly

127. Step ST730: ‘
being started up on the CPU 766 of the SAM chip 708 shown

in FIG. 124,

FIG. 128 is a flow chart of the processing performed
by the IC card procedure maﬁagement task 772.
| Step ST701:

The IC card Procedure management task "772 selects one
IC ¢§rd entity data 773 x for executing the next processing
out of the plurality of IC card entity data 773 x pres.ent
in the storage unit 765. |

?h_e method of selection of that IC card entity data
773_x may be to successively select IC card entity data 773 x
pPresent in the storage unit 765 or to assign a priority order
and select by priority in the order of the highest priority.
| "Step ST702:

_The‘ IC card procedure management task 772 judges 1f
the job of the IC card entity data 773_x selected at step
ST701 has already been started up. When judging that it has

started up, it proceeds to the processing of step ST705,
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The SAM chip 708 outputs to the ASP server 719 the

entity ID of the IC card entity data 773 _?c generated

at step 25 ST729 at step ST731. 251 The IC card
procedure managenent task 772 .of the SAM chip 708
investigates the services whixgy can be utilized by

the 1C card 703. This is processing corrsggongkng[és

the .job RS shown, 5 .in FIG_ 127. Step ST732: e

cé’?’d‘hﬁr BBeB R JdAdn i t bak nop beent atashetd whi proceeds
708 authenticates the legitimcy of the IC card 703.

TRios the processing ofr sésposdi?eg.to the job Al shown

10 in FIG 127. Step ST733: The |IC card 703
aut hent BtepesTvha:l egiti macy of the SAM chip 708.

- This is processing corresponding to the job A2 shown

15 in Frhke 1@ GakAf ‘iﬁro@é&rte_omﬁhggéméxz3ga§ﬂ dT'?%Tzﬁ%ges from
the 1C card 703 and SAM chip 708 are mutual |y _
ayha egﬁ’tﬁ'@{regtﬁé&st Pﬁiso%%:ggi- $S78% psll?évﬁ}e diﬁgﬁiré[lqugé’Zé r:13f the

accordance w t the ‘application‘el’e

bej t.ed th AM 20 chip 708, the AP ) )
TERAGU AT T B448 17 TR e er Sebos ShemPTIO Friciostate

are viewed, the key data K CARD i s acquired, and that

key Hheaskatearbraasitéenf gharheshovnainalli@entV2athen

bet ween the SAM chip 708 and CPU 751 of the '"IC card
prcessing relating to that entity data is in and decides

on the job to be executed next from the pProcessing order
inforﬁation 785.

At this time, the processing order information 785
defines the order of ekecution of jobs using the service
elements set in the service definition table data as
explained earlier.

Step ST704:

The IC card procedure management task 772 starts uﬁ
the selected job at step ST703.

The IC card procedure management task 7?2 uses the
data blocks relating to that job in the input data bléck

731 _x1, output data block 132 x2, log data block 733 x3,

and computation defining.data:block 734 x4 explained above

'using FIG. 125 to execute that Jjob.

At this time, the IC card procedure management task
772, when issuing a command to the IC card 703 in execution

of a job, uses the service element corresponding to that
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~Step ST734: 25 The I1C card procedure managenent task

772 of the SAM 252 chip 708 reads and wites data
required for the procedures wth the IC card 703.
This'is processing corresponding to the jobs R W
shown in FIG 127. 5 Furthenpgsthe 1C card procedure
managenment task 772 wuses the processing fornula

sge ified based on the gre-processing data of the IC

cdP8 Bfit Ft5=H 4% SPRICh fiToyghs tha AR Manageneit diakilise data
IC card 703 to performthe predeterm ned conputation
prd08sdi kg. 7390 S} e SPE38n the $& Ciwel mubeedaoeresponding
managenent task 772 of the SAM chip 708 outputs the
ptocthatngpreies telafmeditc { opE£I4 ibBalNomASRASEE VRF card 703

~719. Step ST736: 15 For exanple, the 1 C card procedure

naBagewBNbet 88K1yZ£44 B¢/ %ﬁ@slbhga!cg 965?'{ ﬁgﬁLEXeg?t the 1C

773x. As. expl ai ned above, according to

c ' 7 n unit 709, . .
cgﬁ?ziigtrl n%%%ﬁé%p%{&c"ae?ﬁ%oﬁag’ﬁ?@g\]ﬁr P =2 i°r‘|’8:yaémed service

plurality of application. elenent data 20 APE and
u%?%gefhé°A¢§ﬁ§§a§eﬁ%ﬂ?aPﬂbF8 HaealSnearedr’3bl e  data

to define the conmputation content of the application

el ementFEEhenpEthe {16 soavd prpeedurpmanagentnersesk 772,
services using the 1C card 703. Further, according to

t#e exphadmiedans bng $iG el 30 wvhen key information is required
for a;:cessing the storage area of the IC card 703a, uses
the service element correépondi-ng to that job to search
through the AP management table d;a-ta 7300_1 -to 7300_3 and
obtain the key information corresponding to that se:_:x.;'ice |
element. Further, thle IC card procedure management task 772
uses that key information to perform mutual authentication
with the IC card 703, encrypt and decrypt the data, or perform -
other pro.cessing and obtain the right to access a |
prédetermined storage area of the IC card 703.

Step ST705:

Step ST?QS is performed when the IC card procedure

‘management task 772 issues a command to the IC card 703 and

is waitiln_g for the processing result of the IC card 703.
When the IC card proceduré man'agement task 772 receives

the processing result from the IC card 703, 'it sets this

- in the IC card entity data 773 x.

Step ST706:
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25 it is possible to use the AP managenent table data
and APP 253 table data to flexibly realize
utilization of application elenent data APE in the
sanme SAM and utilization of application elenent data
APE between different SAMs whiplhg _nmaintaining a high
security. 5 Further, according to the comuni cation

system 7 _\When using application el ement data APE
bet ween "gfl}?f]éer{m&ﬂr&jgﬁ%ﬁdgFﬁc@am@%nhmma'l%npdates the

i s _performed between the SAMs, it is possible to
i n’EﬁeB"bEYt ftatueuinforpation 2P| bfathenxore@farrsntim% data
Further, according to the conmuni cati on system 701, by

al Tdax i slgowen St FDzof 126 sane class to the
application prograns of the sanme service business, it

I's possiid ecHis wiEY eI Qggﬂﬁ,_té‘&a‘{ |
aut henti cati on prolgessi ng from rg?r%dgper%cﬁnr?:e’d the IC card
b 63 Ve 3P |k AL d { ta APE of .15 application
p?f)grarrs of the %%%ﬁigsﬁce@aﬁﬁlfeﬁé’?ew PFEﬁFeF{hetF@ card
bt f n ment. _of key jinformation and processing :
oL B S R FoR phe RAhah 4 F ERocacds 703 present
cam‘rél_rF‘i cation system 701, it is possible to generate

| E%ciPE EfY FYiRalQR witde pexforadoly phecesscassing for the
procedures occurring wwth the I1C card 703 and have :

t RPdurelddd ofr J6e dwrelaitdy die parad Ve’ 7 ThesREIRE the sam
plurality of I1C card entity data 773_x to

sichipt 20@aual yipaoeaadowsty PrOCESSI t he
plurality of IC cards 0703? 5 I:ur‘tir‘{‘{é{?:,hr gié%oé%%%%ng even
thﬁeﬂuﬁ:‘aﬁaﬁ.'ﬁ.ﬂb’ 95?0%%%%9.%79%@«331:5 for procedures using a

pluf:_-ality of IC cards 703.

FIG. 129 and FIG. 130 are views for explaining the

~ Processing defined by another application element data APE

in accordance w}ith a routine defined by application element
data APE or processing when accessing data performed by the
SAM chip 708‘when executing a job at step ST704 in the above
explained FIG.‘ 128.

Step ST741:

The SAM chip 708, whilg executing processing i-n'.
accordance with predetermined application element dafa APE,
specif_ies an application progfam for use (access) and
.app]_.icatign element data APE in that application program

Further, that use spe;:ifieg one of reading, wrii:ing,
';md execution of tha_t application elémeni_: data APE.

Step ST742:
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254 since it is sufficient to store the IC card

entity data 773x actually used for the processing for

the 1C card 703 in the storage unit 765, the storage
areas of the storage unit 765 can be efficiently
utilized. 5 Further, according %o t he aut henti cation
system 701, as shown in FIG i since the states of
executl on of obs processed by the I C card procedure
nmanagemetit P of @8 medgeRdifli thelapphication element
post - st artup st at es and conpleted states, after

stdata APR crexddiikel skestep,ST141 1sppsssbhe ik0 dHat SAM chip
start the processing for another job in the state

wal@$ ngLf fpidgiiq fHamihe d Gotapeslit, TL‘EV ?iQ&Eecﬂst to the
IS possible to elimnate the wait tine

t RARSEEds t=h e Dot

ILternée% %tl Fur %745'(5?3]?%%3%&?%1 @?'ﬁe%nﬁ:&ft?’éﬁse“t
15 the AP mana nt tabl e data 7300 1 to

7%%%6{’;3 e5ctg béh? rPr?%%?ﬁ’rfé%e 4 types of

servi cesép;er ovi ded by the indivi duaI serV| ce

busi nes$ 4355] the APE N, the nunbers of

services used in the IC card 703, and the key data

used whahepSdM dilvigp t'ﬂﬂ?sermaut&asAPThmag@nenh;elﬁiblré data
20 the external nenory 707. Therefore, service

bisioteds ¢ TIHID_3I @okbaSpiidiie et RPp1 ittt $AMgram

chip 708 can cuStonize their own appl i cation prograns

I BRAngd eRRitedSAN aRER: £08¢nlY :
progrggm? 7211, 7212, £ 72‘1311@k |oa52ﬁ¥150‘ﬁqresp°“dlng

708
LB5ORD LD S0MbE8 By Tl gg%%f%nﬁ%smeaﬁ dagn APE)

and uses that key data K SAM to for mutual authentication

with the SAM chip 708a having the application element data

APE to be used.

Step ST744:

If the SAM chips 708 and 708a authenticate each other’s
.;egitimacy in'the mutual authentication of step ST743, the
SAM chip 708 proceeds to the processing-of sfep ST747; If

- not, it'proceeds to step STTSi.

Step ST745:

The SAM chlp 708 views: the AP management table data
7300 1 to 7300 _3 corresponding to the appllcatlon program
‘being executed and acquires the key data K_SBM corresponding
to the service (applicatiqn element data APE).

Further, for the application element data APE to be

used specified at step ST741 as well, the SAM chip 708




custom ze their own application progranms w thout the
servi ce businesses being informed of the key data or
operational -comuands for directly operating the IC
card 703 or other highly confidential data. Further,
t he service businesses 5 do-npgehave to know the key
data or card operational commands when custom zi ng

t he; i cati.on r ~so the . lo on the_ service

pus AR EP N L LR B RapEBengie Gis dng (200 to 7300_3
aut hentication system 701, since conputation content

S PENTT AP GHRY & P2 brrpdigetden qlenent HatdcAPRde, acquire
it is possible to provide diverse services conbining a
plthakeyydata Ko ShMesrirespimdinnge e setreepsndifigtiervice
are executed sinmultaneous with allowance at the IC
cafapplistiln Slundet ,daeL ®EkNg to the

authenticati on system 701, 15 by introducing the

concept refrtHes- dah Hxef ‘&hi@%dﬁatggn{g%%ts £ Qut %.l'tl‘.‘.tquired-

"with the IC card 703 and thé | og ta can be easily

efh+L50 S%ﬁl M5: 1 A sem conductor circuit having

~a data processing circuit and data input/output

processin Lrcuit, wherein: said data processing
circuit oF §e§n34§btputs data with a bus outside of

- that sem conductor circuit through said data

14

i5

20

25

i nput / ol the ot ship ZPBcimdgesat thiedpdatessing of step

i nput/output circuit: _ _
ST745 that the two key data K SAM match, the routine proceeds
to the processing of step ST747, while when it does not,
-it proceeds to step ST751.

Step ST747:

The SAM chip 708 or 708a views the AP management table
data 7300 1 to 7300_3 corresponding to the application
pfogram specified at step'ST74lraﬁd.specifies the APP table
data 7310 1 to 7310_3 corresponding to the_l_ application
element data APE used.

‘Step 5T748:

The SAM chip 708 or 708a judges the dqcéss_right of .
the application eiemen.t data APE to be used (accessed) based
on the APP table data 7310 1 to 7310 3 specified at step
ST747. |

Spec:i.fi‘c_ally, it judges the right for readj‘;ng , writing,
and .executing the application elémen£ data APE to be used.

Step ST749:
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encrypts data input fromsaid data processing circuit.
in units of predeterm ned data | engths and outputs
the sane to said bus, decrypts data input fromsaid
bus and outputs the sane to said data processing
circuit, and perforns data &npay/output transactions
through said bus in units of mnunber of data

input/oqhﬁg; tl ctionsﬁﬁyen,hb/Nb;n where the bus
width of sl UL EINP P 9 A Judans ats seemmE748
the snal |l est whole nunber of n or nore is m 2. A

se ?ﬁnﬁhﬁf%rl%iﬁ%pﬁ¥c%éﬁs%égh%ft#tiptqﬁqﬂdﬁ o step ST750,
wherein, said data input/output circuit, when accesses

a Weke offtrictior does aget ci 1€ procdddough 3 Glitsessing of
based on a first address input fromsaid data
preotegs ST rcuit, converts said first address to a
second address so as to access said sen conduct or

storageg@%?nﬁfquq units of the storage areas in
which.the data of Nc is stored and uses said second

addresstQ ess.sald, sem ductor, storage circuit. '
3. A sert#l %o%gﬁlc%%%pg?g%u?rt @%nas&seﬁoﬁ‘ﬁ Fppicaiion element

mgﬁgeiﬁg%?id data i nput/output circuit, 257 when said-
dsek e SRaY iad @t SteweiSEId L fom dhey wisiage fapecified

witing first data to a first address, converts said
f PtsetgpdBTI41t-0 sai d second address,

Step ST751:

The SAM chip 708 or 708a does not use the application
element data APE specified at step ST741 for the usage
Specifiéd at step ST741.

Further, when executing a job at step ST704 of the
above explained FIG. 128, when the SAM chip 708 transfers
déta with the IC card 703 in accordahce with the routine
defined by the applicétion element data APE, the SAM chip
708 views the AP management table data 7300 1 to 7300_3 shown
in FIG. 125 to acquire the key data K;CADR'COrrespo#ding

‘to that application elemenf data APE and uses that key data

- K_CARD to access the memory 750 of the IC card 703.

Next, tbe overall operation of the'cémmunication
system 701 shown iﬁ FIG. 109 wili be explained.

FIG. 131 and FIG. 132 are views for explaining the
overall operation of the communication-sysﬁem\?ﬂl shown in

FIG. 109
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uses sai d second address to read data of a

predet erni ned address range including said first

address from said sem conductor storage circuit,
decrypts said read data, rewites data correspondi ng

to said first address in saigglecrypted data,

encrypts said data of a predeterm ned address range

i ncl udi sajé#{é1W|tten data, and wites said
encrypt ng said second address in said

sem conductor storage circuit. 4. A sem conductor

circui t e srvine thusingsden 745 vihdrei M Sd didat party
i nput/output circuit, when said data processing
cireiestet dyethasre santics i dfaisdLytidhdatende OéEzlpt
a first address, converts said-first address to sa

S QAL IS 1, 2aSs 25aladasgs 9Ny agfié:gﬁ?] g;&lﬁ@&r c%essuag

of a predetern1ned addr ess range inc

acﬂixestsraﬂcéa@gl%ﬁisd %@O%Q%UB O‘:héc’agsg?rg Jg%é?: :,}.rél.g%c%%cf%%s using

decrypts said read ata rewrttes
i n.said decrypted data, and

aly §to ess
fg¥% %é%a ég?%%%pSﬁaFﬁbeﬁg‘ SPPFFeRadepmRaters 716_1,
'Sa| r d data_and outputs it to said data
%&% r%‘df: A&t shown ine Hil&nd®8or circuit as set

_forth |n claim 1, wherei-n said data input/out put

circuitF S‘Hﬂ:bab‘lfythsvm«%@mr keefy thet SAMSellif 0708 Prtbduces the
encryption and decryption
AP management table data 7300_1 to 7300_3 corresponding to
the service businesses 715_1 to 715 3.

Step ST722:

The AP management table data 7300_1 to 7300 _3 pr;:duced
at step ST721 are stored in the external memory 707.

 Further, the script programs '}21_1, 721 _2, and 721 3
produced at step ST72_1 are downloaded fﬁom the persénal
computers 716 1, 716 2, and 716_3 through the Internet 710,
ASP server 719, and SAM chip 708 to the external memory '70'7
The processz_ng for that download, as shown in FIG. 118, is
managed by the script download task 769 in the SAM chip 708 ..

Step ST723:

The écript interpretation task ;77.0 in the ,Sm chip
708 shown in FIG. 118 uses the AP ménaéement table déta 730(-)_;_1
to 7300_3 and script program to generate ic ‘card entity .
template data, an input déta block, output data block, iog

data block, and computation defining data block for each
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condi tional on key data used when encrypting said data
for witing in said sem conductor storage circuit and
key 258 data used when readi ng and decrypting said
data fromsaid sem conductor storage circuit being
the sane. 6. A sem conductor ghgcuit as set forth in
claim 5, wherein: said data Tnput/output circuit
stores_a plurality of said keys and.said plurality of
keSRrEteeshusinegsswi t ched for use. 7. A sem conduct or
circuit as set forth in claim 5, wherein said data

i nput / oullpaitgemientitidd didda tikestagddueshs tRE S€6£3§:5NGnit 765
sai d sem conductor storage circuit for conmputation to

geRerehe s dikay - 7688 A&Wﬁ??&é,ﬁ Ofafircuit as set
forth in claim 5, wherein sal ata 1 nput/ out put
circuitéggﬂfrsalt . parity data fromdata to be witten
in said se coﬁﬁ%%%or storage circuit, wites said
parity ta in said, sem conductor storage circuit

i nked witth W85 Fargsuskdde I& c836oi@®3ng parity

data together with reading-of said data, and verifies .
the | egfS FRY O F16 -r ddd . dabe memeey F50saifd ther iTCy 703a
data. 9. A sem conductor circuit as set forth in claim

-1 ofwtbeel @ cmid 703t atbrpst Live it daitaCusbddidd d8%ariddions

a plurality of processing at |east one of processing
oy thie iskg dalth itheS ¥ed 30w HARINEEY Sh¥r3%ed with.

circuit and
' Note that, the contract between the user and a service
business may also be concluded after issuance of t'he‘ IC caxd
703 through the Internet 710 etc.
Step ST725: |
For example, when the user uses the personal computer
705 to access the server 702 through the Internet 710 to
try to ptlxrchas'e a product, the server 702 issues a.prodess'ing'
request through the Internet 710 to the ASP server 719.
1rWhen the ASP server 719 receives a processi-ng. request
fJ.:om the server 702, it accesses the personal computer 705
.throuéh the Internet 710. Further, a processing requesting -

relating to the IC card 703 issued from the card reader/writer

704 is transmitted through the personal domputer 705,

~ Internet 710, and ASP server 719 to the SAM chip 708.

Step ST726:
The ASP server 719 outputs to the SAM chip 708 an entity

production request. That entity production i:eq’ue_.st ‘stores
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processing for reading data from said sem conduct or
storage circuit and executes pipeline processing in

“units of said divided processing. 10. A sem conduct or

circuit-as set forth in claim?2, wherein said data
I nput/output circuit scranblLessgn_.259 address input
fromsaid data processing circuit to generate a
S addr ess. dat a processi ng net hod perforned
39‘%9%?%1 RSRG.EBG: 1ephen pEARBR &Eceasdngoa.
sen1conductor storage circuit when a sem conduct or
circuit 3P sBF#R7seni conductor storage circuit are
connected through a bus, said data processi ng net hod
conpr i siWen hthet S aHip eTes yPédeDvélat sn téh@:@twl%{‘éﬁctlon
in said sem conductor storage circuit in units
predgtest) ned fakob#805551180C PLAPLAL | £9 Lhe 578 L0
sai d bus, decrypting data input from said bus,
performggbﬁkgjyég@ut/output transactions through
said bus in units of mnunber of data input/output
where the bus width of said

t Nc/ Nb=
bue 15 T SN GO SR KR S e SeiaiR 708,

‘whol.e nber of nor noreis m 12. A data processing
mﬁ%ﬁﬁf

Tathimg (the pllding, uddes tifertloonpmlsmeps the

~steg of generating an address to be used when

4 esdiidEys e too (T o P stsmraty e e i thedliSAM chip 708 is
within the maximum number defined by the SC command of the
script program. If within the maximum number, it proceeds
to the processing of step ST729, while if not, it énds the
processing. |

étep ST729:
The entity generation task 7 71, for example  specifies,
" based on the data showlng the issuer of the IC card 703 stored
in the entlty productlon request, which service buslnessD

:IC card entity template data to use and.uses that specifie&

IC card entity plate data to generate the IC card entity

': data 773_;.

20

25

| This cor;‘e_spohds to the ir;stance generation shown in
FIG. 127.
SteP_ ST730:
The SAM chip 708 outputs to the ASP server 719 the
entity ID of the IC card entity data 773 X generated at step

_ST729 at step STE731.
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SO0 as to access said sem conductor storage circuit in
units of storage areas in which data of Nc is stored.
13. A data processing nethod as set forth in claim
12, further conprising the steps of: using said
generated address to read data5bf-a predeterm ned
address range from sai d sem conductor storage

ddr ess: rom sai d seri condt o
ecossary o T LRy e peB e Rt kheRizzp, o ke smu

saiyd: of edet ermj ned address r.ange includin
SRt o308 Ol n P BRSSO eor gUnIn e dorr el ized

wite said encrypted data in said sem conductor

-t
stOF e 3T <a%d %83 A data processing nethod as set

forth in claim 12, further conprising the steps of:

usi ng s&itd ydsepapeesaddgesorirespendiflgt 800£h@ job RS shown
predet erm ned address range from said senm conduct or
Stigr ®ES .cirxuit, decrypting said read data, and

fetching and processing the necessary data in said

decrypt edegalsa73b5. A data processing nethod as set
‘forth in claim 11, further conprising a step of

sui t abl e CI ke ata used for said encryption
and dec??%wgngég%d#)fl SRarre M R2geHR Y Rk Wr%rPf the SAM
ata for witing in said

g %ﬁ%gﬁ%gﬁg&%%l&@éea th& LegidimagydafatheedOnicard 703.

This is processing corresponding to the job Al shown
in FIG. 127.
Step ST733:

The IC card 703 authenticates the legitimacy of the

‘SAM chip 708.
This is processing corresppndin§ to the job A2 shown -
in FIG. 127. “
7 -,Acco:;ding to steps ST732 and ST733, the IC card 703
and SAM chip 708 are mutually authenticated.

At this time, as explained earlier, in accordance with

- the application element data APE being executed by the SaAM

20

25

chip 708, the AP management table data 7300_1 to 7300_3 shown

.in FIG. 12.1 are viewed, the key data K_CARD is aéquired,

and tha_t key data K;_CARD is used fox;' the mutual authentication

between fhe SAM chip 708 and CPU 751 of the 'IC card 703.
Step ST734:

The IC card procedure management task 772 of the SAM
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readi ng and decrypting said data fromsaid

sem conductor storage circuit being the sane. 16. A

data processing nethod as set forth in claim 15,

further conprising the steps of: storing a plurality

of said keys and suitably swi2ghihg said plurality of

keys for use. 17. A data processing nethod as set

f {70 ; rther sconprising ysin e

addr%;s for gﬁ:seégﬁdn%&éltgglsddggﬂi Esﬂﬂﬁg?grkg? o]ggﬁepr°°9d“res
circuit .for_conpu |on to generate said key. 18. A
dﬂlatlibr%tees%cr?rfg)ﬁ{et as set forth in claim 11,

further conprising a step of generating parity data

261 frdkigaia RePaRsiia conreaponidngeto thedjiobskR, W shown
storage circuit, witing said parity data in said _
sdm FI®uct2st. storage circuit linked with said data,
reading corresponding parity data together with

readi ngrakthair] thal ac 2a¢dYBrbbhite! MangQiddn L & 772
said read data based on said parity dat ga 19. A g:)zélta
phg@%s%h@gm- qrt RN, s@sal 11, . further
conprising a step 1?)% 3:%#& r?glgf)r?%&g&%c{o%ﬁrsaqtof of <

p essi . | east _on processing fqQr witin

(RS SPYelleRing Bsal0R, Shelify SRt Ancarty MFa 773 _x and
procesz__’hng for reading data from sai d sem conduct or
sPEPIgLhe Agkrt rend &xeruthryIfi FarAnd0fr doecpeinfgrim the
units of said divided processing. _

predetermined computation pProcessing.

Step ST735:

‘The IC card procedure management task 772 of the SAM
chip 708 outputs the processing result of step ST734 to the
ASP server 719.

Step ST736:

For example, the IC card procedure management task

772 deletes the IC card entity data 773 x.

1

As‘explainéd'above, according to the communication

. system 701 and SAM unit 709, by écnfiguring'the application

20

25

program AP using a plurality of application.element data
APE and using the AP management table data and APP table
data to define the computation content of the application

-element data APE, it is possible to provi_de diverse ser\.rices

uéiﬁg the IC card 703.

Further, according to the communication system 701,

it is possible to use the AP management table data and APP l
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table data to flexibly realize utilization of application
element data APE in the same SAM and utilization of
application element data APE between different SAMs while
ﬁaintaining a high security.

Furtﬁer, according to the communication syStem 701,
when using appliéation element data APE between different-
SAMS, since mutual authentication is performed between the
SAMs, it is possible to improve the security of the
application programs.

Further, according to the communication systep 701,
by allocating a SAM_ID of the same class to the applicatiqn
programs of the same service business, it is possible to
prevent complicated mutual authentication pProcessing from

being performed between appliéation element data APE of

application programs of the same business and thereby lighten 7

the burden of management of key information and processing
of the SAM chip.

Further, according to the communication system 701,

it is possible to generate IC card entity data‘773_x for

‘each processing for procedures occurring with the IC card

703 and have the IC card procedure management task 772 use

the plurality of IC card entity data 773 x to simultaneously
proceed with processing relating to the plurality of IC cards
703.

Further, according to the authentication system 701,
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since it is sufficient to store the IC card entity data 773 x
actually used for the Processing for the IC card 703 in the
storage unit 765, the storage areas'of the storage unit 765
can be efficiently utilized.

Further, according to the authentication system 701,
as shown in FIG. 127, since the states of execution of jobs
pProcessed by the IC card procedure mapagement task 772 are
managed divided into post-startup states and completed
sﬁates, after starting to execute one job, it is possible
to start the processing for another job in the state waiting
for data from therIC card 703. Therefore, it is possible
to eliminate the wait timé due to the transfer of data with
the IC card 703 thréugh the Internet 710.

Further, according to the authentication system 701,
the AP managemeht table data 7300_1 to 7300_3 describe in
them names shéwing the types of services provided by thé
individual service businesses, that is, the A?E_N, the
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
the exterr‘ual-mémory 707. Therefore, service businesses 715 1
to 715_3 not the developers of the SAM chip 708 can customize
their own application programs running on ﬁhe SAM Chip_708
by producing script programs 721_1, 721_2, and 721_3 and
downloading them through the SAM chip 708 to the externél

memory 707. That is, service businesses 715_1 to 715 3 can
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customize their own application programs without the service
businesses being informed of the key data or coperational
commands for directly operating the IC card 763 or other
highly confidential data. Fuﬁther, the éervice businessgs
do not have to know the key data ox card operational commands

when customizing the application Programs, so the load on

' the service businesses is lightened.

Further, according to the authentication system 701,
since computation content spanning a plurality of services
can be defined, it is possible to provide diverse services
combiﬁing a plurality of services in the range of services

which are executed simulta-neous with allowance at the IC

~card 703 side.

Further, according to the authentication system 701,
by introducing the concept of the data block, the data input
énd output with the IC card 703 and the log data can be easily

managed.
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CLAIMS:

1. A semiconductor circuit having a data
processing circuit and data input/output processing
circuit, wherein:

said data processing circuit inputs and outputs
data with a bus ocutside of that semiconductor circuit
through said data input/output processing circuit, and

said data input/output circuit:

encrypts data input from said data processing
circuit in wunits of predetermined data lengths and
outputs the same to said bus,

decrypts data input from said bus and outputs the
same to said data processing circuit, and

performs data input/output transactions through
said bus in units of m number of data input/output
transactions when Nc¢/Nb=n where the bus width of said bus
is Nb and the data length is Nc and the smallest whole

number of n or more is m.

2. A semiconductor circuit as set forth in claim
1, wherein,

said data input/output circuit,

when accesses a semiconductor storage circuit
through said bus based on a first address input from said
data processing circuit,

converts sald first address to a second address so
as to access said semiconductor storage circuit in units
of the storage areas in which the data of N¢ is stored
and uses said second address to access said semiconductor

storage circuit.

3. A semiconductor circuit as set forth in claim

2, wherein said data input/output circuit,
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when said data processing circuit receives an
instruction for writing first data to a first address,

converts said first address to said second address,

uses said second address to read data of a
predetermined address range including said first address
from said semiconductor storage circuit,

decrypts said read data,

rewrites data corresponding to said first address
in said decrypted data,

encrypts said data of a predetermined address range
including said rewritten data, and

writes said encrypted data using said second

address in sald semiconductor storage circuit.

4. A semiconductor circuit as set forth in claim
2, wherein said data input/output circuit,

when said data processing circuit receives an
instruction for reading data from a first address,

converts said first address to said second address,

uses said second address to read data of a
predetermined address range including said first address
from said semiconductor storage circuit,

decrypts said read data,

rewrites data corresponding to said first address
in said decrypted data, and

fetches data corresponding to said first address in
.said decrypted data and outputs it to said data

processing circuit.

5. A semiconductor circuit as set forth in claim
1, wherein said data input/output circuit suitably
switches key data used for said encryption and decryption
conditional on key data used when encrypting said data

for writing in said semiconductor storage circuit and key
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data used when reading and decrypting said data from said

semiconductor storage circult being the same.

6. A semiconductor circuit as set forth in claim
5, wherein:

said data input/output circuit stores a plurality
of said keys and

sald plurality of keys are suitably switched for

use.

7. A semiconductor circuit as set forth in claim
5, wherein said data input/output circuit uses the
address for accessing said semiconductor storage circuit

for computation to generate said key.

8. A semiconductor circuit as set forth in claim
5, wherein said data input/output circuit generates
parity data from data to be written in said semiconductor
storage circuit, writes said parity data in said
semiconductor storage circuit linked with said data,
reads corresponding parity data together with reading of
said data, and verifies the legitimacy of said read data

based on said parity data.

9. A semiconductor circuit as set forth in claim
1, wherein said data input/output circuit divides into a
plurality of processing at least one of processing for
writing data 1in said semiconductor storage circuit and
processing for reading data from said semiconductor
storage circuit and executes pipeline processing in units

of said divided processing.

10. A semiconductor circuit as set forth in claim

2, wherein said data input/output circuit scrambles an
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address input from said data processing circuit to

generate a secocond address.

11, A data processing method performed by a
semiconductor circuit when accessing a semiconductor
storage circuit when a semiconductor circuit and said
semiconductor storage circuit are connected through a
bus,

said data processing method comprising the steps
of:

encrypting data to be written in said semiconductor
storage circuit in units of predetermined data lengths
and outputting the same to said bus,

decrypting data input from said bus, and

performing data input/output transactions through
said bus in wunits of m number of data input/output
transactions when Nc/Nb=n where the bus width of said bus
is Nb and said data length is Nc and the smallest whole

number of n or more is m.

12. A data processing method as set forth in claim
11, further comprising a step of generating an address to
be used when accessing said semiconductor storage circuit
so as to access said semiconductor storage circuit in

units of storage areas in which data of N¢ is stored.

13. A data processing method as set forth in claim
12, further comprising the steps of:

using saild generated address to read data of a
predetermined address range from said semiconductor
storage circuit,

decrypting said read data,

rewriting necessary data in said decrypted data,
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encrypting said data of a predetermined address
range including said rewritten data, and
using said generated address to write said

encrypted data in said semiconductor storage circuit.

14. A data processing method as set forth in claim

| 12, further comprising the steps of:

using said generated address to read data of a
predetermined address range from said semiconductor
storage circuit,

decrypting said read data, and

fetching and processing the necessary data in

said decrypted data.

15. A data processing method as set forth in claim
11, further comprising a step of suitably switching key
data used for said encryption and decryption conditional
on key data used when encrypting saild data for writing in
sald semiconductor storage circuit and key data used when
reading and decrypting said data from said semiconductor

storage circult being the same.

16. A data processing method as set forth in claim
15, further comprising the steps of:
storing a plurality of said keys and

suitably switching said plurality of keys for use.

17. A data processing method as set forth in claim
15, further comprising using the address for accessing
said semiconductor storage circuit for computation to

generate said key.

18. A data processing methed as set forth in claim

11, further comprising a step of generating parity data
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from data to be written in said semiconductor storage
circuit, writing said parity data in said semiconductor
storage circuit linked with said data, reading
corresponding parity data together with reading of said
data, and verifying the legitimacy of said read data

based on said parity data.

19. A data processing method as set forth in c¢laim
11, further comprising a step of dividing into -a
plurality of processing at least one of processing for
writing data in said semiconductor storage circuit and
processing for reading data from said semiconductor
storage circuit and executing pipeline processing in

units of said divided processing.




