10

15

20

25

AUTHORIZATION METHOD AND DEVICE FOR JOINT
ACCOUNT, AND AUTHENTICATION METHOD AND
DEVICE FOR JOINT ACCOUNT

TECHNICAL FIELD

[0001] The present application relates to the field ofwoek communications
technologies, and in particular, to an authorizatinethod and device for a joint

account, and an authentication method and device jlmnt account.

BACKGROUND

[0002] A joint account is an account jointly managed by ter more joint
managers, and the joint managers can be natursbmeior legal persons. The joint
account is applicable to the following scenarianlmanagers need to share the same
account due to various reasons, but one of thé joanagers cannot obtain all rights
(e.g., money transfer and withdrawal) to the actdansecurity or trustworthiness
reasons.

[0003] Because some rights to the joint account are subjethe consent of all
the joint managers, the bank that provides thet jaacount usually requires that all
the joint managers go to the counter to processraice to be authenticated.
Consequently, it is inconvenient to perform an afien on the joint account. In the
existing technology, each account that can be tgei@er the network has only one
owner. After operation permission of the owner ighanticated, the owner can
perform various operations on the electronic actomnother words, in the existing
technology, a plurality of owners cannot jointly mage one account over the
network.

SUMMARY

[0004] In view of this, the present application providesauthorization method
for a joint account, applied to client software, emh the joint account is jointly
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managed bW joint managersN is a natural number greater than 1, and the method
includes the following: obtaining a user-side auatleation parameter of the joint
account, where the user-side authentication pamnsethe same as or corresponding
to a network-side authentication parameter of div@ pccount, and is used to perform
authentication on operation permission for the tj@ocount; dividing the user-side
authentication parameter intdl parts, and generating a corresponding joint
management authentication parameter based on eathapd writing each joint
management authentication parameter into a dewvictatled by each joint manager.
[0005] The present application provides an authorizatiogthwd for a joint
account, applied to a server, where the joint agt@ jointly managed bW joint
managersi is a natural number greater than 1, and the matiabades the following:
obtaining a user-side authentication parameter angetwork-side authentication
parameter of the joint account, and storing thevagk-side authentication parameter,
where the user-side authentication parameter isdh@& as or corresponding to the
network-side authentication parameter, and is usegherform authentication on
operation permission for the joint account; divglithe user-side authentication
parameter intoN parts, and generating a corresponding joint managéem
authentication parameter based on each part; amaragely sending joint
management authentication parameters to clienvaodtof different joint managers.
[0006] The present application provides an authorizatiogthwd for a joint
account, applied to client software of a joint mgeraof the joint account, where the
joint account is jointly managed WY joint managersN is a natural number greater
than 1, and the method includes the following: k@ng a joint management
authentication parameter sent by a server, whergotht management authentication
parameter is generated based on one part afterseheer divides a user-side
authentication parameter ind parts, and the user-side authentication paramster i
used to perform authentication on operation peilpns$or the joint account; and
storing the joint management authentication paramet

[0007] The present application provides an authenticatiwethod for a joint
account, applied to client software, where thetjaiccount is jointly managed by
joint managersN is a natural number greater than 1, and the meithdddes the
following: obtaining N joint management authentication parameters of thet |
account; restoring one part of a user-side auttatintn parameter based on each joint

management authentication parameter, and combiNingarts into the user-side
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authentication parameter; and initiating an auticatibn request to a server by using
the user-side authentication parameter, so theesegrerforms authentication on
operation permission for the joint account basedaonetwork-side authentication
parameter, where the network-side authenticatiorarpaeter is the same as or
corresponding to the user-side authentication pai@m

[0008] The present application provides an authenticatiwethod for a joint
account, applied to a server, where the joint asct@ jointly managed bW joint
managersi is a natural number greater than 1, and the matiabades the following:
receivingN joint management authentication parameters uplobgiedient software;
restoring one part of a user-side authenticatiorarpater based on each joint
management authentication parameter, and combiNingarts into the user-side
authentication parameter; and performing authetnticaon operation permission for
the joint account based on a network-side authatinic parameter, where the
network-side authentication parameter is the sarar aorresponding to the user-side
authentication parameter.

[0009] The present application provides an authenticatmethod for a joint
account, applied to client software, where thetjaiccount is jointly managed by
joint managersN is a natural number greater than 1, and the meithcdddes the
following: obtaining a joint management authentmafparameter of a joint manager;
and uploading the joint management authenticatiarameter to a server, so the
server restores one part of a user-side autheoticparameter based on the joint
management authentication parameter, combinesatiamith (N-1) other parts into
the user-side authentication parameter, and thdorpes authentication on operation
permission for the joint account by using a netwside authentication parameter that
is the same as or corresponding to the user-sithetication parameter.

[0010] The present application further provides an auttadion device for a joint
account, applied to client software, where thetjaiccount is jointly managed by
joint managersN is a natural number greater than 1, and the dewidedes the
following: a user-side parameter acquisition uoinfigured to obtain a user-side
authentication parameter of the joint account, whtre user-side authentication
parameter is the same as or corresponding to aorleside authentication parameter
of the joint account, and is used to perform auibation on operation permission for
the joint account; and a joint management paramiéing unit, configured to divide

the user-side authentication parameter iNtparts, generate a corresponding joint
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management authentication parameter based on eath gmd write each joint
management authentication parameter into a dewvictatled by each joint manager.
[0011] The present application provides an authorizati@viad for a joint
account, applied to a server, where the joint ast@ jointly managed bW joint
managersN is a natural number greater than 1, and the dévatedes the following:
an authentication parameter acquisition unit, gurkd to obtain a user-side
authentication parameter and a network-side auttaion parameter of the joint
account, and store the network-side authenticgparameter, where the user-side
authentication parameter is the same as or comesupy to the network-side
authentication parameter, and is used to perforrtheatication on operation
permission for the joint account; a joint managemparameter delivery unit,
configured to divide the user-side authenticatiarameter intd\ parts, and generate
a corresponding joint management authenticatioampater based on each part; and
separately send joint management authenticatioanpeters to client software of
different joint managers.

[0012] The present application provides an authorizati@viad for a joint
account, applied to client software of a joint mgeraof the joint account, where the
joint account is jointly managed by joint managersN is a natural number greater
than 1, and the device includes the following:iatjmanagement parameter receiving
unit, configured to receive a joint management autication parameter sent by a
server, where the joint management authenticatamarpeter is generated based on
one part after the server divides a user-side atittadion parameter inth parts, and
the user-side authentication parameter is use@ronn authentication on operation
permission for the joint account; and a joint mamagnt parameter storage unit,
configured to store the joint management authetiicgparameter.

[0013] The present application provides an authenticatiemice for a joint
account, applied to client software, where thetjaiccount is jointly managed by
joint managersN is a natural number greater than 1, and the dewidedes the
following: a joint management parameter acquisitioit, configured to obtaiN joint
management authentication parameters of the jaiobumt; a user-side parameter
combination unit, configured to restore one part aofuser-side authentication
parameter based on each joint management authentigegrameter, and combime
parts into the user-side authentication parameded an authentication request

initiation unit, configured to initiate an autheg@tion request to a server by using the
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user-side authentication parameter, so the seeréorms authentication on operation
permission for the joint account based on a netvsaitk authentication parameter,
where the network-side authentication parameténessame as or corresponding to
the user-side authentication parameter.

[0014] The present application provides an authenticatlemice for a joint
account, applied to a server, where the joint agct@ jointly managed bW joint
managersiN is a natural number greater than 1, and the devatedes the following:

a joint management parameter receiving unit, coméid to receiveN joint
management authentication parameters uploaded ibyt ctoftware; a user-side
parameter combination unit, configured to restonee opart of a user-side
authentication parameter based on each joint mamageauthentication parameter,
and combineN parts into the user-side authentication parameted; an operation
permission authentication unit, configured to perfoauthentication on operation
permission for the joint account based on a netvsaitk authentication parameter,
where the network-side authentication parameténessame as or corresponding to
the user-side authentication parameter.

[0015] The present application provides an authenticatiemice for a joint
account, applied to client software, where thetjaiccount is jointly managed by
joint managersN is a natural number greater than 1, and the dewidedes the
following: a single joint management parameter &itjan unit, configured to obtain
a joint management authentication parameter of iat j;manager; and a joint
management parameter upload unit, configured tmadblthe joint management
authentication parameter to a server, so the seestores one part of a user-side
authentication parameter based on the joint managemuthentication parameter,
combines the part withN1) other parts into the user-side authenticatiarameter,
and then performs authentication on operation psiom for the joint account by
using a network-side authentication parameterithtite same as or corresponding to
the user-side authentication parameter.

[0016] It can be seen from the previous technical solgtighat, in the
implementations of the present application, ther-agke authentication parameter
used to perform authentication on the operatiom=ion for the joint account is
divided into the N parts, the corresponding joint management authedidic
parameter is generated based on each part, anditthenanagement authentication

parameter is sent to one joint manager for conswlthe joint manager can perform
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an operation on the joint account after providing joint management authentication
parameter over a network. Therefore, the netwodedajoint account can be
implemented, and the joint manager can managethiegccount very conveniently.
[0017] In the implementations of the present applicatidaring authentication
performed on the operation permission for the j@otount, theN joint managers
provide the joint management authentication parameetontrolled by themselves, the
N joint management authentication parameters are ic@ubinto the user-side
authentication parameter, and then the server mpesf@ermission authentication, so
the joint managers can perform the operation orjdime account after providing the
joint management authentication parameters. Thexefthe network-based joint
account can be implemented, and the joint managenm@anage the joint account very

conveniently.

BRIEF DESCRIPTION OF DRAWINGS

[0018] FIG. 1 is a flowchart illustrating an authorizationethod for a joint

account that is applied to client software, acamydio Implementation 1 of the
present application;

[0019] FIG. 2 is a schematic diagram illustrating a nekwstructure of an

application scenario, according to Implementatiaf the present application;

[0020] FIG. 3 is a flowchart illustrating an authorizationethod for a joint

account that is applied to a server, accordingniplémentation 2 of the present
application;

[0021] FIG. 4 is a flowchart illustrating an authorizationethod for a joint

account that is applied to client software, acamydio Implementation 2 of the
present application;

[0022] FIG. 5 is a schematic diagram illustrating a nekwstructure of an

application scenario, according to Implementatiaf the present application;

[0023] FIG. 6 is a flowchart illustrating an authenticationethod for a joint

account that is applied to client software, acamydio Implementation 3 of the
present application;

[0024] FIG. 7 is a flowchart illustrating an authenticationethod for a joint

account that is applied to client software, acamydio Implementation 4 of the

present application;



10

15

20

25

30

[0025] FIG. 8 is a flowchart illustrating an authenticationethod for a joint
account that is applied to a server, accordingnplémentation 4 of the present
application;

[0026] FIG. 9 is a structural hardware diagram illustrgtia device including
client software or a server;

[0027] FIG. 10 is a logical structural diagram illustrgtian authorization device
for a joint account that is applied to client sadte, according to Implementation 5 of
the present application;

[0028] FIG. 11 is a logical structural diagram illustrgtian authorization device
for a joint account that is applied to a servegoading to Implementation 6 of the
present application;

[0029] FIG. 12 is a logical structural diagram illustrgtian authorization device
for a joint account that is applied to client sate, according to Implementation 6 of
the present application;

[0030] FIG. 13 is a logical structural diagram illustrgtian authorization device
for a joint account that is applied to client sadte, according to Implementation 7 of
the present application;

[0031] FIG. 14 is a logical structural diagram illustrgtian authorization device
for a joint account that is applied to a servegoading to Implementation 8 of the
present application; and

[0032] FIG. 15 is a logical structural diagram illustrgtian authorization device
for a joint account that is applied to client sate, according to Implementation 8 of

the present application.

DESCRIPTION OF IMPLEMENTATIONS

[0033] Implementations of the present application proved@eew authorization
method for a joint account and a new authenticati@thod for a joint account. A
user-side authentication parameter of the joinbact jointly managed biX (N is a
natural number greater than 1) joint managersvgled intoN parts, and then one
joint management authentication parameter is geseetaased on each paM.joint
management authentication parameters are respgcteatrolled by theN joint
managers. Operation permission can be authentidptesl server after all the joint
managers provide the joint management authentic@i@wameters and after the joint
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management authentication parameters are comhit@dhe user-side authentication
parameter. Therefore, the joint manager can mattegg@int account over a network,
which is more convenient for the joint manager.

[0034] In the implementations of the present application, user-side
authentication parameter is the same as or comespp to a network-side
authentication parameter, and is used to perforrtheatication on operation
permission for a joint account. The user-side auttbation parameter is kept by a
user, and the network-side authentication parametstored on a server. The server
uses the network-side authentication parameteretdopn authentication on the
user-side authentication parameter provided byntlsoftware, or an operation
request initiated by client software by using tleenrside authentication parameter.
The user can perform an operation requested dfter user-side authentication
parameter or the operation request is authenticitatle present application, because
the user-side authentication parameter is heltll gint managers, for the interest of
each joint manager, a certain joint manager or s¢om@ managers should be
prevented from knowing or holding a complete usee-sauthentication parameter.
Therefore, in the implementations of the presenpliagtion, the user-side
authentication parameter and the network-side atitaion parameter are usually
generated automatically by the client software loe tserver instead of being
determined manually.

[0035] In the implementations of the present applicattbe, client software runs
on a user-side device. The client software can tevice of one joint manager or a
device shared by thH joint managers, and the server runs on a servioeigar
device of the joint account. The devices including client software and the server
can access each other over a network. The dewtading the client software can be
a mobile phone, a tablet computer, a personal ctangBC), a notebook computer, a
server, etc. The device including the server caralfeC, a notebook computer, a
server, etc. The server can be one physical océbgerver, or can be two or more
physical or logical servers that take differenfp@ssibilities and cooperate with each
other to perform various functions in the implenagioins of the present application.
Types of the devices including the client softwared the server, and a type, a
protocol, etc. of communication between the devieas not limited in the
implementations of the present application.

[0036] Implementation 1 of the present application dessrilan authorization
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method for a joint account. Client software is mwspble for generating a joint
management authentication parameter based on aidsenetwork parameter and
sending the joint management authentication pammteta joint manager. A process
of the method applied to the client software isvamin FIG. 1.

[0037] Step 110: The client software obtains a user-sidieatication parameter
of the joint account.

[0038] As described above, the user-side authenticatioranpeter and a
network-side authentication parameter are usuabyerpted automatically. For
example, the client software can generate the siderauthentication parameter and
the network-side authentication parameter thattlaeesame as or corresponding to
each other by using an algorithm, and upload theemgged network-side
authentication parameter to a server, so the secaer use the parameter for
authentication. For another example, a server eaergte the user-side authentication
parameter and the network-side authentication petemthat are the same as or
corresponding to each other by using an algorittstgre the network-side
authentication parameter, and send the user-sitheratication parameter to the client
software.

[0039] The client software or the server can generateiiee-side authentication
parameter and the network-side authentication petemby using various algorithms
for generating a key and a password in the existatpnology. For example, the
client software generates a private key and a putdy by using an asymmetric
encryption algorithm, uses the private key as ther-gside authentication parameter,
and uses the public key as the network-side autatimn parameter. For another
example, the server generates same keys by usggaetric encryption algorithm,
and uses the keys as the user-side authenticaticmmpter and the network-side
authentication parameter.

[0040] Step 120: The client software divides the user-salghentication
parameter intd\ parts, generates a corresponding joint managemsheraication
parameter based on each part, and writes each neamagement authentication
parameter into a device controlled by each joinhaggr.

[0041] The client software divides the user-side authatiba parameter into the
N parts. TheN parts do not overlap each other, and can be comlmme the complete
user-side authentication parameter. The clientiwso# generates the corresponding

joint management authentication parameter by usawip part.
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[0042] A specific method for dividing the user-side autiation parameter can
be determined based on an actual application Sceaaralgorithm for generating the
joint management authentication parameter, etc. mbthod is not limited in this
implementation of the present application. For egl@nthe user-side authentication
parameter can be divided intd segments, and each segment and a corresponding
segment sequence number is used as one joint nmaeagauthentication parameter.
The segment sequence number indicates a rankinigeoegment in the user-side
authentication parameter (for the purpose thathedl segments can be sorted in a
correct order when being combined into the uses-sigthentication parameter). For
another example, the user-side authentication peteancan be divided intoN2
segments, and thidh segment, thek¢N)th segment, anét (k is a natural number
ranging from 1 toN) are used as inputs to a mapping algorithm andypted to
obtain corresponding joint management authenticaparameters. In addition, a
reverse algorithm of the mapping algorithm canvedaes obtained by decrypting the
joint management authentication parameters assnpatl output thkth segment, the
(k+N)th segment, and corresponding to the joint management authenticatio
parameters.

[0043] The client software writes each of generatdjoint management
authentication parameters into the device contioblg each joint manager, so the
joint manager can use the joint management auttaiun parameter to grant
permission for the joint account. The device whdhe joint management
authentication parameter is written can be a danideding the client software of the
joint manager, or can be a storage medium thatbsarseparated from a device
including the client software of the joint manager.

[0044] It is worthwhile to note that, in this implementatj the client software
that runs the authorization method for the joirdcamt can be one of client software
of N joint managers, or can be client software diffefemtn client software oN joint
managers. If the joint management authenticatiorarpaters are sent by client
software of a joint manager to other client sofeyafN—1) joint management
authentication parameters sent to other joint marsagannot exist on client software
that generates these parameters.

[0045] In an implementation, the client software differéoim the client software
of the N joint managers (e.g., client software of a serdoganization that starts the

joint account) writes each of the generalbdommon management authentication
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parameters into a near field communication (NFQp af each joint manager. A
network structure of an application scenario thereshown in FIG. 2. Because the
NFC chip supports contactless reading, the jointhagament authentication
parameter is more convenient to use if it is stanettie NFC chip.

[0046] Implementation 2 of the present application dessrilan authorization
method for a joint account. A server is responsibtegenerating a joint management
authentication parameter based on a user-side repaoameter and sending the joint
management authentication parameter to a joint gean# process of the method
applied to the server is shown in FIG. 3, and a&gse of the method applied to client
software is shown in FIG. 4.

[0047] Step 310: The server obtains a user-side authéinhcparameter and a
network-side authentication parameter of the jostcount, and stores the
network-side authentication parameter.

[0048] The server can generate the user-side authenticagcameter and the
network-side authentication parameter that aresttmee as or corresponding to each
other by using an algorithm, or can obtain the -sgd# authentication parameter and
the network-side authentication parameter thattlaeesame as or corresponding to
each other from another server that generates arkaypassword in a network.

[0049] The server can generate the user-side authenticagcameter and the
network-side authentication parameter by usingowarialgorithms for generating a
key and a password in the existing technology. éx@mple, the server can generate
same keys by using a symmetric encryption algoritiumd use the keys as the
user-side authentication parameter and the netsidkauthentication parameter.
[0050] The server stores the obtained network-side autadian parameter
locally or in a storage location accessible inrite@vork.

[0051] Step 320: The server divides the user-side autteittn parameter inthl
parts, and generates a corresponding joint manageméhentication parameter
based on each part; and separately sends jointgeareat authentication parameters
to client software of different joint managers.

[0052] For detailed descriptions of dividing the user-sidéhentication parameter
and generating the joint management authenticgthoameter by the server, reference
can be made to descriptions of the same functierf®ined by the client software in
Implementation 1. Details are omitted here agairar implementation, the user-side

authentication parameter can be divided iNt@egments, and each segment and a
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corresponding segment sequence number are usednasjomt management
authentication parameter.

[0053] The server separately sends generatgoint management authentication
parameters to client software of different jointmagers. A network structure of an
application scenario thereof is shown in FIG. 5.

[0054] Step 410: The client software receives a joint rganant authentication
parameter sent by a server.

[0055] A joint management authentication parameter that sbrver sends to
client software of a joint manager is generatedhgyserver based on one part after
the server divides a user-side authentication pat@minto N parts. In an
implementation, the joint management authenticaparameter includes one of
segments of the user-side authentication paransetdra corresponding segment
sequence number.

[0056] Step 420: The client software stores the receivadt jmanagement
authentication parameter.

[0057] The client software can store the received joinhaggment authentication
parameter in a device including the client softwarén a storage medium that can be
separated from a device including the client saftwasuch as an NFC chip, a
Universal Serial Bus (USB) flash drive, etc.

[0058] It can be seen that, in Implementation 1 and Implaation 2 of the
present application, the user-side network parametdivided into theN parts, and
then one joint management authentication paranegenerated based on each part.
The N joint management authentication parameters areraltedt by theN joint
managers, and an operation can be performed ojoititeaccount after all the joint
managers provide the joint management authenticatarameters. In the two
previous implementations of the present applicatiba network-based joint account
can be implemented, and the joint manager can nearthg account very
conveniently.

[0059] Implementation 3 of the present application degsrian authentication
method for a joint account. Client software is mspble for generating a user-side
network parameter based Nrjoint management authentication parameters. A goce
of the method applied to the client software isvaih@n FIG. 6.

[0060] Step 610: ObtairN joint management authentication parameters of the

joint account.
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[0061] Each of N joint managers of the joint account controls onéntjo
management authentication parameter. After eadheoN joint managers agrees to
perform an operation to be authenticated on the picount, each joint manager can
provide the joint management authentication parametontrolled by the joint
manager, to the client software that runs the auitetion method for the joint
account in this implementation.

[0062] If the joint manager stores the joint managemetiendication parameter,
controlled by the joint manager, in a device inahgdclient software of the joint
manager, the client software that runs the autbatndin method for the joint account
in this implementation can read thejoint management authentication parameters
from devices of client software of thW joint managers, or receive the joint
management authentication parameters sent by sldtvtare of théN joint managers.
If the joint manager stores the joint managemettheaication parameter controlled
by the joint manager in a storage medium of thetjoianager (e.g., an NFC chip or a
USB flash drive of each joint manager), the cliesaftware that runs the
authentication method for the joint account candrélae N joint management
authentication parameters from these storage media.

[0063] It is worthwhile to note that, in this implementatj the client software
that runs the authentication method for the jotctoant can be client software of a
joint manager, or can be client software of a montj manager. When the client
software that runs the authentication method ferjtint account is client software of
a joint manager, and a joint management autheiticgbarameter of the joint
manager is stored in a device including the clewftware, the client software can
simply read the stored joint management authemnticgiarameter locally.

[0064] Step 620: Restore one part of a user-side autlaioticparameter based
on each joint management authentication paramaier,combineN parts into the
user-side authentication parameter.

[0065] After obtaining theN joint management authentication parameters, the
client software restores one corresponding padt (8) a part used to generate a joint
management authentication parameter) of the uderasithentication parameter from
each joint management authentication parametemrselye by using a method for
generating the joint management authenticationnpeter.N parts are combined to
obtain the user-side authentication parameter.

[0066] In an example of the previous application scentra& theN segments of
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the user-side authentication parameters and theespmnding segment sequence
numbers are used as tNgoint management authentication parameters, one ey
of the user-side authentication parameter and esesoonding segment sequence
number can be obtained by parsing each joint manageauthentication parameter,
and N segments can be connected sequentially based eesponding segment
sequence numbers, to generate the user-side auo#temt parameter.

[0067] Step 630: Initiate an authentication request toeeves by using the
user-side authentication parameter, so the seeréorms authentication on operation
permission for the joint account based on a netveatk authentication parameter.
[0068] The authentication request can be initiated ired#ifit forms by using the
user-side authentication parameter based on speécifilementations of permission
authentication between the client software and Swver in an actual application
scenario. For example, the client software can Hua user-side authentication
parameter to the authentication request, and theersecompares the user-side
authentication parameter in the authentication estjuwith the network-side
authentication parameter stored on the servereliiser-side authentication parameter
is the same as or corresponding to the network-gidbentication parameter, the
authentication request is authenticated, and thentclsoftware can perform an
operation requested for the joint account. Othexwtise request of the client software
is rejected.

[0069] For another example, when the user-side autheioiicparameter and the
network-side authentication parameter are respagtay private key and a public key
of an asymmetric encryption algorithm, the clientftware can perform digital
signature on the authentication request or a cetfi@ld or some fields in the
authentication request by using the private kewt(ih, the user-side authentication
parameter), and send the authentication requeltamitigital signature to the server.
The server performs signature authentication onatitbentication request by using
the public key (that is, the network-side autheattan parameter) to the joint account
that the authentication request requests to opelfatee authentication request is
authenticated, the client software is allowed tdqven an operation requested for the
joint account. Otherwise, the request of the clsaftware is rejected.

[0070] Implementation 4 of the present application dessrin authentication
method for a joint account. A server is responsibiegenerating a user-side network

parameter based d¥ joint management authentication parameters. A goof the
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method applied to the server is shown in FIG. @ amprocess of the method applied
to client software is shown in FIG. 8.

[0071] Step 810: The client software obtains a joint managnt authentication
parameter of a joint manager.

[0072] Based on a storage location of the joint managenaenhentication
parameter, the client software can read the joertagement authentication parameter
from a device including the client software, or aateive the joint management
authentication parameter sent by client softwaid #tores the joint management
authentication parameter, or can read the jointagament authentication parameter
from a storage medium of the joint manager.

[0073] Step 820: The client software uploads the joint aga@ment authentication
parameter to a server, so the server restores areopa user-side authentication
parameter based on the joint management autheatiqgadrameter, combines the part
with (N—-1) other parts into the user-side authenticatimrameter, and then performs
authentication on operation permission for thetjaiccount by using a network-side
authentication parameter that is the same as aresmwnding to the user-side
authentication parameter.

[0074] Step 710: The server receivd$ joint management authentication
parameters uploaded by client software.

[0075] Based on different actual application scenarios, ¢hent software can
upload the joint management authentication paramietethe server by using a
plurality of methods. In this implementation, theet software and the server can
support one method, or can support a plurality athods. Four examples are
described below.

[0076] In the first example, after all joint managers &gi@ perform an operation
on the joint account, each joint manager instrabient software of the joint manager
to obtain a joint management authentication paranudtthe joint manager, and send
the joint management authentication parameterdcsénver by using a joint account
operation request. The client software can furtugt joint account operation content
to the joint account operation request, to notifg server of the operation that the
request requests the server to allow.

[0077] In the second example, a joint manager can senaird fAccount
authorization request to client software of otheint managers by using client

software of the joint manager. The joint accourtharization request includes joint

15



10

15

20

25

30

account operation content. Each joint manager dioh the joint manager that
initiates the authorization request to the othamtjmanagers) that agrees to perform
the operation sends a joint account operation igqoethe server. The joint account
operation request includes a joint management atitaéion parameter of the joint
manager (and can also include the operation cgntent

[0078] In the third example, a joint manager sends a jairdount operation
request to the server. The joint account operagguaest includes requested operation
content. After receiving the joint account openatiequest, the server sends a joint
management authentication parameter upload retuesient software of each joint
manager of the joint account. The upload requedtides operation content that the
joint manager initiating the operation request eéul perform. After the client
software receives the joint account operation reguethe joint manager agrees to
perform the operation, the client software retutagoint management authentication
parameter to the server in response to the joodwatd operation request.

[0079] In the fourth example, a joint manager sends at jagtount operation
request to the server. The joint account operagguaest includes requested operation
content and a joint management authentication petemof the joint manager. After
receiving the joint account operation request, $Bever sends a joint management
authentication parameter upload request to cliefttvare of each other joint manager
(joint managers other than the joint manager itmiigathe operation request) of the
joint account. The upload request includes theatpar content that the joint manager
initiating the operation request needs to perfoiufiter the client software of another
joint manager receives the joint account operatgmuest, if the joint manager agrees
to perform the operation, the client software mesgurits joint management
authentication parameter to the server in respdasthe joint account operation
request.

[0080] In the previous examples, when all the joint managgree to perform the
operation requested on the joint account, the sepan receive theN joint
management authentication parameters uploaded i&yt doftware of theN joint
managers.

[0081] Step 720: The server restores one part of a uder-authentication
parameter based on each joint management auth@migarameter, and combinis
parts into the user-side authentication parameter.

[0082] After obtaining theN joint management authentication parameters, the
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server restores one corresponding part (that ipar used to generate a joint
management authentication parameter) of the uderasithentication parameter from
each joint management authentication parameterrselye by using a method for
generating the joint management authenticationnpet@r. TheN parts are combined
to obtain the user-side authentication parameter.

[0083] In an example of the previous application scentra, theN segments of
the user-side authentication parameters and theespmnding segment sequence
numbers are used as tNgoint management authentication parameters, one ey
of the user-side authentication parameter and aegponding segment sequence
number can be obtained by parsing each joint mamageauthentication parameter,
and N segments can be connected sequentially based eespgonding segment
sequence numbers, to generate the user-side aa#temt parameter.

[0084] Step 730: The server performs authentication omabijp@ permission for
the joint account based on a network-side authatimic parameter.

[0085] After generating the user-side authentication patamthe server matches
the network-side authentication parameter storedhenserver with the user-side
authentication parameter. If the two parameterstta@esame as or corresponding to
each other, the operation permission is autheeticadand the client software is
allowed to perform the operation requested forjtire account. Otherwise, the joint
account operation request of the client softwarejected.

[0086] It can be seen that, in Implementation 3 and Implaation 4 of the
present application, after thB joint managers provide the joint management
authentication parameters controlled by themseloebe server by using the client
software, the server obtains the user-side auttedign parameter by using thigoint
management authentication parameters, and perfauthentication on the operation
permission for the joint account by using the nekaside authentication parameter.
The joint manager can provide the joint managenraatitentication parameter of the
joint manager over a network to perform the operatin the joint account. Therefore,
the network-based joint account can be implemensad, the joint manager can
manage the joint account very conveniently.

[0087] A network structure of an application example &f fresent application is
shown in FIG. 2. A device including client softwasea mobile device with an NFC
function. There are three joint manage¥s3) for a joint account in total, and each

joint manager has one NFC tag.
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[0088] When granting operation permission for the jointaamt, the mobile
device with the NFC function generates a pair oAR®8Ys to the joint account: a
public key and a private key by using an RSA alhoni (an asymmetric encryption
algorithm). The public key is uploaded by the melulevice to a server, and stored as
a network-side authentication parameter of thetjaiccount. The mobile device
divides the private key into three segments, ameigges a segment sequence number
for each segment. The mobile device uses each sgegmé a corresponding segment
sequence number as a joint management authenticatibameter of one joint
manager, and writes the joint management autheioticaarameter into an NFC tag
of the joint manager by using an NFC card readered NFC tags where different
joint management authentication parameters aréenrére respectively held by three
joint managers.

[0089] When expecting to perform an operation to be aditeed on the joint
account, the three joint managers provide the N&@3 theld by themselves. The
mobile device with the NFC function reads the thjoket management authentication
parameters stored in the three NFC tags by usiag\fRC card reader. The mobile
device obtains one segment and a corresponding esggsequence number by
parsing each joint management authentication pasanend connects three segments
based on segment sequence numbers to obtain treepkey to the joint account.
The mobile device performs digital signature on aaya by using the user-side
authentication parameter, and uploads the datdndosérver. The server performs
signature authentication on the uploaded data lryguthe public key to the joint
account, to determine whether the data is autregetic After the data is authenticated,
the mobile device can perform the operation orjdahe account.

[0090] Corresponding to the previous processes, the ingoemtions of the
present application further provide two authorizatdevices for a joint account that
are applied to client software; one authorizati@vice for a joint account that is
applied to a server; two authentication devicesafgoint account that are applied to
client software; and one authentication devicea@oint account that is applied to a
server. The devices can be implemented by usirtyvadd, or can be implemented by
using hardware or a combination of software andware. Software implementation
is used as an example. A central processing uftUjGf a device including client
software or a server reads a corresponding compartagram instruction into a

memory and the instruction runs to form a logicalvide. In terms of hardware
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implementation, in addition to a CPU, a memory, ambnvolatile memory shown in
FIG. 9, the device including the client softwaretloe server generally includes other
hardware such as a chip sending and receiving Eidials, and/or other hardware
such as a card performing network communication.

[0091] FIG. 10 shows an authorization device for a jooctcant that is applied to
client software, according to Implementation 5 lod present application. The joint
account is jointly managed Y joint managers, antll is a natural number greater
than 1. The device includes a user-side parametquistion unit and a joint
management parameter writing unit. The user-sidanpater acquisition unit is
configured to obtain a user-side authenticatioraqp&ter of the joint account. The
user-side authentication parameter is the same egreesponding to a network-side
authentication parameter of the joint account, ianged to perform authentication on
operation permission for the joint account. Thatfananagement parameter writing
unit is configured to divide the user-side authmatton parameter intdl parts, and
generate a corresponding joint management autlagioticparameter based on each
part; and write each joint management authenticaparameter into a device
controlled by each joint manager.

[0092] For example, the user-side parameter acquisitiah isnconfigured to
generate the user-side authentication parametethendetwork-side authentication
parameter of the joint account, and upload the od#side authentication parameter
to a server.

[0093] In the previous example, the user-side authentiocgpiarameter and the
network-side authentication parameter can inclugeiaate key and a public key of
an asymmetric encryption algorithm.

[0094] Optionally, the user-side parameter acquisitiont usi configured to
receive the user-side authentication parametergeeby a server from the server.
[0095] Optionally, the joint management parameter writimgt is configured to
divide the user-side authentication parameterisggments, use each segment and a
corresponding segment sequence number as onen@nagement authentication
parameter, and write each joint management auttaioin parameter into the device
controlled by each joint manager.

[0096] Optionally, the device controlled by each joint rager includes a near
field communication (NFC) chip of each joint manage

[0097] FIG. 11 shows an authorization device for a joctaant that is applied to
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a server, according to Implementation 6 of the gmespplication. The joint account
is jointly managed bW joint managers, anl is a natural number greater than 1. The
device includes an authentication parameter adepnsinit and a joint management
parameter delivery unit. The authentication paramatquisition unit is configured to
obtain a user-side authentication parameter andetavonk-side authentication
parameter of the joint account, and store the néhsimle authentication parameter.
The user-side authentication parameter is the saser corresponding to the
network-side authentication parameter, and is usegherform authentication on
operation permission for the joint account. Tha@fjonanagement parameter delivery
unit is configured to divide the user-side authmatton parameter intdl parts, and
generate a corresponding joint management autlagioticparameter based on each
part; and separately send joint management autiaioin parameters to client
software of different joint managers.

[0098] Optionally, the joint management parameter delivery is configured to
divide the user-side authentication parameterisggments, use each segment and a
corresponding segment sequence number as onen@nagement authentication
parameter, and separately send the joint manageamémgntication parameters to the
client software of the different joint managers.

[0099] Optionally, the authentication parameter acquisitimit is configured to
generate symmetric keys or passwords based ondatpremined algorithm, and use
the symmetric keys or passwords as the user-sitterication parameter and the
network-side authentication parameter.

[0100] FIG. 12 shows an authorization device for a jostaant that is applied to
client software of a joint manager of the joint @act, according to Implementation 6
of the present application. The joint account iatjg managed by joint managers,
and N is a natural number greater than 1. The devicauded a joint management
parameter receiving unit and a joint managemenarpater storage unit. The joint
management parameter receiving unit is configuoedeteive a joint management
authentication parameter sent by a server. Thet jmianagement authentication
parameter is generated based on one part afterseheer divides a user-side
authentication parameter intd parts, and the user-side authentication paramster i
used to perform authentication on operation perons®r the joint account. The joint
management parameter storage unit is configuredtdoe the joint management

authentication parameter.
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[0101] Optionally, the joint management authenticatiorap@eter includes one of
N segments of the user-side authentication paranaeigtra corresponding segment
sequence number.

[0102] Optionally, the joint management parameter storageis configured to
store the joint management authentication paranuetardevice including the client
software, or store the joint management authemnbicggarameter in a storage medium
separated from a device including the client soféwa

[0103] FIG. 13 shows an authentication device for a jaicttount that is applied
to client software, according to Implementationf ZThe present application. The joint
account is jointly managed QY joint managers, andll is a natural number greater
than 1. The device includes a joint managementnpaiier acquisition unit, a user-side
parameter combination unit, and an authenticatemjuest initiation unit. The joint
management parameter acquisition unit is configuoedbtainN joint management
authentication parameters of the joint account. ider-side parameter combination
unit is configured to restore one part of a usde-siuthentication parameter based on
each joint management authentication parameter, camabine N parts into the
user-side authentication parameter. The authemlicatequest initiation unit is
configured to initiate an authentication requestat@erver by using the user-side
authentication parameter, so the server performtheatication on operation
permission for the joint account based on a netvsaitk authentication parameter.
The network-side authentication parameter is thmesas or corresponding to the
user-side authentication parameter.

[0104] For example, the joint management parameter adguisiunit is
configured to obtain thé&l joint management authentication parameters of airé |
account from devices including client software lué N joint managers; or read tin
joint management authentication parameters ofdhe account from storage media
of theN joint managers.

[0105] In the previous example, the storage media oftf@nt managers include
a near field communication (NFC) chip of each jom@nager.

[0106] Optionally, the user-side parameter combinationt usiconfigured to
restore one segment of the user-side authenticg@oameter and a corresponding
segment sequence number based on each joint magaigauthentication parameter,
and connech segments based on corresponding segment sequenbensuo obtain

the user-side authentication parameter.

21



10

15

20

25

30

[0107] Optionally, the user-side authentication parametadl the network-side
authentication parameter include a private key angublic key of an asymmetric
encryption algorithm. The authentication requestiation unit is configured to
perform digital signature on the authenticationuesy initiated to the server by using
the private key, so the server performs signatuthesmtication on the authentication
request by using the public key.

[0108] FIG. 14 shows an authentication device for a jaictount that is applied
to a server, according to Implementation 8 of thesent application. The joint
account is jointly managed QY joint managers, andll is a natural number greater
than 1. The device includes a joint managementnpeter receiving unit, a user-side
parameter combination unit, and an operation peionsauthentication unit. The
joint management parameter receiving unit is cam@d to receiveN joint
management authentication parameters uploaded ibyt doftware. The user-side
parameter combination unit is configured to restamee part of a user-side
authentication parameter based on each joint mamageauthentication parameter,
and combineN parts into the user-side authentication paramé&tke operation
permission authentication unit is configured tofgen authentication on operation
permission for the joint account based on a netwsaik authentication parameter.
The network-side authentication parameter is thaesas or corresponding to the
user-side authentication parameter.

[0109] Optionally, the user-side parameter combinationt usiconfigured to
restore one segment of the user-side authenticgioameter and a corresponding
segment sequence number based on each joint magaigauthentication parameter,
and connech segments based on corresponding segment sequanbensuo obtain
the user-side authentication parameter.

[0110] Optionally, the joint management parameter recgiunit is configured to
receive theN joint management authentication parameters resdgtuploaded by
client software of thé&l joint managers.

[0111] Optionally, the device further includes an opematiequest receiving unit
and a parameter upload request sending unit. TREbPN request receiving unit is
configured to receive a joint account operationuesq sent by client software of a
joint manager. The joint account operation requesiudes operation content. The
parameter upload request sending unit is configucedend a joint management

authentication parameter upload request to cliaftware of (N-1) other joint
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managers. The joint management authentication paesnupload request includes
the operation content.

[0112] FIG. 15 shows an authentication device for a jaicttount that is applied
to client software, according to Implementationf@@ present application. The joint
account is jointly managed QY joint managers, andll is a natural number greater
than 1. The device includes a single joint managemparameter acquisition unit and
a joint management parameter upload unit. The sij@iht management parameter
acquisition unit is configured to obtain a joint mgement authentication parameter
of a joint manager. The joint management paramgpéwad unit is configured to
upload the joint management authentication paramtetea server, so the server
restores one part of a user-side authenticatioranpater based on the joint
management authentication parameter, combinesatiemith (N-1) other parts into
the user-side authentication parameter, and thdorpes authentication on operation
permission for the joint account by using a netwside authentication parameter that
is the same as or corresponding to the user-sithemtication parameter.

[0113] Optionally, the single joint management parametegugition unit is
configured to obtain the joint management authatibo parameter from a device
including client software of the joint manager; mrad the joint management
authentication parameter from a storage mediurhejdint manager.

[0114] Optionally, the device further includes an opematiequest sending unit,
configured to send a joint account operation refgteshe server. The joint account
operation request includes operation content.

[0115] Optionally, the device further includes a parametgioad request
receiving unit, configured to receive a joint maa@gnt authentication parameter
upload request sent by the server. The joint manage authentication parameter
upload request includes operation content in & pioount operation request initiated
by the joint manager. The joint management paramgiad unit is configured to
upload the joint management authentication paranetde server in response to the
joint management authentication parameter uploques.

[0116] The previous descriptions are merely example implgations of the
present application, but are not intended to lithié present application. Any
modification, equivalent replacement, or improvetmeade without departing from
the spirit and principle of the present applicatstrall fall within the protection scope

of the present application.
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[0117] In a typical configuration, a computing device ks one or more central
processing units (CPU), an input/output interfaceetwork interface, and a memory.
[0118] The memory can include a non-persistent memoryaralam access
memory (RAM), and/or a nonvolatile memory in a cangp readable medium, for
example, a read-only memory (ROM) or a flash memdhng memory is an example
of the computer readable medium.

[0119] The computer readable medium includes persisteon-persistent,
movable, and unmovable media that can store infoomdy using any method or
technology. The information can be a computer reledmstruction, a data structure,
a program module, or other data. An example of dbmputer storage medium
includes but is not limited to a phase-change ramdocess memory (PRAM), a static
random access memory (SRAM), a dynamic random acoesnory (DRAM), a
random access memory (RAM) of another type, a meag-memory (ROM), an
electrically erasable programmable read-only meni@BPROM), a flash memory or
another memory technology, a compact disc read-m@gory (CD-ROM), a digital
versatile disc (DVD) or other optical storage, asedte magnetic tape, tape and disk
storage or another magnetic storage device or Hmer mon-transmission media that
can be configured to store information that carateessed by the computing device.
As described in the present specification, the ageipreadable medium does not
include a transitory computer readable medium ¢itary media) such as a
modulated data signal and a carrier.

[0120] It is worthwhile to further note that the term "inde", "contain”, or any
other variant thereof is intended to cover a nochesive inclusion, so a process, a
method, an article, or a device that includestaoli®lements not only includes those
elements but also includes other elements whichnateexpressly listed, or further
includes elements inherent to such a process, mhe#rtcle, or device. An element
preceded by "includes a ..." does not, without mooastraints, preclude the
existence of additional identical elements in thecpss, method, article, or device
that includes the element.

[0121] A person skilled in the art should understand thatimplementations of
the present application can be provided as a methegstem, or a computer program
product. Therefore, the present application can aséorm of hardware only
implementations, software only implementations, ionplementations with a

combination of software and hardware. Moreover, ghesent application can use a
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form of a computer program product that is impletadnon one or more
computer-usable storage media (including but moitéid to a magnetic disk storage, a

CD-ROM, an optical memory, etc.) that include cotepwsable program code.
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CLAIMS

1. A computer-implemented method, comprising:

receiving, by a server, N joint management authentication parameters uploaded by client
software of N joint managers, wherein each of the N joint management authentication parameters
comprises a corresponding part of a private key and a corresponding sequence number different
from other sequence numbers, wherein the N joint managers jointly manage a joint account, and
wherein N is a natural number greater than 1;

restoring one part of a user-side authentication parameter based on each joint
management authentication parameter;

combining, according to each corresponding sequence number, N parts of the private key
into the user-side authentication parameter; and

performing authentication on operation permission for the joint account based on a
network-side authentication parameter, wherein the network-side authentication parameter is a

public key that corresponds to the user-side authentication parameter.

2. The computer-implemented method according to claim 1, wherein restoring one part of the
user-side authentication parameter based on each joint management authentication parameter,
and combining N parts of the private key into the user-side authentication parameter comprises:
restoring one segment of the user-side authentication parameter and a corresponding
segment sequence number based on each joint management authentication parameter, and
connecting N segments based on corresponding segment sequence numbers to obtain the user-

side authentication parameter.

3. The computer-implemented method according to claim 1, wherein receiving N joint
management authentication parameters uploaded by client software of N joint managers
comprises:

receiving the N joint management authentication parameters respectively uploaded by

client software of the N joint managers.

4. The computer-implemented method according to claim 1, further comprising:

receiving a joint account operation request sent by client software of a joint manager,
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wherein the joint account operation request comprises operation content; and
sending a joint management authentication parameter upload request to client software of
(N-1) other joint managers, wherein the joint management authentication parameter upload

request comprises the operation content.

5. The computer-implemented method according to claim 1, further comprising:

obtaining the user-side authentication parameter and the network-side authentication
parameter, wherein the user-side authentication parameter is the same as or corresponding to the
network-side authentication parameter;

storing the network-side authentication parameter;

dividing the user-side authentication parameter into N parts of the user-side
authentication parameter, and generating a corresponding joint management authentication
parameter based on each part of the user-side authentication parameter; and

separately sending joint management authentication parameters to client software of the

N joint managers.

6. The computer-implemented method according to claim 5, wherein generating the
corresponding joint management authentication parameter based on each part of the user-side
authentication parameter comprises:

using each part of the user-side authentication parameter and a corresponding part

sequence number as the corresponding joint management authentication parameter.

7. The computer-implemented method according to claim 5, wherein obtaining the user-side
authentication parameter and the network-side authentication parameter comprises:

generating symmetric keys or passwords based on a predetermined algorithm, and using
the symmetric keys or passwords as the user-side authentication parameter and the network-side

authentication parameter.
8. A non-transitory, computer-readable medium storing one or more instructions executable by a

computer system to perform operations according to the computer-implemented method of any

one of claims 1 to 7.
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