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— Signed “~—

o Signer ~__————

M1 M2 M3 M4 M5 MN
M1 | M1S1 | M2S1 | M3S1 | M4S1 | M5S1 MNS1
M2 | M1S2 | M2S2 | m3S2 | m4S2 | MsS2 | | MNS2
M3 | M1S3 | M2S3 | M3S3 | M4S3 | M5S3 MNS3
M4 | M1S4 | M2S4 | M3S4 | M4S4 | M5S4 [ | MNS4
M5 | M1S5 | M2S5 | M3S5 | M4S5 | M5S5 MNS5
MN MI1SN | M2SN | M3SN | M4SN | M5SN MNSN
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— _— Signer ~—_ ~
M1 | M2 M3 M4 M5 | M6 M7
( M1 M1S1 M5S1 | M6S1 | M7S1
M2 M1S2 | M2S2 Me6S2 | M7S2
] M3 | M1S3 | M2S3 | M3S3 M783
k5
go M4 M1S4 | M254 | M354 | M4S4
7
\ M5 M2S5 | M3S5 | M4S5 | M5S5
Mo M3S6 | M4S6 | M5S6 | M6S6
\ M7 M4S7 | M5S7 | M6S7 | M7S7
A;Is:n;e Each Mx signs (N/2 rounded down) other certificates.
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Fig. 5.1

v > (Valdaw) > TV

Define TSS = all MxSx in TV

v

Define TV' = all certs in TV signed by certs in TSS

v

Create TV" (an empty set)

v

For each y in TSS

Count of MxSy in TV’ > (count T'SS)/2

ol

Add all MySx in TV’ to TV" Do nothing

v

Define TSS' = all MxSx in TV"

v

Define GT = all certs in TV" signed by a cert in TSS'

v

Replace T with GT
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Fig. 6
o __— Signer ~__ —
M1 | M2 | M3 M4 | Mb MN | Mp
( M1 | M1S1 | M2S1 | M3S1 | M4S1 | M5S1 | | MNS1 | MpS1
M2 | M1S2 | M2S2 | M3S2 | M4S2 | M5S2 | | MNS2 | MpS2
) M3 [ M183 | M2S3 | M3S3 | M4S3 | M5S3 | | MNS3 | MpS3
T M4 | M184 | M2S4 | M3S4 | M4S4 | M5S4 | | MNS4 | MpS4
&
0]
\ M5 | M185 | M2S5 | M3S5 | M4S5 | M5S5 | | MNS5 | MpSS5
MN | M1SN | M2SN [ M3SN | M4SN | M5SN | | MNSN|MpSN
k Mp MI1Sp | M2Sp | M3Sp | M4Sp | M5Sp | | MNSp | MpSp
where p = N+1
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T = trusted store for G in X

VC = all MySx in IN for y successful in step 2d
T' = all certs in IN or T signed by MxSx in T
SS = all MxSx in IN

IN = certs ot be added

VT = all certs in T' targeting MxSp in B

* If Step 2f successful
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Fig. 8
P Signer ~— —~
MI | M2 | M3 | M4 | M5 MN
( M1 | M1S1 | M2st | M3S1 | mast | msst | | Mnst
M2 | MIR2| M2s2 | M3S2 | Mas2 | Mss2 | | mNs2
J M3 | M1S3 | M2S3 | M393 | Mas3 | Mss3 | | MNS3

E

2 M4 | M1S4 | M2S4 | M3S4 | MaS4 | M5S4 | | MNS4
\ M5 | M1S5 | M2S5 | M395 | Mass | Msss | | MNSs
\ MN | MISN | M2SN | M3SN | MasN | MsSN | [ MNSN

MxRy = revoked
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@ -T M1C, M2C, ..., MNC

\

_/

Y Y Y

Sum MxC > MxSxin T ]

X allows C Do nothing
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{nkeysvv:[

"1d"."M1","key"."A07T60BCDEF839298" "algorithm":"RSA"},
{"1d"."M2","key":"DEF8392076098024","algorithm":"RSA"},
{"1d":"M3","key":"CDEF839207609FBS&","algorithm":"RSA"},
Md""M4" "key":"9207609802A7CDEF","algorithm":"DSA"},

"1d"."M5","key"."BC1048A392076098","algorithm":"ECC"},
{"1d"."M6","key":"A0980BCD392076EF","algorithm™."ECC"},
{"d""M7","key":"83F0760992CDABES","algorithm":"DSA"},

],

"hash_type"."SHA256",

“notvalidbefore”.0,

“expiry”:4000000000,

“clock™:1,

“signatures”:{
"M1"."SLDKFJSELKRJSELKJFDLKFJLEHRISKHLKJDKLDJ",
"M2"."LKFJLEHRISLDKFJSELKRJSELKJFDSKHLKJDKLDJ",
"M3"."SLDSELKJFDLKFJLEHRISKHSLDKFJSELKRJSELKJ",
"M4"."HRISKHLKFJSELKRJKJDSLDKFJSELKRJSELKJFDL",
"M5"."KFJSELKRJSEFJLEHRISKHLKFJSELKRJSEKJDKLDJ",
"M6"."LEHRISKHLKJDKLDJFLSLDKFJSELKRJSELKJFDLK",
"M7"."DKFJSELKRJSELKJFDLKFJLEHRISKHLKJDKLSLDJ",

}

In this figure using JSON syntax, G is represented by the list
“keys”. Signatures for each Mx in G are found in “signatures”.
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{"keys":[
{"1d":"M1","key":"A0760BCDEF839298" "algorithm":"RSA"},
{"1d"."M2","key"."DEF8392076098024","algorithm":"RSA"},
"d""M3","key"."CDEF839207609FB8","algorithm":"RSA"},
"1d":"M4","key":"9207609802A7CDEF","algorithm":"DSA™"},
{"1d":"M6","key":"A0980BCD392076EF" "algorithm":"ECC"},
"1d":"M8","key"."7T60DABE992C83F08","algorithm":"DSA"},
],

"hash_type":"SHA256",

“notvalidbefore”:0,

“expiry”’:4000000000,

“clock™: 2,

“signatures”:{
"M1":"SLDKFJSELKRJSELKJFDLKFJLEHRISKHLKJDKLDJ",
"M2"."LKFJLEHRISLDKFJSELKRJSELKJFDSKHLKJDKLDJ",
"M3"."SLDSELKJFDLKFJLEHRISKHSLDKFJSELKRJSELKJ",
"M4":"HRISKHLKFJSELKRJKJDSLDKFJSELKRJSELKJFDL",
"M6":"LEHRISKHLKJDKLDJFLSLDKFJSELKRJSELKJFDLK",
"M8"."FJLFELKJFDLKKLSJEHRISKHLKJDDKSELKRJSLDJ",

h

In this figure using JSON syntax, M5 has been removed from G,
and M8 has been added, assuming this document replaces that found
in Figure 11.
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Fig. 12
{"keys":|
{ "keys™|
{"1d":"M1","key":"A0760BCDEF839298","algorithm":"RSA"},
"d":"M2","key":"DEF8392076098024","algorithm":"RSA"},
{"d":"M3","key":"CDEF839207609FB8","algorithm":"RSA"},
1,

“quorum”:2,
2
{ "keys™[
{"id":"M5","key":"BC1048A392076098","algorithm":"ECC"},
"d":"M6","key":"A0980BCD392076 EF" "algorithm":"ECC"},
{"1d":"M7","key":"83F0760992CDABES","algorithm":"DSA"},
I

“quorum™2,
2
{ "keys":[
"d""M4","key™:"9207609802A7CDEF","algorithm":"DSA"},
I,

« 1,
quorum :1,

2
]

"hash_type™":"SHA256",

“notvalidbefore”:0,

“‘quorum”:2,

“expiry”:4000000000,

“clock™1,

“signatures”:{
"M1":"SLDKFJSELKRJSELKJFDLKFJLEHRISKHLKJDKLDJ",
"M2"."LKFJLEHRISLDKFJSELKRJSELKJFDSKHLKJDKLDJ",
"M3":"SLDSELKJFDLKFJLEHRISKHSLDKFJSELKRJSELKJ",
"M4"."HRISKHLKFJSELKRJKJDSLDKFJSELKRJSELKJFDL",
"M5":"KFJSELKRJSEFJLEHRISKHLKFJSELKRJSEKJDKLDJ",
"M6":"LEHRISKHLKJDKLDJFLSLDKFJSELKRJSELKJFDLK",
"M7"."DKFJSELKRJSELKJFDLKFJLEHRISKHLKJDKLSLDJ",

}

In this figure using JSON syntax the “keys” field contains objects
that each have an algebra for calculating the replacement .
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M1, M2, ..., MN

s1gns

S~
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PK

U1

U2

Ux
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{"credential™:{
"1d":4,
“policies™:{
"renewal":"(1 and 2) or (3 and 2) or (1 and 3)",
"dataAccess™"(1 and 2) or (3 and 2) or (1 and 3)",
"authentication":"(1 and 2) or (3 and 2) or (1 and 3)"
2

It
"hash_type":"SHA256",

"signatureCA";"DLKSJLSEKRHSELKJKDFLFKJS"
j

"nonce";"SLKJa2r36FkRHS"

In this figure, Ux with 1d 4 has set 3 policies, one for renewal, one for
dataAccess and one for authentication with the CA. The CA has
signed this document, specifically the “credential” sub-object string.
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Ux creates Px’

\

Ux requests Tx (public Px’) from CA

\

Ux contacts Um in real world to verify Ux’s identity

\

Um creates RCx: (Cx + Tx)

Match serial in RCx +

to serial in Tx

CA extracts Tx

\

CA validates Um’s signature + RCx

\

CA executes S in RAx, Um and any Um’ = true

If S =true +

CA creates Cx’ containing RCx
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"renewal":{
"id":4,
"serial":850293,
"nonce":"SLKJSELRKHS"

3

"hash_type":"SHA256",

"vouchers":[
"1d":1,"signature":"DLKSJLSEKRHSELKJKDFLFKJS"},
1"1d":2,"signature":"AWEOTQPNVXIMNERIOWJFLDIK"}

|

}

In this figure, Ux hasid 4, and Um 1 and 2 have signatures of the
“renewal”’ sub-object string present in this document instead of
sending two identical documents with different signatures.
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U creates keys
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C' Serial 2

\/

D
=S

C' Serial 1

20/21

PCT/US2013/069217

eventually
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Central Server
Computer

/ System

120

User System

115 \

125

Access System

110

105-a 105-b 105-n

100
SUBSTITUTE SHEET (RULE 26)



