10

15

20

25

-1- METHOD FOR TRANSM TTI NG DI GI TAL DATA I N A LOCAL
NETWORK Field of the inventi The present invention
relates to a nethod for trans 'ttlng digital data of
an audi o/video content in a |local network. Mre

TRYB'FOR ﬁn%ﬁﬁﬁﬁ@bﬁiﬂbfﬂﬁ% %ﬁlﬁangéhfﬂ.ghéﬁ'wom

to one or sev NEt WOrks 0

appar atuses. Techni cal background A digital donmestic
Fielteofwbekinventionrset of audi o-vi sual apparatuses |inked by

digital comunication interfaces. These apparatuses

The, JRieBnt drantiandsietes tpaaomethdd “Wralansmitifgefighar data of an
aucﬁSMd@lﬁ@oHFehhmhé‘!&a‘i’ 'n%lﬂﬁ@rklﬂ/ld%@'Bﬁl"ﬁtﬁfléﬂ@rth@trﬁéfhod of the invention
platforns that all ow access to a broadcasted

appligsito/onedwsavenalaamestiguetnonks pbwlimediaappacalses.c
net work bel ongs to a subscriber with a subscription

: [gital television prograns, for exanple,
Teéh%c?él% k tus of the network <can only access the
contents of these prograns. This access i s nmanaged by

A digitaledomiesstic metwioek iis e rsee dfi mmomfal ammramsolinweldeby digital
network. This, nodule, for 15 exanp in the for

coremugaff@&@a '”t%f@@ﬁﬁn@@%@ épﬁéﬁt'ﬁ‘?ﬁ ‘f’i'&'l{d@ lfq’fee@IBE’@r [Qéqa?telewsmn
C t I

dectPte, SHRR! Blsk rBaaBREFREORIS, TpS rBEbR Bquihef vifh hard disk.

compuﬂereodotma'tplatfmmgmak aﬂow adtnesslebmayim'badnastédtamho/wdeo content

el o %ﬁm G5k BB ] biE e i £ Suoscrtr

to prasef &@Ttal%%%‘éiéﬁ?ﬁ r 0% Jﬁ@eaaﬁﬂ %@ﬁaaﬁﬁarﬂ us of the network

server “and on 20 luraltty o
cardenbdacsess theexorﬁerpisbmfxmesAnpmgralyqst él'dusuaﬂceSsnsleuanaged by a

seci iy %{J%@%bb{sﬁﬁgw |ntt %tfé?ﬂgb%azq s “of, &r?qjler'}e&@gk This module, for
exathgleaid & fétth oPa éphard! Qérﬁﬁlﬁsndé'tanﬁéﬁaag!rhgoldbi&’gh%f stib¥riber that

recorder that in general consists of disk.
corgiats ofc@caess dighteior peagrams. dt giso tallowst the identifipation of each

aprah & el e B e AR ad RP AR o i dote

streamthat enters in an unprocessed formand then

Aceadimgdes ooiee  pdrtithiar nesnfigiuikaticra dthea b riesticy metwb i %omprlses an
by nmeans of control words CWextracted fromthe

aucg@ftmde& dagspsgedereannertd 9@&%haaﬁ tafa brradcgsting Hegver and on
thedcﬁﬂélnﬂénago 4 Emi'élﬁﬁ%qto%] 8drd Br %i %&".tﬂgt@;ﬁwerge%yaudlo/wdeo

assocl at e dec er and are o
contenstns trdnsmitied dyethe serseaigesithevbe decrypted by one or more decoders
for direct visualization, or to be stored in a mass memory of the recorder that in
general consists of a hard disk. Each decoder can extract all or part of this content

stored for visualization at a moment chosen by the user.

One solution consists in recording the data stream that enters in an unprocessed
form and then each decoder of the network reads and decrypts this data by means of
control words CW extracted from the control messages ECM. The decryption of the
data also depends on rights contained in the security module associated to each
decoder and which are obtained by means of management messages EMM.
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-2- The main drawback of this solution is that after a
certain tine, stored data can_no |onger be decrypted
by decoders of the network st Ace the ri ghts contained
in the security nodules are no longer valid. In fact,

YA SVERER A SRS b e i BN RS can
lonybabeadecryptad By|dec'6deﬂ~ﬂ@f elde trisawiek EMCMégﬁ@ﬂstcontamed in the
nessages . EMM tead, the rights of the nessages

SequEde chgul%ﬁaaﬁt efa lqngqrwallgeﬁuiact wmalﬁre@m i%ysuauz@d Ve without
mtéf teZabtdye, thé coRftol WRERS IS(‘.‘?/I rhgi%ht \&ﬁh \fhé lf?h‘t% ﬂﬁt%}e regularly

cont ent” WhoSe nessages
upd/ajedsl;hanlqﬁnot rhanagerhent messagelseEMMbhemeau tthe rightsuofethe messages

EMBEFeoeniivaueodes o dhe SReUEcmpHtIeciRiye g uglizgiion will no longer
alloWetHE VikYalatiBR Y gecorﬁﬁﬁﬂkﬁbélﬁ s e§ i&0de of control words.

receiver equi ppe a security receives
broadcasted content encrypted with a flrst key, it
Anetber ysp{Lglosuais.ddewtbadt in mmdommentai.mﬂ%s&)&zgﬁo i mhich a secure

corp{HEREtkRC, eeerbbf SFTvRER el BreriieE PRl sty a securiy

motiglet mamrduhg ad ém%ﬁtﬁtﬁmmenﬁtéﬂré@ﬁvé'rnéhumbéﬂGwitﬁ d §ecur1ty module
restored %: nmeans of decryptl on wth the | ocal
.

recelyesi s & a“stmanmt enceypied with aafl@émVeltdmm@s said content
and et HEEnt GnRY R !k SRR AR S04 o, & ey generatc

by Swemsecuritf niddule nWh&t comteﬁhah@s rrécéndrhﬂeéfssﬁ'ahsmltted towards a
i nvent,jon, on the one hand, is to allow the rea

storagecunit wihera itdsdgsieyed by Heeas of deseyntionovita the JQﬁﬂ? z!sey obtained
frorHeaCQQSrse‘?vert\nﬁ d 95&lre 'E?ta\‘\ﬂélk In % &ri8 rg{rgﬁtsth re-é?ﬁ%oted content

i me el apsed between storage an I ea |ng
frorothieing baplédt eact stoeage uhit hasanssﬁvm lowal kepr oper copyi ng
of the content stored fromone network to another.

S This aimis achieved by a nethod for transmtting
u o, | ocal network conprising nenbers
constituted by at |east one first nultinmedia unit

Thehaihngf e peedent 2Rventiradsh F!ﬁé“?ﬁ'leaﬁgnét i ?@SdlloW“%e reading of a
second multimedia unit intended to restore

congesiit stered dui @ digitel videaq irgeondgr Urom aedﬁ@pdﬁrnn%(dn@dooai network

oo i Wb, SEFEH 6P FRAMIZA cp g oner nanc

to me@émdhe ranisterestimpedpdr copdi r@@ﬁh@%‘&?ﬂénmwéwfrém one network to
security nmodul e including a network key, said first

anofipr i medi a unit receives and decrypts the encrypted
data that forma

This aim is achieved by a method for transmitting digital data in a focal network
comprising members constituted by at least one first multimedia unit having content
storage means and at least one second multimedia unit intended to restore the
content, said first multimedia unit being connected on one hand to a broadcasting
server of encrypted audio/video digital data and on the other hand to the second
multimedia unit and each member having a security module including a network key,
said first multimedia unit receives and decrypts the encrypted data that form a
content broadcasted by the broadcasting server and re-encrypts the previously
decrypted contents, said method is characterized in that the content is re-encrypted
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30 content broadcasted by the broadcasting server and
re-encrypts the previously decrypted contents, said
method is characterized in that the content is
re-encrypted -3- with a randomkey and transmtted to

with B&an@bR ey g %El%h‘ﬂﬁé@'t& trfécgé’mﬁﬂirﬁé’ |§ linit agsompanied by an

aut horrzatio conpri ses t
auteouzalmreblomkttl'nat bempeises ithe kaydomsidydeseyptedl with the network key,

[time nit decr s the authorization bl ock and
saif eeancs WEMadi dit (depronls bibe, AUtNarBatian c sk Agd: sracts the
ran@@ﬁtﬁé‘}to éeﬁ'?,?dffbrf&éc "29 fRAEGht gﬁit in this method

for exanple, an a video digital data recorder
connected to the broadcastlng server. The second
Thexfirsti muﬂin@edlauumt motlmﬁameihod as,t foe emaamlel,ean caa.ldmdmu!eosdlgltal data

oot 15885601 . HRS0R8dind St R soEDSH, Guffnecia

corfectRANG e ?é@rdép%hobowéﬁ%f 04 'cﬁd’(’ﬁb'rrkﬂ' f‘éétl’fbbfb%x" for digital
control nessages according to the rights contained

telgvisiemeThe dupadgasted ontenths rdearyetedely ine secardar dyt means of the

cor SR BHEat e 50 oAbl ke Al h e g comaineo

in tﬁerseoﬂXWmicﬁiul@leﬁéte thec@sdiopted! sortBAL |sdreendry Pﬁs‘ﬂ Withta random
he nmenbers of the | ocal network can be connec

kevnssﬂgraéﬁd chithe  segurdy dvedulenbetare oits sterage encmebuhﬂédj disk, for

exa e i ta| n 15 nenbers are cabled and ot hers
m‘%a.’ﬁﬁoreor\%gr%;ach menber of the |ocal network has a

key pertaining to said network. The content stored

It saodldeber ypteddthat tthet imemiteers ooh #ey locail trieawsri chAadbé Q:onnected by
everal decoders nenbers, of the network with

medns 4t FARPSaIEAIPE GORNSGHANS BF dBk a Sombitest it &b which certain

members BEPESKEN fRHBA t least the random key
encrypted with the 65‘12(%"\/?1‘5e}tWork key. Each menber of the

network that shares the same network key can extract
Mowef fRpnmesmbert oft the Iocgbnetgvoﬂmhas aMgrpertaumhgdw sdid network.

o SEPUAS 2] gD SR b BBLEA Rl R e to one o

sevetabrcmadetd‘lmeﬁh@tﬁérgrﬁf the ﬂ@tﬁi@rl@ﬁfﬁﬁ% BlithoriRalit® bIBYKY Tthis block is
of the network 25 independently of the tine

Conat'tf#%d Bi & cryrtegrean formaed biyeatweaat thec tandaph keyrencrypted with the
t

et 64 98k BB SPIHE rolyBRCH sHERE 846 berls Repyork key can

extract the aamgormnkey of the cryptogram in order to allow the decryption of the

content.

Therefore, thanks to the decryption and re-encryption steps carried out before
storage, the content is made accessible to the members of the network
independently of the time difference that can occur between a control word and the
rights in the security module.

Moreover, the advantage of this type of system is that the content circulates in
encrypted form in the network until being read. The decryption of the content is
carried out under the control of the security module possessing the network key.
Therefore, a copy of this content cannot be decrypted by a decoder that belongs to
another local network. A "foreign" decoder connected to the network is also unable
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encrypted formin the network until being read. The
decryption of the content is  carried out under the
control of the security modut & - possessi ng t he network
key. 30 Therefore, a copy of this content cannot be
o SRS sy A ROER oo er R TREB e A G socuy
modaleal so unable -4- to decrypt the content as it does
not possess the adequate network key in its security

ACTHIG” 12147 TS HERHO, Sropoo Bitb 11 IoGa- ReMipis made up of
dorﬁé§ﬁb Béﬁlr@wak% "aVing Tl Bwfl R%f ofhigalhd rc%in'ﬁ?[lratlon can be

can established ina distri or resi nt|a o
estaluiisr@dnng a\Ad@thte@mtESdﬂMtiai byildingreheneveaciydwetling, constituting one

sutE iRk Ry ot [&ssEhne 3858 Toigh 166 drpolghs, Bre CBnnected. The

broﬁaaé@tﬁ@ $&0ef inidrigeBiths Wifarehyel b-nhedRerkal s biRel iHelded a license
license server that has the keys of each sub-network.

servyey that has the kaysipteachesdb-network. net hod i n which t he
| ocal network includes at Ieast 10 one nenber

Thi?ﬁrﬁ\gdtfo‘ﬁt @goq}u’es%rlﬁuma{]ﬁ'Le br?gmg Hag{éq%é%‘ Qbﬁ@&rﬁ( iBtdes at least

onec oegmbér, constiteledebly taosatb-nbmﬂ( coraprisingrat leabt onedirst multimedia
intended to restore the content, said sub-network

un%&:"ﬂ@g Stprrgereaans fr caftenls€as ﬂ?%‘@@ I’aﬁéﬁaﬁffor@’lﬁ?%}%@u"'mema
unnaLi' leRbsLdgP r‘é‘sﬂjréai Fadnand sfhaﬂgt\j/ iaﬁub ?\%ﬂﬁgrks%Yr?g[mc(?qnected to a

unrt of t - net wor k a securit
broaueastlngcbelwes of greorgpted| alkday/vlﬁea)ﬂlgnhe datd)ﬂmelt twaklicemde server,

e fitht e SURGEwER Baing & ecHiithGRoswS il ieTudes 8 personal key
of thé stuBaﬁetwbrk %ghl@ﬁﬁgﬁé‘ Eﬁ %bf@%@ﬂdlﬁ%?@%bgrﬁétéw o;?é’tﬂﬂlng to the

encrypted data t orms a cont
Ilcebseaemx $aid nsethedris chatdnterizeceindbatit includashthe following steps:
attributes an identifier to said content, recepti on

an tion.of the content,b heflrst It
- o tfhiERbh O Be ndsliStefio sl At s el St Y Medns of the
brofd €astip Sdefv@iel@fthéth@dnwﬁbﬁ)@r%éﬂéﬂm%s ah ideritfef &3said content,
key, ormati on of an authorization bl ock conprl sing

at least one information block identifying
- coﬁ?@ﬂ@tlorhaﬁ‘ij slestyptionafdbr contentdy th@efﬁgterr%tmeqﬂlaaﬂut of the sub-
@( random key encrypted with the personal key of the
“network, 25 - transm ssion of the re-encrypted
content acconpani ed by the authorization
- re-encryption of the previously decrypted contents by means of a random key,

- formation of an authorization block comprising at least one information block
identifying the content, a signature block of the license server and the random key
encrypted with the personal key of the sub-network,

- transmission of the re-encrypted content accompanied by the authorization
block to the second multimedia unit,

- verification of the authenticity of the content by means of the information block
and the signature block of the server,
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bl ock to the second nultinedia unit, verification of
the authenticity of the contept by neans of the

i nformati on bl ock and the sfgnature bl ock of the
server. -5- extraction, by the second nultinedia unit,

- 1 SRR e Sl MO 0, B, B v of v

authorizatiun bloek andtdeztyptiort dfethbroonterd witmgaidrandomi key.
identified by the license server wth an identifier

The gt rﬁgsvﬁ@#’ b e Brdcestitio BEniards ety e liggase server
wit@%ﬁﬁéﬁfﬁék%r Hbaﬁﬁﬁrﬁﬂ%k %éoeb né"élbl Kery dl'tﬁ@%%ntent is then

random ore st ng | broadcasting it
transmitted toe@pemcorxtersm thae&ukxandxlsvorllfawhml'edec@@t and re-encrypt said

datd R & Bandin ey BhickS 2tSing [CGE brosibastifg ot o€ Tespective sub-
netd@eKs/ PERRhWirédortBE %«?Werﬁ%st A AgthbAzatidie HYék,NebWtifnes called

and an i nformati on ock to identify the content

"Keysgieddthey containpat laashthe mndosn keyidecrviled withzthei kay pertaining to

e bR AP B R TRE it Bnea b e

licepgatsdmver. ahis aatidrization HGlodkhean Rilendwhsde date Bashels, a number of
the current date, etc. The advantage of this

thecsegurivirmenyle. i a ande indicaling the tyRet of cestanénancidentifier of the
brogBRs8fha MdheP e custili Sfgpks connected to the same

ng dn cens Sérvérs. 15 Since the
license server is known by the signature of the
The atlvamtage @f thisocdnfigheationdiensub-netwdrke is thdtentsntent can be shared

with ST S HOBTkA danmentd fod e%%afmreg atcasing and,lcense servers.
Sméé'tﬁw ﬁcf%s@e%ﬁ(lﬁf] |Qg<rrf§)w Rbfure’ 6C e Gitfo rﬁé@fl block that

description o B mvent I on wl
identifiese thendentents)d anbbhdrs sub rteltwor_letczan emqﬂe*sl drmgthis server a

corlGON TR0 b irbSh Sl B OaRg I BRAS b iR ar e comtents

recéivagr am of a donestic network connected to a
broadcasting server conprising an audi o/vi deo data
.recorder linked to a set of decoders. Figure 2 shows a

Bri gyl ragvi al network conprising a
broadcasting server 25 and a |icense server connected

o B 8 3BeR8L LRBIS S0 MR LBl flgs,escrton

that refers to the annexed figures given as a non-limitative example.

Figure 1 shows a block diagram of a domestic network connected to a broadcasting
server comprising an audio/video data recorder linked to a set of decoders.

Figure 2 shows a block diagram of a local network comprising a broadcasting server
and a license server connected to a set of sub-networks each comprising an

audio/video data recorder linked to a set of decoders.

Detailed description of the invention.

The domestic network in Figure 1 includes a main multimedia unit, in this case a
digital television decoder / recorder (DVR) equipped with a hard disk (HD) for
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Det ai | ed description of the invention. The donmestic
network in Figure 1 includes mai n nmul tinmedia unit,
inthis case a digital tel eVPsion decoder / recorder
(DVR) equi pped with a hard disk (HD) for -6- exanple,

oxRECF R0 g 9 F1ROSSER DSRS0 3R on the otrr

hamd & plurality @ amits( rBdxarfie? deSd&Sis. (S”E?ﬂ I?TBEr ST%) The latter
e har

Cafb!@iﬁ%beréﬂaﬁb gVIt\ﬁvbt@g'xgegt sla%( %gggqﬁagﬁqr rQisky a@q?/gr /removable data
sto%ea@@?&saﬁew%d&s 30eh °a’s ngréﬁé Ao \}St@@t ifsks (CD-MO,

) . magnetic strips, or a reno
CDJEnt[Dy.)urriagnetlclstrq:sFlaaslrortaymnombrte merheryaunitaicthetflash type, etc.
server (SD) soneti nmes cal | ed "Head End" receives

di o/ v | .
The JipBBkaTting, BELr 5B sondieiries (BB RS Endl Bbives enerypted

aumamrwsangﬁaﬂ dARPFFER idifférant dsslircbBUlEatlesN $A6M/Mtes, terrestrial
networks, in general of the cable type. It also

broadﬁasﬁmmen’@@nasmm@éemresdtefm distilpetinn eg lagads metworks, in general

of T PaRethtqdt, 6 BRhIO st AL BT RoBuipt By checking the

brdaﬂ&ééﬁrﬁgﬂ dfnthe k‘bﬂte’iﬂd(@)/ bydﬁ%aﬂi@t af theeévatraN fndsbﬁges ECM and
units of the domestic network, as well as the nmain

mapagemiert massaggs HiMdnsprted infe the pugiofdiden data sikeam.
SML, SM2, SMB3) in general in the formof renovable
i . r !'rqﬂ“ t . .
Al g*z;éngnﬁ%%fes |%&lﬁgﬁgbﬁ sﬁaféé)wa cr{yh%t@argﬁ%l C Irﬁ'e%v(%%iu'pped with
sedusify (aduleh £8MA, ISM4, BiMiki Sid33 irc genherd! i§ @he tforrh of removable chip
etwork. Therefore, each unit of the network can

Cardecess the content (C) as long as it has this key
(Kr). The content (C) broadcast ed by the server (SD)

Eabl® 98&IntHt ?ﬁ’oglﬂ%ab% tb bihe! zﬁmgogﬁﬁfé%‘ﬁﬁr Hetwork shares a

recorder” (DVR contr
Cryetagfazd‘nlednetmmktm dﬁn)tthat allmwsh@esg(ﬁcamtmict@)jutmghe network.

Th%%gt%rgte ﬁétlz blm eoj‘%ﬁt 2 ?\ﬁdrg %:Jé"}stﬁ(%%%%f %%ntgotd@ I%ng as it has this

key (Rrgdi ately re-encrypted with a random key (Ka)
prow ded by the securlty nodul e (SI\/D) and then it is

either stored on the hard dISkbs) or is dlrectly
Th%ﬁ@ﬁtﬁf@é%erqaﬁqaﬁ&emhvﬁ@e @@1@(%&5 j& gectpted 51 AdinAuikway by the

o Fos8Bc TR £ e BEAIy b 1807 BHA8RH 5 o conrol
metgager(BOM) &esordifg) to Tie rightsrontgited is dtst secunty module (SMO).
Once the content (C) has been decrypted it is immediately re-encrypted with a
random key (Ka) provided by the security module (SMO0} and then it is either stored
on the hard disk (HD), or is directly broadcasted to the units (decoders) of the
network. At the same time, a cryptogram or authorization block Kr(Ka) is formed by
encrypting the random key Ka with the network key (Kr). The re-encrypted content
Ka(C) is transmitted to one or several decoders of the network accompanied by this
block Kr{Ka) from which the associated security module extracts the random key
(Ka) using the network key (Kr). This key {(Ka) allows the decryption of the content by
the decoder(s}) in order to carry out its restoration on a television set, for example.
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Ka(C) is transmtted to one or several decoders of the
net wor k acconpani ed by this | ock Kr(Ka) from which

the associated security nodul e“extracts the random key
(Ka) using the network key (Kr). This key (Ka) allows

An SSRGS KBHISHP KBlc) R S BB it o EPIRELRlr 10 anotrer o
thesszimefrmtwemm‘oﬁgh d refovabie yubssh C(haltdedtskK@bﬁ): amhior magnetic
so be transferred fromone decoder to another

disk, hél@an@em%fox exarpplgn: I faslohe| condantBKelC) rﬁi\cavpted with the
rangi)n(nzxkn%?gglkb? r@]f]‘g:éffdet%ﬂgﬂ@& Ithanikd $ t%? ' r?étﬂzoﬁ?%gy%r?rknown by the

con ent encrypte
secuhty maduesndfegll tha)uniis bf ke dextwork eohdt hidts allowshebtaining the

rangom KKt e dhe Ehiborzaten PodkiaRRL 31 1 ows

obtai ning the randomkey (Ka) fromthe authorization

The IS H@t\%ﬁc) in @Ofahclnaééw&wasaerﬁbqpbﬁsablrréiw%s(sm SR2)

an assenbly of b- networks (S SR2) connected to a
conpeotadt tes B h@adeasmm csjeraSD) an@ toia dnerse semear (S81)) Fach sub-

netgg@%gé%gmpggtg qrjg:?t' %g?gnggs%%ggfs?g%%éri 7% ogﬁr Z§T§10 STB20) to
whn@hlafélulréluy‘bff dr'ﬁt'st|§ cbﬁné@t%ﬂefdreékarﬁ;?lé Gfé@mﬂzr@ (SdEader §TB21...).
he units of a

uw&g %amwmubg@wo%@ﬁ@ o R8Yy shage a kﬁygj(m Kr2) pertaining to

sa.aggoygg@%gk (b L ShUPAy BRI mbBulghSSM10, SMi..

SM30REM2)...) T"hhe“lc@ﬂﬁé%eﬂ‘@ér\/ﬁu, Shhlchwtnrphlsmbealhﬁegrb&d into the
rated into the broadcast] ng serve
brogré@afg

§‘§e§e%{l$6 (PEHapossesses ARAKERHARES sﬂlbshﬁat‘ﬁﬁbﬁ@ sup-networks

n v e
whé’i‘égful B %nhtﬁ%@ﬁnﬁfé‘r&?ﬂa‘f '\Q;I: E'Re %Eﬁ%@t&s opﬁlq%eﬁf”d‘\é Minits that are
me?lublerm@f \toe lelubdmitmdkmglepend?g emgneldmﬁ?gﬂjm serverISL) have a
ave jc key (Kp of said server L. A
pUb&'SX‘PﬂKPEE;O*?'Q%a(&d in a sub-network (SR1, SR2)
after decryption and re- encryption with a random key

A cE)K@nt @T% PHr&sddustdd f BESUH- hébwdFRg RN ﬁﬁgﬁﬁﬁcﬂ'ﬁrﬁﬁbn and re-
B10, STB20) as I n the case described above e

encayptlmrwzlaa randbhokey [Ka) geqgratadiby the seqzm(ty miealle b the main unit

(STEND, Sheal o i, B 985¢iard BakenRe,aiiioridaibn bigok [Kri(Ka)

mfo@ﬁts?grﬂhﬂ@@ Kbﬂf)}]@lrthé*teéﬁdtél‘x‘n%nﬁeélaé tﬁé’?érﬁ!ﬁm@@%l (K& 8REpted with

the private key (Kpri) |1 cense server

the(lfﬁy) of the ssibgretworte (Kr@n(a datacbloqkpﬁlnfpcdf identifying the content (C)

&gr}_q?:{ \Eﬁtﬂ@)ﬂé %@vg{ﬁolgé@n@r%g?héﬁ%% gger&# @t 'Tﬁgt Ié%{htﬁlo Elgn(lnfoC

Kpﬁgrggil}hectdf@mﬁétidiﬁ%éwﬂ@trinﬁﬂel'luﬁabf izfd sttiertitatioh dcode H(infoC)
obtained, for example, with a unidirectional hash function H carried out on said block
and encrypted with the private key (Kpri) of the license server (SL). It can also be
made up of an authentication code (MAC) Message Authentication Code generated

with a symmetric key.

This signature sign (infoC, Kpri) allows the security module of a decoder of the sub-
network to verify the authenticity of the content by comparison between the
authentication code received and decrypted by means of the public key (Kpub) of the
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and encrypted with the private key (Kpri) of the
license server (SL). It can aJso be nmade up of an
aut henti cati on code (MAC) MesS&ge Aut hentication Code
generated wth a symretric key. This signature sign

sorkd 19 off o AR, S AR 0 B55O8 romaion

blotkh@nfo@)t ent by conparison between the authentication
code received and decrypted by neans of the public key

A chpiRDrarancritied by & decaue N iRcbrdao @ eyPEtVBHK (JR3ERaN be made
ava(l?ﬁ o‘fhéPQﬁlE—'h%tW@rl@(@ﬁM%éf@n%ﬁg 3o RE %@?ﬁé fo%ﬁPthWork In fact,

a su net wor can aval |
a uaeooher smrnetmmdﬂR‘()Sﬁhfprrbed dagergmple bl_qremeane df @& programming

scheﬁp@?%alaysp ogﬁtt)djﬁ@eg t@gyi%%togarig%egg %ﬁf{&?& )aVaiIabIe on the

subsﬁélﬂfi!#k qSHBPITRKE doptdnbiis/rBesivbe ! with HrPAufifirizatien block [Kr2(Ka),
sel ect a content (C) available on the sub-network

oGrReign(imeGs  Kprit shwhoser eanslore ckey (lRahsannehbei daciypted as it is

en%ﬁéﬁ.& e S e A

encrypted wth the key (Kr2) of the original

In ordbr e talonk tHeSBatryplion | of thedesntent, 2hé ascufity dﬂidtﬂ@t(SM"H) of the
the_content, the security nodule (SML1) of the

deq%é@b&%TBa traeeds ﬁews, autheizaian ke nbweolpcmsefwr (SL). The
autheYfzgionIack RAIRE), bl siftingd; ROt Foodled i Hon transmitted to
thetlicensei ddreer (SL) wihich veries |tseuutbenﬁéi’ly) bywrmeény ef ithe daformation
blogk RS SA e SUaRRHTEIPG Ko obekgr FYCCoaplid wesification, the
Ilceﬁ§§ %@?ﬁr‘{BLz %hghﬁ@ttbgﬁe o%%@g%ﬁ E‘:T%isaﬂz %rsZagFéoéﬁbn‘sg-é reconstituted

transmts e de
autherizationi blotkd [Klal(lll(abrlnfml mgn@mfoﬁk Kt )] (tlr(at) compﬁse:s the random

ey WEH) itrytscRith the Kevaol 43 EpneREdHRBYOrK, hérd Kr1, and the
infoPiatiogt MIBEK . (u’(f&t‘g ‘ﬁﬂed %twﬁceﬁgg %F&Pérl (g]_/lbl 6krification of the

(infoC) signed b nse server
autb@ntic‘fihyc;ﬁtthe mewf blphls recgived oan betcarded phélm’dfw waydescribed above.
descri bed

whf 68 1iSef et sideleh 4t atitient, ik o 3 <58 TaEbdted by the license

servéra(SU)Stthseimty mmlé 1h>yo1t e dedoRies SSTBQﬂx_@ktré&b)the random
t he security npodul e of the deco

keyejta) adthstherkey %dibﬁﬁ)"ﬁ%r;m( twhﬂwsubréehwk((ﬁRﬂ)) a)nd decrypts the
conf%{tg?égond' ng to the sub-network (SRI) and decrypts

contents (C).
In order to identify the sub-network having generated the authorization block, the
latter includes an identifier of the concerned sub-network as well as a signature
carried out with the key of the sub-network on the block data set. In the example, the
block [Kr2(Ka), infoC, sign(infoC, Kpri ))] is completed by the identifier IDSR2 of the
sub-network having provided the content, which gives as a result [Kr2(Ka), infoC,
sign(infoC, Kpri), IDSR2, sign(B, Kr2 ))] in which sign(B, Kr2) represents the
signature with the key (Kr2) of the sub-network (SR2) carried out on all the data (B)
or elements (Kr2(Ka), infoC, sign(infoC, Kpri), IDSR2) of the block preceding said
signature. On reception of such a block, the license server (SL) can verify the
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In order to identify the sub-network having generated
the authorization block, the .25 latter includes an
identifier of the concerned s%b network as well as a
signature carried out with the key of the sub-network

sigr‘[&ﬁ %%Q?L’%K?Q@é‘kégmdﬁgﬁwr%‘T‘e. r‘isé’t%gﬁ%!f&‘ﬁhogzatron block

[Krt (K@), idéo,i érgnmnfoDSHQJr[)fsrgh(sB K%prb))ﬂrmrvmelddwdengSTBH)of the sub-

netIvRB(Z ﬁg;’ hﬁfn%n;e%&teaﬁﬁq h;eogoqntgﬂ r)a\?vh?c@rs%ln é Iémrhrepresents the
srgr‘iﬁt@r&) thrridy B{]LGH Elglb@lz W ZIflhé %H{/%eﬁ%f SK?H ) 8f the Ircr)ense server

Ignature wt of "the su
(SL¢a‘Fh|e edgiouef the tﬂcbd;k lsheerdbdaby( e senurigy sosils (?quI:!ﬁ ghihe decoder

(STERS Tk’ 24 e “Sopdlre, sion B, Kiri et S8 ni&diug decrypts with the

puﬂrbq@y (Kheb) bFﬁi@ﬁcéﬁéé’%bnﬂe’?L(BL?%\/a\ﬂﬁblé 1o allethe%nits of the local
nature since it has the key (Kr2) and generates the

netw@ ssary authorization block [Krl (Ka), infoC,
si gn(i nfoC, Kprr) sign(B, Kpri ))] for the decoder

B eI ShERCid S5t B o A AEIBEn s or

en@y[ﬂedt wi‘tb aased:red eyt o@ntrieh@ublrodkewdfhtrreheeﬁplem,t whrle data or

(Kpri) of the license server 5 he orig

key
Informr@tlgn &IRCKSS alg signedqfasyaliondng dlog Merlircam o3 tlaear/@y}hqrftICIty after
r i gnature sign(B,
"’arf?@??ﬁsﬁ%&? that Gdidhdne H%%’Pt'm ot dket e public key
(Kpub) of the license server (SL) available to all the
An unsuccessiul erificatin |srregrsterled bynthprsemeémpdred anrereor message can bhe

sonf s 18, 5 Breegos b Beiask atie (atoetiSn. Bvietie of e degegersthrough 2
drsﬁlﬁfoﬁ%ﬁé's%ré%ﬁVoﬁﬁettB%vfs‘i‘&n Qétefﬁr e%¢l§ data or

ormati on bl ocks are signed for allow ng the
verification of their authenticity after transm ssion

AccendingHat atpretareed iesnbnstimept,itbe kdysaok#ye snp-network (Kr1, Kr2, ...)

form{y YRR kelokals, TRbUAM,RPUER: Rb 2, Kifizoc)ndle ublic keys
(Kpa b, nepuisrzk . 2n@r bach qriicdrdstered iof tHah cgeodenier (SL) while the
through a 15 disp Ie%won t he screen of the tel evision

congsponding Rhivaip| keysaduirdi i@rr% a) paks stared ianthedseruity modules
sMﬂF &S ‘§ry(r‘1‘2€ S@ME«?Kpub §M22 K 2ot theo)rciséé’cft% units (DRVA1,

ynmet ri ey ‘pairs r|r1
STEKp‘rIS‘EB12 .)., DRt\e2 p8iB2d, lSE‘ISBQZ(Hpubehch Iélmﬂzbbrlie'rtwr)rk)(SElﬂ SR2....).

h pair are stored in the |jcense server

Therslare.or he-paharagian Paks thal Sopappany thisbnidnt (C) fhe random

key%p/ﬁ(gaf) %{rS %gwtggl\\iiﬁ‘? Hﬁbﬁbﬂp ﬂ?{r %? tﬁ% gﬁ?ﬁ%ggﬁ%’%ere the content

hasureersre-@RYYpted.

—

During the transmission of a content (C) from one sub-network (SR2) to another sub-
network (SR1), the authorization block generated by the security module (SM21)

decoder (STB21) of the original sub-network (SR2) includes the following elements:

the random key (Ka) encrypted with the public key (Kpubr2) of the sub-network
(SR2), Kpubr2(Ka), the information block (infoC) accompanied by its signature with
the private key of the server (infoC, sign(infoC, Kpri)), the identifier IDSR2 of the sub-
network (SR2), the random key (Ka) encrypted with the public key of the server
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STB11, STB12...., DRV2 STBZl STB22....) of each
sub-network (SRI, erefore, in the

aut hori zati on bl ocks t hat acé'I%Tpany the content (Q),
the random key(s) (Ka) are encrypted with the public

Kpltikal! ahBet “Q@%M‘ré{ég %kﬁfaf‘ssb%l U fifdse ﬁ%?nﬁ@@”s. , Kprir2)

re-e crypte transmssion o conte
carfi€ dutaitiotie pribateckew ok tiisSRUAp-rietwaro (BRR). sSibce rthevbnehse server

(SLY3E bt 1t RosRASSITSRB NS Ribiad eV (SRR} ob e rib-network (SR2), it
carﬁ{dt %Eﬂ)gt?ﬁé’ é}ﬁd?ﬁrkﬁxl((ggib?méﬂjﬁﬁthttﬁs &;L@I:E‘Rwyrlﬂpubm) thus the

e rando encr
sequmty modudsy Smjt)rmiowdéstthe lisebse sewark(SL() SHAH the random key (Ka)

%‘;ﬁ’%ﬁ “"Eﬁ T %é%fe?rh(?%w'bﬁhﬁ ﬁ%@s”%%@eaﬁéﬁﬂ?% §, verify the

authemf@@ oﬁ'tﬁé‘(blaél@?ngﬁBFZ(ké) Fn'F@C' @@;E\'(infd»@f Nmea:)shz Kpub(Ka),

he sub- network he rando encr ypt ed

SIQWB HKpriré })hmarﬂ,(skteythef publis key aépub@a)ofkp@@@ha)etwanlﬁ (SR2) in its

posessspby Kt & Sleckasn ERMERtoD, i LBARWRTK leblerite! the block
[KpaibPt(Ra), WifeC ( Sighlinfol, nKSrl) héig MIB3€N§|¢ )yeimtsHded ) theSsub-network

not in possession of the private key (Kprir2) of the
(SRiushathamrequested the ¢onteal Katbyd@-sjngpts Rrivate key dfpitele decrypt the

rang SRR REALNLY HehiTs iBhofad Bty 8 U IV IRpybF of the first

sub-Gétwork t(8R1e random key (Ka) encrypted with its
publ | c key (Kpub). The license server (SL) can thus

The' rgaseling iBadiir ABMAL oY the pARStNasms despdsr ASTaH) verifies the
autﬁ@ﬁt’ud@t&f)thﬁt%?(dtﬁri(tk% )PHRACE Cs@ﬁ%nf(:@?ﬁirﬁ) sigh(d,N€pri ))] with the

sub posses
pubilodmslépub afdhefsemarl GL and thesiudbecrgpisothie pederrakey (Ka) with the

10 f f
privie iy, (kgre)) 9 (e slBtrerk (315 sbMisspanriee e public key
(KpuBpf). has requested the content (C) by using its

private key (Kpri) to decrypt the random key (Ka),
said key being re-encrypted with the public key

Acqorgingr 9 afe efebadiment, theh randowsr key Sia). camechanger iduying a re-

enciB T sesy Wrbingy 1 L BleRf B OACA Sho iggidyre 1 or in a sub-

netéBeK of i icual rist@bid akoR, Figveé )2. BordBkdmpledrthe) kdy haiRge can be
t he ublic key Kpub of the server (SL) and then
carged WB@@CQfﬂmQ éﬂ%ﬁyﬁ@)ﬁf@ﬂafe% and/on peripdically duiiag the encryption

of ép g@{e:n(r:&%(rggﬁt %ﬂgﬁc@:‘%i?(g otBHding B2 nGfibe? SR UMt Bi8ckd ncrypted.

For example, the key changes for each type of content (sport, film, varieties, etc.),

every 5 minutes, or also every 1000 content blocks encrypted. In this case, the
transmitted control block contains the whole set of keys used for the content
encryption and/or an algorithm allowing obtaining said keys, this set or algorithm
being encrypted with the network key (Kr), respectively the sub-network key (Kr1,
Kr2).

According to another embodiment, the authorization block can also comprise
conditions for using the content associated to this block. These conditions, in general
established by the license server and preferably signed by the latter, consist, for



10

15

According to one enbodi nent, the random key (Ka) can
change during a re- 20 encryptlon sessi on whether in a
domestic network as shown |n1ﬂ|gure 1 or in a sub-
network of a local network as in Figure 2. For
g t [
exﬁﬁoagﬁe typta%ahﬁcon{}@tﬂt ﬁ!hgcﬁﬂ/%fcorg%ﬁtg&%cal P r%éu)[rBFde (ﬂgwsuallzed
Lindtationptatahe lefelaof tive explitation cﬁnﬁéocoraéabbydherubmgsuch as, for

to a nunber aof content bl ock te ple, .
xRy Bythonizeg uitpih P rAUtRZES ?%%%te%@ nupbet of yispigzations or
the‘l’;g{ég?cicglga&}%e%fﬁhérﬂ\g géoﬁgg %h&ttﬁe 'Hq?hﬁ@fsélitgggféh 8&6&% etc. can also

be tincuded tin dioe mndltnﬂnsblR&slh'mtmsaamwet levelvbd Ithae mnte)‘ft transmission
used for the on and/
possBid Bipthr sie ReRaoke it i Rt 4 iko BB anplied.

algorlthn1 bei ng encrypt ed MAth the network key (Kr),

Thit PaaR6H applis e oRlytosH-NRE trakisters BF bontehisrom3he sub-network to
Accor di % to anot hér enbodi nent, the authorization

anathe lbut lsaiossansfers camiedcatavith arremayablasdatg surport in which the

oa§RL o B ELTE IG5 b S BB T0 888 i o i o

ancﬂh@if suBeywsiqnacadditiérn €o Ithé tréfencegsted séontémnt; thébupport contains
mpl e, of a deadline until which a content can

ther auihBFieation bk Eeeeived duunm stragm vith thm@mte%rth%forlgmal sub-
netwa?k A éro}ﬁta%ﬁﬁdii”tp bib@ﬁ @)ﬁﬂ{te&“fo e IlHéﬁ%e $ERARrEommon to the
exanpl e orlze authorized
sub‘-nemmk:k? tfdileveﬁﬂiffaaon @‘nd\/genmiatleatdf ?ﬁaﬁwrautﬂgﬂzatlon block containing
ossibilities of making a c and. the nunber, of
at %@?hé'ﬂ% 78@n %@pﬁ@%@%“é"q@é{ g%% oontent; epgniied with the key of the
?ﬁgﬂl IhoNSwopestrictions at the level of the content
rec ran§%i33|oﬁﬁep033|b|||t|es to ot her sub-networks of
the local network can al so be applied. This nethod
applies not only to on-line transfers of contents from
one sub-network to another, but also to transfers
carried out wwth a renovabl e data support in which the
data is stored by a unit belonging to one sub-network
to be read with a unit of 10 anot her sub-network. In
addition to the re-encrypted content, the support
contains the authorization block received during
storage with the unit of the original sub- network.
After reading, this block is submtted to the |icense
server common to the sub-networks for verification
and generation of a new authorization bl ock containing
at | east the random encryption key of the content
encrypted wth the key of the 15 recipient
sub- net wor k.



-12- CLAIMS 1. Method for transmtting digital data
in a local network conpri si n QLrerrbers constituted by
at least one first multimedia@4nit (DVR) having
content (C) storage neans (HD) and at |east one
second mul ti nedia unit (ST@L ﬁ 2, STB3) intended to
restore the content (O, sal rst mul tinmedia unit
bei ng connected on one hand to a broadcasting server
1. ( SD)/Ied‘iocEfm'r tranadlthhnggldlgital adata dhva deeal detevofiOcomptising members

congheddnes 16 raPufiacd dinit, BURS qflina GoMER(©) storage
me(a§§/ghp§'\éhd %asﬁt\(ﬁé s'eBShH"i'hL?lﬂn@dib?hHﬁf(BTqus(ﬂH?) .STB3) intended

rst nultimedia unit recei ves and
to réstorgthe conterdr(€)ysaiddirstanaltinoedia nupitabeing connecteg) on one hand to

 ASRSER, Bk S P REHRRE i BBk oy on the trr

hafdftdltHEes8shd muttipeaiat @it ZSTBA, nSTIE%ﬁt STe3), C@é&rememﬁer possessing
re-encrypted wth a random k% (Ka) and'transmitte

a ae@utltyerrwwdmdsmm tSMi diSMunBM mmdlmgmet“fsﬂsi@y Kr said first

TR ey e hB ) e, i 2 come

(C)nsmwsiewb(( Khe  broatidastirro86rven | (BDyeshd relmnbn(;ﬁaaﬁe content (C)
STB2 STB3) decr &/pt s the authorization bl ock

preyiqusideaypted, sai methad issharaetprized inpthat dhey cpgf,rent IS re-encrypted

witll BCXRbH el (Ra £ ARY $hshited fo LA PRERIHRAE it (STB1, STB2,

STBB) taccompahictb byi s iautharizationabldcle/Krildep compirisitig thet sandom key
decoder/recorder stores in _a nmass nrzgﬁé}the dat a

(Ka)eensivtogvath the: retwask kendln. Rald $e6o thpedia it (181, STB2,
STg;T.?Sg @}g?ss ahﬁﬁ‘)r SHOR IEK + ‘?"éhd*%kfraégﬁﬁé Jaﬁaé% key (Ka) to

|ng o adigta evi sion deco
be Nbedwfdmrppmgwmdmrﬁbai (rﬁ)2 char acterized in that the
second mul tinedia unit (STBl, STB2, STB3) is equipped

2. st o&&@@ie@‘éﬁé Q&gre 85{'79:1{43 g%ﬁrr o reﬁq}a&e fps?trfalultimedia unit
(D\VR]T%ﬁQiLsﬁn@%fdarﬂ'aﬁblolﬁdeWIQiﬂél e A sbidderecortiat %’tdres in a mass

characterized in that the first nmulti nedia unit

(DVR)
megwry fhe datehee-eootyptad with dbe sandam tey(Ke) sadins transmyitsisaid data to

BRI RBRR o T Sto8 SRE GoAd R B Gl v

deddtersaf ety nodul e (SMO associated to said unit (DVR),

sai d decrypted content being |nned|ately re-encrypted

with the random key (Ka)_ generated by sai
3. Method according to claim’2 characterized in that the second multimedia unit
(STB1, STB2, STB3) is equipped with at least one recorder/reader of removable data

storage supports and/or at least one fixed or removable hard disk.

4, Method according to claim 1 characterized in that the first multimedia unit
(DVR) decrypts the content broadcasted by the server (SD) by means of control
words (CW) extracted from control messages (ECM) according to the rights
contained in the safety module (SMO0) associated to said unit (DVR), said decrypted
content being immediately re-encrypted with the random key (Ka} generated by said
security module (SM0) before its storage and/or transmission towards the second
unit (STB1, STB2, STB3J).



security nodule (SMO) before its storage and/ or
transm ssion towards the secq unit (STB1l, STB2,
STB3). -13- 5. Method accordi'®g to claim|l wherein the
| ocal network includes at |east one nenber

5. SO ek 5e ok T S35 e PR east o

membet aninstituitedidsy reaab-rietbbrk KBR), CBRAE coatprising att Ieast one first

mulliFasia Nt (D4R SVREHieHe Goie: skarass medris il biiD2) connected
to 4C)ea abﬁ S&EdMRL W?ulpg{gﬁ rﬁ%ﬁéwng 0911 ?'rﬁm...a STB23)
) en

roa castlng server ted audlo
inteddgd ttarestateathencontent(CT), saldsmb-aehmmk (1) SR%)d)elmg]connected to

o oRlg SR8 O TSl A R AP b Bl Bt toonse

senb@r?(BL feddteusivBf &?é mJﬁe{vﬁE%k havird a @é@nﬁ, ﬁ%hlé(éﬂmo , SM13,

pub) corresponding to a private key
SM @HaBMRﬂQ lnGUdmalpecmmé keyr(et, K@))of tgeusubmtwm (S8R1, SR2)

andl g6 keh oy ittasman i, 1 F it &ei TPt pertaining to the

lice$e tsemver BL)Dsaid enétheddigashidrasterized Viar thab® irficludewethe following
i cense server (SL) which attributes an identifier to

stepsii d content (C), reception and decryption of the
content (C) by the first nultinmedia unit (DVRL, DVR2) _
- of ttamsmiasioneoﬁ/\enkrypm,dam:fq:cming-anmrytpmﬁ ) by thee broadcastmg

ser\%n (aeoﬁqr;pg{s; gﬁsry%r gﬁﬁgmpgﬁpp n%n gtfg%%fler 16 %%id content

(C)[Krl(Ka) infoC, sign(infoC, Kpri ))] conprising at
| east one information block (infoC) identifying the

t
- fgg&?&gtgfr?%n% ngg)lpﬁ?@Bf e gbﬂﬁéﬁt ?Cg Qg ﬁ%ﬁ@t ({ﬁmhh%ed?é unit (DVR1,
DVRE):oﬁ/t]h’eesjlbmeMcn'héSB&rsmaj key (Kr1) of the
sub-network, transm ssion of the re-encrypted content

- Ka(r@)emmlma@l thé bontehe C)‘alptémusl de@rypté® ®y means of a random
[Krl(Ka), infoC, si gn(ln oC, Kpri ))] to the second

keyd§8. media unit, wverification of the authentici ty of
the content (C) by neans of the information blo

- (i few@tieth dfosnt mtharizationr blasko fkri<kgh (infeecC, snap@npr Kpri ))]
con&fns Jbe dt' 58P eon%erﬁ’fgl:m&t%ﬂ ‘block (infoC) identifying the content (C), a
signature block sign(infoC, Kpri) of the license server (SL) and the random key (Ka)
encrypted with the personal key (Kr1) of the sub-network,

- transmission of the re-encrypted content Ka(C) accompanied by the
authorization block [Kr1(Ka), infoC, sign(infoC, Kpri ))] to the second multimedia unit,

- verification of the authenticity of the content (C) by means of the information
block (infoC) and of the signature block sign(infoC, Kpri) of the license server (SL).

- extraction by the second multimedia unit of the random key (Ka) of the
authorization block [Kr1(Ka), infoC, sign{infoC, Kpri ))] and decryption of the content
(C) with said random key (Ka).

6. Method according to claim 5 characterized in that the first multimedia unit
(DVR1, DVR2) of a sub-network (SR1, SR2) consisting of an audio/video digital data



extraction by the second nultinedia unit of the random
key (Ka) of the authorizatiop block [Krl (Ka), infoC,

sign(infoC, Kpri ))] and decrﬂ fion of the content

(C© with said random key (Ka). 6. Method according to

deﬁé}c?e%rﬁb?g@éi s?@%%zlk\@?na Strgé?ﬁ%r&hmtgl d:{t‘é&rﬁ‘é@%?fe@' @ith the random

keyx dKsi) sanafgr dfaresmiteudi oo vtheesechryl tralltidedia -unit (STB11...., STB13,
oder rder tor S |.n.a,Mmass, t he data
STBE T ore S CRIPRINRGT PG ORYS YIS o1
transmts it to the second nultinedia unit (STBI1....,

7. STBMethod T&&cbrding: tosérﬁ?rﬁm(if?ﬁ?éc%bhf@d & tRaditHd fifdt multimedia unit
tel evi sion decod 7. Method according to claim5

(DR BYRR)i ofea SUh-I'tGI’IMDI'k tecnyptssthencontent breadeasted by the server by

mep3 et oobvafis Gu7 Sl o BEhelhesgiadd RUHf pgording to the

righBVcntAlhed fin e S6QUNLY ARddue (swﬁ@amtﬁca\ds@@m@ tcﬂga”tlcunlt (DVR1,
the rights contained in the security nodule (S

DVE\osaiddessypted cantertdmmediately boirg re-mptedsmta ‘the random key

(KAFEENTH B, BRI oG b YHEL P SSUROTBBINB! B sl ancor s
traf$ivis8ionYABrd$d tiesecaridsunit.or age and/or its
transm ssion towards the second unit. 8. Method

acc ing to claimb5 charate zed jn that, th
- si g &R %‘P%@imgs.%n% Al e, é@‘ erged: in qhageqlqlge sngnature block

h a

S KB 1 e S A it

calcolated éiony tbaonfmmauom block Nmfo@} i ead ecddey b(eINQr emcnypted with the
thod according to claim

Lt |
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