DESCRI PTI ON VEI N AUTHENTI CATI ON DEVI CE Technical Field 5 This invention
relates to an authentication device for authenticating individuals, and
nore specifically, to an authentication technique using venous information
of a living body. Background Art 10 Security of personal information is
gaining greater inportance in recent years. Bionetrics authentication is
attracting attention as individual authentication technology for ensuring
security. Bionetrics authentication is authentication technol ogy that uses

physi ol ogi cal information of a §(?ﬂ1 l?ﬂq is excellent in ternms of
conveni ence and preservation of con | rality. 15 Exanples of known

conve n ation technol ogy include authentication
usi ng{}gﬁﬁ ‘ﬁgm é}ﬁﬁ)@uf)&é‘\ﬁ?gf face, vein on the back of a hand or on
the pal mside of a finger. In vein bi orretrlc aut hentication, in particular,
a user only has to present a part of his/her body such as a hand or a
finger to an_authentication device for 20 authentication. Vein bionetric

aut heﬁ??l@a’ﬁaéﬁlﬂ e., vein authentication devices) therefore causes |ess
reluctance in users. Furtherrmre utilizing in vivo information, vein

auft hent i cat This #eventéen aicdatesyin pif puigheptisationTdevigesiori @utlmlgca@ngbel ow
focuses on finger vein authentication devices. 25 A finger vein

aut heimdivatuals, devd cerdrier specificadiyat o5 an f augeentication tedhmicest ligjhg, which
is scattered inside the finger and then transmtted to the outside. The

f i ngeveneus iafdrheantion aifizolividay bodypi cks up the infrared

Background Art

10 Security of personal information is gaining greater importance in
recent years. Biometrics authentication is attracting attention as individual
authentication technology for ensuring security. Biometrics authentication
is authentication technology that uses physiological information of a person,
and is excellent in terms of convenience and preservation of confidentiality.

15 Examples of known conventional biometrics authentication
technology include authentication using a fingerprint, iris, voice, face, or
vein on the back of a hand or on the palm side of a finger. In vein biometric
authentication, in particular, a user only has to present a part of his/her
body such as a hand or a finger to an authentication device for

20 authentication. Vein biometric authentication (i.e., vein authentication
devices) therefore causes less reluctance in users. Furthermore, utilizing in
vivo information, vein authentication devices are highly fraud-proof.

The description given below focuses on finger vein authentication

devices.

25 A finger vein authentication device first irradiates a finger with



light transmtted through the pal mside of the finger. Since henoglobin in
bl ood absorbs infrared light nore than its 5 surrounding tissues, the inmage
pi cked up by the finger vein authentication device is a visualization of

bl ood vessel s running under the skin on the palm side of the finger (i.e.,
finger veins) as a dark shadow pattern (i.e., finger vein pattern).
Features of the finger vein pattern are registered in the finger vein 10
aut henti cati on device in advance. For authentication, the finger vein
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vei n aut hentication Vi ce i ck a i e-of a finger inserted into the
fi nger P‘@E?ﬁr%rﬁ‘frﬁ‘éﬁ?flgi’trm}ﬁﬁd B@E'.P‘ Slgﬁé;}fg?’%r%?g%ers feel reluctant to
insert a finger into the c] osed.interior space . of finger vein .
aut hent | cat | SHERRERORODR fliﬂngElF’an' sgubmetfireEnd Jigleinose g3 B i n
JP 2004- 265269 A addresses this problem This finger vein authentication
devd cesprearding tightiess she dendgn pickediiug ibygthe finggsr veint: authentication ght
on each side of a finger. A user can thus be authenticated by nerely
put t i ndehics/isea visuajéization fidloddwiesscl2Bunnira st tfe skirs ohi thye palmi n
aut henti cation device, which requires 2 spaces flanking a finger to instal
t he |i gite ebtine émgerdi.ehdingdrevems) @s aalarit shadowepatterh i(he sifireger vein
pattern).
Features of the finger vein pattern are registered in the finger vein
10 authentication device in advance,

For authentication, the finger vein authentication device picks up an
image of the user’s finger. The finger vein authentication device
accomplishes individual authentication by obtaining a correlation between a
finger vein pattern of the image picked up and the features registered in

15 advance.

However, conventional finger vein authentication devices pick up an
image of a finger inserted into the finger vein authentication devices.
Therefore, users feel reluctant to insert a finger into the closed interior space
of a finger vein authentication device.

20 A finger vein authentication device described in JP 2004-265269 A
addresses this problem. This finger vein authentication device places a light
source for irradiating a finger with infrared light on each side of a finger. A
user can thus be authenticated by merely putting his/her finger on the

device.

25 A drawback of this finger vein authentication device, which requires



WD 2002/ 099393 describes a flat-structured finger vein authentication
device. 5 This finger vein authentication device has a |ight source set on
the same plane as an inage pickup device with respect to veins to be

phot ographed. Di sclosure of the Invention 10 A finger vein authentication
device with a |ight source set on the sane plane as an inmage pickup device
undesirably picks up light that is reflected fromthe skin surface of a
finger. Accordingly, the finger vein authentication device cannot pick up a
cl ear | fnkiMEI i1 Shi ' ; ' [ t he
af or errggtaiggsngd pr%gldleg%@}%qgﬁﬁl?h:eg\f he!rse Bﬁég%gll%]tgtgq%#ﬂﬁi%\ﬂiﬁenti on
to proggq%dgcgaiig‘ guthentication device that can pick up a clear vein
pattern image and can be nmade small in size. According to this invention,
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whose i e |.s tob icked up is placed; a light source for emtting
i nfrar @f&ﬂ?@h??‘hﬁﬁ (?‘ffg‘@% pi ckup unit for picking up a blood vessel inmge of

the_living bogi/ssusi ng light fromthe Ipinaht_ source; and an imge conputing
uni? for prodBisitngearneeiyy sydhortisarion,dgeicsi BRE® JigHy souree SFhg fn€kup
unit, and in that: the interface has an openi ng}@opened in 25 an inmage pickup
di r ect Pamefplaing iamganpiigiags upickup heevicghwithhurespa-ti toadicames te hdel i vi ng
body with infrared Iight froman imge pickup side of the |I|iving body; and
a | i ghphowglagihegl.unit is provided to shield infrared |ight radiated from
the light source and prevent the infrared light fromtraveling in
Disclosure of the Invention
10 A finger vein authentication device with a light source set on the
same plane as an image pickup device undesirably picks up light that is
reflected from the skin surface of a finger. Accordingly, the finger vein
authentication device cannot pick up a clear image of a vein pattern.
This invention has been made in view of the aforementioned problems,
15 and it is therefore an object of this invention to provide a vein authentication
device that can pick up a clear vein pattern image and can be made small in
size.
According to this invention, there is provided a vein authentication
device, characterized in that the vein authentication device includes: an
20 interface on which a living body whose image is to be picked up is placed; a
light source for emitting infrared light; an image pickup unit for picking up a
blood vessel image of the living body using light from the light source; and
an image computing unit for processing the blood vessel image picked up by

the image pickup unit, and in that: the interface has an opening opened in

25 an image pickup direction of the image pickup unit; the light source
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Brief Description of the Drawings

FIG. 1 is a configuration diagram of an authentication system

10 according to a first embodiment of this invention.

FIG. 2 is a block diagram of a memory in an authentication

processing unit according to the first embodiment of this invention.

FIG. 3A is a side view of an input device according to the first

embodiment of this invention.

FIG. 3B is a frontal view of the input device according to the first

embodiment of this invention.

FIG. 3C is a plan view of the input device according to the first

embodiment of this invention.

15
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FIG. 4A is an explanatory diagram showing effects of a shape of a
rest according to the first embodiment of this invention.

FIG. 4B is an explanatory diagram showing effects of the shape of the
rest according to the first embodiment of this invention.

FIG. 5A is an explanatory diagram showing effects of the shape of the
rest according to the first embodiment of this invention.

FIG. 5B is an explanatory diagram showing effects of the shape of the



5 FIG 7 is a flowchart for authentication processing that is executed by
the authentication processing unit according to the first enbodi nent of
this invention. FIG 8A is an explanatory diagram of finger veins whose

i mage is picked up by an i mage pi ckup device according to the first

enbodi nent of 10 this invention. FIG BE is an explanatory di agram of an

I mge picked up by the imge pickup device according to the first

enbodi ment of this invention. FIG 8C is an explanatory diagram of feature

dat a cemirtredt BcbREingatd fanhir§EEBbRHARGASSH tHs YAVEn@BAOr ding to the first
enbodi nent of this 15 invention. FIG 9 is an explanatory di agram of
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according to the first enbodi nent” of this invention. 0O is a side view
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of an ihypgfle NEB ALY PFECESSIRES yupit according to the first embodiment of

this invention.

FIG. 8A is an explanatory diagram of finger veins whose image is

picked up by an image pickup device according to the first embodiment of
10  this invention.

FIG. 8B is an explanatory diagram of an image picked up by the
image pickup device according to the first embodiment of this invention.

FIG. 8C is an explanatory diagram of feature data converted by the
authentication processing unit according to the first embodiment of this

15 invention.

FIG. 9 is an explanatory diagram of feature data compositing
processing of the authentication processing unit according to the first
embeodiment of this invention.

FIG. 10 is a side view of an input device according to a second

20 embodiment of this invention.

FIG. 11A is a plan view of an input device according to a third
embodiment of this invention.

FIG. 11B is an explanatory diagram of a light source in the input
device according to the third embodiment of this invention.

25 FIG. 11C is a frontal view of the input device according to the third



5 enbodi nent of this invention. FIG 14 is a side view of an input device
according to a sixth enbodinent of this invention. FIG 15 is an

expl anat ory di agram showing a rel ation between a distance froma |ight
source and a |lum nance value of a finger vein pattern 10 imge according to
the sixth enbodi ment of this invention. FIG 16A is an explanatory di agram
of an i nmage picked up when a finger root side |light source is intense
according to the sixth enbodinment of this invention. FIG 16B is an

expl angifBoditieaty aMidk iakehfiae pi cked up when a 15 fingertip side |light
source is intense according to the sixth enbodinent of this invention. FIG
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processing unit according to the sixt Iment of this nvention. 20

FIG 1A dcaifb e od ﬁﬂﬁtifel(,%%gbﬂgr am of a portable information term nal

according to a sevent rment of this invention. FIG 17B is a side view
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the ei ghth etitddi HentS & ﬁlﬁPs“q"ﬁv‘éﬁt%nl.nPUt evice according to a six

embodiment of this invention.

FIG. 15 is an explanatory diagram showing a relation between a

distance from a light source and a luminance value of a finger vein pattern
10 image according to the sixth embodiment of this invention.

FIG. 16A is an explanatory diagram of an image picked up when a
finger root side light source is intense according to the sixth embodiment of
this invention.

FIG. 16B is an explanatory diagram of an image picked up when a

15 fingertip side light source is intense according to the sixth embodiment of
this invention.

FIG. 16C is an explanatory diagram of an image composited by an
authentication processing unit according to the sixth embodiment of this
invention.

20 FIG. 17A is an explanatory diagram of a portable information
terminal according to a seventh embodiment of this invention.

FIG. 17B is a side view of an input device that is mounted to the
portable information terrnin‘ﬂ according to the seventh embodiment of this
invention.

25 FIG. 18A is an explanatory diagram of a portable information



5 FIG 19A is an explanatory di agram of a door knob according to a ninth
enbodi nent of this invention. FIG 19B is a side view of an input device
that is nounted to the door knob according to the ninth enbodi nent of this
invention. FIG.20A shows a probe type authentication device according to a
10 tenth enbodi nent of this invention. FIG 20B is a side view of an input
device that is applied to the probe type authentication device according to
the tenth enbodi ment of this invention. 15 Best Mdde for carrying out the
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The authentjcation system contains an input device 2, an authentication
procesSPH UMt 10, a storage 14, a display unit 15, an input 25 unit 16, a
speaker 17, apd an_jmage input unit 18. 7 The_input device 2 wi ]l be

des®ri bed | a%é&'m}?‘?ﬂ iPeflBr SHRIENASORY é@g@e@ 0§ £5 dogrckneb #ﬁ‘éc"iddﬁgt fQévi ce 2
contains a light source 23 and an_inmage pickup device 29. The |ight source
23 is, mpthe gnenhof Hpisi@entiom. and irradiates a 5 finger | placed on

the input device 2 with infrared |ight. The inage pickup
FIG. 19B is a side view of an input device that is mounted to the door

knob according to the ninth embodiment of this invention.
FIG .20A shows a probe type authentication device according to a
10 tenth embodiment of this invention.
FIG. 20B is a side view of an input device that is applied to the probe
type authentication device according to the tenth embodiment of this

invention.

15 Best Mode for carrying out the Invention
Embodiments of this invention will be described below with reference
to drawings. In the embodiments of this patent application, a finger vein
authentication device is described in particular, but this invention is also
applicable to a case where a palm or other living body parts are read.
20 (First Embodiment)
FiG. 1 is a configuration diagram of an authentication system
according to a first embodiment of this invention.
The authentication system contains an input device 2, an
authentication processing unit 10, a storage 14, a display unit 15, an input

25 unit 16, a speaker 17, and an image input unit 18.



device 29 picks up an inmage of the finger 1 placed on the input device 2.
The inmage input unit 18 inputs an inage picked up by the inmage pickup
device 29 of the input device 2 into the authentication processing unit 10.
10 The authentication processing unit 10 contains a CPU 11, a nenory 12,
and interfaces (I1Fs) 13. The CPU 11 perforns various types of processing by
executing prograns stored in the nenory 12. The nenory 12 stores prograns
executed by the CPU as will be described |later with reference to FIG 2. The

15 menory 12Taksiey g&”@é‘m&'i Ywifll BE %&s@ﬁﬂe@@%&e?%@ﬁ%f&%n&@eﬁ F‘P@% 'SK)Ut
unit 18. The interfaces 13 are connected to devi ces external
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20 |nput1 uni t Le ?Qe speaker 17, the image input unit 18, and others. The
storagg %FS% advance user crosscheck data, which is information for

verifying users sych as f| er veln attern i es. [ hger, . vej.n pattern
mge’ | s an THEIEIE SORotDeciss L6 CRBARIRY A HRT s LERrAd JFTaRiathn & ne
aln15|de of a fin (i.e., finger veins).that i cked up as a ., 25 dark
Shetlo wiB&ET & Rl ace?dc%ﬁ@ the eyt gevicer 3 wyh mra@sshilggé dhe; dprge Aigkba
di splay, and_ _displays information received fromthe authentication
pr oces SeHiFeRR Piaks Uphaniinpage ohthe fimges 1 placaskanghe, iInPWed®ise#- and sends
information entered by a user to the authentication processing unit 10. The
speaker 17 Theutrpage,inputaudiip,1§ ahpotstdannmageipiekied nam bhethe image
aut henti cati on processing
pickup device 29 of the input device 2 into the authentication processing
unit 10.
10 The authentication processing unit 10 contains a CPU 11, a memory
12, and interfaces ([Fs) 13.

The CPU 11 performs various types of processing by executing
programs stored in the memory 12. The memory 12 stores programs
executed by the CPU as will be described later with reference to FIG. 2. The

15 memory 12 also temporarily stores an image entered by the image input unit
18.

The interfaces 13 are connected to devices external to the
authentication processing unit 10. To be specific, the interfaces 13 are
connected to the input device 2, the storage 14, the display unit 15, the

20 inputunit 16, the speaker 17, the image input unit 18, and others.
" The storage 14 stores in advance user crosscheck data, which is
information for verifying users such as finger vein pattern images. A finger
vein pattern image is an image of blood vessels running under the skin

surface on the palm side of a finger (i.e., finger veins) that is picked up as a

256 dark shadow pattern.



unit 10. Described below is authentication processing by an authentication
systemof this enbodinent. First, a user requesting authentication presents
the finger 1 to the 10 input device 2. The light source 23 installed in the
input device 2 irradiates the finger 1 with infrared light, which is
scattered in every direction within the finger 1. The inmage pickup device
29 installed in the input device 2 picks up the infrared |ight exiting the
pal m side of the finger 1. The imge pickup 15 device 29 inputs the inmage

pi cked up toTheedisplagnuiniéatiDrisprioeestmpleiniat liglidveaydtae diepisy,i apdt unit
18. The authentication processing unit 10 stores the entered imge in the

Menor y displafs eATdriga tifA G ceivedeffold thE @utReRitcatibn F?@cé’s_}&iﬁ RiAi¢atg.on
processing unit 10 extracts feature data. 20 The aut henticalion processing

uni t 10 next TRt uhlOMG HECISH 29D le, 14 1 Atidizal LRl iseadg%?mgﬁ%ggﬁ in

advance in the storage 14. The aut protessing unit 1

retrie e . ak i | th i hat ed
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obtai ned.aut henticat.ion_information is 5 stgred in the nenory 12. .9 The
authenp ALt PERo S Pl A ik et bR i evisBe el phafseitn o
with the .ﬁ#bhenti cation data obtained fromthe storage 14. To be specific,
t he aul'fi@ cation processing unit 10 calculates a correlation value

bet ween the feature dgtﬁ%an_d t he, aut hentication data, to thereby 5 identify
a person t haDesgEbsAe belag st AtheREsation; presessipguPy ey dvtbentication

system of this embodiment.

First, a user requesting authentication presents the finger 1 to the

10 inputdevice 2. The light source 23 installed in the input device 2 irradiates
the finger 1 with infrared light, which is scattered in every direction within
the finger 1.

The image pickup device 29 installed in the input device 2 picks up
the infrared light exiting the palm side of the finger 1. The image pickup

15 device 29 inputs the image picked up to the authentication processing unit
10 via the image input unit 18.

The authentication processing unit 10 stores the entered image in the
memory 12. From the image stored in the memory 12, the authentication
processing unit 10 extracts feature data.

20 The authentication processing unit 10 next obtains, from the storage
14, authentication data stored in advance in the storage 14. The
authentication processing unit 10 may retrieve from the storage 14 only
authentication data that is associated with information entered from the
input unit 16 (e.g., user ID). The obtained authentication information is

25 stored in the memory 12.



The authentication processing unit 10 then perforns processing suited to
the identified person. The authentication systemof this enbodi nent

aut henticates users in the manner described above. 10 FIG 2 is a bl ock

di agram of the nmenory 12 in the authentication processing unit 10 according
to the first enbodi nent of this invention. The nmenory 12 stores a finger
detecting program 121, a |ight anobunt control program 122, a feature
extracting program 123, a feature data conpositing program 124, a feature
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I nput device_ 2 according to the first enbodinment of this invention, FIG 3B
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of this invention. FIG 3Cis a plan view

suited to the identified person.

The authentication system of this embodiment authenticates users in
the manner described above.

10 FIG. 2 is a block diagram of the memory 12 in the authentication
processing unit 10 according to the first embodiment of this invention.

The memory 12 stores a finger detecting program 121, a light amount
control program 122, a feature extracting program 123, a feature data
compositing program 124, a feature crosschecking program 125, and the

15 like.

The finger detecting program 121 judges whether or not the finger 1
is on the input device 2.

The light amount control program 122 controls the intensity of light
emitted from the light source 23.

20 The feature extracting program 123 extracts feature data from an
image picked up by the image pickup device 29.

The feature data compositing program 124 pastes together feature
data that is extracted by the feature extracting program 123 and feature
data that has been extracted in the past.

25 The feature crosschecking program 125 checks feature data

10



of the input device 2 according to the first enbodiment of this invention. A
description on the input device 2 of this enbodinment will be given, taking
a sweep type finger vein authentication device as an exanple. A sweep type
finger vein authentication device requires a user to nove the 10 finger 1
in order to pick up an image of the entire finger 1. Two finger rests 25 are
set on the top of the input device 2 as an interface where a |iving body
whose image is to be picked up is placed. The placenent of the two finger

rests Zamosite 1AL (R0 GESALRD 3QthS chxﬁ}Sb b%Tgﬁ-ogPQH{l ng 230 ngdnétas to

be transm sswe of “infrared 1 ght, and may npty space menber

t hat t% gbhgahgh&éﬁjo¢drgﬁtlnfwsmr%gg the opening 30 in the

Iongltu I'réction I'nger s smaller than the Iength of the
finger 1 to e i nput, devjce 2 smal | si.ze.,The f ts
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I nput deV|c 2. The finger rests forped 0.fro mat er i t hat does
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shape of the finger gsee FIG 3B for exanpl e) The finger rests 25 are
conéav&crarding t&aﬁtl%rﬁrs TrRodiment of 4&3.%@%%“9%:@‘19 sthdp 3 VIgY a
gi ven position. Furthernore, a user can nove the finger 1 stably. The
aut henof ¢aejisput pvige 2 ancording o shpdiishembedwnent:of fhissinyenditanced
accuracy of 11 authentication. The finger rests 25 nmay have a pl anar shape
i nst ead of aAcdeseiptidhppedhshimpit devichi 2 of dbes emhleodimeget willshbe ghéemr e not
concaved or convexed, and accordingly, enables the top of the input device
2 to haakirg a5 sflesp sypedinger viint eantlsntidetion ndevice eas sa? sexamplig.veA as an
exanpl e of an

sweep type finger vein authentication device requires a user to move the

10 finger 1 in order to pick up an image of the entire finger 1.

Two finger rests 25 are set on the top of the input device 2 as an
interface where a living body whose image is to be picked up is placed. The
placement of the two finger rests 25 is such that an opening 30 is provided.

The opening 30 only has to be transmissive of infrared light, and may

15 be an empty space or a member that transmits infrared light. The width of
the opening 30 in the longitudinal direction of the finger 1 is smaller than
the length of the finger 1 to make the input device 2 small in size.

The finger rests 25 may be integrated with the input device 2, or may
be built separately from the input device 2. The finger rests 25 are formed

20 from a material that does not transmit infrared light.

The finger rests 25 have a shape curved to the shape of the finger 1
(see FIG. 3B for example). The finger rests 25 are concave in the center.

This enables a user to place his/her finger at a given position.

Furthermore, a user can move the finger 1 stably. The authentication

25 system of this embodiment can thus have an enhanced accuracy of
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interface to which a finger is presented for authentication, and that the
interface can have any shape as long as the interface is placed where the
finger 1 is presented for authentication. Placed under the finger rests 25
is the light source 23. The light 10 source 23 irradiates the finger 1 with
infrared light. The light source 23 emts light having an optical axis 231
in a direction substantially parallel to an inage pickup direction 320 of
the i mage pickup device 29. The imge pickup direction 320 is an opti cal
axi s digi8ekh@eatidnhi ch the inmage pickup device 29 picks up an image. 15 In
this explanatory diagram four |ight sources 23 are placed side by side

under each o he i i o] S; i al
perpendicuIa?h%oﬁpﬁgpﬁgﬁg§?%%ﬁﬁéﬁ g?ﬁgcgi%%&%# ?Réﬂei%g%%é%.éqﬁéfgr?g% be as
many |igh r.ces s.necesgaryto irradi,ate the fi [ wi th enough
ot ens EgPeBSHERE ndt e REREREEE finge e bR 1Pt sheaked sl R
di rection, substantjall rpendi cul ar to .the.longituydinal direction of the
fingerafd'#ﬂ%§§d%Pg os§¥ﬁ&§e$ogv?rgapafg the APRYEr 9EVETEi el §P ab@thi Por m
bri htg@fs. It als allq¥s thefjnput device 2 to be narrower in th
Iongit Ertrugiyee t iNpEeothat Hae ¢ THfr rests 1 a§§n@vﬁpf%%tarh§x®mlep?’ AR
| i ght sources 23 are |ined up i,s 25 obtained in a case where one, el ongat ed
| i ght $@igréacesoj whichcadiingern isopmsastedofrrs apthgatication, papgetiane tibgr to
the longitudinal direction of the finger 1. The CPU 11 of the
aut hentirteafaasn cpnobaveiany wiiapel @sclomg alssthedntenfaem s tplagedi whese ddel | ght
emtted fromthe |light sources 23 by executing the 5 light anount control
pr ogr afinge?.l foprésesttadder amthendidativger j oint is put

Placed under the finger rests 25 is the light source 23. The light

10  source 23 irradiates the finger 1 with infrared light. The light source 23
emits light having an optical axis 231 in a direction substantially parallel to
an image pickup direction 320 of the image pickup device 29. The image
pickup direction 320 is an optical axis direction in which the image pickup
device 29 picks up an image.

15 In this explanatory diagram, four light sources 23 are placed side by
side under each of the finger rests 25 in a direction substantially
perpendicular to the longitudinal direction of the finger 1. There can be as
many light sources 23 as necessary to irradiate the finger 1 with enough
intensity.

20 On the other hand, lining up plural light sources 23 in a direction
substantially perpendicular to the longitudinal direction of the finger 1
makes it possible to irradiate the finger 1 entirely at uniform brightness. It
also allows the input device 2 to be narrower in the longitudinal direction of

the finger 1. The same effect as when plural light sources 23 are lined up is

25 obtained in a case where one elongated light source 23 is placed in a
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on the finger rests 25, the authentication processing unit 10 | owers the
intensity of |ight, whereas, when a thick portion of the finger 1 is put on
the finger rests 25, the authentication processing unit 10 increases the
intensity of light. 10 The authentication processing unit 10 nmay contr ol
the Iight sources 23 such that all the light sources 23 emt the sane
anount of light. In this case, the authentication processing unit 10 only
needs one streamof electric current to control the |light sources 23, and

t he augheRtiosAtsi MhtaKEagRn iﬁ!ﬂ?ehﬂﬁﬁﬁfﬁfﬁa bheMBoHEROHMM AT dbedtd¥h COBIthelD The
aut hentication processing unit 10 may also control the light sources 23

such t%gcgi fferent |ight sources 23 enmit different amounts of light. In
t hi s case, tlhe aut henti cati on processing unit 10 uses different streans of

el ectric cur t Py ot 'gpﬁ o . Al $6S of
t he aut henti g‘glt%i on sygfednff%%@o Cearsc? an@fbcv%h%?hr?%ggkﬁl ?‘gh?élggﬂ??ﬁ 3 20
emtting an.adeguate amunt of.light, the i.mage picku vice 29.can,pick
ip & PR ReRE R S FRitRT feve 1o FRRLREe 9] BYeStadaing i
aut enh%%?tion ggocessipg unit 10 may_control the Light ources 23 such
that t L igRPUES (HOTHEODRIgHATY - t Fer ipatncs. ¥heB §N8aiedolnbis Piiide of
the finger 1 and the |light sources 23 set under the finger rest 25 on 25 the
tip si @8 thetfpger ggsts Lynthe pythanditatioR uprecessing gapit 1Q {owersdbe, t he
13 authentication processing unit 10 needs two streans of electric current
to coimfegisityhef hggh,t wheueeaswhen arthickheationenf thedingersl 4¢ @vtcen the
therefore be nmanufactured at |ow cost. Furthernore, the inmage pickup device
29 canfingeckests 25¢ tbarauthegdidatiorhpcbcesmngrumgitt H2 sscremsesudteuattedsityt t | e.
5 Plural light sources 23 may al so be lined up in the |ongitudi nal

of light.

10 The authentication processing unit 10 may control the light sources
23 such that all the light sources 23 emit the same amount of light. In this
case, the authentication processing unit 10 only needs one stream of electric
current to control the light sources 23, and the authentication system can
therefore be manufactured at low cost.

15 The authentication processing unit 10 may also control the light
sources 23 such that different light sources 23 emit different amounts of
light. In this case, the authentication processing unit 10 uses different
streams of electric current to control the light sources 23, and raises the cost
of the authentication system. On the other hand, with each light source 23

20 emitting an adequate amount of light, the image pickup device 29 can pick
up a clear image in which a brightness is fluctuated little.

The authentication processing unit 10 may control the light sources
23 such that the light sources 23 set under the finger rest 25 on the root
side of the finger 1 and the light sources 23 set under the finger rest 25 on

25 the tip side of the finger 1 emit different amounts of light. In this case, the
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direction of the finger 1. Plural |ight sources 23 may al so be arranged in a
sheet-shape. In this case, the authentication processing unit 10 controls
the light sources 23 such that ones far fromthe opening 30 emt intense

|l i ght and ones near the 10 opening 30 emt less intense light. The inage

pi ckup device 29 can thus pick up a clear inmage in which the brightness is
fluctuated little. An acrylic plate 34 is set in the opening 30. The acrylic
plate 34 is a material transm ssive of infrared |light. The acrylic plate 34

prevenksitRenfitAt6h pRSkessiAsalant 00] 86ddd eloudinands!Sf éleemienthareny tbhe
interior of the 15 input device 2. A light shielding nenber 32 is set on

each sigdgtfh th@qglli‘tfaﬁ{n#é%e%?%?ﬁi e %Qlthx@ﬁ%ic'ait@?{ sgm&h@aegm&%fe $2

prevents externa rom entering the opening 30. For exanple, the

| i ght |2l di e 2. s sizde: af ~hh i nger
1. 920 R o oo S TSGRy E the GRAEE RRRDLOHEGIR 20 o
effect of, external light. The.light.shieldin er 32.is al so unnecessary
when 1 Rl 8 SRt in ficu B pEeipehale TRt Hellel ure. The ! nage
pi ckup device, 29 .and, an infrar transmtting. filter 27 are .installe

i ns? de the iﬁB‘Eﬁald ght esauress % e TRAY r &rS8d B 4R ig fthet igngudinaly

bet ween .t he acrﬁll ic_plate 34 14 and the inage pickup device 29. The infrared
t r ansnPifecHgy of the fingesdl-y transmits infrared light. The image pi ckup
device 29 picks up infrared Iight that has entered the input device 2 from
t he outsi de Bhiralrliglht seurpes dh mag dsenbagrzengedein 5 sbegt-shapeat dn34 and

the infrared transmtting filter 27, The image pickup
this case, the authentication processing unit 10 controls the light sources 23

such that ones far from the opening 30 emit intense light and ones near the

10 opening 30 emit less intense light. The image pickup device 29 can thus
pick up a clear image in which the brightness is fluctuated little.

An acrylic plate 34 is set in the opening 30. The acrylic plate 34 is a
material transmissive of infrared light. The acrylic plate 34 prevents a
finger and a foreign object including dust from entering the interior of the

15 input device 2.

A light shielding member 32 is set on each side of the top of the
opening 30. The light shielding member 32 prevents external light from
entering the opening 30. For example, the light shielding member 32 is
placed so as to cover each side of the finger 1.

20 The light shielding member 32 is unnecessary when there is little
effect of external light. The light shielding member 32 is also unnecessary
when the top of the input device 2 has to have a flat structure.

The image pickup device 29 and an infrared transmitting filter 27 are
installed inside the input device 2.

25 The infrared transmitting filter 27 is set between the acrylic plate 34
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device 29 is placed right under the opening 30. The inmage pickup device 29
faces upward. A mrror or the like nay additionally be provided in the input
device 2. Then, the image pickup device 29 can be set at an arbitrary
position and can 10 face an arbitrary direction. This nakes it possible to
reduce height of the input device 2, for a distance between the opening 30
and the image pickup device 29 can be adjusted by changing the path of
infrared light entering fromthe opening 30 with the mrror or the Ilike.

Al ter ngldd/ ehy, infagd C‘Hiékubi ab¥iceeosl ViTHe d/MHaed MBARenitiRkLafilted 21 ddhg 15
opening 30. The ITght receiving device detects infrared light. In thi§ case,

the achydh&nblsaingratdd fidisei nfrared transmtting filter 27 and the inage
pi ckup e%PceS 29rare o%?tted, and the input device 2 can thus be nmade flat.

user roquest TG EeRSReRER! BRMee S iEicE, v dnsh Tgh Pk B Yhreded 2
Then,

e.light, sources 23 irradiate the fi r..lL wth infrared |j ., Whi ch
< scatPE BRI § RpRoter SRR AR meve g roten e pPeRite T et ar e
i ght scattered wiithin the finger 1 reaches an_area near, the top of the
opei ngBHC RIRiE BUoREhERs (iPfred HPGNMIHAE FIler 2hcnbhe  Rad GICKURT  t he
top of the opening 30 _ travels outside of the finggn 1. 25 The infrared |ight
exi ti nglevire 29 Agdraged sigineyndse thempepng@®. ddlicdenage pickewp sleyice RO
opening 30, the acrylic plate 34, and the infrared transmtting filter 27,
and i s igteskepwasdby t he i mage pi ckup device 29. The infrared |ight picked up
by the imge pickup device 29 has been transmtted fromthe interior of the
finger 1 thrdughrer palthedikte say Additionally hehprévidgdrinitheAuymetddagicg, 2.t he
infrared |ight picked up by the image pickup
Then, the image pickup device 29 can be set at an arbitrary position and can
10 face an arbitrary direction. This makes it possible to reduce height of the
input device 2, for a distance between the opening 30 and the image pickup
device 29 can be adjusted by changing the path of infrared light entering
from the opening 30 with the mirror or the like.
Alternatively, a planar light receiving device may be installed in the
15 opening 30. The light receiving device detects infrared light. In this case,
the acrylic plate 34, the infrared transmitting filter 27 and the image pickup
device 29 are omitted, and the input device 2 can thus be made flat.
Processing executed by the input device 2 will be described below.
First, a user requesting authentication puts the finger 1 on the finger
20 rests 25. Then, the light sources 23 irradiate the finger 1 with infrared light,
which is scattered in every direction within the finger 1. A part of the
infrared light scattered within the finger 1 reaches an area near the top of
the opening 30. A part of the infrared light that has reached the area near
the top of the opening 30 travels outside of the finger 1.

25 The infrared light exiting the finger 1 reaches the image pickup device
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device 29 includes a weak conponent attenuated by being transmtted through
finger veins and an intense conponent which has been transmtted through
areas free of finger veins and therefore has not been attenuated. In other
words, the infrared |light picked up by the inage pickup device 29 10
contains a contrast due to finger veins. Picking up such infrared |ight
enabl es the i mage pickup device 29 to obtain an inmage of a finger vein
pattern in a partial area (i.e., pickup target portion) of the finger 1

t hat i39p0l§rirb'u§hedtl'fd gbpentiye3bhetiipeachgicadOplaliee penand IBeofinfharednput
device 2 according to this enbodinent is 15 narrow in the |ongitudinal

di rect kphehitting fitepe7, hnd e piaid (Vs thE8mddd'gRikup Hevidee2dongi t udi nal

direction of the finger 1 while keeping the finger 1 on the finger rests

25. Al LhIS PREMnrddd FRIDIPKES Ul BV e plhip HEPKE SFUHAES behl Cks

up i mages of e pi ckup et portion in suc sion. The authentication

procesgj ' 0 | ' iChSQ y t i I ckup

devi ce ) #gk%%gg%@yﬁggﬁl{il{eﬁ%%%?%ge oéer'?klle vvhé*@%ﬁé%rl ﬂ@gi n %%Icge&kn of

the finger.l. In onder f.or.the image pickup device 29 of.the input. device 2

o i oRie EErcl can rruye ey, 4 rhaarod et RERsEh up by e gt RiskGh

portion, the_fallpwng optical conditions are desjrably nmet: 25 One

Bondi ¢ FEFIEs 2ohdnChHET mhgueke RIFRRRA e SHRIBRET Y JreintsraBsTHFted: ed

light that is reflected fromthe skin surface of_ the finger 1. Another

condi t tBFPwEh fingeryyens AR asn Mg sgeteporgndJebiGhyhas; been fransrdited | i ght

that is scattered hefore reaching a depth where finger veins run. Unl ess

t hese &hiowugh aseasifraeonkiinger ysins pnd trareloneghas mnftberge atiggruatede adpy

finger vein pattern information |owers the contrast of the finger vein
other words, the infrared light picked up by the image pickup device 29

10 contains a contrast due to finger veins.

Picking up such infrared light enables the image pickup device 29 to
obtain an image of a finger vein pattern in a partial area (i.e., pickup target
portion) of the finger 1 that is positioned right above the opening 30.

The opening 30 of the input device 2 according to this embodiment is

15 narrow in the longitudinal direction of the finger 1. The user moves the
finger 1 in the longitudinal direction of the finger 1 while keeping the finger 1
on the finger rests 25. At this point, the image pickup device 29 of the
input device 2 picks up images of the pickup target portion in succession.
The authentication processing unit 10 composites the images picked up by

20 the image pickup device 29, to thereby obtain an image of the whole finger
vein pattern of the finger 1.

In order for the image pickup device 29 of the input device 2 to pick
up a clear image of a finger vein pattern in the pickup target portion, the

following optical conditions are desirably met:

25 One condition is that the image pickup device 29 does not pick up
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pattern, and a finger vein pattern i mage becones unclear due to unnecessary
I nformati on such as winkles on the skin surface of the finger 1. To fulfill
the optical conditions, the finger rests 25 are set between the 10 |ight
sources 23 and the opening 30, and are formed froma material that does not
transmt infrared light. The light sources 23 emt divergent infrared |ight
(i.e., infrared light wth directivity). If formed froma materi al

transm ssive of infrared light, the finger rests 25 would let infrared

l'i ght iﬁﬁ‘m"échﬁgh’l‘t&ﬁ&t%@%ﬂ%{?t&f’fr@rﬁ%@ kikoshifBeB JffidePfifkeP 1t arARbtRer ti on
above the opening 30. Then, the infrared Ilight that has directly reached

tar oot Cpaniian 5‘%‘”‘“ g IR AL Kot ﬁﬁﬂe AR R g T

target "portion an then rea I ce ng to
The,fi tfherefore have to be

ig'rﬁréhk??ﬂmha 4 B2 %f%%e%%§é%f&9egﬁ§ﬁ’2§f?%€$ SFISE T o™ Bl bl
t t t t t
fﬁee{hﬁuf o DinieSs et Gntiaal comditians gBepi Batetblighe OBt Hats et ©

O%I ic plate 34. This is to prevent i nfrared light that exits the finger 1
bERHY HEREEcGn RAtErR Wermasion deyere tbeaqamﬁtraaw i g Bagertweings the
surface of the finger 1. 17 Further, the finger rests 25 al so cover nore
than hpeftesn, t aadipgerfingern t voims pattenn |inghge sbecemes23uvsladre dide tof t he
opening 30 in order to fulfill the optical conditions. This enables the
i mage pingicgpssany cafozfnation Fuwdh as wiirikdegeomwfthe $kingsurfasienofpe dimgernhi | e
hardly being affected by 5 infrared light that is scattered w thout reaching
a depth.where finger veins
To fulfill the optical conditions, the finger rests 25 are set betweén the
10 light sources 23 and the opening 30, and are formed from a material that
does not transmit infrared light.
The light sources 23 emit divergent infrared light (i.e., infrared light
with directivity). If formed from a material transmissive of infrared light, the
finger rests 25 would let infrared light from the light sources 23 directly
15 reach the pickup target portion above the opening 30. Then, the infrared
light that has directly reached the pickup target portion is reflected from the
skin surface of the pickup target portion and then reaches the image pickup
device 29, thus failing to fulfill the optical conditions. The finger rests 25
therefore have to be formmed from a material that does not transmit infrared
20 light.
Desirably, materials that do not reflect infrared light are used for
inner walls of the input device 2, the filter 27, the image pickup device 29
and the acrylic plate 34. This is to prevent infrared light that exits the

finger 1 from being reflected within the input device 2 and traveling back to

25  the surface of the finger 1.
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run (for exanple, infrared light that is scattered near the surface of the
finger 1). Howit is so will be described below. FIG 4A is an explanatory
di agram showi ng effects of the shape of the 10 finger rests 25 according to
the first enmbodiment of this invention. In this explanatory diagram the
finger rests 25 cover nore than half of the upper portions of the |ight
sources 23 on the opening 30 side. Therefore, infrared light emtted from
each light source 23 is directed toward a direction opposite to the opening

30. 15 The fE‘E& et CRIS fi %%ee%rf‘esl@lgaﬁﬁdal%céb&é} Jrietil Y S e Ugperar ed
l'1g

Iight fromt t sources 23 does not 1nclude the imge pickup direction
320 S % nent

ot PP, JREAS gt sLPRE AL B (i€ G, Oin “&é%*ml&%d?ﬁ B o e
opp03| the o n|n 30. The |nfrared em t rom
Checti Entathnt oopRBEl s9haifond  *Thid EHIER dtioy e 35?! §125 e
pi ckup I rection 320 |s an_optical axis dire tlo ich th g plckup
devi ceP“gg WP A3 1ASH Q nﬁggngFﬁ Ve sPaHE5 alx%vgs%f&%@ emit
light with an optical axis in a direction substantlally parallel to the

i meye priErogd dxgkécth&tnlssggatterz%d Avithertineachirg 4 dgpthiwhese ifmga ¥eigse

W Il be described next. 18 Infrared light fromthe |ight sources 23 first
r eachesunhgof i exmnple, infrpaed laght Kbak rifsr acattetrédymeamshehavrfacgchbdhehe
finger 1 is reflected fromthe skin surface of the finger 1 whereas another
part ofinigee 13ane infrared light enters into the finger 1. 5 The infrared
light that is reflected fromthe skin surface of the finger

How it is so will be described below.

FIG. 4A is an explanatory diagram showing effects of the shape of the

10 finger rests 25 according to the first embodiment of this invention.

In this explanatory diagram, the finger rests 25 cover more than half
of the upper portions of the light sources 23 on the opening 30 side.
Therefore, infrared light emitted from each light source 23 is directed toward
a direction opposite to the opening 30.

15 The finger rests 25 are placed such that the divergence of infrared
light from the light sources 23 does not include the image pickup direction
320. In other words, the finger rests 25 are set such that every component
of infrared light from the light sources 23 travels toward a direction opposite
to the opening 30. The divergence of infrared light emitted from the light
20 sources 23 is of a range between border lines 322. The image pickup
direction 320 is an optical axis direction in which the image pickup device
29 picks up an image.
In this embodiment, the light sources 23 emit light with an optical

axis in a direction substantially parallel to the image pickup direction 320.

25 A path infrared light takes in this case will be described next.
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1 is shielded by the finger rests 25 and does not reach the top of the
opening 30. Infrared light 326, which is a part of the infrared |ight that
has entered into the finger 1, is scattered wi thout reaching a depth where
finger 10 veins 62 run, whereas infrared |ight 324, which is a part of the
infrared light that has entered into the finger 1, is scattered after
reaching the depth where the finger veins 62 run. The infrared |ight 326
that is scattered before reaching the depth where the finger veins 62 run

changes its {hf%eEd didHRCErLAR thEONENEsouYesy 231 Ardt Fédch&¥ thdidgyrr ared | i ght
326 reaches the top of the opening 30 since nost conponents of 1nfrared

| ght I LA GiBA i MEY tHE AnglteE kef OF R the
openinSE%EP %ﬁge?ﬁ?rareégﬁfé%%Qg%%%lké?cﬁ ”gﬁgcgggereg;a?tgggpéaéﬁﬁﬁ%'the
dept h r fi r | r i rtiall . lnger
verns S80Systalfe bRAREIGNEEEN PhstHas Arbsheringl oL 3R SRRREIMRLR I e
openin 0. .The jgnfrared. light 324 thus reaches the top of the opening 30
whil e g&?‘?ﬂﬁ HGO then%%ge’\‘/é'r n pattern infornation. By picking up this infrared
light 324, the i e pjck evice 29 ca thus pick u finger vein
pat?ern irragg‘%el"{{’&gﬂeﬁ{gg‘gﬂg t JatreeieRts ¢ ﬁf(bfkég‘rg’ﬁ:eo?? Fﬁ@ Higfde
pi ckup device 29 is affected very little by the infrared 19 |ight 326, which
i s scatltisrehicklgdby theaingag rests Zemndd dpes ratheeaanthe tepioddhegmpenimgand
the infrared light that is reflected fromthe skin surface of the finger 1.
FIG 4BO.s an expl anatory di agram showi ng effects of the shape of the 5
finger rests 25 according to the first enbodi nent of this invention.
Infrared light 326, which is a part of the infrared light that has
entered into the finger 1, is scattered without reaching a depth where finger
10 veins 62 run, whereas infrared light 324, which is a part of the infrared light
that has entered into the finger 1, is scattered after reaching the depth
where the finger veins 62 run.
The infrared light 326 that is scattered before reaching the depth
where the finger veins 62 run changes its travel direction. However, very
15 little of the infrared light 326 reaches the top of the opening 30 since most
components of infrared light that has entered the finger 1 travel in a
direction opposite to the opening 30.
The infrared light 324, which is scattered after reaching the depth
where the finger veins 62 run, is partially absorbed by the finger veins 62.
20 Another part of the infrared light 324 reaches the top of the opening 30.
The infrared light 324 thus reaches the top of the opening 30 while carrying
finger vein pattern information.
By picking up this infrared light 324, the image pickup device 29 can

thus pick up a finger vein pattern image. The finger vein pattern image

25 picked up by the image pickup device 29 is affected very little by the infrared
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In this explanatory diagram the finger rests 251 do not have |ight
shi el ding portions over the |ight sources 23 unli ke the finger rests 25 of
this enbodi nent. For conparison with the finger rests 25 of this

enbodi ment, a path infrared |ight takes when finger rests 251 are enpl oyed
will be 10 described. The divergence of infrared |light emtted fromthe
light sources 23 is, in this case, of a range between border |ines 327, and
i ncludes the imge pickup direction 320. In other words, the infrared Iight

fromt *I%Ht':ﬂi‘é whPH ‘f@%cét?te?@@tkﬁéf&% FéHHIﬁBngl{% dép ﬁ?kﬁf&ﬂe% ﬁln%
30. 15 paththe infrared |ight takes I's described next. The i frared Ilght

t akes apﬂE e g&k (Py

except Tor ?lhe pa ?ﬁﬁ%ﬁ@& l&émafrdgggﬁggﬁpééé%g?ﬁﬁ H-'éa té&é? betore
reachi t ejrdepth where the finger veins 62 run. A descr| ptlon on the
common ared light path wi Il be omtted. 20 The infrared light fromthe

| i ght source 3 jn.this ex anator di agr.am cont gi ns onent s rect ed
Lovar d the_ oBdR AP 30 Ane EBRIAPY Riaetam SHEHE GHEC QU aPEItior o
reach| t_g t he depth where the flng r veips . 62 runé__{_lherefore reaches the top
of rﬁgtss@ a¢rardéng toiherfirsiempagignent of shismyeatioRwering the
upper portlons of 25 the light sources 23, the inmage fl ckup device 29 picks
up a finger vBithizoexplenatary iggramatthiesinageeaests [R5 1o invtr have lighht
326, which is scattered before reaching the depth where the finger veins 62
run. Tiehiekiage poirtioms odavtlve lighttdvascearitbiargikek the fmgeremsts Bigef thisa
finger vein pattern. In contrast, wth the finger rests 25 covering nore
t han harhbodirhémt. SFoppempaisonstifthiehfengerghdsts @5 of shkBembddimepem ng 30
side, the inmage

path infrared light takes when finger rests 251 are employed will be

10  described.

The divergence of infrared light emitted from the light sources 23 is,
in this case, of a range between border lines 327, and includes the image
pickup direction 320. In other words, the infrared light from the light
sources 23 contains components directed toward the opening 30.

15 A path the infrared light takes is described next.

The infrared light takes the same path as when the finger rests 25 are
employed (FIG. 4A) except for the path of the infrared light 326, which is
scattered before reaching the depth where the finger veins 62 run. A
description on the common infrared light path will be omitted.

20 The infrared light from the light sources 23 in this explanatory
diagram contains components directed toward the opening 30. A part of the
infrared light 326 scattered before reaching the depth where the finger veins
62 run therefore reaches the top of the opening 30.

In short, with the finger rests 251 not covering the upper portions of

25 the light sources 23, the image pickup device 29 picks up a finger vein

20



pi ckup device 29 can pick up a clear finger vein pattern inmage which is
hardly affected by the infrared Iight 326, which is scattered before
reaching the depth where the finger veins 62 run. Since the input device 2
of this enbodinent is a sweep type 10 authentication device, a user noves
the finger 1 in the longitudinal direction of the finger 1 while keeping
the finger 1 on the finger rests 25. It can be expected that the user may
accidentally lift the finger 1 fromthe finger rests 25 while noving the

finger phttdrf frihge C@eR, ist 8ectle bl AYLinfraPt8 1%h(CBLY, | WHicH RS &dat@dtehal f of
t he upper portions of the |light sources 23 on the opening 15 30 side enable

e | TR ARG Zh] BRI TARE} S d EpOFinY SR RRALEGICLIROC. A
shovt Besldicss el LoV BRR S P BABC o 543600 BRCERLPR, L0 1o LT
ont he- opent 13 SUHErtb- withh the (iRt Pt P FaYrie gre dhen Lot phdbene
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| i ght sources 23 does not include the inmage pickup direction 21 320. In
ot her wieladp demce| 2Yeran sRick P gr elegs: fiagen vaint pettery tvasenwhichgs
infrared light fromthe |ight sources 23 travels toward a direction opposite
t o t he hawdhi aifegted tethit irirgoed dightt 3A6r arhhghl isgbecatéarad bgfoneoneadhung ght
sources 23 is of a range between the border |ines 322. The inmage pickup 5
di r ect ithe &3pehiwhare tipt ficwer arcins 6 meni on in which the i nage pi ckup device
Since the input device 2 of this embodiment is a sweep type
10 authentication device, a user moves the finger 1 in the longitudinal direction
of the finger 1 while keeping the finger 1 on the finger rests 25. It can be
expected that the user may accidentally lift the finger 1 from the finger rests
25 while moving the finger 1. In this case, too, the finger rests 23 covering
more than half of the upper portions of the light sources 23 on the opening
15 30 side enable the image pickup device 29 to pick up a clear finger vein
pattern image.
A mechanism thereof will be described below.
FIG. 5A is an explanatory diagram showing effects of the shape of the
finger rests 25 according to the first embodiment of this invention.
20 In this explanatory diagram, the finger rests 25 cover more than half
of the upper portions of the light sources 23 on the opening 30 side, and
thus direct infrared light emitted from the light sources 23 toward a
direction opposite to the opening 30.

The finger rests 25 are placed such that the divergence of infrared

25 light from the light sources 23 does not include the image pickup direction
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29 picks up an image. A path infrared light takes in this case is described
next. Infrared light fromthe |ight sources 23 first reaches the finger 1.
Infrared light 342, which is a part of the infrared |ight that has reached
the 10 finger 1, is reflected fromthe skin surface of the finger 1 whereas
the infrared Iight 324, which is another part of the same infrared |ight,
enters into the finger 1. The infrared |ight 324, which has entered into
the finger 1, takes the same path as in FIG 4A, and a description of the

pat h wgbb, bgniHeradords @ fiRgePrBSts D8Nshe tbEsLBh! BiftdeddrgNborBporeslt! ect ed

fromthe surface of the finger 1 changes its travel direction. wever,
inee PhifFafid lighe iR Lght Rurple AT RRIRR L% eI Bire et PpRears
the- i ni T SPECEReig 38, he BERURRAEE of krRbaf Lt Einin PR Rt RIRBC RS, Doy
Shovi nBOGTSSE A2 B Of R ERER AP eB R0 IF T A5R S5 achof JPER SACREDT | 1ot
N e T R

the finger rests 25 of this 25 enbodinent. For conparison with the finger
rests 28 RiFkpHR a8niaBPrent, a 22 path infrared |ight takes when the finger
rests 251 are enployed will be described. The divergence of infrared |ight
em tted fronftpath infraresblightsakes in this naseis deaeebedfnext- ange bet ween t he
border lines 327, and includes the image 5 pickup direction 320. In other
wor ds, the ihffraret lighghfromothda HigHti ghtirces 23 first reaches the finger 1.
Infrared light 342, which is a part of the infrared light that has reached the
10 finger 1, is reflected from the skin surface of the finger 1 whereas the
infrared light 324, which is another part of the same infrared light, enters
into the finger 1.
The infrared light 324, which has entered into the finger 1, takes the
same path as in FIG. 4A, and a description of the path will be omitted.
15 On the other hand, the infrared light 342 reflected from the surface of
the finger 1 changes its travel direction. However, very little of the infrared
light 342 reaches the top of the opening 30 since the infrared light that
reaches the finger 1 is directed toward a direction opposite to the opening 30.
In other words, most components of the infrared light 342 reflected from the
20 surface of the finger 1 travel in a direction opposite to the opening 30.
FIG. 5B is an explanatory diagram showing effects of the shape of the
finger rests 25 according to the first embodiment of this invention.
In this explanatory diagram, the finger rests 251 do not have light
shielding portions over the light sources 23 unlike the finger rests 25 of this

25 embodiment. For comparison with the finger rests 25 of this embodiment, a
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sources 23 contains conponents directed toward the opening 30. A path the
infrared |ight takes is described next. The infrared |light takes the sane
path as when the finger rests 25 are enployed (FIG 5A) except for the path
of the infrared Iight 342, which is 10 reflected fromthe surface of the
finger 1. A description on the common infrared Iight path will be omtted.
The infrared light fromthe light sources 23 in this explanatory diagram
cont ai ns conmponents directed toward the opening 30. A part of the infrared

light 342hriefiteeletighiomide wikd agR ehdeberddtloes 1 lathimehRied SRghee 15

the top of the opening 30. In short, with the forger rests 251 not covering
t he “pBSE;cﬁPé&i ons of the light sources 23, the inmge pickup device 29
picks up a frnger vein pattern inmage that is affected by the infrared |ight

342, which i Jected f th f .of & fi - 1. The | . pi ck
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Cont 82 e bt kPR AR e B R S s BBl
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finger 1. 23 The finger rests 25 therefore have to cover the upper portions
of t heSOUrefn 23niians sompanenls digerwshtawardiite opeméegF0.i nfrared |i ght
emtted by the light sources 23 away fromthe opening 30. The finger rests
25 may be nmadepaihdthe ioirghed dightHakestie dgsperbedsnest.t i ons of the |ight
sources 23 do not need to be covered. In this case, the

The infrared light takes the same path as when the finger rests 25 are
employed (FIG. S5A) except for the path of the infrared light 342, which is

10 reflected from the surface of the finger 1. A description on the common
infrared light path will be omitted.

The infrared light from the light sources 23 in this explanatory
diagram contains components directed toward the opening 30. A part of the
infrared light 342 reflected from the surface of the finger 1 therefore reaches

15  the top of the opening 30.

In short, with the finger rests 251 not covering the upper portions of
the light sources 23, the image pickup device 29 picks up a finger vein
pattern image that is affected by the infrared light 342, which is reflected
from the surface of the finger 1. The image pickup device 29 thus cannot

20 pick up a clear image of a finger vein pattern.

In contrast, with the finger rests 25 covering more than half of the
upper portions of the light sources 23 on the opening 30 side, the image
pickup device 29 can pick up a clear finger vein pattern image which is

hardly affected by the infrared light 342 reflected from the surface of the

25 finger 1.
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I nput device 2 is made large in size, but the inmage pickup device 29 is able
to pick up a finger vein pattern image that is affected very little by the
infrared |ight 326, which is scattered before reaching the depth where the
finger veins 62 run, and the infrared light, which is reflected fromthe
skin 10 surface of the finger 1. Described next is a finger vein pattern

I mge picked up by the inage pickup device 29. FIG 6 is an explanatory

di agram showi ng a rel ati on between the distance fromthe |ight source 23

and the |uni fmecangéﬁ wes@f 28 fHergfireVRhve tdScdairt €id dppaepaataisiofateo t he
first enbodiment of this invention. A graph in FIG 6 shows a relation

bet veefghfeodireb8 M ih ' Hler® kkég%eagweegeﬁée WQnY%eHUH%Hﬁ'&&%tM% By of a

finger vein pattern inage. A case in ich™the Il ght source 23 emts

i nfrarege llf;gﬁ{ﬂtso ngfg'ggq,a '&Bﬁp%%%p%ng}%gt described first. 20 The

| um nance val'ue of the rnmage I's hi e distance fromthe Iight
i nance val e BPePhaTTREGE Thaoker BHAS A ShyRRnc S BRLEE SRR (he
A PR R R DRSS et ) SR B PP
P nadtdal degieeos IeHBAdR BRI GE U SR EIMEREEe AUds Relfont
point is far fromthe Iight source 23. A lum nance value is classified into
a hi ght® wpickah®e ar fifgsr 18an patigray pmageatat iscalreated vewy | ki dne dheange
188. 5 When an imge has a | um nance value in the high |um nance range
infrared light g26, which is scattered before reaching the depth where t?'le
finger veins 62 run, and the infrared light, which is reflected from the skin
10  surface of the finger 1.
Described next is a finger vein pattern image picked up by the image
pickup device 29.
FIG. 6 is an explanatory diagram showing a relation between the
distance from the light source 23 and the luminance value of a finger vein
15 pattern image according to the first embodiment of this invention.
A graph in FIG. 6 shows a relation between the distance from the
light source 23 and the luminance value of a finger vein pattern image.
A case in which the light source 23 emits infrared light at a fixed
intensity will be described first.
20 The luminance value of the image is high when the distance from the
light source 23 is short. As the distance from the light source 23 increases,
the luminance value of the image is lowered. Increasing the distance from
the light source 23 causes the luminance value of the image to drop rapidly

when a luminance measurement point is near the light source 23. On the

25 other hand, increasing the distance from the light source 23 causes the
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184, the authentication processing unit 10 cannot obtain finger vein pattern
information fromthe inage since this image is saturated with light. Wen an
i mge has a |lum nance value in the visible range 186, the authentication
processing unit 10 can obtain finger vein pattern information 10 fromthe

i mage. When an inmage has a | um nance value in the |ow | um nance range 188,
the authentication processing unit 10 cannot obtain finger vein pattern
information fromthe inmage since light in this imge is too weak. In short,

the vi shRliRahaBde/al88 I6f ath@nggdde W clirbpe 416888 RVBKHP a 13uf8Wia¢Re29 can
detect variation in light intensity, whereas the high |um nance range 184

and t hend Yhlcbti e B6M Y ANGe Ao BiC1EARISHLE i ch Lhe | mage  pickup device

29 cannot detect variation in light Intensity. A curve representing the

| um nance valyu - i‘;ﬁg r: : i r he
graph when tﬁeﬁfﬁ%%s]?%y 0 gi%%%r%gy?%?glﬂ%o %glggnﬁg%%{%mgﬁgglll% ’tElsour ce
23 is i ased. ot her rds, .increasin | i ght anmount of the Iight
sourcevgsﬁ{)%o{fgéget hg@ﬁ%‘?ﬁ i@’%i‘ﬁg&“ﬁ‘geaﬂﬁ%ﬂ% #gg‘mthe | i ght source 23. The
curye representing the | unjnance val ue of the i e .noye toward the | ower
'ef? corner SYDTRETLITARCREN & NBTTRPESS! Y3U51 I AOFHIGH [HGHAANSS TaREF od
fromthe Iit%ht sQurce 23 is reduced. In other words, .|owering the 25 |ight
amount 16 the auifianticiiier proceesias vaE P Sanmot ahiniigessrekeiasy PabterRe

| i ght source 23. This explanatory di agram shows the | uni nance value given to
the i haigematiaméramdie spage sing: thistimageis saturaied withdight.t he finger 1.

The 5 lum nance valuye given to the inage by the fingertip side |ight source
23 is When an image has a luminance value in the visible range 186, the

authentication processing unit 10 can obtain finger vein pattern information
10 from the image.
When an image has a luminance value in the low luminance range
188, the authentication processing unit 10 cannot obtain finger vein pattern
information from the image since light in this image is too weak.
In short, the visible range 186 is a range in which the image pickup
15 device 29 can detect variation in light intensity, whereas the high luminance
range 184 and the low luminance range 188 are ranges in which the image
pickup device 29 cannot detect variation in light intensity.
A curve representing the luminance value of the image moves toward
the upper right corner of the graph when the intensity of infrared light
20 emitted from the light source 23 is increased. In other words, increasing
the light amount of the light source 23 moves the visible range 186 away
from the light source 23.
The curve representing the luminance value of the image moves
toward the lower left corner of the graph when the intensity of infrared light

25 emitted from the light source 23 is reduced. In other words, lowering the
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represented by a curve that is a mrror reverse of the curve of FIG 6. The
| um nance val ue given to the inage by the |ight source 23 on the root side
of the finger 1 and the fingertip side light source 23 is represented by a
curve that is obtained by overl apping the above two curves. 10 In this
enbodi nent, where the opening 30 is sufficiently narrower than the visible
range 186, the entire area of the opening 30 can be contained in the
visible range 186 by adjusting the intensity of infrared light emtted from
the |i gilsht9HHGAS of Ihe Tgh h@lﬁicéggr&%eg?ahgamﬂﬂe%ﬁh$m% tRQiret 8 theot
side or tip side of 15 the finger 1 instead of on both sides. In this case,
al so, tbetepticke 2y ea of the opening 30 can be contained in the visible
range 1386 since the opening 30 is sufficiently narrower than the visible

ange, 19 MBS BEEIE, Ll QGRS R0 L BRI BERLOh RS,
et "B S R SYEESa T o g RSP e P gt TR

sources 23 on the .root. side of .the finger or on the t.ip, side of the

£ nbor MTRRABPESAHE BN TIE0r dEnge 05 i SrdsTEPeRE IEDE SRS 2Pt case
where it is not possible to contain the width of the openin 25 30 in the
vi si bl EEPERSGRER DY @ [gauVRthadils @ BRAITArgiRveEss ot dae e IR @t 26 source
23 is changed in a continuous nmanner, and the inmage pickup device 29 picks
up an i mage ahedagninancemyalye given ththe Thagsuby dheilight spurgs gdeasithg uni t
10 conposites the i mges thus picked up by the inage pickup device 29, to

t her ebyoobtalenohtinb dirgarmbgadthe Hinggréip syledlighs seivdch\@3 és represented

by a curve that is obtained by overlapping the above two curves.

10 In this embodiment, where the opening 30 is sufficiently narrower
than the visible range 186, the entire area of the opening 30 can be
contained in the visible range 186 by adjusting the intensity of infrared light
emitted from the light sources 23.

The light sources 23 may be set on either the rbot side or tip side of

15 the finger 1 instead of on both sides. In this case, also, the entire area of
the opening 30 can be contained in the visible range 186 since the opening
30 is sufficiently narrower than the visible range 186. A side where no light
sources 23 are set may have or may not have the finger rest 23.

However, setting the finger rest 25 on the side that has no light

20 sources 23 helps to prevent the finger 1 from straying while moving. On the
other hand, omitting the finger rest 25 and the light sources 23 on the root
side of the finger 1 or on the tip side of the finger 1 enables the input device
2 to have an even smaller size.

In a case where it is not possible to contain the width of the opening

25 30 in the visible range 186, the intensity of light emitted from the light
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FIG 7 is a flowchart for authentication processing of the authentication
processing unit 10 according to the first enbodinment of this invention. The
aut henti cati on processing unit 10 first perfornms finger detection 10
processing (S 100) to judge whether or not the finger 1 is on the finger
rests 25 (S110). Wiether the finger 1 is on the finger rests 25 or not is
judged from information provided by, for exanple, a contact sensor, a
tenperature sensor, an electric resistance sensor, or a dielectric sensor.

An | G HEe @ﬂfehga Y 8 dIPERLBLSkHBRY %ﬁ¥8}g%a§r10 icRl 3

j udge whet ger 1 is on finger frests speC|f|c

g Bebes e e ﬁ%ﬁ??aﬁa*é%&?e%ﬁe?*%%@ﬁﬁ?le%@@?ea‘%gkﬁﬂth BERERPR i on

system_can accordin be built at .l ow cost. 20 The S.23 | n th| S
choe argorRRsing LiE 0 HoBpRpECS e e ;sﬁe RuBtcet b 9 ghe, 4

imge in a cycle sh rter t han htlng of th ght squrc

The i mﬂj cREBIEe 9cze 2 HERAY eg’% cllE’éﬁg‘Eup f&k‘@hé’p&ﬂlﬁgngﬁcatl on

processi n|t 10. The authentlcatlon processing unit 10 receives the

i me@ es“ﬁﬂgh¥1%% 25 i mage pickup device 29 and obtains the | um nance val ues
of the received 27 images. Then, the authentication processing unit 10
conpar es t he FlGunithatxeavdlems atanthdor magddengicaitiad proessstegsiain, theo

t hereby obtain the anpbunt of image | um nance value fluctuation. Based on

t he obtaaithedticatige procdssangeindl U@ ddoocding torthanbrstt emtboelimetriteof kst i on
processing unit 10 5 judges whether or not the finger 1 is on the finger
rests Zhvention.

The authentication processing unit 10 first performs finger detection

10 processing (S100) to judge whether or not the finger 1 is on the finger rests
25 (S110).

Whether the finger 1 is on the finger rests 25 or not is judged from
information provided by, for example, a contact sensor, a temperature
sensor, an electric resistance sensor, or a dielectric sensor. An image

15 picked up by the image pickup device 29 may also be used to judge whether
the finger 1 is on the finger rests 25 or not.

A specific description will be given on a case of using an 1mage picked
up by the image pickup device 29. This case requires no sensor and the
authentication system can accordingly be built at low cost.

20 The light sources 23 in this case are lit in a regular cycle. The image
pickup device 29 picks up an image in a cycle shorter than the lighting cycle
of the light sources 23. The image pickup device 29 sends the images
picked up to the authentication processing unit 10.

The authentication processing unit 10 receives the images from the

25 image pickup device 29 and obtains the luminance values of the received
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To be specific, the authentication processing unit 10 judges that the
finger 1 is not on the finger rests 25 when the image | um nance val ue
fluctuation anmount is smaller than a threshold. This is because infrared
light emtted fromthe |ight sources 23 does not reach the imge pickup 10
device 29 unless the finger | is on the finger rests 25. Wen the inmge

| um nance val ue fluctuation anmount is equal to or |arger than the
threshold, it is judged that the finger 1 is on the finger rests 25,

becausqmateish t hendh No@le laliB8éhABaBBn! NSrdck8sRig raiS 29, domhparad Hight
emitted fromthe |ight sources 23 is scattered ihside the finger 1 and

H _ . . : o Lo LE P1nger. H
reac eslunﬁ%fh{&g %dgtﬁ%gncﬁ*t tg-le%“if??%géé 98c&9ed'1§5§,u§cuetf<%§&1“@meféba) Sbldidlofe t hat

t he finger _ ~ rests _ enft’lcatlon rocessing is
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val ue. The objective value is a | um nance 25 value that yields maxi num

contrast bet ideResRagificpthe iaéﬁhﬁmlcélﬁ%hW@F%%Bgﬂil@gubgdb‘ldtgeénthalth'@’le

obj ective value is constant regardl ess of the shape and thickness of the

fi nger fingabedcis beet oy dhies fimgeasresta @i sharhdhguimagei bamiinangeoraby ng

unit 10 controls the fingertip side |ight sources 23 and the |ight sources

23 on fhidthmatioootmsodetds simalferngdean la sbpeskadlel. y. This is because infrared
light emitted from the light sources 23 does not reach the image pickup

10 device 29 unless the finger 1 is on the finger rests 25.

When the image luminance value fluctuation amount is equal to or
larger than the threshold, it is judged that the finger 1 is on the finger rests
25, because, with the finger 1 resting on the finger rests 25, infrared light
emitted from the light sources 23 is scattered inside the finger 1 and reaches

15 the tmage pickup device 29.

In the case where it is judged that the finger 1 is not on the finger
rests 25, authentication processing is not necessary and the authentication
processing unit 10 returns to Step S100.

On the other hand, in the case where it is judged that the finger 1 is

20 on the finger rests 25, the authentication processing unit 10 performs light
amount control processing {S120).

To be specific, the light amount of the light sources 23 is controlled
such that the luminance value of an image picked up by the image pickup

device 29 approaches an objective value. The objective value is a luminance

25 value that yields maximum contrast between a vein portion and a non-vein
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The aut hentication processing unit 10 receives inmages fromthe inmage pickup
device 29. The authentication processing unit 10 calculates a nean

| um nance value in the fingertip side halves of the received imges and a
mean | um nance value in the finger root side halves of the same images. 10
The I'ight amount of the |light sources 23 is controlled in accordance wth

t he obtai ned nean | um nance values. To be specific, the |ight amunt of the
fingertip side light sources 23 is controlled such that the mean | um nance

val ue it REpbHGE!  TReShiiRChivh YRALBPR! Qtehit REPRIAS! b the/ AHipe afiRd the

i ght anount™ of the |ight "sources 23 on the root "side of the finger 1 15 is

cont ro'thﬁﬂ(rﬁelé%rbftﬂ?xt%hﬁﬁggr gean | um nance value in the finger root side
hes e 8bj

hal ves "appr oac ective value. The authentication processing unit 10
makes the i e lymnance. val ues.cl oser, t he.aobj.ective val ue .b .
'hor easing oD SSAIATNGCrRAS 1 GhEe nbaan SRe it EAEHost ptBet itk it
feedin ack the image | um nance. 20 val ues. e |ljght .anount of t | i ght
sour ced HoRtpTEsheriesdin THe Uk saurtss 29 arek B JRHE Sonits 23 GRount
varied Ln acco_r%fmﬁe with the degree of convergence. Alternatively, the
aut Penthe 4ePbFG5 Bk Has fimgetnk §eH@rat§§§, estimate, based on characteristics of
t he i mage pickup device 29, a light anmount that wll nmake the inmage
| uni nance vaflties agithsaiticasiarheposjcssing euni 4} ikeceines dmagesadeomhdhe ght
sources 23 enmit the estimted anmount of 29 |light. The authentication
pr ocessimagepickupoderdze 35br f Themutheniicaticx pracessiggprmided® calrulg8isdp. The
feature extracting processing is, as wll be described |ater with reference
t o Fl Ghne@f\luthiandc8Galtiorinettter Angertdp fsdde bradveSofltha réceivetdhienagegandpi cked
up by the inmage pickup device 29.
a mean luminance value in the finger root side halves of the same images.
10 The light amount of the light sources 23 is controlled in accordance
with the obtained mean Iuminance values. To be specific, the light amount
of the fingertip side light sources 23 is controlled such that the mean
luminance value in the fingertip side halves approaches the objective value,
and the light amount of the light sources 23 on the root side of the finger 1
15 1s controlled such that the mean luminance value in the finger root side
halves approaches the objective value.

The authentication processing unit 10 makes the image luminance
values closer to the objective value by increasing or reducing the light
amount of the light sources 23 while feeding back the image luminance

20 values. The light amount of the light sources 23 may be increased or
reduced by a fixed amount, or by an amount varied in accordance with the
degree of convergence. Alternatively, the authentication processing unit 10
may estimate, based on characteristics of the image pickup device 29, a light

amount that will make the image luminance values closer to the objective

25 value, and then have the light sources 23 emit the estimated amount of
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Next, perfornmed is feature data conpositing processing (S140). The feature
data conpositing processing is, as wll be described later with reference
to FIG 9, for pasting together the extracted feature data and feature data
t hat has been extracted in the past. 10 The authentication processing unit
10 next judges whether or not the size of the conposited feature data is
equal to or larger than a threshold (S 150). The threshold is determ ned by
a size feature data needs to have for a crosscheck. To be specific, the
novenepbpanount of the finger 1 is calculated 15 through the feature data
conposi ing processing (S 140). Fromthe obtained novenent anount of the

finger 1, QUtmmeéQ&p[ﬁ%%?§ég% uihtie 190 | Hgﬂﬁsg\@'pmoﬁda the

si ze of the eature data Is equa | arger than en the

feat ur g, fal A Sg'[ﬁ%!e%s ké £50} haf’hé Eeeat{ﬂ}; ee%&?éc?un rogég?%g flenl Gaf ban

processi Ag uni perform StUre ¢ro processing.

Then, the t i cat.|,0 r ocess O_ret o St 0 When t he

feat ur Bo5gARed; 2k FilKd dafegies b EJ{} 8% End 85 o8 BrfRe g YA, o
erformed, .25 In Step. S 150, whet her or

crosschecking p oceSS|ng
not B ntﬁ" CIpRAFDP QMPP 9’( INARSBIk R AEVI9€HRr than a t hreshol d

may be judged addi ti onal | I n th| s case, the feature crosscheckin
processi ng (Bexboperf §TE’@C¥G)$ featuiscRatan sOMmPESIHAL RERCESSInG (S§49&1uaﬁlh?o or
| arger than the threshold and at the same tine the novenent speed of the
fi nger faatiige statercampositiegt prestrsing &,Ths milleentdesqoined datathevithnger 1
vari es dependi ng on the finger
reference to FIG. 9, for pasting together the extracted feature data and

feature data that has been extracted in the past.

10 The authentication processing unit 10 next judges whether or not the
size of the composited feature data is equal to or larger than a threshold
(S150). The threshold is determined by a size feature data needs to have for
a crosscheck.

To be specific, the movement amount of the finger 1 is calculated

15 through the feature data compositing processing {S140). From the obtained
movement amount of the finger 1, the authentication processing unit 10
judges whether or not the size of the feature data is equal to or larger than
the threshold.

When the feature data size is smaller than the threshold, the

20 authentication processing unit 10 cannot perform the feature crosschecking
processing. Then, the authentication processing unit 10 returns to Step
S120.

When the feature data size is equal to or larger than the threshoid,
the feature crosschecking processing (S160) is performed.

25 In Step S150, whether or not the movement speed of the finger 1 has
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| ength. Therefore, in sone cases, there may still be roomfor the finger 1
to nove further after the feature data size exceeds the threshold. In this
case, feature data is kept collected until the finger 1 stops noving or
until immediately before the finger 1 stops noving. At a point when feature
data 10 is collected to the maxi num size, the feature crosschecking
processing (S 160) is started. In this way, the recognition rate can be
enhanced even nore. To be specific, the feature data conposited in Step

S140 | %eébﬁ@kgﬁ)wé}gﬂhaﬁta%ﬁ%@ﬁ%icﬁ%ﬁéﬁfb@?ﬁa%é& URAtiohallRe Ihofrigecdde, 15
For instance, the simlarity between the Teafure data and the

aut henthe ath ket dudch ok Rt | ol Bl (W60 1hnohlshoe duAbA I i equal

to or larger than a thre he u I's aut henticated as a person

associ i1k h i i . i t.h i,eation
o oces art st st " 6F 1 o WhE, s R AT tole Safte AL WBR' 7
the feature data c itin Qcessin S 140).,is distorted. The

aut henf’il%‘éetr{lgﬂgsﬁffﬁgﬁgﬁﬁgé?gﬁr? 19 Si%‘gfag tﬁ\ﬁpﬁ%@rﬁg&’ﬁl lity by enploying a
crosscheckin nmet hod that takes Ejiﬂgto tion into aﬁcount .in thgﬁf ﬁature

cr o3schecki nghep‘i‘@é’sgﬁ%a{r@‘{%?. & Imgsipl sris ARRCRAE OFeERs HH8R hod
that takes distortion into 31 account include one in which inmges are

enl ar glengih. r e AN SOIBE FeRe tRere AL 56l e vivosn fenthe ilmg 1 do
divided into sections to check corresponding sections against each other
and nmakeove funbesadies the fqamgmtafmmem@egmmi tdhrgpheldsskhébic casal t s.
In the nmethod where 5 i mages are enlarged or reduced for a crosscheck, a
di st or feagmre ndate is kept collected until the finger 1 stops moving or until

immediately before the finger 1 stops moving. At a point when feature data

10 is collected to the maximum size, the feature crosschecking processing
(S160) is started. In this way, the recognition rate can be enhanced even
more.

To be specific, the feature data composited in Step S140 is checked
against authentication data stored in the storage 14.

15 For instance, the similarity between the feature data and the
authentication data is calculated, and when the obtained similarity is equal
to or larger than a threshold, the user is authenticated as a person
associated with the authentication data.

This completes the authentication processing.

20 There is a possibility that the feature data composited in the feature
data compositing processing (S140) is distorted. @ The authentication
processing unit 10 deals with the possibility by employing a crosschecking
method that takes distortion into account in the feature crosschecking
processing (S160}.

25 Examples of the crosschecking method that takes distortion into
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novenent direction of the finger 1 is adjusted appropriately by raising the
expansi on/ contraction rate in the longitudinal direction of the finger 1.
The feature extracting processing (S 130) of the authentication processing
unit 10 will be described below 10 FIG 8A is an explanatory diagram of the
finger veins 62 whose inmage is picked up by the inmage pickup device 29
according to the first enbodinent of this invention. The finger veins 62
run all over the finger 1 whereas the inmage pickup device 29 picks up an

| mage %Ecﬁﬂﬂtfirﬂﬂﬁ'ael oq{ef"sﬁ{;t\%ﬂiél? te Qge?irégenia'}g%& t%‘;ir%'éld&'%ﬁsfo}h%t t he

i mge pickup device 29 pic up an 1 nage of a part finger veins 62

hat i e i ! _ i . . i
o aor afr O K g SRERiCH <peh, BRERLTE, dRidedifio SRct R SRS

rage. SPEERRong SREPHRG SRR ARty oo A i b BERBHEN S Shr t of

the finger 1 and a part .of .t.he finger yeipns 62 that arge within an area
[ r aned Wgematofiom e dRdvigtal FdmackaeRo Rt eadrngREn MO b RIS s an
area that is franed, by the opening 30 fromthe i mage 64 picked up by the
i nede PMERGP aEyi eslargsdoer zedugedaden ar SFRIPIRECKRe 20 ERATEOT0 Waythse set
in advance or may be determ ned autqnat{cal%% by the authentication
pr ocessnexcmant dicectingg ofi thed fingies 1 9s aadieished appromiriatelndyagaiséngithet i on
processing unit 10 automatically determnes the area framed by the opening
30. 5 thpaasidrefudrdaaconpate és shedongitudifal digesidarhef hedirfgeanied by t he
The feature extracting processing (S130) of the authentication
processing unit 10 will be described below.
10 FIG. 8A is an explanatory diagram of the finger veins 62 whose image
is picked up by the image pickup device 29 according to the first
embodiment of this invention.
The finger veins 62 run all over the finger 1 whereas the image
pickup device 29 picks up an image of the finger 1 presented to the opening
15 30, which means that the image pickup device 29 picks up an image of a
part of the finger veins 62 that is within an area framed by the opening 30.
FIG. 8B is an explanatory diagram of an image 64, which is picked up
by the image pickup device 29 according to the first embodiment of this
invention.
20 The image 64 is an image picked up by the image pickup device 29.
The image 64 shows a part of the finger 1 and a part of the finger veins 62
that are within an area framed by the opening 30.
The authentication processing unit 10 extracts an area that is framed

by the opening 30 from the image 64 picked up by the image pickup device

25 29.
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openi ng 30 based on | um nance differences in an image picked up by the

i mage pickup device 29. The i mage has to be picked up while the |ight
sources 23 are emtting light and the finger 1 is resting on the finger
rests 25. 10 The authentication processing unit 10 next extracts a finger
vein pattern image fromthe i mage area cut out as the area franmed by the
opening 30. To be specific, a finger vein pattern inmage is extracted with
the use of a common image processing nethod. Exanples of the common inmage

15 processi nTheehfad fidiakddsy dREkopdritgt B0GhAY. bé isBEdh RBidrifdlopRapasent
through filtering processing, and linear pattern extraction based on the

cur vat | efe@hird atefditHIRA gﬁthl&r&lﬁtﬂéqtﬁéﬁﬁf&n %@eé’é{hﬁeﬁﬁitc?@' on processing
unit 10 nmay extract a fingér vein pattern ina e after performng finger

outline detegjidg ggcpc}]g%@ ,’I@%a ﬁ"&?s gpva, &{étn Rt &?C;Sllb% §§

framed by the opening I nger o |ne ectlng pro e55|ng

fi nger “EuE oL uEyREHAIR R i BER b nargr%%%ﬁr%ﬂ#@geﬁf Pl 20 T nger vein
et Bt i ng pr dCEserHEEEeS 'Sﬁhééc?f%s%ireé’e”?&?ﬁ FaEds vae Bpacrrmed Biethfut 1 ne
et hod ORERARI 3R B 67k DBRANAE JUTeBF BEES ArnanrEEABE PREF]dBPeRgee
enhanci_ng proceSS|n and outllne traC|ngp§proceSS|ng For instance, the

aut hentiitage pickatp cdedra29ni {Theo imeger e iniked 5uR owhilss the liglt t hat

the light sources 23 blink on and off. At this tinme, the
sources 23 are emitting light and the finger 1 is restmg on the finger rests

25.
10 The authentication processing unit 10 next extracts a finger vein
pattern image from the image area cut out as the area framed by the opening
30.
To be specific, a finger vein pattern image is extracted with the use of
a common image processing method. Examples of the common image
15 processing method include dark line tracing, linear pattern enhancement
through filtering processing, and linear pattern extraction based on the
curvature of an image luminance profile curve.
The authentication processing unit 10 may extract a finger vein
pattern image after performing finger outline detecting processing on the
20 image area cut out as the area framed by the opening 30. In the finger
outline detecting processing, a finger area is discriminated from the rest to
detect the outline of the finger 1. The authentication processing unit 10 can
extract a finger vein pattern image with high precision by performing the
finger outline detecting processing prior to the extraction.

25 To be specific, the outline of the finger 1 is detected with the use of a
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i mage pi ckup device 29 picks up images when the |ight sources 23 are on and
when the |ight sources 23 are off, respectively, and enters both of the

i mges into the authentication processing unit 10. The authentication
processing unit 10 obtains the respective 10 |um nance val ues of the
entered i mages (the image picked up when the light sources 23 are on and
the i mage picked up when the |ight sources 23 are off). The authentication
processing unit 10 detects, as a finger area, an area in which the inmge

has a teffifiodi fifik] ddskifg NAGBodal uERahphan shethd hombhidmt isageces 23
are on and when thg?nlcﬁht sgt[Jgr ces 23 are off. The 15 authentication

pr Ocesﬁké&%%é hthE8d TMSdESEEsd enftarRihb PRossie iﬂd‘gﬁittli%lee ttahy by

conparing the Trmage of when the Tight sources 23 are on and I mge of
when the é‘%ﬁ%ﬁt‘ sources 23 are off. The follow ng nethod may al so be enpl oyed
to det &t &'Butline of the fi nger 1: 20 The i mage pickup device 29 picks

up an i nage en_the light sources 23 aon one side of .khe finger, 1 1.t
Peense 1 ght O fabHee i, QUi g JrRRRete il 00RO ind il 4
emt weak |light. The | e pickup devi next pic u n i mge en the
e SOrR 28 e s otk e fleht Raufies o Bling il Bt Aeritlsi BB Brokup
devi ce, 29 enters the jnages p':lfcked up to v%lg tht%@aﬁtgenti cati ogaprocessi ng
uni t 18188 BIREVRUEREISE €8t PISHKSpHBECERAREY WheR ghb AUrcgs 20 fAfgel ar ea,
an area in which a difference_in |um nance value is | arge between _the

i magesandnwieadthadighduserrras 28i efe pibcespentively. tand eygverhathy gk the

extracted finger 5 vein pattern inmage into feature data.
images into the authentication processing unit 10.

The authentication processing unit 10 obtains the respective
10 luminance values of the entered images (the image picked up when the light
sources 23 are on and the image picked up when the light sources 23 are off).
The authentication processing unit 10 detects, as a finger area, an area in
which the image has a large difference in luminance value between when the
light sources 23 are on and when the light sources 23 are off. The
15 authentication processing unit 10 can thus detect the outline of the finger 1
stably by comparing the image of when the light sources 23 are on and the
image of when the light sources 23 are off.
The following method may also be employed to detect the outline of
the finger 1:
20 The image pickup device 29 picks up an image when the light sources
23 on one side of the finger 1 emit intense light and the light sources 23 on
the other side of the finger 1 emit weak light. The image pickup device 29
next picks up an image when the intense light side and the weak light side
are switched. The image pickup device 29 enters the images picked up to

25 the authentication processing unit 10.
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FIG 8C is an explanatory diagramof feature data 66, which is obtained

t hrough conversion executed by the authentication processing unit 10
according to the first enbodiment of this invention. The feature data 66 is
i nformati on checked agai nst crosscheck data 10 which is stored in the
storage 14. The feature data 66 shows the association between a position in
an image (an x coordinate) and a |um nance value. The x axis is in a
direction substantially perpendicular to the |Iongitudinal direction of the

finger 1. The. f -dat.a_6 thj | aRa i agr ' area
65 T the i mage SOEHEANAA Bptedihe R MGt BT A T R0, G

m ni mum Eoi.nts 6& Tg{etjocal .n‘ilni num poi ntaf 68 H_%Pre ent finger .vein

posi ti GREAMBRIGR R FIRTEROR AT BIANGLBIES IF iff &F QFEGH niltaEES 1 om
the light sources 23. Feature data may be a finger vein pattern inage used
in ter‘rﬁl"‘é@’@d-zo mat chi ng, or may be |ine segnment structural information.

Li ne segnent structural information is abstract information on finger veins
whi ch cont ai The anthentichtionapoetessing chniigl @oronverandhenexigarctad foigdgn nger
veins. Described belowis the feature data conpositing processing (S 140) of

t heb autveampatErnamage aessfaaguvaidatad. 25 FIG 9 is an expl anatory di agram
of the feature data conpositing 35 processing (S140), which is executed by

t he aut henti GaGL 08CPi®CHS SeRPladtitbry 1Qiageani difndedturehelatar 66, ewhash ngnt  of
this invention. This explanatory diagramtakes as an exanple a case in which

feat ur gAgied thidvidieehvipsibnP@td&itBdi Fp¥Re tathdritickassh iptobesdihngt @nit
mat ching. 5 The processing is executed in a simlar way even when feature
data i §PLB&Irding to the first embodiment of this invention.

The feature data 66 is information checked against crosscheck data

10  which is stored in the storage 14.

The feature data 66 shows the association between a position in an
image (an x coordinate) and a luminance value. The x axis is in a direction
substantially perpendicular to the longitudinal direction of the finger 1. The
feature data 66 of this explanatory diagram is about an area 65 in the image

15 64 (FIG. 8B).

The feature data 66 has plural local minimum points 68. The local
minimum points 68 represent finger vein positions since blood in finger
veins absorbs infrared light emitted from the light sources 23.

Feature data may be a finger vein pattern image used in template

20 matching, or may be line segment structural information. Line segment
structural information is abstract information on finger veins which contains
information about branching points and end points of finger veins.

Described below is the feature data compositing processing (S140) of
the authentication processing unit 10.

25 FIG. 9 is an explanatory diagram of the feature data compositing
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information including, e.g., line segnent structural information. The

aut hentication processing unit 10 conposites the feature data extracted
through the feature extracting processing (S130). Described here is a case
in which the authentication processing unit 10 pastes feature data 10 80,
which is extracted fromthe frame N inage 64, to feature data 82, which is
extracted fromfrane | to frane N- | imges. Franme N indicates the order
in which i mages are picked up by the i mage pickup device 29. An inmge of

n whi ch | mges are pi ] A i m
frame E%%ﬁg&f‘??%1%?’9’5%"'?5%;&"2%%%&?%&% (O pAERRAR PR i g
I ti f t t d f the f N 64 t
Over | oy Ocoriie F8 st SbRpACIREn BL B HATEHD oxir et eh”??imthe"frane
f h .
cal oul o os,  RRiGAAPISRG R (EAGHAFL tAkPEnaE nEbT SXAIRCIR 5956 13 WHER, t e

degree of consistenc between the frame N feature data 80 and the frarre I

to fraffathre dptpdaraubiagensein patterneirarge shahipiwedon terepatagaatghing.

cal cul ated based on the obtained degree of feature data consistency. The

authenTheapriomesping & skegutachin alsimten et evenrebenaeathee gesatisorther t he
feature data 80 extracted 25 fromthe frane N inage 64, a point noved from

t he pogiforoativn idudiageeld., Bfielsegméritesbicaireldirddfmatioanount . The of f set
anount of the finger | nmay be cal cul ated through observation of winkles on

the surface Phet hathémaeitidn pRS@I6atg QRS 1@*@0@6& fedetlod feheufd aaes 1, or
other simlar nethods. Wien such nethods are 5 enployed additionally, the
of f set cgiFaktdd Shréhigh ftheORathré @k tRE-tbs HrBedsdth(S130). Described here
is a case in which the authentication processing unit 10 pastes feature data
10 80, which is extracted from the frame N image 64, to feature data 82, which
is extracted from frame 1 to frame N - 1 images. Frame N indicates the
order in which images are picked up by the image pickup device 29. An
image of the finger 1 that is picked up first by the mmage pickup device 29 is
a frame 1 image.
15 First, the authentication processing unit 10 moves the position of the
feature data 80 extracted from the frame N image 64 to overlay the feature
data 80 on the feature data 82 extracted from the frame 1 to frame N - 1
images.
The authentication processing unit 10 next calculates, at each
20 position to which the feature data 80 is moved, the degree of consistency
between the frame N feature data 80 and the frame 1 to frame N — 1 feature
data 82. The offset amount of the finger 1 is calculated based on the
obtained degree of feature data consistency. The authentication processing

unit 10 then determines, as the position of the feature data 80 extracted

25 from the frame N image 64, a point moved from the position of the frame N -
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hi gh precision. Here, the authentication processing unit 10 stores
coordinates 92 at an upper left end of a position 88 where frane | to frane
N - 1 feature data is pasted. The authentication processing unit 10 noves
the position of the 10 frame N feature data 80 such that coordinates 90 at
an upper left end of the position of the frame N feature data 80 falls
within a given range around the coordinates 92. In this case, the burden of
cal cul ation of the offset anobunt of the finger 1 inposed on the

aut hentyi cat ' can be | essened 15 since the feature data
1 \Brg &hgm&.&ﬁ?&fﬁfﬁgt glﬁ'léuﬁp.

80 is no y tolimted points. There is no significant positional

change bet weqq, ! Ngrd i, N binge BRdEHAE M HATRD 1d LARAGcH Gt

i mages pi cked Up succession. ent'i caf't on processing unit

t her ef the feature data 80 only to limted points without raisi
or bl eRPSShIASES S TREeR B Th i rre ml Fhq dindi. Taherabiotof i nod,

the authentication processing unit 10 pastes together the fra N feature
data BOIGRG Qnth diiger Ly or (athee Kemila’ FReihads: daBepoSuch IE’é’rtTgla@éi‘?fiec, a
conmon i mage conpositing nethod is used to paste together the frame N
f eabur @%HOHCQ@%F@W Vi thgeofisatcunoymd of theifingar drean In ghtaingd withanpl es
of the common image conpositing method include 37 overwiting a feature
pat t er high gieatpiannean val ue of the feature patterns, and taking the
majority of the feature patterns. The authentication processing unit 10 can
obtai n the eldreg theiauthpattiextiomfprokessingganitl 10ystoees arourdinates 92 at
conpositing processing (S 140) as 5 described above.
an upper left end of a position 88 where frame 1 to frame N - 1 feature data
is pasted. The authentication processing unit 10 moves the position of the
10 frame N feature data 80 such that coordinates 90 at an upper left end of the
position of the frame N feature data 80 falls within a given range around the
coordinates 92.

In this case, the burden of calculation of the offset amount of the

finger 1 imposed on the authentication processing unit 10 can be lessened
15 since the feature data 80 is moved only to limited points.

There is no significant positional change between the frame N image
and the frame N - 1 image, which are images picked up in succession. The
authentication processing unit 10 can therefore move the feature data 80
only to limited points without raising a problem.

20 Once the position of the frame N feature data 80 is determined, the
authentication processing unit 10 pastes together the frame N feature data

80 and the frame 1 to frame N - 1 feature data 82.
To be specific, a common image compositing method is used to paste

together the frame N feature data 80 and the frame 1 to frame N - 1 feature

25 data 82. Examples of the common image compositing method include
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(Second Enbodi nent) In a second enbodi nent of this invention, the input
device 2 has a reflective light source. An authentication system according
to the second enbodi nent of this 10 invention has the same configuration as
t he aut hentication systemof the first enbodinment (FIG 1) except for the

i nput device 2. Also, the authentication systemaccording to the second
enbodi nent of this invention perforns the sanme processing as the

aut henti cati on systemof the first enbodinent (FIG 7 and others).

Descri RvbPRAitRY bhRaG0RE G httdmh CRMENGUA AR FARLP ICRRS Fdtdurk! pattereg] tt ed.
FIG 10 is a side view of the input device 2 according to the second

enbodi %ﬁ : [ i i ice 2 of the second enbodi nent
has a re %ag{lflgg&ﬁ g{%{@ﬂ%g?&%g%%ﬂd}%h aﬁgislﬂtlg'of the configuration of the

i nput device [ . 2 i 0 Vj -he fLrsk.: i_ment
(FIGS. 3A 3 aen%%%p%%mgo%@%c%%%gon ﬂ%sggrégﬁeﬁ%ﬁég l%/lét %étlggbrr‘g&h

ref erence, nune s and escriptions thereof will .be omtted. | [

ol andpertaphohs fitger. 1r BY | nbite §Bing JRESombositins POEst TS 110hES rage
pi ckup device 29 inside the input device 2. The reflective light 25 source
1029 s dgsFEPEd R®KRar d the opening 30 to irradiate a pickup target 38
portion of the finger I wth infrared light. The reflective |ight source 102
may be (Peeargd Esabpdimgngk bitrary place inside the input device 2 as al ong
as the light source 102 can irradiate a pickup target portion of the finger
| with infrabed lseghnd emboddimesft] ef thiein&ntight theunped dedcedy hms a

installed inside the input device 2.
reflective light source.

D

An authentication system according to the second embodiment of this
10 invention has the same configuration as the authentication system of the
first embodiment (FIG. 1} except for the input device 2. Also, the
authentication system according to the second embodiment of this invention
performs the same processing as the authentication system of the first
embodiment (FIG. 7 and others). Descriptions on the common
15 configuration and processing will be omitted.
FIG. 10 is a side view of the input device 2 according to the second
embodiment of this invention.
The input device 2 of the second embodiment has a reflective light
source 102. The rest of the configuration of the input device 2 is the same
20 as the input device of the first embodiment (FIGS. 3A, 3B and 3C). The
common components are denoted by the same reference numerals and
descriptions thereof will be omitted.
In this explanatory diagram, the reflective light source 102 is set near
the image pickup device 29 inside the input device 2. The reflective light

25 source 102 is directed toward the opening 30 to irradiate a pickup target
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When the reflective light source 102 irradi ates a pickup target portion of
the finger 1, the image pickup device 29 picks up infrared light that is
reflected fromthe surface skin of the finger | and thus picks up an inage
of the surface of the finger 1. 10 From an image of the surface of finger 1
pi cked up by the inmage pickup device 29, the authentication processing unit
10 can obtain various kinds of information. For exanple, the authentication
processing unit 10 obtains froman inmage picked up by the inage pickup

devi ce bR 6l 66L&V htwithf; p?f%la gste. 15 put on the finger rests 25. The
aut hen i?gtﬁg% proceés#ng {ﬁ%% 1 cang?udge whet her the object is the finger
| or not bas 0 . . 3 refl LVILY., : T thent.i - PLES ssi ng
unit 10 can gﬁ‘se o&e@et%?lgg?f 1%?%5%&: olgﬁo#{ éivrﬁen rf%gﬂ%ﬁ l?hghs%ﬁlgge o#’Patcre?e
finger.1 from an i | cked up, by the | i cku ice 29. [Th
oveneiRsidfotin TRPUE A RFR bR Sl 38 taF dik ShATS M rar e tadift P
wrinkle information. When the |ight sources 23 are off and the reflective
i ght PR tpoget ROrgen Plﬁet%enﬁ(j’@eﬁi Litiit o apiresed peRks ’gblréﬁ § 8§ the
surface of the finger 1. On the other hand, when the |ight sources 23 are
on &ndlighé sopseeedOd/may batinstallesbinsidejthegmput devicgdge pi ck- up device 29
picks up a finger 25 vein pattern inmage. 39 The input device 2 of this
enbodi nent | Whenubepeflgptiveilightrsoaiae 1@@tieadiates aqrickup egeTportionger 1
is therefore noved on the finger rests 25. The authentication processing
uni t 10f cdhesBagehd,reid énibgeepidlglp dévico BT eidRR wpdnfteredi Hght Shuatciss 23
to emt light alternately. The inage

reflected from the surface skin of the finger 1 and thus picks up an image of

the surface of the finger 1.

10 From an image of the surface of finger 1 picked up by the image
pickup device 29, the authentication processing unit 10 can obtain various
kinds of information.

For example, the authentication processing unit 10 obtains from an
image picked up by the image pickup device 29 the reflectivity of an object

15 put on the finger rests 25. The authentication processing unit 10 can judge
whether the object is the finger 1 or not based on the obtained reflectivity.

The authentication processing unit 10 can also extract information of
wrinkles on the surface of the finger 1 from an image picked up by the image
pickup device 29. The movement amount of the finger 1 can be calculated

20 from the extracted wrinkle information.

When the light sources 23 are off and the reflective light source 102
is on, the image pickup device 2 picks up an image of the surface of the
finger 1. On the other hand, when the light sources 23 are on and the
reflective light source 102 is off, the image pickup device 29 picks up a finger

25  vein pattern image.

39



pi ckup device 29 picks up imges of the finger | in accordance with the
lighting timngs of the reflective light source 102 and the |ight sources
23. The imge pickup device 29 can thus pick up an inmage of the surface of
the finger | and a finger vein pattern inmage alternately. 10 The reflective
| i ght source 102 may be used in the finger detecting processing (Step S 100
of FIG 7). In this case, the reflective light source 102 is |lit in a
regul ar cycle. The inmage pickup device 29 picks up an inage in a cycle

shorter thanfifeidbgptddigcCyElst Qist SRDcRfihRE 1€ 4 E%Eﬁ:%;tﬁetc?e . vaite

i mage pickup device 29 enters the 1mages picked up to t hentication 15
processj i L. 10 aut j i -pﬂ$%% I i 0] I e
Iunina%%ggegacégé%bpzpﬁg'eﬁ?ﬁ?ggﬁgﬁaggg. e2§h¥%%8§%%ﬁ%hgﬁgggléﬁgggg%gssing
uni t 1qﬁsconpares t he | um nance val ues of the inmages received in succession
to one“*another, to thereby obtain the fluctuation anount in inmage |um nance
val ue. 20 Baﬁ,d on the obtained fluctuation unt in ipage ﬁunina ce val ue,
the authenti i%ﬁi‘ﬁ%%mgpmwmj%&e WS $F1€n bELIeRave I"%étr 1is
on _the finger rests 25. To be specific, the authentication processing unit
10 Pud§esrenat0e nd riheglight sanness 3 themitpldght adtaraiatslyan dihe pmage
fluctuation anmount in image 25 lum nance value is smaller than a threshold.
40 On thekaphdevinand? pisks upe imiagesuek itha Angemntl iin feeerelanse matk etheval ue
is equal to or larger than the threshold, the authentication processing
uni t 1tighityesimings ofdhei reftectivei Bghh sohecei WQ2randdhe Hght Avutessr2bed
above, the authentication processing unit 10 can thus 5 performthe finger
det ect Mg pnage yckgp(d&tdpe P Gaaf tHhGpidk us angirhhge of the surface of the
finger 1 and a finger vein pattern image alternately.
10 The reflective light source 102 may be used in the finger detecting
processing (Step S100 of FIG. 7). In this case, the reflective light source 102
is lit in a regular cycle. The image pickup device 29 picks up an image in a
cycle shorter than the lighting cycle of the reflective light source 102. The
image pickup device 29 enters the images picked up to the authentication
15 processing unit 10.
The authentication processing unit 10 calculates the luminance
values of the entered images. Then, the authentication processing unit 10
compares the luminance values of the images received in succession to one
another, to thereby obtain the fluctuation amount in image luminance value.
20 Based on the obtained fluctuation amount in image luminance value, the
authentication processing unit 10 judges whether or not the finger 1 is on
the finger rests 25. -
To be specific, the authentication processing unit 10 judges that the

finger 1 is not on the finger rests 25 when the fluctuation amount in image

25 luminance value is smaller than a threshold.
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reflective |light source 102. The authentication system of this enbodi nent
reduces power consunption by using the reflective |ight source 102, instead
of the light sources 23, in the finger detecting processing. This is
because the 10 authentication processing unit 10 can detect the finger 1
with infrared light irradiated by the reflective Iight source 102, which is
| ess intense than the one emtted by the |ight sources 23. (Third

Enbodi ment) In a third enbodi nent of this invention, the |ight sources 23

are set 15 g fHe YALE haH AFHRENMHES AlicRNaBY Al MR Mg gl Qubfigalnter d
enbodi nent of this 1nvention has the same configuration as the

oUt oML O BaBHT BTl Bl FARARATRNUnC Eh Gnchli GESy o bREf | oL
O o SR BB A ATBR Rt 10 R RRRER A 25 e wuchent eaton
ARt A e
invention, FIG 1lIB is an explanatory diagramof the _25 |ight sources 23 in
t hed i nperiageythe frs&eeoaart?@% PIREESAING (SheidoP hBRt 0bf - /i YSINR &REi on.
FIG 11C.is a frontal view of the input device 2 according to the third
enbodi fefectsve ight sppyentliOéh. The input device 2 of the third enbodi nent has
the sane configuration as the input device of the first enbodi nent (FIGS.
3A, 3B and TheC)awiwapicdtaeont syskénghtofsotlrisesmBodimdenhe réfduges pewter 25.
The Comgumption by using the reflective light source 102, instead of the light
sources 23, in the finger detecting processing. This is because the
10 authentication processing unit 10 can detect the finger 1 with infrared light
irradiated by the reflective light source 102, which is less intense than the
one emitted by the light sources 23.
(Third Embodiment)
In a third embodiment of this invention, the light sources 23 are set
15 at an angle.
An authentication system according to the third embodiment of this
invention has the same configuration as the authentication system of the
first embodiment (FIG. 1) except for the input device 2. Also, the
authentication system according to the third embodiment of this invention
20 performs the same processing as the authentication system of the first
embodiment (FIG. 7 and others). Descriptions on the common
configuration and processing will be omitted.
FIG. 11A is a plan view of the input device 2 according to the third

embodiment of this invention. FIG. 11B is an explanatory diagram of the

25 light sources 23 in the input device 2 according to the third embodiment of

41



conponents are denoted by the sane reference nunerals and descriptions
thereof will be omtted. The |ight sources 23 emt divergent infrared |ight
(infrared light with directivity). The |ight sources 23 are set at an angle
opposite to the opening 10 30. The l|ight sources 23 are tilted by, for
exanple, 60 with respect to the inage pickup direction 320 of the inmage

pi ckup device 29. This neans that the Iight sources 23 emt |ight having
the optical axis 231 in a direction tilted by 60 with respect to the inage
pi ckup tHig RrRbr320rRk. t1he ISRIRoRtAKHR WSS U8 iBBUR Ueviles © aédtrdiABAD

pi ckup direction 320 is a direction of an optical axis along which'the

i mage pi JeM G SKHiNRneBntipRYe. In this way, infrared |ight
enitteghgﬁgﬁatﬁgﬁ#?% t sourcég 339?5 irected toward a direction opposite
to the openi 30, e fi r 4ests el s hver e of
infrared i gﬂ?le Zlﬁlpfmorﬁﬁ%ﬂggl i%hﬁséﬁgcg‘g&% éoes C;igﬁé}l?{ncbgge%e ?grrrg%e

pi ckup ditection. In_ ot.her rds, t fLnger rests 2 S t hat
every EBH'Fp“gHé?IﬁO fas ith?rlgpé{}v&?vdﬁ? ogﬁﬁet]g ?%Q‘ﬁ‘é’quﬁg t‘asiﬁ%eg%%‘@r avel s
toward direction _opposite to the_opening . The divergepce of infrared

| i \gl;\gt é”@t?%ﬂtrg’rﬁ ﬂ?‘ﬁ«gl Lo PRUESS §§sg-§§ ﬂ%e jﬁ%@ﬁg@%@tﬁéenq‘ eCBBYHER | i nes
322. 25 The finger rests 25 of this enbodi nent do not need tqQ cover  to a

hal f 4goBipannisppes desmated Ry dhet prme geferance cuymesaly apd dascripgpns
sources 23 are tilted toward the image pickup direction. Depending on the
di ver géhereodfwill a¢ ommnisted.i ght fromthe |ight sources 23, the finger rests 25

may not cover the upper portions of the light sources 23 at all. 5 1In this
enbodi ment, Thier Bgkt sbugbes &8 et divergertteinfiated bght dedragd light with

directivity). The light sources 23 are set at an angle opposite to the opening
10 30.

The light sources 23 are tilted by, for example, 60° with respect to the
image pickup direction 320 of the image pickup device 29. This means that
the light sources 23 emit light having the optical axis 231 in a direction tilted
by 60° with respect to the image pickup direction 320 of the image pickup

15 device 29. Here, the image pickup direction 320 is a direction of an optical
axis along which the image pickup device 29 picks up an image. In this
way, infrared light emitted from the light sources 23 is directed toward a
direction opposite to the opening 30.

The finger rests 25 are set such that the divergence of infrared light

20 from the light sources 23 does not include the image pickup direction. In
other words, the finger rests 25 are set such that every component of
infrared light emitted from the light sources 23 travels toward a direction
opposite to the opening 30. The divergence of infrared light emitted from
the light sources 23 is a range between the border lines 322.

25 The finger rests 25 of this embodiment do not need to cover to a half
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enters the finger 1 at a point further fromthe opening 30 as conpared with
the first enbodinent. This provides an advantage that an inmage picked up by
the i mage pi ckup device 29 has a uniform | um nance val ue. (Fourth

Enbodi nent) 10 In a fourth enbodi nent of this invention, the finger rests 25
have pits. An authentication systemaccording to the fourth enbodi nent of
this invention has the sane configuration as the authentication system of
the first enbodinent (FIG 1) except for the input device 2. Al so, the 15

aut hentgraalel QPpeY PocMC B ¢hedidlet 588réd DBNsRIFROth &Biph t0folittes DBVARY | ON

perforns the Same processing as the aut hentlcatlon system of the first
nd pr ook R e P REFE B DR B TR, AT ARE B
o co BTSRRI, MEA AR AT G- s Y SIB i.  o
rest s PPt AT EORHeRErAErS JRAbAN byt he Sams numbers and o
08 sur f ace AN conbecimeRtcUHr At JEhk TRINHD PRy Ghe 1iEWhSoPTees 222 run
in the Iongltudl nal direction of the finger 1. The pits 142 do naqt put
pressucdters the fingsgel at ameint nﬁévmeﬁefrenbé'ae OPETHAS 3@ r@g‘»e@ormae"efimwh
freely. Wien a user presses the finger 1 harder than necessary against the
5 fi ngdéherfirst embodimneatmo¥his) proeidesngaradvantage pthed sam dmsgenpirkach®pf | nger
. by the image pickup device 29 has a uniform luminance value.
(Fourth Embodiment)
10 In a fourth embodiment of this invention, the finger rests 25 have
pits.
An authentication system according to the fourth embodiment of this
invention has the same configuration as the authentication system of the
first embodiment (FIG. 1) except for the input device 2. Also, the
15 authentication system according to the fourth embodiment of this invention
performs the same processing as the authentication system of the first
embodiment (FIG. 7 and others). Descriptions on the common
configuration and processing will be omitted.
FIG. 12 is a frontal view of the input device 2 according to the fourth
20 embodiment of this invention.
The input device 2 of the fourth embodiment has the same
configuration as the input device of the first embodiment (FIGS. 3A, 3B and
3C) except for the finger rests 25. The common components are denoted by

the same numbers and descriptions thereof will be omitted.

25 The finger rests 25 have pits 142 in a surface that comes into contact
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and the finger rests 25 pushes the bl ood away fromthe pickup target

surface of the finger 1, unless the finger rests 25 have the pits 142. Then,
an i mage picked up by the inage pickup device 29 will not show a cl ear
finger vein pattern. 10 Wen the finger rests 25 have the pits 142, the

bl ood runs along the pits 142. This enables the i mage pi ckup device 29 to
pick up a clear image of a finger vein pattern even when a user presses the
finger 1 harder than necessary against the finger rests 25. (Fifth

Embodi meeh khé Jidderat f i Thie siedadionpm iaftHehlohdiAvditial @iredtiditef theirfigernd
| ight shielding nmenbers are separate conponents. An authentication system

accordiing e pig {4dtdo %{H%ﬁ@:.lc tEsQflré BhSthd F%;gﬁgl PRAPEIbRCtIEEBlood in

configuration as the authe I on systemo first enmbodinment (FIG 1)

except I ' ' 2. Also, the 20 authentication system according
eI | 8 el s

to the odiment of"this invention perforns the sane processing as
the authentigation system of t fLrst .epbodi t (FLG 7 and others).
Descr | pt 1 ons TER e BB hrAreseS egiPRET dnBARHeD Eheasr s SHangh Peq.
FI 13 is a side view of the inpuft device,2 accordi to th th 5
enbBdi HEEET JESEh LS FRlE FrORTEATeTHEEE  dut thfe DT Ureobe theen

fi

Fr@atodi ment
has the sa configuratign as the input, device of the first enbodi ment

(FI GS. and r{EB Linger 3xgstaxdepPushies| thet blaad i away fremethe pickHp targsds
rests 28. The conmon conponents are denoted by the same nunmbers and

descri gtirtass ehthedmgan 1, unless ghe tinger rests 25 have the pits 142. Then,

an image picked up by the image pickup device 29 will not show a clear
finger vein pattern.

10 When the finger rests 25 have the pits 142, the blood runs along the
pits 142. This enables the image pickup device 29 to pick up a clear image
of a finger vein pattern even when a user presses the finger 1 harder than
necessary against the finger rests 25.

(Fifth Embodiment)

15 In a fifth embodiment of this invention, finger rests and light
shielding members are separate components.

An authentication system according to the fifth embodiment of this
invention has the same configuration as the authentication system of the
first embodiment (FIG. 1) except for the input device 2. Also, the

20 authentication system according to the fifth embodiment of this invention
performs the same processing as the authentication system of the first
embodiment (FIG. 7 and others). Descriptions on the common
configuration and processing will be omitted.

FIG. 13 is a side view of the input device 2 according to the fifth

25 embodiment of this invention.
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The input device 2 is provided with the |ight shielding nmenbers 22 and the
finger rests 28 in place of the finger rests 25 of the first enbodi nent.

The finger rests 25 of the first enbodi nent double as |ight shielding
menbers by being forned froma material that does not transmt infrared 10
light. In this enbodinent, the |light shielding nenbers 22 are set between
the light sources 23 and the opening 30. The light shielding nenbers 22 are
formed froma material that does not transmt infrared light. The finger

rests 28 arerhet iApRAsid&vit® theoPpeRendiffl VMrhbotesieatt Hes ihet héarieght
sources 23. The finger rests 28 are where the finger 1 is put for

aut henthALhPLor s BRE %Pﬁlt flvicdef fthBd®st'GRbed AR FRGSORATRYRNRhdbe
transm ssive of infrared Tight. (Sixth Enbodi nent) Authenticati'on according

to a SE?‘) [&g@%ﬁ\zg@ﬂfj\gﬁg %bﬁé&ﬁ%xﬁ%irﬂgﬁfﬂérg é%nd2ﬂngglfj?e¥\ést hgut Th%qé;%ﬁigﬂngnt he

finger atron system acco ng to the six odi nent

of 1 netoRHRERh s Fenb i PR B SR OHb R R, Rd| (EnRilhy 5B wiet o

Descri tionsttocp] the comon configuration will be omtted. 25 FIG 14 is a
si d& vPEW®BF%%he i nput device 2 according to the sixth 45 embodi ment of this

i nvention. The input device 2 of th ixth e di.nent . has the sane
conf i gur at i ohR&sNPE gﬁﬁ‘&? A peoBried it ,LQE cié&%afﬂwg&%ng Fregibesg 238 and
3C) except for the size of the opening 30. The conmpn cgnponents are 5

denot egnpythendngemeesignbin Rlace @ésbeilngarestaaceek the firshembpdieent.
The finger rests 25 of the first embodiment double as light shielding

members by being formed from a material that does not transmit infrared
10 light.

In this embodiment, the light shielding members 22 are set between
the light sources 23 and the opening 30. The light shielding members 22
are formed from a material that does not transmit infrared light.

The finger rests 28 are set opposite to the opening 30 with respect to

15  the light sources 23. The finger rests 28 are where the finger 1 is put for
authentication. The material of the finger rests 28 may be or may not be
transmissive of infrared light.

(Sixth Embodiment)

Authentication according to a sixth embodiment of this invention is

20 made without requiring the finger 1 to move.

An authentication system according to the sixth embodiment of this
invention has the same configuration as the authentication system of the
first embodiment (FIG. 1) except for the input device 2. Descriptions on the
common configuration will be omitted.

25 FIG. 14 is a side view of the input device 2 according to the sixth
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Two finger rests 25 are set such that the opening 30 is interposed between
them The opening 30 is wider in the longitudinal direction of the finger 1
as conpared with the opening of the first enbodinment (FIG 3A). The opening
30 is wide enough for the inmage pickup device 29 to pick up a 10 finger
vein pattern inmage necessary for authentication. The authentication system
of the sixth enbodinent in which the opening 30 is wi de does not need users
to nmove the finger 1. A user only has to put the finger on the finger rests

25 to Benwdheekesk sOfhidUutReRnkiosl.ty. Light amount control processing according
| b

to this enbodi nent wl e 15 described. FIG 15 is an explanatory diagram
C€ha

of a relati ofyfet tGevidbstange hromiifie bhabidi

3
. . i t e
| um nance val ue of "a finger vein pattern 1nmage of the si xtl% enbodi ment. A

g aph QbrilSaRKR A0FhENK I AMAN S, Artelatlanoishpsad ey 3 dpst ance

fromt sources € I"'umi nance value nger vern “pattern
i mage. e graph.i s of when re are the light sources 23 on the, fingertip
Si'de_ aRIoTRE T5oths HESH Fie RTTGRE 2O- THENG AR GHFPRRATEY Sifaki ng
a nmrror reverse of the graph (of FIG 6) which is qof when the ||ght
Sou cedensted Vi FuRE RY rﬁﬁ e dﬁS&g?,ptms I@‘aﬁ?@i Wmlae PENEGh t he
original 25 graph. 46 A lum nance value is classified into any one of_ the
hi gh | um nand®o fngEE neds Ipary sebhistichabat 1bs, opging 80 bwin
range 188. Wen an inmage has a |uninance value in the 'hig?h'l um nance range
184, t fpetaaenhdienzat The pporiessshgisuwider i ¢hadongimdinal dirgpdton eifrthsat t er n
5 information fromthe inmage, since this imuge is saturated with |ight. Wen
finger 1 as compared with the opening of the first embodiment (FIG. 3A).
The opening 30 is wide enough for the image pickup device 29 to pick up a
10 finger vein pattern image necessary for authentication.
The authentication system of the sixth embodiment in which the
opening 30 is wide does not need users to move the finger 1. A user only
has to put the finger on the finger rests 25 to be checked for authenticity.
Light amount control processing according to this embodiment will be
15 described.
FIG. 15 is an explanatory diagram of a relation between the distance
from the light sources 23 and the luminance value of a finger vein pattern
image of the sixth embodiment.
A graph of this explanatory diagram shows a relation between the
20 distance from the light sources 23 and the luminance value of a finger vein
pattern image. The graph is of when there are the light sources 23 on the
fingertip side and on the root side of the finger 1. The graph is obtained by
making a mirror reverse of the graph (of FIG. 6) which is of when the light

sources 23 are provided to only one side, and compositing it with the original

25 graph.
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an image has a | um nance value in the visible range 186, the authentication
processing unit 10 can obtain finger vein pattern information fromthe

i mage. Wien an inmage has a |um nance value in the |ow | um nance range 188,
the authentication processing unit 10 cannot obtain finger vein pattern 10
information fromthe image, since light in this inmage is too weak. In the

| nput device 2 of this enbodi nent where the opening 30 is wde, the

aut henti cati on processing unit 10 sonetines cannot nake the visible range

186 contain AheAnidd& 3063 9k LBSsARRNE NBnEBb M‘nﬁ'h&ﬁ@&

anount of thekﬁ g{# sour ces CZ% on %oth sr?%)eéﬂ S Igontrgﬁ?ggl\.ghw Tle

aut heng | | It '| gl | ﬁnﬂﬂg? lkigght anmount of

t he l%%{f@%%%%@é@%ﬁ%@?ﬁggé&ﬁm ekgkﬁ?ﬁ@%ﬁ?nger 1§aaltrllggtl§e§l i ght anount

of the fing i p side light sources 23 in a ti.nme.seri. manner. The_ inmage

bi ckup devi WS BrCREagh N Anbgeiaeriet drlnh Bere JiER WREnes Sngknge

pi cked artially has. an opti mum bright ness. The aut henticat.ion 20

pr oces%gﬁgﬁﬂ‘?ﬂaﬁl% OFs PEACGSPRg8 I%Wgtldlg'g‘n&ﬁtéﬁ?t?‘h%me ro¥fitHeRRttern

t hroughout the entire_area by conpositing i nages picked up by the_inage

pi dkuptrdeynagioppfrom dbier irpage osits Hysviitagn s gateratsddwrdy sghtThhen

authentication processing unit 10 first nmakes the finger root side 25 |ight

sour cegnigags basta lwmananceivgiue dndtheneisiblegeange 186ddhei ajnthesdieatéen 23 47

to emt weak light. The image pickup device 29 picks up an image in this

st at e. piidressimayanihdd can whtasn fiegealvedn gmtienti oHbethatiora frprapthg Ahage. Fl G

15. Accordingly, the image | ooks as shown in FIG 16A. 5 FIG 16A is an

expl andéthory adi agagentefs anumbgemgs ekhet ip thhdow héminance range 188, the
authentication processing unit 10 cannot obtain finger vein pattern

10 information from the image, since light in this image is too weak.

In the input device 2 of this embodiment where the opening 30 is
wide, the authentication processing unit 10 sometimes cannot make the
visible range 186 contain the entire area of the opening 30 no matter how
the light amount of the light sources 23 on both sides is controlled.

15 The authentication processing unit 10 in this case changes the light
amount of the light sources 23 on the root side of the finger 1 and the light
amount of the fingertip side light sources 23 in a time-series manner. The
image pickup device 29 picks up an image at each intensity of light. The
image picked up partially has an optimum brightness. The authentication

20 processing unit 10 obtains an image that has an optimum brightness
throughout the entire area by compositing images picked up by the image
pickup device 29.

Specific processing will be described below.

The authentication processing unit 10 first makes the finger root side

25 light sources 23 to emit intense light and the fingertip side light sources 23
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| i ght sources 23 on the root side of the finger 1 emt intense |ight
according to the sixth enbodi nent of this invention. An inmage picked up by
the i mage pi ckup device 29 when the light sources 23 on the root side of
the finger 1 emt intense light has an optinmum 10 brightness in a fingertip
side area that is equal to or larger than a half of the whole imge. On the
root side of the finger 1, however, the image is partially saturated with
light. Therefore, the authentication processing unit 10 makes the finger

r oot sitg%dﬂtgpéaﬁqghq.es 23 to emt less intense light and the fingertip side
15 light sources 23 to emt intense light. The inmage pickup device 29 picks

up an i nmage ma .t ki t T iLdTBEe ] ?15!%%& I j.ndi d by
a graph (B) g?lergag%ﬁfC%Egcg%&l%gl Y, ;{?ﬁlgs ﬁlnélt]geﬁ Irioo \e{g gﬁg\;\anéﬁt%tﬁ' FﬁgeemB.
FIG 1 [ explanat ory di agram of . i ick enct 2
fi nger MSES: B2 FonERRtes BIETRY irRichERY ol 8 BEuR oI5 o o P Lo
enbodi nent _of thig invention An inage pi d by the imge pickup device
26 whemceretkgigete Foge Ja0ks A SEoNRBF 55 4hRe Tt ense 11 ght. has. an
optimum brightness in a finger root _side area that is equal to or |arger
tha® a hal f &1G: HOMDIEN Pﬁﬁg?é?at%ydiagﬁ%mf Phaer tnpegiRieked garvehent e | mage
is partially saturated with [ight. 48 The authentication processing unit 10
conposiligid SREEEStWD ol soopiside @f theninger 1i el ipiesisgpliglat acsopding| G
16A and FIG 16B). FIG 16C is an expl anatory diagram of an inmage conposited
by t he todbersanth embatimenicet thisgnyentiot) according to the sixth enbodi nent
of this 5 invention.
An image picked up by the image pickup device 29 when the light
sources 23 on the root side of the finger 1 emit intense light has an optimum
10 brightness in a fingertip side area that is equal to or larger than a half of the
whole image. On the root side of the finger 1, however, the image is
partially saturated with light.
Therefore, the authentication processing unit 10 makes the finger
root side light sources 23 to emit less intense light and the fingertip side
15 light sources 23 to emit intense light.
The image pickup device 29 picks up an image in this state. The
image has a luminance value as indicated by a graph (B) of FIG. 15.
Accordingly, the image looks as shown in FIG. 16B.
FIG. 16B is an explanatory diagram of an image picked up when the
20 fingertip side light sources 23 emit intense light according to the sixth
embodiment of this invention.
An image picked up by the image pickup device 29 when the fingertip
side light sources 23 emit intense light has an optimum brightness in a

finger root side area that is equal to or larger than a half of the whole image.

25  On the fingertip side, however, the image is partially saturated with light.

48



The aut hentication processing unit 10 conposites the inage of the

side area shown in FIG 16A with the imge of the finger root side

fingertip
area

shown in FIG 16B. The image of the fingertip side area is equal to or
| arger than a half of the whol e picked up i mage and has an optimum 10
bri ghtness. The inmage of the finger root side is equal to or larger than a

hal f of the whole picked up i nage and has an opti mum bri ght ness.

The

authentication processing unit 10 thus obtains an inage that has an optinum
bri ght ness t peUgheREntiBALIBRA! pFEcespRg RN O NedibsR¥B! #RAEORYo ithagam 15

The authentication processing unit 10 nmay obtain an image that has

an

opt i W@i@&é&ﬁ&ﬁﬁi%ﬁ:%ﬁ%‘@ﬁlﬂbﬁﬁeﬁ%& 56 (FIG2 18 SABPORY.! i@ﬂpf;""o or more

i mages n this tase, tication ‘processing unit 10 kes

the |ight

20 sourcos 2510h 106 5 A SuPRRUERS IFe heTChE ot LARRE cortBbafigl BV g O

20 sources 2

e | TS ROE BT AR5 1 R RS S Sl R ot M 1

noves géadually. The aut hentication processing unit 10 obtains an
that h

i mge

V%thl%ti mum bri ght ness throughout the entire area by conpositing 25

i mges picked up by the inmage pickup device 29. 49 The i mage pickup device

29 of the authéntrthentisapesc PERFGRPLNG unito 10scempasiest the HEags o

the

enbodi ment picks up an inmage of the entire finger 1. The authentication

pr oces$inggriipi sidecareec shownyliny B6r.r bedswithetl¢ image ofshe tfiingpsr raotasidecut s
of f the background, which nakes it necessary to detect the 5 outline of the
fi nger atea shown in FIG. 16B. The image of the fingertip side area is equal to or

larger than a half of the whole picked up image and has an optimum

10 brightness. The image of the finger root side is equal to or larger than a half

of the whole picked up image and has an optimum brightness.

The

authentication processing unit 10 thus obtains an image that has an

optimum brightness throughout the entire area shown in this explanatory

diagram.

15 The authentication processing unit 10 may obtain an image that has

an optimum brightness throughout its entire area by compositing two or

more images.

In this case, the authentication processing unit 10 makes the light

sources 23 on one side emit progressively more intense light and the light

20 sources 23 on the other side to emit progressively less intense light.

The

image pickup device 29 picks up an image at each intensity of light. In

images picked up in this manner, an area that has an optimum brightness

moves gradually. The authentication processing unit 10 obtains an image

that has an optimum brightness throughout the entire area by compositing

25 images picked up by the image pickup device 29.
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The authentication processing unit 10 uses a common image processing net hod
to detect the outline of the finger 1. Exanples of the comon inmage
processi ng nmet hod i nclude edge enhancenent and a profile Iline tracing. 10
The aut hentication processing unit 10 may al so conpare plural imges to
detect the outline of the finger 1. To be specific, the authentication
processing unit 10 conpares an image picked up when the |Iight sources 23
emt intense |light against an inage picked up when the |ight sources 23 are

off, and det Q‘Hesirﬁﬁﬁér;ﬁ@ké Abgice 39T Qﬂesaﬁtﬂé}w@aﬁbﬁrk&%éegsidgﬂﬂﬁf‘QQ val ue
as a finger area. The authentication processing unit 10 can thus detect the

out || % Bbrdf [d 8 ik Shbtimdle pRLDGH hEHh Bl Y IHRTEAicd HyeRio

enbodi ment 1S I'nger-veln pattern n the

finger 0 i r.r .5 20 . t e..fl lis
resti ng O BBEpAReh, PPPbEsdne BiE BE Rocialfy GEUBE dfitule fShe
principle that the jnfrared light fromthe |ight .sources 23 | cattered
st de Tier | Apeh Sutdnl e haeRerapdy Wit rokes 4 ReRERTHEq Aol iEnces.
However, en the finger 1 on the finger rests 25 is bent, the 25

aut Rentq W&f%ﬁeoé’ég hg unit 10 cal cul ates the distance between the finger
so 1 and the device based on the detected outline of the finger 1. The

aut hent i cat i dhepr¥etreiticpliont Procaseas Handbt Y nbisedi & FPREHRR B Eehe
finger | and the device to correct the magnification. The authentication

pr ocesginagessing metbed thdeteetdbe outinefdfuthie dingeralbedikashpldse ofithger 1 5

over the crosschecking processing. In other words, users are allowed to
common image processing method include edge enhancement and a profile

line tracing.
10 The authentication processing unit 10 may also compare plural
images to detect the outline of the finger 1.

To be specific, the authentication processing unit 10 compares an
image picked up when the light sources 23 emit intense light against an
image picked up when the light sources 23 are off, and detects an area

15 where there is a large change in luminance value as a finger area. The
authentication processing unit 10 can thus detect the outline of the finger 1
stably.

The authentication system of the sixth embodiment is capable of
obtaining a clear finger vein pattern when the finger 1 on the finger rests 25

20 is bent as well as when the finger 1 is resting correctly on the finger rests 25.
This is because the same principle that the infrared light from the light
sources 23 is scattered inside the finger 1 and then travels to the outside
applies to both cases.

However, when the finger 1 on the finger rests 25 is bent, the

25 authentication processing unit 10 calculates the distance between the finger
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bend the finger 1 to a certain degree, and it inproves the user-friendliness
of the system Furthernore, the authentication systemof the sixth

enbodi ment can obtain a finger vein pattern even when the finger 1 is not

in contact with the 10 finger rests 25. The nmechanismof this is the sane
as how a clear finger vein pattern can be obtained when the finger 1 is
lifted in the first enbodinent (FIGS. 5A and 5B). The authentication system
of the sixth enbodi mnent can authenticate a user without requiring the user

to bring ihe {Héd@vide i BhSedOBhathe WHECEE ohBlihé NBETtHL Hirfge?5.1. ThYthe
reluctant users may feel toward contact can be assuaged. The sixth

I
oponi ne By niBER FRCPatife, LRIE 987 Pae] s, ShERiriTy RN s otero The

openi ng 30. (Seventh | ( _ _ _
oo MLOPRLIGARLN NSRBI, DI RLALAIREERY o

term na A"i'S an éxplana or;'/: iagra e i nformati

term nal_ 242 .accaordi to the seventh enbodinment of. this jn tign. The

por { AbIETOFAFSPEaERtn 1Per R AR RSAREE fEn Pl e e DepchAl FBk: Fker dn
system which can b acr#/i one of the au hentﬂ cation systens 51@1@}?@ first
to 8i xt4Y<E (CHERREICCHIBE| RERRCHNEce B FThFUGSh MRS Eat D t@ntd s set
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Furthermore, the authentication system of the sixth embodiment can
obtain a finger vein pattern even when the finger 1 is not in contact with the
10 finger rests 25. The mechanism of this is the same as how a clear finger
vein pattern can be obtained when the finger 1 is lifted in the first
embodiment (FIGS. 5A and 5B).
The authentication system of the sixth embodiment can authenticate
a user without requiring the user to bring the finger 1 into contact with the
15 finger rests 25. Thus, reluctant users may feel toward contact can be
assuaged.
The sixth embodiment is applicable to the second to fifth
embodiments by widening the opening 30.
(Seventh Embodiment})
20 In a seventh embodiment of this invention, an authentication system
is mounted to a portable information terminal.
FIG. 17A is an explanatory diagram of a portable information
terminal 242 according to the seventh embodiment of this invention.
The portable information terminal 242 is mounted with an

25 authentication system, which can be any one of the authentication systems
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The authentication systemnounted to the portable information term nal 242
has the sanme configuration as the authentication systemof the first

enbodi ment (FIG 1) except for the input device 2. The authentication
system nmounted to the portable information term nal 242 perfornms the same 10
processing as the authentication systemof the first enbodinent (FIG 7 and
ot hers). Descriptions on the common configuration and processing will be
omtted. FIG 17B is a side view of the input device 2 that is nounted to

the portablifst #b¥ixdt EAbdfEA@l 242 according to the seventh enbodi ment
of 15 this |nvent| on. The 1 nput deV| ce 2 has the sane confi guratl on as the

nput devi e 30 F*ﬁ‘&ﬁ%%%b%?‘on%%ﬁk@ﬁ?°§€su¥§%ﬁm 0 Ry, e
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have a curved dlpped shape, or a planar shape. Wen the flnger rests 25
have a pl anaf henabatheminagiaro pystenhemauntast o ribg morsable dafermeationy
surfaces, or the surfaces may be formed froma material having different
feel oftetroirl. 248 has thevwamaisenfighratidoras dhd amtbeatication systerhiofgdre 1 and
in which direction the finger 1 is to
first embodiment (FIG. 1) except for the input device 2. The authentication
system mounted to the portable information terminal 242 performs the same
10 processing as the authentication system of the first embodiment (FIG. 7 and
others). Descriptions on the common configuration and processing will be
omitted.

FIG. 17B is a side view of the input device 2 that is mounted to the

portable information terminal 242 according to the seventh embodiment of
15 this invention.

The input device 2 has the same configuration as the input device of
the first embodiment (FIGS. 3A, 3B and 3C} except that the input device 2 of
this embodiment has light source light windows 43. The common
components are denoted by the same numbers and descriptions thereof will

20 be omitted.

The light source light windows 43 are set on the same plane as the
surface of the portable information terminal 242. The light source light
windows 43 cover the upper portions of the light sources 23 and the top of
the opening 30. The material of the light source light windows 43 is

25  transmissive of infrared light.
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be noved. (Ei ghth Enbodi nment) In an ei ghth enbodi nent of this invention, an
aut hentication system is nounted to a portable information termnal. 10
FIG 18A is an explanatory diagramof the portable information term nal 242
according to the eighth enbodi mnent of this invention. The portable
information termnal 242 is nmounted with an authentication system which
can be any one of the authentication systens of the first to sixth

enbodi ments. 15 The i nput device 2 of the authentication systemis

retractably ﬁﬁ%sﬁﬁg%?drésﬂsaZQﬁﬁﬁrf R&e0h dieeROrdippledl sRRPEMIH ANplAtdd nal
242. This explanatory diagram shows the portable informati on term nal 242

W th TR adeNPUVHERY tRE fnpet 8GOVl ,hHi!rl% %nﬁﬁno#e\éhﬁ%e? virﬁef@‘f@dghff&i@,ﬁr d

t hr ough ontrol by software or physical control, to be retracted I nside the
port abl 04 1.4, t] ria nal.: t hi Y. ty ' ystem
can be fﬁltﬁje%t 1edtli]ltagr Eﬁeblgglrt %‘gbﬁ% r&le}\lfzéér%r% éléc? n IZF Prll\n@nsélf&%ﬁgy\tf\ﬂgg HI)% aflbgﬁ{r%o

possi bl.e to place the input devi.ce f.ot aut henti catj,on system.on a
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system nounted to the portable inforpatipon 53 terninal, 242 has the sane
conps guidsrnd Sheei Rl thedte Lrndin srhihclittion B Bhemt S Ba 1)
except .for the input device 2. The authentication systemnounted to the
portabltg’ MY¥Efmati on termnal 242 perforns the sanme processing as the

aut hentication systemof the first enbodinent (FIG 7 and 5 others).
Descri pEighiy Bmbedimemtion configuration and processing will be

In an eighth embodiment of this invention, an authentication system
is mounted to a portable information terminal.

10 FIG. 18A is an explanatory diagram of the portable information
terminal 242 according to the eighth embodiment of this invention.

The portable information terminal 242 is mounted with an
authentication system, which can be any one of the authentication systems
of the first to sixth embodiments.

15 The input device 2 of the authentication system is retractably
installed in a side face of the portable information terminal 242. This
explanatory diagram shows the portable information terminal 242 with the
input device 2 pulled out. The input device 2 is moved leftward through
control by software or physical control, to be retracted inside the portable

20 information terminal 242.

In this way, an authentication system can be mounted to the portable
information terminal 242 when it is not possible to place the input device 2
of the authentication system on a surface of the portable information
terminal 242.

25 The authentication system mounted to the portable information
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omtted. FIG 18B is a frontal view of the input device 2 that is nounted to
the portable information term nal 242 according to the ei ghth enbodi nent of
this invention. 10 The input device 2 has the sane configuration as the

i nput device of the first enbodinent (FIGS. 3A, 3B and 3C) except that the
I nput device 2 of this enbodinent has a reflector 302, and except for the
positions of the infrared transmtting filter 27 and the i mge pickup
device 29. The comon conponents are denoted by the sanme nunbers and

descri pehansal 492 ey a9 swhd cbafiglirhtiod. ad fRe R{theelitRIat#e siSteifilof i de

the input device 2. The reflector 302 is, for exanple, a prismor an

opt i calg &t Qﬁibocﬁﬁ?er‘i@@?@?sl)t Eﬁc%}g{) %fhd 'i‘ﬁ%g{ fkvidd ght -’I‘h@“ﬁu&ﬁ@ﬂﬁc@kﬁ!ﬂ’p

device 29 is set 1nsi t'he’ por e Inforhmation 20 termnal 242 facing
the i mvean ApoEERE s BORab LSRG RNBLAR0 2 s e Sl e 20
4 A A S Bl B oSBT Y
B e, b RS o o R B bR B
Enbodi nent qui)” a ninth enbodi mrent of this invention, an authentication

syst emPMLt&punted to a door knob. 5 FIG 19A is an explanatory di agram of a

knob 264 to a door_ 262 ) ) ) )
FIG. 18B is a frontal view of the input device 2 that is mounted to the

portable information terminal 242 according to the eighth embodiment of
this invention.

10 The input device 2 has the same configuration as the input device of
the first embodiment (FIGS. 3A, 3B and 3C) except that the input device 2 of
this embodiment has a reflector 302, and except for the positions of the
infrared transmitting filter 27 and the image pickup device 29. The
common components are denoted by the same numbers and descriptions

15 thereof will be omitted.

The reflector 302 is set inside the ihput device 2. The reflector 302
is, for example, a prism or an optical fiber, and changes the path of infrared
light.

The image pickup device 29 is set inside the portable information

20 terminal 242 facing toward the reflector 302. The infrared transmitting
filter 27 is set between the image pickup device 29 and the reflector 302.

The image pickup device 29 picks up infrared light that enters the
input device 2 from outside and travels through the opening 30, the reflector
302 and the infrared transmitting filter 27. In short, the image pickup

25 device 29 picks up infrared light whose path has been changed by the
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according to the ninth enbodi ment of this invention. FIG 19B is a side
view of the input device 2 that is nounted to the knob 264 of the door 262
according to the ninth enbodi nent of this invention. The knob 264 to the
door 262 is nmounted with an authentication 10 system which can be any one
of the authentication systens of the first to sixth enbodinents. That is,
the i nput device 2, the authentication processing unit 10, and a

conmmruni cation cable 268 are installed in the knob 264. The conmuni cation
cabl e 26fic&@pMReE s the input device 2 and the 15 authentication processing
unit 10 to each other. The authentication systemnounted to the knob 264 has
t he sapmg: i -af | as the authentication systemof the first enbodi nent
(FIG 1n%§@§$ﬁﬁﬁﬁé%ﬁe i nput device 2. The authentication system nounted

or
to the knob 4 r . 0 i as_t t i j system
of the 20 11 PR BRI SRBoAiE- R BE RICARRN I A AR Sy Rlnoko L o
configurati g\d%d (ﬁ)rocgﬁsbng will be omtted. A user grips the knob 264 to
open t f2°YH 3 99QT ERPY- point, the input device 2 mounted to the knob

264_obt ai ns g‘ﬁé:on er vein pat[ern i mge and sends tgiegggt ai ned, i to the

A m
aut Penti cati rbiesisi A gxPlangfory cdipggam, qient kag p%&éﬂschggg%t 10

perforns the authentication 55 processing on the inmage _received fromthe
i nput @E¢PEEng, t9 thenaintds emphedinenkofj avgelmm,tm- abitGe9RB dsi ansidét a
stored in the storage 14, the authentication processing unit 10 unl ocks the
door 26&EwAfdbedinmilydevicer 2 thatyishapsittedpter the drope 264 oh the et 26Be knob
> 204 according to the ninth embodiment of this invention.
The knob 264 to the door 262 is mounted with an authentication
10 system, which can be any one of the authentication systems of the first to
sixth embodiments.
That is, the input device 2, the authentication processing unit 10,
and a communication cable 268 are installed in the knob 264. The
communication cable 268 connects the input device 2 and the
15 authentication processing unit 10 to each other.
The authentication system mounted to the knob 264 has the same
configuration as the authentication system of the first embodiment (FIG. 1)
except for the input device 2. The authentication system mounted to the
knob 264 performs the same processing as the authentication system of the
20 first embodiment (FIG. 7 and others). Descriptions on the common
configuration and processing will be omitted.
A user grips the knob 264 to open the door 262. At this point, the
input device 2 mounted to the knob 264 obtains a finger vein pattern image

and sends the obtained image to the authentication processing unit 10.

25 The authentication processing unit 10 performs the authentication
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The authentication systemof this enbodi nent attains authentication of a
user through a natural novenent of the user, and therefore is inproved in
user-friendliness. The authentication systemof this enbodi mrent nay be
mounted to 10 cellul ar phones, steering wheels of autonobiles, grips of
notorcycles, and the like, in a manner simlar to the knob 264 of the door
262. \When the authentication systemis nounted to conponents that are

gri pped by users, a user can be authenticated through a natural novenent of

the US@rocdMiBRVH thé iiﬂﬁ%ﬁ:t RN Biirh Gl i1 RYGEEEE NNTHEEIRs cadé Reddecat | on
15 of a user as soon as the user grips a component to which the

h
aut hentheaidge HHSHRY Lot iichidhedal NeRbAAhORNRY StSFgAM A5y the

next nmovenent - o user utilizing the authentication resul For

i nstan - 124 ty i Bepication system assists
t he us%?‘tgg%i\ggf&gﬁﬁ ode%g'le Phqggécl())g?hg%g{.s q{c}ieggms-pem'fi c, 20 the

aut henticatiqgn system may automatjcally turn the kn 264, or en the
door 26 aut AP Say S5 TEoRaPSI 6, RERebr Sas3abionn fo wdu TR RBER 06,
is pe%%q‘with a light push. The authentication systemcan thus assist the
nmovenerit- of users in addition to authenticating users. 25 (Tenth

Enbodi ment) 56 A tenth enbodi nent of .this inveption is an app%i cation to a
probe type atenaRthenticafronevistem of Busygmbosiment aftams ajashentication

aut henti cati on device according to the tenth enbodi ment of this invention.
FI G 2084 yser theugh anaturaanonpmentsolddig vsep, andttheseiasgrisdmprovede

probe type authentication device according
in user-friendliness.

The authentication system of this embodiment may be mounted to
10 cellular phones, steering wheels of automobiles, grips of motorcycles, and
the like, in a manner similar to the knob 264 of the door 262. When the
authentication system is mounted to componernts that are gripped by users,
a user can be authenticated through a natural movement of the user.
Moreover, since the authentication system completes authentication
15 of a user as soon as the user grips a component to which the authentication
system is mounted, the authentication system can assist the next movement
of the user utilizing the authentication result.
For instance, upon completing authentication, the authentication
system assists the user’s movement to open the door 262. To be specific,
20 the authentication system may automatically turn the knob 264, or may
open the door 262 automatically, or may control the door 262 such that the
door 262 is opened with a light push.
The authentication system can thus assist the movement of users in
addition to authenticating users.

25 (Tenth Embodiment)
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to the tenth enbodi nent of this invention. The probe type authentication
device perforns authentication with a probe 282 which is brought into
contact with a part of the body. The probe 282 is nmounted with an

aut henti cati on system which can 10 be any one of the authentication
systens of the first to sixth enbodi nents. The authentication system
nmounted to the probe 282 has the sane configuration as the authentication
systemof the first enbodinment (FIG 1) except for the input device 2.. The

aut henti cati QD teyeh edtmBdaRAt 6f thes iRYORE0ASR Rel bYpikaltivh $8NB Pralsessi ng
as the authentication systemof the 15 first enbodiment (FIG 7 and others).

Descri pt.La RAite Piceconfiguration and processing will be omtted.
The pro g@‘gﬁl él presse alé:gi nst a part of the body, thereby enabling the

aut hent| cat | G coYS RIS £l Al aBinUEBAABh SLACL A AL NS Bld ©

The probe 282 can be pressed *agal part o y 1nc ng a finger

20 | mside f i1 side face, sid fi Ln),
the. badknBr S Bpdfens of Pats fndie PG RIS S o ARRr Wb Bhoer.

The _prope.type authenticati on device can use vein patterns qQn an jte of
t he5bod£wf % RN I IRl AR ePTORS PR HETHIGHOR JIRyice AheRfing: i on
device, information on_a body part registered in advance in 25 the
aut henttPddei smthyembpdimentof thés ingentiedde, and nore solid security is 57
achi eved. The probe type authentication device may performa vein pattern
crosscheck affiter prabattypgi agthentieatign slavice psriwmy@sitheaticatwrpmite a ype
authentication device stores in advance 5 body site information in
associ girobe 282 whieli ist brasagtatuiritertantact evithia part of the body.
The probe 282 is mounted with an authentication system, which can
10 be any one of the authentication systems of the first to sixth embodiments.
The authentication system mounted to the probe 282 has the same
configuration as the authentication system of the first embodiment (FIG. 1)
except for the input device 2.. The authentication system mounted to the
probe 282 performs the same processing as the authentication system of the
15 first embodiment (FIG. 7 and others). Descriptions on the common
configuration and processing will be omitted.
The probe 282 is pressed against a part of the body, thereby enabling
the authentication system to pick up a finger vein pattern image of the site.
The probe 282 can be pressed against any part of the body including a finger
20 (a palm side face, a nail side face, side faces, a fingertip), a palm, the back of
a hand, a wrist, an arm, a foot, a face, an ear and a cheek.
The probe type authentication dévice can use vein patterns on any
site of the body for individual authentication. With the probe type

authentication device, information on a body part registered in advance in

25 the authentication system also serves as a code, and more solid security is
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When conducting aut hentication, the probe type authentication device
identifies a body part whose inmage is picked up by the i mage pi ckup device
29. For instance, a user may enter information about what body part has 10
been phot ographed to the probe type authentication device via the input unit
16. Alternatively, the probe type authentication device may calculate a
feature anmount froman i mage picked up by the inage pickup device 29 to
identify the body part fromthe cal cul ated feature anount. Another way to

i denti Lkhyhalg body part has been photographed is to performcomon inmage 15
processing on i mages of surroundings of the body part whose i mage has been

i cked b : . oo 20 : .
fevi ce carr] aheoprOBEToRe diRRERHcRicks diE; MRy, pRHRRnT L Rl PAH<ER Loy
part rr%g@se{:%etc%e tglgﬁér?triﬁrg%gﬁg% %%@s%?%af ormation. In other words, the

probe type authentrcation not execute crosschecking
Sl te i nf of mtPoRe SPREUET b EUIE MR EHIPEARaHoRAFELe HaEs Ho A Al Foncous
e O B P2 b, 08B e S
the second to fifth enbodinents of this application 58 with the first
embodi YERENocopHRICEInG naathratticaiion; sthant prahe ymet wthenticatien dAs¥icssed by
this application. It is also possible to conbine the configurations of the
first tdemtifieh achbdyiparitwhaseimage & pitked aipe byhthoimagat pickmpodienioe
suitabgévas | ong as there are no contradictions. 5
For instance, a user may enter information about what body part has
10 been photographed to the probe type authentication device via the input unit
16. Alternatively, the probe type authentication device may calculate a
feature amount from an image picked up by the image pickup device 29 to
identify the body part from the calculated feature amount. Another way to
identify what body part has been photographed is to perform common image
15 processing on images of surroundings of the body part whose image has
been picked up by the image pickup device 29.
The probe type authentication device carries out a vein pattern
crosscheck only when the identified body part matches the registered body
site information. In other words, the probe type authentication device does
20 not execute crosschecking processing when the identified body part does not
match the registered body site information.
The probe type authentication device thus avoids erroneocus
authentication that vein patterns on different sites are compared with each

other, and is enhanced in accuracy of authentication.

25 Combining one of the second to fifth embodiments of this application
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I ndustrial Applicability This invention is applicable to individual

aut hentication devices used in PCs, portable termnals, ATMs, autonobiles,
room access managenent and the like. 10 59 CLAIMS 1. A vein authentication
device conprising: an interface on which a part of a living body whose i mge
is to be picked up is placed; 5 one or nore light sources for emtting
infrared light; an imge pickup unit for picking up a blood vessel imge of
the part of the living body using infrared |ight emtted fromthe Iight
SOUr CesyitBNtHTBRSt CORPIHiREndNbE ther sBHACeathainder B oeshwasselvitiRoQ

pi cked up by the inmage pickup unit; and 10 a light shielding Unit for

shi el di N gt 1 b thg kd L AL BYEOt t he
infrare |gﬁ%ﬁ?ééhgt?gvgﬁgkéb?ncéﬁgﬁ%agg'%%c 58 ﬁﬁ?r%ﬁ?ion é?ﬁtxe i%gge

pi ckup [ rel ' f h . i.ng.: d_g j e. pi ckup
G ect o9 ngrERERE, B LAE, 4o Hol S5 ERIRpARTRAHAPRREof Phd Ky
irradigtes th rt of the,lLivi body with infrared l.ight froman i mge

bl Giup Ende caToRREnpat sugRayAs Pogs Bit oz Rol@riErdicliitintf cati on
device according to Claim1l1, wherein the part of the living body is a
finaer. 20 3. The vein authentication device according to Caim?2, wherein

t he
Industrial Applicability

This invention is applicable to individual authentication devices used
in PCs, portable terminals, ATMs, automobiles, room access management
and the like.

10
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plural light sources line up in a direction substantially perpendicular to a
| ongitudinal direction of a finger put on the interface. 25 4. The vein

aut henti cati on device according to Claim2, wherein the 60 interface is
provided with plural pits extending in a |longitudinal direction of a finger
put on the interface. 5. The vein authentication device according to Claim
2, wherein the 5 interface has a shape concaved in the center. 6. The vein
aut henti cati on device according to Claim1l, wherein the interface allows the
part of the living body to nove thegi@aens 10 wherein the inmage pickup unit

pi cks up plural vein imges of the part of the living body at different

ites; dt ' A Bl it .he pl I ini i cked
sites; an heAg?gﬁaﬁMth%gﬁ%&fﬁg%%gﬁgﬁl e plural vein imges picke

up by the inage up unit. € vein authentication device according

to daim6, further. conprisi: enent ;. t j.n Lt f
measuring a rfa%lvtégrrgen Ay uh{ﬂlgg ?ﬁ%ﬁf%&;%'ﬁqaﬁﬁgﬁg&%ﬂ%dﬁ ccgarbeff n the
i mage canputing.unjt conposites the plural vein inmages picked up by the
i mage ln%é"ﬁﬁ}stpiﬂcteﬁ’reference to the novement anmpunt 20 neasured by the
novenment anmount neasuring unit. 8. The yejn auft hencLiicEt_i on devi ce according
to @ aimi1, PO § pWEces fargrnittmg i irarsdiighty unit for adjusting
a light anount of the  |ight sources. 25 61 .

an image pickup unit for picking up a blood vessel image of the part

of the living body using infrared light emitted from the light sources;
an image computing unit for processing the blood vessel image
picked up by the image pickup unit; and
10 a light shielding unit for shielding infrared light emitted from the light
sources and preventing the infrared light from traveling in an image pickup
direction of the image pickup unit,
wherein the interface has an opening opened in the image pickup
direction of the image pickup unit, and
15 wherein the light sources irradiates the part of the living body with

infrared light from an image pickup side of the part of the living body.

2. The vein authentication device according to Claim 1, wherein the

part of the living body is a finger.

20
3. The vein authentication device according to Claim 2, wherein the
plural light sources line up in a direction substantially perpendicular to a
longitudinal direction of a finger put on the interface.
25 4. The vein authentication device according to Claim 2, wherein the
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9. The vein authentication device according to Caim@8, wherein the inmge
pi ckup unit picks up plural vein inages of the part of the living body at
different |light amounts adjusted by the Iight anbunt adjusting unit; and 5
the image conputing unit conposites the plural inmges picked up by the

i mge pickup unit. 10. The vein authentication device according to Caiml,
wherein the interface is formed integrally with the Iight shielding unit.
10 11. A vein authentication device, conprising: an interface on which a

part ofindetfh¥é 19 grodideh Qsch igragsl pitst &xtedifg Gkes 18Agithidihar edeceitg of nore
| ight sources for emtting infrared light; 15 an inmage pickup unit for

pi cki ng, WR odr WRithh FREEnME e part of the living body using infrared Iight
emtted fromthe |light sources; an inage conputing unit for processing the

vein image picked up by the inmage pickup unit, and in that; and a |ight
shielding unit for shielding infrared light emtted fromthe light 20

sources, whergei he..intepface has an openin ened h{L: I mage_pi cku
direction of Thont iR REdReAton WeaPE A BraBig i St 2. PHE-ERO IS
laterally to the opening, wherein the |ight sources emts infrared |ight
hav%ng lﬁeﬁg’f? E‘zﬂs ‘}’;f?’?pgz‘%or?%‘ffﬁ‘ﬁglq E%%Eeapecrkup direction to irradiate the
part of the living body wwth 62 infrared |light froman i mage pickup side of
the part of the living body, and

6. The vein authentication device according to Claim 1,
wherein the interface allows the part of the living body to move
thereon;
10 wherein the image pickup unit picks up plural vein images of the part
of the living body at different sites; and
the image computing unit composites the plural vein images picked

up by the image pickup unit.

15 7. The vein authentication device according to Claim 6, further
comprising a movement amount measuring unit for measuring a movement
amount of the part of the living body, and

wherein the image computing unit composites the plural vein images
picked up by the image pickup unit with reference to the movement amount

20 measured by the movement amount measuring unit.

8. The vein authentication device according to Claim 1, further
comprising a light amount adjusting unit for adjusting a light amount of the
light sources.

25
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wherein the light shielding unit is provided between the opening and the

| i ght sources, and to nore than half of an upper portion of the |ight
sources on the opening side. 5 12. A vein authentication device, conprising:
an image pickup unit for picking up a vein inmage; an inmage conmputing unit
for processing the vein image picked up by the image pickup unit; 10 an

I nterface on which a part of a living body whose image is to be picked up
is placed; one or nore light sources for emtting infrared |ight; and a

i ght shi el digioridivkidf QrhbhBLalig, 4oiicaReokiglY 1L TIALAB T om the i ght
sources, 15 wherein the interface has an openi ng opened in an i mage pi ckup

direction of Ay 5%
laterally to V%ﬁe éopenl%nlgﬂ,lg%@rl%ﬁ %%ﬁﬁl%g@lﬁ}%%%%ﬁﬁﬁgl ra 'ékgé ?)I gﬁt
havi ng gn,o th 1it.e |r
openi gt B i ST s SRk e g%o Tt naantsT S RES it SR
from an I.ckL de of the part of the |iving body, and wherein the
| i ght ﬁd&ﬁgﬂé ﬁrg'qu provi ded between the opening and the Iight sour ces,
and _to an upp% portion of the |I%ht sour ces ﬁn t he ogpeni ng i( 25 63

5 e image computing unit composites the plural images pic ed up by

the image pickup unit.

10. The vein authentication device according to Claim 1, wherein the

interface is formed integrally with the light shielding unit.

10
11. A vein authentication device, comprising:
an interface on which a part of a living body whose image is to be
picked up is placed;
one or more light sources for emitting infrared light;
15 an image pickup unit for picking up a vein image of the part of the

living body using infrared light emitted from the light sources;

an image computing unit for processing the vein image picked up by
the image pickup unit, and in that; and

a light shielding unit for shielding infrared light emitted from the light

20 sources,

wherein the interface has an opening opened in an image pickup
direction of the image pickup unit,

wherein the light sources is placed laterally to the opening,

wherein the light sources emits infrared light having an optical axis

25 in the image pickup direction to irradiate the part of the living body with
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infrared light from an image pickup side of the part of the living body, and
wherein the light shielding unit is provided between the opening and
the light sources, and to more than half of an upper portion of the light

sources on the opening side.

12. A vein authentication device, comprising:

an image pickup unit for picking up a vein image;

an image computing unit for processing the vein image picked up by
the image pickup unit;

an interface on which a part of a living body whose image is to be
picked up is placed;

one or more light sources for emitting infrared light; and

a light shielding unit for shielding infrared light emitted from the light
sources,

wherein the interface has an opening opened in an image pickup
direction of the image pickup unit,

wherein the light sources is placed laterally to the opening,

wherein the light sources emits infrared light having an optical axis
that is tilted in a direction opposite to the opening to irradiate the part of the
living body with infrared light from an image pickup side of the part of the
living body, and

wherein the light shielding unit is provided between the opening and
the light sources, and to an upper portion of the light sources on the opening

side.
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