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SYSTEM AND METHOD FOR UNLIMITED LICENSING TO A FIXED
NUMBER OF DEVICES

Field of the Invention

The present invention relates to a digital rights management (DRM) system
and method that allows a fixed number of devices to be licensed by remembering the

device and denying licensing to any device exceeding the fixed number.

Background of the Invention

A typical DRM licensing system uses tokens to protect distributed electronic
content. The token contains the information pertaining to the at least the rights the
user is allowed to exercise regarding the content. Typically, a token is generated and
passed to the user device rendering the electronic content. In a subscription based
licensing system, the token is renewed periodically to allow the user continued access
to the electronic content. When the user’s subscription lapse, the token is not renewed
and the user is denied access to the electronic content,

The benefit of a subscription based DRM system is that the user can have
unlimited access to some or all of a provider’s catalogue of electronic content for a
fixed subscription rate. Typically, the user can only receive the subscription based
content on a fixed number of devices. For example, the user can only use three
different desktops and/or handheld players (e.g. MP3 players). - Prior art DRM
systems receive a request from a user to access content on a first device, the DRM
system passes the token to the first device and increments a counter (either reduced
from the fixed number or counts up from zero) and the first device is now an
authorized device. When the user requests a download to a subsequent device, the

token is passed and the counter is likewise incremented until the maximum number of
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authorized devices is reached. Once the maximum number is reached, any further
requests for access by a user are denied. The user can continuously request and be
granted access to electronic content on any authorized device because the DRM
system checks for the presence of the token, and once confirmed, allows access to the
requested electronic content.

However, the prior art DRM system does not track the authorized devices. The
system only tracks the number of requests and the presence of tokens. This causes a
problem when the token on the authorized device is erased. Typically, the token is
hidden and transparent to the user to avoid tampering and/or erasure by the user.

However, if the user reformats the memory on the authorized device, the token is

- erased. After formatting, when the user requests access to the content, the prior art

DRM system checks the authorized device for a token and determines that one is not
present and thus does not consider it an authorized device. The system then looks to
the counter and determines that the user has, in this example, reached the maximum
number of authorized devices, and does not allow access to the content. However,
access to the content should be allowed because this is not an additional device, but an
authorized device. The user then must request assistance to fix the problem. This is
frustrating to a user, especially if the same authorized device is continuously
reformatted, which is a frequent occurrence with some handheld devices, and then
“re-licensed” until the maximum number of authorized devices is reached.

Thus, it is an object of the present invention to allow users access to content
on their authorized devices even if the authorizing token is erased. Further, it is an
object of the invention to allow the access to the authorized devices and still maintain

the limit of the maximum number of devices.
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Summary of the Invention

A user has one or more user devices for rendering electronic content.
Electronic content can be audio, video, still images, text, data, and software or any
combination thereof. User devices can be any device than can render the electronic
content, including computers, laptops, PDAs, cellular telephones, pagers,
Blackberries®, handheld players, including MP3 and video players, stereos, DVD
players, DVRs, and portable entertainment systems. The devices can be Janus®
enabled. Each user device can have a unique ID that identifies the user device,

A licensing server can contain all or part of a DRM system to manage
electronic content for a provider and is connected to the user device over a network.
The user devices can connect directly to the licensing server, or connect through a
portal device that the user device is linked to. Licensing server controls the user’s
access to the electronic content and can determine how many user devices are
authorized user devices. Authorized user devices are user devices that are registered
with the licensing server and are permitted to access the electronic content. In an
embodiment, licensing server maintains an authorization database,

The authorization database can contain a list of a user IDs, uniqﬁe to each
user; the unique ID; an authorization date, which is the time or date the user device
became an authorized user device; and a make/model/brand name of the user device.

Every user has a maximum number of user devices that can be considered
authorized user devices. Typically, the maximum number is set by the provider and
can be a condition of the provider’s agreement with the content owner. The user
devices can become authorized user devices by being listed in the authorization
database. The user device can be listed in the authorization database multiple ways.

In an embodiment, user devices connected to the provider’s system are queried for its
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unique D and added to the authorization database. Alternately, only the user device
that is requesting access to the electronic content is added to the authorization
database. Further, the user can input the unique ID or initiate a request to make the
user device an authorized user device.

Once the user requests access to the electronic content either the unique ID is
passed to the licensing server with the request or the licensing server queries user
device for its unique ID. The unique ID is compared to the unique IDs of the
authorized user devices to determine if the requesting user device is an authorized
user device. If the user device is authorized, the user is allowed access to the content.

If the user device is not an authorized user device, licensing server can have
numerous options. In one embodiment, if a number of authorized user devices is not
greater than or equal to the maximum number of authorized user devices, user device
can be added to the authorization database and become an authorized user device. If
adding the user device exceeds the maximum number of authorized user devices, the
user’s request for access to the electronic content can be denied.

Alternately, the user can be presented with a list of authorized user devices
and the user can de-authorize one or more of the authorized user and permit the
requesting user device to become an authorized user device. One embodiment can
store all unique IDs for all user devices and indicate which user devices are authorized
user devices. Alternately, only the authorized user devices are stored in the
authorization database and de-authorized user devices are deleted.  Another
embodiment limits the number of de-authorizations in a certain time period.

The unique ID can be stored in a cookie on the user device or portal device
and the cookie is accessed at the time of the request for the electronic content.

Multiple cookies can be created, one for each user device or unique ID or multiple
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unique IDs can be stored in one cookie. In a further embodiment, only the unique ID
of the last accessed user device can be stored in the cookie, Another embodiment
encrypts the unique ID if it is stored outside user device, or it can be stored encrypted
in the cookie.

In an alternate embodiment, the licensing server can provide a token in
response to a user’s request to access content. The token can be any identifier that, in
one embodiment, contains usage rules for the electronic content and can allow access
to the electronic content based on the usage rules and does not need to look elsewhere
for rules or authorization. Without a valid token, the user cannot access the electronic
content. The token can be linked to the user device and controls other tokens on the
user device (e.g. a master token, root and leaf tokens) or can be an individual token to
each individual piece of electronic content. Tokens can be delivered with the
electronic content as it is being delivered to the user device.

Alternately, the token can be a pointer (e.g. a URL) to the licensing server.
Once the user requests access to the electronic content, the URL is activated and the
licensing server is queried to determine if the u.ser is allowed access to the electronic
content. In either embodiment, a token is present with the electronic content on the
user device.

The user can request access to electronic content and the licensing server can
determine if the user device has a token. Either the token can be passed up to the
licensing server at the time of the request or the licensing server can query the user
device to find the token. If the user device has a token, the user is granted access to
the electronic content. If the user device does not have a token, the licensing server
checks the authorization database. If the unique ID of the user device matches the

unique ID of an authorized user device in the authorization database, the user is
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granted access to the electronic content, If the unique ID does not match, the license
server determines if the maximum number of authorized user devices has been
reached. If the maximum number has not been reached, the user device is added to
the authorization database as an authorized user device and the user is granted access
to the electronic content. If the maximum number has been reached, alternately, the
user’s request can be denied or the user can be prompted to de-authorize a user device
and authorize the requesting user device so the user can gain access to the electronic
content.

A method allows access to electronic content when the unique ID is stored in a
cookie and the user makes a request for electronic content. The license server can
check the cookie for the unique ID, and if the unique ID is not in the cookie, the user
is denied access to the electronic content. If the unique ID exists, the unique ID is
looked-up in the authorization database and, if present, the user is provided access to
the electronic content. If the unique ID is not in the authorization database, the
number of entries in the authorization database can be determined. If the number is
less than the maximum number, the user device can be adding to the authorization
database and permitting the user access to the electronic content. If the authorization
database already contains the maximum number of authorized user devices, the user
can be denied access to the electronic content or queried to de-authorize an authorized
user device.

Another method includes receiving a request for access to the electronic
content from a user device, accessing a unique ID of the user device, and comparing
the unique ID to a list of authorized user devices. The unique ID is used to determine
if the user device is an authorized user device and if the user device is authorized,

access is provided to the electronic content. If the user device is not authorized, a
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determination is made if a maximum number of authorized user devices is reached.
The user device is converted to an authorized user device, if the maximum number is
not reached.

If the maximum number of authorized user devices is reached, the user can be
denied access to the electronic content or the system can request de-authorization of
one of the authorized user devices to convert the user device to an authorized user

device

Brief Description of the Drawings

The above and still further objects, features and advantages of the present
invention will become apparent upon consideration of the following detailed
description of a specific embodiment thereof, especially when taken in conjunction
with the accompanying drawings wherein like reference numerals in the various
figures are utilized to designate like components, and wherein:

Figure 1 is a diagram illustrating the system of the present invention;

Figure 2 is an illustration of a de-authorization screen of the present invention;

Figure 3 is a diagram illustrating an embodiment of the system of the present
invention;

Figure 4 is a flow chart of a method of the present invention; and

Figure 5 is a flow chart of another embediment of a method of the present

invention.

Detailed Description of the Preferred Embodiments

Figure 1 illustrates a system of the present invention. A user 10 has one user

device 102 or more than one user device 102a, 102b, 102c... 102y, 102y, for
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rendering electronic content. Electronic content can be audio, video, still images,
text, data, and software or any combination thereof. User devices 102 can be any
device than can render the electronic content, including computers, laptops, PDAs,
cellular telephones, pagers, Blackberries®, handheld players, including MP3 and
video players, stereos, DVD players, DVRs, and portable entertainment systems. The
devices can be Janus® enabled.

Each user device 102 has a unique ID 104 that identifies the user device 102.
The unique IDs 104a, 104b, 104c... 104y, 104y+1 match user devices 102a, 102b,
102c... 102y, 102y41 respectively, Unique ID 104 can be a serial number or a
canonical name, as long as the name is unique for each user device 102. A canonical
name is a hardware identifier and is burned into the permanent memory of user device
102,

A licensing server 106 contains all or part of a DRM system to manage
electronic content for a provider 20. Licensing server 106 can be distributed over one
or more servers or duplicated on one or more servers to service regions of users 10.
Licensing server 106 is connected to the user device 102 over a network 108.
Network 108 can be a LAN, WAN, the Internet, or a wired, wireless, cellular or
satellite network. User devices 102 can connect directly to the licensing server, or
connect through a portal device 103 that the user device 102 is linked to. For
example, a user 10 can have a desktop computer on the network and synchronizes an
MP3 player (as the user device 102) to the desktop computer (as the portal device
103).

Licensing server 106 controls the user’s 10 access to the electronic content and
can determine how many user devices 102 are authorized user devices 110.

Authorized user devices 110 are user devices 102 that are registered with the licensing
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server 106 and are permitted to access the electronic content. In an embodiment,
licensing server 106 maintains an authorization database 112.

Figure 2 illustrates an embodiment of the authorization database 112, which
can contain a list of a user ID 114, unique to each user 10; the unique ID 104; an
authorization date 116, which is the time or date the user device 102 became an
authorized user device; and a make/model/brand name 118 of the user device 102,

Every user 10 has a maximum number N of user devices 102 that can be
considered authorized user devices 110. Typically, the maximurmn number N is set by
the provider 20 and can be a condition of the provider’s agreement with the content
owner. In an embodiment, the maximum number N of devices can be three.

User devices 102 can become authorized user devices 110 by being listed in
the authorization database 112. User device 102 can be listed in the authorization
database 112 multiple ways. In an embodiment, every user device 102 connected to
the provider’s system is queried for its unique ID 104 and added to the authorization
database 112, Alternately, only the user device 104 that is requesting access to the
electronic content is added to the authorization database 112, Further, the user 10 can
input the unique ID 104 or initiate a request to make the user device 102 an authorized
user device 110.

In one embodiment, user 10 requests access to the electronic content. Either
the unique ID 104 is passed to the licensing server 106 with the request or the
licensing server 106 queries user device 102 for its unique ID 104. Licensing server
106 accesses authorization database 112 and compares the unique ID 104 to the
unique IDs 104 of the authorized user devices 110 to determine if the requesting user
device 102 is an authorized user device 110. If the user device 102 is authorized, the

user 10 is allowed access to the content.
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If the user device 102 is not the authorized user device 110, licensing server
106 can have numerous options. In one embodiment, if a number of authorized user
devices 110 is not greater than or equal to the maximum number N of authorized user
devices 110, user device 102 can be added to the authorization database 112 and
become an authorized user device 110. If adding the user device 102 exceeds the
maximum number N of authérized user devices 110, the user’s request for access to
the electronic content can be denied.

Alternately, as illustrated in Figure 2, the user 10 can be presented with a list
of authorized user devices 110 and the user 10 can de-authorize one or more of the
authorized user devices 110a, 110b, 110c... 110y and permit the requesting user
device 102 to become an authorized user device 110. One embodiment can store all
unique IDs 104 for all user devices 102 and indicate which user devices 102 are
authorized user devices 110, Alternately, only the authorized user devices 110 are
stored in the authorization database 112 and de-authorized user devices 102 are
deleted. Another embodiment limits the number of de-authorizations in a certain time
period. For example, user 10 can only de-authorize and replace one user device 102
per month.

In an embodiment, the unique ID 104 is stored in a cookie on the user device
102 and the cookie is accessed at the time of the request for the electronic content.
Multiple cookies can be created, one for each user device 102 or unique ID 104 or
multiple unique IDs 104 can be stored in one cookie. In a further embodiment, only
the unique ID 104 of the last accessed user device 102 can be stored in the cookie.
Another embodiment encrypts the unique ID 104 if it is stc;red outside user device

102, or it can be stored encrypted in the cookie. Furthermore, the portal device 103

10
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can store the unique ID 104 or cookie for the user device 102 and the licensing server
106 queries the portal device 103 for the unique ID 104.

Referring to Figure 3, an alternate embodiment of the present invention is
illustrated. Licensing server 106 can provide a token 120 in response to a user’s
request to access content. Token 120 can be any identifier that, in one embodiment,
contains usage rules for the electronic content. Token 120 can allow access to the
electronic content based on the usage rules and does not need to look elsewhere for
rules or authorization. Without a valid token 120, the user 10 cannot access the
electronic content. Token 120 can be linked to the user device 102 and controls other
tokens on the user device 102 (e.g. a master token) or can be an individual token 120
to each individual piece of electronic content. Token 120 can be delivered with the
electronic content as it is being delivered to the user device 102.

Alternately, token 120 can be a pointer (e.g. a URL) to the licensing server
106. Once the user 10 requests access to the electronic content, the URL is activated
and the licensing server 106 is queried to determine if the user is allowed access to the
electronic content. In either embodiment, a token 120 is present with the electronic
content on the user device.

In an embodiment, user 10 requests access to electronic content. The licensing
server 106 determines if the user device 102 has a token 120. Either the token 120
can be passed up to the licensing server 106 at the time of the request or the licensing
server can query the user device 102 to find the token 120. If the user device 102
does have a token 120, the user 10 is granted access to the electronic content. If the
user device 102 does not have a token 120, the licensing server 106 checks the
authorization database 112. If the unique ID 104 of the user device 102 matches the

unique ID 104 of an authorized user device 110 in the authorization database 112, the

11
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user 10 is granted access to the electronic content. If the unique ID 104 does not
match, license server 106 determines if the maximum number N of authorized user
devices 110 has been reached. If the maximum number N has not been reached, user
device 104 is added to the authorization database as an authorized user device 110 and
the user 10 is granted access to the electronic content. If the maximum number N has
been reached, alternately, the user’s request can be denied or the user 10 can be
prompted to de-authorize a user device 110 and authorize the requesting user device
104 so the user 10 can gain access to the electronic content.

Turning to Figure 4, in a method for allowing access to electronic content, the
unique ID 104 is stored in a cookie (step 400), as discussed above and the user 10
makes a request for electronic content and it is received by the provider (step 402).
The license server 106 can check the cookie for the unique D 104 (step 404), if the
unique 1D 104 is not in the cookie, the user 10 is denied access to the electronic
content (step 406). If the unique ID 104 exists, the unique ID 104 is looked-up in the
authorization database 112 (step 408) and, if uﬁique ID 104 is in the authorization
database 112, the user 10 is provided access to the electronic content (step 410), If the
unique ID 104 is not in the authorization database 112, the number of entries in the
authorization database 112 can be determined (step 412). If the number is less than
the maximum number N, the user device 102 can be made an authorized user device
110 by adding the user device 102 to the authorization database 112 (step 414) and
permitting the user 10 access to the electronic content (step 416). If the authorization
database 112 already contains the maximum number N of authorized user devices
110, the user 10 can be denied access to the electronic content (step 418) or queried to

de-authorize an authorized user device 110 (step 420).

12
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Referring now to Figure 5, another method for allowing access to electronic
content inciudes receiving a request for access to the electronic content from a user
device (step 500), accessing a unique ID of the user device (step 502), and comparing
the unique ID to a list of authorized user devices (step 504). As above, the unique ID
104 can be stored on the user device 102 or the portal device 103, The list of
authorized user devices can be authorization database 112 or any other method known
in the art to compile and store data to be accessed.

The unjque ID is used to determine if the user device is an authorized user
device 110 (step 506) and if the user device 102 is the authorized user device 110,
access is provided to the electronic content (step 508). If the user device 102 is not
one of the authorized user devices 110, determining if a maximum number N of the
authorized user devices is reached (step 510). The user device 102 is converted to an
authorized user device 110, if the maximum number N is not reached (step 512) and
access to the electronic content can be provided (step 508). If the maximum number
N of authorized user devices 110 is reached, optionally denying the user device 102
access to the electronic content (step 514) or requesting de-authorization of one of the
authorized user devices (step 516), converting the user device to an authorized user
device 110 (step 5 12), and provide access to the electronic content (step 508).

In another embodiment of the above method, the system can determine if the
user device has a token 120 (step 518) and provide access to the electronic content if
the user device has the token (step 520). If the user device does not have a token,
determining if a maximum number of authorized user devices is reached (step 522).
If the maximum number N is not reached, the user device is added to an authorization

database (step 524) and a token is provided to the user device (step 526).
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In another embodiment, the present invention can be implemented as a stand
alone DRM system or added to an existing DRM system. For example, the
Microsofi® Janus® DRM system utilizes a token exchange system and a License
Acquisition URL (“LAU”). The user 10 requests electronic content and the Janus®
DRM system searches for a token 120. If the token 120 is present, the request is
granted, If the token 120 is not present, the Janus® DRM system activates the LAU
and is directed to the licensing server 106 to determine if the maximum number N of
tokens 120 have been distributed. If the maximum number N is not met, the licensing
server distributes a token 120 and increments a counter. The procedure repeats until
the counter reaches the maximum number N, and then the next request is denied. The
Janus® DRM system does not keep track of the user device 102, so all N tokens 120
can be distributed to the same user device 102 that is constantly “losing” its token 120
due to reformatting. The present invention adds the authorization database 112 to
determine if user device 102 is an authorized user device 110. If the user device 102
is an authorized user device 110, the token 120 is distributed to the authorized user
device 110, access to the electronic content is permitted, but the counter is not
incremented.

While there have been shown, described, and pointed out fundamental novel ~
features of the invention as applied to a preferred embodiment thereof, it will be
understood that various omissions, substitutions, and changes in the form and details
of the devices illustrated, and in their operation, may be made by those skilled in the
art without departing from the spirit and scope of the invention. For example, it is
expressly intended that all combinations of those elements and/or steps which perform
substantially the same function, in substantially the same way, to achieve the same

results are within the scope of the invention. Substitutions of elements from one
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described embodiment to another are also fully intended and contemplated. It is also

to be understood that the drawings are not necessarily drawn to scale, but that they are

merely conceptual in nature. It is the intention, therefore, to be limited only as

indicated by the scope of the claims appended hereto.
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I CLAIM:
1. A system for allowing access to electronic content, comprising:

a user device rendering the electronic content;

a unique ID uniquely identifying the user device;

5 a licensing server in communication with the user device and resolving

requests for the electronic content; and

an authorization database storing the unique ID;

wherein the licensing server accesses the authorization database to determine
if a user device is an authorized user device and permits the fulfillment of the request

10 for electronic content only to the authorized user device.

2. The system of claim 1, further comprising a cookie storing the unique ID.

3. The system of claim 2, wherein the unique ID is encrypted.
15
4, The system of claim 2, further comprising:
a last accessed user device; and
a unique ID of the last accessed user device;
wherein the unique ID of the last accessed user device is the only unique ID

20  stored in the cookie.

5. A method for allowing access to electronic content comprising the steps of:

25 receiving a request for access to the electronic content from a user device;

16
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accessing a unique ID of the user device;
comparing the unique ID 1o a list of authorized user devices;
determining if the user device is one of the authorized user devices using the
unique ID;
5 if the user device is not one of the authorized user devices, performing a
determination, comprising the steps of:
determining if a maximum number of the authorized user devices is
reached;
if the maximum number is not reached, converting the user device to
10 the authorized user device;
if the maximum number is reached, optionally denying the user device
access to the electronic content; and
if the maximum pumber is reached, optionally requesting de-
authorization of one of the authorized user devices and converting the user device to
15 the authorized user device; and
if the user device is the authorized user device, providing access to the

electronic content.

6. The method of claim 5, further comprising the steps oft
20 determining if the user device has a token;
providing access to the electronic content if the user device has the token;
if the user device does not have the token, determining if the maximum
number of authorized user devices is reached;
adding the user device to an authorization database if the maximum number is

25  notreached; and
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providing the token to the user device.

7. The method of claim 5, further comprising the step of storing the unique ID in

a cookie.

8. The method of claim 7, further comprising the step of encrypting the unique

9. The method of claim 7, further comprising the step of storing only the unique

ID of a last accessed user device.

10. A method for allowing access to electronic content comprising the steps of:

storing a unique ID of a user device in a cookie;

receiving a request for the electronic content;

checking the cookie for the unique ID;

if the unique ID is not stored in the cookie, denying access to the electronic
content;

if the unique ID is stored in the cookie, determining if the uniqﬁc IDisona
list of authorized user devices, and if so, providing access to the electronic content,

if the unique ID is not on the list, determining if a number of entries on the
list is less than a maximum number; and

if the number of entries is less than the maximum number, adding the user

device to the list and permitting access to the electronic content.

11.  The method of claim 10, further comprising the steps of

18
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if the number is greater than or equal to the maximum number, optionally
denying access to the electronic content; and
if the number is greater than or equal to the maximum number, optionally de-

authorizing an authorized user device.
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