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PORTABLE ACCESS DEVI CE COPYRI GHT AND LEGAL NOTI CES
[ 0001] A portion of the disclosure of this patent

walo@mamenss cont ai ns material that is subject toPCT/US2004/004366

copyright protection. The copyright owner has no
objection to the facsimle reproduction by anyone of
the patent docunent or the pa&tent disclosure, as it
appears in the Patent and Trademark O fice patent
files or recor t pe Y$CE |

copyri ghts Ma@ﬁﬁaﬁ§&%N%$Q@ErHE I NVENTI ON

[ 0002] The invention provides devices, nethods, and
systens for controlling access to secure systems. n
particul ar, the GAR¥RIGHHANDLEGEE MAUICESS| net hods,
and systens for controlling access to conputers and .
[080Her ~ seAupertiay of baslisslosyie of thisrrai@ntsogemenicaniaing material

S
fagsimdledepredution; bysarypae 05 the: patedisldsument &, the pasat disglosure, as

T e L

resetvescdl capgrighis wkaisobwear. control | i ng access to systens
such as conputers and systens controlling access to
secure facilities or premses, etc., using information
ENTIGN

provi ded by a p&ABSBELNGFalde Y ¢ system and
[@ng he SY$SRy r@i{)ﬁ@r&sﬂdé%ﬁ&rs &%tHo%s%éﬁ%ﬁFcﬁ%éntmlling

S
det er m ne r access by that person is to be
agcashde seeite systemsniinpadickien theinyentinnoRmovidas gevices methods,
o8B T PRoBES B35S S S0 Eftoms usin
panablé abtessateviwel ocati on at which the information to be
provi ded by the person seeking access are input to the
[0093F em [0S for gordrfolling g cestlodiyatenssaredisglosed in US patents

[ i i Y i .
S R 050 PSR 2 B SRR B8R o7 o Tl
ape bs3A7,586.t9.Mola enat ri ¢ data obtained directly from

t he person. n such enbodi nents, the person seeking

access nust be physicall X(rggr esent at the |ocation of

the system at whi SHMMARY P INENEONo be input to

[(gfoﬁq‘” de by iﬂ(/?rhf%‘h i QESBVIQSR, nieBitRishRld sYstehnsfor controlling
evlice(also referred to as an "access device") which

aceessi to systems suah @ eampoterp e Byemp gontrolling access to secure

facilities or premises, etc., using information provided by a person seeking access to
the system, and by the system to which the person is seeking access, to determine
whether access by that person is to be authorized. The information to be provided
by the person seeking access identifies the person. The information to be provided
by the system is made available at a location at which the information to be provided

by the person seeking access are input to the system.

[0005] In preferred embodiments, the information to be provided by the person
seeking access can only be provided in the presence of that person, e.g., biometric
data obtained directly from the person. In such embodiments, the person seeking
access must be physically present at the location of the system at which the

information is to be input to provide his or her information, together with a device
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the system Information fromthe person seeking access
and the systemis then used at the systenis input

WO oman2mwse t 0 det erm ne whet her to authorize t hECPESH04004366
to access the system f the person seeking access is
determ ned to be authorized, in various enbodi nents, a
signal or code is provided that can be tested, e.g.,

(alty refedrediits b mn “hecedeidenice ) avhidretebeivesithedafrinatidroprogided by

0B it HMABRILIOBANS PERED RECK )G PSR RHOTPG ATRAD s then

uRRS fWe SRG&HRINARIRESon td déterraiat et do bdbrizs hegerédh to
that person is not authorized, no, code na

agnesy theeystam. Hihe peraph geeldud accesidy tﬁ@plnéd ?oebe authorized, in
vaHus ehiRluirehtefa S§58%F gggé‘is%org\ggéd fHahean BY itési!aéﬂ,%.g., by the

signal (s) may be provi | ] n preferre
systgrodordstaraine Weetheceaersss 8/fode Re¥dedi ng to the

invention uses the information supplied by the person
[088&Kki ng dfce%gge%@fmw@gmrwndﬁwvdﬁomﬁae sygam and

fr% S:cgg pnsr gﬁ sb ;iangs&%%.e; it Yg,%t&ﬂﬂnic{‘ﬁggc/ aat&%%g 89 thdt Jefsdni8 not

] C aCCGSS I S soqg . e person, or .
agthprzsd, po code maydesprevided, ae iByalid goAem WatTiRg, Foratifigation of

a?c%é%%lgnm %YB%%?s@tacb?%ggﬁé’I&sz n{ﬂayﬁ&o%ﬁ%bj ng access, and

erson I nputs e~co e system which then

[ogbgvi des wg%gegﬁgldémg@&tr@gge tﬁesaéc%ggeeéiee B&cRdhl % ireed.

. not her 1 N e access device may oufput a
invenkih usegiize infirmation puprliedy thy peesen spekiog pesisscand the

1B RLR kS v Sl oo fo K pEROO0RRS 280 IRALLBdige 1o the
synt@eﬁsr_ weioh aecass $g sdu@hrqb bg fenperaen, tdeliregtyt torthe syAemonn one
ich | or i Ve . 1
ot S oRETH Uy LB SRS Llo BHRRI B Bcee ano
tr{aﬁ pe’bn E\ﬂiutsi. tmfecn{o_n‘atd; the swtdrm?/vladtﬂmea ﬁge\gdemamss & tlae code is
system |.oc on. .n ' ; h

foBF43 He SUFEr gl Pt SRS o Qe Ao w5y fyput a

cbd HgS AtetlySb thespte@aent at the system | ocation when
the systemprovides its information. [0009] The access

[qdm]g]i ce {rwnéeﬂmfdmhgtigmgqmwdedi pothdsthe gatsohtseekmg access and
Intornmat! on _ provi de erson

the] RS o TR SRReTRALBbE THTooge8 SRUEe BihohBa PEFERb the
S)Z&éﬁqa@éeﬂioﬁ NHiGEs s e deivakBE cbiie betstied[ightDlo e privided by the

nbodi nent, the invention provides a portable acc .
dgege.@nortBe PRISSDINSh gravide @gﬁéh%"rmg%@é@o%to 3|a°i>?§§ds 3

whfle bEfaYsieth BBARINTIAG preRkR8Tenibdiment, the person’s information is

biometrically based, so that the person must be present at the system location when

the system provides its information.

[0009] The access device may include on-board devices that receive
information provided by the person and system, or signals from such devices that

are not on board the portable device but linked thereto.

[0010] in one embodiment, the invention provides a portable access device for
providing the code or coded signal that may be tested to determine whether to
provide access to the system. In a preferred embodiment, such a device comprises

an output device and at least one processor. The processor processes information
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provi de access to the system n a preferred

enbodi nent, such a device conprises an output device
w@pasarooBeast one processor. The processor proRPEBEEER04/004366

i nformati onprovi ded by the person seeking access and

the system and, depending upon a result of the

processi ng, provides to the-Butput device a code that

pr&ﬂMe@@K ltﬁeﬁﬂer’é@n @é@l&ﬁ@a&dﬂa@s ayd tieaTsystem rmot], dejsmelingi uppn a result
upon t

d d
ofithe Prasess e RreYidee st as ah H%E%C‘%?&?é% 4 iy bé 88Kifto access
theRFERAT, OF hét bep&diny BssrFPe prestddigfamaass. to the
system'i ncl udes i nformation representing any physical

[oafgr act eWSSrﬁérﬁlo‘ﬁEdttHS ifoPsdtRatrepMesestg a!\bﬂoﬁibtrlitaM\db&tenstlc of
used to identify, with a certajnty sufficient

a gersopsepking @§@%sséﬁ dhe SRS HRIHHES | Pf@%@%&?@feéﬁﬂﬂaﬂ any"
N%ﬁc%hcﬁeﬁﬁ@t@ﬁsmo Sofid Bﬂ)sﬁ@&@gtuseﬁ @hiéﬁ'nﬁ’é&ﬁlbéé usdtetidéntiig, eth a

erson as aut rized to receive access ch
certﬁlrdv stfficient Bafiew atihedeirpgses aad dasiemenis af the system to which

a&?egﬁ ?sst?é]ﬁ% Sudt, ngqﬁ,{degf |d?ﬁ’(¥f§r ﬁ'fe'b}r%n 54 Bglﬁbnié'ﬂaﬁﬁécelve

retina sc (Y ach|re y
acneds oSuph vfornation gan nm:ltmeow@;@m@@ data repeesgptingfingerprint

pgt?ecrﬁsc‘ér ﬁ#ﬁ r?rﬁag %a%ébﬁ@@r%@@gé@g%s SR a%aui?ébeb)pénd/or

SeNs0rs l'arge nunber’ and vari et
psmobdhb md)pmn@stsor(s) ofthe potteble actess, devng bmmstabécﬂewces

nsors for '
Pl g el SheRed s PRER Mot AREN Y sutable
bmmmirensrmraam:sticeowd meindbdsaaed sengdrs faeshyiribgiang processing
T ent | fi at [ r
rEHELER rretion il sHsbsBOgiiind b, B8 GRS 6 known,
aﬁ(? d{éﬁé&ﬂlﬂﬂ@ﬂl%@bem@ gev@bpaﬂ Tiepidentfitation of sudiabld biometeiw
0 e r s .and requ nts of. systens to. he .
charasiegslis. By Boricrorbiaeliofaidl acatinipd ERplosReSing Tyfpgyation
réredHBng tHERY iR Giedr @htﬁ@wrp‘b%eé hnd Freduitemants of[s@@tbﬁﬂs to be
preferred enbodi ment s . of orma

Pladefed BV EPFIED 8P GRS, 5 WHER D13 G110 of G058 MURBEpUEE T okl
tessks is read or sanpled directly fromthe person
seeki ng access. Thus, in sonme enbodi nents one or nore

[(UBBFOr S SHipterbir&d Eﬁiboéﬁfé#tsf binfle ifVeafioMtinfBrmation representing
representi ng bi onetric characteristics of a

biosegtiin gharaeleralics of PrasPPEiyedSers 'ﬁﬁ%a%%%%@r"eéwre@mm the

pERNShISBHKIRG abCoddr Q‘Huge‘m%%% Rt diMERBHE Béré seRSor8lsuitable
rmre processors for use in determ n’l;eﬁ%vvhet her to

faragauiring énfpanaion reprerentingrhiemetriccharasirisies el aRigen perking
aﬁgés‘asﬁ%‘elir%ldc}%@ IS YR &lBest pQ\Jig’el ﬁ%?%gﬁ%@@g tYBRIvRIeE cqliff€d

nve rocess signals prOVI the s sten1to
infbiintationde @8s of Mmabe progessnuig far uUsein daf@rminm whetbeigerantdhe

peps ?\rfﬂ)% Wﬂgm tﬁle ?r]ifgﬁinatlon is acquired access to the system.

[0013] Some embodiments of the invention process signals provided by the
system to which access is being sought, in addition to biometric information related
to a person seeking access as part of the process of determining whether access is
to be authorized. The use of information provided by the system to which access is
being sought enables, among other things, the determination as to whether access is

to be authorized to be made in various modes according to circumstances. For
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to a person seeking access as part of the process of

determ ni ng whet her access is to be authorized. The
wais@s020086f or mati on provi ded by the system to REN/UR2004/004366

access i s being sought enables, anong ot her things,

the determnation as to whether access is to be

aut hori zed to be made in var#eus nodes according to
examplunﬁrfoaémsg re?ﬂé@mmmespirmeasmragﬁ sedlditetd dagess a

uest fr o er so t
QTR B Tt BafoCT Ao e a by A AT iy fom
ilihgébtcéésﬁb* fHé pr§sHns\Wohgiflonaliygss-abshoribed, e paftly pré-authorized,
condi ti ona

pre-auth d,
AR LT S RIS rglﬁﬁ%%éme%v fropyfhe same

pRfPRGHBHPENG & atRds iR SarhEabpltel SRR 8MRePEEAGHthat is
atterrptl ng To access the same conputer systemfrom a

ngbdesignaigd anpimaty-i s not designated as prinary. [0014]
I nformati on provided by the systemto which access is

[Md#hg soupfermation pw@léé@iyﬁ@e BYBtemdo tichsaccgay iseingagpught for
pRSeeREiRY by Btk a&etsE %e@:%é &eﬂr‘oQ@eH o Wac%ﬁbé abli& in any

manner . ny sy eV|ces and net hods for S|gna
stitairie fr@annar: d\/lanwwsteramdamqes ansk wathoss fyyesigna) bppgiekare

kﬁ%n SR Prerddite? BERGABOM. We?(aﬂ'fglé hﬁsbrﬂé%fﬁﬂo@ﬂneﬂt@@f the

ccess dev I Cé conprises one or nor sensors
lmentwn/ itheyasdaga alevice compribes eye oremplasansorcior msetyingSignals

REURE e A5l 08 B AL b Yo
combiretienl, to seceivehand pda&sctbrtkmagmessar visibigHwght, mnfrajedl,em other

t I table f j
<o B, R flhef | ARabR Bt A hter o
\Aﬁmﬂtcﬁ:vﬁr,etleiemm T&@delmilborilssmlmblw)&wrds ugvieas,hand methods
nals to the cessor W
Sipreasics Aellsdafrosrircn e el wthin thiabllfior tose
halviy obdinaryiskilldh $¢d &3 Uh Riew STAAIBdisEldupne or nore
processors for processing bionmetric information

[PU18Y geg ’gya ?T}@opmamoa@ﬁom@r pmsmgnmgmfgmmmﬁgn
prow e y e s temco ny.suita a a
BOHR e RS} oK N Car RS Hat Bl gl e, B tha sgoterm
c%ﬂ%n§@%hy\@ﬂltféblééléﬂaéﬂﬂd%lér@l pFREE4INE, lhdﬂ@dlﬁg BRPBaRiware, firmware,
descri bed herein. n sone enbodi ments of the |nvent|on

and SR Ttyps é%ahl%f%rrﬁﬁﬂungéh%ﬁwpeﬁemsgﬂaﬁﬁ&hﬁ@m i lprpome
eTSSirhé s 'of‘fh%gﬁ\?’érﬁ’ BnGUES Hfécéssﬁo‘@b&%bn@é‘Qn@éﬁﬁ‘éf@éﬁﬂlcatlon

devi ces and software. Processing for determ ning

snﬁ@fmmteqretegmouléﬁe(ﬁ%cmmm@lamea@e& BYFOTWRER: nay
FBcels fBPd&%ﬁﬁﬁﬁtgt\M?et rzB‘t?) &e@ed?%dt utLHQaQ/fbeteh@ode that may
n In d by

brometric 1 nformafion a ormation provid
hehesedyie egassdhe eyﬁemeégwdlnmwd@ethp Siaregtrie mf@matlpe ppd the

n?%rmatlon provided by the system to be accessed, may be performed entirely by
processors included in the portable device, or partly by processors included in the
portable device and partly by processors included in the system to be accessed, in a
data sharing or shared processing scheme, or in other suitable ways consistent with

the purposes disclosed herein.

[0016] In some embodiments, processing for determining whether to provide

to an output device a code that may be used to access the system, using the
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processors included in the portable device, or partly

by processors included in the portable device and
W@200540300By processors included in the system t BCDES2004/004366

accessed, in a data sharing or shared processing

schene, or in other suitable ways consistent with the

pur poses di scl osed herein. [®§016] n sone enbodi nents,
bi@mt@m@tsﬁigng_aﬁ@{ amiﬁ&griﬁfoﬂhat@mmet/ihed bt thepsysterd ¢o be aacessed,

out pu evice a code t may be_used to access th ,
oryatsemconditinging RebiRone e BF 1ttt B S8 R W tBrretation
betREER R InfImBKiEN FdiResdiing kit Isipmea D dhardiReritic @®e etbred

conprises conditioning provision_of the code(}o tge .
bl@merrgmmmaﬁ@mu%@fr%m&, PEnaglrie mfeymationacayiEed by a biometric

seREPEAB blARLEBIRS BB r(IIR drfiEhbd stoRANAGhEticSfbfmation,
and stored bionetric information. For exanple, _
amd adetermination i made o tawheiheea cifelation Baeendhe gravided and

Bl IRfPAEAGT <! DLy, AR AGEEREH: (oah ol ShtiSRERAY Estrditioii 6" ed

netric information, and a determ nation is made as
establighetihibe procasserpravides tibewaknt dewice arpda ageabig for

¢ / L . ot ed.
G RF B0 7 oS, 78 st S e ifd oyt BY BRIl etucen
informaitide aictjuirechfeoro prqspectiesystena userd @ndséerbil bicnagtric information
. gccessing. the. t ' '
s oud pof in WONE tudile AT eRS bRy BRI <Rl Rttt ' o

ect . . . _
(PIREP e oA SBEchs Mk e dFTIS Fenion may
coiprase mawiang fopsttiring jorsédiit informatios far uss. in [dermining whether to

Enbodi ment s _of [ '

o bR 50 oo ot P A BB RThP 2ebp e o an oo

devit® rdraitrhemis‘ecurnabmdcessitgi tae rs'egthregsysm. hierotiher epnimodirdents,
an access Cco . hat he. I

S elorma BomRTG BTtV naE be Sioted RUPGFER ittt

siSlet8 bearidesscrly sh€ Miormalibh anhderbatiessing for detarmiihgnedther
ionmetric informati on nmay be staqr

. d | ,
teBNEA el FroeRR COYR et BRVEER Lstgsg fgvice and the

s%g{g,wtgq{eiac&egggy or processing for determ ning whet her
o provide a useable access code is shared between the

[RASESS demiEsutpictidvites 3y whRMth® pRiteasere pititie ¢atiztahat may be
The out put devices to which the processor 1provi d

Ugerd Esacdess thageaes BiHRM MRV iV iHee %@mﬁee 0§ V@E%’ﬁ?W
pRespREtHR Ysdr BR&dE WU itakk forlgRinihdmRédesk RE tHelsyBiaf, BRRR &k laMiman-
user a code suitable for "gai ni ng access to the system
readtathleasequenaerahale B s QR AEACIRIP p He BTPEE. gisplay
d%&%%é sﬁ@%&%}&f& rCF@?@@Phgmth@ SRR dRNdeRaRapbElséd In a

or printi or’ audi o devi ces ma);‘ b

e
pusfetted pmipodiment, a small LCD display is used, in order to reduce physical size

and power requirements for the portable access device.

[0019] In some embodiments, an access device according to the invention
comprises a housing for supporting sensors, processors, and other items
incorporated by the portable device, and the housing includes one or more surfaces
for bearing devices useful for identifying users of the access device or other
individuals, such as photographic images, electromagnetic strips, and/or other

devices for storing and/or providing access to identifiers or other information. Such
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preferred enbodi nent, a small LCD display is used, in
order to reduce physical size and power requirenents
w0 o00s0me3port abl e access device. [0019] n sonePCT/US2004/004366
enbodi nents, an access device according to the
i nvention conprises a housing for supporting sensors,
processors, and other itens -bncorporated by the
deics-bearingiriaces aanbefl fohexmnplg, Wherelitle acaass devicemomprises

rfaces fo bearn d ul , f ' LTV
SR e aanelts, Sl o SRR ek ind, PETF EVRH pprtabie,
c@?ﬁnﬁmm&u t?e h{m?ﬁ@ carefcﬁmgd gnmtyemz%d atd 4spapecan@umag to act
0 er evi ces or_stori an or
as gaidaniiieation sardst Hiagh @rﬁ%'w&msaﬂay ibrtieonededarran Gfgagnetic
stﬁHé 58 @therbRviesStdd storihg angrr PRdVRIing\BedeR s th RIcABR®RIBN and other
devi ce conprises relatrvely conpact conponents, e.g.

daf@i t abl e for naking the access device portable,

configured such that the housing can form ah
[0920} abl y-18 phed eabgdingnip dbe H‘é@ﬂ\?@‘ prgvides medhogs, and suitable

phddesddrb 'aﬁa'bﬂferr‘ c6@bEnents! GRcIBHRE bffRaTeS fdiﬂbYO\f dIhg BSdes for use in

conprise el ectromagnetic strips and other devices fo
aseassingyaiemsof tie e desgrikasiareint Such @ﬂﬁfmqsc%rﬁ%%feéﬁw

pgﬁ&‘?ﬁegd@} ;?ort%)%ogégesé‘ 8lib&s aﬁtf'@ f@‘e’%r%ceés"}% |hber%E¥ld>|9Fecelved

provi sulrtab OCGSSOTS and ot her
froomap bioeretris sensot aﬁﬁm@t@bmﬂv\erp@ﬁabbraogewwlqﬁjfoc%é%&ﬁh a

éﬁélaﬁ&?bé@eﬁﬁ ‘fl’?etsl%'cgigeé %ﬁ)trﬁ‘éfﬁ for tri%%oﬁ léﬂ? sHRSs BEF‘%%C
erern C s are pre era
n‘pﬁmmalbheamab ifdss coleslatimssalisties o wpweleeom craieee,sqrn\f;dmg to an

r, nat
olPLEitThe &b BRRaBobER Mtich A S o3 PR mey g ysepl o
aacefssrthetb%temnoﬂhetwm not pt')rewdmgetb \ﬂmjom?tpom/meca code that may be

i nformatiop and i onet
o TP T T ST 67 PRea coppr et PR fogffininbd using
a(lijyg?néll i degyet Dyansigntl Behsateissociael Wlﬂ’nethgtpbttalthCeesse:Bnce from
evi ce an access t

SR Be e Re A A O R o PRI ' B BREC At Do georgeeage that
rr?e@/q% hdrat to RYe 80 YSE Sy StOmMas pRISrably & c8¥ish-@pecifld eTI@é:pr@Sr&lon of
code, where provided, is determ ned usi
sae%@n«se%clfmﬁ%e§$ goas helps & xaaws. 4¢ 86%/(?6@@%60""0
aBBIoradd @s&%ﬁﬁg Q@c\,’és%% kO sterh iORR/sicABy Bfe3ERN at the point of
assoclated wth the systemto be accessed. The access

a@@%ﬁ?tpﬁ%ﬁsﬁé%mbe used to access to the system i s
preferablﬁbse33|on specific. The provision of

[6Bdki on- s %ﬂlkqthermmméafee@ene\r%’élon PEVIqegngihads agd
sﬁﬁ‘él&l% grdéeéé%r% alﬁg%ﬂtefr'scﬁlg\g%@ﬂé Fggdg%\kiélg? c@&é@fdg Iﬂlge ﬂrg?@:%ésmg
saetewg:fttl@e Ype dggcgtb@phhereln where the codes and the determlnatlon of
whether to provide them may be made according to a plurality of processing modes,
the mode used in a given case being determined by the circumstances of the
request for access. For example, a signal received by a signal sensor of the
portable access device from a signal generator associated with a system to be
accessed may be processed to determine whether the system has received
information indicating that a person seeking access to the system is attempting to
access the system using a conditionally pre-authorized input device (e.g., ata

primary entry station). If it is determined that this person is attempting to access the
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[0021] n still other enbodinents, the invention

provi des net hods and suitable processors and ot her
w@orvporesd s for providing codes for use in accEGEUSIP04/004366

systens of the type described herein, where the codes

and the determ nation of whether to provide them may

be made according to a plural-ity of processing nodes,
systeen 0Bieg auseditibhally Fevrhariase inpeit devicks tapratcessicade ﬂhlaismay

ci rcunst ances of the re or _acce

SR CO S DR RYBeB s 0 Sy Rt Ll EiceBowBRaRs S
bigHeBRSNPAMAT et @ o hOABlon@eisetisor ofths @@rtablecbcmests‘device.
a systemto be accessed maéﬁbe procggﬁjﬁi}y& deterni,n

Offiseiine AnasessRaderALEaY BE LRl 757 T RTedEPR Ny
uﬁcﬂ\a&e’c@mﬁﬁémhéte& kbiga@sit&Reridror diferfayis sBfiRfied by biometric
attenpting to access the systemusing a conditionally
inforesation ras:elvgédrommblweﬁrlééeo%or@nd %Qm%tnﬁr'“fﬁ'ﬁﬁﬂoé‘rﬂ“ﬁﬁfw'se
agbtesgéoow the do&sé Sefigd ermnned that this person is

o access thesystemusing a conditionally

[Oﬁiﬁ aut h%b%ﬁ\%nh@rﬁ) Hho%‘?y\h&e‘é sy%fbnﬁ’&f“o‘?%rl@ﬁg?ﬁntﬁ BRkabBYaccess

used to access the system’is provid 0 an out put
demescm:cw@m 1l the inventiemynahiding:alf Stabler enftware.garocessors,
a bionmetric sensor of the portable
meﬁ]%iag\geévsrggg O herwi se an access code that may be
used to access the systemis provided only upon

determ nati OnBRrEIi DEs@wPﬂcm OFNTISE IDRAWINGS! criteria
is satisfied biometric infornation_received from

[002H bi orré't"‘lel"&Veé’@ﬁ%Eﬁ'"%@t?ﬁ vriae figwres of theRacrppanying
dr%W‘r?g’sV\'\Nﬁ%haa% aRfftdhe blmaasasRl fiR iy, BRORAVhiEh ke

i nvention al so%csarow des systens for working with
rqferenegs aredeiended tpopfarda “'&Q:@R)‘PQ?ITQ@QW‘B“Q R@t$-nventi on,
including all suitable software, processors

[924)i ces, Fque 1BRAEChEMBERPEIFPesiveriery ff mﬁrm%erpb%ment of
&%ﬂabl@‘é%%éso&b i éédo%&ﬁﬁ%ﬁt@g ilventile figures of the

cconpanyl ng dr aw ngs, are meant to be exenplary
?ﬁenm 'F‘l@ré 12N a s%ﬂgm'aEc MOhileVdtibg of pr?éféﬂé@én%alment of a

nded tO refer to e or corresponding parts.
ppma]aC@Snge&ICQ scsorgingctadh@ainventsey: specti ve vi ew of a
preferred enbodi nent of a portable access device
[926lor di ndigwe e ajsehemeatiorear ptryation ¢f ¢preferped @mpodiment of a

péﬁg‘nﬂ %{sefc{eﬂ’/fé% dek&¥Rd t%rihé’fnvégﬁﬁnef erred enbodi nent of

access device according to the invention,

[Jpr 2'?6] F'Crg%ﬁn[% &s a%cﬁeﬁ%ﬂ@ FRictiGndl BRJck Bl RyYarhioR B éfefred

erre nent
embodiment of a portable access device according to the invention.

[0028] Figure 5 is a schematic diagram of a processor, and related

components, suitable for use in a portable access device according to the invention.

[0029] Figure 6 is a schematic view of use of a portable access device

according to a preferred embodiment of the invention.

[0030] Figures 7 - 9 are schematic diagrams of process flows according to

preferred embodiments of the invention.
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portabl e access device according to the invention.

[0027] Figure 4 is a schematic functional bl ock
walr@gnznsof a preferred enbodi nent of a port abPEI/EsmeE814366

devi ce according to the invention. [0028] Figure 5 is

a schematic diagram of a processor, and rel ated

conponents, suitable for use8in a portable access

devi ﬁlEaf\n_cHDiDEsmanﬂm\l 'UfF\fBIﬂE iRHEFbElEFQQEB]EI\WBQgIMEIT'SS

a_schenm use 0 orta acces evi.ce
alor ai g et sraroskiens o Bl idsnm st A SPBH o Aocording
td 983Rlenkibg Hreedestribed oGy eRierondd © tHe Myawimgsof process

flows according to preferred enbodi nents of the
[Uﬂﬁ/élent | OIFidArdé\ LEDI EECRpRETd rfdd éﬂ?bd’&ﬁeﬁ%ﬁiﬁﬁble access

OD| VENTS [ 0031] Pref t ds, .
deyet 4HY aC%a'L’a@H%eaf'{%eﬂ e AP 1 TERESERGENS BT iawings
aH@% dl@&%sfohrkféw rdl&Ees aoRtable dddesdHaNntd) dise mb@tﬁlﬁﬁ]ls not so

gures - 3 depict a preferred enbodi msnt of

"@36&3@ a?@ldéh%téﬁ/éﬁﬁord@@y && epnhpdiast inidgyices oihes th Wb@ndewces
§+ LOHO8, 4 sro?r@ &‘stﬁé‘ﬁr%r‘n%%n 'p%\ﬁdib‘d Y 8\peRG s’é@ﬁmb RBcess

I scussion below relate to a portabl € access devi Ce,

anthéhe systan may hespraegssed hyithe ﬂésiemari@ sueleaicase ke aerassylevice
nB&d4 R n% g devices other than portable devices.
or exa all or sone of the information provided

per jﬁ’cg'ia%ﬁgécrégs aeviee 908 umhstelﬂﬂ SYRLREATYcRRs to computer

esse e systenl ns case, t he” access
adéwth:ae smﬁemsn@ld tamprinesabdusing tUB sjgnebsenser 402 Gdaws 3) for

r&%}’})n‘gf?‘ glrglngl @?ﬁhg khd @ rﬁ’%‘ﬁbﬁ HE?&rfb@ a@%&%sr?om%s‘@ﬁggéférator

conpr ses. housi
associaied WA tIﬁé:ccg'apMeswa’c@n biemetrici segsar Hidyieabcquidng infprmation

enerars) A SRR e § R Dottt BRAGBLEYr 2 person
sbeldﬁ@hmas;ss*.@ ﬂ&cxroni;&ﬁerf or adospii on ‘popspetiveneder') 200 déexoalso
5 S o B R EEE P BT fcston i
tﬁ?ﬁ?ég.%ﬁf'gé o’:utpmfaiethﬁQD4bMdJ§me@§tldne pm&{ss?r PIO(Firees 4, 5)
o e S DS e R o LD PYAAG S,

odgmit 88vic®Hh @dées‘é%éblé %Ieﬂé?ﬂmne@ﬂfélrﬁg thb&isrhetfib @aff AreEHS @ignal.
(Figures 4, 5) for processing the acquired

[(U3aet r i cDEA¢R1 GRIirthBEcShEiMs, n@i&i‘ou@éurﬁo@%ﬂdvngommng edges
t he out put device an acc%ss code determ

obiheriqUsing (ERSCiRTRhdNTRked Dy rgferenceenierals Se@@%&g peafing user
|Jéﬂﬁ|¥|$§ifon%méé 866h A4/ PRéBYRphIiMAEE 080 Houkingl10diigigized to
serv%ecsonvenlently as an identification card as well as an access device. In the
embodiment depicted, device 100 has a length 120 of approximately 57 millimeters,
a width 121 of approximately 35 millimeters, and a depth 122 of approximately 2 - 6
millimeters. Thus, device 100 has dimensions similar to those of a standard credit or
electronic identification card such as an automatic bank card, and will fit comfortably
in a hand of most human users, in a fashion such that each of the component
devices associated with the device 100 may be comfortably and effectively operated,
as well as fitting in pockets, wallets, efc. Device 100 as depicted in Figures 1 - 3

further comprises a slot 115 suitable for use in attaching a lanyard, cord, or other
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of the housing (for clarity unmarked by reference

nunmeral s), suitable for bearing user identification
walewsoa®3cuch as phot ographi c i nage 106. Housi PQI/LO04/604366

sized to serve conveniently as an identification card

as well as an access device. n the enbodi nent

depi cted, device 100 has a |-ength 120 of approxi mately

dé/?clzsl"ﬂolr l‘adn‘ﬂﬁtmgScar@mgl atidior k@stranft cipipe acdesatielige s for example
m|lineter

th 122 of ,approximately 2 - 6
byrpPlREing& e aroHtpgghe 6‘@@? Qe Bsgy L4 tr%ﬁog%‘ﬁ%q ons s?/m lar to
t hose of st apdard cr

|
[008RInt i f i iGANGYRHECL Y c?é i X e it ’#‘%“'%fatﬂﬁ exterp!

cEtduiitioh, lfn'a§' b@%ffuéhbé’d)b aéﬂh@tld‘l@ﬂﬁlo@-ffurfmsﬁalhaméll as functional
users, in a fashion such that each of the co ?é
censidesationss $&k xaBRlewiherronfiguration aad ﬂwwswg@lot 15, length

1%@%6&“@‘3' Xn@ﬁgptﬁfﬁ@céé W%ll ¥s IREERIGof aﬂgeﬂéﬁélly r@8tangular
I N wal lets, . Device 1 as i ct ed

poc
Cq”?f'gF'Taj@ﬂe@al be Irzflweurc@qh@? determined by batfsfua@tloslag@n aggthetic
a CI 5 t s ﬁl‘éﬁ‘tﬁ@lo@aﬁm Hou§96rﬁ?0|%nté3ﬁﬂﬁé dBVit& fhay also

carrying an /or restraint of
bamflesec&ibby aesthetic dopsidesadiops.c Fpyexsnae e @la@@mnb@fd@jmetﬂc

s %3 l§>n°@.1ff|r£§.‘t él?f:age qEStolf‘%dfc\éb%de\[qQQ%ﬁh sigigl | sensor 126 on a

con gur atl artic
seodnelrsumﬂace 026 n‘sg:drtaes o8¢ antppéeratipn bf tm@racgassm}evnce as explained

R HOA B0 5 s, o

fmhelxam@lsans‘.he)émbmnehlﬂeplbhedgu RigURss, 1 vadthmieygriatM@f

c9r§€qu5q¢122 %lgﬂ\’\%sldﬂ? Swil gﬁ fo%r{/t%goeoﬁ%eﬁl %@ﬁ uﬁ%% for the wide

vﬁiﬁtﬁ bﬂumrwammtdmdmncwwmat isaodteagsatbd that the invention will be
|deratJon Simlarl

PO Bt Bl TR ea eSS b Bufer Qi ssed for

vagsishiiplisatfopB silfliBe dlell Yithin thefabfitasitesigneheofdrainaryesilil in the
of biometric sensor 103 on a first surface 125 of the
aﬁc@é@%"’@%ﬂﬂisc@s"'%e& gnal sensor 126 on a second

surface 126 facilitat f
(B6bos delhecRoT Rl astsms duee A0 (BTN BIBre e Sdugher

cé;'n%ﬁse% QBb\férQﬁ&téh)b\AMS‘fdr BERSREY BiymariiseAsorc 03. The cover is
consi derations, as for exanple in the enbodi ne

ogglpﬁd;@@ggclpﬁeq:pyggqelggtlvgly_opgratm%\/ﬁtgh\ﬂgp, 20y adpechamcal switch
\Aﬁ'l%fdo%ﬁr% b%r}ﬁe&ﬁ%dé'l ?b‘i’ﬁb‘% Seidclivddp rdid8 thd o\Reinto an open

usef and suitable he wi de variety of uses and
pagpon dawhmsthe @Iqmtaqa] sqzmsqréO% EneReseatal tomeglogadgoosition, in

WHEHERE s8RsMid hidB&n %[ﬂ VJ\P%na r&6LieqMroR sIﬁHcﬂE Bad fer RBEful

configurations suit evi ces used for various
capiabisdatéxtersalabjectheSwiseh 109 mayralsciiaclude Rndfpr selectively activate

r Wi
ofi BL RS SpBlnR L e slnies 1 363 of EBuIE Bt Rotygls
paeqesstretDs andother @sndonens cﬁfdlne hegess device 100 by activating, for
example, one or more of battery 144 and power supply 141.

[0037] Covers and activating switches may also be provided for signal sensor
102, output device 104, and/or other components, as desired or suggested by the
intended use of the access device 100 and the environment in which the device is

expected to be used.
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conprises a cover (not shown) for covering bionmetric
sensor 03. The cover is opened and cl osed by
w@eiosoriosel y operating switch 109, e.g., a nmecPeriUszn4/004366
swi tch which conprises a nechanical |inkage that
sel ectively rotates the cover into an open position,
in which the bionetric sensdf- 103 is exposed, and to a
[o63gpsed pERutd O a behenmaticfubdtnakisisck dingraim dfcbepreferced

d f
e N SR S LSS5 SRS, oy
fuh&fdnafig rrﬁHnt seinedeivicelsyconfioneatse Wl@granmfeflgure 4 depicts

sw tches ., electrical switches 142, 3
fungloneboanTERRISbeERL S UTaIEDST SaRk sesns dbApbReE KomSor

163h u ngﬁ:? 8 c% ¢yA cb‘?oéé%@orb’m@%btté!ﬁﬁwﬂg pO\K/éYf SL%W 1€ swRtlfes 142,
1){21 power supply [0037]
1@0%@&@01’@%145@{1#& QnQn@mheerﬁ@@pﬁwt%| so be provided

for signal sensor 102, output_ device 104, and/or other

(083 ponenimtheambrsineeShoWNJudigsse 8(atspst Hevies AR gerprises a
pl\g\%ﬁgﬁéf %%I 851BRS1 6L Y hind gslﬁfédllgthlﬁ §erﬁ9§b\"1B@ %ﬁa ifrdr8d

device Is expected to be used.[0038] Figure
transceivar $3heReaviding aipleralitnel smai@ﬁnwramcaﬁﬁsgﬁ the utility of the

pcﬁ{a% éécee@s %@8% bR edmAle PRG nﬁgﬂlteogé\:%ﬁé ?ntﬁ %Vdréﬁter variety of

TRl e’inveént i on, ncti onal
sea:mraemems,t urgiier & ipoatiey war@esofco@nrailng sopditigne erayaapie RN

a%ﬁeg% g?\yl{.:?/ ggﬂ)ﬁélﬁ E%%Ié(ﬁ efiugglnf’%f éW?n Pﬁl%\‘@%br%orl 6%3 may

S|g sens ric sensor
b® us@ilbotd&u 'rmn/b&ib,ta pasmb@smslbm&'ght bansreitted by 4 digplayscreen or

141, t.ch 4 ;
ol Beet At oeTh HERT bet Bt e I ARG R fate' g e
sighale I‘fr@nﬂmfrﬁté@lﬂ@?t gétsnsra:telrsl g_ﬁ)ccxeesmewgwaca:qndilug & fheyinveintion
_signal_ senso - .
GO S S e soap Ao bR T  oEoReT AT piptaFeing
oggcg ggﬂéw%rgnét@f %uitaﬂﬁ? ﬁﬁt%ﬁéréhblﬁ ofithie idcyés@ﬂe\tldfns withs ]tmbrbepectlve
vi ce
tygeg ebaiged! %ﬁ?raé%/rﬁ Athaugiiing %géé%,;:;, '\qd@%peraﬁfe '&%ﬂ?ss
op&386n, Ahe QB3 ldelige pReYd tUpTed folhe Y&BMI 18 a Bite adl@@.ﬁmected
device conprising a visible-1ight sensor 131 and

i thecase af & epganle agceswipVise. our oMY Re SRt aioyieq difgrmation

t&oﬁé% Qggcy v?debl e light transmtted by a display screen
or ot evice, as herein described, and to receive

[(@Ei tr ansl“ﬂetseqjéttn@n B?éﬁl&blﬂc'ﬁdn%o%@nﬁs' Bl Q&és@fdeaiceéi

t generators. Access devices according
atenrdingite the inentioo malt derpnst Wpoa) the saecits a@?“ﬁ%ﬂﬂ@éﬁ%@ the

dgﬁ%f?scgﬂgﬂb'b%ep&rtﬂé @ﬁﬁﬂ{)r]?n@i?@) M \0GES feyhrt ‘éQbé?oted to perform, and
re, suita perati on of the access
adenibes of oihehfactoss thad pédlcedoueto those familiar with the relevant design
arts. Examples are described below for the embodiment shown in Figures 1 - 4 and
6. Identification of suitable components, existing or designed for the particular
application (as for example ASICs), for systems according to the invention will be
within the ability of those of ordinary skill in the relevant arts, once they have been

made familiar with this disclosure.

[0041] An example of a suitable visible-light photosensor is the LX1970 visible
light detector available from Microsemi Corporation, of Irvine, California. This
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types of signal generators. Although the sensors 131

and 133 enable w rel ess operation, the access device
woreapshozosoupl ed to the system by a wire, di SCOPCHUSEO4/004366

in the case of a portable access device, over which

the system provides information to the access device.

[ 0040] The sel ection of spedilfic conponents for use
cdﬂmiﬁdheaccmpns&yfdr@&amp@oadlan@mmlctumghtnese comntooi thaticln extend

t h

o4l b2 hoTmats petanne e o poteRl i Hysldihidy

ccgrlg;g?hoe?gﬁ taﬁg {eaﬁstra&@lrneh{p@rarmreamahgn@ﬂme-moajeg;mer+85 deg.
W

to th f |
Criahas ane-RIa MSPP SHSCE ERHRAAEaGH eqsuity ARk Pom.
wf\ gﬁ hB[FRGRhTRAS tHE§Yof e RcBedsedevice: THe 8RErfCorporation also

entification of suitable conponents, existing or
producesayerad suifatde piatols-tght Rhotospnsd¥at i on (as for
exanpl e ASICs), for systens according to the invention
Wil be within the ability of those of ordinary skill
[0042]t he r & \@rigiy ofguitgbledmicased Hght seasersieXish anglare continuously

béiﬁgidlekflfupé(& tmbﬁfomﬁs hé&hﬁﬁw |ﬁfra|{eQQﬁHalsce‘?\Vbr§>é?ér9ée§i eb that data

VI si otosensor iIs the
maiy dielidoth trawntteétaedtr@aen@ddw fQBIP@ftﬁblérﬁemcéﬂ@Qe rﬁor example, an

IrBﬂ r{gﬁ’rr %&SBQ &ésol:fa\’bﬁ‘) nﬁﬁlla o\frpae?rlngg ?ﬁgg&gmmumcatlon

by: tet devicet Wittt ar mfraeed mOb’m wma;d spibvase |ueﬂataa @r medgicatens, as
wg@ﬁﬁlglhéﬁl?sg‘?lt éﬁ% eeR/al datd! rétlétgb' lt(gj?&!é@ tt@thedée%m rystem such as

can operate eratures ra
chdensretid alegeess dodles85 deg. C. t has an 8-pin I\/BOD
surface nount package nmeasuring only about 3 x 3mm

[0#431ch he Imsexarmplemte stitebles biomedific $ensonisdhs AESSPDA series of
The

Sh t '
o035 S P B IED, B P BRI ARRR AP APAGrenc,
rﬁ:Ulc%fMdllﬁJumé RIS, |U8}h@wmaetbieate&m03ft) camectddo a suitable

nti nuou n di
L RURLY, 0, 0 VL Q0ed ) SOTE EMRAELSAL race.
ah@fghoﬂeteaapmptftd oanﬂeclmgiurﬁ@fémmﬂ@swn mlHiguréevi xand 6,
. For example, an Ir nfr
theoliRsier RPANTRE deparss %@l%&%l%ﬁkﬁﬁ%&@@?ﬁ%ﬁ'? ﬁi the
pQS\éf §Euthi Br ﬁﬁg;ér of é@%@ﬁwﬁn%@racb@sm\ﬁm 000k themy ia the user's
dates or fications, Il as to transmit

hpedeHousiaad f1 amatises 3 GUidecEge 184 1? AsSiSdRe Pée@p@{@ﬂﬁ'”g his
f@?‘&:‘br%rﬁﬁ?g‘ﬁa PSS, PEIaRFE RS he GRATRr, tbA8GRAteAR PRI R Ctive

3 sulta bi onBtric sensor is the AES3000 series
sednrfinghofethe pedsHERSS. BOTEXgEMe, @uidser 181 MARbadispssed so that its

pE8i6H EAFLdpbnaY Fith Air LG BEHVBERtRLtp and first knuckle of the user's

finger or thumb when the finger or thumb is in position for rapid and effective

scanning.

[0044] An example of a suitable output device is a dot-matrix LCD providing a
16x48 array of display elements. Such a display is suitable for providing access
codes and various warning and instruction messages of 0 - 12 alphanumeric or other
characters, or more. Alternatively or in addition, audio, line printing, and other types

of devices may be used.
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Inc., of Melbourne, Florida, USA (www. aut hentec.com,
connected to a suitable ASIC as descri bed bel ow via an
W@250200386¢ al | el bus, asynchronous serial i nterPEDES2004/004366

and/ or other appropriate connection. n the exanple

shown in Figures 1 - 3 and 6, the finger scanner is

di sposed within housing 101-12uch that it is accessible
[0bys)t he p@docdsser 10TME ebmbrmgem ASIC aucts as thaitishewn fumctionally

access device 10 th h
inFiiT o A CosT IRt Tptigs 4 g b St frolif o ARYPAGoore.
Tr?é ASRE bfBightes 4 artos &ombnéémnb ARM@ msscbro@tatms RIAM, iaviel

he scanner, to aC|I|tat§ra|d eff
suiigbleiniegases o PRI ANCLBRUL PGS HBHES T CYaer papponents
cd‘Fﬁﬂrls@% i e %%@égs%vk@atAde@at%%régr@ﬂm‘ﬁﬁé W&%@Bﬂ?hé&#lﬁd“access

of "a joint between t first knuck

prohesagses destiibrfhersin is ﬁtﬁm‘ﬂ w«éﬁcmh ELASHyePMOFY 14untheg the
a%%sg ‘&ébﬁ:{e %na(;tgéteﬁagé gqb%%imﬁf kf‘}%d& &1@%%%2 ByOSthing a

surtable o evice I's dot™- matrix
cm@fmrmmndhrlngeasorai)&&smgrwtc f108i gr,@pg§sc§|1gﬁéqad§ thesgpplication

3R e 1 B Bl BRI D9 eSS RS hares
carl bdaarmvmﬂdl\m mfracichsamsohinteaface ns3 omothﬁmseltable interface. Inthe
d
oSSR G e L P Ukl 1 P B it
tripEratsisOrange Ay - Fordegress Gelsins| abdsarcbperatingeaitagh o .8V £
n .
R L L
Chiribitigs, Enghriti. 5 conprises the ARMD processor, static
RAM and suitable interfaces for controlling and

ooaojut | outRttery Membacomyrieé titNicieh dfetaidiyplioide iNBAH) cell providing

BB AGOMOP a4 ol g eet Bdac P Bl copitons, o

tHH8S GEARQH e 81 Powe sibplyad1iploidds £h0D nﬂé&&buhﬁnlo%\y A wide
147 When the access device. is a tiva as fo
vaneivef suitabledeatiefigs. RRyves \ﬁPPE'I?Slﬁ‘Q' @’é‘ﬂ?%r 8%8?/’&“"5 are

af/%rabfé BRI Sall§ BNDAGh & PBiniber BEmanLfaeturd@d. processor
ads the application from FLASH nmenory 147 into

[A7ENI P RAMskB10 B RABrRAtddOTorR LAY SERALIE makstal AaviagSuficient
rovided via infrared sensor interface 133 or other

sengthbigiditys erabiibe damagh dolgransel FRsHEOEsIRANdwaiep (Rsistance

sﬂntabléfcﬁ'?tﬁje Eurlpeééécé’és%ﬁbe&ﬂérehﬁsln‘%ﬂe eR&helkidIa hand- held device
fenperature degrees Celsius, and

de@@rb@tilhﬁﬁ@e'm t:@tgbmaiﬂon o\plastigrnd TRl FaVRINENSY GakbEdeed. In
eae\f%dﬂofﬁh!s@stsgﬁ&ggﬁ AMMnEEd by pRVidddbRitB S8 100 housed in a

housing 101 thatis sealed potted, etc., so that the device may not be opened, or its

components accessed, by any user without rendered the device inoperable.

[0048] Figure 5 is a schematic diagram of a processor 105 suitable for use in
a portable access device according to the invention. Processor 105 comprises
integrated circuit core 311, comprising an ARM940T processor as described above,
and bus interface 312, with connections to memories 147, 148, 149, and to other

components including biometric sensor 103, photosensor 102, and display 104.
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[0046] Battery 144 may conprise a N ckel Metal Hydride
(Ni MH) cell providing approxi mately 450mAh at 1.8V,
wWowRak/02008¢ f e, under expected worki ng conditi onBCT/U82004/004366
three years or nore. Power supply 141 provides a 100 A
output at 1.8V. A wide variety of suitable batteries,
power supplies, swtches, arid-other conponents are
08ygi | abl en sedmay ’(blélbﬂlr)g afplioatipm mogrtalrl’ﬁmngm‘ﬁstructlons FLASH

[
AR 1A 1 ol MR O 140 s SRaRelPTad ek BRie Sl HBHmaton,

sddhgésd FdriexafipledBhtal represdtifpiometry chacssterdfiids 6P M0re
wat er resistance suitable for the pu goses
DO GBS HooTh Of REVis ANSABS ne A RIBFHSHaTS campHiss or

offierSysiding Qﬁfré‘gé‘ef s’fbcﬁqm?hé'tﬁ& Wef 18 LsPlR IS xaripie, WRiché

conponents may be used some enbod |nents securit i s
ploak3an: 485 pYogsseRs @@@eﬁ”&:@i% agauifegdrorpbiomsidesenser 403 to

d%&gHﬁth %h%%rta%trre'leﬁloﬁ%@ é?éjbetﬁl%ﬁ &k a&fured 0B dftPtheldiSted

Ice nmay no be opene or Its conponents accessed
bibmetrivdaia, earlowa oo lmrrrbmaﬂnen adthtane ai@veaassersasspaiaied with the

U Brstan B IR Adbels RIS’ 2000 O ery De 00"
[(fﬂg or di ng, dotnﬂeEﬁb%s'a{?\\ﬁ‘?Httehgﬁraﬂtg‘%@ﬁ/\%%rn ujr&g’id%%%rrﬁ&%‘?\énts

egrate Crrcult rising an
slpxwmmﬁ?agmrea:é amlsi:mabé@ raddeyia, knawo roanners thdanyssistagie?

HherERRCHERTE of Ml B Epad bprenfl of Shecifebriations.

Thé eHestmrsmdeil@E)prrmmd oﬂaslst]abke;cohﬂzhn[eﬂmaﬂ\d for sdiiable spnnestions

Ont[@ h}&m{} Plgf?giph?rrl] Mﬁﬁﬁggﬁ% %ﬁﬁt figﬁbﬁl \A&lf@fﬁéeabmty of

trddiof brivedry skifl 01 thetdrisnin ew bf this diécosweranpl e, data
representing bionetric characteristics of one or nore
[6e81]hor i z eigyre Gsip acichematis eiew affa phetablecact@s davdc@necapding to a

re secure co er._or ., other s St orage of sugh
PRl sbogment Pehgn@nich Peibo S8 B Beooih & S Sirad Sir
sdélire BYSIERSA @BcEUIANES Witls pmbssmbﬁ@@u heérem. Hisergo0iisholding
sensor 103 to deter

abecaemavie MO NG 1 SHAS AR 80 5 A BPg AU AP 0! biomerio

s8R 108! Q1A tRAL thE IrRAYE iR RO Bf e tpad W ehelispsdingas PISmay be
associated with the secure systemto which access is

spaiineg. aerd igale represstinadha REBE ¢'dMada RAAYIFRde FS BSP i RrPegesor
185 ta‘é"?ﬁ’d?né’tgéi bl;‘-ﬂaqH Akt AR AEPeSAPUECsE cbHE UEEsbI4 frcSssing

e In known manners. Mny suitabl e conponents

aze0RFOkes othgr sieiemh whird\er pRIBPIHRET GFRWET §Q% andieicany ather
c@ﬁﬁ@pie?éa&‘ Sh&r sey]feoéﬁjt&ﬁg k n%lc%ﬁ\\’é?{/ RRORIT Bhpittriadl should

SU|ta | e connections
be displayed at output device 104 for use by user 200. For example, computer 600
may be linked to one or more secure computers or other secure systems over a
private local or wide area network, or via a public network such as the Internet, and
may thus act as an entry port to another secure system. Thus computer 600 and/or
any computers or systems communicatively linked to computer 600 may comprise a
secure system to be accessed by user 200, or may serve as an entry port for such

systems.
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to facilitate their operation in the manner descri bed
herein, is well within the ability of those of

w@e@snz0y6 skill in the arts, in view of this PCT/US2004/004366
di scl osure. [0051] Figure 6 is a schematic view of a
portabl e access device according to a preferred
enbodlnent of the invention-Bking used to access a

0p8PPUt er Ay depidted irSEigUiees, sigst 200 lsmoatmg)ddae@ eowsucth that signal

es descri be
S%&Oé@E oS4 6 ot aioF im 8 20153 1 Del Pkt Atied by
péﬁ:@ﬁ B0B Bf AisbfagERredin U103 RbMptite? B0801N $6e eﬁ#bﬂmlrhé}ﬁﬁ of the
he image, or print, of the pad of the user

Inygethﬁasygmis Segenatated iy o BYStea 3P Mdigh 3G5gSS ﬁé%lﬂﬁ Y Gpusing
pb%ﬂ%og%q tHe &Splaj SEreld ‘?wﬁ}éh RiaYGRE6&E all BPa %rt#ahm&r@bﬁ 601)

in determ ning whether an access code useabl e

tQaikQﬁé\s@‘l anyl off mm@rOdeJn@ﬂWsz?B'?éﬁﬁmﬂM%ﬁ fgpuch Screen
pgﬁﬁg 803 GufQigRY ta@ g@ﬁérgfor 3PN I’RtsBcheC Oﬂ%%@hﬁnt‘éﬁt flashes

' I secure sys e nmuni Catl q%/
otlight gereraahy sdieen portien 608 pne pedsest byvsigpaltsenser 12 are

pfo%cl(eé@g ggcelég&r 10 %ng rftér ?&@Mk%at%? gﬂybﬁ{er?g&e% iRRed

She or ore Sacur e ¢ uters’or o secure
theystpeas rapresending datzathat ey bk ueed t0 providieencots, geikas asession-

o A LSRR BU5IbReB8 H2:EREhndtoo may

p'rrdwdsa amjmullbbte cﬁﬂ@daigkiiz’smgnadm?onceuqnmplerthe@ntn&yssxirmportlon 603

i Rofeleifio poo bt S eeue (TR o ubet s SiraE B

mcaésteﬂ&dde PrHis aﬁ%a&usmuﬁaﬂémalﬁw clle‘m tel@‘mowggdilsplays,
u ser ce suc t
el il LERobRSTBLeEs tuap dcadh Ight Sfar A8 Ralifn

s@l@éhéé Ay lalsd IRC AR ahd gf@kﬁov&motth@gb BYskitinttheart603  of
di spl ay screen 601 of conputer 600. n sone enbodi nents

[6Us3] he | nyedrasisddinents s@rnms%e genbretedy inharaystotier

 WiRlesSideNioRs, Sich g TARY GANRENT AP GH RN ER1 A RSP on

c@ﬁwp‘éfé’r%@@ &Y ortiy $dreé1B, Mo Mt addsa degiee Q@O %favmg suitable
'um nations representing data. As such scre

pgarqorrwwre@ﬂslona fevicenmay bednsgrigdalSigate aamﬁateérbyl thggystem to
WHRH &&esd E%dugh%ay is8e Far fafdévsmmgwwr@t ed by

screen portio sense y signal sensor 102 are

[G4sqyi ded gy T)féeaswerrﬂa%dla'é;'f‘éin'o%%@ée%tﬁl@mpéfccbhﬁﬁg ®a

any ot her processor |inked thereto, as representing
eeed REbodimert of thedavandopr dbe @EOGESE SgBicteship friguse 4 may be

U%gi?d qﬁﬁféﬂieqaﬁa vfc@aaggtg’rld Wgcte‘;iﬁe inven§BH put device

e S|gna portion y provide any suitable

[6x3gd i g'hie staRaleviboH 08 ¥ LproliBd B tthé Bp&iatd?®Rthe system

portion 60
for which access is sought, or by the operator’s designee, in an unititialized, or
unenrolled state, in which the system is incapable of recognizing any user or

providing a useable access code to any user.

[0056] Referring to Figure 7, at 1011 the access device 100 is received by the
prospective user of the secure system. At 1105 the prospective user accesses an
initialization, or enroliment, screen for the system, as for example by using an input
device associated with the system, such as a keyboard 611 of system 600 of Figure
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may be nodul ated to provide a coded |ight signal,

e.g., coded according to the Manchester code. This
W@pPso2mB6 i S suitable to cause sufficient techpol/og004/004366

di spl ays, e.g., CRT, LCD, plasm, etc., to emt the

coded light signal. O her nodul ati on schenes may al so

be used, and are known to thmse of skill in the art.

6l (FfQ%karﬁpl@t a@téem’@ﬁmgrmlﬁab&sglt@@ BL@GMBEEG@RGFEGS@NAL@

i nfrared (0] er WwrelLess evl ces SucC a
SPiigs REGTIdE DEBIPOGIOAG] B SRRE oA SRt BT oUBRphPge R tising the
k@;vbd%yd 8hd %upﬁfoﬁnpﬁéaspia%@ oMl Sehe 6 RC &R hefDyi s@;@eé@r@g a

havi ng suitab conmuni cati ons devi ces
systemrhosee ogt@ﬁmpgoe@ér@ﬂm'w P%W@ygﬁélﬁ%tﬁ%h

access i s sought ﬂmalso be transmtted to device 100
(0957 Wi r e. tprwswpelptg @ Prospeciivesiises sdequesiogiratin g, e

EFRLe I9§§GH>06’8n?rﬁ§ﬁH &t 1906 Ehease%ﬁé &<t pRarhd itheiderdbr entry of

I nventi on. process depicted in Figure 7 may
apdeentifier umqwehaasa@wé@d witle dsacress devige d8Pd Fﬁ@exaénnlﬁ ethe

s §¥r%nc§|érﬂ s£ Oragh af B8pAG 683 SprBfptiAG t ¥pd&iveLeY} B&hter a
i pl ipRT BOT oA i 118

the'o or o stem access 1S
semlmmmbem prcty;detdm ﬂmpacaesgd@n@eesh@rm 10'h agrior example by

t%@ig{ l% gé %rd8 MQF?&EB dihke és%‘o&atéd%‘ﬂ%gfs‘i%rf\ l280.

i capa recogni zi ng an

BPL, i noofied e EntRarREghedR ey 2%%3“%%%9 Pdhe
praspectivedusey, athd 1p tlos pysterinpeompterthe prashectivedisee wilh mséwptlons
f%rrprgﬁgtrglﬁpﬁ%%%?&ﬁ%tlnégeﬁ‘ o?rsu?lﬁgeb?oﬁﬁ n@%h%ﬂ%‘cﬁen?{lde@gh%@gsmon of

€ 'Sys
dasa nwre’s@nan‘g th&pulrlaraiﬁansd:le Essexarapledthwswtetrhdiswyﬁ iasfructions
ard 6,0f s

00 _of - e6.

oS Be PeoRERIE kPPt B ATRE e g B et o, orto
pP(E@ﬁE&ﬁSb%(réﬁnaSﬁanhm hy: a\vighestribge@ardoBe T ge lifstructions may
acces em enr
n@e%r%%{ﬁ%d amxiSHBM@%apgmﬁ%S&ﬁfﬁ%ﬁ@sé@ug‘wtﬁgg' @t g5 other
s@ﬁ‘.éblé =66y, AEFERSthaUsar RYSWS MdiasRutibns bAd brespnmge

entering a command ENROLL<GO>, %ooa I%)q Upo r8§e| :
beﬂm@tﬁecbar@g%@m fpe theskipmetricssenaet 19% apt nsera S?ﬁ@ the
pféf}e%%ésder;ﬁ@ of RITRBNGD otRérwiddad uﬁe§ a6t r@pﬁéééfnﬁﬂg PEWBHStric

or entry of an identifier uni
cheesigristiedf wqeissarméora%@@@@ﬂw@ﬁuseesqrome erweéid‘é%’d?%f activates

tﬁ{l Sc<§éé§to%mcg'1@@|b?f¥§rnﬁwgﬁ%ﬁ & 8t eﬂérﬁﬂbw o@@ﬂatun@raoém&hng

e prospective user to enter a serial number provided
asaocma@dawthe@mu@r\m@eiysaﬁwsaxng\pmqmtcaé quﬁh'@&a le by
typing it at keyboard or other input devic
[889dci at el wmhthgw{st@m dgiermines whether the blometrlc data acquired

from the prospective user, i.e., biometric data representing a biometric characteristic
of the prospective user, is satisfactory for use in comparing data acquired in future
samplings to the currently-acquired sample, to determine whether a suitable
correlation exists for identifying the prospective user and authorizing presentation of
an access code useable for accessing the secure system. The determination
whether the acquired sample is satisfactory for use in making the comparison is
made by processor(s) 105 of access device 100, by one or more processors

associated with computer 600, by processors otherwise associated with the system
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[ 0058] Once the system has received a valid identifier
entered by the prospective user, at the system pronpts
wWa b@sprm3pect i ve user with instructions for prESENS1004004366
to a bionetric sensor such a bionmetric characteristic

for acquisition of data representing the
characteristic. For exanpl e;léthe system di spl ays
tol iEsaddessédds byliahg elitdige torabipatisrpetducheromsssotso Qriterteand

DRSPS0 P e I KRRy B P P Qe B R hew

sJ fé%lé Erfbhidighd gfaﬁeg@éé 418 cBhRRNERGefig c@ev@l(ﬁd@blayrh@l of
he system 60 at out put device 104, or in o

egtablgs@me@t PRG Zrplgmentation phsychssriteria and,rrocgsses WIP | depend, inter
al{égr%ﬁogﬁgﬁébsﬁeﬁleﬁl&dch%@&&{%s td16e Qsémﬁé HEgre8 2 asrt ARty Hebied in

Il ometri c sensor 3, and the sensor 103 Scans

thereorislasiopnandiothphigetorsrandewill ke witsin the bR efdhaze;of erdgary
SlgIﬁ\ ﬁh%?&%@%ﬂ%‘i—t‘sng the bionmetric characteristic. f

necessary for activating the sensor, the prospective
r acti V, t

O80T exﬁﬂ*ﬁeﬁ"ﬁ*“@a%%‘%’%ﬁ%ﬁa"%%fér"gsé';ﬁ';‘%?ﬂ‘ﬂ%ﬂﬂpk af Stored
inpoaeonsagmesyibleds theprosgsaan(se tosb@ vged ingstakiphing mgeprrelanon

%8105’9 {)néo‘gr H\%Ee 6ﬂﬁer§¥ﬁése‘l"%7d a48r Md1es oM Thorl Besociated with

I C data acquired fromthe prospective”user,

the @ccesbievies oi wstmn $0 bepreasend, anyl probessing proceeds. 'If the

cha ive. S -
sPP3F L bty RRABAET o Blile eldpieteriq e
irfpropery p@em;ﬂnedgslatme tomaecbwmaric bgnsac 0By the prespeictive uger is

d [ ati
PRET PRGNS P Se RSP In®, HEREER FhafiefithS faf > Semping
T‘l:iﬁ 21%22@3? Ibesrp)rir?ptﬁld b?ﬁh@systtgm%e Moesé ?Ldmteﬁ,sa fogexample
vy dispass Sanpre o asay P chE e AR arkpiigut dayice
182 \%Qla%ggad Enﬁ(ﬂdﬁ bh. prmpr@s@éc(twé u%@r5m9§/ batmetes to prowde the

bieamee @mare%rnst@%”%@ﬁm%ﬁg%gé Flire benatin 088 i, for

e&g\% ng AL tREURS @@%dﬁhlshﬁtl\%‘b(elﬁ oF E@&b@eed according to
|nat|on of such processors. ria and processes

Oth?f preeQirBENdationsk FagexamRMe dbe é}/‘ﬁ? ﬁéﬂ$ oﬂ&.%ff@yk’ﬁe%ﬁ’f S or
aﬂBfﬁeFﬁU%bQﬁW 1Pttt BBbEd 58 o‘{ Rt SRS $BEurdlsHstem and

cont'| nuousl el ng devel’ope The” est abl | shnent “and
thoﬁﬁlmmmmisé@flbf such criteria and processes wil |l

depend, inter alia, upon the bionetric characteristics
[@0$1be usel@thetm@ﬂat@grd@&a agquired @il h § iscredipbledor estalplishing

CBEE aﬁ%ﬁg \'/\/Fflfn1 t@%@ag*phﬁg dfeﬁ%% e ;frﬁgpé@tlbé uBsr |Wp?$]h!5‘te3|i‘@

ose lnary s rel evant
peesest tr[eomegss pad he0 sughpthet ere ermpesf efcigney senser(g) 102 are able

& FRURREN I d S 2R 8 TR e Remt8bEDccessed. For example, using the

device depicted in Figures 1 - 3, the prospective user is prompted to present the

device 100 in the manner shown in Figure 6, so that photosensor 102, 131 may

receive light signals from signal generation portion 603 of screen 601.

[0062] Upon receipt of signals from signal generating portion 603, at 1129
processor 105 causes an access code that may be used to access the secure
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in menory accessible to the processor(s) to be used in

establishing the correl ation, such as one or nore of
WOorR0w02m36 147, 148, 149, or other nmenory assoCPEL/B82004/004366

with the access device or systemto be accessed, and

processi ng proceeds. f the sanple is not satisfactory,

as for exanple if the bionetd7c characteristic was

slyémfrm@&fh d ;yromdsd at Glmt@dt diei,h@tmne ab @oﬁdﬁﬁntpl@b‘ﬁﬂrspm%mgr&sfwr-

t e oS s pronpted agai n at to
Iﬁg‘elﬁér[é P&ﬁéi acterl stic for

re sarrpll The ted by the temt

60 n oo o Sabenmen e e fiveRli s @ nuddd et d

devRB! 18 a8 pRVidedsdM2i6r ﬁQtheE)ﬂn‘l”%ﬁ@mesﬂﬁg i%ﬂJs@ﬁﬂECfoﬁékample in

out put device 104,  such as rint or both. The
%@W@eyn@@h%@d wgys e gﬁm"ﬂ%acq%srsfp #ia ersle Nl the secure

s%t%m%t ForGex@hiplie ¢ 86rné feh%oems&ﬁs BP!T&’@Qﬁvé?ftuoﬁ la"Bir- a%fré&t@r code
the system shut's down and, for exarga , requires th

imgisplayed saer LiRispley feltappeotanisio? FQP%‘ﬂléc lidgs been found that
fé‘%q(?ﬁr%li@g a'i:eeé%ttg%'écur%‘ééyﬁ%h@ﬂ% of TRE tﬁé%t&mplét@@ herein,

repeat er nu er  of
tu@ Besecong mgrmd is Bdequgte farallowingran @éb@ﬂzgdsgsgt @rﬁraerdhe code at

a@%’&l r@gﬁ'lacﬁ%g}l'{él stlcfife & 3{§ten[1 ?&I%UENE g{glplepg%ér%g%é b&ded, 3h8 grant

sult est
avoess wdiile bringvehort enotigh éo prenpihti argeducet urbu®rigae access to the

r e user is pronpted to present the access pad
s%agr%ps‘j/gken%’hat one or nore of signal sensor(s) 102 are

tor | h

[g@éisse d. ﬁﬁefé?reﬁ egﬁ@ddﬁngﬁg%rf ?‘Legﬂ d%ﬁllohegtdé%%gﬁ;e&tslg r?pa%s 1109,

Aigut &7, 1121 31125henqbn mexﬂpe@rmeéwﬁoﬁy pr anpaggattmlly by the
resent the devi 100 in the manner shown in Fi

p%’rta qcﬁ’S?SB %?eoi@sor I102, 131 may recei veI [i glhtgure

ignal s from sigan ' rti :
BT CoebBREE S el AR L Bhagk D e b o
pgeﬁeaﬁateimtg)dpneritiocﬁthe&aﬁentm. HIYai°) nmomss&&prctéd)uﬁ Figure 8smaybe
SS coethat ma olto ac fc,
BRET Baf Getes iy Ot i@ oS, B buee sistem by
drevidiey w‘ah Sulput deﬁ@é agd igsatabeuichmstrices, rosteess cade that

LED or di sg @}/ [0063] . n sone enbodi nents of the
mm@%yﬁ to 2LCeBY HISRGUIHRE®R: out put devi ce 104 is

G =, S0 b Bt ol Bobht BB e D Sebhstnwsr

docessddadnautBorReE6s $e. b0 Idghia) RMERorasthe Recwreaystentiveem
For exanple, in sone enbo dlnents of the invention a

qcéﬁ?ﬁéhgp%@f%?m%o%‘és?ré"”ﬁ"'g%F%%S%H“eaﬁLQ@M%ﬁ%%l ay for
PROFESBIBNAL® seRiceselidsd by BIOMBERG PHREc4dRaE a system log-in

screen by using a keyboard 611 and input prompts displayed on a screen 601 at a
system entry port such as a computer 600.

[0067] In response to a request from the entry port, at 2315 the secure system
causes the prospective user to be presented with prompts, such as interactive input
fields on a graphical user interface provided at screen 601, for the prospective users
system identification number and a password. The entry port 600 forwards data
input by the prospective user, along with an identifier of the entry port itself. For
example, in a system such as the BLOOMBERG PROFESSIONAL® service, a
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for controlling access to secure conputer systens of

the type contenpl ated herein, the 20 second period is
w@ead®guozgs f or all owi ng an aut hori zed user to ePCEUS1004004366

code at a keyboard and for the secure systemto

recei ve and process the code, and grant access, while

bei ng short enough to preventg-or reduce unauthori zed

saﬁé&%&gt(@r 6th§rvﬁ§é? HO@ofiYsd) &igerd @&ﬁﬁdteﬂtelﬁihﬁfae ot @Ebspective entry
enbodi ments of the invention, ast process, st eps

pgg,, is providedwith prpgrigtagy %Ofb'@rﬁ dc)?rrﬁfav'm@qnym@ﬁaﬁ? tq f@ﬁst
BE.@J’CBN/IB‘H?YB IBROFESS‘P@N Sff’éa&’s@h@ e uk@Ps 0519199@ terminal

ure 8 1s a sc enatlc |a ram of DTOCGSS

tcaeetcaScarr@wttyopcat fortbe senvicg. él'rﬂﬂi)%@fmﬂw w)ﬁlcia rﬁeSIdeWéﬁia@ Bser
A%ﬁnatrf.g%é@nsm &R th@s%ét&g;@r?ﬁf @@Mﬁ: R?th@jﬁ_‘béIQIBERG

m&%@ml@m@ylcm mdmhspgcnt" [5¢ mndﬁ:mgumcl@mw gtiernptedileg-in, an
ety LEUTBY 0G5 1L RERIT B0 et By po
T(bné B%JC@(DMBE&G)BBhOFsE%IOBIAmee Iﬁalps_m;pnemqrye rescafd
BheaReine begdbiinet i, ok bl proRlicds usbite 8, Gey
re¢eiftiat @349 obs pmd‘,ﬁ\@ RBeCONPIRG IRRCﬂ?rEﬁﬁlswéﬂu(erl)ser s password,
rvice.
i MER] By (0% PR TS HCUUBE ACESam 1D sty mine
vﬁeﬂﬁér@l&@ﬁro?ﬁe@tlgg%fs@em Hinpaihg 2o aycse thesystem psing am@hry port
as a .conputer t t
Wit P st s ey gescirled SR e Pief ¢ SRR raRrS ey
JRERRRARCY é/snmweﬁtg NGdw BE BRI BEspctife Ps&Pt s, such as
interactive input fields on a graphical user interface

[00e8yi ded @pors Fdcepn obihid, préﬁecﬁﬁ@uﬁr@&@e@hd pass¥srt aind the
systemidentificati ogn nunbe passwor d. Thg ent rgs

pﬁ@snecsmentafrm%sdeagfeea (ifﬁBYI)t abw%f@eﬁﬁsgrﬁe%/ﬁ e defeEpin
v(i’r{é?r@ tHé ERrPPort A8Obeéh 8Efirld éé@pﬁﬂb%ﬁg@taﬂdﬁ@} fhe User.

exanple, in a systemsuch as the BL

5’(&% ESS| ONel prbsiSeutivie €fitry poHRaS bebh RiBnlifiéd &8 BFiMasEentry

orlzed user s conputer tern1na| or prosp ective

séaitqn;forpfbenorosp@cb\fwsaﬂe@t 2R3 rihe HeRris ere&rsptegdmtm@ Feaveskto

@%@@F%@[&zﬁ{f’% irad ‘?nfB@nétlb% ERed access to the secure
rvice by causing the user's conputer
system. nAtcess tathe @gumsyétﬂm @t 33¥% may bewendidienecteponmggditional
%&HS"\@U é"@ér@atfo% %{préstégngrggc’ Srlen"?étﬂb Eﬁér\acfeﬁstlc of the

esi gne cause t e Sy to sen
rBQ@HVB%er with stored biometric data. For example, at a prlmary entry station,

such as a regular work station/terminal, a prospective user may be provided with a
biometric sensor associated with the terminal, such as a sensor incorporated in a
keyboard 611, and pre-authorization may be conditioned upon correlation of data
acquired by the keyboard sensor and stored data, instead of, or in addition to, any

data acquired by a sensor on the portable access device.

[0070] If at 2319 it is determined that the prospective entry port has not been
identified as a primary entry station for the prospective user, as for example where a
prospective user is attempting to access the secure system from a remote or visitor
terminal, or via a network other than the user’s primary terminal or network, at 2335
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PROFESSI ONAL(r) service, under specified conditions

including attenpted log-in, an identifier used to
wapiogozioge | denti fy the user term nal as a (pr oBEEUS1006004366

entry port. The BLOOVBERG PROFESSI ONAL(r) service

retains in nmenory a record associ ating the user

termnal with one or nore pr-6%pective users. Thus,

tlm@ aserrie passphteaitat 2325 with umtmﬂmmtpresemsm pmaw)sacmess device

i i vch FRETee Per e SERESRECYE! A% P St BhoTs sianals

fﬂ)@r‘i ﬂfefﬂé&aré/\él,%‘téiﬁ rad 1B€ek3érﬁ§|§%9tpr¥siedﬁﬁg the §|gﬁélts%ﬁ§c§rl 1@9 in the
to access the systemusing an entry port with wh

fagidon,ghgwn i Fri@‘t“ﬁeﬁ 59 thal $685%1 10,1 @MPQ%?dttﬂéQEVﬂ%ﬁﬁ“%"a““g

fﬁ‘)‘?f'l"’s@hﬂtq tePJtﬁlg%Ytldi‘ﬁéO& NEHeBHraSpattig 'UQEFMEf BisbYe instructed to

station Tor thé prospective userwdr[ pon receipt

S@T\ultan@opﬁlmmt a@lqmtﬂc sharagteri Opawramaert%@phng or
t )

SEFRST UAROT: 008, B IASHHEN) Solartitl nibrf o

imbigureén defined as a primary entry stati on for the

user. [0069] f the prospective entry port has been
[Pa7aht i fi et 2327athpsysiam,delaintipes whethen thedriomatsic data acquired

f&ér@ﬁ%?frb%%eectlvé Bike &ﬁreﬁééﬁét factor Irw'itﬁ ch%\)i@EW L &chuited NstBred

rovi e an I Oha
datd apnesenting thengams b@nmmmea@@esstlct Ehe Heteswinatien whether the

D31 b bAR& F9nk %c@gﬁetds FHHIE aRY M Forlg c?%&?ssr%éfe B

con one upon a actors,
pu:mersebas) (815 mffacdaSsade\ﬂ@rﬁmeby iong oal ntnre Ipedaeissors associated with

BIGHETD. Bl plocRer® ByBhiRE SSlockel Bifuabl Sy B acoessea

o bgtang suitaivle lcombiration gﬂd;wuh mocéssstsatmmmm andprtaiessa to be

t d i
B R et B ias e suth RSt e Satisfaofra arekriigs gpd many
nempsmraareadr@@ha ahcapﬂ@eymrade GomtimdionsI§ b@ufgfuwembu omh@ay
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provudmg suitable graphlcal user interfaces, etc. Access codes provided may be

session specific, i.e., valid only for so long as the prospective user continues to use
the access system continuously, or opens a controlled door a single time, etc., and
may be presented at output device 104 only for a limited time, e.g., 20 seconds, as
previously explained.
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fashion shown in Figure 6, so that sensor 102 is

exposed to light rays emanating from signal generating
wW@ooosizn3603. The prospective user may al so bePCT/US2004/004366

instructed to sinultaneously present a bionetric

characteristic for scanning or other sanpling or

sensing by bionetric sensor -203, as for exanple by
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%SEHF%\?P&%?[W pl ai ned. [ 0073] n preferred enbodi nents
of the in

PRI TR
goiebRUdcadd evi6E €SB receives the signal from the signal generator and
forwards it to processor(s) 105. Processor(s) 105, processing the signal and
optionally a serial number or other identifier associated with the access device 100,
generates an access code that may be used by the prospective user to access the
secure system, as for example by inputting the access code at the entry station by

using a keyboard 611.

[0078] In parallel to the process at 2519, at 2523 the secure system, using the
same algorithm used by the portable access device, or a related algorithm,

determines an access code, and preferably the same access code determined by
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device 100. [0074] Figure 9 is a schematic di agram of
a process flow for processing a signal generated by a
WG e@anz03yst emt o provi de an access code that PEEUR®04/004366
used to access the secure system Process steps shown
on the left side of Figure 9 are perfornmed by a
processor of the access devi€é& 100 and/or by the entry
tkee atcass devicosl@0pimat may begised by diee byospegtiveassstar aceess the
s% 0ces3prs associated with the secure system [0075]
(b a1 prospectlve user invokes the systemlog-in
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[0083] Many other processes for generating access codes, including the use

~

of coding seeds, are presently known and no doubt hereafter to be developed, and
are suitable for use with the invention. The adaptation of any such processes for use
in conjunction with the invention will be well within the ability of those of ordinary skill

in the arts, once they have been made familiar with this disclosure.

[0084] While the invention has been described and illustrated in connection
with preferred embodiments, many variations and modifications as will be evident to
those skilled in the relevant arts may be made without departing from the spirit and
scope of the invention, and the invention is thus not to be limited to the precise

details of methodology or construction set forth above as such variations and



determ nes an access code, and preferably the sane

access code determ ned bythe access device 100, that
woregshzoosced by the prospective user to accessPECTIES2004/004366

secure system [0079] At 2527 processor(s) 5 provide

the access code to the output device 104, as for

exanpl e by displayi ng an al panuneric code on an LED

roedifi@iods apg mfendaddd be Adwled-withitr thetseope ofitheliagertiern Except
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ta Gtaps0r Gtate s aif thetinddar oriprocdsséd desoribey irsthist disslosure hhdluding the

dmted.ampunt of tine s far anmpl e 20 secopds. . .
rTep 8 PG dn el i n B Arlen RS afamsnrgy be varied without
dhahfiagend paipbsdtdffeas or [MISEIMT the mstsddRieskribée access
code to the output device at 2527 nmay be conditioned

upon correlation of bionetric data acquired by a
sensor 103 fromthe prospective user with previously
stored bionetric data, as herein described. [0081] At
2531 the secure system conpares the access code
received fromthe entry station to the access code
determined by the secure systemat 3523. f the access
codes are the sane, or are satisfactorily rel ated
according to standards accepted by the secure system
the user is allowed access to the secure system The
system proceeds with all owed processing, as for
exanpl e providi ng suitable graphic user interface

di spl ays and accepting input for further processing
according to the system [0082] f the access codes are
not identical or sufficiently correlated, the system
may warn the prospective user and afford one or nore
opportunities for retrying, or nmay recommend that the
prospective user seek adm nistrative or technica

hel p, as appropriate. [0083] Many other processes for
generating access codes, including the use of coding
seeds, are presently known and no doubt hereafter to
be devel oped, and are suitable for use with the

i nvention. The adaptation of any such processes for
use in conjunction with the invention will be well
within the ability of those of ordinary skill in the
arts, once they have been made famliar with this

di scl osure. [0084] Wiile the invention has been
described and illustrated in connection with preferred
enbodi nents, many variations and nodifications as w |
be evident to
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those skilled in the relevant arts may be made w t hout
departing fromthe spirit and scope of the invention,

wW@pasow3é nvention is thus not to be limted tPCTE/E82004/004366

preci se details of methodol ogy or construction set

forth above as such variations andnodifications are
intended to be included w thiZ® the scope of the

i nvention. Except to the extent necessary or inherent

in the processes thenselves, no particular order to

Whatps claimed sges of nethods or processes described in

this disclosure, including the Figures, is inplied. n
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iGBAh&fderistic and stored bionetric information. 3.
The device of claim2, wherein the correlation between
& he Thederigeiodalainegr whergir thg correlaipo hetween the information

SORLERIE S Rch S A SRR At PR oo &
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salcnlasral sopnpitensystene, therbieviemtomprisiegr esenting a
bi onetric characteristic.of a rson seeking s to
the & g@@g e Sensor for receiving a FirBless s:gnaiafe rom a sys{':em 0 be
accessed,;

a biometric sensor for acquiring biometric information representing a biometric
characteristic of a person seeking access to the system;

an output device; and

at least one processor for processing the biometric information and the signal,
and for providing to the output device an access code.
6. The device of claim 5, wherein the wireless signal comprises an optical signal
and the at least one sensor comprises a photosensor.
7. The device of claim 6, comprising a plurality of photosensors, at least one of
the photosensors being an infrared sensor and at least one other of the
photosensors being a visible-spectrum sensor.

8. The device of claim 5, wherein the output device is a display.
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an output device; and at |east one processor for

processing the bionetric information and the signal,
wapasHr3pr ovi ding to the output device an accRCHUSWI€004366

6. The device of claim5, wherein the wrel ess signal

conprises an optical signal and the at |east one

sensor conpri ses a photosensé¥- 7. The device of claim

3 co‘?wﬁ@ﬁ%blﬁgeﬂc?)fmrpawldlyg afcogadhaiseaysior gsedato doeasd a system
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%%:eg%{swg”‘gh‘&r@ rl@'i?'Pégf‘%orcﬁ“dérﬁ\éﬁ@grﬁh%@éq@ A§daccess to
the syisdiRiAg @Ippbﬁhﬂgt’thé’Bﬂe9;*5’62)‘1’1%5@7%%0|f He HEMACERIAGor ,and the

i nfformation received fromthe at |east one sensor
R'RECY5Cbrret ri ¢ sensor and providing the code; and a
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identifying the person
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14. A ne
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. cov%pn&’daod&?stoemng aeodefdnade readdessig alyystin 86desSa
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information and stored biometric information; and

if the correlation satisfies a correlation criteria, providing to an output device of
the portable access device an access code that may be used to access the system,
the access code determined using information received sensor associated from the
system to be accessed;

otherwise not providing to the output device a code that may be used to
access the system.
15.  The method of claim 14, wherein the access code that may be used to access
to the system is session-specific.
16. A method of providing a code for use in accessing a system such as a
computer system, the method performed by an access device comprising a

processor, a signal sensor, and a biometric sensor, the method comprising:
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the correlation satisfies a correlation criteri a,
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devi ce an access code that nay be used to access the
system the access code determ ned using information
recei ved sensor associated ff¥20mthe systemto be

acc esxecbssmgraasighaieea:mmcmm sighaigsensot ditheatass déeiced®m a

d h 5. T
G s LB 55 bR o afiner v
mteuns &ds t@:eameafsrm@udmadnsmtgemt 5 peRAIseBkiAPa6Eddsdo the

ho code for use in accessing
%Y%%Fgfse S ascwﬂbﬁggﬁe@yﬁw PERaNHRARYCRIation;
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t hat cﬁ'hé%ﬁﬁs%o&oﬁ@ﬁ 't@%f&ﬁﬁélsdetvfbetﬁac%% 85% t?ﬁat {may beyused to

attenpting to accéss t systemusing a pri
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st I tion
B e e P o BirE 12 e8I abbe' BB il rhlbeyusnctg access
tbe Isgstensie spssion-dpedifiic. o t he out put devi ce an access
code that may be used to access the systemonly upon
determination that a correlation criteria is satisfied
by bionetric information received fromthe bionetric
sensor and bionetric information otherw se accessed by
the access device. 17. The nethod of claim 13, wherein
the access code that may be used to access the system
IS session-specific.



