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P TSSO /6HNESS collaboratlon hus, ema% attachments have become a vital
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[003] Even after the last few years of the Internet revolution, which has
generated a multitude of collaboration software and services, email still accounts for
90-95% of all electronic collaborative activities in an enterprise.

[004] Computer networks used by organizations typically comprise email
servers. The email server is a computer hardware platform where application
software responsible for receiving, transmitting, routing and archiving emails resides.
Users of such a computer network typically have client versions of an email
application software for creating, sending, receiving and organizing emails installed
on personal workstations. The size of email attachments used for collaboration

varies considerably depending on the application. However, the trend is towards
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not efficient and difficult to manage, causing staff to lose precious productivity time
transferring large files to compact disc (CD), printing hardcopy of the large files for
sending by traditional courier, or using other ad-hoc manual tools such as the public

File Transfer Protocol (FTP) servers and file-sharing servers which are potentially



2 WO 2004/ 084112 PCT/ SG2004/ 000053 vul nerabl e and do

not address the issue of |ifecycle managenent of these
w@bdaoens41sensitive files. [008] The negative i nPESGEN4/000053

operational productivity and the rel ated

SoeTahle #iH Sondof adithen e RSRAATEENg1S BeRARERIen of these often

r eEfsitReBMs. One such requirenment, fromthe
perspective of an enterprise, is to provi de a sol ution
t hat sUPPRIr t Eha hegative! lmrmcponp@esatmal praductivignand e related

gdaﬁaﬂf%tﬁfﬁﬁgs nai nt%{(p the ex JStI n’gH uy%g Eﬁ ?&Sesets both
di §J§ﬁé§étérm1tééﬁhlc@ﬁ§eq%n@nﬁfﬁé E(Uﬁe SOEtS rédLﬁfétméth ﬂoH‘lﬁe perspective of
present invention are described herein for provi

a areantesgrise, imtceprovideca gplation thal sgepputeithe teals @mrﬂweges are most

R 955 FRA  SPBHER 98 B ang o

attachnment, storage, transport, access and |lifecycle.
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I'cation runnin ter, the
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email. The data file indicated by the placeholder may be retrieved and delivered to
the hosting server. The email is delivered to the email server upon the data file
being transferred to the hosting server.

[0011] In accordance with another embodiment of the invention, there is
disclosed an email distribution system for delivering a data file as an email
attachment, the system comprising means for composing an email having a

message portion using an email client application running on a client computer, the



message portion using an enmail client application

running on a client conputer, the 3 WO 2004/084112
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[ 0034]j0634F ThesheompBar®ing drdvings Awihieh até inddrpetated in and constitute
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oteoninadnd oamh e somodientf FaVfRgR; | St "

[0037] FIG. 4 shows a process flow of an email sending initiating task

according to at least one embodiment of the invention;

[0038] FIG. 5 shows a process flow of a background email processing task
according to at least one embodiment of the invention;

[0039] FIG. 6 shows a process flow of a file-uploading task according to at
least one embodiment of the invention; and

[0040] FIGs. 7, 8 and 9 show a real life example illustrating at least one

embodiment of the invention.



4 WD 2004/ 084112 PCT/ SG2004/ 000053 DETAI LED
DESCRI PTI ON OF THE | NVENTI ON [ 0041] An enai |
waele@sos4ut i on system for providing sean ess eneEr/pGRH€000053
wi de nmessage and data file delivery for enabling
busi ness col | aboration is described hereinafter.
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nhcasdng@lssnm Wmtl;dabp@éﬂa& ed ummg this rogphanjsewThg attachment process is

;:?%ﬁf ert[}? q'@%g?nwlbﬁg{fgggﬁo am;agbgfgot?@fpé ‘Ec?‘ Hgér]%rtnglg is bypassed

t r A APUrtheY pdBss[0id Zhadbwed rfomlsacﬂdge@mf opé&atipneTeatattachment
i nvention may be used with exis pr ot ocol s and

nmeRrpeess ingerts g@ecahql@e& ipdhe ﬁg}all |n§,te@g o i attachment and, when the

TR SRS T bl LSRRGl PSRV B her BheaRd e insice larger

Sugits r@ﬁerréw!‘o awtpdckagéet Theset ;ta&;kagé@mhwmmbs@qmﬂy transferred
transport protocols, mninmum all owabl e traqsfer ra %
arl@ & $erebRRPRIRGT GRMBANICNERN 2By QREIES oto€oiShrough an

tr, re HTTP, HTTPs, FTP and UDP
bé@%y?%egr%@nowﬁ%yébem@ver the systemis not Ilimted

to t hgs@43]r aﬁwpnmcnpleetaﬁ tio presedt twentise naybesedwviibfexisting
transport ayail abl e

ot;pf@;oqg,ls 7 mth@qi%fo&?%;ggg@eg g%ut%rr et%ﬁéig'r@nﬁgo c@ﬁne&ﬁs of the present
8 r]l.ﬂc%}, ﬁ?@tr@ﬁé@? E:Qﬁ%eo;ﬁ%ﬂﬁﬁy Qf)vélh@d@%(%rﬁfgu%le parameters such

e successful transfer, an emmil
pramémsbnn“gllmﬁeldl Ie; the pipipeidasiinatipn dtanapodieprotagals: minimum allowable

f Ebergs grd raltésma(ﬁd {lr%%Lo&ts\AngC lS‘pkgg(E] cgghe Segxél%p e%téf' the (?ransport protocols
are HTTP, HTTPs, FTP and UDP based transports. However, the system is not
limited to these transport protocols and can use any method of transport available on
a computer network. Among other criteria, the protocols can be chosen based on
security and performance needs of the Enterprise.

[0044] After the successful transfer, an email processing module replaces the
placeholders with embedded links (URLs) which can be used to retrieve the

attachment from the Internet or Intranet and then sends the email to the intended



attachnment fromthe Internet or Intranet and then
sends the email to the intended 5 WD 2004/ 084112
weQnA8A0D4/ 000053 recipients. Since, in certBCTSG2004/000053
enbodi nents, the attachnents and email are sent by
nmodul e in the round,
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att acim p ent W%E{éeélt? er‘M?Bré&é‘%s@H‘M H]eal‘.‘)éélég‘?éuﬁd the email may

the r rrent I's avall ab
ddweninoadd to alp’erida'rg todrldrmMemai is hetd Wetilttbe ajtackiiang is processed.

ALPCR IR EOrel TS AL HegeRBro ol et Tt i Ffllacid for download,
C'é.ﬁ‘.ﬂér to[lgﬁgg}nﬁ%&@%dé&f Wrﬁlé‘?&gﬁ@ﬁﬁ%nﬂé aRNb &R JackByed and

treat ackage
atttarsmemm dhe ezaehcmcaatywermyh @merdaﬁm i tberﬂraalhcleent

:nétggr Tﬂ%{ge %%%%3;93 @%ﬂapsltg\%?\tsne N gg?\%lﬂ,ﬁpn%s bg Egegted as a “package.”

' %Bhgﬂhﬂhotﬂe@’bécﬁﬁ@ﬂé %%&f]:%okaﬁéﬂﬁaysomdlly contain a meta-file that

reci l'ist of attachments as well as its
atenoalpaulaéesm@ta iformationaiegarding the packagedisel. dunsxageple, this

various. .attri but t

SRR Bl e RS L Fer BT Ap BB B gtachments as vl
Cogkeiss uttiibutes @0bh abtoraard typel Necaw bls@uﬂﬁﬂpméé oawduy attributes of the
attachnment tracking as well as enab] | ng costs to

c h%mgd,:gu@agﬁ refgra r@g@mt, ad Rassthengrovisiansfor gsgg@ﬁ@@g)@ codes with
%}f%@b&lgf%ﬁh'&ﬁ@ W%&@efsgéal %ﬁ&:@%&g@%ﬁ% ?r%@ﬁlnpoays well as enabling

Cf‘@:{@@ﬁb b@ngh%mdmr torferinciat spstetrisn G hig Mﬁe}log&hw&to present day
S ipRiBg o OHEEEIAkRDSE g MR o s AN s Used as well as
CO&H&@&& BLER aapéﬁ»;hgﬁt beddeiit hout di srupting or

ng ot I'cat1ons d services.
Fur t hqoorle, Thoes, tcartalr’eahbddmtts ofithe prelseoliniention enable seamless

pollc-base nagenent_ of  att chmetst rou th

or® St i Stnat wogkon i soiaRavanng obila@eHish B disrupting or
empod) to%héff éﬁ#’i@aﬁ&%&ﬁ@ séﬂii’c%%t 'IIU?ﬂﬁalrﬁ@re Reegisiifl embodiments may
reC|p|en aut hent i cation based on enterprise director

st alfotafatpolickbased granageghent of aﬁac@nynt&ctbé@ggm*@t l@‘@)q)fy optional

RSP SR el S0 o B gt nventonalo
éﬂo@lo%@eﬂb%httd“%érﬂﬁ:’aﬂbﬁ PaSed dAVBHtORAisE fmmebtcﬂgr%lténdards like
achnments and aut omat ed background replication of
Lightweight Directory Access Protocol {LDAP) to prevent attachment forwarding,
delivery confirmation to allow the sender of emails to be notified when the recipients
download their email attachments and automated background replication of
attachments to thee recipients’ preferred remote servers. Another option is for

securing previously non-secured method of collaboration via email attachments.



attachnments to thee recipients' preferred renote

servers. Another option is for securing previously
woorv4peawr ed net hod of col | aboration via enai | PCT/SG2004/000053
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48 I tion networks such as
E gg e] E%{éfj E{(l'g’i”ﬂegjngm ‘Jrﬂ@f ' ‘E?CP%T Im@’QWQKKWHCh As rtmeaerrpnl distribution
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eng@mmugpjiaation finks ﬂﬁ&Aﬂ QaBEJIa$ aeén ireFi3.t hcWhent a user sends an email

w&@ﬁ%ﬁ ﬁ@fﬂ eC' m@gt gag%ﬁ%ml l)”{grapa ‘r’%.ﬁéﬁ% th%emall traverses

t htheroopraugiahtiGiRhks mbmetnb senbifly éﬁéﬁ'@h@nt ey r&ﬂ&bht email client.
client 104B (sender) sends an enai|l 110 contal ning

e RE@MIL: VBen emmil:glienhh04B (senderhsensds am emall1141 a oontalnmg a
TR ld KMch (99 STLRRTAL 1 78 s kA gy 9o recienty

1GRA enTdik1 1(Btravérse§mmml;hﬁlaé’tldmmﬂ< 108RVEs fhe éﬁx@u%@wér 102A. The
110 ti t he E%thserver 102B via the communi cation
I

| iSiRal dawer &1 farhardstie ervail 140 ta frsemailaendy 't(]% via the

o midtaon I TOBCE SRAAN, 11 Prokl e Rl s e eomait 110 1o

erthé Irscipiedt viaeha tcoarhurioation mg}eub&m E%stﬁ)?fémaﬂ BR$$bution networks
ot i vering

o Hlehver ShrBii 680 She Sl enuBRnE {p0nion A8 SsEhathmermistinganetworks are
alrfo@@liled fBr aélﬁfénng%fng%la?\!rvhﬁew 3l ét?e[c%?neﬂt%? viith attachments that

attachment or nmany nts
diase smalltin sizen elfmmmallspwdb &n'gealzwaﬂbmhménﬂ drbay atBshments,

Iz??sﬁié emglpglﬁpq%@gﬁtif \%Ié:{r} i%?@rngw%[v@tggﬁli?r%g@ﬁw t4yedescribed in

erme for@bbi‘h?t Sorhe df@ﬁééeewrﬁné‘ﬁ%s%ﬁlﬂae thé"i tlfly b@ﬁod t&uired by the
emai | and | ar ge att achnent ave ave
t @nﬂajb@l@ném@ eftiésvia anckattacholarge Glesy theh@na:b emdrthe Mrgemttachment

reach t

B A TR N A—

I eSOMSIKES @m@hs@ﬁe%tl@ﬁ@%h HRAERIpIERsI ARY iV the oS consume
networ k bandw dth. [0049] The emmil distribution

sygw@wea&sepm%gwcb afsteragsispane; delivarfidéime anemetwork bandwidth.

ot aclo 048] “ThelerfEL SRTLRENRTBerE abtordindlo i eporime of the

asnvention fa)rrefﬁtlémlﬁdeli\térhigeemails Wik |dred Wtekhafent includes an email
?rl bed LpEwrel nafter. The email distribution network
23@

HRHLIOH nRtwogs 2QG ,agtqhﬁ@/néﬂflﬁ 2 and the various modules as described
hereinafter. The email distribution network 200 makes use of existing email

distribution networks with the addition of at least one hosting server. As an example,
the email distribution network 200 comprises email servers 102A and 102B, email
clients 104A, 104B, 106A and 106B, hosting servers 204 and 206 and
communication links 108A-108E and 202A-202C. The email servers 102A and



di stribution networks with the addition of at |east
one hosting server. As an exanple, the email

waele@sos4ut i on network 200 conprises enmail ser vBCESABRAM000053
and 102B, email clients 104A, 104B, 106A and 106B,

108 Bei e rizsteno 04y S OBACEH DD 60 mlesianically

V@n?é?@éﬁr@&ﬁ%&%}(%/cméé{gﬂﬂﬁﬁ(s TR Qé vitién ;Fsgl]ﬂ:elyemstlng email

clirents 104 04B, 106A and 106B are e ectrom
i miletrrbunoaateenortkw ((has sbhomniin EKB | hnTheMostiﬂ@SAr\/Bmazm is electronically

gcr{]\’@:;\‘ip({ E) &%@rﬁéfl ?;%ﬁgﬁbgﬁ a?y@s i(gfw e g Lpr(]f{;‘rnvvﬁn|ca1§L ion links 202A and

eI 210, 're8hEGeYy. SRNRAG! B H&tlhb%e%'iomls'e%@tﬁ)r%%@ connected to the

and T06A via the commini cation |inks 202A and
r e@pedchm@syl 04%i amd! 4064 via the ¢arsmiunigation ioks 208 and 202C,

| ect ted t
arEoRBRNEl s TR ERRHA SRveks 2bA Sne B YsdUHRA Spsidhicany
I eipRREOhYSI Y b%ﬁe RefnIcARINMVIRIKS2 GAB farnrhndfdiring @ata therebetween.
further electronically interconnected by the

cdlirthaiexemplaryl emkodiveEst sbewn imhéE e2 r thagommenication links 208 and

FI A0 97 il g ol a5 T Riciate S FoRmBfH ot g ere notin

asustt Fedhér, RS solR i wish arbhvatméhty mafoatatisataeiflow in at least one
links are not in use. Further, the solid lines with

areoRediment|of the inveatian.: Repistiae fthese cameaunigatian s may be bi-

e | of the invention. In practice, these

cgﬁﬁﬁﬁgggtlon links may be bi- directional. [0050]

Accor 0050}t cAecordimgotdi aresrnbodinidre of tiveimveation, waleen a user at the email

o Glerh 1048 avip %toaﬁ%%ég%mla?l?\gﬁma%ﬂ%a Shandnt (§llEenment) to a
r el‘é'cgﬂh&‘iltaﬁﬁe teﬂ%ul%h{: 166A SRk é’ﬂéiﬁ?ncﬂ ﬂfﬁﬁﬁ%ﬁm darbrl'fellvered

ment are delivered ‘separat dat a
angepdnatede qlbadataflows apd 1MSeqw«:mmf stigp$ barrmdrmulrhy the sending

o e el oo s fingdne ek B eladiaeingnd gy receiving steps

t h&arfieq @iuy b?%@?@délw Tb 'eﬁﬂill 011%1’\1 064 a?@%l@ébl*ﬂ%ij hereinafter.
herei nafter: ypically, email clients are

pr ovi deas tﬁymnalbfrramallcﬂlleetﬂ aramrpwdad ivgth an emailrgieahapplication
chi ne., .The-enmai |

al'l ru&@ag'acla 4 gﬁg\llnﬁg%@g%hlﬁgs Seegﬂgiglleérﬂ pf ﬁl%ﬁocnaéﬂows a userto

MESSHAPSSe AfeseBg8EBhY sthf théfmesRayss bB anldémail 110Wé Bhén in FIG. 1,
wi thout an attachnent to a recipient connected to the

endith ogwétheuban agachmentisr & recipienternnectadtaiberemai digtribution

TEARR LI B L7 g AiRRSIgE BboBAL] 2 8hg i udchment portn

cl1entif app! Incattieast are embodiment, the existing email client application is
augmented to provide extra functionality for providing an efficient method for
delivering email with large attachment efficiently to the desired recipient(s). The
augmentation may involve, for example, providing a file-attaching module, a
background email processing module and/or a file-uploading module for integrating
into the existing email client application. The file-attaching, background email

processing, and file-uploading modules may be software programs that may be



augnmented to provide extra functionality for providing

an efficient nethod for delivering enmail with |arge
waedaosurent efficiently to the desired reci pi et /SG2004/000053

The augnentation may involve, for exanple, providing

R ——
RS AT 0N 4o epicaton. Hoeer
pr ieMizdusgp.medslﬁliecbindbbmﬂﬁhagtﬁmduheduleaynduaewhemmground email

t hat . b WD 2004/08411 C
b Peastnd Ahtdbe S EnbatieamPrES sAndynatiam g dengndenty from the
¢l &singP kil eAehOApPIRafibiRY Ad@uBR, RIERRERHle§BBIHot have to be
client application, hereinafter referred to as the
entagrateddnto thepxisting email sliemapplication.i s obvi ous to

j i : h h d the,
backonbtiel dheaddiforPis b s B ioR o SRl fyd in existing
noghubie slie@gplbstiors) the eriardent é;]pplﬁ:éﬁﬂh id“ﬁrovlﬁféos\gi(t)ﬁg second attach

emai | client application. As such, these nodules do
noRutips/fer ebowing thatuser i atachdatatfies todher emgil éman lefficient way. As

cld,ent ' 14 it he_.exi stijn

ot FER, (R Bt it bl Eal, Al s haFg bl buton as
apgddctiobd beseindfter.enai | client application is provided

with a second attach button for allow ng the user to

attach data files to the email in an efficient way. As

S } is§fml @t tach button works differently from
tq:qh‘e—léé'%tgéhlﬁ Iélh button as described hereinafter.

Fi | e- A0@4ihi Tiee filecattemhiripiobulBhe activatedtin ae%]idrgertbchwleﬁts triggered
. , : Cs tri a

175 YrEERiERNeHbS SEE0NA AERLHIBACY e 5Pd REtabifatne emal dlient
b ot Y g ) . o
e P At Qg Moc AEbINBRL S o Mg, T it teskcis 2

t gdacewlder-ipbatiogdbsle 800 mseshpiumgntFd&k 33 Mheaslasblomidei-mserting task is
FI G,. 3. .The pl acehol der-inserting,task i activated
PRl g b R B g s BEsehg e capd A tiBR. The second
bbt_bf.l@lbt al emtaﬂ%%ﬂggw ﬁ;ﬁ%'ﬁﬂ% %ﬁ{‘%@glﬁgshgﬁ/ﬂ% ™G 4. The email sending
initiating task 1S S . _

s dnigptiRg tastkiis agtivaigdtimsesponsado thatieer ﬁ)@?fgptba ﬁend doutton.

the user pressing the send button. Secon ttac

Button [0048] Wen the user presses the second attach
bigddomdatttscisBeor302, the placehol der-inserting task

300 1s activated. Like in conventional rograns, the
user [QRABInAVPeB Hie Baek preseeethe sarondiat ttancatmestep 302, the

At AL drAn@SHiRGRhdk 368 fadtBtdiE Hike in conventional programs, the user

may be prompted to select an attachment to be attached to an email. Once the user

)

has selected the attachment, the attachment size may be compared against a
configurable preset threshold in a step 304. If the attachment size is equal to or
smaller than the preset threshold, a placeholder is inserted into the email instead of
the actual attachment. The placeholder may be a pointer pointing to the actual
attachment the user selected or some equivalent data associated with the selected

file. In some conventional email client applications, the file attaching procedure



has sel ected the attachnent, the attachnment size may

be conpared agai nst a configurable preset threshold in
wa2@uepi18D4. | f the attachnment size is equal tRPCD8G2004/000053

smal l er than the preset threshold, a placeholder is

inserted into the emnil instead of the actual

at'eliavesihe attaghpeatianpediateraitentheaugssiselagts the ataghynent. If the

t t .
DS 5 lraP LhESETRIALE 4 e RY i SBToe pos to wait o
sdhe retvlevahlbfmrai ket [bast orenémboginerttof ¢hres praseat fnvbﬁtron the time
attaching procedure 9 WO 2004/ 084112 PCT/ SC-:-2004/ 0000

- deAliEea o Inserta placabelder inieanienmal s i substantialy sioler regardless of

S t

S b 25 HASRGRO: Thi ey ERRIERA b hBEgShne omal len
har:qamroatrm t Fadher, tﬂmpiaeeholeleabam befeasﬂys i‘embvecmshbeldsthe user change

N 67 Be" d hetere SanaPadBe arasil HoWb Vet e Sp 304, the
Stglﬁatc‘ﬁmérﬂ'sﬁzé i8 %Pﬁéll%? tHé?Qé‘ ?és%ﬁhr%rol'ao’me A& may be retrieved

attachnent 1s. Thus, the u er qui ck gal ns control

t ranceatidhed hodhe err@lpirsrm@conventiemat rr@rasutersen a step 308. In certain

p! acg(é&x l‘r}dﬁ?ﬁs gf P@Q&eﬁ?ﬁ%h%@t@"ﬁ@gﬁgg%@ H%\hgt}papeed regardless of file
I—I@@/er if in the step 304, the attachnment size is

smal ler then a preset threshold, the attachnent nay be

retri dQ@4P] aFhe plecalkolder-insetting tasksi300esinrajso comprise a prompt to

R e e

bevitis 8 steginteraseiatied by ehe sb&e. THOAGodE&an, for example, be an
pl acehol der-inserting task 300 can al so conprise a

praéwmmtrﬁerletagoknat Iselspslde assosiatethyg @Ea@wtdvltrpa &peesponding
dpﬁ’cheﬁ: |kt |dn%Pég&Sr{rﬁfﬁgféﬂar§§§%&k Pbtp%%gge e nle?;ode and project

ent sel ected e<user

exXdemtifization aaeocraieﬂhﬁrﬂuﬂw attadhigertiahn beusedtd track resource usage
associ ate the attachnment with a corresp&di n proje

i st SHseEBhC e CE@WQ’Y{@" ET%EPW‘%‘Q a'ﬂﬁi} %W@%@ COSi associated
T%FH rrﬁe t?at t% I?Fe ﬁl‘t"eﬂh%%f thb R hfﬂe?rf"g 'eo@héaﬁe?@?ﬁ 8k fifhe the attachment

can be used to track re
usag@arrmdob;sthiﬂmﬂregtsmermafomarsgmlemdbr for the

Cr ans LSS BRpEoTA0E serariirantion iy encryption of the
| efgichnftint! FoR ekAPPR, Krrﬁfe*h“iﬁ@tuse'r §eFe%’ésaﬂh@ Ht€user may also

%g)tf%)‘r i
hosting server before it is | et ed Certaln
erdidatesthat thef file lsboplrdetmeancwpteelntlnm’hh@r ¢amsewd:1reyl rihe @rner selects a

of. the _attachnent Qr,_exa
¢ LS Gopp B e T s Wil TR et detiCindRele B fik Stachment is
S Hlé lﬂie?er’ﬂﬁy;ﬂ@@f VAAES thay Pe @hbﬂ[pt@cﬁﬁ@iﬁg ayShe BremBfeEonventional
selects a
encryption methods, such as BlowFish or PGP. The sender may also provide the
recipient with the means to decrypt the attachment via a separate email or through

any other medium.

Send Button

10



file, a paraneter may be witten in the placehol der to
indicate that the attachnent is to be encrypted.
wOo-2008884183 be encrypted using any one or nore PCT/SG2004/000053
conventi onal encryption nethods, such as Bl owFi sh or
The sender may al so provide the recipient wth

t he nd8A81} oVMhesy Hiptusen ereases ensaist butten at 8 stepr 402 as shown in FIG.

omans e e 55 4T b BEly T TEie8R 48P pfSteeds to check

prthesaﬁamfcirq:naicélwld@’e it stes4oh. #Q2plagehsliens fonnﬁl ﬁEe email may be
nitiating task 400 is activa

, the email|l sendi i
Th@oblﬁélio @WWQ&B&%@ feb %ﬁﬁ’@é RToGassingnky ther l@ﬁCkgmund emall
t I
t h@%g?rg%; ﬁﬁ rrﬁodta;le% ram s@rg% e Hov éeﬁrgp '?552’%&%% de?~ id IR in the email at

f ulrgrelr&tep Aﬂécﬁmsemgrl Irr)ayt bes d blivered ?uacbmfjdand:e thgdhewregng procedure

modul e..i n_a. st v i £ no place e

f oiiSien 40k ot exstingiecad e, teEmBh e e Fepiagiasdy to the email

d

VL PO2A R MRRPREI rilcssl rﬁégezrh%@&'e‘?rﬁz@éﬁa%?ch'"e- Once
meoféhetem:arr isctdny ta thet éreait marvler 1824y for ed@Pipley tHeemail may be

further cessing at .the e chi ne

orivevad i S PRleR aer il tbe conirGl o8BS e clit giplication is

10r%ﬁ3asfe@rbeﬁ:>kat6ﬁh§ usbhelnetﬁé'sltem% b@ncé"ih\éeéjméﬂ’\nﬁthﬂhé SHceholder is

fol der after which the control he email client
appovedto dre pendlrlgIf@deedhea@mr@lmftﬂhe emaiirclienhapplicagipapgnay be

¢ nip ety PetufiRRl o Yralbehd nfs 656 U3eE Sheb et FRYEHR Wit for the email

app! beszgémtowmﬁn/céwbe tiFEEEh rdughiblg ifeths Iattedhirent rserakgf@r
Thus, the user does not have to wait for the emai to

be sent, which can be time consuming if the attachnent

'SBé rge. . Bac ) %sg'l\horjﬂlgcess' ng Modul e [ 0052]
. ' ‘ g nodule is activated

when t[DG52|]S eThe badkg}baﬁd eheailgiractssihd enddude B activateanwhen the user
The background emnil processing npdule operates in
t h'@UB E@ '@‘H@P&%@HOWI Paﬁ‘rﬂfpl!%t@iﬁaﬁi' processing module

58%6 ﬂ%efﬂ)aggﬁré%glgfﬁbeogg%rl &rgéf’% ;ri\'alrg nggﬁ'@ngtéﬁgka background

t asrhaﬂi@ﬁon'sg (B ydask 50§ aschdem md-'rl®|€|'5a| ls to

i o TF Rl o B B e ot
R e e

stﬂap aeehmsid ipoinded td py the plkalseholder may be encapsulated as a package
and copied into a package processing directory in a step 506. Additionally, if the
placeholder indicates that the attachment is to be encrypted, the BEP task 500 will
then encrypt the attachment as well. The BEP task 500 then may extract meta-
information from the email and the sender profile that may be residing in the email
server 102A and may compile the meta-information to provide a meta-file in a step
508. Meta-information extracted from the email may comprise, for example, the
sender email address, recipient list, names of attachments and job code associating

with the attachments. The BEP task 500 then may store the meta-file in the

11



pl acehol der indicates that the attachnent is to be
encrypted, the BEP task 500 will then encrypt the
waedaosurent as well. The BEP task 500 then nmayPERSGZ04/000053
meta- information fromthe email and the sender
profile that may be residing in the email server 102A
arRRGkegeduaeessing disesterainithe amail ¢lieat 1 84Bmaackiae dor further processing

[ el 18 oot FibauOBing Mldted DI BRhE WP Bb5 20 o0

conpri se, OI‘ exa sender

emai | [GUM]GSIHOWE&@H ifi r&ﬂheﬂvleﬁhall is dotasd mfthetnendl‘rn'g?fdldier in the step 504,
and job code_associating wth the Etta hnment s.

BepeBER 1230500 BipcegHs 40 Greiep Rd4 iR CASEK Taf any qqmpl@@o\/@b performed

i LR miOR s e A ing BB ARBANCRAPRRI g pappioted

prupeadingdhe bitatiraeht 2€4 apd dlael mega-fite] ullhe pankiageapmdessmg directory

back to the step .5
SR enAmedD JaNaRsy AP eh e H A haORI Tt £ ks successfully
BEUP If) d&p@\beq{@ﬁlﬁ deri& sstep 514 to check for any

ete

ert rned by the fil e-upl oadi ng nodul e.
V\hen t[ﬁ@55]l I Bemﬂeddeso@ptimdmﬂm ewnplanpfilet-ladoading module and its
mant 214 .and th t.ar f|

A e o A TR BB 1 A e Tal B i i d 1% step 516, the
I @qugg( 509rre@?ﬁd’l@é@q totth@tStéthO?t HowveRtif 8 kb 4rﬂe‘ted job is found,

successfully wuploaded to the hosting server 20

[ drbsquIBéasiq 5RAIpnnseds to agiepH14n e funplearsi4, the placeholder in the

ner Bpif S BB B8 €ofeSPondihS gl Y BrkERR oMl BA&eE %8 having 2
S1lfessdge pBEBntASkarkPA lihR peftich REEKThE cofrespbriingBidk indicates where
However, 1f a conpleted job is found, .the BEP task

5d®epa~tt?@émt peindedtepy Qletplapﬂh@lﬁ@r isthging stpredhd he correspondmg link

pl e
o PRI G0 510 BRola D SRLRSS b oot el 2 oo
a re@eamgecmr (LIJRD) 2l Onigorch mesburde igentifierURIY. or'ﬁ‘lemform resource

correspondl ng.link indicates where the attachne
po‘"@ﬁ"@(ﬂ URdbyEadiePlpralidfiel wey haé/e@ewwguweri'@amﬁq#ag link. Thus, if the

%r‘h‘éﬁ Iﬂ?oa 8 Iédéﬁ? qé??gmgfcaﬂh@‘fhéﬁﬁe R¥et RSs selected two data files to be

e-up or exanp
unattemh@d wﬂsmﬁ e:mallpctwo sepetdfmborrespmmdmg Imkﬁatmpumded The link

AN e ERBTATES O] IaRRET i G LB SHRlEHE Fmpedded in it fike
Tht%% job Loli8 %SSS&Bte'd WS the\at M ARENA e the é%il%@hd@ﬂrequested fora

t hat the user has selected two data files to be
at dawnledd wonfirmatioreand he llka/\mrs‘@ptamfm@@nses pondi ng

l'inks proyi ded, The | ti.on 0

ot ner (0BG AR ERPlaGE e Mrpaffosaifutie PP Ring ik i the step

i 514, d &dg®y oftthe drdil ﬁ@a@g@smxisaéeﬁ@tmnévembn server 102A in a step 516

attachment and if the emai | _sender requested for a
via the communication link 108B. The BEP task 500 then moves the email package
208 to the sent folder in accordance with the existing procedure in a step 518 and
reverts back to the step 502. Thus, the BEP task 500 ensures that at or near the
time the recipient at the email client 106A receives the email package 208, the
attachment 214 is ready for downloading from the location pointed to by the

corresponding link 212.

12



downl oad confirmation and the like verification
functions. [0056] After replacing the placeholder with
wae b@4pspriiesponding link in the step 514, a copyI/sG200ke000s3
emall package 208 is sent to the emil server 102A in
step 516 via_ the comunication |ink 108B. The BEP
t ask 5[@@5¥]h e-ﬁhfPrBE@stalSK@OQdﬁﬁY bsatet{a@etedzwben the Heerlepminates the

e t I
{ CLREL S PESARIE o1 Bkt MBS0 1 BEERT o el client
Bl:_éb;il@atioﬁ@adethé BES tdskaB00ab lmthmﬁﬁddle béprddetselrt;lm emall the user
recipient at the emgil client 106A receives t

PRk PEUBPISHE CNTRIHBAT b9 Yants gyl (e e Smail lient

o Oér{}%}g@:%g%@?hfftﬁ? USEP%@?&% th%e%lb% gtg gi?fbé(mhh%hent application, an

PGUtBE2ic4£000pE3N of B@Sethail peodsisBingaskthe(BE Regsh800 can be included

& opithe BETS raek Bttt ok Srnal ek abbicatmRiie SneB8d. The BEP task
engd c%r'm 'bg%?dlﬂgﬁ 'td) Efﬁ\hd@a Qé"r‘?mhgﬁor?ﬁﬁ vbﬁﬁh %%QufestHa'F prevent the

the m processi ng an enal e use can
prusmtfmm ternuinafing the émaib chﬂntsa”p@hmursumtd a cmtrmhatcmessmg is
a t he user con

{ e RS PEAmBl reerBal el arntipaias i 45 BigveRfed from being

aUAH4IEd WREHRE IBEP fsktatd i%r&i 'y;f?é 88 uRyeritenail.
BEP task 500 can be included 1in"the BEP tTask the next

t i me t[A@5&Inalurthern, the BePdasic 200 sanibe madilieddd pravide prremail sending

éﬁf&?ﬁgﬁ%ﬂ 3500(%%? zgrd‘#?é}cgﬂpégg n?%ﬁ geth§§eefwﬁmd3@] 4" The email sending

t esdAdeBbiio pEdiRse My alfdw €Y usditbisehidt eh email fesﬁ*dlng in the pending
critical processi n%ﬁlﬁ finished. For exanple, the

enf@iderﬁﬁdéﬁﬁtrla@ﬂhe taskREP @geﬁe@f@m@oeew%mmgmaﬂ The email

ur bR s Ao i severile Seoi afé BE6F AR e
nodi fijed5ejo Qeasindemibadignmid osmopregenmmﬁldn%ugpmrt the dynamic

process for canceling an email in the pending fold
ThaPRligafipn s6aaY ﬁaane%@éhemnéauw&eep m‘%@r% rehearaRle, the FU

¢S 0938 ol ¥ PRl G091 BRI Gotigpabl paremeters
pr@ﬂ:ésm the lobeti@nistlio béhfsee!n‘ar Uploadmgttheratlaehd‘@rﬂ&éé, the threshold
i fied d f t [ 0059] ..
CaPE aHCURBBkS Fe i Ol OPRE B G atRCH FUERPINGHOE sheN clients 104(A-
t P@)f gy @}G'BC(A-B‘P hé ﬁi%b'fef‘wﬁfch"’mé IiﬁR@ﬂMe’d"lnttW@ emall will yill cease to be

configurabl'e paraneters. For exanple, the FU task
rm\yelqdcﬂftertlhmmos,t whethseautomaiod ﬂoﬂﬂca;lw\ henmgd o ithe sender on the

ggn'-&? EFOWBF%@&FT,{GG @Hg(slli%?)g N hebkfﬁat 'q%ewheﬁ*ner rScipient

t ha@hBRtichtion feature (i.e. the ability to configure whether or not a recipient must

enter a password before downloading an attachment) is enabled or not, and the like
verifying functions. Any changes made by the administrator at the hosting server
204 may thus applied in a dynamic manner without restarting the email client
application. Subsequent emails may be processed using the updated parameters
automatically without the user being aware of any changes in the application

behavior or policies.
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for attachnent size that will operate for speci al
attaching for the email clients 104(A- B) and 106
w@ 2ooBps41the tinme for which the Iinks inserted PCT/sG®04/000053
email will cease to be valid after insertion, whether
automated notification by email to the sender on the
successful downl oad of the attachnents is enabl ed or
NOtjje. fReLRl ent  authentication feature (i.e
i gure whether or not a recipient
nmust [@059r la qeadesmendbodahents admmm:rﬁdint’lgtl'@rpresent invention, the file-
attachnpent) i s enabl.ed or not, and the like verjfying,
£ wiloraRE Mogije B3R yESortted Tiapstht kel cepablech Iaferaging soveral
t hsrobld Bi9d $REtMEds fo%%rgﬁﬁrﬁk@e@%@b'negcdd?d gty 'sp&LFic parameters,

manner w thout restarti e emai |
aplior exampts thestrasepork ptotenmtbi)emgedoeﬂm ﬁlees;ﬂeddmgm«gﬂule can

esartidnisete BN hEhling SENRR2DH Gt PheBr e profoctis Supported by

belhé\’dd%hn rseﬁ@r'%%mé—%é’@ﬁﬁoﬂmﬁ’@ﬁl? or the llke file transfer
PCT/ SG004/ 000053 Fi |l e- Upl oadi ng Modul e [0059] 1n

c eprotaoelssipniriashby theoersad sermer iORA arr@bhcpﬁtmﬂrverzm The file

YSPR0 h GBI S R kBt S BHSHE st

prifuatioh s Fanexariphs) T TR lor FaPRal ideethb s bpfio@ &t éfficient file transfer
accordl ni% to specific parameters, for exanple, the

TPSpmnay heobest fomeequse file transfer @‘éerabeda@rm@
rmdul G@Q] Clﬂe e olfocgomrﬁg‘nt'é i tI&?B{)és% Eﬁ/reﬁgén %ﬁé effitiency of the

any one S supported

s eftlg-@plazifing ricuuild hrayHlTiRproliddPby usé Bf pardlke pradessingl. eParallel
transtfer protocols supported by the emai|l server 102A

arRIORBSHNG Nayehe epabled. Byrfer PiEmple  GofigHeng pRtivlegietwork
Me¥rigc ﬁ&%@ué@ﬁﬁﬂ@?@ Hged e %*b&)ﬁ@rgﬁ midlé Gttachments fo

trans situation.” For exanp
t hepeoified hgatingrsefirozrseThée aumbter of HY RS hefhels r‘rmlydad-fréteﬁsmned by

f fil he. .
R e S R R

| YW, dmaﬁafnh@rheﬂﬁavéiﬁab% tHd hﬁt#‘@ SadbRY

nodul e nay by 1 nproved by use par a processi ng.
Par al I[@061]prioz sthiangmpeovesffiicaaty eﬁu;hipadmgrthemnaphmentzm certain
connections ,to

P e B AT ATl BEHEREE FRGHRISHEs to determine i

atét%bhﬁ%?ﬂ@‘iﬂ%assﬂ%?dcfy R @sbaded. SfF"df%’xémpT@ & \TRE technologies
of HTTPS tunnels % be determ ned by bal anci rig

sylkedviPpeeerbainmmaleo g‘@ntﬁsof t@ygxr@wnte@,mnt@@ may hash the file contents of

;f,égﬁcﬁﬁ’fég?%ﬂﬁfq%{d ﬁ&gﬁ?? ﬁ;ethg J%@Eq'?“% with %Ee thﬁ' vaRL S ifiles previously

uploaded to the hosting server 204 using the same path. This feature may result in
an significant gain in bandwidth and storage as the attachment 214 will not be
uploaded again if the file-uploading module is able to detect that the attachment 214
already exists on the hosting server 204.

[0062] In certain embodiments, the file-uploading module is activated when
the user launches the email client application. Like the background email

processing module, the file-uploading module may operate in the background,
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[0061] To further inprove efficiency of uploading the
attachnment 214, certain enbodinents of the present

WO pwengdion nmay enpl oy technol ogi es to det er m nECT/6G2004/000053
attachnment 214 has already been uploaded For exanple
by using technol ogi es tain enbodi

ofcarﬁéng)p%efﬁl{e uﬁb@ﬁmgdﬁu}ﬁgsma% ap I’$BO‘FVPI i Fd@nﬁerﬁf@ Y task 600 is
rte%B 5Bl @gé;f%’b%st@;&gglé@népfe Q@é&ﬁ%hd”ﬁﬁ‘y Uo‘e?:eoy the BEP task

hoS(DO twga pes-epeciféd remotmhcbsttmgswmerpa& Ueta‘ﬂbd&ie‘seﬂpwreof the FU task
result in an significant, gain in bandw dt h and

Qgecqrdingde aldeast phembadimgnt of {ig inkentiqiisguauiged hereinafter.
hey
?%Z{ " [pAody" Ao Bnig e RACHREH 214 B faqRgBiiB ossing directory,
s ethedtU sk 6(M0GY]bd initiaéed &0 upleati thie attatismenti2z14 to the hostlng server
e S B e S A B BB e
baé&?ﬁﬁ\%%&%t@ﬁ%ih th@rm%fﬂ 660. "RAHkSte 692 the hostln% gerver 204 may

file-upl oading nodul e may operate in the backgrou
14alvobeqmiledganazy apn‘atsez@emy @tﬁm}sseonftgwabiem;aramt@rs that may

fil l.oadi F 600 h F 6. Th
FIijie u ”8‘%8' é%tgplé% é’%ﬁt@ ngos O%Ié\%?l? é&&el [ verleng
the at 0@64]n”e|ﬂtst8&60mﬂh\é' g sehg 2@&%&?%‘&0 ér%bktf@r feadiness to

pre- spec:|f|e renmote hosting server. A detail

dedelivepthepattaghnoerd 4 thessto. diﬂbeatmtjngusragletraoétls Inoksgady, the FU

napeR OPILPEdse A “Bp D Phafa hBE Rl ihnsiis selpctsg. However,

t hiethesledsting SUreseZ® Reddy bk aitiachniche 24 (Wakk B8) beeshcapsulated
be initiated to upload the attachpent 214 to the

hoas 2 gckags)dn thepackage arosesging elirectank Mayshe fririsued apd uploaded to

e TR 5B e 2R P51 TRRRD RS Bl g et
meifiresiiotd) the ppokageinfayrbeamylit intd atnesl| ;’oaﬂaimythefstém 608. These small

configurable paraneters that may control th
op‘ﬁréﬁ Mg Q5F reCaE bR W@“%@Wu 2044 ’f@'@”@ ihg paelgoe containing

' qﬁhgtﬁ%Cﬁ%nt bhg Rest fe{éﬁhr%j{rpggﬁﬁg:épgﬁ%ﬂbﬁ&lnﬁiﬁg% P{H present

readiness to deliver ereto
t havémtsin wiih $fee vapaldliity 1o seswohe lr&an‘yptedhmlcﬁds bpehly&ﬁmoadlng the

aé%edﬁht 0 ; epi g% tl\é%ecg Y a ext oﬂ%) ad oirsbroken
r e&ﬂ%ech@ﬁ wHidHAeR ahed tlﬁé"ﬁ\l@@ll'@ﬁbl&%ﬁﬁﬁﬁ@%@ﬂ &Rtribution

as a package) 1 n the package processing ‘directory my
bengteork 20@d and upl oaded to the hosting server 204

thr osOTER] (ARl SREBARERS. G5B P G PoBa g one

| nattdtBinsdri Ro GBembNe$e tHigelibodiment, the FU task 600 continues to retrieve
and send all the attachments until the meta-file is found. Once the meta-file is
found, it means that the BEP task 500 has finished copying the attachments to the
package processing directory. In the step 608, once the attachment 214 is
successfully uploaded, the meta-file is uploaded, signaling to the hosting server 204
the end of the uploading session.
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parts may be reconbi ned at the hosting server 204 to
formthe package containing the attachnent 214. This
w0 e@tisa1provi des certain enbodi nents of the pPEEBGL004/000053
invention with the capability to resune interrupted
upl oads by only uploading the parts of the attachnent
214 t [(66¢anmat step G, caebeackimay becadhed out ke vedfy if the attachment

C i Acrag MR Re o e Res Sl MUBBE Tt uR] roRiEdReafy 204, 1f the

eNRREIIR tiS  uridiRcESHl, THY PUtRER 60U rébestsL R a Step 612 where the
attachment to the email. In this enbodi ment, the

t aploasling evot isieperted hafere preeeeding te dirl stan 6QG© select an alternative

a neta-file is found. Once the
n&}ogﬁ?gggkf'eﬁgilb[?ﬁéﬂglt means that the BEP task 500

has f [gU6Tedi hemtiarhnicnt uptdaa!tr’fg‘rismcégsfuhm the&@ém@ﬂéo the FU task
processing directory. In the step 608, once

D 0B masaeneIe PoCHaE 5048 M RSTLBT DafB logatar Gode may be, for
g%}gn{qq 31 enéc&glj?ﬁgfgpm réécgﬂ'% 'Icﬂ%tct)ro(g%_Bﬁr | RITRE 1Y&Htor code may

upl o SEessi

ZMtG&ﬂdﬂoFéCHét‘é@@@éhﬂ%@B&at@D@ﬁh therattasttmpnat. @nce the
check may be carried out to verif

S AoaipIeadR AT ore S oIS HBS LAY ecganAarisd Mg locator code.
" ﬂz{é':lgg?t%?r Y)Eé&&%otﬁlglc'aﬁ td¥Brret R 28 fk fo? e%b‘éb‘%ﬁr?gsﬁlfté’ bn email. In at

ask ceestoaste 612 where t
u M;amad:negerabodxmem theRi P éakkoed® ueespthecleediqn ¢bijest tcheeplace the

st | ect alternative hosting server to
?%‘?fg‘q?%er I s;ep,?&t he attachnent uploading is
succegﬁj&j‘; IThd IB@aﬁ)‘r%Bje@iﬁxagM@gEhbﬂa?éd(%@é}ﬂoca and can encompass

gener | ocator code in a stép 614
c seeuriyyfebhires to prematrpn@,!tharla@t ac@@ssamthe @:ﬁtacb@@ut g4, The

I to d URL). .Th

oneoUvde ass Sunghadtor P Ba oR R e R i other

2 hth&mreatibA fnedRemrs, F@ﬂ'@xarﬁﬁ@eﬂ% Ricatbr O@Jécﬁwﬁé_l)ﬂﬂse a shared key
obj ect may be generated fromthe | ocator code

| Gsaa Greanis| fec auihentigalianaen ¢ reends Flag® SaR/es anf 1 2%bit encryplion

¢ TP B oy R g ol 1“5 s8R TR 4Bt
t fv@;mmﬁs@?@h ekeiey date éﬁbﬁtlmée Hlﬁléb(plwmmé]anﬂihﬂmé eewbhshes the life of
%ect may be generated dynam cal can enco

doalqaajort T aiedh égbwm%whlqma@taﬁwm‘@@t 240498 hel be

Eg:ﬁ),pvﬁ é | %Eﬁogé%iﬁgﬂé?%torﬁgﬂ% ét%ar E@érﬁ@? %e& sgeurity features can
also comprise components to specify whether the recipient should be verified before
downloading the attachment 214, thus preventing attachment forwarding and if a
download confirmation email should be sent to the sender once the attachment 214
is successfully downloaded by the recipient. The locator object can optionally
contain other information like the job code associated with the attachment pointed to
by it.

[0069] Once the locator object is generated, the locator object may be written

into the meta-file (for use by the BEP task 500), and the package processing

directory may be renamed to indicate that attachment 214 is successfully uploaded.
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aut henti cation nmechani sns. For exanple, the | ocator
obj ect may use a shared key as a neans for
w@uiohesflizati on on a renote storage server andP@I/SG2004/000053
128-bit encryption for secured delivery of the
attachnment 214. The security features can further
c ofh® Fddasin 66 fhery praweeda tel atste 616 e lagdbierngsulis of taeddelivery and
tijme establishes the Iife of the |ocator object,
SJ Vj' to which the attachnent 214 nmay not be

downl ¢golef)! erHe PN tasic 80W %én%ﬂé;li tovepkise aad=pabhitetts supbrt an optional
Cther security features can_ al so conprise conponents

t disepdvefgcadisat isan hendsadiol ewrihe @Haghr@ebteupl@admgewogress for
ng the attachment 214, th
pﬁggglﬁ??‘ﬁéwﬁ?&gghngnt forwardi ng and if a u3ownl oad

confirmati on emai|l should be sent to the sender once
the attachnent 214 is successfully downl oaded by the
r dd@glinen?ervVehe | ocator object can optionally contain

Cher 4 . : . = e _
the - alt T et st prkd® 40Pafe Ao 3a01a02 Bt b system like

| daattionatity wherdirs itde pessibledo uphead, setricve avloj gatta Iiminglo files besides
g@#ﬁ&abﬁ{%lbggkaggﬁd%bggg grbdglgfq g%lag%%r E)Eeqt}@tssket. Examples of

r
sﬁ@%@g fil Fbﬂ%‘r %gﬁ ggaazlo%ggﬁ%mﬂfﬁa servers and servers that

P@Up@@&ﬁémﬁmgt areecérhle ok s@didgtansidglivedpgdides. o a

Cer i 1O0EY, InGsbioP R B eEe syeren ke i BB ARY ina spoure, fast
Caé}ﬂabiélllabbé ﬁ1§n§é\p|ﬂ% hosthPSdr/8rRa204 H8€ 20BHEY BRGSrbYide user
can be used to view the attachnent upl oadi ng progress

f oegistralidbaokd authemication featiers bngagyeinig poseopatehese. Parameters

Lo FO T A LU E ST 8 pgusc ye

um(%ﬂ depldrs 208 A20P10 @omtr@tpongegfforfgtbfz?doe@plmon transport,
aIIovvln yﬁtlonal operations |ike nove or lete o
Y

S EFICERS T Ilfscx@e mapagainery. dihe mEte-indarmaiipnsiartie rreta-file can
thcgf}nq&gq?z%gr} WT%’%H%%E,V%{)?H gé:&%: e for fﬁ'tré?jnagleré(\flgre%ts including

armbpéeimmraer&aﬂmﬁ fild ﬁéﬁmb]addﬁeﬂddsmn@lmdt Jobmodwmhpngject
file 1Mystem like functionality in a sech f ast
a1

) elde tinp@Fapciatasewip fis Hig altachedsThohosling §@%’eﬁ3ﬁ hosting server
A28 e pUSENRERRLAPR AL RIS @R amens to e
preferred server(s) of all the reCIplent(s) with their profiles exist either in the
enterprise’s directory server or in the registered user database immediately after the
upload thus ensuring minimum download time for each recipient. The job code
associated with each attachment in the meta-file is stored by the hosting server 204
and can be mined to generate usage reports for charging back costs.

[0072] The secure link inserted in the email can be clicked by the recipient to
retrieve the attachment pointed to by the link either directly without authentication or

after being password authenticated depending on the configuration set. This
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contained in the neta-file uploaded by the
file-uploading task can be used by the hosting

W@ 20e8-1204 and 206 to control policies for SPOI/SGEI4/000053
replication, transport, access, and lifecycle
managenent. The neta-information in the neta-file can
compiigeetionriey pe desritder at ther hosdingi sereers 24 §RbRPE or may be

for [ | [ i depart ment and

Jg@ﬂ%ﬁla&?cl ?%S gﬁ@e@@" x{hédgh%d gnd j ob code or
pr 0] etf@o73]dqﬂﬁecip1@mtamnemﬁtn@naé ﬁéhuMeUhtHdﬁautheh’&catlon can be done
attached. The hosting server hgosting, serv

2 () queningrivesisjersninpd difectary ﬁemer@éhke i) ||lgmwelglﬂéllrect0ry access
aMr8ﬁ%§P EBA[Q Qéﬁ%lt ?elbﬂgiﬁBElﬂ tf?(—? %éféorpﬁge BPB)Z gé?ﬁ% rﬁ#n the registered

eC|p ent
I ruseh elatabasergtoiesleh shel hoeklngnsefrveﬁsrzm and 206. tThe reC|p|ent can be
regi stered user datab se [ di ate ﬁ fter, ihe g ﬁ
t rAgkedAQ @nterisen Gaf‘hﬁ’é F@?r weyifigd against the original
C
SRR S B S s o s

fsefeqalreci&ﬂenmnd s woed ,nivimied mhany genenimbbmwhostmg)sewer from
back ts 7 e Link
°rra§€3aegaﬁ%@n@8@méﬂsw{e@ Eomealiiat B HhectbBissyvener the user

st[ rﬁoﬁ&ﬁg‘%‘ﬁﬁmemﬁﬁk Fér8fbriffAng Yhé F&lﬂ)lbﬁkbefore download
|rect

e| t ut authentication or bei ng
peans’nhat dniythe mtendaﬂ e@blpiepmrajlomdttheiwﬂw@ meaaﬁtaﬁhment In this

c o, Gy e FRBENGBRE Kol P eI jypronibited for

S eftihinetfl oRtinmBAt MirpBBYs. DFhisedFAs UbEUETH e case where the
conponent in the |ink |tself 0073] If recipient

aunateniel sentiinithe ettackyuenidig sensidiva@nlgravERS pEeetion. be

Sone R 595 IR T 50 GE AR pver o e

sa.fsee@ab@a@@gemw Qsérgcﬂoﬁl@tc%rpbe graded by haemgahiengcipient submitting
the regi stered wuser t abase stored in the hostin g ] :
se persvardergharepesd Insatipr &rjpie deliveriss. lhatneamed address is not

e i
agéﬁhg trH ﬁheefé%!ﬂlelﬂqgf 8??1606?%3&&?&‘ |§’ﬁ1cf)lff’%§;ﬂfn%n‘fﬁé dfo\/\fﬁ‘fload can be
f rdiﬁaltdmd"fmtl@erw‘isd el dovmjodeshnk edn bereuthemicatedh fafl\,sahdlty by the

be required to enter a password, which may be

vé?q’ﬁi'PG(ﬁ%‘{ﬁrt he hosting server from which the

attac E@@fg] - Fheteipb qg@@ﬂ)gilﬁg%ﬁ}et@?béﬂalﬁ% i S&ﬁ BEXonfigured to
serve t he user hus, providing a

f rdis@lvl/erdowmad/by bhy irecjpieht nokar m&aomglbalfmaélngdmhwaaeinall forwarding

sq that. only the _intended re i en r [l owed t.o

om AP dne AAaRHEATSN mipapRRIST 1Rk fefigsy Hesg iarin the

atg, t to non- approved reci pients i s prohibited

for attachnment containment purposes. This can be

usef ul[007B]t Heurdeseif resendargequests for a return receipt using the existing

email client application feature, the hosting server can send a download confirmation

email to the sender after the attachment is successful downloaded by the intended
recipient(s).
[0077] File lifecycle management can be controlled by parameters and can be

globally enforced, or enforced on a file or hosting server specific basis. This policy
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material sent in the attachnent is sensitive and
requires protection. [0074] In case where the
wo ewipsant is not found in the directory servePCDS8GL00€000053
user database, a new user profile can be created by
havi ng the recipient submtting assword and
praa‘nebe ddv¢rmbatfnameﬁcy of ageass Cdélnil eamnes For example the lhosting server

A00L3 Ba Do Bles] St b ARSALAGHTL Rlettd Breph Hifients have

d' dhiexesd tid fer vt §|ﬂ1ri(ljy1§ftéxomﬁ Wwadks redardiess e the number of access.
authenticated for validity by the hosting server.

[0075] Therefore, the hosting servers 204 and 206 can
be &r%l}‘]féf“ro da PRe bﬁfﬁ | e downl oad by any reci pi ent

db‘ ot ing list via email forwarding
in adcp_@a)'r n F@rthdrdeaurdesidicas adminietragor and rgorting €an be provided
del i ver% escribed in the foregoing. &[!30076 Furt her,
i ffof the Resitnersenderseai4and 206, T @dmipistafign %%tPFf’g"ﬁYénVOIVe for

[

RIS, SR g ERPIRY 2140 B8 S it cid e ol
t agdvieeniagble furadtioaing dfehatoatihgsatvers 284 camelﬁ)‘ajdand the emall clients

AL GRS Skl S8R SRR Sh° by SebSly or rrouer

o:‘éjrhﬁﬁé}fé@e togﬂh%tiﬁlsltlﬁg%ﬁf\fé%%m Qrdl Eﬁf l%%?tlé‘r'i‘ ?hé'a'd?nlnlstrator can

osting server cific basis.
20@¢/o®&hmmge mpman@eemwﬂomuo@ﬁo\b@us@d for uploadlng the

f g%e'%ucﬁ‘g%'g J%C C%fsﬁf § tr@Lorcr{%p??egﬁr gggégg ﬁfean‘ﬁ'!rgﬂgglg for attachment size

atthaciEsYerbfe féﬁ'st@i@l aftd i ng?ifdr the ehitiledliehtdaF@rther, the administrator
downl oaded the f or Si ter two weeks

r eqpar sktewrchahgefibe tioneoter wbmcra mﬂks ingeftachindhe &mahwill cease to be

ad‘fﬁ“ﬁe%%é'ﬁegﬂ‘g'ggﬁ% eaggrﬁ H%ﬁ'ét@ga%h%@%%) f gigagﬁlef uto%aiied notification

hast &m@il 36 the ssndéroraiié stRBesdioPdasiiont Sif tisd anachments The
feature may involve, for exanple, setting up

no@dmwai@tw@amana@a@r@ﬁe&l%i@ recitignt @éh@@é‘faélﬁa feaiure (i.e. the

Y 35 5ol fR WBAnERfr A R pRr G5y before

angbvilifi6adifgBin affédtsnenth be done by an adnini strator
or through an interfac the hostin

|
Sor ver@079lont B APFinG SheTioiut Ao 20RaNGINg RIQkdep dit of the
%gés‘{’us d%r}g&h?&g § aHéll'tl roY né%rﬁéﬁ %ﬁ%ﬁhb%l@s‘ ®"the database

or up oalngt attachnments
aohmmssutmgtomrchaagmgdhe cnecmilaeah peofildmformatiinoduthf as password and

at t achment
attachment dsown?oad location preference. For example, administrators can view

senders who have used the email distribution network 200 and the details of the
attachments sent by the senders. The logs uploaded by the file-uploading task and
the information maintained by the hosting servers 204 and 206 can be used to
create reports at the file level to provide a comprehensive understanding of
attachment resources, the availability, usage and cost of the attachment resources.
The same can be done by any event capturing software in place of the logs at the

hosting servers 204 and 206. Another word, it is the capturing and processing of
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that wll operate for special attaching for the email
clients. Further, the adm nistrator can set or change

W b@4os4re2 f or which the Iinks inserted in the BPCESG2004/000053
will cease to be wvalid after insertion. The
adm ni strator can enabl e or disabl e_aut onated

na@vente that @lowisucirrgperts & baereaipde M hys, thecattarhweniuploading event

do Of 1Ll :
craedRY R né RLE4 708 FE o ofRErat PR LSSl &l on @ per

(i sehdelr basisabiie tasouccasaiiéi igardwidtieahe stovagetset! can be quantified to
reci pi ent nust enter a password before downl gadin

; a .
at YREHARH EPNLrOIRXPENSE 138 WRILES RPnaer _b\é?l@e%mr%ﬁ'ee%@g a hosting server
Cafhdll 59 Wi g& Gerldethagls, the registered email
recipi ents, addition of new email recipient profiles
to t hg00B0JabBise logarehrsies usedytmereatmrepans thaehelpdraukendividual

ggé)éé l!ieiﬂ | nqgg)&{?a&%’orgpﬁé{{ éﬁgé _Pdﬂef@ﬁg%tmfeéi% LASUREL the attachment

ad&@wﬁlégagtors can view senders who have used the
enmal | Istribution network 200 and the details of the
at t acoedt]ls damcodiss ame pegectadentifithtions iysthephetzdiiids Isan be used to

the fil e-upl oadi t ask d ..the inf ti,

ot ARG b a5 ShALEN 8 e e capture anc
usgthitiRe co5RAbDArHRAS bAd 3EndH® drid Rclignslthé @sBigRigdst srofit and lost
conpr ehensi ve understandi ng of attachnent resources,

t hetateraentapimérship afdfgelaterticesis to Hie rehevant depprtments.

resources. — The. ame can be done by any event
ca%@p%élgm%&ﬁn pl ace of the logs at the

host i gOSEr VES Surdi¥t iidra?d 6t l0A8PORE Enidiment of thetiiention, one
capturing and processing of 19 W) 2004/084112

PG amle®f/send0BRaRd, Eraelvingan eanaibwits @dargecyse eltaclmpat is provided
cr hus, C ' C .
o1 kbl S EhEC U 3 ORFL 8 RYRUE compraton n Catfori
st gdndst af enifitvaitl Birgs sizeptiachremt &5 fdursedpiehtenamely Annette, a co-
resources (i.e. bandw dth and st“ﬁr ) u}s]ed c ? b , .
qu‘dﬁfki@ff il 2flg, Fﬁ“&@kw@hésal&?@%l rei%@ﬁs‘é{ Q%’QKEI er égal Froduction
no - s i

e ol SRS YRpBh A AR 8 gl SERGRE el Thfvan.

used t[0083kaFks.reploows thehsequesicp dfrevekts migperetiiahen John 705 sends
attachnents, by da .recipient user identification,, -

71 98 B Fnaihelime0s e Siie Ta elaehRimeroas eLEEhEIHFR and send

J ot*ﬂe%fﬁ?ﬁ 764 ‘i’mﬁté?;!iﬁ%é/ dlhétilﬁg‘EHéc &921 iBFabd cbRPonent of the file-attaching

nmet a- es Can pe us O generate reports pn )
r esodukethat bypassesdhe mprmatattathmdntqhioeessbe inseding a placeholder and

o b S R o g gt i Barer, e
background email processing task copies the attachment 702 and a meta-file (for
containing the sender email address, recipient list, names of attachments and job
code associating with the attachments) into the package processing directory.
When the file-uploading task detects the attachment 702 in the package processing
directory, it sends the attachment 702 and the meta-file to the California Hosting
Server 706. After detecting the successful transfer, the background email

processing task replaces the placeholder with a secure URL and sends the email
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statenment ownership of IT related costs to the
rel evant departnents. Exenplary Enbodi nent [0082] To
wo eootheriii | | ustrate at | east one enbodi nent of PETI8G2004/000053
invention, one exanple of sending and rece|V|ng an
emai| with a large size attachment s provid

hef@®4 withithe sepu.reiq Inkstodhe aliEMiasMail &er\éefrﬂQﬁy@ethefACME corporate
h
DGRk BEREMLER B el R BRI, B R Ry hes!

Annet t[e084] CRIG.\®d&itts the Pptiosal dutamated fyﬁaceésaiwe;ﬂmétlon of file
M. Taka who work for GreeﬁEI Pr oductj on in

ToR{REhMeIHa foBeRIPENG, th w%wawgg@terﬁe FRoIplaN elnsihe example,

T
t ?é%%@'géqmﬁgn rgéotﬁénm% send éﬁgéﬁt% he eng6 7%?’}{\1’5 u%ag the system
i sfoalbéeeiving @maicatiadnendrits hefdrel EhystAraddiiegindg a pocfileod the ACME'’s

v aeD! 55”%{5%&2336%%%% o AR | engos NuaAsateds reistered
byRRS 8%) ﬁ@'on%%%ggf@?ﬁ‘t A@rs%%ﬁsa';s ¥ (Dél?f@frﬁél-;] R8stthg server 706

place the se rocess novi n
emmcbnv&e the ra&adhmngnf o02dt che‘ldksrthafm@a—flle esed afcafgyrcnfdhel recipients

ot s DI BROHTY i o SR ARG BOZ ahacs Paal g NGNS [DAP dirctory.

r eph@ bRBEhMbAE 7021 %r%e@hleaﬁbaﬁéwéahén #ehd l%bkgﬁ?@@lﬂj to the preferred
associating with the attachnents) into the package

prlocatien fog Afinetlet (beytheVifrance hesting serygr 886) agd f@rs‘ksako (i.e. the
det ect s

YRR oS R, Sidde TAAIRTORES? 95 aRARSAR 1 Piwan 720 are
MehGt-rehlstered yviehendRirinep Bbiich Iaghured fdetheaimd B6ingAf t er

detecting the successful transfer, the backgroun

emai | [0p8%Ic eBRe Aglivaryof ngmemad d Odrandiihecatiashimant G0Rro 4he recipients

ScSis T SE028993.51F S0P ERSEPREIRE s oot e

Caéarﬁeremal witlithe SecurelinkO§Vihen Ahae&@kvjﬁclmmmamﬂ( in the email, the
tvvorkfromvvherethee nt onwards t

t h@ttq%ﬂ@}ie/rqpsls ImgtRsag et w@aa@cgg? Feg }W@ﬁpﬁg‘%png server 806 and
agr?@ 1. d%P%@ﬁ e% Jehﬁﬁ’ééi.cfﬁ[ﬁlﬁﬂ Avh hlA% k8t7t1@>§6\h5|E>R§ ®n the link in

opti m zi ng rvery g|s er g reciplents
| ntheremalk dhp laéiachmestid? & 'mhaedlatumdbwnioadédrfrmmé Japan hosting
and Asa Tokyo 715 have d.the system

RSVt BB MR T ARS T LaR GHERS oR e SAmedfikeaniyeb page 902 i
a 1pnRtkdE viHlch Bfo |ﬁ1 ol He%ﬁiﬁ!\‘%@ Foffle rbg“érﬁéﬁ’n ﬁi%ee?ﬁall address,
protoco "( LDAP e ver 802 [ ako 1S registered

wi passavard @ingli @ ptefpired idaation featiwg geplicatias, whioh Iae;caltneelect from a

Colo PG 3k TSR35 41 498 'S8 KB 48 1 BBhmioad rom
I epeRizpahshosting server 808 and since the attachment 702 is already replicated
there for Asako 715A, Taka 715B also downloads the attachment 702 from the
Japan hosting server 808. Thus, one copy of the attachment 702 at the Japan
hosting server 808 is enough for serving the requirements of all recipients who
identified the Japan hosting server 808 as their preferred location.
[0086] FIG. 9 also depicts the process of attachment delivery to Paul in

Taiwan 720. In the example, Paul is also not registered and upon clicking on the
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are registered with its user database 804 or are part

of the ACME's LDAP directory. The attachnment 702 is
wa@edvenigdierd for replication in the background tRCT/6&2004/000053

preferred |ocation for Annette (i.e. the France

hosti ng server 806) and for Asako (i.e. the Japan

hdiskj m@IstbmteewyengEhbénsﬁiﬁ(@[la a wmgage%%wdhe@ame manner as

ag}% r?”f%% lngqh%/:ogd:’qlgrse néggeéfiécat?)goygﬁélﬁﬁ the Japan hosting

delehg'8080%4nd Reatfatb bedifesalyddvirsioad tises bnaaﬁméae7(o23after the
the recipients in Paris 710 and Tokyo 715 is shown

Firggistratiere pragesst frairihenmnores ditgre: rﬂpglcatl:@n BRd dedyery for Paul will be

B DR Sl e SR8 e eFinalip S Bos oo
dqmabﬁ@@qdmﬁkﬁﬁ1the France hosting server 806 and no
further user action is required. Simlarly, when Asako

715A clicks on the link in the email, the attachnment
702 is i medi ately downl oaded fromthe Japan hosti ng
server 808. However, when Taka 7158 clicks on the sane
link, a web page 902 is |aunched, which pronpts him
to register his profile by entering his email address,
password and a preferred |location for future
replication, which he can select froma |Iist

provi ded. Taka 715B is then able to select that he too
wants to downl oad from the Japan hosting server 808
and since the attachnment 702 is already replicated
there for Asako 715A, Taka 715B al so downl oads the
attachnment 702 fromthe Japan hosting server 808.
Thus, one copy of the attachnent 702 at the Japan
hosti ng server 808 is enough for serving the

requi renents of all recipients who identified the
Japan hosting server 808 as their preferred |ocation.
[0086] FIG 9 also depicts the process of attachnent
delivery to Paul in Taiwan 720. In the exanple, Paul
is also not registered and upon clicking on the 21 WO
2004/ 084112 PCT/ SG2004/ 000053 link, he is pronpted to
regi ster hinself (via a web page 904) in the sane
manner as Taka 715B in Tokyo. Paul selects the

cl osest location, which is the Japan hosting server
808 and is able to seam essly downl oad the attachnent
702 after the registration process. Furthernore,
future replication and delivery for Paul wll be

based on his specific profile, which identifies the
Japan hosting server 808 as his preferred | ocation.
22
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WD 2004/ 084112 PCT/ SG2004/ 000053 CLAIMS What is

clainmed is: 1. A nethod for delivering a data file as
W@eooaisdlli2 at t achnent in a conputer system havPCgS&04/000053

emai | server, a hosting server and a client conputer

in data communication with the email server and the

hGbAMSserver, the method conprising the steps of:

c o,?j NG, AL il having a nmessage portion using an
eMMpI i cati on running on the client

conput ex ,méthedefori delivarhdg G datoiifec assars tepmaibattashment in a computer
desti nation system bei ng associ ated thereto;

i ysteni haying an estHhEREveroat oriindoperver Kl Agclieniagqmputer in data
f 'Aoiglilngpfcgﬁoﬁ T the @rﬁgfﬂséwel?%n@ tgle%ﬂﬂéggﬁvegrgﬂ}%rgethod comprising

ass I'ng the data e selected by a
enklstépy oft ncl uding into the nessage portion of the
email in response to the attachnent routine bein

acti Vat(‘éwn@gfdng dant gmllnaaylﬁ @ameqﬁqgg Mlgﬁ {4RIRY n@n email client
: gaeddgﬁati@ggl?@g?é %%gﬂg%ydli%ﬂt Egﬁpﬂé?etr,atﬁe' & iafl'?%ivgft{ ﬁ gsoGYce system and a

l"ac ivering dat a et
hoddstingtise system beidgdsisoviatédithpetdto; emai | to the email

" EaTed 5 3B Sl Y OB i s
the stegp raﬂ%‘ﬁ[ﬁéé%ld&%%@é‘cﬁﬁ&l%e deRARld §8Eciel®y a user to the
p of” g rating | f

ste ene j the placehol der when the size o
t hemdtfar fintladingelirtot the yesdageupertions of athgeemailain gesponse to the

0 58beB4 oo B R B 4 ot e

fogiitg a nmeta-file, the netadata being descriptive of
the email and the data file; and delivering the

met a- f i ledriaving e datstfilaipdicated by o placedoli@ra file
ot catilySEne a2 NS bR D) A e

met hod @dliviefing ltiaé @ndil fouht henaicsemer apog thdeatd fip fing fransferred to
23 WD 2004/ 084112 PCT/ SG2004/ 000053 obtaining a
urihglwstiogserntarer for including into the meta-file,

t he uni que

2. The method as in claim 1, wherein the step of generating the placeholder
comprises the step of generating the placeholder when the size of the data file

selected by the user is larger than a preset size.

3. The method as in claim 1, further comprising the steps of:

generating metadata for forming a meta-file, the metadata being descriptive of
the email and the data file; and

delivering the meta-file to the hosting server upon the data file being delivered
to the hosting server, thereby indicating the end of the data file delivery.

4. The method as in claim 3, further comprising the step of:
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identifier being associated wwth the data file for
tracki ng purposes. 5 The nethod as in claim3, wherein
wo b4osap of generating the nmetadata conpri seBCT/B&2004/000053
steps of: extracting information fromthe email, the
i nformati on being descri ptlve of at |east one of the
emai |, attfainingurec dinigus deentifies @8 sincliging rintsy $he ningtatfile, the unique

e pehdcCasodfilof S bt . P SLERL ob s

method as in claim1, wherein the step of delivering

the data file to the hosting server conprises
steps ofhe seetbedi ay i Hag ihgwhereirthe rgap 0f gp@eratlng the metadata

hoggrﬁ@gse%ethges& Fg 81{‘ containing a plurality of

serv THT @ ity of servers being arranged in

Sequencextﬂ@@ﬁﬁgl ioforpatde feome ¢he etedile ting mhfognaaadiblwsgsdescnptlve of at

of the selected hgsting server for re e|V|n t he

f ilpast onfepf ey el Hie Seyregrvgtendr her %%mlaﬁgnmrstﬁrﬂ@nd the data file;
Q’ (r in response to the readiness of the selected

hos I ng server being determned; |oading the data file

ont o t heorhyilink thee B¥ovmationriorabdginribe maiadata foe fatmirg the meta-file.

of the holding server; and storing the data file

address of the data file onto a database, the data

fige el ﬁ?e?hb@@sclﬁtélgl% t1hth%?élﬁoch@%téﬁroYQfeh@érlﬁd‘ﬁ]e data file to the

hol di ng server hod as In claim6, whereiln
thaimg;seWerdmlmmmesﬁQetﬂ@&ufal to the email server
conpris t.he s f: erat i ﬁ'% l.ocat or

r

cor T es ARG 7 5o8HS serdTITTD < i SeRe Vet ilieqntaining a pluralty
C%%@ch‘éﬂﬂuﬁéﬂltﬁoﬂ%&ﬁl@l@%éﬁ%@%ﬁgeb a¢ 8b@liertddbasedion preference;

uni form resource identifier and a uniform

r esour cdstaamwincURegdingssef fe ﬁgle@tacbbas‘mg s estfor rpggiving the data
the | ocator code; replacing the placeholder in the

e @’age portion of the email with the |ocator object;

and 24 MEh@0Rd Gt Ebldhsd/ SE2804500R2053Iding! seresi g response fo the
the email to the emai|l server. 8. The nethod as in
cl rgefiness ol fhesrlecErnesdingganyrs balrggetsrmined;

loading the data file onto the holding server in response to the readiness of
the holding server; and
storing the data file address of the data file onto a database, the data file

address indicating the selected server as the holding server.

7 The method as in claim 6, wherein the step of delivering the email to the
email server comprises the steps of:

generating a locator code corresponding to the data file address, the locator
code being one of a uniform resource locator (URL), a uniform resource identifier
(URI) and a uniform resource name (URN);

generating a locator object from the locator code;

replacing the placeholder in the message portion of the email with the locator

object; and
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receiving the email by the destination system

activating the |l ocator object in the nessage portion
wo@booketiezmi | ; | ocating the data file in respoPGESGZHO4/000053

the | ocator object being activated; and delivering

the data file fromthe hosting server to the

dest i nad6lyariag dheamail tothe goradlsearet he data file being

| ocated. 9. The nethod as in claim@8, wherein the step

of locating the data file conprises the steps of:

deg.er m Thaghathed datimchairhel, adtheasongsrising tHeesteps ot t he
| ocator code corresponding with the |ocator object;
and i der@pﬁwm%@et%a%w%éegmai@n 8K ni ng the data

file i ' Qéiéié : hei .

determ n%@?ﬁﬁﬁﬁ@ta ?‘ﬂg"bi%%?"eéié Jk‘).'glsng [ Eéﬁ@t%@ﬂ%f rrthlé

dat a filbeatirmgitheedata fildin résponsd twithedecator objEcirb8ing activated; and
wherei n, the st of .deliveri the data file fromthe . .
nost i neteeris Bemath e fiare Be peanS seever B iy dstnation system in
a j ' ' the destination system
aﬁ%gegg%ﬁ/deﬁén%ﬁtérﬁ% gitngqgﬁ%d'f romthe hosting server

to the destination systemby the hosting server in

st Sy SRR B0 o RBUHE Bl o compries
f ofhed@bpysfing a data file as an emmil attachment,

the system conprising:. nmeans for conposing an enmail
havi ng Getawsiving: ther tdaia dide ngddiesen@ssociatadenwith the locator code

applicatian running on Lien onputer, the email
ha(g?rﬁegspgngm\glé i‘lgé’kogmoa}é)ﬁ)éecg, %@cgti nati on system being

associ apestifyey ®leohostRRnserlor corithinigj tHwdat filktinakEpaise to the data
routine for attaching a data file to the email;

25 WO
20ia/ apBliesp beioy deteoniedo s Boskinm addmssdesipg dndingted by the data file
plg&oqjégéder for associating the data file sel ected by
a user to the email for including into the nmessage
portion of.the email in response to the attachnment
[ activated and identjfyi e .data

f ofart '5*5415 H%i@h% a5 (& T | WSFBRHB TP D pigﬁliw?r}gg{h'@'@ata file from the
daf Gstinly! i QA grAb b Pheldigp BEacehol der; ‘
receiving an authorization key provided by the destination system; and
delivering the data file from the hosting server to the destination system by
the hosting server in response to the authorization key being received by the hosting

server.

11.  An email distribution system for delivering a data file as an email attachment,
the system comprising:

means for composing an email having a message portion using an email
client application running on a client computer, the email having a source system
and a destination system being associated thereto;

means for initiating an attachment routine for attaching a data file to the email;
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means for delivering the data file to a hosting

server; and neans for delivering the email to a enuil
waeones41iupon the data file being transferred POI/SGE04/000053

hosting server. 12. The systemas in claim1l, wherein

t he neans for generating the placehol der conprises

t he meansansforg@eneratinchg plasehpldes éororsraciatingriheriats ffijeeselected by a

of t e .sel t LS n.

2 Ysredede Byl s i@ ottt 084t mbRohBAfk o in response to
CanBr4tichienteaiiing beingeacthatedandatantifyiagfi the dataniledor attaching to
a neta-file, the netadata being descriptive of the

eifaelemaily the data file; and means for delivering the

met a- f i(;h?arﬁsofotrm&triggﬁ*{ggtﬂg Joric) Hife' intieathd wkﬁlggém)l@er;

bei ng derTvered ng server,

i ndi catrhegns fog delideririg theedatatfite fo & dostiey semey,. arldt. The
systemas in _claim13, further conprising: neans ftﬁr . .
obt ai nimears fion dalvartenthe eaail b aj §PRlFSTYe HPeNthe data file being

Vr;qh,aqhszfﬂlrgd id e hc?égihg‘é%r\i/éi'ent i fier being associated

e data fi or tracking purposes. 15. The
systemas in claim13, wherein the nmeans for
generating the netadata onprises: neans for .
S bR YSIFak T G {3 DRSS MeaTRdor Rpppraingdhe placeholder
beipGoritRSHe! RELNS 8 g8herafiAg the Mactholdid wRSh lthe 1sBR of the data file
sourcerI system tﬁe degti natﬁ%n s;r;ﬂs.? em and the data
f idetectedi by teansef isrlargemhan agresad siaef. or mati on to
obtain the netadata for formng the neta-file. 26 WO
2004/ 084112 PCT/ S&004/ 000053 16. The systemas in

clag.m Hhe resmids Baifeensfufther 68hpHsingng the data
file to the hosting server conprises; neans for .
sel ect imgars fUsgengateg veetafatmiar forminchasneiryfilee the metadata being

li st nt.ai nj . aal | . vers, the plurality

oﬁ@é’;ﬁ@@%@bﬂ@%ﬁ%‘ﬁ%} ?éﬁ gqj@édbléér% @é’q%@hce based on

pr ef er anggns Meadsliveringdiee hatadfitg (¢ ehdinetingodervbe upon the data file

sel ected hosting server for receiving  the data file; _
being delivered io the hosting server, thereby indicating the end of the data file

delivery.

14.  The system as in claim 13, further comprising:
means for obtaining a unique identifier for including into the meta-file, the

unique identifier being associated with the data file for tracking purposes.

15.  The system as in claim 13, wherein the means for generating the metadata
comprises:

means for extracting information from the email, the information being
descriptive of at least one of the email, the source system, the destination system
and the data file; and

means for compiling the information to obtain the metadata for forming the

meta-file.
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means for identifying the selected server as the
hol di ng server in response to the readi ness of the

W@ edoa084aw2 hosti ng server being determ ned; nmeaPGI/§62004/000053
| oading the data file onto the holding server in
response to the readiness of the holding server; and
nmeans for storing the data file address of the data

4 0B A B3, S 08 RS o o doe oo

1the hbstirsy sé@ar asmbprised:ai m 16, wherein the nmeans for

delivering the email to the email server conprises: . .
means Megangeiessaleckng 8 hasting seresdeone grffle sipshing sgrves list containing a
t j I . ia € i .

PGPS PSR S bR b By 8 ecglnce based on
i esferdnce; (URI) and a uniformresource name (URN);

means for geperating a | ocator ohject fromthe.l ocator -
Code: HRRRIES 1o5dateNIERHEoRIesH LB elRated hosting SR for receiving
myssage Mertion of the email with the locator object;

and neans for delivering the email to the enail .
ser ver med& fofliderdifyng theselectad seémenas theiholding server in response to

C risi.ng: ns for ceiving the emajl, by the

GdB% reaindss S BRamctied RESing Shbr Befinistemlinkds a o

obj ect rhdadd forRadrietheOHhia0fle0bniohtheeABIding sBR&MSnfreponse to the
| ocating the data file in response to the | ocator

olipedinedse phthe heldingaesdr, and 27 WO 2004/ 084112

PCT/ SG2004/ 000053 . s for.deli ' a file

From ( FRSHbS 10Uy 0 de ieadBoe o8 g §atEl bhie’g database, the
I PP fiRCad el trdicHtingithe eckeidWsémenbs the h8ldinthserver.

systemas in claim18, wherein the nmeans for |ocating

the data file conprises: neans for determning the

097 oL e, AL, AORAM A6 HN thOTnd 4REHR RO the email to the

resp € | ocator object; and means

| dendil avBpchingribest i ng server containing the data
file in response to the data file address bein

det er niMAgaNS f%g%@ﬁi%adea@i@woé@iq@gra%néwe@gw 93{g file address,
d3na 16ddt6r B9HE BRfg one of a uniform resource locator (URL), a uniform resource

identifier (URI) and a uniform resource name (URN);

means for generating a locator object from the locator code;

means for replacing the placeholder in the message portion of the email with
the locator object; and

means for delivering the email to the email server.

18.  The system as in claim 11, further comprising:
means for receiving the email by the destination system;
means for activating the locator object in the message portion of the email;
means for locating the data file in response to the locator object being

activated; and
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20. The systemas in claim18, wherein the neans for
delivering the data file from the hosting server
w@ovpiosHes: neans for receiving an aut hori zat i PCI/R@3004/000053
provi ded by the destination system and neans for
delivering the data file fromthe hosting server to
t he desnéeans fandelivgsingrtheydatadiledom dige hesting senver to the destination

[ SRONRS, LS B HIOLLERNL Blirgboligho T ecel ved by

19. The system as in claim 18, wherein the means for locating the data file
comprises:

means for determining the data file address associated with the locator code
corresponding with the locator object; and

means for identifying the hosting server containing the data file in response to
the data file address being determined, the hosting address being indicated by the

data file address.

20. The system as in claim 18, wherein the means for delivering the data file from
the hosting server comprises:

means for receiving an authorization key provided by the destination system;
and

means for delivering the daia file from the hosting server to the destination
system by the hosting server in response fo the authorization key being received by

the hosting server.
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