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As an access terminal moves from a current access point to a new access point, the
authenticator generates a new security key or master session key (MSK) based on a
master transient key (MSK), an access point identifier and an access terminal identifier.
The new master session key is then sent to the new access point. The authenticator
repeats this process as the access terminal switches to other access points. The access
terminal independently generates the same new security key with which it can securely

communicate with the new access points.
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between the access terminal and the access point.

[0013] In another aspect, the key request message may also include a first value
generated by or associated with the access point, and where the first master session key
is also a function of the associated value. The associated value is also sent to the access
terminal to allow the access terminal to generate the first master session key. The
associated value may be an Internet Protocol (IP) or Medium Access Control (MAC)

address of the access point. Alternatively, the received first master session key is also a
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the access point; (b) means for sending a key request message to an authenticator,

wherein the key request message includes a locally obtained first access point identifier
and a received access terminal identifier; and (c) means for receiving a first master
session key from the authenticator for establishing the communication session between
the access terminal and the access point, wherein the first master session key is a
function of at least the first access point identifier and the access terminal identifier.

[0018] The apparatus may further comprise (a) means for receiving a handoff request

from the access terminal to handoff the secure communication session to a second
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termnal; (b) obtaining an acdess point identifier
associated wth a first access point; (c) sending a
foP@b88dont Ak dl§ pbink BLin@IRE TR DteE GesSidhaRY! Sithe 'c}nethod may also
secure communi cation session; (d) generating a first
meBrderecsadng ohirs ewoa@teai Wahmcgqnguatadfbyathe fiedseceshpoint, wherein the
pRst er transi ent . qu a@ Ehe % pccess fnt 1
cfe rrﬁaistfer %ei,sslo ay 0%’ a %e %nc 18% I0I § %s‘,?%matgg va éle In one example,
ﬂfénmsﬂla@@uam $€186 04y Wdhidet EteleﬁStr §ﬁe af aaSHtdItNProtocol (IP) or
using the first master session key. The nethod na

Mediune A cpess G anerol MAQaaddsss Hf iha rh ageasppeInhcdstae first master
RN ccess

BRLh KLP AR bl RARLAT I oo NEREAMIAEC00S 1o

I(me3]5 eCOﬁE&qﬂﬁﬁEIS sanpacaess ttanfinaiddf pravivieds eeipesing: (a) means for

(of0) i cation session to the second access point; )
%@E@.%teﬁ t@%%@ﬁ&em&e@ aigheafiegionlaped,an pg oy amﬁeffel master

I{ adSBShERYN wiftPMs a80ss @%ltﬁmd(bs eraﬁse?cﬁ’ Rt ARG GR %@ce@@b@ﬁlt identifier
entifier; and/or (d) handing off the secure

@&smtnd dthi ofirss essboprint; (Henses tordend e egpiegtad thie st agpess point

h d t k
oGRS T EFRECPn SEVRT dfbanyay o' Bk Erdrst master
RsibR&e§ iab AL uAGEMASSE AQb43t theWASSEH tharksRAt kéy SAd IRSAEH access point
session key is also a function of the first associ ated

vd@myféer wn/em(e) exansior cstatiish tha sseurgconmnunieagion am@nrmlyh the first

t |ea n.lategnet Frot
uﬁwgl gél élsg %onﬁr oln%ﬁﬁ}gé)emo&ld ?(e%s Jg g eg? té hat°F tay further
aﬁﬁ@ﬁ?@ DI Mtansafod obbgnih rasiccomd hedess st @dbnlﬁﬁyr BRYciated with a

al so be a function of the |P or the MAC addre
POODBTCCHNRAURE ENTSANS 49 KEEBE § NOBrREHEF ha%dOéf WP%I%&P the second

ﬁ&% V&O%?]tqg hah ﬁﬁ@@@ccuré Qdmlgwgfsﬁgg&dnsg%sﬁoﬁ%? [seactoﬁagééegpﬁomt, (©)

an aut ent| cat or on at
trxapnsl fev etnen@siger sckewd mssocicatiedkey tding ide@t degsaster transient key

nal ; b nmeans f tain an ccess
bk Pha secipd bt pams ddegti - o Ghcpa &b bbmﬂmg ©f the sccure

B&ARSnicHorS&8doftd BEYEDhd bk ffoihi ﬁs?ﬁg 6 GEDRd RAIsRE sdsSion key.
establish a secure communi cation session; (d) means

f(lﬂt24beﬁepla)t:®sar fdadgllc magtiem is eds) pmVIl@yl esnpaisingngtsiraetions  that
ster tran the fi

BB BT R Gamprimes R apE M piops fyabrigpe’ (5 instructons for

pstrakldns Fot BRalSIREME: SRR MiafdbntARySRER la@NauidnficdtB€based on at
first access point using the first master session key.

PRy aceelssel BpstPhiey Awppciptedt Weth thoapacss éermingf; (hBangructions for
Bl%m r&g\% cgdcg% Iﬂon?t 188&%6?%&8%%%‘[5&0\!\!&5 'fﬂgﬂgagc)c&n&;o}]nst, c()) r1nstruct10ns

assocl ond access

frnedhdigg aa Iﬂ@]illeﬁptBClhEI firshaouted fpofne qu establich &hecwec@ndnunication
access 90|nt to handoff the secure conmmruni cation
sagiondd) istrpHons diowrdcrEpg e dirganaer sewjon key as a function of at least

the master transient key and the first access point identifier; (e) instructions for
establishing the secure communication session with the first access point using the first
master session key; (f) instructions for obtaining a second access point identifier
associated with a second access point; (g) instructions for generating a second master

session key using at least the master transient key and the second access point identifier;



means for generating a second master session key using
at least the nmaster transient key and the second
w@e®essspoi nt identifier; and/or (d) neans forPdEOSI008/061645

of f the secure comunication session to the second

access poi nt using the second8master session key.

[0024] A processor readable mediumis also provided

SRR B TH) hﬁ%hétitﬁlfslfﬁﬂﬁaﬁd?ﬁg offedhc B8 cHS RInPNuRERioR session to the

nor e processors, the instructions conprising: (a)

bavend aesrehsapmntfusingi the sacand mastst sassiorsembl i shing a

ﬂﬁﬁéfr tranS|ent F wi.th, an authentlcator based on a
Rrgf)esFor 318 ?Vliiedk%%/l’n% [Sine- s processing ¢irquit con 1gured to (a)

aaggash atnseer ﬁ%hswr(tkk)a Mﬁﬁltdn%the‘ﬁﬁ&tf)ﬂéas@d)b@hﬂ’lbm ad@dp-level master

access poi nt |dent|f|er associated with a first access

fpoi #rsocittey Withsthe geeasoirsming: (béAbliHgaraadeayurastt identifiss associated

t [
gvgcézal %Iﬁf:&?%% ﬂ%? cats?ndee? }é%]?(%ért%g gﬁeet?rgfwcgssgp%mg egt%l'ls(ﬂnd secure
m‘:tﬁmamcsmsse@mok,e@l) @snaratt unfoki oastof se&tloﬂl &apts b fenction of at least
ster transient ke nd. the first access point . .

ettt ggnsigng ey pa t@%%ir%w?sarp%@tl&smrfiqﬁi &oﬁa iaglish the secure

%ﬁﬁﬁcmélsﬁtﬁhﬁqhé ErPs? 'aQ&sé’V}é&tﬂt L& tﬁerfﬁrst RAGéE&Ssession key; ()

poi nt using the first master session ey; (1)

obtsinr ackct@is adapss Pbindiidémdica ssswomell agthes ssepaidchiaccess point; (g)

identifier sociated. with a.seco cess i nt
SR b o en snaiPh g S SO B st dubb Ry and the
KR¥ndIatRE Fdin KBS fidrNeh Ik 5(21? hatd SfTSheRbulc¥bnanchiédi®n session to
second access point identifier;and; and/or (h)
theseeandtacenss Peio using ticrsgoandfmaskes ssssiairkeycommuni cat i on
session to the second access point using the second
mast er session key. [0025] A processor is also
provi ded conpBR$EF®ESCERIEEESN IOF THEDRAWINGSuUred to
éﬁ% establish a master transient key with an

Ak ntlihs feaurepawdycomdadvraages of th%pteﬁfé\v @ppsissney bggeyne more

( [

FRRGL FEE 8 IR RARARD LR o bien AR Biunction with

theidndwing<cin wieiohl like refepanst cliamctdneidénmﬁtcoﬂemdmgm thtouigbout.

Sh a._secure comu i cati on SeSSI on; ener at.e
ﬁﬁlﬁfsflgﬁﬁf‘sé ugtéaggﬁ BnWIEelgss commpupigatiqn, HY%?m ‘FI%P ¢qatralized key

ﬁﬁﬁa hethat fa@%dt%cﬂﬁ%}’lo%ﬁteh@? hiddo$fs. access poi nt
fier; establish the secure conmuni cati on

EEQQ] Oﬁlgwetﬂﬂ(obhe)ﬁﬁlngsﬁlgsac?gées@ pad B€C) irsd [ﬂgwtdnzgrzfnn [lblstrating a first
mast er sion (f) .opbtain a second access

PognE of 5 S0SaiTabed dighes cQRRBE REcEa G p L cepigized key
gRngicaicat MabREDIH.IRELR! loSLRENeN kRIS Ng at | east

the master transient key and the second access point

[092AL i Figete;3 (spmipoving Kjgshand3Bfnd ke iseer diagram illustrating a second
mglpseecon%e . 3E55 PN, tw‘%refegse c§n%%‘§1%‘éq§%°°es g%ifg\lc@w&ed key

Tt JORAW mwfamgarz@ssiﬁé olgealawheﬁ hamiiffyr e, and

ﬁ)%\éﬁa]nt %1%?115"6 2 fllhtlsljc]r%teps) raege%?rtallge%pr%gaesl o?s%cgﬁgokggs thart ?nay be used in
securing communication sessions between an access terminal and a new access point
during and/or after handoff.

[0031] Figure 5 is a block diagram illustrating an access terminal configured to

perform low-latency secure communication session handoffs.



apparent fromthe detail ed description set forth bel ow
when taken in conjunction with the drawi ngs in which

wo 2008/18456£r ence characters identify correspondP@miUg2008/061645

t hroughout. [0027] Figure 1 illustrates a wireless
communi cation systemwi th cenPralized key managenent
that facilitates secure, |owlatency handoffs. [0028]
[0082] eFZufC8MRId FoRg diiglitn iBdhtradiBg aNthefed bferdidnaPWh an access
diagramillustrating a first exanple of the operation '
stmpahia Ecdiaic eovenumiconmiwncasips tsession handed tana laj freidaccess point
Keynpnadement, Lhal, (AghhIdLales secuns, douslat ency

Ahdforf 157 S[%%té] i gure (icgﬁprl sgehg T 8]% @A, 3B and
RIOB3] sFigufd PW dblagk aipianl Ukktratdgng Atlcaaencr endigntd tofacilitate
the operation of a wireless conmuni cati on systemw th
oartateacy serk egMmHpSHEeTsesiembandpHEi | i t at es secure,

a f ' i t: -
|@43] 2FROEYE RACHRY dheeriel AR @B R g dnelBb A" EnGuinenticator
sefilitang acodnrt bmatunatise SSskionhahédfigem affirgcacass point to a new
termnal and a new.access point during and/or after
PEARRITORDt %@@@ﬂen&%@é K MaRagenins ARPTATHgr am
[dﬂbgrt FRutG i bREE %?'%ﬁgﬂn@ EIsR&in S A0 QW Snd @Bl facilitate

ow | at ency secure communi cation sessi on
v tiedncy sEOOSAImimiggateonssebgomhdridofis.di agr am

il lLustrating.a nmetho erational.in an access .
ldoshF i Tp 21 SR PES B IR inen P LSPRER swbafippent of an
harelfdintfaOMeanfihteslatcAGRBRALILAMt tO a new access
oint using a centralized key managenment approach.
F@G@B] Frugut kisra flewadipgremkillusteagingrn methad topararinepal am a first access
nt | . or .confi gured faci.litat w-|.at en .
BRbUPILARCE B theBiich o A bl Gl B tpcgsgpoint o

b Scoanfl besvsglpaiar @ingd 4 tanslaliadd ey reanathed appeaét.i onal in
an authenticator to facilitate a secure conmuni cation
HIO38] ohignEndafis af lown dagrpmsillugeatingsa pegthad pperatiopalyin an access

?e%ﬁr%?topdﬂt{l% 8@@/%9%&%1&& & E@tk\jezs%g?fga%ﬁesgi%GE'@se. ment

appr oach. gure I's a agram
illustrating an access point configured to facilitate

| ow | at ency secure ni i j on handof f s.
[0036] Figure 10 i s%i%@gé?ﬁgqéﬁﬁqlﬂst rating an
BT NAT inderoBBRAG ARBLpRM, & c@t@&ﬁ@ﬁil@@ﬂen%ivé}fi%ﬂ B&lvglivév a thorough

I ntegrated authenticator [0037] Figure 11 is a f '
didegstanding okt catbodgneantsretlbwdvaspie matlibenaldeisiood byi anstof ordinary

SESF B RS P PERASEOTRTL A8 Ui . ror
Wgcﬁi?&ﬁﬁsnﬁw B sHSWndnableetdiddrh®s dink e cMHdaae NBikure the
embodiments in unnecessary detail. In other instances, well-known circuits, structures
and techniques may be shown in detail in order not to obscure the embodiments.

[0040] Also, it is noted that the embodiments may be described as a process that is
depicted as a flowchart, a flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are

completed. A process may correspond to a method, a function, a procedure, a

subroutine, a subprogram, etc. When a process corresponds to a function, its



[0038] Figure 12 is a flow diagramillustrating a
nmet hod operational in an access termnal to obtain

w@nBos4sest abl i sh an active set of access poi NPGT/US2008/061645

DETAI LED DESCRI PTI ON [0039] In the follow ng

description, specific detailsltare given to provide a

t hor ough under standi ng of the enbodi nents. However, it

Wihinalen ¥BEEHBHhAOR PYet@eoiahe AtttiBANRY tifKEdllind Rurlchén 8F the main

that the enbodi nents nmay be practiced without these

8petdit.i c detail. For exanple, circuits may be shown in

Bi g‘fﬁ diﬁ rea\rfmr L0 092{ %el{l u%tn tE(l) Peb§ec uIqteont hoer n? r}bodgi 1ne n%oslr storin
1%] unnece sgri/’%l {O5H9° UG THDY PRt ANtes) WEF 1 kiTow g

@ath CiachudingSitch@oh Y @8mand (ROM)NadEs IRYssDRcHBBWRARI), magnetic

detail in order not to obscure the enbodinents._[0040;

dsk storpge Mmedipnse @PtiftSteHEe SrdsIMeiSE hei)oyedevices and/or other

ﬁ%&ﬁﬁ% qggda@?e ?r}ee{u E¥or thﬁﬁ%Hﬁ{o%Rﬁ&{edTﬁs téfm_“machine readable

owchart, "a flow di agram structure diagram or a

biledimkn " dhagdanbutAb hbwlirghedtof fontab leat tfixe@ ytoekps eiciviaes, bhecal storage

gper ations as a sequ(fnt l.al process, many fef t he. ..
pasest VR SCSRNBRS R VaoHs pthey un} g§pagle of storing, containing or

g&ggﬁg{nggﬁg%ngg)gn@/ggagtg_on, the order of the operations

may be re-arranged. A process is termnated when its

{9d2ht i divsthameore.onmbediewntsAmay oee smplereniedr by dpaivcire,osoftware,

met hod,. function, a procedure, .a subroutine, .a )
BB Piddlowte, MiResrdd fr Blecantiyiopceisal Ry iplemented in
§Redrk OftsmWArs! RidHIARdrt QR 18i0FdcB8R ARE PrdePard b8 BF Bo®f segments to
the function to the calling function or the main

perfom the. ndecoBay] takr ey die, stered tip ragectaetragdabiaynedium such as a
r.epr el r re Vi C for stor] a

RS S P 88 Pl D hefSy y Fehntor PR ASS Minocray ke 4
(RRMegnivng metyl ecpidssht 8 tproegiardred ifuitsion 0ptdubplogfingr #aGLogram, a
medi uns, flash nmenory devices and/or other machine . .
Fusaabt subfeiiive MOALISE 8rSPHYArNPHkAES i DRAsSTIE g gembination of
P f PR BT btk BElGHERR, Athad SefiBh hifbe Bobpled o
gethaande wegratress € hamneals ciandt baphois aidier roacedingnikformation,
gﬁgabl e of storing, containing, or

arryin
1 FHEPF Y (R AP0 THEPYLY 584D} ﬁ%ﬂr%;lﬂgﬁgw@ments, parameters,

gRodL NBaY He ?ﬁse‘&? fdrRl ROEBE &andYittBALAVW L suiBBd MRER: including
firmvare,” m ddl eware, m crocode, or any conbination

miemogpsharimpencisagd mveng.gdkdnrpasshg.vitveorkftiansmissien, ctc.

' ewar r_mcrgcode, the programcogde or code
o RErPEe A rarbr AR Aovwemcu PO BT RRn Poniietiat ggovoen an
hdteds TERGIaD€c. f & Akl BcrmialhIU RYifkG RSt eenﬁhfa[,aeg@.?] ARgioW or more
or other storage(s). A processor may performthe .
freesss pamys (@gkshasq stations, etc.). In particular, a scheme is provided for
establishing secure communications between an access terminal and access point
without risking exposure a master key for the access terminal. This approach derives
master session keys for low latency handoffs and secure authentication between a new
access point and the access terminal.
[0044] In one aspect, a centralized key management scheme is provided in which an
authenticator maintains, generates, and distributes new security keys to access points.
As an access terminal moves from a current access point to a new access point, the

access terminal sends a short handoff request to the new access point. The short

handoff request may include the access terminal ID; it does not include the access point



code segnent may represent a procedure, a function, a
subprogram a program a routine, a subroutine, a
worp@shaisea sof t ware package, a class, or any PCT/US2008/061645
conmbi nation of instructions, data structures, or
program statements. A code sefhent may be coupled to
anot her code segnent or a hardware circuit by passing
and/ Phe MBREhALOIpbinf MARIHANsendatRidcAliBHTRIY $he access terminal’s
parameters, or menory contents. Information,
aieguuﬁ@rtps:he pathamtiatnrs  Usieg a pr@tl@uslyrgyneb@tecb awsted fransient key, the
g%{e’\f{s\a ulgoqgt 1dﬁ§1ﬁetrgea gzégllt ﬁalgtlf\rl%sog é:n% Iléz (? Hl&eac?%ﬁ% c?]rrmnal identifier,
pRSEIRGticAet Ay kehéraRsdThBiSted Bessdh ey [(MBIB)].  The nfag@t Yession key
prOV|des a system and nethod for key managenent
pey beih basericioeds acepsyinoant. ( Ehgy authggsafas Iiemaﬁq tag process as the
I n 0
R ERRHE Shi o0 fher Bl oA, O e i A Shidependently
gakenss ths spmownecdedcity kegtvall whtuhng czﬁESHtmEIy communicate with the
comruni cat.i ons between an access term nal and access
POY AECHE BHBYt ri sking exposure a master key for the
Eﬁ)@gfsslﬁ & ﬁ]t&ﬁlltwe-ré}hﬁ'ocﬁ‘tﬂ%to A, 8T st IH?}?SE%G SE8Rb&%ed value
eys for |ow | atency handoffs and secure
whichantémdo ithmalik¢nteeor an thevikegzocgsst m@t also anvdudek ¢he access point

9tlﬁ‘gr1aé]§g‘fn‘é$§?lt "gagi‘@néilﬁﬁ? ol Ea0F &t e geesgﬁprogllt ‘nfay be used, in
AdHii@Ntth CAE Omadtei MladliB® k&L n@dc@ﬁﬁ%om@ﬁ@lerﬁiffe‘rréﬂ@iUTa@&ss terminal

new securlty keys to access pol nts. As an access
tdenidigrato gmvr@se £ GISIEr 83BIPRIEY.access point to a new

ﬁﬁ)ﬁg]g f lttern%tlv% o%%r%eﬁte{h@ arﬂlﬁlen’agatgr rng}i_ﬁave %ﬁn Fl%socwted value

NEW access

Raftiahdy be QsiS tin mn@mcd thdemidhe tmgleﬁtskdye aedeBaboihDidehtifier and
does not. i ncl ude the access pointlD. The new access
W%&temya&%ﬁlf@éﬁa ZRRYAtE e psteeressipitk@he access

ngh' tﬁat | ge rlltc&ésk Errﬁlﬁalt Ilﬁg LGSR i abok- m LN%sGon key, the
a e

rev ously generated master nsient "Key, access
aaicsy ternliaalt nnﬁy énd pet the amlciatedd\earlud fih enrious mednls dudh aandlirect or

SRR TP R B! ey SRR B o

SRR RBoKEN [FBOHREACERs ?)%ﬁltt $OfbRCinAiARASH BeINB brodd¥st by the
aut henti cator repeats this process as the access

twheritigator snidcessgwinton quéséipnaccess poi nts. The access

rgin i nde ent | enerates the.s new securi t .
80, F e R T o SRR T PP SRl Qe AP HEgHe 6 Lstablish
RRMOEGERESN BRablive sdt 004&desd Poidty \ﬂitﬁ Qi it @ communicate. Rather
enbodi nent, the access &OInt may have an associ at ed

{han @btajiting Ar negosiaing peY KRS wherhaaqcesst toFmingl MpECS@y new aceess
A S8h5c U LUIFRPLES, LG5, TR 4B s
REMRGRSE MaYisithul Yo ey Uﬁ@:dl,cuﬂréhtly maintain or establish security associations
(e.g., keys) with a plurality of access points within a sector, area, or region. The pre-
established security keys may be subsequently employed by the access terminal to
communicate with the access points in its active set without the need of reestablishing a
secure relationship between itself and the access points.

[0049] In some aspects, each access terminal may be in communication with two or

more sectors of one or more cells. This may be done in order to allow handoff between



addition to the master transient key, access point
identifier and access termnal identifier, to generate
W0 b@stasster sessi on key. [0046] In an alter nat P/BUS2008/061645

enbodi nent, the authenticator may have an associ at ed

val ue which may be used, in addition to the naster

transi ent key, access point identifier and access

aﬁ'fefenm &bctbedH édills &fs, ant ccB@NREAME] hﬁﬁeﬁ%ﬁ halelSeRs Ip%ber capacity
key. [0047] So that the access term nal may generate
e%&awatﬁaébeﬁnsésxr@momﬁy, the access term nal nay

R0 SR kP PEReg] FEL Bl R P SRR P i

Git8rthe h@ce&@%r@ﬁﬁ%@ncﬂﬁﬂaﬁblw%&mddm, ast @nd RRlude some or all the

aut hentjcator, or to another access point, or from

fUICBOIREY Of By SkitieRd e AYedb B, tdiesonti RESE itermipplogy. An access

REBASE RN UehofESHH AN aniGfAGRe Yhe BN BRIAAGRKMIS of, a user

provi des”an access termmnal th 'S con gure

eqiip bt Eud ivire legm e arhiaiuni catioradd vii aee t@ﬁmnad),fmdﬁltws&mnal, a mobile

points with which it can conmmuni cate. Rather than

IBER ¥ WY AT LGRPAPEhG new keys when an access

50 Nehe MANGSistiOn %dﬁ%% 1RE YBSSibR®iHtoin %‘ihyaglgé \B% 1?8%@1 f8f various

eys i s mai ntai ned e access term nal
wneleas:mmumeatmwmmysush auh CANdAuybtgmon TCDMALﬂys@m, y FDMA

na intain or estaplish s curit ssoci at i .y )
PRl oS Bh R Rh” R i eSO RS SPRRMBsvstem, a single
&ﬁﬁE@FDkﬁ(€9C4@ﬂwnsgy§%h1éﬂw%oﬂﬁﬁeﬁi@Pbm&h%Qm&ﬁﬁﬂﬂﬁéyonhognml
keys may be subsequently eqﬁwoyed by the access

frequenagl dlt’lélo@o mliinledne (WHRIM).hevhadhcés s pestdudagiopntechique  that
rflluvﬁas RE vl soé'{g bQL% wﬁﬁl? 1n(%o a‘mﬁ@% Zﬁ[): ofc’[ﬂ o%a]a%u%%gr%e% These
a se

ironshi p ween i ess

mﬁé@ﬂerd dte slmmscp&mb@ bu@a@ﬂd a@oﬁswlmle@mmleaaﬁwbbmieﬂ may be
comuni cation with nore sectors of one or

drpandenthy anqdatese “a%ln éatF‘nAélr derFM An sy Hemnaay dftﬂlze 'interlcaved
pﬁMﬁﬁ@ﬁbM@r f‘omiraﬁﬁﬁl'i YnS %ﬁfc?ﬁﬁlni ‘?ha@sar@rhlﬁﬁ&?@&’ across the system

term es or trave proper capacit
baniagéte icalizd d/DVMA ArFDVAgrto teasoiton § BIO6L bf ABJ ausedubcarriers,

her C |nt na be a fixed statign used
Cormunia PSS ?ﬁff‘gD Aoy Fatsmeicers gl blsks gﬁéﬂaﬁﬁa\} subcarriers.
H Sk h&dBitRdyhBoRSre 8¢ id ﬁ%lﬁqﬁerﬁ9%nﬁfn #lth OFTSM and in the
functionality of, a base station, B, or sone

bnhebnmerwﬁhS[b@QNhﬁm access ternlnal nay al so be

BT Sivar e £ 2Hap 0 e BGA Foffick, b Sniepablgythentication

FrRGBAN{CAP) ®at ASYIk Gethet RYIWhIR of APht-hasd bdtbidy, MK at an access
nobil e station or sone other term nol ogy. [005 ] The

peiahai asicspssttesiingleuidls bl evthprtiratien glap beedpnabsiovage the access
%’?‘1%%21{ Md YR h&lléﬁtlcatlon server (e.g., in a network controller, AAA server, etc.)

via the access point acting as an authenticator; the authenticator may itself act an
authentication server in some cases. In some instances, the authenticator may be co-
located with one or more access points.

[0053] A Master Session Key (MSK) is established and maintained between an access
point and an access terminal. The MSK may be calculated (e.g., based on the master
key MK, or MK for EAP applications) to secure communications between the access
terminal and the access point. For example, the MSK may be calculated as follows:

MSKn = PRF (MKn, Data), where PRF is a pseudo-random function (e¢.g. KDF (key
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terminal may be shared among all access points to secure communication sessions with
the access terminal. If the top-level master key MKo is compromised at any one of the
access points, it would compromise all communication sessions between the access
terminal and all other access points. An advantage of using master session keys MSKs
is that if one master session key MSKn is compromised at an access point, the master
session keys for other access points, MSK1 ... MSKn-1 or MSKo are not compromised.
This is because each master session key is unique to a particular access terminal and

access point pair.
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phichtmdyl Be a 1dis- teﬁﬁd&eﬁz fkﬁar’edil bt the access terminal 118 and the authenticator
120. The authenticator 120 may then generate master session keys (MSKs) (e.g. Key
for Evolved Node-B (K _eNB)) for the access points 110, 112, and 114 based (at least
partially) on the master transient key (MTK), an access point identifier, and an access
terminal identifier.

[0058] The authenticator 120 generates such an MSK based upon receiving a new key

request message from an access point. The authenticator 120 may enclose the
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handoff delay may be obtained compared to an access terminal-authenticator
authentication which may be done on power up, for example.

[0062] Figure 2 (comprising Figures 2A, 2B and 2C) is a flow diagram illustrating a first
example of the operation of a wircless communication system with centralized key
management that facilitates secure, low-latency handoffs. In this first example, a master
session key (MSK), as described below, may be generated based at least on a master
transient key (MTK) (e.g. Key for Access Security Management Entity (K _ASME) or
root Master Session Key (rMSK)), an access point identifier (e.g. cell identifier or cell

ID), and an access terminal identifier. Also, in this first example, the authenticator 120,
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short request may not include the access point identifier (AP_ID_A), and it may include
only the access terminal identifier 220. This minimizes the amount of data that is
transmitted. Access point A may then send its identifier (AP_ID A) and the access
terminal identifier (AT ID), in the form of a key request, to the authenticator for
generating a first master session key (MSK 1) which may be used by the access terminal
and access point A (e.g. Source evolved node B (eNB)) to establish a secure
communication 222.

[0066] Next, both the authenticator 120 and access terminal 118 may independently

generate a first master session key MSK1 based, at least partially, on the master
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B 112. Unlike the prior art, the short request does not include the access point identifier
(AP_ID B) 240. As a result of not including the access point identifier (AP_ID B) in
the request, the amount of data transmitted is minimized. Access point B may then send
its identifier (AP_ID B) and the access terminal identifier (AT ID), in the form of a
key request, to the authenticator for generating a master session key which may be used
by the access terminal and access point B to establish a secure communication 242.

[0068] Next, both the authenticator 120 and the access terminal 118 may

independently generate a new master session key MSK2 based, at least partially, on the
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As described above, the access terminal may send a short request for handoff, where the

handoff request does not include the access point identifier (AP_ID). The authenticator
120 may then generate a new master session key MSK3 based (at least partially) on the
master transient key MTK, the access point identifier and the access terminal identifier.
The authenticator 120 may then send the master session key MSK3 to the new access
point C 114. Both the authenticator 120 and the access terminal 118 may independently

generate its own version of the new master session key MSK3. The access terminal 118
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[0073] In some implementations, the MTK derivation may also include a random
number generated and/or supplied by the access terminal 118 and/or authenticator 120.
As such, a protocol may be implemented between the authenticator 120 and/or access
terminal 118 to derive, generate, and/or exchange such random number prior to (or
concurrent with) derivation of the MTK. As it is known in the art, many instances of
the EAP exhibit such an approach.

[0074] The access terminal 118 may listen for broadcasts identifying local access

points for obtaining the access point identifier and optionally the access point’s
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transient session key (TSK1) may be generated as a function of the MSK1 and “other
data” for establishing the communication session between the access terminal and the
access point 332.  The “other data” may be a quantity, static or time-varying, that is
known to both the access terminal and the access point, or it may contain fresh
generated quantities such as nonces that are exchanged subsequently in a separate

protocol run for the purpose of deriving TSKs. Such protocols for deriving temporary

session keys from a master key are known in the art. A communications session can
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nurnber chosen by the access point or the authenticator. The master session keys

(MSKs) may be short-term, link-specific keys. A master session key MSKn may be
generated using a pseudo-random function (PRF) or other suitable key derivation
function. Because the master session keys MSKs are generated using a common MTK,
at least the access point identifiers AP _IDs, access terminal identifiers and/or another
associated value used in the derivation of each MSK should be unique to a particular
access point and access terminal pair. The authenticator 120 may then send the second

master session key MSK2 to the access point A 350. If the authenticator uses its
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120 mapahen generate a new rnaster session key MSK3 based (at least partially) on the

master transient key MTK, the access point identifier, the access terminal identifier and
optionally an associated value. The associated value may be an IP or MAC address
associated with or assigned to the access point or a nonce or random number chosen by
the access point or the authenticator. The authenticator 120 may then send the master
session key MSK3 to the new access point C 114. As described above, if the
authenticator’s associated value is used, the authenticator may send its value to the

access terminal so that it may generate the same master session key. Both the
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[0084] As used in Figures 1-4 and the description herein, the master transient key
(MTK) and master session keys (MSKs) may be specific to a particular access point /
access terminal pair. The MTK is used between the authenticator (which may also be
an access point) and the access terminal. The MSK is used between an access point and

an access terminal. In some implementations, the master transient key (MTK) and

master session keys (MSKs) may be used for a short period of time (until a secure key is
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may contain fresh generated quantities such as nonces

that are exchanged subsequent3¥ in a separate protocol

run for the purpose of deriving TSKs. Such protocols
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[SBEr Flgaye WK artlogkeldiagams dttiataéilc an access terminal configured to

perform low-latency secure communication session handoffs. The access terminal 502
may include a processing circuit 404 coupled to a wireless communication interface 506
to communicate over a wireless network and a storage device 508 to store a unique top-
level master key MKo (associated with the access terminal) and the MSKs associated
with each access point. The processing circuit 504 may be configured to securely
handoff an ongoing communication session without noticeable interruptions in the

communication session. The processing circuit 504 (e.g., processor, processing module,



with the access termnal. The authenticator generates,
adm ni sters and/or distributes transient session keys
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descri ption herein, the master transient key (MIK) and
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ccess ter
cornrnumcatlon session to the second access point by sending a short request to the

second access point without including the second access point identifier 614. As
described above, the short request may include the access terminal identifier only and
not the access point identifier to minimize the amount of data that may be transmitted.

[0092] Optionally, as described above, a second associated value may be received
from the authenticator or the access point 615. The associated value may be an IP or
MAC address associated with or assigned to the access point or a nonce or random

number chosen by the access point or the authenticator. The secure communication



[0085] While the exanples illustrated in Figures 1-4
often refer to inplenenting the centralized key

worwagatsent schenes in the context of handi ng BET/US2008/061645

conmuni cations froma current_access point to a new
access point, it may be inpleHented in other contexts.
I n one exanple, rather than obtaining or negotiating
REWoK &Y MR ABhRICH RS %het REH D@ ccfDYARS dsth dgaatn@azyt AGARRE second
point, an active set of keys is naintaine a%
nesies §e&s®nnk%algenerhtad based tonethgcwesier trensitmakeypepe access point
S(fglsltcl) 15T eoﬁéels{te%ln%?}éfégﬂgle%natnlfiﬁp EHJ ? ?etcgg %srsgf%l tgg value 616.
[0®9B] STIM hdveks Rriv@el @by thRhéand off th@ gdcﬁfb coﬁhﬁuﬁ@&ﬁﬁ%ession from
oints with which the access term nal naintains such
Ccriifbt GFeBUROIBY toctha sasandmcces it apdassweiihtvinge second master
. , ) e
(B 18) TR BOR AP T  AGHND BBl g une e
aabtey erasgéntokeyanhaccess Iioelitmdﬁﬁﬂlﬁert hie: acess sertrgfiah idedtifier and

and nﬁM/access p §Qt may establ jsh a secure ke%ﬁ For
LIS E 2 DEHsspotates V4 les Rigsasralsiac ABhAsts $SSRBIY ma

RR9apP! Fhrdr TBSEIBEK 88 l%hpﬂlugﬁﬁltggl\ﬁ@utheﬁlggﬁgﬂ co ﬁfed"ffo facilitate

centrallzed key nanag ment neth Is 1nplemented I n
tove latawey esccusf cammaoicatien sessiaf haokdétss ﬁﬂlenamhettth;etor 702 may

access terninal ve a new naster ses

REDE Nisgror e, FelbMan ko GichrS 6, PR THEN o Jagacs 706 1o
esthtinRid oResa ﬁéi@/oﬁ&ziﬂlieﬁhbﬁgé QEvis PN @&tdrt atuBidub fopIRWel master
access point. [0087] Using an active set of access

Jooy Mléo Whsspeiated evith an jageess Iéérmnﬁhag”ﬂmmcmmaddrcuaﬁM may be
gon (‘gklre etg fgcglpﬁl‘t% a g cupe lffa d%ﬁeof%%c %%81 corq}ml%lcatt%n session from an
a cess p0|n s In

nmuni ca 1oNsS w

hdc‘éssacﬁdlﬂte t6etan [Q088] tdrirgntl € vathost andilcestc dii@gir@stions in the
illustrating an access t er m nal conflgured to perform
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8558Gh&kedcd phingach access point. The processing
circuit 504 may be configured to securely handoff an
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I G by 30e £ BisatED Sgoion fuBle B £ s i pgint o @ new
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configured to generate one or nore keys that can be
fywgter arseent key M EKonkassid oata toprlevst giagtgr key associated with the access

terminal upon the access terminal requesting a communication session with a first
access point 802. A first access point identifier (AP_ID_A), an access terminal
identifier 804 and optionally, as described above, an associated value may be received
from the access point. In an alternative embodiment, if an associated value is used, the
authenticator may use its own associated value as described above 805. The associated
value may be an IP or MAC address associated with or assigned to the access point or a
nonce or random number chosen by the access point or the authenticator.

[0096] A first master session key is generated by the authenticator based at least on

the master transient key, the access point identifier, access terminal identifier and



[0089] Figure 6 is a flowdiagramillustrating a
nmet hod operational in an access termnal to facilitate
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access point to a new or second access point using a
central i zed key managenent approach. Initially, a
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noticeable interruptions in the communication session. The processing circuit 904 (e.g.,

processor, processing module, etc.) may include a key generator module configured to
generate one or more keys that can be used to secure a communication session.

[00100] Figure 10 is a block diagram illustrating an alternative embodiment of an
access point 1002 having an integrated authenticator. The access point 1002 may
include many of the same components as the access point 1002 in Figure 9 but instead

of communicating with an authenticator via its communication interface 910, the



MAC address associated with or assigned to the access

poi nt or a nonce or random nunber chosen by the access
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[00103] Figure 12 is a flow diagram illustrating a method operational in an access
terminal to obtain and/or establish an active set of access points. The access terminal
may scan for access points 1202. As a new access point is identified, the access
terminal adds it to its active set of access points 1204. The access terminal may
establish a master session key with each access point as it is added to the active set

1206.
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access point or a nonce or random nunmber chosen by the
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ure is. a block diagrami Iustratln%
Eﬂf&&%ﬂbé Gt OF GGG BT 1 S cPBRPRoRiape. or functions
whahdhtCa R HHY 'ﬂiecé‘ﬁéré%{bns@tsﬁle PRehtdPAR8dH nuffRr 86688Fon. Additional
poi nt 902 may i1 nclude a processing circuit 904 coupl ed
clomantsi rehpesntsontrpni valferofuncimrer hag @l®0@: rdded without departing

0 W t h,one or term nals
EO R B, Te AP al g iSRRI B 1hRgpyed in Figures
aw, hrent dladran OborPlgirkd t@@@ﬁ“&ﬁn B Bt BorcdTdh@methods, features,
storage device 908 to store uni que top-| evel mast er

ReyjIdssqrakedon Fiae i o ik, Ab6ediar 121 gyl almnaihms described
RERGSRR] POALIEH tmpldtheRY 1P SARONL LANEEGb QL RRAGLAR! ©

a secure an ongol ng | ONn ses
fﬂﬂfl 07t MeoRCafesksl] pothat ard %utcbﬁﬁtfheﬁap[ﬁﬁ&aﬁeethm thalvarious illustrative

loglcal lLajlocks modules, circuits, and algorithm steps described in connection with the
embodiments disclosed herein may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular

application and design constraints imposed on the overall system.



noti ceable interruptions in the comruni cati on sessi on.
The processing circuit 904 (e.g., processor,

wEe@saesssyng nodul e, etc.) may include a key gePEr/E8m08/061645
nodul e configured to generate one or nore keys that
can be used to secure a comuifl cation session. [00100]

Figure 10 is a block diagramillustrating an .
0t 88 N2hE VEIRRTOIRE BE thRfapplic A6 ASSorBel Abre 0O ReaipMnented in
an integrated authenticator. The access point 1002 ma

flifcrandesystems  ofithohe depprtingofrpondhe sappbicativa. acBerssxample, some
oint 1002 in.Figure.9 but instead of c Uni catin .
R R 2ty e bRl B, RokopPRgeor strc

n-a
SmuhiRerst Bentd cat 0hccksl @rintha00ardog phiealitwi dfméBiR or static base
access point 902. The authenticator 1012 and access
paliens (¢@oacHEyPYPBI-ate as illustrated in Figures 1-8
1 . C s
fttads texfouls Wiy S e repedsBe Bbbihcl e Hhrely qamples and
peindt td be E@acirlied at lemAingahe agplication NTloaddsorip timss the embodiments
handoff fromthe first access. point to a_secopd access
poinknders itqqge allestitiy g andenptiie l%ﬁ%fg&?@ﬁtofatgwggm Aphigich, the
{)ﬂeﬁétft REGERS R BE I’é@(ﬁg) UFRicd tF gﬂfé?ttyﬂésoﬂf APp A0S and many
ermnal to establish secure conmuni cati on sessi on,
alhenateysiestdifiog®nsncindivacituoe vall baepessntgoithuse skilled in the art.
identifier 1102. Upon receiving the request, the
access point may send a first access point identifier
and optionally a associated value to the authenticator
1104. Optionally, it may then send the associ ated
value to the access termnal so that the access
term nal may generate the sane master session key
1105. In an alternative enbodinent, if an associ ated
value is used to generate the master session keys, the
aut henticator nay use its own associ ated val ue and
send it to the access termnal to generate the sane
mast er session key. [00102] The access point then
receives the first master session key fromthe
aut henticator 1106. The first access point can then
establ i sh the secure conmuni cation session with the
access termnal using the first master session key
1108. Subsequently, the first access point may receive
a request fromthe access termnal to handoff the
secure comuni cation session to a second access point;
t he request does not include an access point
identifier 1 1 10. This nmay cause the second access
point to send a second access point identifier, the
access termnal identifier and optionally a second
associ ated value to the authenticator 1112. It may
then send the second associ ated value to the access
term nal so that the access term nal nay generate the
same nmaster session key 1113. In an alternative
enbodi nent, if an associated value is used to generate
t he



mast er session keys, the authenticator may use its own

associ ated value and send it to the access termnal to
w@emenatsed t he sane master session key. The accPGHURN$I061645

may then receive the second naster session key from

the authenticator 1114. The cbrmunication session can

then be handed of to the second access point 1116.

[00103] Figure 12 is a flowdimgsamillustrating a

nmet hod operational in an access termnal to obtain

and/ or establish an active set of access points. The

gocess 18103 DRl SEANLLQL ATEEIS PRI S 1202 As a

new accesee P At s PUEhETF TR ™ REPAEYEss termi na

adds idceitvihg 4 BrsBetiioie fivet artfccaB e@sting @b BitshlikBA4ecukbe

access termnal nay establish a master session key

(RRUBIGROTRCsHA’ Vigdhhaccgss Nointy s added to the active

set 1 : T ' y .

scces Nt edbost i ERE8 o SRR ARG shekiPRERey ryss

acsragt archidean sicaly ok@ined dinstacess poipoidohtifident afree@ivedawcess

access.termnal  identifier and optionally an

5@§6@f5k%@g%awuk received froman access point or an

aut hefgcbi‘%ﬁ%oef firseR8ster R s HES LY REH ROAURontichiSr A7 2OGH RS the

val ue may be fromthe access point or the

eorhimeniciioet ssssiambictwayn the aaeess RromalVGl thd dcess point, wherein the

ssociated with or assign 0 the.access point ar.a
RER BEsGt sl BB g sl ouy e BT GeesuBtbhpfific? and the
Suell teRsheridsessron key may have been generated as
illustrated in Figures 1-4 and/or 6, for exanple.

[ 00105] The access terminal may initiate a
SOMTUIRp, € %Eejth%la ot ¢ith 4w, e}ep e Kby isetqugs% %1ee%§a|$e %is%tinclhrfdets rgleﬁl‘st
Gctive Ser, Cwherdin a Trrst’ mast erl'sesss Key
assdaicat/elllc Welidratcd®y kg ftcR§oaE Sandahdfirst abtsekkyti® also a function
secure the communi cati on session 1210. The access
poihaessegiptedisi®quent |y switch the communi cation

session to a second access point in the active set,
wherein a second naster session key associated with

Bhe sEhomdthedeoéshipdi wheictn ths &dy taouse cassagk hiso includes at least

co nication session 1 . Even after cess
9@%@&%% i Eeco (1F of @#Zhw Kerp sorl GlaBhaidiagane access
PShfand tRE I hadierBSIG kS5 81587 HRYioARY tHRAP or the MAC address.
subsequently reused if the access term nal sw tches

back to comunicating with the first access point.

0010 03] r re of . the conponent st eps, and/or.
Bunct 1 BRE o RSP PLT dav i GarBened rast sk SesBReds aso a
Binclon d0an akdodited Oilud gerlBdtedBy bEAKEANBE W iANKE Althenticator, and
conbined into a single conponent, step, or function or

etssersepoinhroseiyey e agonistndetsius, fram dipsauthpnticalpct i ons
W t hout affecting the operation of the pseudo-random
nunber generation. Additiona

5. The method of claim 4, further comprising;:

sending the associated value to the access terminal to allow the access terminal

to generate the first master session key.

6. The method of claim 1, further comprising;:
receiving a handoff request from the access terminal to handoff the secure

communication session to a second access point, wherein the request includes a second



el enents, conponents, steps, and/or functions may al so

be added wi thout departing fromthe application. The
wa@ppanatses, devi ces, and/or conponents il | ustredEUS1008/061645

Figures 1, 5, 7, 9, and/or 10 may be configured to

performone or nore of the methods, features, or steps

described in Figures 2, 3, 4, 6, 8, 11 and/or 12. The

AQYQ pAhtqEt i Bsse&iaet Wagith 86 cBRYpORR & hhichi et |y

i npl enented in software and/ or enbedded hardwar e.

f@omonicatiiossesion isgR bk handedtoie art woul d furt her

appreciate that the various illustrative |ogica

bl ocks, nodules, circuits, and al gorithm steps

descr TheghethddoPaneats, anther édmpignembodi ment s di scl osed

herein may be inplemented as el ectroni c hardware, )

conputddingshe seeerd agescRitid identiftsn andhepechycdpeces &aminal

' 1St r [ Sy r ability of hardware and

g%kﬁ@%?§?§V%??§U§E§§P&Qﬁ?ﬁ?ive conmponent s, bl ocks,

nmodul eadingy of€ thctommaundceasioapsssivave tixeenomtescedshppihtabove

generally in terns of their functionality. Wether

such functionality is inplenmented as hardware or

gof t weh &n{d@RARHSIaHAQAN wWhBRiPAL ir& Whedler 3RBloh GRY i CNsHRGerm, link-

desi gn constraints inposed on the overal

spesiferkely G0 @B)miTt eaticas botwech datageess tofind @nd sl dccest ipomt.

descri bed herein can be inplenented in different

systens w thout departing fromthe application. For

gxanph@.ac&l8BoinMBd BRI AL i ons of the application may

be perfornmed with a noving or static conmunication

devi cenmeaagy; andccess terminal) and a plurality of

{00105 ReeSEREHPIRE SR RS, b PEESRRP 8%

enbodi ment gecailve afestetyuceiidomlag scendtcdmanat establibiea secure
construed as limting the application. The description
of the enbodi nefRMMuBICHiiRNersaEeN Vg theaqerssydittat i ve, and

not to limdt 4t ' . )
present t g%etrc]ﬁi nge ng(g%gtbrggsrsé 3&0 %&}%ﬂ% tllé%m‘fs %ﬁgﬁehnte 1.?9 key request
types of appar atgssage arnthdemayocally ebtaatct Vies access point identifier

nodi fi cati ons, and variations wl| Pﬁ af arent to
AdER

those skilled i fGhECEMEd BfCRINRMINA ot

oper at i onalecERec aTir@GRARS sEQIdAkeG IR 1R adthenti €4S 18} Bafishing
first request froman access tefmnal to establish a

secure communi cticicommnymecition sessmntbisey o desaccpssi teminal and the

sendi ng a key reguest .nmessage to.an_aut henticator, .
Wherein the key ot HBSERBS AL UGS S oBagY iy function of
obt ai ned first &q%mﬁl_eﬁﬁbtrﬁccés@?mﬂtideﬁfiﬁéﬁﬁﬂld&hé 2e8iMefhinal
access termnal identifier; and receiving a first

mast er sessi on Keytifigtom t he aut henticator for
establishing the

10.  The access point of claim 9, wherein the key request message also includes a
first associated value generated by the access point, and the first master session key is

also a function of the associated value.

11. The access point of claim 9, wherein the key request message also includes at
least one of an Internet Protocol (IP) or Medium Access Control (MAC) address of the
access point, and the first master session key is also a function of the IP or the MAC

address.



comuni cati on session between the access term nal and
the access point, wherein the first master session key

WO 2008/18450¢ct i on of at | east the first access poP@I/US2008/061645
identifier and the access terninal identifier. 2. The
method of claim 1, wherein th® key request message
al so includes a first associ ated val ue generated by
ihe agres&cRYoMtof3NEMIONGhbiciSthe FERHRY H&¥mdsterabSRnikey is also
function of the associated value. 3. The nethod of
g funichron of whessegipied Weluk ggnaratqdiby r awsesialigd thd anshdnticdtodesd the

at | east, one of, an Internet Praotocol  (IP) or Medi um
RecudHufiur ndRes M Bl FoR! B Quupbaddee o e “ane
the first nmaster session key is also a function of the

| P or the MAC address. 4. The nethod of claim1l

Wher ell fe teressy radrtiof ébrimi s wherghy the peassssobis fkdhericenfguyed to:
a fungti [ .
Pssocr SO BoRReRTHREIPE IR WEnARTES i nadls tominal o
paicpdte thedastwasstdrizessisslayl at ed val ue fromthe

aut henticator. 5. The nethod of claim4, further
conprising: sending the associated value to the access
i1 M 1Rl 2 d Qs AW FicliEmAC GRS R il B PraRYsot & HRAG RhEiohiag to:
first master 'session key. 6. The nethod of claln1%,

f ur t heceizo aprindifhrpquest dwinyihpgecashndoff torlegdel thef seome
the access termnal to handoff .t he secure .
COTRRIRICEEN A bS] S550RD AR SO BTERILS gt ncludes  second
Wesidintli A tITRE WS ialcd W ithALSocBn S RTORIRER LS SVhRDI tHE
identifier associated with a second access point to
dThibnichiéorcsasiomisdabde bandeddi.on is to be handed of f.

7. The nmethod of claim®6, further conprising: sending
the second access point identifier and the received
88.cesThé¢ edarsyWinti deiimfldewhéein the peregotisditRSTophEutd to:
and handing off the communication session to the
secontfnddbeicsonbageess mpintygentibst prsbthgrecsivar gracss gamsi n

£ r ion key is a short-term
#%ﬁ%é%ggﬁyg%é]§§M?§§%%gﬁﬁ%ﬁications bet ween the access
t er m hald afithetcomnami@sion paisionh.to the sdooralcaresss ppoit.nt
conprising: a nenory; and a processor coupled with the

menory, the processor configured to receive a first
[&auUeshe LEREM HMRACEES & Vhciihe fRst88dtR kbR [bnake§ §EM Sifort-term,

link-specific key for communications between the access terminal and the access point.

17.  An access point comprising:

means for receiving a first request from an access terminal to establish a secure
communication session via the access point;

means for sending a key request message to an authenticator, wherein the key
request message includes a locally obtained first access point identifier and a received
access terminal identifier; and

means for receiving a first master session key from the authenticator for
establishing the communication session between the access terminal and the access
point, wherein the first master session key is a function of at least the first access point

identifier and the access terminal identifier.



conmuni cati on session via the access point; send a key
request nessage to an authenticator, wherein the key

w0 e@sastsesressage i ncludes a | ocal ly obtai ned fPEBUS2008/061645
access point identifier and a received access tern na
identifier; and receive a fir¥t master session key
fromthe authenticator for establishing the
¢QMUMHE Ak QhotaTTcRAImNet MR@Rr EdifprRGgess term nal and
the access point, wherein the first master session key
i s a Mmgaestiooreceivingta handsff requestifromn theaaseess serpunal o handoff the
ildentifier .and the.access termnal i quifi§ﬁ. 10, ThF
LS TIBIHE B E1O g SSRGS PRES T B g et includes a
FRE8E s [Fint 01 tHIde 8ssacibict Stithad Sce6h Bl ®FssMlint@o which the
generated by the access point, and the first master
exB@uBRatienscpygonisde ba hangediafon of t he associ at ed
val ue. 11. The access point of claim9, wherein the
key request nessage al so includes at | east one of an
19t er Me¢ adeeod @it of Clath 16r fubthdi comprisiess Control  ( MAC)
address of the access point, and the fjrst ster
sessi Bk rendiedBe secppm agdanpant lgﬁglﬁepa%# thefrecainge access
ARAIGS RicARficr 1) hcACESRFcRQs Poir®f ardl i M 9, wherein the
received first master session key is also a function
of anmassdior barslng/efl the @emerracaidnyyssom taslsoicandcatctdsepoint.
aut henti cator, and the access point receives the
associ ated value fromthe authenticator. 13. The
ag.CeSThPRIREs Rintdfdldtn 17, whbreth8 fitd enaRicP S@SDA kel $ a short-
further configured to: send the associated value to
tone, bdeepesificdyonifpragommunriratiows bplevege thesiecess teriming! angthe access
%%ﬂprate the first master session key. 14. The access

olnt of claim9, wherein the processor is further

configured to: receive a handoff request fromthe
access termnal to handoff the secure conmunication

3bssi OrPregeseprdedghls mrdiws Soppripng IngHaeiens thatanaydepussd
' ' ' |.fier associated
gf?ﬁyggég%&ﬁg%ggg%Z@gﬁgﬁﬁﬁg%ggﬁﬁﬁﬁﬁﬁ%he commruni cati on
sessi oetrugions fdractravided foftfrequbst. frothan acassrpoiahto @fablish a
claim 14, wherein the processor js further configured

Y UCROIT Y HEATIOB SEHPTRHE BSACHSP RPINident i fi er and t he
recei MRAUARRE S LA%iE BRLy FdRBirdseloct® ot RANSRRARS, wherein the
access polnt; and
key request message includes a locally obtained first access point identifier and a
received access terminal identifier; and

instructions for receiving a first master session key from the authenticator for
establishing the communication session between the access terminal and the access

point, wherein the first master session key is a function of at least the first access point

identifier and the access terminal identifier.

22. The processor readable medium of claim 21, further comprising:

instructions for receiving a handoff request from the access terminal to handoff
the secure communication session to a second access point, wherein the request includes
a second access point identifier associated with a second access point to which the

communication session is to be handed off.



hand off the communi cati on session to the second
access point. 16. The access point of claim9, wherein

w0 bh@sfi34set master session key is a short-ter mPCT/US2008/061645
l'i nk-specific key for comuni cati ons between the
access terminal and the acces® point. 17. An access
poi nt conprising: neans for receiving a first request
b3.0m @pc poeeRSr febldPlORAkdilm GIARI 125 RurtheP 86MpEsing:
comuni cati on session via the access point; neans for
sendi mgtracticay ferequding thesseengeacress aaindidentifien angithe received
uher &L, LG ke RINEi TS sade bineldes a local ly
de%lﬁ%ﬁ‘?ipg% SCCess %OI £7aeRY P8P and a received
accesfstretiond @r Had@ing ioff tae codm@nitaasssdssibn kteis¥dongd adcess
first master session key fromthe authenticator for
BRARDb| i shing the conmuni cation session between the
access termnal and the access point, wherein the
first nmaster session key is a function of at |east the
P4.r st Taepesssspoicadabldmpdiufi &frclamd It, hdcadc the Sirftanastanatssion key
identifier.18. The access point of claim17, further,
BompPTtLry linke aife §FY ?%eem%a&%%l?mmn f;s gefest terpiga] and
&@§C§%§§§§mterninal to handoff the secure
conmuni cation session to a second access point,
wherein the request includes a second access point
ggenLL{ier associated with a second access point to

ic

HeCEHORPE Pon session is to be handed of f.

19. TQ?r&e@ﬁfgsqiﬁgit@bn@éur@&aim18, further conprising:
nmeans for sendln%_the second access point identifier
H

and t he rete@f:ived_ s,tcrmsit@@rmampceissj@ﬁmmai@restablitskh@secure
second access point. aned neans {or, handing.of f the
conmmuni catl on Sessi on %0 Iﬁwe secon access pbl nt. 20.

The accesssqndiadley@tquebtrndlsdge towhentichtiddia, tvhesin okt request
session key is a shortterm |ink-specific key for, . )
communi cati ons BEssaeRHctudes adecely oblaing At agerys poiat identifier

access point. 2]4 f‘re%ig&?acgtggs nt%ﬁ;rﬁiggi%&ugﬁg} A

conprising instructions t e use y one or
nor e processoivs a firktamasts tseds i ke Sronotheraugicngcator for establishing

instructions for receiving a first request from an
access terninalﬂFﬁog?WQHW%9ﬁ5§“§@' P@386ﬁﬁﬂﬁF¥éﬁp%ﬂdandﬂm

session via the,QeaERintPRh&kin thOFitdt Wedstc? BsboRked BHFuRBtion of
a key request nessage to an authenticator, wherein the

at least the first access point identifier and the access terminal

identifier.

26. The processor of claim 25, the processing circuit further configured to:

receive a handoff request from the access terminal to handoff the secure
communication session to a second access point, wherein the request includes a second
access point identifier associated with a second access point to which the

communication session is to be handed off.

27.  The processor of claim 26, the processing circuit further configured to:
send the second access point identifier and the received access terminal
identifier to the second access point; and

hand off the communication session to the second access point.



key request nessage includes a |locally obtained first
access point identifier and a received access term na

WO e@atia4seer; and i nstructions for receiving a PCT/B82008/061645
mast er session key fromthe authenticator for
est abl i shing the communi cati ol sessi on between the
access termnal and the access point, wherein the
b& r st THRBREssSESSIAM KL WhicfeithoUNsthAerQbsstin e§ash shdtterm,
first access point identifier and the access térm na
lilespacificdcy fopcormhanigatinne dstyreen dlerizdstss tenstinal nd thecdcaesmpoint.
21, further conprising: instructions for receiving a
handof f request fromthe access term nal to handoff
phie sAGHERoL OPARIinGRbA ONa&ReSSbARnkI0 cémpRGeRd access
poi nt, wherein the request includes a second access
poi nt cStedishingjagnasies dasigntdgy withnaukang seonkased an pilicpt a top-

' ' [ ' is to be handed
e e R A e e P R o o o1 i m 22,
f ur t helstamargan &icery poind sdentifitd Brecidtod witkndirtigactdss point;
second access point identifier and the received access .
Cor m HARIEIRETET Brthe §¢ AecesuReRLO£eBL $¥iCHiC, Coggpnication
kdisibhuctions for handing off the communication session
to the second access point. 24. The processor readabl e
medi ugensfatmigai fos2hastevvessedmkdyres af funationd st Bastdesmiagior transient
ey is, a.short-term. link-specific key for

E@%ﬂﬁﬁp%gﬁﬁ8ﬂ§3%@Pﬂﬁgﬁuﬂﬁ§”§@cess termnal and the
accesgstifishing thdsechyeROAMATIQNiof QERIONSIiADthe FrRI1LERS pbiAGusing
circuit confrgured to receive a first request from an
tHiedusigmasearsessain key. est abl i sh a secure comuni cati on
session via the access point; send a key request
message to an authenticator, wherein the key request
B®SsaPhe mthod @€ 8lasm ROCAIhyr edvhpisigd first access point

identifier and a received access termnal identifier;
and r Egeiving afipf gsspcipigd velue gancsitedh bx 8if firpiscess@oint, wherein the

At BROLE ge%‘&i&ﬁ k%}pfs B PRLLES fidnd h?ﬁt Q&Ugiﬁ{%iq%fde.o n
sessi on between the access term nal and the access
poi nt, wherein the first master session key is a

nction of gt |east the fjrst _access. point identifier
AhaCt KBS abined o ALY Roreln & B3Vl

rﬁ]-3ﬂava rein the first associated value includes at [east one

of an Internet Protocol (IP) or Medium Access Control (MAC) address of the first

access point, and the first master session key is also a function of the IP or the MAC

address.

32. The method of claim 29, further comprising:
receiving a first associated value generated by the authenticator, wherein the first

master session key is also a function of the first associated value.

33.  The method of claim 29, further comprising

obtaining a second access point identifier associated with a second access point;
and

sending a non-specific handoff request to the second access point to handoff the

secure communication session to the second access point.



identifier. 26. The processor of claim25, the
processing circuit further configured to: receive a
whamdosfs64 equest fromthe access term nal to heemu$$008/061645

t he secure conmmuni cation session to a second access

poi nt, wherein the request intludes a second access

point identifier associated with a second access poi nt

89 WNTROMEIMSd G OIMA 3G aful-PBr &ASsy | S to be handed

of f. 27. The processor of claim 26, the processing

ci r cugencfaimgheccagirhisgerrsespiandkeyssimg at heasistibe ondtcanemsmnt key

Qﬁ" trﬁt Sic%%?tai Cfeiseroi%p@ Itltﬁ? rrgn%ei ved access term nal

et P18 55t RETSEEUHE 2t ess poi nt; and hand off

t he cpantiny GftHeReEe$6maTunicAtibhSes5iBf @M thed66@%iceess point using
oi nt.28. The processor of claim25, wherein the first
seeqndgpastar gessiggkeys a short-term |ink-specific key

for communi cations between the access termi nal and the

access point. 29. A method operational on an access

B&r m mht methodifichimg4, ekératal the kdcogd manms §a3sioh kay Bi aeshbrt-term,

A DL el ML T T

?&h@ining an access point identifier associated with a
Irst access point; sending a request to the first

access point to establish a secure conmuni cati on

ssi ap; neratjn i Frst master session key as a
? nct?E%n%§m§F§Fkgﬁﬁﬂtﬁ%&ﬁﬂgP@F“FEhnsient key and the
first Reieans REbIH askélgntd {188 gertPde®By BRI firsticB&spbmt, wherein
secure conmmuni cation session Wth the first access
pPisispeondgnaster sprsioni keytis alps e &ymcsien of tis skeopd ag@ciamievalue.
met hod of claim 29, further conprising: receiving a
first associated val ue generated by the first access

pDi nt Thavhetheddf then Buf fitheBc&ingirisassi on key is also a
function of the first associated value. 31. The nethod.
of cl ECAVEE, 2 SRerkINotided Falpe eenesated bathequthentieator, wherein the
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ﬁ%{ ﬁg%ﬁ%g@g}%&o}%@% F3)]8 8#/{1%:{2&1 t%ﬁﬁ%grgagést gr%its ‘;ll-lgesecond access

point identifier.

39.  An access terminal comprising:
a memory; and
a processor coupled with the memory, the processor configured to
establish a master transient key with an authenticator based on at least a
top-level master key associated with the access terminal;
obtain an access point identifier associated with a first access point;
send a request to the first access point to establish a secure
communication session;
generate a first master session key as a function of at least the master
transient key and the first access point identifier; and
establish the secure communication session with the first access point

using the first master session key.



receiving a first associ ated val ue generated by the
aut henticator, wherein the first nmaster session key is

w@k®s/1asbauncti on of the first associ ated val uePCBBS20081661645

met hod of claim 29, further conprising obtaining a
second access point identifiel associated with a
second access point; and sending a non-specific

h@andofrfic sQAUESEMMA SMEISELONE REESST fﬁf%&fcoﬁ@gm@%@f f

the secure conmmuni cation session to the second access

poi nt re@dive THEstrassagticdofaled ginara83l byf the fin rcesssrpein iwhgrein the
enerating.a second master s i en. key .usi,ng, at | east
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identifier; and handing off the secure comuni cation

session to the second access point using the second

kst efhe @cg‘@q;sotﬁrrp(lggll_ of phaim e whetcHbthe é‘]ﬁst@psa)icmte\giqalue includes at
rei [.an i et

e Sk e RO B oA LA EFALTR Gy MY of the

Aot esesd @rint, aad thafidsttnstcs sesiva kag éedso phinttion 36the TPer the

net@ogdof claim34, further conprising: receiving a

YEtoAddsSsoci at ed val ue generated by the first access

poi nt, wherein the second master session key is also a

function of the second associated value. 37. The

A2t ho@hodccehsaticrmid4l, offclaimt iy theqmpedseir figrthar eomfigrredytoa

second associ ated val ue generated by th . .

it heHErRaEdr S s e Sl nibs cieuisaigrowhyelp the s

inSste §Qsidn kil Rhctdio IR aRdaRssact ahrd. val ue. 38.

The nmet hod of claim 33, wherein the handoff request

onts the second access point identifier. 39. An
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coupled Wit e nenory, the processor con |d%red to

est abbbtath @BscoBat fccdsipdits i dontifikeyssydiitbd atthaldcberit dcedds @bint; and

based on at |east a top-level master key assaoci ated
Wi th 3906 aoRespsciiig handodf redpest b the 4prone @eesss pophio handoff the

salgpt doﬁﬂf?ﬁr%lga%?)ﬂce‘sbgﬁo%dto%é Lectnd 1dc8ls ROt ESS poi nt; send

a reques ITst access point to establish a
secure
44.  The access terminal of claim 43, the processor further configured to:

generate a second master session key using at least the master transient key and
the second access point identifier; and
handoff the secure communication session to the second access point using the

second master session key.

45. The access terminal of claim 44, wherein the second master session key is a
short-term, link-specific key for communications between the access terminal and the

second access point.

46.  The access terminal of claim 44, the processor further configured to:
receive a second associated value generated by the first access point, wherein the

second master session key is also a function of the second associated value.



communi cation session; generate a first nmaster session

key as a function of at |east the master transient key
w@eastibuses i r st access point identifier; and esPEbUSRN8/061645

t he secure communi cation session with the first access

point using the first master ¥kssion key.40. The

access termnal of claim39, the processor further

gpnfi gpg %e&soterrﬁﬁﬁledf\é@alﬁ 44 BRtpré&SQs irgkiRg céﬁ@ﬂi%tﬁed to;

generated by the first access poi nt, wherein the first

mast ereceiws glsmonldéyschltfad wducagngragadi hyrth@fauthh@twfatorrswhereln the

aesoehalefabigey Ao thEnaESes ! QLM ALaoli g am 40
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one of an Internet Protocol (IP) or Medium Access

Control (MAC) address of the first access point, and

#he fTharccpussieaningleafsiam 43eyhpimihs handaf{ireanssh amiss thescond

&Ee&{cé 84 cpddress. 42. The access term nal of

e processor further configured to: receive
a first aSSOCIated val ue generated by the

g thentlcator 15$rein.the first master session key is
ANRGERst FSMIBY CORRIYNE'st associ ated val ue. 43. The

acc esﬁleﬁl?srfm Qs%bl@fl a%a@s'temtégmeﬁth(% Wlﬂ’lca%sﬁl@ﬂenﬁéﬁt&h@a{sed on at least

configured to: obtain a second access point 1dentifier
aspeleietreastanike assosistednvdthathe eseespirminal;and send a

non- speci fi ¢ handof f t,to.the sec

ot nt PEG B aHAR PrscSSanrE HebRatA SVl edfopes point
the speadoR6HATSeRRisio-thd first ARRsPFARSS cbi@bMdhnAdecie
claima43, the processor further configured to:
g@h@maW@Mngéﬁ@md master session key using at |east

t he er n nd.th econ

| dent TR ot ERRRHER fof PR 0T 8 ESTRREE BT 4B e master

GeskndRey ond the fis@ aofds psiaerisntfdrnindusi ng t he second
nmast er sessi on keg 45, The access term nal of cl]aim
44, wWREHE fRr eyieblish disnewrssommusicedipp sesiop with the first access point

Eg %gwqﬁ&thh&%gﬁﬁﬂﬁ&$jlc key for comruni cations

en the access term nal and the second access
poi nt. 46. The access term nal of claim44, the

ocessor further co L ured to: recei.ve a second
g@socrsrg? AeFeyrRng & aé‘%e‘@ g‘Vthleﬁ%OIPPrﬂSé‘?g access point,
wher ejRa{d e r REERNE IBRE KLoS88E VAMe kEYerhtSd ﬁif P st access point,
function of the second associ ated val ue. 4 The access

whengimtk fioft nedster sesdivn kepas Psoe émsvion plithe Hﬁeﬂ agsonafatagivadiet.
to:

51. The access terminal of claim 49, further comprising:
means for receiving a first associated value generated by the authenticator,

wherein the first master session key is also a function of the first associated value.

52. The access terminal of claim 49, further comprising:

means for obtaining a second access point identifier associated with a second
access point; and

means for sending a non-specific handoff request to the second access point to

handoff the secure communication session to the second access point.



recei ve a second associ ated val ue generated by the
aut henti cator, wherein the second naster session key
w0 g00ah356e functi on of the second associ at ed veCTIES2048061645
The access term nal of claim43, wherein the handoff
request onmits the second acceds point identifier. 49.
An access term nal conprising: neans for establish a
BRSt eMrpé a@e@ 8FhinKIe) it oaRrakE E@ﬁﬁﬂ&% based on at
[east a top-level naster key associ at with the
accesmemyiol gerleratimgarrsodrsmattieraessicmkosegst pastthe master
#rgnesyetnltp er 0?,[ soccloaagdcewl toh1 . fi | £S tr access poi nt; neans
orsen 8 Qe 6" ThE Pg? 4ecESs point to
est abhiesﬂ”s far BRI Lo fE EHEBBIrS @bin@TunsRESH SsiofBae skend access
generate a first master session key as a function of
BOInt wsag the wecong snaster sessie8ikert key and the first access
point identifier; and neans for establish the secure
communi cation session with the first access poi nt
6.1 ngThdecckss tstmimalsdfetaimesss ivborekethe sefdnd Tsteasesivn key is a
term nal  of cl further conprisin means for
Photteten g kasrer st easf%rocanawawwgget&éﬁ%%&a@aewwl and the
g&%ﬁ&aéﬁggﬁﬁn@0|nt wherein the first nmaster session
key 1s also a function of the first associated val ue.
51 The access termnal of claim49, further
first associated

f
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first associated value. 52. The access term nal of

poial, whemein therseenad raastgyspssiongseyivalsg a functiop ohfheisagpng associated
$ cond access point identifier associated with a
§et6nd access poi nt; and neans for sending a

non-speci fic handoff request to the second access

oi nt_to handoff the secure comunication session to

e sEbomeacieEriBalpdicime3, furfer geeRiadng er ni nal  of

cl ai m(rin%%ls foHFBE Caoéé% b Fh 8o TR UG gé’[{erél@ 67 @ a‘&ﬁleﬂncator

second naster Sessi ey using at e mast

tvhamai thnkedoay nasttr sdysion dep ivchlsce mstigrooithe sehent |a§soetated value.
and nmeans for handing off the secure comruni cation

session to the second access point using the second

FRSt eR &SR PedtBYte medium comprising instructions that may be used
by one or more processors, the instructions comprising:

instructions for establishing a master transient key with an authenticator based
on at least a top-level master key associated with the access terminal;

instructions for obtaining an access point identifier associated with a first access
point;

instructions for sending a request to the first access point to establish a secure
communication session;

instructions for generating a first master session key as a function of at least the
master transient key and the first access point identifier; and

instructions for establishing the secure communication session with the first

access point using the first master session key.



54. The access term nal of claimb53, wherein the
second nmaster session key is a short-term

wo powkA3pBeci fic key for communi cati ons bet ween PEEUS2008/061645
access termnal and the second access point. 55. The
access ternminal of claimb53, 4lurther conprising: means
for receiving a second associ ated val ue generated by
58e firhsprorEGESRaldldnediMIESRIAm! 376 [S8P BsmpPRSAS
session key is also a function of the second
associnatredionafferacch6ng Thiestassossed elur geabragedd byl the firg8ccess
further copprd sing. neans for. receiving a.second .
Bl Sy B I DM isr SRR By FRET NPy BETB bssociated value.
wherein the second naster session key is also a
function of the second associated value. 57. A
p?-0c esdisProsawa bradable aadimne ehplping P hdurthaitconprisvas t hat
et ¢ sl AR oo Bhe TS (RLBRERRANE. gebDiicd byhe apheptiator
ahomat e first ansice séssioakewid discmn fimatitre of the ditrarnsdoamed vahue.
at least a top-level nmaster key associated with the
access termnal; instructions for obtaining an access
pei Nt ThapRkedbelca®brOfkduftoMidif &, Rkt cAfF8SRg:POI Nt
Instructions for sending a request to the first access
poi nt insu@®nalidri abirizing e sevandcomyss poinaideconfigessicongd with a
instéuctions fonigenerating a first master session key
ORI RNV B¢ at | east the master transient key and
the fik&hctRHS eSSch@hRh nbABPEdifié BindoAMEqudisiontheidcoi$access
for establishing the secure comuni cation session with
peiat toj hagdofh theeseurp spmmunisiafgn sdseion te the spepndarccese painbn
key.58. The processor readabl e nmedi um of claim57,
further conprising; instructions for receiving a first
85S0CTh¢ pidcyabtia@idiemadiach dficldimesd, ifirgicr ag@pSsngoi nt ,
wherein the first master session key is alsg a
f unct ingHUGIons fr geperating s SONAMEAGIcy aistien kepusitpat least the master

RLAGES R ad FRIIDIRd %@s&‘ﬂéiﬁf idShhdP ahfy Turther

conprisi‘ng. itnstructions for receiving a first
associnatrediona farchagéing oéf thel sdayird dvenrautibaivn sesdi@r to the second
wherein the fjrst ster session key is also a

R ROOM ‘6¥ngtth%sel“°|°? PasieLeetIan &6V-val ue. 60. The

processor readabl e nedium of claimb57, further

conprising: instructions for obtaining a second access

pdi nt Thelprocedspercadabdomicdivadofwlaim Gl , wherein the second master session

key is a short-term, link-specific key for communications between the access terminal

and the second access point.

63. The processor readable medium of claim 61, further comprising:
instructions for receiving a second associated value generated by the first access
point, wherein the second master session key is also a function of the second associated

value.

64. The processor readable medium of claim 61, further comprising:
instructions for receiving a second associated value generated by the
authenticator, wherein the second master session key is also a function of the second

associated value.



second access point; and instructions for sending a

non-speci fic handoff request to the second access
w@eiont134564 handof f t he secure conmuni cati on sesBCDIS1008/061645

the second access point. 61. The processor readable

medi um of clai m 60, further cBhprising: instructions

for generating a second master session key using at

ggastp¢M@@£§§Q§ﬁlh&@gS|ent key and the second access

poi nt identifier instructions for handing off the

secur & ptsassiNg deuitenniigged tn to the second access

poi nt u3|ngudg second nasgﬁ sessi on

pr ocessor 131[1) RRUERIG) tI‘aIﬁ%l% kgiy i aéll kh tli;ag?rhbatsﬁcg on at least a

second naster $&sRvelmkey He§ agsoshedd witleth®access terminal;

I'i nk-specific key for communications between_ the
access t er ARIARI anzpgeess Reing Klepitersassacsdedypith g firggiccesp goint;
processor [gadah &es{%d[hélﬁ}f—s%cc%kﬁdﬂu% 'estfab'l'isth*hesfeaure
conpri sing: 1 nst I ons

associ at ed val uemgamérasibesesbipni he flrst access point,

wherein the secong%naster session key is alf a
function oBCTCHEC & SESASIE STEI0RMIEY 2y 4 fpstiop gt atfpast the master

processor readapl qidiR ALy Phe HrdlaRBd poihtidbhtier; and

conprising: instructions for receiving a second’ '
associ at edestailisb tipervenratcetinyidabion aessioe nvtithctat dirst access point
wherei n the second nast r sessi on E@Y is also a

u

function of thdSQ8ARmArEmagEr Soden e.65. A

processor conprising: a processing circuit configured
to establish a master transient key with an

et hehh¢ prcomsobeisdaimard, ghe treesssing furdper p@mﬁﬁurqvﬁat@t er key
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a secure communi cation session; generate a first
mast er session key as a function of at |east the

gRst efrpé %&@éés@ﬁ&f Jfaﬁ%bfs” ﬂh @ﬁcé‘skﬁl furdife? %m?%d;%of on

I dent i and esta e se ure co
sessi omeiwk bHirtthesdeiatst vahocgnsrapmai byt the authgntidasrf whatin the first

mast er sessi on ke
master session key 1s a soya function of the first associated value.

68. The processor of claim 65, the processing further configured to:
obtain a second access point identifier associated with a second access point; and
send a non-specific handoff request to the second access point to handoff the

secure communication session to the second access point.

69.  The processor of claim 68, the processing further configured to:

generate a second master session key using at least the master transient key and
the second access point identifier; and

hand off the secure communication session to the second access point using the

second master session key.



66. The processor of claim®65, the processing further
configured to: receive a first associ ated val ue
w@ewsnatsed by the first access point, wherein PEEUSI008061645

master key is also a function of the first associ ated

val ue. 67. The processor of cthim 65, the processing

further configured to: receive a first associ ated

7@' ueTﬁ@ﬁ%@@és&domalhf@ %tefb‘?rmﬁe%@éd?ﬁ,mé’mrs@dsfbntﬁ% 1s a short-
first master session key is also a function of

fermskinlaspeeticater donetnrpuniegiony hetwsen dwsasoess éﬁfmnmedland g8, second

theEPro%eSS|ng further configured to: obtain a second
ACEE pOmolnt identifier associated with a second

access point; and send a non-specific handoff request

to the second access point to handoff the secure

comruni cati on session to the second access point. 69.

The processor of claim®68, the processing further

configured to: generate a second naster session key

using at |east the master transient key and the second

access point identifier; and hand off the secure

comuni cation session to the second access point using

t he second master session key.70. The processor of

claim 69, wherein the second naster session key is a

shortterm |ink-specific key for conmunications

bet ween the access termnal and the second access

poi nt .



