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WD 2004/ 025548 PCT/ GB2003/ 003917 SECURI TY DEVI CE AND
SYSTEM One aspect of the invention relates to a

W@ eaun2isys devi ce, for exanple to 5 conprise aPCT/GB2003/003917

i dentification and/or authentication device for use in
isolation or for use in association wth,

i ncorporated into or onto or attached to anot her
article. The security device provides a characteristic
response or signature for identification and/or

aut hentication in a manner that limts or nakes
difficult the copying of the device, and consequently
t he copyi ng or SECIURETVDEVICEOANIY SYSTEMEM used in
associ ation therewith. Another aspect of the invention
relates to a data reader particularly suited to
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ce and reader /or to dent i ca

dot henin assbriakiofewitbingsipogated Ghtosord eiioCer an&éhw to another
system 15 A mgjor |oss of revenue to many busi nesses

Bmcunty device prevddest a charpeteristic sesponse gr sighatese for
Eé%%’&@% P A/t antnsticatian R manaet e diuits Eﬁﬁkﬁg difficult
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Forgi ng and copying itens used for
felent ddta caedden, padichlaly swited ptr t adings ssudhc ameshhmcteristic

el 5y ST o4 b
R B0, oA i B 0, M, ndr

a@ entifibatitth sn@itherftifation wisthod Ming S&eH 4 H¥vica GRERS s ystem.
pur poses, for exanple to control access to areas as

part of a security system to

A major loss of revenue to many businesses and a substantial source of
criminal activity arises from illegal counterfeiting or copying of items.
Examples include, but are not limited to:

e Copying cards and like devices used for papeﬂess financial
transactions such as credit card and bank cards to allow
unauthorised transactions and withdrawals from ATMs;

e Forging and copying items used for identification, such as
passports, visa documents, driving licenses, personal identity cards
and the like;

e Copying material carried on a data storage medium, such as CD and
DVD disks; |

e Forging and copjdng official documents such as certificates;

¢ Duplicating smart cards used for identity/ access purposes, for

example to control access to areas as part of a security system, to
P18298WO
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P18298WD WD 2004/ 025548 PCT/ GB2003/ 003917 2 contro
access to services such as pay-TV, to control or | og

wais@4otss4har dwar e such as conputers or ot her oP€T/GB2003/003917

equi pment in a nultiple user environment; Copying
security or authenticity labels as part of counterfeit
goods 5 manufacture, to nmake unaut hori sed and/ or

i nferior copies of high- val g branded goods, high
specification safety-critical goods and the Iike.

This is gortasltdceedsaol servid@nbudh ApHF-TV, €91 dohtrobballo@se of
to cards and |like devices 10 used for "paperless

fi nanci ahardwarssudh aseomputefsoor othemofifice eguipment in a multiple
purposes, and  this area has | ed devel opnent of

securi t yUsSy SHEReNMERE ch are nevertheless likely to be

general |y, applicabl.e to st.Qr |, areas ere .

Qopy iy Lepiiheseaum .o albauicatyBbels 38 Tosh e Fovlerfait goods
gener al CLIE | Sy.S . 00 . s
sophi sti %glpgf& :L“‘ﬁ%{?fce_rée%@g% “gﬁ'ﬁ‘@r?ﬁ? i&g gﬁ%@g E)JF%HO\I;M P _Rleasl nof high
i ncr eas eghlid tRATTRIA pHodss g APesifibAcd ¥afety-EHecAl g&’sds and
have created great Opportunities for financial an

i dent it ythedied by copyi ng of such docunents. The

concentration of wealth and/or information accessible
t hrough credit and bank cards and identity 20

DS 8Py AR peo BT i S SRR iR 03Mces
Sised fof ?g&;&@&j fidian&ih] §ahéatfioh®RNd AHE chéﬂ%igﬁﬁtio% RirpbseEdand

docunen systens I n particular have adopte

nthissarea shasHatl devejupovent seft sedutiyy Bystemis| wehich are nevertheless
counterfeiting difficult or inconvenient. This 25 |
dikshio e then genczallic aipplieatde tonmesi or @lll areasrwhere copying is a
i ncgrporation of enbedded devices on or in the card
(ﬂrg@ﬁﬁ'er docunment which are difficult to copy
effectively. Exanples include hol ographic inages,
diffraction gratings, specialist substances (inks,

ed paperless ebajmereidd aarle geisdrall séantit systefrisChavee bevorhimore

tsoI(Jehisticated, increased auntomation coupled with an increased information
storage capacity on the item have created great opportunities for financial and
identity fraud by copying of such documents. The concentration of wealth
and/or information accessible through credit and bank cards and identity
documents has increased. There has developed a growing need for accurate

verification and identification such items and/or effective copy prevention.

Card and documentary systems in particular have adopted measures that
improve security by making counterfeiting difficult or inconvenient. This
approach has concentrated in particular on incorporation of embedded devices
on or in the card or other document which are difficult to copy effectively.
Examples include holographic images, diffraction gratings, specialist
substances (inks, materials etc), embossed structilres, structures within the

material of the card, etc.
P18298WO



10

15

20

25

W@ aw4loesseopi ed by the sophisticated

material of the card, etc. P18298WDO WD 2004/ 025548
PCT/ GB2003/ 003917 3 U timtely though, these markings
count er f ePCBEGB2@AM03917
will be if the rewards are sufficient. There exists a
general desire for a security marking that cannot
practically be counterfeited. 5 An effective strategy
agai nst unaut hori sed copying3of itens exists if a
random signature or characteristic response can be
associated with the itemor with a device that is
attached to the item The random

cthepe snakingsespanbe eapied koribef pophisticated
O e SN
%f?n@in 33%‘%%% nfifRipE B C ool BeONIS) U deierfoited.

and conpared with a previ ously nmeasured response (e.qg.

a baseline response in which the response of

i Awl ffechired stredegieagainst unauthosised eopyéng ofitems srists iftactandom
or the average response of a (cbgl | ecti on of such

FighETe Otethagagtersti CJ_rssme car e pssqciated avith ﬂmt@m@r with a
L.gin ite r be den i ed.. Tr are 4.
Sl s P achBl 1B e Brimnt o1 Mg signalfreliprsti
gj?oﬁbél leBirld I&%E ﬁém%n?@%ﬁb&it?oﬂa%lé'%?aﬁﬂfé’ctﬁx‘ﬁ% process that
ture easily and w thout excessive cost

|can heevepdei Buplidated precesebnt Thes, thael alwaysi gists woene small
easi |y, preferably by a, smal | Ilst of digital

differspec betwren thecdrigind Hemandeits €gpre lfothm diffiereness san be

nat ur e

tdﬁglc{ i, St Y VOGS o aiesd BRBRESS (ol & apeline
i Sﬁﬁée ﬂ?wﬂ’ﬁ’ﬁﬁﬂﬁ' r%sﬁdﬁs@ %?ﬁﬁcﬁh&ﬁ?nﬁgﬂ%@gfeﬁie%té’gret Corded

ature so that its randomess e strippe
separatelys pphe aserdgangpense of a collection of such magnetic elements

are recorded) taken from the original item, forgery can be identified.

There are 4 primary preferred requirements of a practical random signature:

e That it be possible to measure the signature easily and without
excessive cost;

e That it be possible to represent the baseline signature easily,
preferably by a small list of digital numbers. |

e That there be a large degree of randommess inherent in the
manufacture of the signature, such that every signature is slightly
different;

¢ That it not be possible to control the manufacture of the signature so
that its randomness could be stripped out or suppressed and an

identical copy of an existing signature made.

P18298WO
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limted the practical applicability of the concept on

a wde scale in everyday systens. Viewed froma first
perspective the invention provides a security device

for an 5 itemwhich is inherently difficult to copy

and thus Iimts counterfeiting. Viewed from anot her
pBiffipeltics ia adieeving eatlt 0D these aequicements deavei toy dateViimited the
for an_ item bhased upon a random signature which is
riaehica) apphicability ofdhe soncephem s tridpseals in veryday systemst

a cost appropriate for everyday use in 10

aut hentication/ counterfeit prevention of high value

: . _ oy 2. .
VBB 265 Wl POTHEI e WilcliBRRREANLYE bty Wity B am
tifeen sldelnisinBehtly ifficalt d@vmﬁ}e and thu¥dirhits Soatadeiting of

the invention are described herein and set out in the
appended cl ains. Thus, according to the invention in a

first aspect there is, provided,a security device,
e dromy QeI eGHE EVERUATPTRNIS & SSPURE flgvjoe, fF an

I I [ . o1 |
P RS S % P g WERAL 1 s TP PR opeg and
rfedtuieblé eanlap| sale Gt hic asicosRlappfopritd Ofos Cevary@iy dRe in
in conbination wth a predeterm ned baseline nmagnetic
siufhrentication/cxpntesfeit pravintign dfthiglwalvedtesrshodi nent s,
the magnetic elenments may conprise thin |layer 25
magnetic material, such as thin magnetic wires or
SViklvBE froflf a AREs %Jga%cﬁmﬁé 'ﬁ%&ioﬁ}%@&ih@é a BB A BattitGlarly
mcro, macro or even nanoscal'e, and nay” “include
NuRE@ VS FeRlinl thelstdafiat of sth £d&HAcaanow res or
nanodots, laid dowmn in suitable formon a suitable
substrate to give a machine readable magnetic
it asihlof (8 Joe e aeorbed heteR 4nd & %il'in the

appended claims.

Thus, according to the invention in a first aspect there is provided a security
device comprising at least one and preferably a plurality and more preferably a
large plurality of magnetic elements arrayed on a suitable substrate and having
a machine readable magnetic signature response, provided in combination

with a predetermined baseline magnetic signature response reading.

In various embodiments, the magnetic elements may comprise thin layer
magnetic material, such as thin magnetic wires or strips, or dots. The
magnetic material may be in the micro, macro or even nanoscale, and may
include microwires or microdots, or even nanowires or nanodots, laid down in
suitable form on a suitable substrate to give a machine readable magnetic

marking, with a measurable baseline signature signal highly dependent upon
P18298WO
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WO 2004/ 025548 PCT/ GB2003/ 003917 5 the precise
i nherent structure. The predeterm ned recorded
response gives a conpar at PBGB2003/003917
figure, an "expected" response which can be wused in
connection with a neasured response to authenticate

the device. 5 As used herein, "device" at its broadest
conpri ses the magnetic el emefit(s) as hereinbefore
described to be laid down on a suitable substrate,
$hiChredise ihlRrentodtaivake, THeepradutéaniacdrecorded dasdlimevdigrature
a security device is to be applied. Exanples of the
agspbiszagives tompatative digirecan fekprftedii tesponse which can be
limtation such,a device constitutip r conprising a
paed ingonagctyy) with ammapwEed responss do ?ch%%lﬁcmﬁﬁ%ew@m

as an identification, authentication, key or any other
application; a device constituting or conprising part
9{)& 1&9{1 Mhefidin O REde Rt B¢ HE68HESPEO Eﬁsé@i' the 1fa Qd)éknent(s) as
obj ect, Inparticular for exanp as an attachnent
heriHefore! ddscribed e ibei laid down ondersuithbleasubstrate; sathes, for
| abel ling, related security or other  purposes;

ezatple, e surbacei ot an plomtcewhich @ seeuriyt ¢evice & bnbe iapelisd.
aseltprife shibon et UL B il e
R R e R R e

f'i‘%h%é éﬁid%nﬁﬁcﬁ%lﬁ RuientibA{oRs key pasily ofHer Wpplicatvng i device
|

associ at ed. Exanpl es of suitable col I ections of

censtituting ek crommprising pateef sudiedn i objedt. providast for, use with a
J | of Physi , 33, R1 000). Th t

SFRACH: PBIFCL Ny FRGRIED Jat  REMIPIS | By e ALBRRBER] Jusretos for
'?ffhgm%%iggg Ciﬁglﬁtzﬂnéga‘i{&s WP NSthet Eal:{eﬁgl%g,a é%tbgoﬁ&?ﬁﬁy &P other

\J

e Ta nts are suc

h@sé’s@ray & cEPpBRSdH ndokpirated SntoadP bhRrla tsecéid item for such
 ements, their magnetic response is a non-|inear and

identifcation; a@thenticasionofort redated pysichidty forelogherTipugposes. In

ACtcH Bt e HeGRE | o BIOVIdER 39 noBRIGaLe | P chioefdsievent
TG SO AP AUy LBRYing B cHOMbly 8F bR HROESSE Which it

forms a part, or with which it is associated.

Examples of suitable collections of magnetic elements are described in
R.P.Cowburn, Journal of Physics D, 33, R1 (2000). The present invention
may rely upon their singular effectiveness in creating a random signature for

anti-forgery.

The magnetic elements are such that when a time-varying magnetic field is
applied to the elements, their magnetic response is a non-linear and hysteretic
function of that applied field. This non-linearity may be characterised by
discrete jumps in the magnetisation at certain applied field values. The

elements are such that the small differences in fabrication which must

P18298WO
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P18298WO WD 2004/ 025548 PCT/ GB2003/ 003917 6 naturally
exi st fromone elenent to another will cause the
to vary slightly from el enetit/GB2003/003917
el enment. Furthernore, for various enbodinents, the
el ements are such that a given elenent responds in as
simlar a way as possible to each cycle of the
time-varying applied nagnetig 5 field. In order to
determ ne the baseline signature response of a

i iC Tesponse
FASIEER AR Bpm BROERIMGLES RGNS wift chldEPieanspac fosp

IROGAY Gligkepofism Odleibet dbeeiomenti S Fadwrarde, Toe various
response can be 10 neasured using the device .
eeshodithents htheeelements lage suele thathargivemplementerespends ir as
response nay be ndensed by identi.fying specifi .
stmtler e ¥ay A psshie eﬁh%f‘ﬁwg e Himeratyizlg, Anpligd magnetic
ﬁe?(gdard devi ation of the switching fields. -
rnatively, the baseline response may be converted
froma tine-donmain 15 sequence of magneti sation
nmeasurenents to a frequency-domain |ist of )
TR agrdee & Nd&dermfiht ethe abasetihy , sigidutsasmsponse ofsparedlectioy of

be unprocessed. Measuring the predeterm ned basel|ne
meagmetic ¢lansenis # HHSHEAYNZaMeanstiy gﬁlidolﬁ a ﬂ@g da Jﬁ% _eiqn@ents,

B B aehPRs esRPgos0f e SIEHEUP R RIS g EsRnse ogp be
Stiben : 68
R O e e D s

stored in. a nmanner accessible to the user, for

exanpl e renotely fromthe device, or in assﬁci ation
Vitetbaselinedisspanse imayabe eondensed-by identifyingsperdtie features, such

TR T T T,
%ﬁ%&é@g\g&% @E Qfa%bﬁ‘ﬁé ¥?éé3fon§@ PBe Yonvéridd Hoen Ee¥ihieedomain

predeterm ned-baseline signature
lseqiRRE Cof Smaetiy@ticd medsugnantaspnaeficioenoyrdomapini dist of
algorithmwith the private key used for enciphering
esasyrexspts. Alemetivelpigtherhaseliis responsy mayeke yprocessed.

deci phering bei ng nade avail able to any

Measuring the predetermined baseline response is analogous to a calibration
procedure. It is anticipated that the predetermined baseline response will only
be measured once, at the time of manufacture and that the device will then be
supplied to the user with the predetermined baseline response stored in a
manner accessible to the user, for example remotely from the device, or in
association with the device in a form inaccessible without authorisation. In
particular, it is desirable that the predetermined baseline response is securely
encrypted, especially if held on or with the device. [Preferably the
predetermined baseline signature response is encrypted using an asymmetric
encryption algorithm with the private key used for enciphering being kept
secret and the public key used for deciphering being made available to any

reader of the device such that the expected predetermined baseline signature
P18298WO
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decrypted and conpari son can be made with a measured
response. In order to test the authenticity of an item
protected by a random signature, it 5 is necessary in
vari ous enbodi nents to apply7a tine-varying nagnetic
field to the nmagnetic elements and to record the

HEE Can et dédr?pwdgmi compassgoeae beomatlhewithearaneasured
to'that applied tfield. The sane procedure is used
frespose.0 determ ne the predeterm ned, expected
basel i ne response which is then stored as above, and
then by use of a suitable reader to obtain

ubs Y, ' i .
R ARUA ) B BT e cantbitiphdtre, it
S ABQRSAY R vaHbHCAhbSdiRntd R Aply atiméu irmghetio field to
relTes oh the inherently randomnature of the device.

Ah¢ irfaignetid Elgnfeatsrandao eecord ginemicasured magnetigsigoaire egsponse
good practical random 15 sjignature becau

th
e he tdlemenis ttorthat appliedi BeKl. o dde eATRsrgFRCegupse Agsed frst to
it | t h hysi I, St rCt
Ceisraan i ro08e ey Sibecs, PP Ao BB IR e Stored
S0 PO B W
R ABETE 57 théh Dy B SRA sHUNE reldBitg GRAM cubBaNLRdy roagure

BasiineWdsbrsenwhidh cafpbé .cofipased 85 ,thé 28adetdaratiopd,. expected
Therefore, in order to replicate the random 20
diagelitenesporise to suthenticataithg deyiqeepl i cate t he preci se
shape of the elements to near- atomic precision. This

I's unfeasible using current technology and is likely
t&uth%ﬁﬁ@i'ti%ns ‘?elge%r ofiB e dﬁx‘ﬁ@féﬁﬂg Vhiddin NaRturat O the  device.
I"evel mani pulation is required to copy the device

deaTIdi41B6 fabrichiet aagneeivtelementa maler venpgeod practical random
nmeasurenent is sufficient to c,hecg @gt hentj cit
12

ségratiste bibeause Hfhe snagnstier ewiiehingdBekdost o6 ~dettent depends
) e RO B A A SR A sl
TiRtiohd 6 LARFR Tow  AABERs in size can cause significant changes to
the switching field (K. J. Kirk, J. N. Chapman, and C. D. W. Wilkinson, J.
Appl. Phys. 85, 5237 (1999)). Therefore, in order to replicate the random

signature, it is necessary to replicate the precise shape of the elements to near-
atomic precision. This is unfeasible using current technology and is likely to
remain so for many decades. While near-atomic level manipulation is
required to copy the device described in this invention, a macroscopic
measurement is sufficient to check authenticity, because when the structure
undergoes magnetic switching, the entire structure switches together, making
the magnetic response very easy to measure. Thus, the random signature
according to this invention requires low-cost, simple processes to interrogate
it, but unfeasibly difficult engineering to copy it. This is ideal for a practical

random signature.
P18298WO
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random si gnature. P 18298W WD 2004/ 025548
PCT/ GB2003/ 003917 8 If the magnetic response of a
collection of elenents is recorded together as an

- ensenbl e neasurenment, it nust8 be appreciated that the

statistical fluctuations upon which this invention is
based wll be attenuated. The attenuation factor 5

will be 11,4-V, where N is the nunber of nomnally

i megnetis taspaese ofra eollection of ﬁlarlaentsrm@condfedéogether as an

FeRpiable epstzc et Ao ot o O teg: T eclatsfigal Huctuations
ARl e AR i
f:‘gl?le Nﬁt (ﬁh%rﬁsﬁ(?{ﬁér wanér (g*ie%p gta %IF%? Ie%&t§ in the

%Eé}%lec TRESIF 3! cdIREtid OF $REFRHuAY eférﬁe’i‘i‘ﬁ fas Bl swilthify field

es t he medsurenment easier to make. In various

evitlod sendad devidieont 0£40i O thehi & sollpctivnaofrensémbles of 100
bet ween the _neasured baseline response of the device

mnmtp millemdy havrastpadadidewiatios of és%n The segsurement of the

R hepos® fsish Biekete e SRR Mg Gpisfy On'the Bfter hane,
Qﬁ? rt&%? rv%ﬁgnp I5tChiaBfetlc® ﬁ‘%%}fa‘f e @Erea@&f 'bé/pé eigctBPWn which
w | D

e extrenely tnlikely to produce a

fradlas thie hmsmmeatma@%aiﬂke magneti c si gnat ure
response matching an encrypted prerecorded original.

In the genuine device, the predeternined baseline
P HoRRTH AT R SR R RO Bobech e
HH&fsﬁ tﬁﬁ lfn*éer Beﬁs%eﬁf' @ JRAGET hgbf’edéiélﬁﬁ?éds bhskline

nature device an encrypt

d@n"poned stolet Qécnﬁe‘rytlhq:aﬁ@cngaf in endci'yptéchfdrm A%@géi&ztt&ﬂ@ng
if the encrypt is copied exactly the magnetic
40 gﬁaag@r@ dasierorigeorporating ea cpysreaprded ihaseling |reggopserin an

feglgrr}r)p ede form | \%ﬂpge extremg‘ly u%rlllktepyetofﬁ%gucé/ a pelq'e ct forgery having

a measurable magnetic signature response matching an encrypted prerecorded

original. In the genuine device, the predetermined baseline response is
recorded in an encryption known only to the manufacturing company or those
authorised thereby. If the prospective forger merely attempts to copy both the
signature device and the encrypt derived therefrom the forgery will fail,
because even if the encrypt is copied exactly the magnetic signature response
of the copied device will differ from the original. Thus, on the forgery, the
measured and predetermined and recorded signature responses will not match.
If the forger creates a copy of the signature device, he could instead measure
the baseline response of the forged device readily. However, he could not

create a suitable valid encrypt corresponding to the forged baseline response

P18298WO



W@ ogpy/02ds48 he si gnature devi ce,

10

15

20

25

25 nmeasured and predeterm ned and recorded signature
responses will not match. |If the forger creates a
he coul d i nst eaPCTEB3WBMH03917
t he baseline response of the forged device readily.
However, he could not create a suitable valid encrypt
corresponding to the forged baseline response
P18298WD WD 2004/ 025548 PCT/ G8B2003/ 003917 9 because

he does not know the encryption. Thus, both possible
cbgopiseg hesdoest awi dendvai the ditvwgptiom Fhusyr Bethc Posﬂiblb copying
varioys aspects of the invention, a practical nethod
SStEﬁte%%?’&‘lati ng and readi ng a random si gnature using
artificially structured nmagnetic materials is

descri bed which is for practical purposes nearly

[ S ' t a_secur
GRS Sycerics it ARG Bk’ of the Hhidifont 4 Al fnethod
cofupdrerthig iang x*éhdﬁ:?puiﬂaﬁd&ﬁ SigadtuRy s i

mag%éet_i c eglte(rent_s of vari ous egﬁ‘bodi ment é@ln%ﬁt?l%}]e@tﬁﬁftﬁued
| mygnetic omateriade eisi desmibedi whichprief foraptacticel spurpeses Lnearly
t.hi ck,.. and nmore preferahly |es than 100 run thick.
RGBT 0By AndnNcTo o eferso @ Sesprify cdeviencuhich can

| u 40, nm.thigk. 15 The, el enent s
beniFatg SRBH 0 BRABE ot igt ik R sePuing g such onginals.
regularly distributed arrangenent, or differences
between them and/or irregular patterns of arrangenent
nihg hageetice edements nof onsibly dntioditieard compris& ol 1Bfers of
enphasi sed that the random nature of the hagnetic
reaghete anaterialn prefaeablyndess daans b quie biek p indramenei mreferably less
fabrication, . nat, dependent upon_.the shape, 20 i
B e ik e ST b B mmbbicgeanlersa Bt by peeterence will be
gﬁ&fﬂ%ﬁmuﬁﬂe&lﬁhﬁ'{ﬁﬁks may be generally rectangular in
hape,” I'n particular elongate rectangular for exanple
conprising an array of generally parallel nmagnetic

el ogate rectangul ar el enents, or may conprise areas
e et B pa 0T Sy o, 3ada0f rogulady
Gstribuéd arrangemé}ﬁ, or di(%{erencgs {Jetwe%n em and/or irr%ghlar patterns

of arrangement may have been intentionally introduced. It should be

emphasised that the random nature of the magnetic response is an inherent
consequence of material fabrication, not dependent upon the shape,

configuration and distribution pattern of the elements.

The elements may be generally rectangular in shape, in particular elongate
rectangular for example comprising an array of generally parallel magnetic
elongate rectangular elements, or may comprise areas of magnetic material,
for example being square or circular, or some other regular geometric shape,

which may for example be formed into a two dimensional array.

As used herein reference made to magnetic wires, microwires or nanowires

should be construed as being to such elements of elongated form, and in
P18298WO
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being to such elenents of elongated form and in
P18298WDO WD 2004/ 025548 PCT/ GB2003/ 003917 10

particul ar el ongate rectangul ar el enents and/ or

el ongate elenents in a generlly parallel array, but

not restricted to the parallel rectangul ar exanpl es
Qiai*t?dillﬁe eRingate0 rrebﬂahg'lﬂbf adlmBni3U hRASE SeloABates RErhGii€ A a
reference nade to nagnetic dots, mcrodofs or

rgenerdily pardilel brrapebwtarsttrestricted do ltks parallel smetdnghlar examples
el ement s conpr.ising, areas of magnetic material of |ess
givang hewin for dllysfration purpesesands i used dharpiy referesice made to

aEr SO TaicrodetS Gheafor sBPHChE BopRieRL Ay b tg, such
2 $ X?ﬁ{grigfﬂg &4BF ﬁ%@n%&’ 81 %frle&oéloggate, more squat
o phrposes. e e

iTTustra ements may

dbas, fidein partibulap ofgemn by gedmétﬁblshgp@%ﬂ%ﬁ forehedHam a two
or they may be partially connected by magnetic
dimensienal iamay, butmotirestricted todhewirkglar geomistry ofethe lexamples
entirely conpected by magnetic material into a single
lgé‘f%ﬁg.in or HigstralithBWI9SEPay be made from a magnetic
material, which will by preference be magnetically
soft, for exanple based on nickel, iron, cobalt and

%E%Y&nérﬂ@hﬁ?fl?éﬂgfs&eﬁé}ﬁfiﬂph@ Raghbtis '(k)r%/dt@tﬁ’al’coi%&ﬁ@gsthem, or

-

ni ckel iron alloy, cobalt iron , Iron silicon
fidyoynayr be qizatially i donnected| hyo ymaghetid hmateriahentcs amaymber of
coated with a protective overlayer to prevent, ., .
Bgive ,&ﬁthearmﬁﬁgvﬁ&ﬁtleeay canpastRd bysmpgnelicmatarial dntg\acsingle
h’gﬁ(&' conprising a thin layer of non-magnetic

eFfal  havi ng suitabl e nmechani cal and/ or

envi ronnental | y- resistant properties and/or surface
treatnments and/ or coatings, for exanple conprising a
Thy eclemkntsenmmy be glales fimm pd ansgneticmataderniall . whichhwill by
over | ayeés are 25 convegj ently transparent. Particular

Bredprsnessbemagnefically; sadt, dorerample dasadoon, aickel, iron, cobalt and

alloys thereof with each other or silicon, such as nickel iron alloy, cobalt iron

alloy, iron silicon alloy or cobalt silicon alloy.

The elements may be coated with a protective overlayer to prevent oxidation
or mechanical damage, said protective over layer comprising a thin layer of
non-magnetic material having suitable mechanical and/or environmentally-
resistant properties and/or surface treatments and/or coatings, for example
comprising a layer of ceramic, glass or plastics material. Such overlayers are
conveniently transparent. Particular examples of protective overlayers include
titanium dioxide, transparent epoxy resin, plastic or glass, transparent

modified silicone resin conformal coating and transparent acrylic conformal

coating.
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weomtioz§4eand transparent acrylic conformal

titani um di oxi de, transparent epoxy resin, plastic or
gl ass, transparent nodified silicone resin confornmal
C ORLT/G§2003/003917
P18298W) WD 2004/ 025548 PCT/ GB2003/003917 11 The

el ements are laid down upon a suitable substrate. An
underl ayer may exist between the elenents and the
substrate. The device may bellncorporated directly

into or upon the itemwhich is to be protected, in

Viitiec tlenments tifeclaid dowtr apen avspitablet substratem Ani whdarkayen may
be protected against forgery itself or 5 sonme syitable
it betweenthe efamagnts and thm%sw@f dipsslevise may be prgospergted

therein for the pur.pose. t.ernativel he devi,ce
tperfs i, OF P, B TR OvEio o P e Do tpllo i G Gase the
SRFtriiP 2y PEAR} et MO ICHS bo TrbREIURiAR Bhgery iself or
Roficcsitinble Substratel matvaial daid owrcthepsupshng i@torporated therein
i ncorporating sonme suitable substrate material.
Soi thetpwpeseh sA temativielyetheadeyiceomay bk dakorpotatashinto a separate
| ass, , plastic, or. so of.her mat eri Wi t h snoot h .
oD a5 Ao 2081 SO s el HeAE B O tber g Hgpable in
f . ts I ' bt
SEEREOR At 3h R0, B PRlibeted, e ALARIE Uk LinbrifRK or
ﬁﬁébrpbfaﬁﬁgmﬁe Bihitzbl€ Substfdte ahtedal. OBhRAbIE SUBERAEL Fhhefials
associated with the itemto be 15 protected. Means nay
hinclpdosiliden, glass, plastie prsome otkier maserial vrithcm amoethusuirfaceo
ef fect attachnent between the unit conprising an
identification device in accordance with the

¥ gé&no%@erﬁxgg%ég%ﬁég’eﬁ@n@ %egfgﬁo FSitdedon 2 %fta@i?&ﬁi 1e1Hﬁ,y the

If
provide for r renovabl e engagenent of t

atthetedbid bAitunay beQitfabRed BiredtBE tethd item todbe pedtected, or may
per manent engagenent thereupon. |In the forner case,

20
zfomphmftae teray other doeumendalion assoristerd wigh dleaitemtto be
S by 2 BSOS T i o
%g%ﬁp GitaGitEHt! ﬁ&g@@ﬁ | tht ARE cotipPishfg! bR NdeAfiGtion device in

anisns to indicate tanpering By unauthorised
petsrdmsce with the invention and the item to be protected. Such means may

provide for releasable, removable engagement of the attachable unit to the
protected item, or for permanent engagement thereupon. In the former case,
attachment means may further comprise locking means to ensure that only
authorised persons can remove the unit. In either case, the attachment means
may further comprise anti-tamper protection and/or mechanisms to indicate

tampering by unauthorised persons.

Suitable uses for such attachable unit include, without limitation, labels for
items of value, of security importance, or of otherwise critical importance, for
example to enable identification of the article, authentication of the article as
genuine, verification of the provenance of the article and the like and/or to

label the article in a secure and controlled manner, for example with
P18208WO
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25 Suitable uses for such attachable unit include,
Without imtation, labels for itens of value, of
or of otherw se critical PCT/GB2003/003917
i mportance, for exanple to enable identification of

the article, authentication of the article as

genui ne, verification of the provenance of the article
and the |ike and/or to label2the article in a secure
and controlled manner, for exanple with P18298WO WO
dpfmetion aAboptthecatiols ruivw mionmation, ovtesl rerirelhpfermation
the article, pricing information, stock control

i%Gor mation etc. In the case of magneti c el enents

being forned directly upon an itemto be 5 protected,
simlar usages m ght al so be envisaged. Such direct

iTActhe pase bf aagmetic tdemelfty beingofirmedhdirédtBmybch BR item to be
protected however will be singularly effective in

pretectad; sitnilaraisagesrinight atsopbecuisaged, Suchediredtdncarpdration
s do¥ige oR Lop G PReioricd hosyeer Uyl posmEnL by efestive
ﬁ]ﬁg#& g}é@r& ylélt{ﬁl‘ﬁfl(g’{slﬁgrléé%?%%n heh'p? g@ﬁt fhe trgl?&soﬁfh hi® hence

sce action

eEhbRémTY Abh-cofRtblEbly Sepfodutidte dattré @fhe |si%ﬂhhﬁ’é' dideQrand
ready authentication of an itemas original. The
avillitherteforaehe partituariy diséfil dpassoalationt withy iteptsywhichrmight be
exanpl.e, using thg fret hod descy | bed .herein, although |
Enisseibleg i the pyadustion, of spunisHeorenies, smee ;&ﬁ? qvige will

R g€ A3 Sy Aeiotibh b o Reae BN, 7200 Shape,

or may have a size and/or shape differing continuously
or discontinuously across the device. Preferably, a
Theisdemerts dhay dediormed byreopticablithxigraphyyifbt ekamplec yeing the

i n_one .ens, l.Le. .In _qne enbadi nent, several djscrete
TR AT bR i PIACSieD G BOrng: OrsFrpe @ s  lorgcontact
%{;}ﬁﬁ%ﬁ{@%@u@@ ng generally simlarly sized or shaped

I edc

group, are provided so that several
different switching fields can be identified.

The plurality of elements making up the device may be of generally the same
size and shape, or may have a size and/or shape differing continuously or
discontinuously across the device. Preferably, a number of different element

sizes will be present in one ensemble.

In one embodiment, several discrete groups of differently sized and/or shaped
elements, the elements being generally similarly sized or shaped within each
group, are provided so that several different switching fields can be identified.
For example, an ensemble of rectangular elements in parallel array may

comprise several discrete groups of different widths.

A suitable example comprises 100 rectangular elemenfs, each 1 mm long; 10

will be 5.0 pm in width, 20 will be 2.5 pm in width, 30 will be 1.7 pm in
P18298WO
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rectangul ar elenments, each 1 mmlong; 10 wll be 5.0
gmin width, 20 will be 2.5 gmin width, 30 will be

1.7 gmin P18298WO WD 2004/ 25548 PCT/ GB2003/ 003917

13 width, 40 will be 1.2 min width. The magnetic
reddibnde will shchl 2umemseidthe Whel ndapstic fif@%jﬁofnﬁ’él fof such an
di stinct groups of switching fields, each of which
vensemblehiviallt thensshaow o distinetr gecvipsnoff switching fields,t each of

t he, nex jch can be wused to forma random )

swﬁwﬁmflfee.:ﬁ%a%ﬁealem% tioshpRe Ggstosbe next, which can be

r [ ch 1 nmlong; 150 wll be 1.0

AR Rl hagB81 55 M n Wt 90 wi 11 be

1.67 min wdth, 60 will be 2.5 gmin width and 30

will be 5 min width. The magnetic response of such

ah secorehintampiel dontprises 460 vedtanglali elements, gach!Pn@flong; 150
ching 10 fields. In the exanples, the nunber of

Z‘V 19 pm wawidthy Rhwilkbe d 25 rmain widdh, 2& w}fb beﬁt@mm in
I th T t t )
JEEL BV B wpdm TRl e Ty e dLbemagmeti
ESpohSc S5 sEOtE i ChacHUE RN Mhorb o Ve Wstintf gl o Sufichine
dleldsngt h at the reader. This is a preferred feature

for many applications, but it can be envi saged that
for other applications several discrete groups of

T TR p—
SHOAE o 1 08 sy s, ook lher e GA0SE B5RY o

ithe wadermsuailydepyndsunonibe sotabarea of cobarags,afo @ch@fhé four

Si %_e and/ or Y . .
or five groups of switching fields will register the same strength at the reader.

This is a preferred feature for many applications, but it can be envisaged that
for other applications several discrete groups of differently sized and/or
shaped elements may be provided wherein different groups occupy different

areas of the device.

In an alternative embodiment, differently sized and/or shaped elements are
provided in a continuously varying array, so that variations in size and/or
shape between an element and its neighbours are minimised to avoid large
discontinuities. For example the area of an element should vary from its
neighbours by no more than 5% and in particular by about 1%. As a result, a
smoothly varying collection of switching fields is produced. The variation
could be tuned in accordance with a suitable functional form which may be

linear or non-linear.
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shape between an elenent and its nei ghbours are
mnimsed to avoid large discontinuities. For exanple

wao bw4/arisas of an el enent should vary fromits 2BCT/GB2003/003917

nei ghbours by no nore than 5% and in particular by
about 1 %. As a result, a snoothly varying
collection of switching fi elﬂs i s produced. The
variation could be tuned in accordance with a

iiugh te%?xhﬁlgf, ' %tl |f§ o{}é)) [i%%cmg %cgﬁa,ag%%ci—gaed ab%%g "with rectangular

SR AR e EC P, (P YRS o

FuRdtidnt frosy tharatdyelAengmble mgzhﬂﬁihrtoﬁllﬂlm?%ﬂ}ﬂﬁﬁﬂﬂe wire;
varies as a snmooth function across the array.

dinesmextt veoudd ghfz 5% iy, the next 2.56, j5m elig, awtihiSpeyires laterrtb&mdth
1R 55 U5 S S48 A AR A
g'tQHDyé e%g%grhlﬁ%igp t\ﬁﬁf‘{?% 1% %;&%@%&t ¥Buld be 1.01

:%%” tfle %xtll [(,%) ﬂlr%tct ﬁﬁhlnﬁﬂ wire§ Zat6? ﬁiecmdtﬁthds ﬁé_tﬁ to 5 pm.

res |ater the wi dth has risen to f er ent
Diffeteno nfuincfionals formsy. e.gi lamar, quatta’acl etceboukdo bedubed to

Sl oy WAoo o R i
T e I

kmoBicdiEeash BE Svitchifg fietds. ce, in addition to the
signature array conprising a large plurality of

signature el enents, conprises a S|ngle rel atively

| arge area, 15 pagpetic, el nt f Use as a referencge
&n eReamb Odme@x@ﬁﬁf"éﬂc&: aneadge S@%gmayccompnsmg a

%ﬁg@ \ﬁ@{gs lity &bélgﬁaﬁﬂ’é ?%%eﬁgsh %6%%#58&5 assﬂ’f(ée qu%thllyelai‘ééjfrea
Haghediclenlent & usedk refeh*éncerél?@ﬁ@it forfxanplé ¥ relatively wide
al nost identical to the bul k rmterl al, which is

wagattignanpwire wefthe ﬁ:eegm@@l examnples sueh asingle svide avire m;lld
Blocks ch \ig errati svmtchln field therg

P ol FB BB RiE B0 Gl T SHIOF hiviEs A Shel fives, Yadih
magnetic property is almost identlcal to the bulk material, which is usually

quite well defined. Thus, in addition to five blocks which have etratic
switching fields there is provided one well defined switching field, which can
be used to calibrate the reader. This calibration could include making
environmentally-based adjustments, such as subtracting the influence of the
Earth's magnetic field, for example, or compensating for changes in

temperature.

It is necessary that a predetermined base line magnetic signature response is
provided in combination with a security device in accordance with various of
the embodiments of the invention. It will however be understood that it is not

necessary that such a predetermined base line magnetic signature response is
P18298WO0
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be used to calibrate the reader. This calibration
coul d i nclude making environnentally-based
such as subtracting the infl uenceCoGBRIVE/003917
Earth's magnetic field, for exanple, or conpensating
for changes in tenperature. 25 It is necessary that a
predeterm ned base |ine nmagnetic signature response is
provi ded in conbination wt hl% securi ty device in
accordance with various of the enbodinents of the
iprowidesd am physicali assodiainn wilthithe seetsity dovicer brat mierely shat it is
not ., ;necessary, t hat, such redet ermi ned base |ine )
A gilaRIE 16 T adthorisbd user of & flevice-for Rommeripn putposes to give
0 8 n . . ol
P eeRd T KRB (InRAP YERF bRy AR the
idevice isapeaidl b lsaithisle! Mearis, tsueh i £ thel fifignétic tsyxa@.ﬁ’é' feiding
for conparison purposes to give an "expecte
meeans describediherainnpar ed wi th an actual response when

the device is read by suitable nmeans, such as the
magneti c signature reading 5 neans descri bed herein.

' ' ovyj de I i.Ist € ..
P SRSy iR Yo 5B o Bl Bctine
asBO06d providedvintphykical SRWEiaER witH MHeQRhvR? drl (Hotectdd itém. In
second, the pre-recorded baseline may be stored by a
aesecend,rthagre-redonded baseline moay beestered-byez dedivd reader. In a

B0 el S e 1 9 e 0 an
. ' bet
0B 80 o g ac USRS B Y A b e e

Baskdrpe conpaiifss Batwebe BRSIRIIP r(i.e.utﬁiﬁ%aﬁﬁbdgf nd actual
purposes. 15 In the first enbodi nent 'nenti oned above,
{measpred)baselintadadingetambe made fosanthérdicption pugbses)

cl ose physical association with the device or

protected item In one alternative, the pre-recorded
BERE AT chbolinnir el Hp o, B By Mokascf bbolfing response
Brovidiedrin etbsb phgbicaleassaeiation with the device or protected item. In

one alternative, the pre-recorded baseline is stored in physical proximity to the
device in machine-readable form. For example, the pre-recorded baseline is
stored as a part of the device; or is stored adjacent to or under the device on a
common substrate; or is stored in the vicinity of the device as part of a unit
incorporating the security device of the invention, optionally with other
security or information features, such as a smart card, identification document,
key card, key fob or the like, or a label for an article to be protected; or is
stored on or with an article to be protected which article to be protected has
also been provided with a device in accordance with the invention; or is stored
as part of a certificate or other documentation associated with an item to be
protected which certificate or other documentation may also incorporate such

a device in accordance with various embodiments of the invention.
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stored as a part of the device; or is stored adjacent
to or under the device on a 20 commopn substrate; or is

w@e@reessesr the vicinity of the device as part PET/@B0WB003917

i ncorporating the security device of the invention,
optionally with other security or information

features, such as a smart card, identification

docunent, key card, key f oblbor t he like, or a Iabel

for an artlcle to be protected; or is_ _stored_ on

i this @mb&dnm@me theopr@necmdﬂdebﬁsebmwmﬂd derstored in éeqsléble but

prot e rov th a_devic

|
BB Pl oty « (P X RR e thBnooRienped <0t A BT ootsed, phscline

e 40 S B A5 s
R THO privRE RéY, Grhith s alséd foeasipléric i§ llﬁlhwnaonlg to the

device in accordance with vari ous errbo i ments of

mmanafdctomnng edmpaax;\mlmlﬂﬁohm 236dls mcsadcm dedpheieg is held

16 In th| enbodi rere orde el.i ne shoul d
g8 egtﬂa'rr@a erierg EE ﬁ@ﬁ t%@agégﬁaﬂm-

exanpl e, the condensed or unprocessed basel i ne
response is digitally signed using an asymetric

Tﬁ@ r i HAIRY s%ﬁﬁrdddhéﬁ&yﬁgcrl ?o%aelﬁfé“resﬁb@saofs' Mot Bf?)the item,

whi ch™i s ‘used for enci is known only to the 5

prafedfabbt writinghe omagmgtxc blmemiﬂalfon dxamplevinc thait sttusepnnted
for deci pher,ing,, hel d on every reader termnal

waderneath gt algnstide the elepents, oF aligbptively gecqrding it jopto a

B P ot AR SRR e SR BRERT oD IEHTE Ppraime
R0HIP h Qmiatt ddrdichip, ot By Bomeictker rﬁélaﬂsn ABthee BifbrrR4tion, such as,
al ongsi de the el enents, or alternatively by recordin

btit woitlimitedtayrthe iownde’s anagter opa uniquisyidenttiyradida @riat cheg
S o8 o ek e s s
fé%n@%he %gx}eﬁgtelgxlngﬂseﬁo Obeﬁlgetr%ﬁgfreﬁ tBaH%otﬁér fem or

n gque “iden um nay al so

RVt @dfdrmtaﬁoﬁ b8 as@BnRat ér crtifedte fFfUiln Besmotraddified.
signature to 15 prevent the magnetic el enments from

bei ng transferred to another item'or inportant
hﬂfgl% ggcgpln em %o&n?e% rreTFerredo fo a%\trel ftl.healgr%rgc%? d?prem%asured

base line response is stored on, by or in close association with a device reader.

Such an embodiment lends itself in particular to “lock and key” type systems
where the device acts as a key and is used in association with a reader acting
as a lock to limit access to particular areas, operation of particular items, or

use of particular services to the specified key holder(s).

In this embodiment, it is not necessary for prerecorded baseline signature data
to be stored upon or in close association with the device itself or a protected
item. Optionally however, the data may still be stored in an encrypted form
for security, for example in the manner above described, or may be otherwise

security protected.
P18298WO
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20 Such an enbodinment lends itself in particular to

"l ock and key" type systens where the device acts as a
key and is used in associatiﬁp W th a reader acting

as a lock to limt access to ‘particul ar areas,

operation of particular itens, or wuse of particular

services to the specified key holder(s). 25 In this
gﬂbﬁ%' R :enlxlquiﬁleﬂ? tr?féﬁ%gs Alahoyd tH @E&‘é@&’ag@/greqleasured
aséline sighature data to be Storé pon or In close
Qﬁsaﬁieaéigﬁmw 8dta i Stod@l temfoteliySRoM Wothahe'devRel#d protected
item Optionally however, the“data may still be stored
iitenaand ther deytiesdiredern Stichra medeiof byeration lendsrifsielf in pattiomlar

manner, aboye .descri bed, or may be otherw se security

ﬁ?gblgdﬁ 2" limitssievey 9ishs Sthareod oS HEOTRATPIIG08 g6ty mamber
e [ [ eferred_to aboyve € ... .

SF hBabRG ot SnBRREE of “MHierkhef, of Jpted, ARIEy 08 Yovices is

Tnois8ged ?8@&:@411!{1\)/1% 28 'ii‘ligﬂttﬁb thBRasteVith Lrédiflc4Hde bR HRlike with

itemand the device reader. Such a node of operation

lreuitiple paintsfofisalep securityibrat identificativnt syistenmotvithimultipl® points

to, systens where a network conprising a | arge nunber

of apessselcs each expecting to interrogate a large

nunber of devices is envisaged, for exanple as m ght

be the case with credit cards and the like with

Th! deoBHAnBO WA (hfs SbGIIRAP priib¥orded dighfthid WaA! kbt the

systens wth multiple points® of access etc. 10 In

device damt én watticuldr sboatraopluratity of rdiffersmt dedices,gisaprefeeably

dat a, about the.  device, and in particular about a

stonedipt & wentralydate storey fon eyample, connepiedstora plupalityof; readers

3. f FFRlpR PRk, T8, iR HAPRER S ARy [ pBdes of
Dpefation fh Wl dnvisBed! 10 HRAfiASY,Ca FENAES 104 dable PREFERM ladkvice,

can be envisaged. In the first, a reader is adapted to
idemtogatel @veandral data store for the prerecorded signature data, and make

the comparison. In a second, the device reader is adapted to read the device
and pass the actual signature data to such a central data store for verification

purposes. The essential principles remain the same.

In a further aspect of the invention there is provided a security system
including at least one device as hereinbefore described and at least one device
reader, said device reader comprising means to read the magnetic response of
the device. In particular, the device reader comprises or is provided in
association with a magnetic field generator to apply a time-varying magnetic
field to the elements, and has a magnetic response recorder to record the
response of the magnetic element to that applied magnetic field. An

embodiment of a device reader is described herein.
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pass the actual signature data to such a central data
store for verification purposes. The essenti al
principles remain the sane. 20 In a further aspect of
the invention there is provited a security system
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enbodi ment of a device reader is described herein.
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readers may be arranged such that each reader
F‘i‘:ﬁ‘i’ﬁ‘quoﬁ%e eterapest daseline; pignatyra aespense,oin pagicularathe pre-
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preans tcecompiae the prizecordedant heasiredbasslimeaigiature responses.

reg(fonse, in particular the pre 10 recorded and
Bsadeys adapted dome gystemaiopawe én aesasdanseowith\ihe seeomd mode of

gﬁ%?@él‘gﬁegggmﬂ h@?é%?a%iﬁe?{b o(r% rot ected. articl e;

and
ek SOBIPTiSfreSfREAgE, means for
SIOFAA! the ! PRABIBRBA ds ] i
sig n%t u re eﬁ?es Sglﬁ ses. GS%(]E%S esr1 ad ap? Ee’sg% ? g}&ga ngg%ee r%e?g?(s)
indended focuse theravethyiand préferabdy fimtherwdenprise comparator means

to make a comparison between stored and measured baseline responses.

=3O

Readers intended for use in accordance with the third mode of operation
described above preferably comprise means to receive data concerning a
remotely stored predetermined baseline signature response, for example via
direct entry of data by a user, or via interrogation of a remote database on a
distributed network, together with comparator means to compare the
predetermined response to the measured response; or in one alternative, means
to transmit the measured response to a remote comparator, which comparator
incorporates or is in data communication with a store of predetermined

résponses.

In all cases, the device reader preferably makes a comparison between the

measured and predetermined baseline magnetic signature responses, for
P18298WO



operation descri bed above preferably further conprise
storage neans for 15 storing the predeterm ned
whamel235e8 si gnat ure response(s) of the devi ce(BJT/GB2003/003917
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i ntended for use therewith, and preferably further
conprise conparator nmeans to nmake a conparison

bet ween stored and neasured gasel i ne responses.
Readers intended for use in 'dccordance with the third

node of operation, described abo ef eyably conpri se
FRBABIE, BT of VISP OISR 0 FEhdCuiayess  piegBonse
RENAESETUESAAHA S Sy BEBE o R en A, R BRbfpe
WAt GRBatdleraned lititsenot e dat abase on a distributed
networ k, together with conparator neans to conpare the

predeterm ned response to the neasured response; or in
one alternative, .means to transmt the_neasured

&8 prssRense omgchanigm emeynprinpxise 2 simple displesr meens,2ef any

i n rates . ok. i S.in.data c nicati.on. wth a,store
SYIEIE s PG Vsl ity atplitanerie odicators aid g fik, of
Wil e ARy ARidRicltea) DRddifOMIRC ofCafrhiMively, other
measur ed and predeterm ned basell ne magnetic signature
resppnses anay berproviisad IBMOFEO ez fple) 2ntbfitication might serve to
PCT/ GB2003/ 003917 19 exanpl e agai nst a _predeterm ned
telease arved arivisteal logky peemitting gceess tasp oestiictedaraa epenation of

dependi u whet her, signat ures..ar,e identic Jor

R & ouHBRA SO, SioBrah AP AilA ST e The ko

mechani sm may conprise a sinple display neans, of any

suitable form including visual, audio, alphanuneric

Acdordiigotes a darthéthaspgeck of tlad invehtidiea sinypleddsriceis described

aut henticated. Additionally or alternatively, other.
higho §ar smagspry dhe rwagertie Tesponspofegasmeld area of thin-film

W
GiAERTE toaBial " Ao Ve btedl BUFBSBitpR o aoaspring the
ARghatd AMmde siblafbe LF Y& icd 88¢H he ldBSbrAfd MWBRARL The small

access to a particular service or the |like. According
aea avillbyt preferenqrebe obkizeHk2 mmen 0i2omm ar greqiére thie mageaetic

i s descrjbe
materiaf will %e ?n the thickness range 1 nm to 500 nm, and by preference will

be in the range 1 nm to 50 nm. The magnetic material may be a continuous
film or may be a collection of magnetic elements. The magnetic material may
have a transparent protective overlayer. In various embodiments the magnetic

material remains optically reflective.

In various embodiments according to this aspect of the invention a device for
measurement of the magnetic response of such an area of magnetic material as
a time-varying magnetic field is applied to the magnetic material comprises an
illumination source, and in particular an infra-red illumination source; a
collimator to focus the illumination onto the surface of the magnetic material;
and a collector to collect reflected illumination, and to monitor the varying

response of this reflection over time as the time-varying magnetic field is
P18298WO



whi ch can neasure the magnetic response of a small
area of thin-film nagnetic material. The device is

wowdod/0s35ug ed, but not limted, to neasuring theCEB2003/003917
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magneti c random si gnature of a device such as

descri bed above. The small area will by preference be
of size 0.2 mMmmx 0.2 mmor greater; the nagnetic
material will be in the thicRBess range 1 nmto 500

nm_,and .preference will be in the range 1 nmto 50
n?tﬂph‘?ae ﬁ%ﬂﬁ’é@ h@ tﬁ%ldéﬁcﬁlm‘ﬁﬁi’?oﬁéesaokmﬁoﬁubdsmﬂli 4 magnetic
] f tic elenments. The nmagnetic
Ei&g g%a%ydo%hh%&e&gh%ﬂgparent protective
overl ayer. In various enbodi ments the magnetic
material remains optically reflective. In various
elmbreations rensbealiments) the ttansvérss naspRertoptical Rerd 8BS ¥8ed to
a device for neasurenent of the magnetic response of
Juetsurs, the srepetioaespense ofidhe areal ofimaghstia material as a time-
t e .NQ: etic.field is appl.ied to the. magnetic
A SpE HhdsiFis LS apphedin e osbhric el Dhis pifect is well
A8fokwirC W 3he AMtelafirt 2 TR rbidodld NALdsBRnS O i&: i
col | i mat or t oéli‘ag{:rﬁs ’tTﬁg rlb%éc’&%é @ 4sgﬁng n#é[)vg?e% g?agu FjoogRorate
aiddittematragpant itc applyesichl a tin® darinOlae6bed feRl 60 i blea of
reflected illumnation,., and to nonitor the varying
mRagGHS anaferieh padercinyestigation.ooen sepamtadevice may be used to
t -%%réi ng magnetic field is P18298VWO WO
2884925888 PCT/ GB2003/ 003917 20 applied. Optionally,
the device incorporates or is provided with a magnetic
field generator to generate such a field. In various
dwb vaiiioent emboédimentsarthy e dediconepaiatsORyitliGit Foldrised Jight.
ﬁ?gect .is used to 5 neasure the magnetic response o
ventionally, theytransverseaKerri effect sequitdsnthe meominglight to be

e field.is a ied. to e magnetic materjal.
R S icet” i By PR Bipievd BiciSbvitiog a st ofeolroid or
EGraP QSR pobaTiNg HSHGE ¥ Hgete) t i ti.qnal
means toapply g!s ch&gqﬁ?ﬁ%ﬁ\%%ﬁgé&n%%g&%ﬁlgaﬁﬁg g‘i}a been
surprisingly Goundnihghén iapplicdtioni @l thid fevention el BFTRHAR cY be
a sevp%r ate device may be used to 10 a't;l)jply t'he sane.
removed to reduce manufacturing cost and to reduce the size of the device. In

the preferred embodiment of the present device a polariser is absent. This is
suitable for many applications. Nevertheless it will be understood that a
polariser may be included, for example in the in-coming beam path in

conventional manner, where this is desirable or necessary.

Preferably, the collimator comprises a pinhole. At the scale of device
operation this is found to effectively focus the light without the need to use a
lens. This again reduces manufacturing cost and reduces the size of the device.

Conveniently, the pinhole has diameter in the size range 0.2 mm — 5 mm.

The light is then reflected off the surface of the magnetic thin film.

Preferably, a second pin-hole, with diameter in the size range 0.2 mm — 5 mm,
P18208WO
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webdoeorssuequi res the incomng light to be

In various enbodi nents the device operates w thout

pol arised light. Conventionally, the transverse Kerr

pl aPET/GB2003/003917

pol ari sed. This is usually achieved by inserting a

sheet of Polaroid or 15 sone other polarising optical

el enment in the in-comng beampath. It has been

surprisingly found that in apblication to this

i nvention, the polariser can be renoved to reduce ’

napodddedito fapus dbe refledteddigheditde prdferred ttmt dlie s¢vend pin-hole

device, In_ the preferred enbodi nent_ of the present
ouldehave, the, same rdiametsp s the fist pin-olesiLighyl i passed to 2

mail# taPpl icat.i.ons. llxﬁéerth%i es?1 i wilJ. be. upder st.ood
{RHPCIO PTRAISIPE <&  ghty SRSV, deYise, WhiFh ol By Brefgrence a
RIS RT bt PRAGHOAL Seriivee AR FRGARG by fght
gohtcemat or conprises a pinhole. At the scale of device
operation this is found to effectively focus the |ight

W thout the need to use a 25 lens. This again reduces
duces the size of, { he devi

nufacturin .cos% nd..r E cg,.
35 ripiope motiments, Then Bt soFoicaRRTises & lighk cidipg diode.
(THIOR i Corflt fo bRt Fe stdlfHevipe} 06 mpfiurfie! @ sfidneto-

optioalK pirreffet ewhevd 4 Ihseh B idaich etlﬁﬁlg?brzﬁl iBRdesBert lamp
mm- 5 mm P18298W0O WD 2004/ 025548 PCT/ GB2003/ 003917

29 used.pTheipresent oddviceuss smellenf¢heeper and giemovees the hazards
preferred.that the second pi.n-hole should have the
éﬁ%?élaa?iﬁ%ﬁ’apf&@?w“fﬁ%s aJa$fThol e. Light is passed
to a collector conprising a light sensitive device,
which is by preference a phototransistor or
phoindeh-redeliglgnanitiivg dicdet (MED ) prefaaredosredus oibitly shb&rum
light 5 source. In various enbodinents, the |ight

dor bwenpeasons: highiqpticaleintensitiay ate cwbievablei in tqhg infra-red

AR ot RS e W aptahreceve
L&S8E RhddrediiREHRIER foMRILY I Hg'tﬁﬁ??@&ﬁf%‘imleﬁﬁféné@ from
m er, C

{
I's used. The present 8eV| ce | aper an
ambipn¢ fighte hazards

In various embodiments, the light source comprises a laser diode. Laser

diodes are relatively inexpensive and can provide high intensity light.

In a further aspect of the invention, a method of manufacture of a security
device comprises forming at least one, and preferably a large plurality of,
magnetic elements as above described; obtaining a baseline signature
magnetic response for the elements; storing the baseline response as a
predetermined baseline response in a form accessible to a user of the device,
optionally by encrypting and storing in physical association with the device in

any readable form.
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associated with a product containing a |aser. An
infra-red light emtting diode (LED) is preferred over
hi ghr@pGBe@I3/003917
intensities are achievable in the infra-red 15 due to
the higher currents that infra-red LEDs can sustain;
the optical receiver can be 2®ndered insensitive to
visible light, thus reducing interference from
almbiagious irdodimérts ey élements Will Gefonhed bg lpticadithography.
source conprises a | aser diode. Laser 0 di odes are
relatively inexpensive and can provide high intensity

light, In a_further aspect, of the invention, .a nethod

ofpgmlﬁ dmplemeptatigns é&?ﬂ&'ﬂﬁ foctgtﬁ e@eebﬁﬁrtﬂ% awventpn; § gost
a ef. I e phuralit f, .

@Ol 80 nadh W lfioBbioly JrbBERGP i Sisk: o iy magnetic

RAGREAtS C St r 251-[59 t4 g@[‘art

el en%lgtg SC&? g??lgg%?he baggfi egwfag pgﬁégn S a Sfuctures. The

phettetsisinis rapplibd $@ thensubsiestp dm tlee usuah fishion aed patsérik& by an

to a user of the device optionally by encrypting and
PieelngxRas fellowied by dsyelopmmsmtni The mhagnetioimeterial is then

any r.eadahl'e, for P18298V\D. 004/ 025548 .

o5l G Gelfernsd PR isto 1Ll B Jeintaresist would then
eqTESY! C 0

e B o R ol M Boreslt can be

tlée in rplace, ibesause thesmagmtici mategiah deposirdeon nop e it forms a

l'i thography process in the case of _the magnetic 5

&P e} of geplengwlap magnelic elpmentsyeFer akamples suppngalthat the
3ttt B pelfrehor il Serthaisr SRiFtuRS i widih 95 e with 2
' f d d I t., &h t
SBh s SHEE fitcne L3R of SRRy MBI I B Pl Then'the

. ] , b
REURIGES PhprisEH Bt B 0 Pob MK ABlchbd 18 1h dubBfe, ¥hd an
feeal pheiber e@hintis ¢ROF PamlRireehttadhedRbd ﬂ@@bophﬁctﬁé‘ SibstaR.
magneti c nmaterial deposited on top of it " fornms a

second set of rectangul ar magnetic el enents. For

anpl e,. suppose .t hat the . . )
& Wverition in'a rther aspect comprises a method of marking an item for

security, identification or authentication purposes by use of the foregoing
device and/or system and/or method and in particular by associating a device

as hereinbefore described therewith.

The invention in a further aspect comprises a method of identifying or
authenticating an item by use of the foregoing device and/or system and/or
method and in particular by associating a device as hereinbefore described
therewith, applying a time-varying magnetic field to the elements thereof to
obtain a measured baseline magnetic signature response, for example using the
reader hereinbefore described, and comparing the measured response to a

predetermined recorded baseline magnetic signature response.
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resi st had been patterned into rectangul ar structures
of wdth 0.5 gmwith a centre-to-centre spacing of

wa2®4m2554 t he photoresist is left in place, tPENGBR®3/003917
structures conprise a set of 0.5 pmwres attached to
the substrate, and an 15 equal nunber (mnus 1) of 1

gmwi res attached to the top2dbf the substrate. The
invention in a further aspect conprises a method of
rehekinvention wilknowde deserthed by way of exarhpleadrly with reference to

thentication purposes by use, of the foregoing
dogvEe  Andpor th@%@@mmmgdﬂmn@dnmchrn particul ar

ogi at 4 .deyj 20.as..herei nhef pre, descri be

B B e Aot R PR P RBERL S Ial phefor o
el hoRbtié Sipbtuly i \ibcBfdangl Wi Wb G nfinan | tem by
use of the fore&goi ng device and/or system ahd/ or
rRigire @ isnad illusteetion efid socohd caleivnadf magretitaslbmen® For such

her ei nbef ore descri bed 25 therewith, applying a
tUSe- varyi ng magnetic field to the elenments thereof to

tain a nmeasured basel in neti c.si gnat.ur

368 o7 GrshRtsm PE AL goleon B Fulinr elements fer such
scribed, and conparing the neasured response to a

pr €det er mi ned recorded basel i ne magnetic signature

Rigupo Ase an RIUSIAMGN \WT A v20fbt Babukdn S hE B2 1?@1&%&3 ofa
0

23 The invention will now be described by Wway
satharen ofthin miagheticefibn,cvich as the dignatmees in Figures 166 3t he

Higies dan eafih ot paembpdirieitaf e roveatioa s & smart card
S{ééfg? Lis a&isiﬂ%%é’c;%ngof %@QWQ&: the ShdHion in dd'electronic

ance wt I nven gure I'S an
kej;ustrati on of a second collection of magnetic
el ements for such use; Figure 3 is an illustration of

Higue 7 ds anlillestration offanrrughatimenteoftherinvertion inarhidentty; tag
oot e Db e B 2,951 e, for, s o
g;?@?@B i ah liluBtraBidh DF2R dnltodRhBRP NS SnddhifohGHEEDoratiPinto
a CD for authentication purposes;

Figure 9 is an illustration of an embodiment of the invention incorporated onto
a certificate for authentication purposes;

Figures 10a to 10h illustrate a manufacturing technique for producing various
embodiments of security devices according to the present invention;

Figure 11 shows a reading arrangement according to the present invention;
Figure 12 shows a component of reading arrangement according to the present
invention;

Figure 13 shows a coil dﬁﬁng signal;

Figure 14 shows a synchronisation signal;

Figure 15 shows a coil driving signal; and

Figure 16 shows a unipolar detector signal.

P18298WO



Figure 5 is an illustration of an enbodi nent of the
invention in a smart card; Figure 6 is an

WO kdous23sag i on of an enbodi ment of the inventi oPCT/GBa®3/003917
el ectronic Kkey; Figure 7 is an illustration of an
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enbodi nent of the invention in an identity tag 15 for
attachnent to an itemto belﬁrotected; Figure 8 is an
illustration of an enbodi ne of the invention

incorporated nto CD for authentjcation purposes;
BegriBE st to, igres J tpai Whsisntians @iniboen REATDIS strussires of
' : | ' .ed.ont.o a certificate for

RERRe PR B Ra8eL B oo w102 to 10n
illustrate a manufacturing technique for producing

vari ous enbodi nents of security devices according to

I thepfimt endollectiem bf esguldrirgetafgdlar flagneticeletaitd'dl) is shown
ar.rangenent accor di n&pto the present invention;

sehgtradically anduet te ssalep cHnmatstial Qﬁﬁa@emapudg NigyHey,. The
SR S B B 5, DR e ot v
i i AT T eC R ——

thedoals, ofn sartodbr it SROBROBY\EhIELRBRM 81

PCT/ GBZQO%rgOSQN 24 Refer%@%g fi rgfg"?gl Finzgnl}rb Sl{mtnoarea
will somprise awvenyrlergstplutaliieofelaments aftmicoinssede wfidth.
magneti c elenments are provided in plan view In the
first, a collection of regular rectangul ar nmagnetic

ShaEe sy BREAg IR 1, Bl Sy o
sthematialonlys A2 drdgwt 1 um wideCkizes sight B s‘ﬁ%nbféhﬁ{ some
y

overal |l area of the signature portionis 1
amilca‘m@Si IHorevea: aohas beepatabechabavepany amay afatiscreto groups

o?ﬁ#ﬁ@n%x%s{/itil%vﬁ%%etveﬁaq %ilslcgetg %w?t%ﬁlrn%cﬁ&hg ?fotr rc]a)aéagmple as

above described), or a continuously varying array with width varying in linear

or other functional manner (for example as above described), will often be

preferred.

Figure 2 shows a generally similar structure having generally similar
dimensions. The caveats above about the schematic nature of the illustrated
widths again applies. However, in this instance, the rectangular portions (2)
do not have square ends, but are provided with pointed ends. Differently
shaped ends can affect the switching field and thus be preferred for certain
applications. Any suitable end shape can be made use of without departing

from the principles of the invention.

On Figure 3 a yet further alternative is shown, the signature portion
comprising a generally square 1 mm by 1 mm array of circular magnetic

microdots (3). In this instance material thickness is around 100 nm. Each
P18298WO
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will conprise a very large plurality of elenents of
m cron-scale width. 10 Modreover, any representation

WO bat/0245e8 el enents are of equal widths is schR@EGBR003/003917

only. An array of Imw de wires m ght be suitable for
some applications. However, as has been noted above,

any array of discrete groups?d of different wire wdth

gi ving several discrete switching fields (for exanple
asicididod in\160dendni diampteroAgaincthid isnillmsirhtyves anli. ndlternative
array with wdth varying in |inear or_ other )
sherasi eamabe wansidereds and againpelementsapb discretelyromeantinuously
will. often b preferred., Eigure 2 shows a eerall%/. .
Saryingsias madlor,shapes ryidsd BEbasle Seqitement Jor & device in
AbBHAghG, Swil’%lT Wﬁ]e C AR atiSn 2Y Sa gfgduw)zy Sﬁf&?&ﬁ:ﬁbl@ baseline
nature of the i1llustrated w dt agal n” applies.

e responidis dbtaiedAe éemet. he rectangul ar portions
(2 do not have square ends, but are provided with

pointed ends. Differently shaped ends can affect the
i o o s Bl R ok s i
RihoBrint o3 ki e niemod RRRATBIOAE 002 e 1

shown, the signature portion conprising a generally
square 1 mmby 1 mmarray of circular nmagnetic
Figrodbiltusiajes a metchanicalﬁdnaming afeare exahplehof R remsall idevice
arouynd ., 100 nm, E%ﬁh P18298WO WD 2004/ 025548 ) )
B Soi0RPEIS0E e mpERFls sspeneohinsmalhares of thie resgneti

[ | S, 1S Ll LYe.-anly. ' h
B8, Budt o nhencld b dnlGh e ¥ ol ot ie B RRGRgnce
Gathtthe Upksmkivn, fopexariglethe SighBRhrey illabidied iPFiburéeH id Be
basic requirenent for a device in accordance with the
i nvention that a reproduci bly measurabl e baseline 5

jgnature response i s obt.ainable is net. The,filmis..
The dovistrio BRPAsHRy (he FASDeC FESPRBRE COMPHSES Bipbuintepytty light

SRirb &3 this instance an infra-red light emitting diode within the housing
(11). The light is collimated by a single pin-hole (12), of diameter in the size
range 0.2 mm — 5 mm. The light is then reflected off the surface of the
magnetic thin film placed in position (15) against it and passes through a
second pin-hole (13), with diameter in the size range 0.2 mm — 5 mm, and

preferably of the same diameter as the first pin-hole.

The reflected light then passes into a light sensitive device within the housing
(14), which is by preference a phototransistor or photodiode sensitive to infra-
red radiation. In this illustrated embodiment the light sensitive device is
selected to have low sensitivity to visible light, allowing the device to be used
without optical screening. The device may also be painted black to reduce

stray light reflections.
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l'i thography such as using the nethod herein described.
10 Figure 4 illustrates a nmechanical drawi ng of an

wezarptssof a smal |l device suitable for neasuPCnGBR(93/003917

magneti c response of a small area of thin nmagnetic

film such as a magnetic filmconprising a nmagnetic
signature in accordance wt26the invention, for

exanpl e the signatures illustrated in Figures 1 to 3.
Magteticditald coils (notshowny atd ettachgddabithe dewipens apply magnetic
cfo rises a high intensity light source, inthis

it e sange{FrQ0 Psdoltheymagaetic mateyialuoder tast Hinrthe icase of

et s 5l s
e gl by R 1 8 Yo
?ggl)ynstﬁdld iR rile pharesf tHy fAlifihand 3@1&%1815’% t?néh Q9ﬁ‘%—b§n§% of the

with dianeter in the size range 0.
shengaiedestauchuey oof att e angleetad theadorraxis ihhihef tange 0° - 60°.
I p-hole. The reflected |ight then passes into_a _|light
AAiional anaaditic iclfcaqils same b iGseRt o abp)y amnadditipaalngield
g ' or phot odi ode sensitive
R o Ol Ak e bl 0 PO O Dot st od
enbodi nent the light sensitive device is selected to

have | ow sensitivity to visible light, allow ng the
désiphotetransistarserd other tlight trecgivingadevios éeobmaectdhdo suitable

FleghoRieR (ot hoBAL Wk 530! o TobsStcbiftcnssbsom (o magnetic
LG P A R R R PSR sty Sendr R e

hppliddemaghnar: ﬁela.oosgﬂa% ﬁrdc@%hﬁ@%!&hbﬁicﬁisﬁ{é alD ! ?i%nal

test. In the case o e magnetic material” under S
Broepssozsiohip an aaMienpcontrellemngup gdcaidemeatused respoinsess over a
reciangl.es, .by preference the magngtic field coils ar
Binb 25 Sisiest of o aiest magneli eid d padeh dhesm toether
| | J.on A X] d
LR S O T S e GHPREBAN
thenoeal QbquisHidn. timeddtidsi istadxcoed 16t degohds| hdCfir! SorRfience
be present to apply an additional field
will not exceed 5 seconds. The signal processing electronics then identifies

the mean switching field for each of the major switching transitions in the
recorded signal. These are then passed to other electronics (not shown) which
acquire and if necessary deciphers the prerecorded baseline response from a
magnetic strip, smart card, optical bar code, or from a remote textual source or
electronic data store or other means, or alternatively transmits the measured
response to a remote data comparator having access to the prerecorded

baseline response, and a comparison is made.

Figure 5 illustrates the application of the present invention to a smart chipped
card of otherwise generally conventional design. The card (21), typically

sized and shaped as a credit card or the like, and which may indeed be used as
P18298WO
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w@oemaeezsesl to suitable

transversely to the long-axis of the wire. 10 The
phot otransi stor or other |ight receiving device is
el ectroni cs (not shownpCmhaBedv3/003917
record the reflected intensity fromthe nmagnetic
material while an alternating current is passed

through the coils generatin@7the applied magnetic
field. Signal processing electronics using a Digital
Sngmﬁncaﬂiomﬂhxﬁkegﬁﬁﬂuﬂmﬂndinndamo@nv&th%mm@hbpve(A)and
record neasured responses over 5 numqer, of cycle .
from fhelagp ;iBSedTh%gar& Parties Omc, AphARMERG ﬁ%lg’éﬁ’é B but its

coherently.to_reduce noi Of G

A Bl B S50R) e FRB-CIRREE" S Bkt yby
. , .

St s QR4 Ayp s, S, (80 SHRNER SpalyYrblidd

€dreteickwaid sormpatibilityenith nagneti¢ hieipewaly systéméi ng fi el d

for each of the major switching transitions in the 20

recorded signal. These are then passed to other

| [ h ich . [ f
IR TR g
Ha%ﬁ%t‘?c IR b a rBoﬂaﬁeSJ@{ A &bor @ick GRith RRS gﬁ%ﬁon is
or o r fual so at a

C
oma renote textu ce or electronic

applicd & thetresr ofthasmart@ardl Fer csitvienidnye,lihahs sxdapletshown,
neasured response to a renpte data conparator having

it swithio theéogsrpeing o6 themant Shimissalf avillustrptodshy, therkroken
BB N2)ac o o aRB i i BE oM Pl G fhe magneti

i [ . -0t ise c i .
Gpar gt Fig P S HEED, AR IRCACCAMIERH M alijore
sarf¢ effeét maghd berto ik@rporacs thendlativebhsmall 1i meeedddmagnetic
used as_ Pl 8298W) WD 2004/ 025548 PCT/ GB2003/ 003917

signaturs deiee indo @ specialhieenlarasd spgce between goa@ctsrpthgrsmart
i B, SR B St ha I g
L i | t chip (22).
By B B S XBPRl BR e (2, ana

magnetic stripe (24) which is typically provided 5

for backward conpatibility with magnetic stripe only .
Ay thestime of manufacture of the card an initial baseline signature reading is

taken. One way of doing this is to use a scanning magnetometer. In the
illustrated embodiment of a smart card, the baseline response is stored on the
card, having first been digitally signed using an asymmetric encryption
algorithm such as RSA. The public key can then be made available to a user
and/or stored on a reader terminal or even on the card itself without
compromising security. The signature can then be used to verify that the card
is a genuine product of the manufacturer, and to eliminate the threat of
fraudulent misuse of cloned copies of the card, which constitutes an increasing

source of both financial transaction fraud and identity fraud.
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A magnetic signature device (26) conprising a 1 nm by

1 mmarray of nagnetic elenents of appropriate design

WO pooaozsseglance with the invention is applied PCT/GB2003/003917

rear of the smart card. For convenience, in the

exanpl e shown, 10 it sits within the foot print of the

smart chip itself as illustr28ed by the broken |ine
For many applications it mght be convenient to

28) .
&'ntusch@erﬁagdl it fead byl aesuitable(28d revidehiin pabiiculéooy pichrd reader

" An alternative approach to achieve the sane effect

EPOREIE A iStangs rdsvice: feadercstol e that sHustrated rim Rigaes 4.
PG Db 8 S A SRSEAE Ml SR vor
i . s . t .
SRR, ORISAE oh G0 SRR Fei L B et
tetenamrmtedéitto trbad bppasitelside o tae bardefrein tHA® 162 By e smart

initial baseline signature reading is taken. One way
&ardgsader, @risoj cantbe weerparatediintd ragcoraigntionatesneart cand reader

L L R T
T N R

hmngahé tdentifieaticiesind ﬁﬁﬁérﬁfcaﬁbﬂ? ﬁ?ﬂeﬁrhe@eih%gﬁﬁbed.
termnal or even on the card itself w thout

conprom sing security. The signature can then be used
ver{fy that the card 25 is_a nui ne product of_ the
il e tos 8 355 cpsPORBE BORH MG FGa A Fxpected baseiine
: j d ' 0 h C
RO S AL ol Troh 1 CBET TR gl Srad e Form,
butaizs achvendertlyatiiboppetated Cinto iile fcarlidn dREB8PINDMGting data
2004/ 025548 PCT/ GB2003/ 003917 28 In use, the card Ts
stergeievicesui Femexanple, dthe daseline signptare intayl be rdwprded in its
ard r er _incorporati a,si,gnat yr evi ce reader
it 208 on tiF SRR iy A5’ e gl e T28er Gevmamotic sirip
q . . o
(220 e ISR, (A SR Mo Bk Ay hr|oh f il 6 e
predetenminddvintk pfevecordei exmoaid magnetiesipmatireedbhd Beader is

read opposite side of the card fromthat read by the
adspted to compare these, within certain tolerance limits, and to indicate

whether the card is authenticated or not as a result of that comparison.

The smart card in accordance with various embodiments of the invention will
be applicable to all circumstances where conventional smart card technology
is being used, including without limitation bank and credit cards, secure
information storage cards, identification and authentication cards and the like.
It provides a means of authenticating the card as genuine, and thus provides a
significant obstacle to fraudulent misuse of counterfeit copies of original
cards.
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card reader, and so can be incorporated into a

conventional smart card reader wth relatively little
wenginesis ng difficulty. In this way, cards anPCT/eRd@3503917

remai n backwards conpati ble to conventi onal

card/ reader technology not having the identification

and aut hentication system hgéei n described. 10 The

reader neasures an actual ré&Sponse fromthe card. An

TP 55816 reBR3Fnte By, Shtontne} 1 Eih) S5 botbtesypiom in
Ri @RAdY i HeLbRRh&d gﬂtﬂ DhQotd EnfbRtEms gO&fg&g ily¥ition

exi sting data storage devices. For exanp

barsed mnerelp b aathenticareyhdeart @ @f ghadirie miahtfabured peodiice 8nd
formon the smart chip (22), the bar code (23) or the
thugnter idetest copnterteit) coping pedidar conseghencealthe predetermined

Belint AFERLE o, SETRO G OGRH BRDR DB Pagris Vil be roadily
RO ot R IR IeSontF ARG oY o6 1n one

atbehdibie, tcofigind] Fexpretcde Rignafire Cofld BOktdked %1{3%%}&. For

of that conparison. "20 The smart card in accordance
evample,anirelasionrth dbé menofa ebrd deillustretedi inrFigitd 5 abgart of a

Ii(iabl e to all cifcumstapces wherg conventi onal

@ﬁ%ﬂa csgmc?%éﬁﬁsnnog*g’r SXampLs g mé?ﬁ,elt icAtd, @l sygtem can be
. i tat . . i .

AR A LIBRP G808, 5, B R Bty o

reuddre Btel B aist (dhdOwhéte thdEbalig cohlfise AVibtribRicdhdRoriewith a
nmeans of authenticating the card as genuine, and thus
qenbgl date storespsushi fs owillt alodeslyakold custémen detadlst being further

Sliflo s shisepter, AGaREs douHioRofom, JeciisetiAn. purposes. in
SE0E) JBSBAioRolomsyisetion purposes
EEBOERETHAR (1, RSIPR B sl ifer e ol fion

veilitadel roadily sofgdstithehRelk@s.i on  serves merely to
aut henticate the card as a genui ne manuf act ured

product and
In Figure 6 an illustration is provided of the use of an embodiments of the

present invention in a lock and key arrangement. A key card (31) of suitable
robust material, for example of a suitable plastic material, is provided with a
device (36) comprising a 1 mm by 1 mm array of magnetic elements as

previously described.

The key card is provided in association with a card reader/lock arrangement

illustrated schematically by the remainder of Figure 6.

The lock (32) incorporates a slot (33) into which the end of the key card (31)
can be received. When appropriately positioned therein, the device (36) sits

adjacent a reader (34) of the general design illustrated in Figure 4.
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that such a systemis only an exanpl e node of
operation. In one alternative, the original
"expected" signature could kRg stored el sewhere. For
exanple, in relation to the use of a card as

Th &‘é&&ef"t( bﬂaﬁs%‘f&d a;%‘%f R Inagﬁetﬁ: récsPBﬁ‘ééCﬁ%hn the device

Servil ces stem for ex e as credi card, a

@6ytianthe Epﬂecl‘&cﬁ@ed? nyinhereshdpasses thip Iresmlnsd: o cf comtralsunit
are in issuance, where a pluraljt readers are in

(35, Thaconimelrunit (35) rstsaq%osofb@wﬂm ga,s %Pce$ss,t°r gpredptermined

AT e o et e 8 S L oy
é‘%}ﬁ%@@ S'Igré?er {<Cihk Mo ﬁfsbﬁ nal{&){n e \];élﬁ%hto@ match is

SESr dance W princi p es herel

GWVREEE predBREmiRAe ol &bneRe praﬁsegran ihstrattion &tbsthe control
readily suggest t hensel ves. In Fi gure 6 an

imebmss(3%xto astuate the lockdevers (3%)aad wpen die lgekenbodi nent s
of the present invention in a |ock and key
arrangenment. A key card (31) of suitable robust

RS04 o, AR i FRtrk B0 P LIRSt OB Boet it

ﬁllm%ﬁf%% wf uﬁ%ﬂ%bd Ghatl eRiHIRiples oP KRy pResehy invention are
escri bed. The key card is provided in association

wdutatlyaappéicable dacdlr ¢1rcmmstamea nglmre at phyisidalior reavizthal locking

schematically by the renain ure 6. 25 _The
means prother me@nwfaaceESSac E EP %ousideied, Fapexample,

PP i i
8Hould b_@Qﬁ@d ih Tohjurictibl avige ae eidctrdaid Wtk for a door or
[ I ustrated in Figure 4 P18298WD WD 2004/ 025548

6] @Bssoms/moesnunctw with aeae:leqtrqmygmbpau fra vehlcle in
readi ng of gcglgtl C res fggom teE“ 1deV| ce 36) £
copURnRLion, Wi sﬁ’i‘ %ﬁﬂ@?‘m sBVEHTIE AdSHIREENS ©

5&%1ﬁ19£5&%s Y fnece of electronic equlpment, for example by requiring

insertion before the equipment operates, as a means of restricting access to a

particular service etc.

In the illustrated embodiment, a single card is illustrated in association with
the lock. In practice, even for simple single-user locks it is likely to be
necessary to provide several keys. It is in the nature of the present invention
that these will inherently have different signature devices. Accordingly, the
lock would need to store and respond to baseline signatures for each of these
devices. More complex modes of operation can also be envisaged where a
lock provides for access for a plurality of users, or indeed where a plurality of

locks are provided in association with a plurality of users.
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wex@aptsisstoring this within the I ock,

(35). The control unit (35) stores or otherw se has
access to the predeterm ned expected response, for
opt i onaPCHGBR005/003917
encrypted form It effects the conparison, and in the
event that a match is found within predeterm ned

tol erances, passes an instruction to the control

nmeans (38) to actuate the | 3dk |evers (39) and open
the exanple jllustrated in_ Figure

he | ock. Al thoug ) 6
s ﬁﬁstaxempmﬁ%ﬁg GpERationaa plurality ofdogks anda PhuARFOTkeys
derstoqd that. {.he i nci Rl of the presen
PR TGRS pdBbiahife Rl S 5miSiEaR ohBY FFEET o pspapre aten.
. . | ™
M SERARRURPATOL ALk ol A pp B8 d phFR o UncOF bards
axcqprpviled tuicohiol opdratiémbt etultipledeieér 6€ficd edqidpineat.| I dfese
of the enbodinent illustrated in Figure 6 could be
examaples, albagthedsadobasei line signaturest mayiibe stored droeach thwly or
15.0th | osure, ,in.conjunction wth gn electronic
Arigtiely tis forks e e TiriRd 168 henn o distgirSd Retwork o o
Setal URNibAsd SBANE ol $fOhebaVEIbF bl anfRorfbel AR, O'Such a
controlTing acceSs to a piece of eléctronic equl pment,
dystene allopisendtyonly @oodi se@urity) becduse bbbk Aiffidule of producing
equi pnment operates, as a nmeans of restricting access
eaunterfgibeards; buhrlse allowssoptrol ambmonitoting iof hoedss an enl active
enbodi nment, a single card is illustrated in
W8%ociation with the lock. In practice, even for
sinple single-user locks it is likely to be necessary
to provide several keys. It is in the nature of the
Arfagheaterbodimenos! the imtention e illstratedihFigneld haFigure 7, a
different signature devices. Accordingly, the 25 [fock
signdterendavdce i secordangadwith she nuvmma(%égim ancorporated o8 a

for ch .qf . thes eyi ces. . e conpl e of |

b el 4 o5 e 6 b iopaselmicalEd & e Jekel sosmprisss =
. R .e

E 25 B oy Fioh SRRRMAR, icbiratds Glohan nchiD {FRImMiSh Har

qoide(dd) éty. tf stoe for. exXahi 0 SA¢htI0aH60 441 1029BtEn, information of

PCT/ GB2003/ 003917 31

origin, pricing information or the like about item to be labelled. The tab (41)

is attached to an item to be labelled by the attachment strap (42). In the

embodiment illustrated, the attachment strap (42) is intended as a simple loop

attachment. Attachment may be releasable or permanent. Where security and

permanence of attachment of the label are of particular importance a more
complex attachment would be readily envisaged which might for example
include locking mechanisms, tamper prevention mechanisms, tamper

indication mechanisms and the like.

The embodiment of Figure 7 allows labelling of items in either a temporary or
permanent manner where it is not practical or desirable to incorporate a device
in accordance with the invention directly onto the item itself. Example modes

of use include without limitation improved security airline luggage labels,
P1§298WO
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In a first exanple of such operation, a plurality of
| ocks and a plurality of keys are provided in-

W@s@ao2ss on with a nultiple use entry system POI/GB2003/003917

secure area. In a second exanple of such a node of
operation, a plurality of operator cards are provided
to control operation of nul 32ple user office

equi pnent. In these 5 exanples, all authorised base
hthnﬁduqﬂBtbeIsebr Vatus branddd densaihparticlilar elothing and the

alternatlvelégi ocks may be Ilnked toget her on a
tike;tarigintad identity dabelsofon thec@mq, Sor staclaborteolquaposes, and for

okl B o g B R Skl oot
S S LB S8 i

aPiteaY forstotk thafrolepitpeicaEpi c@ﬁlaﬂfiﬁ%'df\i%d Wbel$being used

illustrated in Figure 7. 1n Figure i'gnature
thestichen way as ¢o mbheabdlfﬁmﬂt fdrea pumhaﬂer oo tradsier aglower) price
jncorporated qon a |.abel attachable to an itemto be
|bekirom angthar dteae taebtaimigoods gk frapdwlent dow prep| asti ¢
tab (41) which optionally incorporates al phanuneric
information; a bar code (44) etc. to store, for

fﬁ@ﬁ@hﬁallrﬂsaa of bﬁ%i&ﬁ&f‘of aBENEE the gy?.% Eféegggegtlﬁ rFl%Il‘e 7 will

origin, pricing formation or th itemto
e alithentitatibn. Ttm:cbahngly,l)he peereddrded siriaturaninfdéremmtiva will

wweli s Sr%ﬂf’q%&@?aﬁ t&ful nérpfégéﬁ@wah ot mai&&nz‘l:tﬂl) b stored
A
oyreEhafE Sadidl s?a%@%oﬁ&q ¢ Ih A Bttt A5 buta be

ﬁ@b@&ﬁe&% e Bdrt BN redder WAR H@@gh&ﬁea Eted to read bgth

par icular inportance a nore x attachment woul
the mmgdetiy signdtemged thhi dévioe gxwﬁ)fmd e:han'mhc&ypﬂedcbxp&ted

l Ik ngap Chgg’%chﬁ tanger rev L%g?geﬂﬁk@ glllggnﬁﬁesecunty
egl?%&ﬁ%ﬁ@sgtofo{heﬁa%‘lr fles’ i e WP 1§ %ﬁ% er e&ﬁ? gngce the

ate perrmanent

lﬁﬁﬂorﬁf@ﬁhb(‘@th@ kigh@Riré ﬁiélaﬁs tHat 'arwpié@Ia%Pwﬂl B8 \inmifediatly
accordance with the invention diréectly onto the item

identifigble @(ﬂlth e nodes of use include wthout
limtation inproved security airline |uggage |abels,

Figure 8 illustrates a data storage disk such as a CD, DVD or the like to which
a device in accordance with the invention has been applied. The disc (51)
incorporates a magnetic signature tab (56) comprising magnetic elements as
above described preferably within the dead area (53) not otherwise catrying
data. An encrypted predetermined reading of the signature (56) is provided

elsewhere on the disc.

At its simplest, in a first mode of operation, the system allows the
manufacturer to authenticate original CDs/DVDs, to identify counterfeit

copies, and in association with a suitable stock control system to track origin
P18298WO



10

15

20

25

P18298WD WD 2004/ 025548 PCT/ GB2003/ 003917 32
authenticity | abels for high value branded itens, in

wasogiozisksar cl othing and the |ike; origin andPCTEeBRI0BY03917

| abel s for the same, for stock control purposes, and

for exanple for identifying original and hence
controlling unauthorised irmportation of genuine

branded articles intended for another market; narking
anddestiraion fofr %@hﬁ%ﬁgiﬁilﬁ Cdndpier idents) umutﬁéhmflhipwtatlon
of itens, |abels being used in such a way as to mak

end theflikecul t for a purchaser to transfer a (I ower)

price |abel fromanother itemto obtain goods at a
fraudulently | ow price. The normal node of operation

g) be aut%H Eiicie:c:igﬁog% RSt %é%#ﬁaffn:ﬁ 3#1?(9 r%aﬁieﬁéb%g{; S%eopﬁggkactmed

ihivheindbporie devidd Rades!tb rea@ﬂfﬁ Hyviee (56?5&11 16 AuftRfticate
tab (41). The prerecorded information w | tore

the disg; andi whivhewithbhidisabledafiodal Idaymgnmndunhdrisedeoopiasl elt is
g%ven i.t. could be incorporated in the bar code.

apessibletp eeglsag%mswamdmﬂgﬁl@d syl m@daiqsbmlnyemwen be used

HF i YRR e do iAol e SteRon 308t B thp imvention

gpg@%fapendﬁsé%eﬁwwﬁ{genfeﬁﬁ | abel . The security

ffectiveness of the label lies inthat it is very
difficult to copy, since the random nature of the

jgnature neans that a copied |abel will be
IgHESY a8 @nfxaméwf ftheameeofa@egamnozoomagﬁnmas identification

k" S04 BrPu Bl B8 bR s el vy, AmRsation

ddvasieht, 0fuchass HRASsprp|drRer's Fibsndd %ﬁﬂ{o'ﬁs)zslon or qualification

i ncorporates a nagnetic signature tab conpti si ng
coatifiestic mreﬂlenhkn,samsdemibp\oe adisorisatiod qmrtifieatidal yntended to
within the dead area &@ othervvl se carrying
WSOWPAnY, VST Y OffssY Blndn arisle 98 & piher document

el sewhere on the disc.
&%&E?[S)Hét%rfeﬁ 153 %e%irﬁ{ggﬁlkl rngb:rfméHé of operation, the
system al I ows the manufacturer to authenticate

or| inal CDs/DVDs, to identify counterfeit
ocument (61) in 'the example includes Vlsual information (62), for

example a photograph, written information (63), and a bar code (64). It might

include other data storage or security devices.

A device comprising magnetic elements as above (66) is incorporated into the
document. This device is readable in the manner above described. In one
mode of operation, the device (66) serves a simple authentication purpose, and
an encrypted prerecorded reading of its expected magnetic response is also
incorporated into the document. Conveniently in the example given this could
be incorporated into the bar code, or otherwise stored in a readable form.

However, it will be appreciated that in more sophisticated systems it would be

P18298WO



10

15

20

25

copies, and in association with a suitable stock
control systemto track origin P18298WD WD

wWQO402538H548 PCT/ GB2003/ 003917 33 and dest i narCDGBRG03/003917

genuine originals, and to identify unauthorised

inmportation and the like. In a nore advanced node of

operation, disc readers can3pe manufactured 5 which

i ncorporate device readers to read the device (56) and

?GSSﬁﬂé he tdre ahe exip@@ted' dgne’ti&dmgﬁataie vérhotehg sptiombllydvith
rom pl ayi ng unaut hori sed copi es Is also possible

furthen identifieatiors gsd/enothier sesnyitys dethilsodi f i ed pl ayers can
be used in conjunction with the identification/

aut hentication systemof the invention as part of an

Hharpree 5??933??%% BT ENzpif? BB o Bobim@itarion in this

; t geH rrentthei}e%ve Revasa
k%gntlé?W%?]l or au or?fsm@t‘%ocunent such as a 5a

Pmﬁﬂtcon%mmﬁ ahériticatione devive iall sitimstances where there is
gualification certificate or the |ike, an identjity or

avuinerabilityite frandrarising fiomdhe coundarfeiting oL Esnpmesgingls, for
Skl G B P B e S
PSR AR A0 thebds Mg A w8, B porun Lol

Hadundnig, iagd oﬂféir)sucliitddcﬁn&ﬁatl@ﬂde (64). It mght 20
i nclude other data storage or security devices. A

devi ce conpr|5|ng nagnetlc el enents as above (66) is

' d t Thi

VBsGub PpRRHES s?cts&i&@evwssw@fé A gaSic slements
92(1} ﬁ@ rﬁHd@H o gﬁ) bb&e of uFschYite ‘%a?i’oﬁﬁ"cﬁ‘ such security

I'catron pur 25 an encrypte
éacacar deliconadbsteate hsmgsapaxaielcﬂaegraphg wath wow &splescribed,
is alsg incorporated into the docunent. Conveniently
by wapofexamples gi ven this could be incorporated into
the bar code, or otherwi se stored in a readable form

The manufacturing process is illustrated in Figures 10a to 10h. The process
starts in Figure 10a with a cleaned and polished silicon wafer 704. In various
embodiments, the silicon substrate is approximately 0.5 mm thick in order to
facilitate handling and provide a rugged security device. A photoresist layer
714 is spun onto the wafer to provide a smooth coating as shown in Figure 9b.

The wafer and photoresist layer 714 are then baked to set the photoresist layer
714.

Figure 10c illustrates the device of Figure 10b post-exposure to UV radiation
or near-UV radiation (e.g. at 405 nm). The regions 708 represent exposed
regions. The exposed regions 708 are directly written onto the upper surface
701 of the photoresist layer 714 using a commercially available direct write

scanning optical lithography system such as, for example, a NanoMOKE2
P18208WO
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However, it will be appreciated that in nore
sophi sticated systens it would be P 18298 W WO

wWQOM4/02538548 PCT/ GB2003/ 003917 34 possi bl e t oPGL/GB2003/003917

t he expected magnetic signature renotely, optionally
with further identification and/or other security
details. The device in accoggance with the invention
applied to documentation in“this 5 way serves

Sistara avilh o aserb St -G el Mok MaBpprOBAS Lia.
&ﬁ&ﬁrgb{??ﬁkﬂd@dﬁ? TSR 3&9&1%10%??19 £ %ﬁlﬁeﬁs‘ionél attern pan be

raud arisin Fromthne count It

RritQRNHitoether phbfoadsist 1ayer marmt eedch  Geduaity Ode\twe that is
identification docunents, fornmal certificates,

frianafactaed. Fhiseratierk maycdefine agleralisy of pareeshapeseyicl as, for
the |ike, orta t legal ., 10 docunents, and ot her
gﬂﬁhpwo@@ﬁ% giraigd in HFF%&S enbodi nents of a security
devi ce incorporating magnetic el ements can be

provi ded. One process of manufacturing various of such

.ffgﬁﬁ%lmu HOR )l HEdUiod? of B M CeURRér &t Hasu’ébéiﬂ d@{iélbﬁéd to

grap now be described, 15 by way o

o Qi expo'Ehda phwtorésist: G0S. ngRqsmmzésrsf the éxposed moklteslsit 708
Figures 10a to I Ch. The process starts‘j %Fl gure 10a
exnasespettionn 440 af thegaderlymg silicon-Hbsiratecio In

" various enbodinents, the silicon substrate is

approximately 0.5 nmthl ck in order to 20 facilitate
§ﬁ&<ég 12N gk ﬁﬁF}m{rH a9Rd nfRaLti¢ leniéits 702 formed of a
resi ét | ayer i's spun onto the wafer to

pemwlldg matembsdchmsafmmawls,ﬁﬁm&zm(%e,gfmmxamﬂe Bezorth,
waf er and photore3| St r. 714 are th baked to,set
Femorpnmeﬂsabu §BN 9;7&03-% "2, for Prgher dntogmafion) ate, denosited

by st oionp o1,y & gt JRERORD “of hriflolalh i,

g@w 28550t a iR in tROkAIRE- frdleatduP1a8 dtRmt 109 Iﬁﬁ8e g. to
directly witten onto the upper surface 701 of

Ateart p4o o, e Husthet alyynrs 7H2 of ipaygnallayo materiglaglsg form on the

avail able diregt wit
remaining unexposeﬁ photores1st 706 during the sputter deposition process.

Next, metal capping layers 716, 718 of gold or aluminium are formed over the
permalloy layers 712 and magnetic elements 702, as illustrated in Figure 10f.
The capping layer 718 is designed to protect the permalloy layer from

oxidation and also provides an enhanced optical reflectivity.

The uhexposed photoresist 706 along with overlying permalloy layers 712 and
capping layers 716 are removed using a suitable solvent, e.g. acetone, to leave
the structure illustrated in Figure 10g. The resulting structure comprises the
magnetic elements 702 formed on the silicon substrate 704 separated by

exposed silicon substrate regions 720. The upper surfaces of the magnetic

elements 702 are capped by capping layers 718.
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scanni ng optical |ithography system such as, for
exanpl e, a NanoMOKE2 P18298WD WO 2004/ 025548

weFonAeEa®3/ 003917 35 systemwith a Laser Wi t BCT/a806001003917

suppl i ed by Durham Magneto Optics Ltd. In this way,
an individual one-dinensional or two-dinensiona
pattern can be witten intg the phot oresi st |ayer 714
for each security device th i manuf actured. This
pattern may define a plurality of Wi re shapes, such
as, for 5 exanple, those illustrated in Figure 1.

’gicleen %eve %ﬁ%ﬁga\ﬁreglnﬁ%gne)svwéﬁe %ng’ E@% g% eg | é af‘t%x&ggnﬂla%ced
eessival vaout Hep RIRASEBIND) ehambe wﬁe& a §iKR6A Foxide (Si0,)

portions 710 the underlying silicon substrate 70
lapersi2 ésy depadited mnsthe\nppen ekpapedesiliGm submirate tegions 720

el enents 702 faor permal | o rraterl al such as,
angh Capping | layers 7@3‘3&@6 @g@n digxids, BfQ_fmSt #n optically

N. 3 1 for t her
FABATR Pl Tl R ¢ o ft 48 Sty semspppnt
18 I8 el6l8R %A dnle o] [
B Rl ol AR I roBp ralia AP ONEL 1ORIBhE SEaRity Rvicg, 700 is
shbwmtmfﬁgumﬂ,om g. to about 40 nm Further |ayers 712
of permalloy material also formon the remaining
unexposed phot oresi st 706 durlng t he sputter

Sit] Q ... Ne net al ers 716
WEBRS1eVS N BT e, 00 aEF iR R it 8 2gngle Siticon
ABStRE | | B e
SHBERG 700, fBY Nl SURRAITIOACE sEbRTRGAGY 17 cid into
pheslignefiindovigualtseatrity ldevizes #00. oy | ayer from
oxi dation and al so provi des an enhanced opti cal
reflectivity. The unexposed photoresist 706 along with

T AR bl ik P XEU] B0, G34EEP Bl i e
p@@@ts@ ﬁ@felﬁ&fbl%&iéﬁcnﬁd&e Dtk prddactibh B Kk 9%&53;@ ettty

0g. The resulting structure conprises the tic
detmne thesspndizr epostibnoprovess pardmeters wedsweratas félldws: 250W

separ at ed
vJ%r sem%g, %ase pressure 5 x 107 mbar; Argon gas; gas pressure 1 to 2

mTorr, flow of 5 cc/minute; substrate rotation rate 10 rpm; deposition rate 1 to
1.5 Angstroms per second; and a substrate temperate of 22 to 27 °C. It is also
possible to apply a magnetic field along the plane of the device during the

manufacturing process.

The applicants note from an analysis of their prototype security devices, that
fine tuning of the growth rate and/or sputter pressure for the magnetic
elements can provide improvements to sharp switching mode magnetic
switching characteristics. The applicants have also noted from an analysis of

their prototype security devices, that magnetically soft materials tend to give

rise to desirable magnetic switching properties.
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PCT/ GB2003/ 003917 36 The aforenenti oned resulting
structure is placed into a plasma enhanced chem cal
vapour deposition (PECVD) ciggmber where a silicon

di oxide (SiG2) layer 722 is deposited upon the upper

©poeskbentity devics Udgdtoeh endiedadied £ 8s festdl] StABPLAREe or as
| ayers 718. The silicon dioxide |ayer 722 fornms an

@pﬂl ehia patohr afispiche secutify alevidesc taiddeterminat is -ahiaravteristic
transparent to infra-red

th tantial l
el e S
10 _Wh I
SEER, Resa e ab  istne © 2

Si I icon substrate 704, the silicon substrate 704 can

subsequently be diced into a plurality of individual

Yéwwe empodiments of TROinvEiorapye the anﬁgileha\smt@ﬂhﬁiglg@ﬁemes of
everal ,prototype security devices using the
a“reo maderislefo i Miodnes @ giemefrecbaselinei oy istisn response,

t p rit t he. s utte
HUBREIIS, ShHC el it bl { Rapeilys SPB passtals are
e %ﬁsﬁ%?zhszﬁfé’%ﬁ@e A3 Bt . T
matamalwgeneralljasﬁalvetlmrrom atniare-shayper] h?stéﬂ:@is 8Si Th¥) the
rate 1 to 1.5 Angstrons per second; and a substrate

F@%@E&ﬂ@n of azmag@etwelgnent made £rary seoh gometeriad switches its

ARty o TR Hish o abvanpring o tdSuRng Ealybbn oot of
§uchmaRria )és'tﬁe ‘i’évetribeﬁéldpﬂéyd% chGdrf\f‘eC | gﬂ&?éaﬁgﬁ of a

that fine tuning of the growth rate an

pagsticraement ade wiguet a matétial ¢b &Bmaﬁemb&ing ls@mrai@d) tends
o sharp sw tchi ng_node nagne

{
’@%E 8¥ﬁ g@f&}sﬁa t dherehy cpsuring thgh| nekfmebf H@%ﬁdldsetrengﬂl
h t
e 6o B Aefaf b Ea frgrehofthe RN ERod fieten of ghe
magnetic element. Such, relatively low ﬁeld—strength magnets may be fairly

inexpensive, generally compact and easily driven to produce a controlled

magnetic field of good uniformity.

A measurement of jitter may be used to provide a parameter relating to a
signature, baseline or characteristic response. A jitter measurement may be
made by repeating measurements on the magnetic elements and determining
how much the coercivity varies between sets of measurements. These sets of
measurements can be repeated many times for the magnetic elements of the
security device. In one example, coercivity may be measured one hundred
times for the magnetic elements at room temperature. The measured

coercivity values are then fitted to a Gaussian bell-curve, and the mean
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rise to desirable magnetic sw tching properties.
P18298W) WD 2004/ 025548 PCT/ GB2003/ 003917 37 Once a
i S tRCL/682003/003917

either alone or as part of a batch of such security
devices, to determne its characteristic response.
The characteristic response #? nmeasured to ensure it
provi des for adequate ident?®ication of the

parti.cul ar ,security device. 5 Wiere enbodi nents of the

| GRFEsYith And didter (s indipatadi by theimean anyl Fasdardideydatiom A of the
ial t d [ t , b [
AR E R o RedihlEe)) Rl 1o St material s

are useful. Magnetically soft materials are
ferromagnetic materials in which the magneti sm can be

eMagneticrebarpemte thayTbhessteldqo dolecfhin! \ﬁh&ﬁ@ﬁéﬁh&%%lﬁ?ﬁﬁerate ina
e

narrow squar e- shaped hysteresis | oops. Thus,
rreppatable manmer.ofA Kermgnagrietomdteryemst desaribed rinmApplidd Bhysics

terigl .sw.tches. jJs irectipn in response to an
Fed' 9l el Ref%‘ﬁ v’e?g\%’ dh SR yIo mEasWe ihg| Gaerqivily of the
' (i.e. the reverse field needed to drive
THEBCIELERALS

on of a magnetic element nmade of such
a material to zero after being saturated) tends 15 to
be relatively low, thereby ensuring that relatively
Tharapplicants haenfmind thmfoetvarioas embodirehts,coverustypival likely
Swéitégh in the magpetisation direction of the magnetic,
OPETRERE temperrtureiar pxample; Hrm r20°6- ta SOMgtWhaere pnditmisting

f.al Y h Ve, l. cgnpact d

Seriss o bidvigdd BRSBTS SeeR Pmpprure
dbpadencyyni formty. 20 A neasurenment of jitter may be
used to provide a paraneter relating to a signature,
basel ine or characteristic response. Ajitter

T b i e ek SRSl e et
gg?ésrﬁ%%f%ﬂe.v BdvrsveP PrdF R Hht the nd R STRY oF 2 I;I-lllqlgaﬁy of
magnetic elements varies in the same way with temperature, the coercivity
differences between magnetic elements remains almost constant. Thus, when
comparing the measured mean coercivity against the premeasured
characteristic response, an allowance may be made for a constant offset

between the two sets to compensate for different temperatures.

However, if desired or required for various other embodiments, coercivity
and/or jitter measurements may be made at several temperatures, including
temperatures outside a normal operating temperature range. For example, sets
of measurements could be made on each magnetic element at -50°C, 0°C and

65°C for a security device rated for operation from about -20°C to about 50°C.
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25 neasurenents can be repeated many tinmes for the
magnetic elenents of the security device. In one

WE@2@apts48 coerci vity may be neasured one hundrBGI/GBRG98503917

for the magnetic elenents at roomtenperature. The
measured coercivity values are then fitted to a

Gaussi an bell-curve, and th&9nean P18298WD WO

2004/ 025548 PCT/ GB2003/ 003917 38 coercivity and

In tyarious asmbodineaitsd sbyurithe dowiess amdy shavedaghéir baseline or
deviation A of the fitted Gaussian curve,

prespraguted shgtactezistic respetse dmfgwdtbyoa meen@ﬁcgnwﬁ)y vidge and/or

t est ed er m ne_whet her not ey operate in . a
8 Jﬁt@séfai%gé{mm d a3, ingieptedzahave. o us gifiey embodiaents

e, BECRFE P T E orl Sy Filpe atJﬁlgerSﬁai\é% i fepresent a

sas%ﬁﬁ@to% P&h&feaéa@hl Eﬁe%éteﬁf’ﬂ/ce _rﬁsgiéﬁéje thE Wse! N HaBélthe or

nmbodi men over a typica 10 operating

pmm:easmd rc&afécwnsﬁnawppmsefdfomseaﬁﬁytdeviﬁhm ared to its
anti-msting neasures are provided in a reader

mecesused shnarasieristic oresgonsevivaleterminer ift thaé segeritn devicg .is a
n_various enbodi nents, there is a neasurable
Mg dence of mean coercivity 15 on tenperature.
However, provided that the nean coercivity of a
plurality of magnetic elenents varies in the same way
Thé fbaselinee dbatpremeadubed oharacteristiy respdriser emcde bacoded) for
magneti c el enents renmains_ al nost constant. Thus, when

SEMIe,i nglgﬁ@m&ﬂ@maé@s@athe ssen soero Vit gad/es tthqn‘@er value
ge%ﬁ”gvgg%;gg@ O0EHER e et FlES BgEid, e rmeet rgw_e?gon
B cHRERRINES eéﬁlﬁ‘aﬁﬂ%vé?é Sihoro IR B Mo an ARG that may

oGy tm vaﬁaﬂé Othelr | nitRIdiMBAE UIIRES RhRieHRiYe bﬁ)ra@d@pa&ately
several tenperatures, includi ng tenperatures outsid

fromotheedorresponding) gectamed@mm e In angious Bobadimenptse dunng a
rgp%ﬂgﬁge%fpogzgﬁa nggagterem tge glgge%eva(meseg rr}legna ggrtcivclty

and/or jitter value A representing a baseline or premeasured characteristic

response can be retrieved/recovered for a particular security device and
compared to measured values of mean coercivity and/or jitter value A for a
security device purporting to be the same device, so as to determine whether
or not the security device whose signature or characteristic response has been

measured is a forgery.

Security devices may be attached to articles in order to aid in identifying such
articles as genuine or non-counterfeit. In use it is necessary to read the
signature or characteristic response of a particular security device in order that
it may be compared to a baseline or premeasured characteristic response. Any
differences between the measured and premeasured response, outside of any

allowable limits, indicate that the security device that has been read is a
P18298WO
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65C for a security device rated for operation from

about -20C to about 50C. P18298WD WD 2004/ 025548
weFanAeEa®03/ 003917 39 In various enbodi ment s, PGEGBRI0BY03917

devi ces may have their baseline or preneasured

characteristic response defined by a nmean coercivity

value and/or a jitter val ugp A determ ned as indicated

above. Various other enbodi nents use, for exanple,

' r VA ikt I
Pl SpOT R GR00FIHL O BB Huchdlt S ¥oobBad e
doRBBPBS the MAnsfburdr 8nP @ﬁ?‘&ih@ oftthe deviveewilliaknbost invariably
characteristic response of a security device is
resulpdneal differean$ charertaristid rdsponss, esu'cgt ps, fersssample, omean
determne_{f that security device is a forgery. 10
cpeEcivibe and Hiterovalygseneasur ed characteristic response

can be encoded, for exanple, by digitising the val ues
of the mean coercivity and/or the jitter value A 1In
V%L&%inﬁdﬁaﬁféhﬁ%ﬁs?stehﬁeﬁs rdRine Sectirity He9iR6, béth hand-held
encrypted form upo the correspondi ng security
dtothesvise atehatvisaged. Warvoushsmoch emnbodimentsf arerdeshribedrhgrein
be unique. |n_various ofher enpodinents, these val ues
inrcensecsiosavitle Biguzesel L tor B of Bedr#WINgGSy r espondi ng

security device. In various enbodinents, during a

readi ng operation (as described herein) the digitised

ﬁg%%g@eﬁq%aggggﬁaﬁgéﬁen@w fFrming b b Bft 6f a security

or preneasured characteristic

de@ﬁ%ofbﬁ&ingaéystbm fet obtairdng nemexsred characterjstictriespomse of a
security device and conpared to neasured, vyal ues

f
securitycoesios 900 ywhile fae Spauritirdayea, 80 if subjecsdo an applied
it ' ting to be.t ice.
s i T ERrine Aptetatei B0 BB BetfEt HiheeS tn the

Mé}?s%ﬁag ORY O Futélsit§GH Bighe réfidotéd TR ARS ema%getne glements

measured Is a forgefy. Séecurity devices nay
wingihbenagnetmopticKes dffeco(MEOKED aid in identifying
such 25 articles as genuine or non-counterfeit. In
use it is necessary to read the signature or

ﬁﬂq"’,‘% e lli?gr] | %‘t?*‘iaé?l{i?ﬁg?% eco%pr?seg A | i iR B ¥34 whose

internal and external surfaces are blackened using a black matt anti-reflection

paint. The size of the an aluminium block 934 is typically 2 cmx 2 cm x 1
cm. The aluminium block 934 comprises beam path channels 938, 940, 942.
A near infra-red or visible laser diode 936, which is provided with collimating
optics (not shown), is operable to produce a collimated laser beam 944 at a
wavelength of, for example, 600 to 1550 nm. One embodiment uses a laser
diode operating at 670 nm. The laser beam 944 passes though a first beam

path channel 938, before it leaves the aluminium block 934 and is incident

upon a mirror 950.

The laser beam 944 is reflected from the mirror 950 into a second beam path
channel 940 formed in the aluminium block 934. A polariser 952 placed into

P18298WO
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allowable limts, indicate that the security device
that has been read is a Pl 8298 W WD 2004/ 025548

PCT/ GB2003/ 003917 40 forger?(. Si nce the production of
magneti ¢ nucl eati on centres 4 beyond the control of

R Y o S B i 54t
BORERE bl ST B S e e

So¢oh@ BBathYath ERGinBPoFECUri ty devices, both hand-held
or otherwi se are envisaged. Various such enbodi nents

are described herein in connection with Figures 11 to
iﬁ of t.he draw n9q-’{86fr 10 Figure 11 shows a reading
¢ alugrinivm bionk 934 alsoeomprsaspothind besm patiechannel942. The
hce readi syst,em for _obtainin meagured .
B Rl o R S T oS 56 en o ollsPlaetected bigby 949 that
r : . e
e er kb RoR Y SionieAt, 10 bhol BHSE rebd STuARAN. o
sgevmiyt dehiimegO60i had hveire-siaipedi sat ﬂ&ttbn%ﬁd/“ﬁfe-gmash{agneﬁc
reflected fromthe magnetic el ements” 15

f 1ight
qi@m%tﬂ%@, g rafdied plield 932 is epplied i MOdiectidimesubstantially
I hng..arran nt 930 c ris an al um ni um bl ock
@g@ij%‘ggbe aﬁlﬁggﬁﬁd‘{l&l@ﬁ c 8%’“%\§8%-ur faces are

bl ackened using a black nmatt anti-reflection paint.

The size of the an al um nium block 934 is typically 2
Axmanalyserm9s4,] ugéd émvatioas anbodinefish liREdpSrding 08P 'dptidfial
beam path channel s 938, 940, 942. A near infra-red or
Qagenmave plate andopelanss is\acsd into fhe vhidd dbeaint path channel

S P0tie e F1d: sty Bebf Opanfiss ppIathy nd BloeRe fightof =
sfond, & gUREEAE, pibti LR N e SF SRR KHIel3g St
npgnsts elemoenih 962 tind givebeeto an aggregate signal that measures the

mean polarisation/reflectivity state (sometimes known as the aggregate

response) of the magnetic elements illuminated by the beam 947.

The polariser 952 and the analyser 954 are arranged to measure the
longitudinal magneto-optic Kerr effect signal produced when the plane
polarised laser beam 947 is incident upon the magnetic elements 902. Other
magneto-optic Kerr effect arrangements, for example, including arrangements
without a polariser and/or analyser and/or using a transverse or polar
arrangement may also be used. However, a benefit of using a longitudinal
magneto-optic Kerr arrangement is that it generally provides an improved

signal as compared to transverse or polar arrangements.
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25 path channel 938, before it |eaves the alum nium
bl ock 934 and is incident wupon a mrror 950. The

wo 20e0245¢5m 944 is reflected fromthe mrror 9BOI/GBRM3M03917

second beam path channel 940 fornmed in the al um nium
bl ock 934. A polariser 952 %aced into P18298WO WO
2004/ 025548 PCT/ GB2003/ 0039 41 the second beam path

G B SBRIS il sP0 BeiP3 i
876 Bk O SRR atep N focBHA0 IR A R phofdaf e hireuit or
B&tOtrRAiStof RAROR! seBdifive B ﬂlu?cﬁﬁdtﬁlgb&ﬂi@tiﬁﬁ. h qi@niedtodiode

42 is oriented so as to collect reflected |ight 949
thrait isi respafsiveiodiplftrimsmittodathrough the analysep954eprovide a
being read. Typically, if a  security device 9Q0 has

- wignel prepstiondl fo dhe emagnelsption refpauy nBigseetie clements 902

enent s .90 he applied figld is applied in a
ﬁkuw{egrpys%‘sﬂ%miﬁﬁ?ng %ﬁn&gﬁé to the axis of
the magnetic el enments 902. An anal yser 954, used in
various enbodi ments, incorporating an optional )
Gipis ¢2 shewe apfiglt genortipn lsggtemeI3 S, @ doteution dy’tem 9B, and a
third beam path channel 942. The anal yser 954 passes_
confral amid processing pystemi 239 fnaning, du keonjungtionowith the reading
second an t hogonal, polarity. Light, of the first
aarseemat U0 SoR0dRd Mens el oF anenebbdinent of o
' | o gate signal that neasures the
gnéé:\gﬁ%g%‘érg?g%tl h r%;n?ectivity state (sonetinmes known
as the aggregate response) of the magnetic el enents

i | lum nated by the beam 947. 20 The polariser 952 and,
The figlthgorasation sysdem 235 conyaipes somnenents forgroducing a time
| ongi t udingl nmagneto- | ¢ Kerr .effect signha r oguce
e PSR amee Grid Jad riebblyifi thaasud Sovlsallf *The
n » . - .
JERTPRuTRERRAY O5 BN pep Ui i e G0 BBl i e
fieldgeperatiohcoilsiolBa,933b inaksponseto aodil driviwgbigaal 970. The

and/ ar_ using _a transverse aor polar . .
coil driving signal 970 is a periodic sinusoidal signal composed of a plurality

—

of individual sinusoidal waveforms 972 oscillating at a frequency of 100 Hz
(see Figures 13 and 15), that drives the drive field generation coils 933a, 933b
to produce a sinusoidinally oscillating magnetic field oscillating at 100 Hz. In
this embodiment, the 100 Hz sinusoidal waveform is produced by a

conventional electronic oscillator circuit (not shown).

The field generation system 935 additionally comprises a cross-over detector
968 for detecting polarity changes in the coil driving signal 970. The cross-
over detector 968 produces a synchronisation signal 981 in response to being
driven by the driver circuit 966, as shown in Figure 14. The synchronisation
signal 981 is composed of a sequence of spikes 983 each produced at a time

when the polarity of the coil driving signal 970 changes. In various other
P18298WO
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WO gootlzt548 t general |y provides an inproved

25 arrangenent may al so be used. However, a benefit of
using a longitudinal nmagneto-optic Kerr arrangenent
Si POHGB2®3/003917
conpared to transverse or polar arrangenents. P18298WD
WD 2004/ 025548 PCT/ GB2003/ 003917 42 Aligned with the
third beam path channel 942438s a detector unit 956,
which in this enbodi nent incorporates a focussing
embedmmehts thectaowi nderocomteoller that loghdhetKemsdignalris used to
circuit sensitive to illumnating radiation. The
geesralgithel epplied Hald sequeness(dm oilvigital to Pingingue Converter), so

ransm tted.t hrough .t he anal ysetr 954 to provide a 5,
HRiodrBRE P ol syitiEongion Bedtialedy any
magnetic elements 902 illumnated by the plane
pol ari sed | aser beam 947. Figure 12 shows a field

The etection systeinc93 P 3dmpeisekeddedtbounit PS6efor prddudng assignal
control and processing system 939 farmng, in
tromgsponse tin indidentt ightr 481 rihe deggector amge.aéﬁ.us gawupled to an

T TN e T
AL T3 A SR P I it 10 o
g%%@&@ rdetectotoMpnal P30is thee fed Intb il shalensy & ipitab wehwsiter

conprises a driver circuit 966 operable to drive

(A_B[}) 9§_@ rﬁ'q daigit_iaatiom | $he ARC 960 Qaa 11¢] hlfeéqmm _epqreﬁpg ata 10

8 saielivh M SeS0 ST, The, 169 Loduil RG890 QTR for

Bact] ¢t b1 00 Vaplal 4 el Bvo B G p" Rt (RIS 6E 0 109 1z
e dPdompblegt drives the drive field generation coils

933a, 93 20 to produce a sinusoidinally oscillating
magnetic field "oscillating at 100 Hz. In this

Byt cbrymm oA RE QD it 2ol (LS o Ao Foiiaf Too

i i st . Litqi : .
2084Eh FECalRuagRaI NG, e OB Rty Fpplt e o
frefenict \of aheurgk $0kHz ¥ 160 e0100 Hizi Datg is iageriged Tor afbaad 0.5

" Cross- -

sec, i.e. there are 50 data sets averaged for a single magnetic element. From
this mean coercivity and jitter are measured. The process is then repeated for
another magnetic element. In total around 8 magnetic elements are analysed

in this way.

The control and processing system 939 is used to acquire measured data
representative of the signature/characteristic response of the security device
900 from the detection system 937, analyse that measured data and compare it
with a premeasured characteristic response to determine if the security device

900 is genuine.
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signal 981 is conposed of a sequence of spikes 983
each produced at a tine mhen the polarity of the coi
driving signal 970 changes. g various other P18298WD
WO 2004/ 025548 PCT/ GB2003/ 003 ﬁ? 43 enbodi ments, the

o, B O A o4 e o Hienb i o0
aﬁﬁg ﬂguﬁo@aﬂ%@ﬂi@rs}ore$ﬂ UGy otk RatydinehR! ocessing
con rol synchronisation therebetween. 5 The dete on

syu;nb f633Zompripes sesmitedprocasson mrt nﬁ&@cﬁmro]ﬂmodmdl aspodiated
nal ponse tq.incident ht 948. The

ddBeRpst (n9kishow wo); anclyding # riag bu(f o0 veiigh dﬁtaesar@x@es from the
502 S B SRRl PR SRS B e J9RB"I sreblsdaby

dqhﬁﬁgﬁ&e%g&nal 973 (see Figure 16) The uni pol ar
detector signal 973 is then fed into an anal ogue to
digital converter 10 (ADC) 960 for digitisation.. The
ADC 960 is a,10_bit device o ating at a 10 kHz

¢ thy securdtyedrRjce Ifﬁéﬂ&ﬁys&m/ ilSnSjaIIQIiZAth@ oiaigi buféer is disabled

d| ete dat a Ievels f or

B iTOdgbROR T Pler 1 Degit, acouplaBpBadng Gig, the ring

gz@rfs{ TR KB oo, MBSO A s

pemicryppddessbritadiegin a coust of theal@nbeFf s?ﬂ@lhﬂoﬁibaﬁbﬁ'sglkeﬁ 983
ppI ied at .a  frequency of around 10kHz / 100 = 10

Hihat e geeaived, and gamultaneonskyuted eupble th@a:mgu buffer. hdihas, data

dat a S raged f a sin magneti c
o PBR O RuRfng LS B Fine JBite i SFheRpTirtcDy ighea polarit
NRaf 0GESHal e r ano
reaRulieh: ofcueuft ﬁfnﬁfo?gf’ﬂidﬂ oﬁﬁ%%%%% O3 g the
anEcmpedopsse detarts thesNdnypike 983 qery. i 160ih) 04 sieabigigent to
system 939 is used to acquire neasured data

r SRt Bpther po@umylatipg of Flgﬁaanmfbp cgrbwéfesr Theiring buffer at this
" BRRWAE Raih A€ 8 S date eacﬁvacgl?mulated during one half cycle of the

applied magnetic field 972, with each set of data representing a digitised

respective portion 975, 977 of the unipolar detector signal 973 at a respective
time during the time duration t (t = N x applied magnetic field frequency / 2)
of the data accumulation. (e.g. t = 0.5 second duration for 100 cycles at 100
Hz with N=100, and 5,000 individual measurements are made with an ADC
rate set to 10 kHz).

As indicated above, data sets can be accumulated in a variety of manners.
Once acquired, the data can be processed to extract a variety of information
regarding the measured signature or characteristic signal response. Standard
algorithms can be applied to the data sets to calculate the mean measured

coercivity and/or jitter as given by a measure of the standard deviation of
P18298WO
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PCT/ GB2003/ 003917 44 The control and processing

system 939 conprises a processing unit 962 having an
associ ated data store 974. 4xn various enbodinents, the
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Wb 18 Db i ot
r%bgbﬁ@ AatadBY AhRlloflifg 3t fVAS the idtetRPend ictenpiiled itTeo the

ring the time duration t (t = N x applied nmagnetic
nidashiedf chrmantertsyic/ sighal mespartse. dbx wamewuembadingents, Pamytop

t =0.5 d g for, 10 I t 100 i th
CRDUISTS S0 15, 560 2 1 RS RS TepeT AReali o o
nfiné BF; acc{e%iﬁg ?%O{eoda%@bﬂé‘g) e.g. by using GSM telephones.

Various ways exist for determining the baseline or premeasured characteristic
_response of a security device. These ways vary according to the type of
security device and depénd, for example, on whether or not the premeasured
characteristic response is stored/encoded on the security device; whether or
not the baseline/premeasured characteristic response is encrypted; and whether
or not a unique identifier is provided in association with the security device.

All these possibilities provide feasible embodiments.
In various other embodiments, a smart card carries a security device and
unique identifier and encrypted baseline or premeasured characteristic

response information are stored in the smart card. The smart cardisread in a
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25 As indicated above, data sets can be accunulated in
a variety of manners. Once acquired, the data can be

wpe@ensserl to extract a variety of informati onPCT/GB2003/003917

regardi ng the neasured signature or characteristic
signal response. Standard algorithnms can be applied
to the data sets to cal cul ate the nean neasured
coercivity and/or jitter &% given by a nmeasure of the
standard devi ation of P18298WO WO 2004/ 025548

conVETiGRAORRNABHT o HBaspeaT sigriatire NGroChHTRETBAG response is
Exanpl es of such al gorithnms may be found, for

measnaep heheiein dedcnibed.cal Recipes in C The Art of
Scientific Conputing," W H Press, S. A Teukol sky,
W T. Vetterling and B. P. Flannery, (Canbridge

n g (Ediingdt S8, AR Hovidd Rhaing hARn' PHAGasiifl
chaﬂ&éx‘?ﬁ{co e;sﬁ%ﬁéé 'Iﬂf’éfrﬁ&tfﬂﬁ 2y Eio?éd ihhaldaBehes © %ﬁcﬁ héhe or |

nmeasur ed characteristic signal response, or
morprdeessinl unishaedccayss tHa bdsetinewa ppémeasumi eilaaactensnc

renote data base stores the preneasured
responseatnformetion iseprefersbly remgryniedur Schhar system gnay. be

cistREL e ooBRRer # vl Sei@aammIed TEpvely e eboflfo GRe Sr
mol SR eg e Reklerd /8 PEAL BEpREN 16 RIS R Dodimon i

opegdlle e déﬁm&w neshiqia idaitifidrs forc eacte spanity datiee nd to
downl oading it fromthe |nternet and conpares, it to

retrigve  basghine e Prc HEEEaBIEG t iChABACTiSticr ctpspeRss, nformation
vari o nment s, top 15 co ters can
cortiSboRtinenth i M it Pt RatBIbHL 63 SRS 400G
n cc t ¥ti& Sty
ree Sy onea VASEE & JRCACHARE] ooy b Ponse
1nfdiMdnr@nQ‘he@ bedeaspteddsateaessate by st respeatios peasdty ddviee
security device. These ways vary according to the type
readgr. 20 security device and depend, for exanple, on

whet her or not the preneasured characteristic response
is stored/ encoded on the security device; whether or

In embodiments of the security device reading system, once the information

regarding the measured signature or characteristic signal response has been
extracted it is compared by the microprocessor to the baseline or premeasured
characteristic response, possibly decrypted using a private asymmetric data
key, to determine whether or not the security device can be classed as non-
counterfeit. Such a comparison is made within a margin of error allowed for

variations that are introduced, for example, by temperature fluctuations.

While certain of the example materials described here'in are ferromagnetic,
those skilled in the art will realise that other types of magnetic and/or non-
magnetic elements may be used provided they give rise to a suitable
measurable characteristic response. For example, non-magnetic elements may
be used where such elements produce a measurable response in an applied
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not the baseline/prenmeasured characteristic response
is encrypted; and whether or not a unique identifier
w0 gooproessigled i n associ ation with the security PEwGB003/003917
Al'l these possibilities provide feasible enbodi nents.
25 I n various other enbodinments, a smart card carries
a security device and wunique identifier and encrypted
basel i ne or preneasured ch Tacteristic response

i nfornation_ are _stored in the smart card. The snart
magpeiiq Belds xdiers, thet respegse AP smeasueddpaaagide a signature or

cfa@gét%gzo Sg&%%l? 46 conventional manner and a
neasured sighature or characteristic response is
measured as herein described. In an enbodi nent of a
security device reading system preneasured 5
Thosgrefoordinasy iskill astherat willhbe rawedre @f vagichk QE€khitesthat can
dat abase to which one or nore processing units have
be, ysed sto mpaugaptene; pad oehasacierises imaghetica clments stiitable for

r opse infqQrmation i r ef ef abl ncrypted, Such a

seEBREAT e han STt nl @ Sh MR GEing fechaide and one
UeB! Bk ] e I aQue _or . nore

® secur | et1c§/i geyl gef){ljé:g%%?g@ % g/@{dérlﬁ& a_cdlc “&%ﬁ&_ Procfsy for the

fabritatitinrefitmesosdfpio peaghiti Es@ué’cﬁf@t'mﬁ[&g@ BNetIHE Journal of
identifier for each securltgraflew ce an %’o retrieve

Applicsl Phiysicss Vol p33Mashmpd 469ed73c 1 Julys P87 rwhivhrineestigated
L nf.or ion conrresponding to the unjque identjfier

thy Sffg‘r‘t"rﬁafﬁ’émﬁ}wt%m IS WRP b ieasnete RIPRertisy dhatget. The
basel i ne or preneasured characteristic response
infqrma_ti on can then be decrypted as necessary by a

Embedirents pradiwedi fny acteydare Wihr grd ﬁivenki@neﬁﬁgd id¥8Hictate
f the security device reading system once the

refleptiyitysandiast r eghangemgnt hoieasarssr eelthergralone,e or in  any

cof bRl Witisiaif 580 ee ESED GLEGii, Ghieraiugn sorl ardasialum
caf ! BHaRM MRGedP GHAIACHESVES %%ﬁ%p Q%Zel%tg’ 0% M¥nce their
as tric data

decrypted using a private
reflectivity and/or the Kerr signal that the magnetic elements provide. Areas

of a security device may be treated to reduce their reflectivity in order to
improve the reflectivity/contrast between the magnetic elements and their

surrounding areas.

In various embodiments, magnetic elements in the shape of wires or flattened
wires are provided. The end shape of such wires can be controlled during
manufacture of a security device. An angled end, for example, from about 60°
to about 90° may be provided. In various other embodiments flattened ends
and/or semi-circular ends may be provided to influence magnetic nucleation.
The shape of the ends may be chosen to provide improved magnetic switching

characteristics.
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key, to determ ne whether or not the security device
can be classed as non- counterfeit. Such a conpari son

WO goomes48v t hin a margin of error allowed for PCT/GB2003/003917

variations that are introduced, for exanple, by
tenperature fluctuations. 25 While certain of the
exanple materials described herein are ferromagnetic,
those skilled in the art w81 realise that other types
of magnetic and/or non- magnetic el enments nmay be used

Alﬁl;]mghdéhb tinvpnijow e has sbeano écsgtibcdalbire reletiemir &p| particular
enfSBHREHS, A SR 5L Bb B R St
anf] 305 HB8  releBRAP BRSO SB0EE Wi B GARE R vention.

where that response can be neasured to provide a
signature or characteristic response. Those of
It willlibeaapprediated that tchetaimr 6f watibud embodiments oftheimsvention
techni ques that can 5 be used tg manpufacture_ and .
desqithed @beve gee Haplementabls and/er sonfigurables af dgast inpawt; psing
vi ces. . An_exanpl e 0 such ufact urkng
2 i mponee. sofh S dfn il B vere paglora
; s o .
ol DR red At F S EuRA B 688, e ISP R PRl Rafbe
stod@lionad carfrier Appdivad ifPldyts psocedshg apparatis udablpform. The
469-473, 1 July 1997, which_investigated 10 the
cagfer atadiwn melyhes for expapiansoliistate pemene optigaker magneto-

op RS e R Yshafs B8 LS
. N . : ‘
R R s b S AR AT
thealdatai pracossing rapparatusedn autilisenthel programc am domfigairel it for
beneat h_and/ or above magneti ¢ el enents _to enhance
opeREeR. Flg ICOBMUAT: Brogiam dpay the sunnlied; fom & ramolengource

o i Eafi PR Punhet e ar APy e (yRE Hhopbgheto

frelfench BRI ANEr Gl AP bar¥iet Watent rast between the
magnetic el enments "and their surroundi ng areas.

The foregoing examples are merely illustrative of the possible uses of a device
in accordance with various aspects of the invention. It will be appreciated that
a signature device in accordance with various embodiments of the invention
could have a huge range of applications, in particular being applicable to any
situation where significant commercial or security issues arise from the misuse

of counterfeit copies of original items.

Those of ordinary skill in the art will be aware that the description herein
relates merely to illustrative examples of how the invention may be put into
effect, and that many embodiments incorporating one or more components,
e.g. of other embodiments, can be envisaged, along with further embodiments

not explicitly described herein. For example, data acquisition rates, sample
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20 I'n various enbodi nents, nagnetic elenments in the
shape of wires or flattened wres are provided. The

wepw4obeape of such wires can be control | ed durP@GB2003/003917

manuf acture of a security device. An angled end, for
exanpl e, fromabout 60 to about 90 may be provi ded.
In various other enbodinents flattened ends 25 and/ or
sem -circul ar ends may be Ar?row ded to influence

The shape, of the ends may

magneti ¢ nucl eatj on.
ratesh Jos upbes - and sige |pr$3é%1é]8 Wé@ﬂ%ﬂ oy %hamhed magnetlc

e AL AELETLEY iR nimier B actinfiiaa (e Sts, sty muay, a1l be
vaﬁ’&ﬁﬁﬂb&@&*a& Bedifldaty aﬁ‘axﬂﬁfe"ré hac e oﬁf%ﬂﬁ%ﬂabﬁ dfor

be apprecl ate at the 1nv

exatrhple;eumder tae donthelt om MickProcdsk6x) posdiBlyrisdé rﬁlence upon
falling within the scope of the invention. It wl

varhusappassicscheanditions; sedy asxifor exanvizle; teopesatboali nent s of
the invention described above are inplenmentable
and/or configurable, at least in part, u3|ng a data

THPSGRE5 08 AORB DB 4 o SEETRL i, U

of frangeadiscibbed BaeRLéiHer RXPHEAR GroinplRitlP bP ARy géﬁel%llsatlon
carrier nediumin data processing appar.atus” Usab

thefenf rirrespeetive afawhether medlomrtt nrdytdsd;o ther clennaqblmventlon or
solid-state ry ptic gneto- optical nenmo
mitigpies &y Gr ol 2h4bF £ %kﬂamara = ¥ the Presest inxeaione
i
apﬂﬁ%@@%rebﬂﬂﬁe@ 'ﬂg’u@% gé\LSVCX%{IE ef bgngdﬁqtﬂétegzﬁoa such
featiires €asingotha Eélitﬂi%ncaﬂ thisi b{%}ﬁﬁ:ahbﬁ & oFr &Y sich further

configure it for operation. e conputer program may
apphicaomp sletived thapefrom: ehnpertmlmc withsrefetende dd the appended

carrier mediumsuch as an el ectronic_sign i,ncl u
ey Jaiiche ety 5 PreRtmDse TeAtES, Ao GeHePIBR GAES
claJs.*é@ g;;, a‘i&ﬂ/o‘?xﬁﬁﬁg’?‘a@ah@r ﬁlaﬁ'}e bE! Yomhirtat WAl hoSd dfNehe

0S’si bl e uses of “a n-accordance W th var.ious
mdqmelehs cbiimb h elausssg ndspedts hhid/ot |Jarfigapiipragd &atgket hibm
respective independent claims, clauses, aspects and/or paragraphs may be
combined in any appropriate manner and not merely in the specific

combinations enumerated.
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20 a signature device in accordance with various
enbodi nents of the invention could have a huge range

w@booappiskcat i ons, in particular bei ng appli cabPer/GB2@np03917

situation where significant commercial or security
I ssues arise fromthe msuse of counterfeit copies of

original itens. 25 Those ggrordi nary skill in the art
will be aware that the de iption herein relates
nerely to illustrative exanples of how the invention

may be put into effect, and that many enbodi nents

i ncor porating one or onents, e.g. of other
enbodi ments, can be ew along with further
enbodi nents not explicitly described herein. For
exan‘pl e, data acquisition rates, sanple Pl 8298 WO WO

2008 GERAPoESHL SRR RNSR e R A G

&@ﬁg%ue eldrh&htd afé’f‘ésg&%ﬂr@i&én af)fiﬁ‘ed‘ mﬁg%u@fﬁeld to provide

accunul ated data set etc

a chanctedibtierespoask. as desired. Such par ameters may be

vari ed programmably, for exanple, under the contro
of a m croprocessor, possibly in dependence upon 5
' such for, ex

¢ 3? ey eiectt ot el Stk ot ronse is

f eat ures
prdg?@éq ose }iaﬁ‘éﬁ’%ﬁth aﬁﬁ?ﬂi@:}%gﬁéd%ﬁ?ﬁ? gb?fsh@ Qesﬁ?fnsé

3.

erein et Icit rmplitcitly or
any generalisation thereof irrespective of mhether or
not it relates to the clainmed_invention or

m t Thaseartyiylegiceanf] Cloimeher plaim enwhsmip éﬁgie@lhasyct@ﬁ&lc

res SR HbnroBi ek s TS SRR D R el e
aprﬂ{éﬁllﬂ?%ﬁé@ﬁ ffj@secution of this application or of any
h

suc application derived therefrom In
particular, with reference to the appended cl ai s,

cl auses, aspects and paragraphs, features from
4. depbhrispeurityadewice o6 agyapreeadingsplaams HRRIEEY said magnetic

phs ed wi th those of the
ele é%%é% A@dlﬁ%g&g@auses aspects and/ or paragraphs

5.

and features from respective independent clains,
cl auses, aspects and/or paragraphs nay be
The security device of Claim 4, wherein said magnetic elements are

supported on said substrate.

6.

The security device of any preceding Claim, wherein the magnetic

elements comprise thin layer magnetic material.

7.

The security device of Claim 6, wherein the thin layers of magnetic

material are less than 1 pm thick.

8.

The security device of Claim 7, wherein the thin layers of magnetic

material between 10 nm and 100 nm thick.
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conmbi ned in any appropriate manner and not nerely in
the specific conbinations enunerated. 20 P18298W) WO

wQOM40238548 PCT/ GB2003/ 003917 50 CLAIMS 5 1PCHGB2003/003917

security device conprising two or nore nmagnetic
el enents, wherein said nmagnetic elenents are
responsive to an applied n§9netic field to provide a
characteristic response. 2-°"The security device of
Caim1, wherei,n said. characteristic response i, 10 ..
9.1 ov AT HBY R TP IeReGingr €l Y Reforn s2id magnetic
c .St n kLY vi,ce
elgﬁg{l Lilff{) ' @(gnls;r\?e; &8\/\;}86 %Rpﬂ—gc? dﬁ‘@%ﬂéﬁé AORY 146 sQhtch the
méh

erein sai aracteristrc
Bfién &P tie polaASAIROY Cal F6RPNERe Obf IRé gma 5etic

nmagnetic elenments to said applied nmagnetic field.
eldmefie security device of any preceding Caim wherein
said magnetic elenments are supported by a substrate.

5. The security device of Gaim4, wherein said
PO ARG O oy BRoEHPRLE 0 PRgPah & TN e
mAGRATALYS is RaQRE o SRICKERLY o matie, Tnaret €

wherein the thin | ayers of magnetic material are |ess
than 1 mthick. 8. The security device of Claim7, .
1lwherldiensechety Hevice #f &rlainpf Onmdistain @t least om0l Hetmpgnetic

elélnoxeﬁ]cg]cglqa%n‘lsgg a %ngxgtn% 'gelﬁly g’o%t &%%ézr?a%vsgected from one or more of:

nickel, iron, cobalt and alloys thereof with each other or silicon, such as nickel

iron alloy, cobalt iron alloy, iron silicon alloy or cobalt silicon alloy.

12.  The security device of Claim 10 or 11, wherein said magnetically soft

material is a permalloy material.

13.  The security device of any preceding Claim, wherein at least one of the

magnetic elements is substantially wire-shaped or flattened wire shaped.

14.  The security device of any preceding Claim, wherein the device
comprises a generally parallel array of elongate rectangular magnetic

elements.

15. The security device of Claim 14, wherein the magnetic elements

comprise an array of generally parallel magnetic nanowires.

16. The security device of any preceding Claim, wherein the magnetic

elements have generally the same size and/or shape.
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WD 2004/ 025548 PCT/ GB2003/ 003917 51 9. The security
devi ce of any preceding Claim wherein said magnetic

WE@b@ameeises are responsive to said applied mgnerCTGBR@BAMH03917

to swtch the nagnetisation or magnetic pol ari sation
of at least one of the magnetic elenents. 5 10. The
security device of any preggdi ng Claim wherein at
| east one of the nmagnetic ®lenments is nmade from a

Vs Al ocunboAive B PeoRecbis Sathov ML F Lot glscibte
s SRR BN A0 A B Sy, ogn

one of nore , lron,
el@féht@ bbRg SR edIBPEimMdrly siasdal/beshapedswithiogachsgrotppare
nickel iron all'oy, cobalt iron alloy, iron silicon
pravided sothat sbwdral differentrswatching fidds cambeddentifieds devi ce
of Caim10 or 11, wherein said magnetically soft 15
material is a pernmalloy material. 13. The security

devigce of any pyecedi ai wherein . leas of
18( he éﬁ(élfl?%( é*eé’m?ntcggi(?é% El?’anctcniﬂli}ﬁgd rag‘ se%lgpegleor()f

th@.{ ki i T; iding deVéraP ddcret
rean é%gggaﬁﬂﬁgecﬁgﬁ%]ﬁ%mﬂ%&ﬁ@h@ e\e/i'iﬁ(b}qglld cgoani ses acre °
grogmesfahhghepierddémentsafidiffereht widthgat e rect angul ar

magnetic elenents. 15. The security device of Caim
14, wherein the magnetic elements 25 conprise an

R Sy T
] i
1 Bt SESAAR AR iyt Py,

soRGdY 2R (A38929d ahd/ot Shapdbetveeenra nyagheticcelementiagd its

preceding G aim wherein several discrete
neighbours are minimised to avoid large discontinuities.

20. The security device of Claim 19, comprising an ensemble of
rectangular magnetic elements in paraliel array of width varying continuously

across the array.

21.  The security device of any preceding Claim, further comprising a single

relatively large area magnetic element for use as a reference element.

22.  The security device of any preceding Claim, wherein at least one of the

magnetic elements is backed by a light reflective layer.

23.  The security device of any preceding Claim, wherein at least one of the
magnetic elements is provided proximal a reduced light reflectivity portion of

said security device.
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groups of differently sized and/ or shaped magnetic
el ements, the magnetic elenents being generally

W@ Revilz3sks si zed and/ or shaped w thin each gr oRQT/GBR@3/003917
provided so that several different switching fields
can be identified. 5 18. The security device of Claim
17, conprising an ensenble of rectangular nmagnetic
elenents in parallel array3¥ncluding several discrete
groups of mmgnetic elements of different. wdths. 10

2419. Tiee senvieitly i deyiate of c@yopregedingr Sladan, fgherein the magnetic
wherein differently .sized and/or shaped magnetic
‘ﬂ%P@W§ﬁF%m§F§@Eﬁ8G?é@aePﬁ“?aﬁﬁﬁﬁﬁﬂuously varying array,
so that variations in sized and/ or shape between a
magnetic el ement and its neighbours are mnimsed to
252v0iThel sdcafitylideoRRt bNthy ipRscedint {aind"¥heRSH" d#id magnetic
device of C"aim 19, conprising an ensenbl e of
elerertta agridreanged do provdde bdwerndimensiopal patterh, array of
wi dt h varying continuously across the array. 21. The
security device of any preceding Caim further
0 | Si single 20 relativel yvlarg rea npanetic
2661 endite FORLSSRE 8F WVCPEReEE Glef Tudhepdfbiisig o
unf@RUEEANASNMbGRoRlicd teratEedi ng daim wherein at
| east one of the nmgnetic elenents is backed by a

light reflective layer. 25 23. The security device of

anyﬂglreecedi.ng Claim wherein at_|east one of the | .
27ragrdei secarighedevice of plaim @6d Bhergimenidy unighec identifigst is
reflectivity portion of said secyrit vi.ce. B .
pr@Ied Y Vi Ao S Hue o R alth osastiY 158 cptie ppe or
mAECHptidaY iHENIE Ca Ghag¥NichI P C3tbASd GihtiFier MBI 0A &1BBtronic
magneti ¢ elements are arranged to provide a |inear
idemdifieer n. 25. The security device of any preceding

Claim wherein said magnetic 5 elenments are arranged
to provide a two-di nensional pattern.

28.  The security device of claim 27, mounted upon a smart-card, wherein
said electronic identifier is provided by a smart-card chip provided on said

smart-card.

29. The security device of any preceding Claim, wherein premeasured
characteristic response information representing one or more measurable

parameters of said characteristic response is stored on said security device.

30. The security device of Claim 29, wherein said premeasured

characteristic response information is in encrypted form.

31. The security device of Claim 30, wherein said premeasured
characteristic response information is encrypted using an asymmetric

encryption algorithm with the private key used for enciphering being kept
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26. The security device of any preceding Caim
further conprising a wunique identifier incorporated

wo beneisth. 10 27. The security device of cl ai PEREB2003/003917

wherein said unique identifier is provided by way of
one or nore of: an optically readable bar code; one or
nore optical indicia;, a nagnetically encoded
identifier; and an el ectrorffc identifier. 15 28. The
security device of claim27, nounted upon a
sesratrandcthedpublisekesi nseds faradesipherign peingdaads ravailablg to any
ovided b mart-card chip provided on said
Teaged QL. 9§ﬂ¥“§§.eﬁﬁ% security device of any preceding
Claim wherein preneasured 20 characteristic response
informati on representing one or nore neasurable
3nar arms eecurity deRicd shalded erdshhg diRksed Clgimss 354003 Edvhen
on said security device. 30. The security device of .
dependent26n Glaim €}, nwheieih fhe praveanved harasteréstios résponse 1s

response informatjion is in encrypted form 25 he
steredun piiysm\/pr@@rwy 3] ﬁxerﬁee@r}twéf‘éﬁ%q m %la?laslnsﬂsﬁfzai%% }w

characteristic response information is encrypted using

an asymetric encryption algorithmwth the private
3Key ASRAhbQbf aialiRRAII0a Biurly B8Pice, SorkgrSiBg\0 VO

2004/ 025548 PCT/ GB2003/003917 ~ 54 secret” and the .

publprovidéyg usved of anorke onggretic nglebsntgy whereimvsaid amhgnetic

to any reader, of the, security, device. 32. The, .
elementsinrgvids\a ehargatertytis 1RSPORSE WriFSRARSCIP a8 aplidympgnetic
ﬁ% when 5 dependent on Claim2, wherein the

emeasured characteristic response is stored in
physi cal proximty to the security device in
machi ne-readable form 33. A nethod of manufacturing
34a sébhe inethodeodi Claim G3ppoinpiising povididg said megoeticrelements
magneti c el ements, wherein said magnetic
on a Substrate.

35.  The method of Claim 33 or Claim 34, comprising forming at least one

of the magnetic elements using a lift off or wet etching process.

36. The method of Claim 33 or Claim 34, comprising forming at least one

of the magnetic elements using an ion beam etching process.

37.  The method of any one of Claims 33 to 36, comprising measuring the

magnitude(s) of one or more magnetic parameters of said magnetic elements.

38. The method of Claim 37, comprising measuring one or more of

coercivity and jitter values.
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10 el ements provide a characteristic response in
response to an applied magnetic field. 34. The nethod

wW@Roodlozisns 33, conpri sing providing sai d magnet PCT/GB2003/003917

elements on a substrate. 15 35. The nethod of Caim

33 or Claim34, conprising formng at |east one of

the magnetic elenments using a lift off or wet etching

process. 36. The nmethod of Caim33 or Claim34,
39.g|°g?f1é ?ﬁ&ﬂoé OFthad, 3 G@Eﬁm ﬁgm iﬂ%ﬂi&eﬁlbésured

using an ion eamet |n roc
mafBih@gsPf o Wn@ nen®f orCl b1 ﬁiagﬁ@h& Gpamﬁmwrs skagrepresent
neasuring the magnltude(f) of one or nore magnetic
preprasuretiehgrasterisicdespagsetiforaptiont s. 25 38. The
rret hod of Caim 37, conprising nmeasuring one or nore
coercivity and jitter val ues. P18298WD V\D

ST T R S e AR s

chdf?&@h%’cdf‘ésg%nﬁln?&hﬁtﬁﬁ.e or nore magnetic par amet ers

to represent preneasured characteristic response
information. 5 40. The nmethod of C aim 39, conprising

encrypting said premsasured characteristjc re onse
41, nfBﬁmme d of Chim %8 1960 Ching 40.meeusising & &?llﬁ) said

prepisapiys 5%%’%%{%%‘%@@% PR SRR hofypred

forfgg&{rgggs el ty device. 42. The nethod of Caim
arm conprising storing said preneasured

characteristi C response information in encr ypt ed or

unencrypt ed form in a stora?e medi um renpt e from said
42.secThe t pethog of Clam 39 or Claim 40, comprising storing said

premeasured characteristic response information in encrypted or unencrypted

form in a storage medium remote from said security device.

43. The method of Claim 42, comprising storing said premeasured
characteristic response information in encrypted or unencrypted form in a

database.

44. The method of any one of Claims 33 to 43, further comprising

providing said security device with a unique identifier.

45.  The method of Claim 44 when dependant upon any one of Claims 39 to
43, comprising storing a representation of said unique identifier in association

with said premeasured characteristic response information.

46. A system for reading a security device, comprising:
a magnetic field generation system for applying a magnetic field to a

security device comprising two or more magnetic elements; and
P18298WO
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43. The nethod of O aim 42, conprising storing said
preneasured characteristic response information in

wepenyptsesl or unencrypted formin a database. PQDGB2003/003917

The nethod of any one of Clainms 33 to 43, further
conprising providing said security device with a

uni que identifier. 45, Th% nmet hod of C aim 44 when
dependant upon any one of aims 39 to 43, conprising

s biiriefio STseRipt Mo oliptulih HERAES pteEbntative
of Eqﬁgéﬁﬁfcgd gﬁéﬁﬁé?its{cigrf spfbfise 'gf YRl SEBUrRY dRAE Y résponse to

Securl evi ce, n% I'sing: a nmagnetic field
Saigg{@h@ﬁbml@,ystem for applying a nmagnetic field to a

security device conprising two or nore magnetic

el ewbetein said PYS@B8VD operadeic) wwapare said one or more

PCT/ GB2003/ 003917 .56 a detection system for A neasuri
patgEtash TORFPETIA ok S PSATER CUUAPRUE rORIOTAC ARG P EOTe

characteri st sal ¥ ¥L 8 defermine
respaana ea e S e REgAGeioc AlftaPERL xR 36 defermi
whietheP 65RO e  DeERNBAR 8 SRefheafiGe@l paTireterd graraubetaatially

representati ve of a nmeasured characteristic response
equivalene or nore respective paraneters of a preneasured

characteristic response to determ ne whether

respecti ve neasured and preneasured paraneters are

subst ant i.al | i 10 AT ic Se@d s
75T RT B 4 R ein M e S e e
and akHd pg?éi‘ﬁ&fs'df&ﬁ ahpdAGistici Fédponkes R SRpagsentative of an

representative of an aggregate response produced by
aggrepate response pooducad dystiddwel ermoremagaetiqhiengit.em of

Claim46 or Caim47, wherein the magnetic field 15

generation systemis operable to apply a tine varying

48 ™ IpEL | s%/sIein$|c§jf aith 48664 'Cihifn d@)/’i “herein the magnetic field

generation system is operable to apply a time varying magnetic field to a

security device.

49.  The system of any one of Claims 46 to 48, wherein a light beam is used

to interrogate said security device.

50. The system of Claim 49, wherein said light beam is a visible or near-

infrared beam produced by a laser diode.

51. The system of any one of Claims 46 to 50, wherein said parameters

represent one or more of coercivity and jitter values.

52. The system of any one of Claims 49 to 51, wherein said detection

system incorporates magneto-optic Kerr effect detection apparatus for
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49. The system of any one of Clains 46 to 48, wherein
a light beamis used to interrogate said security

waolewioezs5420 50. The system of C ai m 49, wher ei PCEH&BA03/003917

light beamis a visible or near- infrared beam
produced by a | aser diode. 51. The system of any one
of dains 46 to 50, whereigysaid paraneters 25
represent one or nore of coercivity and jitter val ues.
Vs [

Agetind Ry BRLIIRRTTigh! b OF sfikicic, Somitfl B Baid
seeﬁlﬁtgcdevﬂyet ection apparatus for P18298V\D WO

2004/ 025548 PCT/ GB2003/ 003917 57 detecti ng changes

i nduced in said |ight beam by magnetic el enents of

sai securlty devi ce._.53. The systemof Caimb5
5 %me?fé% enS¥Sie RhJRiig- 63« ivtherain, sdids magnety- %’@%cKP’Gn effect

in transverse node.
aoBpRBh AbEal if RO EEr R B PR e Bt B08Y i her
operable to deflect said |light beam across the
surface of said security device. 10 55. The system of
54any TheesystenCofiiany ot 6foChdms 36rtoh40, fupidienlbperdble te deflect
un| %ézpl dentifier fromsaid securi ty devi ce. 56. The
#m acressithe surfagredlesaid sesvatudevige. i dentifier is
| dentlfl ed by reading one or nore of. an optically
readabl e bar code; one or nore optical 15 indicia;
55meg 'Iﬁb's’:}l@ﬂehi/ of '&ﬁg%?&' SOk 149 to 84 cf 8%‘6}2[639 ifg read a
identifier. he system of any one o
unﬁﬁxemetrtiﬁmrfrmpesaatﬁeeuntyd@l&%erm ne said one or nore
respective paraneters of the prenmeasured
characteristic response by reading said one or nDre

365 E B arem O Gl P, iR oA ibick fogiancis 10pited by

reddiig one or more of: an optically readable bar code; one or more optical

indicia; a magnetically encoded identifier; and an electronic identifier.

57. The system of any one of Claims 46 to 56, further operable to
determine said ome or more respective parameters of the premeasured
characteristic response by reading said one or more parameters from said

security device.

58. The system of any one of Claims 46 to 57, further operable to
determine said one or more respective parameters of the premeasured
characteristic response by reading said one or more parameters from a

database.

59.  The system of Claim 58, wherein said database is remotely located

from said detection system.

P18298WO
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determ ne said one or nore respective paraneters of
the preneasured characteristic response by reading

W@ a00d/0z35¢8 or nore paraneters froma 25 dat abaBer/GB2003/003917

The system of C aim 58, wherein said database is
renotely |ocated from said detection system P
8298W) WD 2004/ 025548 PCT/ GB2003/ 003917 58 60. The
system of any one of Cai®8 46 to 59, further operable

to decrypt preneasured characteristic response
60.i nfBaarsystemn ofifany enetofi Clajmadiocio 1, durther operabiaée deewnt

form 1. A nethod for .rgading a _security device, .
preg@ﬁﬁ%rﬁg icggf:acféﬁﬁw irﬁ?%sﬁé@fﬁ’é{‘%gﬁi ivdege tl{) lsa¥%3éf gt Prgyided
. devi prising two or nore nmagnetic el enments;
mﬁ?ﬂ?&@&?‘?ﬁogmbne or nore paraneters representative of a

nmeasured characteristic response of said security

device in response to said nagnetic 10 field; and
61.conpanéthed fmirdading asecumityedgyace wetmprising:pr esent at i ve

of a neasured characteristic, response to,qQne or nore

r es3npdying @ pagnatist ldeldsy asecyrity devieg sompyising two or more

characteristic response to determnm ne whether
magy i‘fe%?‘?“\e?‘étsneasured and preneasured paraneters are

SU%&%&E‘%?' b¥e EGUINGreC Parandeteft? regriSertiigt&MdPTa Ghdhdired

61, erern said nmeasured characteristic response and
chasadterificeresponseest sdidrsectirity device rinsgespomseatee said magnetic

representative of an aggregate response produced by
fieldadmd t wo or nore magnetic el ements. 20 63. The nethod

of daim6l or Claim62, conprising. a i Ng ti

v ar‘iﬂlﬂ%arw&g‘??é‘% 02 qTeIIqTE B ag@?@eggﬁrxieg nglg{?i)@c\:’g Ofé g llnﬁsél red
cha?@&t@x‘?ﬁico‘:reﬁwﬁsé’nﬁ) Opné 8f "hdRe t&pEctivephdinieter(s) of a

nmeasuri ng of one
premeasured characteristic response to determine whether respective measured

and premeasured parameters are substantially equivalent.

62.  The system of Claim 61, wherein said measured characteristic response
and said premeasured characteristic response are representative of an

aggregate response produced by said two or more magnetic elements.

63. The method of Claim 61 or Claim 62, comprising applying a time

varying magnetic field to a security device.

64. The method of any one of Claims 61 to 63, wherein measuring of one
or more parameters representative of a measured characteristic response of
said security device in response to said magnetic field comprises measuring

one or more of coercivity and jitter values.

65. The method of any one of Claims 61 to 64, comprising interrogating

said security device using a light beam.
P18298WO
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or nore paraneters representative of a neasured
characteristic response of 25 said security device in

WO e@poeses t 0 sai d magnetic field conprises neaBCr/GB03/003917
one or nore of coercivity and jitter values. 65. The
met hod of any one of Clains 61 to 64, conprising
interrogating said security device using a |ight
beam P 18298 WO WO 2004/ 025548 PCT/ GB2003/ 003917 59
66. The nethod of any one of Clains 61 to 65,
conprising operating a laser to produce a visible or

66 eaITh #h¢tR6EET BiSAGhe 6f CTaimb6l 16833) 0Bnprisigope@tingra laser
Cl ai m 66, conpri'sing detecting changes induced in

to peodiick iagltidibleaameby-infeared besme| enents of said security
device using the magneto-optic Kerr effect. 68. The
nmet hod of C aim 67, conprising using the magneto-optic

SR e e B0 By el Ao by
ind\n%?ﬁgia fs%x?rlgkg?)%%g?}dg%gg%é Elénﬂﬁl‘gé SFsaia_%e&QritngB@vice using

rising rdentifying said unique
théﬂﬁgﬁﬁbl@ﬁclb@tr&ﬁfédﬁ.ng one or nore of: an optically
readabl e bar code; one or nore optical indicia; a

magnetically encoded identifier; and an electronic
id ifier. .71 h hod of . f Ol ai t
6870, ToErgEEnGl GEH initHPH e Ao S8 SRS gl fRerr
efféefﬁar%%ﬁg‘?ﬁ@des of the preneasured characteristic
y

response reading said one or nore paraneters from

said security device. 72. The nethod of any one of

Claims 61 to 71, conprisi nlg.deterrri ning said one 8{11
69nor dheerpibodi ok apyrenee 0ErClagns the ¢ CSreNPESng reading a

char.gcteristic 25 response by reading said one or
“Wéaﬁ‘gﬁrﬁﬁoé’%a S&ﬁ%“a% t'atase. 73. The method of
Claim 72, conprising accessing a database renotely

| ocated from said detection system L
70.  The method of Claim 69, comprising identifying said unique identifier

by reading one or more of: an optically readable bar code; one or more optical

indicia; a magnetically encoded identifier; and an electronic identifier.

71.  The method of any one of Claims 61 to 70, comprising determining
said respective one or more parameters of the premeasured characteristic

response by reading said one or more parameters from said security device.

72.  The method of any one of Claims 61 to 71, comprising determining

said one or more respective parameters of the premeasured characteristic

response by reading said one or more parameters from a database.

73.  The method of Claim 72, comprising accessing a database remotely

located from said detection system.
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The nmet hod of any one of Clains 61 to 73, further
W@ oSy  decrypting premeasured charact er i B€T/6B2003/003917

response information where it is read or provided in

encrypted form 5 75. A product conprising the

security device of any one6(5)f Clains 1 to 32. 76. The

product of Claim 75, conprising one or nore of. a

doc nt; .a . passport: an kfenti ard; A6 "
TAg; s dhe jmigfhod, sﬂ% s |og Gfaé@,s é\yst%f t7\%arleur o%@?l;‘lsmg
oo BRI S e ek Mol hE APt
pr@ﬁd&[lﬁimyl'jte@f@@ﬁl; an accessory; and any ot her

goods and/or itens of commerce, whether nmanufactured

or otherw se. P18298WD

ge;

75. A product comprising the security device of any one of Claims 1 to 32.

76.  The product of Claim 75, comprising one or more of: a document; a
passport; an identity card; a compact disc; a digital versatile disc; a software
product; packaging; an item of clothing; an item of footwear; a smart-card; a
credit or bank card; a cosmetic item; an engineering part; an accessory; and
any other goods and/or items of commerce, whether manufactured or

otherwise.
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