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Descripti on METHOD AND APPARATUS FOR DI G TAL RI GHTS
MANAGEMENT Technical Field [1] The present invention
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the present invention, a portable storage device
i ncludes an interface nodule for connecting with a
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accorlgingid Pvidh 1ﬁif§1‘£ﬁh§(ﬁé RABAIDRRNEoREpt he pr esent

i nventio bl ock di a amlllustrtlng
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[ 25] bl.qc agram i .
const 1tict omnEy S B Edeiesy ¢ ROl Gign tyovegn a host
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FIG. 8 is a block diagram illustrating the construction of a portable storage device
according to an exemplary embodiment of the present invention.
Mode for Invention

Hereinafter, exemplary embodiments of the present invention will be described in



ordinary skill in the art in a conprehensive
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CONPrd, $fSetBe RNV Bbatl,he menory with the properties
of b |l e and erasable, like a flash
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Portable storage device

The portable storage device used in the present invention comprises a non-volatile
memory with the properties of being readable, writable and erasable, like a flash
memory, has specified data operations, and is a storage device that can be connected to

a host device. Examples of such a storage device are smart media, memory sticks ,



[40] A rights object is a sort of license defining the
rights of use of a content object, use constraint
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informati on of the rights object, a rights object ID,

a content I D, and others. [41] The right to use the

Copdriyftct ARJhECIF) Bas DR DAt laaimEnGEyiRichds . key
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cont t. The CEK decodes the content object to

be usléd hoyt devibewisakin thapresdne iestiordeiérs @ € amltus@lid Hevice capable

c 05]11 (ﬁE’{Cﬂ? lakﬁg tcm?t&tl {cg ﬁl?ér)] %%l%ﬁl? P]@E& s(cL? tEg gortable storage
st @?Ve@ alp(hQ/}HdIIWén h@ éOI@@ﬁt@ti tathgtportablg rSWéQgecﬂWCg Examples of such a

' nfl(%"t H@Jlb@ﬁetahﬁéblle%bﬁ@tP@A tfdeetobRcb @b Yefiop/&dhshter, and a

s object in order to execute a content
ob 1@ ‘he use constraint information may include a
use daglasgm raint, a use count constraint, a use

i nt er V st r. e .
conery RS OBRELR . Thn of1E A0 ABGRHEMHA H38e of p coepyobiect, use
dat@siriing ingerimghiof @bou!i ghengpntdné oljoett earty abjternt. information of the
Acﬁglz:tg bﬂﬁktyﬁ g §f1tstoﬁ3ﬁcyﬁ§ a%h?en?ﬁﬁ‘ Sdtnﬁ %'tﬂé'ir% 'es set, a host

can content ob ] € VI a
cor r S5t Igse ithfrganticab picet My bft heoren gheryption key (hereinafter

af ieef{rféa% Qk ERK' $ﬂﬁ€¢2fnlt ®dodtathe coftéak]objdee meﬁzm d8dodes the content
sStral S es e co
oopae e i T oeo b B Aot eV e L Cori o Plect afer

corestivaignhe CEKsfedmttiee pdxitablemtmﬂage dévidet ia vdligledit rightshubgict is stored.
devi ¢ . . :
Use Iﬁlt (ej.lr@g giﬁ*%@gﬁnlg ﬁlf&%l{tl%ﬂtis 1?1 ﬁlcaho{l\lh}{a't Hl%? ate[s gl?c] hxgn?uons on using
duthic mightsabgget twderotmeémutfob p@r&cnt@hw% dhg sle‘uconls@amt information

exgaPhfiludefa dsBRakIBnéREAT ¥ Ble GRABEI I, 'a%s@ RiterV R c%ﬂﬁramt and
week, a host device can use the content object via the

r | YhtSupmfaled usegpngiidniveek from the time when the
cor r epaRe tng conyim spdjifadtthd Saté lifstatiohs &t using @he ddent object.

F i LA A, e MR "
beviagkexcorfesporelemglas objecttthiethadoranoh afterbalisre a specified date.
C onSt'Ir&%'lfgé c&fnt uﬁ?strraing e%ﬁggjtﬁecﬁudﬂger%ﬂnrteg tﬁ'e 8B%H[ (§bS|e& can be

host device can
| nugej Borcexg@pleg Héh%wtcoa@w@@ralgt ip éftt tp iNriin Eﬂ& rightsgttiect, a host

or dAiFERh uRé tlie'c@ﬁﬁ:nt/‘dﬂﬁébt%hﬁ@s the content object. [47]

The yconstralnt i.nf or N.isS i forrralon tﬁlaﬁ

i ndi &8¢ Vil GepstRiRisRey es( & IHERYAL! H5RC dyrigshigh the content
ri giject cambe beedcBpi @@lmpﬂe ifokie dse ihteevat opysuain s Jeatadne week, a host
TR s TR OFLI Sty DRSS g LG e e e
r|@lhtcgrromoedilng|r'$htsc9bllacar$sfnsttusmﬂme ri ghts object to
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in the present device. To npve a ri ect |

t othecansh abieah ga Pyyhicd- Jeéélinp@x}félﬂfi wgumﬁlaﬁwss ceagipint of the
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OB SRR AR P R atD bR b b SuRb3 e i g e
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' dﬁlﬁ% ﬁrfcl'ﬁd@:%og%/ %@I?S@I’afﬂt enfbintion ARSI skt information.

exl s |ng ri ] ects.
To copy a nghts ob]ect 1s to transmit the rights object to another device while



[52] The content IDis an identifier of the content
object for identifying the content object that can be

W@®eswds vi a the rights object. [53] O her riBgit/KR2005/003014

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61

[a—

objects are described in detail in the specifications:
OVA DRM Enabl er vl.O 2002, Open Mbile Aliance or
OMAaiaiRivhivig 1Kk ﬁh&fﬁghts?&lﬂéct 1@@@ré‘é€bﬂ de®icll | i ance. [54]

State. | nformat,ion on as _used

Che. choeBer & TRYRRRieE 1t sl Pl it Sfsific dhpresent

t héeviegoaeotbbr davgiet ghiEhjebaingubagerespardiexagips ebjectfrdrh ehe

acgumyl ated, use constraint in formation of the rights
object I's set to 10 hours and the host device has used

t he dwispehnglpsherser cat caryur migrtBe rights okjeglssored in the host device

i n&@ﬁ&ﬁble%‘tbrhﬁ@d&@ie&é ah@tﬁert hd¥BddviecCor pott@ble sttRateSdevic@las many
t he remai ﬁg nE SIX hours). [56] The state
i nfOFh#L S ﬁta Ci/mbt 1&%‘1888 K84in the rights object, or
t he dawiriphtstdigdct $ID oy @sidtifiar ifghitientithing atspeasic highlta_@bjeet among
th&‘lee&f"sh %lgfltgr eCgson together with the rights object

as separa 'R or T8t i on. [57] Hereinafter, exenplary
enbodihesnnenolD ishe igenidienef the vemttsliltcﬂbjami fdr idratifiase thclyedtent

' nol&j@ct,t"t‘he{t e% B@ef&ﬁ%ﬁ%t@letr h g:con‘panyl ng draw ngs.
[5 FI G Is . a view Il rat a DRM concept

accorCc‘}htvifgﬂ&hctg @ae%wﬁﬁ%rgbe@ Hb%illhﬁhtthe él?eqfrréﬂeme@% DRM

I NE£4HI¢r0N.0, 2683, BpcNebbitanIlahEAbOM ACDRME NL.0@R4fE 204, Open
]S/@bal %intent provider 240 through a host device 210.

Al g pllidRCEr can purchase a rights object that can

exec \Btge fifermmaivhent obj ect froma rights object issuer

230 . t t

Tht hSézgtg 911f rLanloBlﬁ %g‘%%‘ﬁglgé grg %nq)éh?&ns gl?férlﬁﬁl h tﬁgtqulcates the

22@6&1@ec<zfrrwmﬁgolmpt aﬂagexEmﬂxamplee rfttb@aqmnmlmd msnesonstramt in-

pr f%ﬁﬁlﬁﬁoﬂ Hvga h@% obJedt ﬁqgﬂ tB'l@ﬁlouﬁrh%dQﬁe LN ﬁe\ﬁeé?lli‘cfs%sed the
obj ects rray be 'st ored ortabl e storage. devic

2 26PN RLIFRNGF Eu hpwrs, ‘[hei alg lﬁP qradon indicates {e e {i.c., Four hours),
dewi @€ retdOniBYinkSE.el, bi hroug;btt S object stored in the

ort torage .devi c order to us
Pont ot Sus SIAHRRE M e vt f i ottt &fe fpce that stores
ri ghtrighthjbgat mapdanege tedtae mhgmatien mgatlﬁr vt alheerights object as
[ ng %&%?éﬁlf’&n% ﬁhe correspondi ng rights object

acc ng to the degree of use of the rights object to

t he péreianics, excayi geppdiencpism! thpreprt inysniéons gl bgydescribed in
de&ét@l@v%ﬁﬂ@é‘ﬁefé%cé Rehé hadothgan{iak edwiags. of the cor

r equ;ggl 2? ﬁ obj.ect ﬁ%{nc% t he received state

updat Wtrajflé%f‘ tRBFCPh B YR [ S6EPLaTy
usembdEmenindfad plehmlemvemh@l the rights Obj ect stored in

t he RO| e

cir currs%eg?c%%bqél?1 Kt e&%te%ﬁ?l%lggtgr ec I? ep OVI %40 through a host

podft\acbzl 205 pdsoathe us@mao @uzcilasermlygftte Obnemeuat@an cugutedhe gontent
Q&rfrd?@§h§g§\gbg£t ZaRr 2Agcordingly, if the portable

stoH devi Is used, the host devices 210 a

nd
250 daw nugbiseg réghis ebiedt anayi hgrtered b t@etlowd@mﬁ2t%@raportable

l'i mntagel déﬁ@@@%@iccb{@ﬁlglt%%nce&tﬁﬁlbfaw &?bd)dimfe@trdf&hé ﬁﬂéséﬂt invention. In
constral n orma n se

b oiosY aBSPT Ry ot TRy PR SRR n Aot ee doviee 220

t hepgransaitfhe@ust or age devi ce 220, the data storage

¢ apakih L[IL% Yas@f nk 'H?st'?i%?/fce g?(y hia u@élgte‘}%‘ih o%Jéc‘tTE{oi’e‘éelﬂ ¥ brtable

t he S ob can
storage device 220 in order to use the content object. The "host device 210 having used

the rights object updates and transmits state update information of the corresponding

rights object according to the degree of use of the rights object to the portable storage



[63] The host device 210 perforns a nutual
aut hentication with the portable storage device 220

whedoonz10ué is |inked to and exchanges data w tPCT/R&2005/003014

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

portabl e storage device 220. The nutual authentication
IS a basic process for maintaining the security of
dad@vidd 0. The pmgsﬂg@ gévieeipdas (Rostite Gervitioaldd dandor-

o P RRAR TR PReR LA GRoREP e Bhatle g Tell@ ™S,
[ 64] A?ﬂo@ler Bostsleaict Ro6cirande the bargent abjengvia theud ghad ob]ect stored in

au{h@ Z)Bfthl&‘l@‘séo %e%%@ 350. b&éc\(’}ﬁﬁg% & Jh%ﬁhlS&ﬁXéSC &e?%ﬂtsaobject stored in

e devi ce accor to an exeé
e nﬁl@@pﬁébi@ sma&erdévw a3@ mayum\ﬁ@mte & coppigbio m@ther host device 250,

exnb@ur&ﬂng@ thge Méﬂ)@é st@ﬂaﬁg@ gakiECRA0 Qs HR Ho@f &vedRee 16 @nd 250
G SRR o e TSR Db 2 e R UEOAE sbSui -

a subadsen et the Sopyn@mesaideinforiadon beliohgsighes (ﬂ)]@;ﬂ) rAdéditienally, by
2: %912 g%thg 'hgs:o.b%etzcg%%rt%éorgagoz a&t@% ‘Izb %:{%\}l%i%)éba ac?lha storage capability
poef thbhestsicvicadél davbhecienppo@®@draay theanghts hlejeets oambgmianagefl casily.
encr mte'h%@t (i%%é% Ql%bﬁ”&n@g aemﬂﬁﬁgalftﬁ’éntlfe rﬂ Yith ortable storage

encryptlon device 2

r egfrees 210d?€f% ﬂtua linkgsk lRaRd cEERNEGH qaéa ‘tVH]é aﬁdﬁﬂ&l@leéwrage device
St DIRJBe (ﬂlgiﬁuzﬁ Qu@l&t@tlc(aﬁb@%sha WsNGowdst fbrtrﬁkgritgﬁﬁtge&t: sé@fity of data
u atl o e e sendas
b P ERL A bt e 1OV RE 21 584 6 o R Hhvastfibicg 220, of

kewhmh atdeailed skpldeationevil He nualy vineh wémenceho HI@ B.a

g:: : : IGE gﬁ | Oﬁ(f)vglél{llgt 1ﬂ8§fat1q?ééﬁqﬁq‘ﬁ]agtﬂeﬁﬁéﬁbﬁ% (%c%ss between a host

deddvéee AG pon@blersierag FQ‘?@QCQTﬁ@gd@ £R eR¢raplaey lewdlment of the
asgRidmidvewig.her the host device 210 is authorized,

and can obt ain the public key of the host devjce 210 .
f r omit RePlgHa th gaeel ﬂpthelr%cg{wﬁrw peFEcant © H{pPagubscript'H

deiicsis tHﬁQia%Bicbrfgﬁ% i hest@ef/kdr:] bicat® chl:a&fd Hyftﬁe hestdevice, and a
n t

d | e.

oG8 SRRl o b R SR 2B erated by
t htheportablf swatge ddvist. t he host devi ce 210 has

exp (;[r %qrost &Qf&ecﬂﬁf P& R ﬂoli]t%fﬂe suﬁa c[etv cfe'ﬁe}‘tﬁag'_lllalvét e1r own pair

val i using a cert I cat revocat rel na
r e@feﬁmc@wtlpa kgws, wlzlr@ ae usqdffmf h@l@é?emenprdatl@n of the host

devi cgeodQicvieQ0 |fﬁ’ﬁg@ﬁds\éq{eq&s9for infuthdd ali@ShtEda@bL b th portable

the CRL, the_po st or devi ce 220 can re
mut'g%ec Qﬁ‘flﬁee%fq @&?F oﬁi"% YVHE eﬂ%f U SH aEthf@‘!I%;?‘m the host
Ccoddvi@s2 10 sehdd the ipsrtatde ﬁtbfage detibaR20 h@p@:&fctkte&l Thad gubdit key of the

t h os%i ﬁew 1?0119121)( ﬁe se%I El}rf)%glkae < ?éat St tﬁé osgggvigeeﬁl j?iigsued by a

can o aln hos evi ce
fr«:ﬂmf1¢1aéloo@nth|0f1t>c at e H .

The portable storage device 220 that has received the certificateH can ascertain
whether the host device 210 is authorized, and can obtain the public key of the host
device 210 from the certificateﬂ.

The portable storage device 220 confirms the certificateH of the host device 210 in
step S12. In this case, the portable storage device 220 judges if the term of validity of
the certificateH of the host device 210 has expired, and confirms that the cer’tificateH is
valid using a certificate revocation list (hereinafter referred to as 'CRL") . If the
Cer*[ificateH of the host device 2 10 is no longer valid or it is registered in the CRL, the

portable storage device 220 can reject mutual authentication with the host device 2 10.



[ 70] Upon confirmng the validity of the certificate H
the portabl e storage device 220 creates a random

Wél%ﬁb@3104614) in order to answer the request fRCT/KRRWW&EI003014

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

au thentication, and encrypts the created random

nunber with the public key of the host device 2 10 (S

16By rc]mﬁtﬁakl, iffi ilg@ NGyt et tha RE®iIMcind ?bfeche id&vib% lamm'k\tana,dhe

to t St vi.ce 0 toget her w. t ic ke

¢ nRoHBIE Sihad SiFCy o PRER B pullc Koy ApEHE Py L lrom he
rrud:eura'ﬁcaawH thentication request (S20). In this case,

t he i cey. of - Ror I a I :

al 50 el ENng tad AATIE B BBl Al e HRHAC SR BBVice 220
st oraigea FaPEURIET +(§ | hhintordardprpngwed theoegyrst fpggutual au-

depichicatidl; ankl CAkry bl tRdcrichted ERdomhiniies t wHEMicGRibAd Reye 8Nthe host
conf |.rqn%§£?%é he portabl e storage devite 220 is an

autHdr i‘ce by confirmng the validity of the

cert iTfhecatgpefl rirdonpouhbd| B tehonagd 1o eeiloet BRe(23D2Pgether with
Meanwhil. e, t h evi ¢ 10 ¢ obtain th |1 C

e PUblses D RR L e ae 3o 2D SDLAURAAER PE b av-
cethentiGatian ecquesti(h20)pbr thestase, shaopubije kde of the peatable atodagetdevice

c aﬁmpataggfgo bB %&%@m@%ﬁka&y S %&tau&twges%ice 220 to be

encrypt, random nunber w It5s private key
[ 783stHededhe Besydewcoi - havi ng confirned that the

plor t ahdirgy 1t$§ ORRBgERe ﬁ’%‘t’ h@xﬁceﬁ%ﬂ) dah So@gfiﬁﬂ tﬁag [He%fb@taﬂl?%k{fﬁge device 220
al SO Creat.es random nunoer , encl S e

e Et S P REMBURT SRRk DG Gre e, B portable

st spage dedvé 220 @B20). M2B)whilp 4 hdhelceiat £ ED cart dteaihdist public key of
Jexi \ ' '

o 8 ARV 20 By S P LR AT B B
The2(hend Hishe obtaiy thg eandem mentrp by éasevpiias tharhcamiedgndom

t hguBh&G! ¥k ed pﬁ@g[gq(g}/@yzﬁg_er Hwithits private key
(S32).. ?\ccordigg%llé he host device 210 and the

por t ddredioghdsy doyiag conlgrmed {hatihg porahle storagedsvice 220 is an
n Eﬁﬁlﬂ(ﬁlﬁzeﬂ hieyice kratrdtcandatdoen ﬁy&ﬁbkig(mﬂ)bﬁﬁ, H&:n@ﬂy@@ttﬁardalﬂylom
thelr, coun arts, an a Ses (0] e can ate
b TR P e R R PRl R e B a2 45 amdlom
nummbérhejea(t&4 theardt &4, 2 10rranbmitpthesenty pSdenmivd member along
b%ﬂh*a*}gaz%g’%r deviog %e} cPthié}PnngSTe portabl e storage

dev create

i ce random nunbers that are then used to

cr eatldictrReakle storaas desige 24 &rcebys ambdesintathe cpaivaisehiziom
| sn@hBat hithiiRGrRagady (S5Br Rbébrﬂiﬁgl%ﬂ fhetHagt dB¥dea@l10 and the portable

T N AN IR NG

seswhidts keyed g Yhaocduntatpdridaind hessos &epeunkeycrenabiisith the two

byra%ﬁgm%%ﬁltb\érsi (%antdp)f% Iﬁl%lr[)%rﬂag'ndt I‘QI?(EOHQ ];1urin¥)(§rs) (540 and S42). In the present
embodiment, both the host device 2 10 and the portable storage device 220 create
random numbers that are then used to create the session key, whereby the overall
randomness is greatly increased, thereby making the mutual authentication more
secure.

The host device 210 and the portable storage device 220 having created the session
keys may confirm that the session key created by one party is the same as that of its
counterpart.

The host device 210 and the portable storage device 220 having shared the session
key can encrypt the data to be transmitted between them with the session key, and they

can decrypt the received data with the session key, so that security can be ensured



counterpart. [77] The host device 210 and the portable
st orage devi ce 220 having shared the session key can

We@pWoPpto4¢ he data to be transnmitted bet ween t hREOT/KRRIV5/003014

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

t he session key, and they can decrypt the received
data with the session key, so that security can be
enguHdthl iritgnd@ich. t ransm SSI on. [78] Mutual

o LR R DA RS, B B RS i
potht dbbtelesico 2dQend thei poetaﬁlﬁ@tqngeuklﬂcy 2e0mutwatiytdoatirt fiey they are
ar &tﬂ(g‘ﬁﬁﬁ rdeél%gs ﬂl%v il}ﬁt%%h@%&ﬁg %)ﬁ A&g%ﬁ@§ lif? '?)r(i%? Yo f(reate a

Accor di ngly to create
a eRMYan S%glonéﬁﬁw %@vtughalph%@%@nsnrmqsaﬁmtl@r t(htih§ ey bbe
pepdriyriRd. [79] Symmetric key encrypt| on may be used

for the afqrenenti oned process. \Y; t he esent

i nvertERelg ﬁ%?nquHHOP Ay breysed for tﬁ%%feoﬁe&% ntl&@@i[ pigeesggtiowever,
andletplﬂ@emdntzamm 1§1ﬁcn nmge:ddwet@eTEeZﬁ)osnavasEl (paraluthé portable
keé’ ? dgx% Qeda \Ml)%cel‘(%g %cragt?@ns e le%%re%r tltlei ost device or

por orag e eVIC encr tran
wi thia partplulb Isioa:agceipvmf: cndrgptpbita t@kheera@smrt@glewtleaxpldﬂlcdqey of the

t hgclnﬂf%% stgﬁgé 8{\!&5@& e ﬁ?éf BEVitE{: End @é‘cﬁ%\f% Ig@é d’ﬂattehwnh their

r private e exenpl ary enbodi nents
ofPl‘tlY?éeb‘?}’ésent |nvent| on, the host device 210 and the

por t ahlie @&Ex‘%ﬁﬂ? eﬁﬁﬁ&{dhﬁﬁn%?& tlfea;sre@ﬁcweﬁmﬂﬁt@ host dev1ce 210 and
nsmtted sessi o

op BB Ser e e G RAE LYY Ay SR B R et with the

r esmsiveteylat the wppdsitt pertg'e psblarkeyeyndathey heiryptahareceived data with

pr{h\é%&dﬁ%ﬁy Or[ﬂ%]l]o\ﬂ ﬁwah? kgysa flowchart illustrating

obj ect according to an
exemfilﬁr g l%awﬂ@‘dqthﬁétnﬂumatmgé ppeasseelt usingenglitp abje¢tgpfording to an

Thecdagstiry @ﬁiﬂo@ﬁne%l@f ﬁl@‘b&é&gnﬁﬁv@ﬂu%hed the nutual
aut hent i catl on wth the portabl e storage device 220

sel eclthe hestdsice it 0 élsylé& POlé‘HJ&Ff‘gi he AVERY ayBsdicpdons vgh dhe portable
t hﬁb@gél devicd 2XRicvRt £ conBrdbbett ahdngtestchBbbjddly stofed3herein or

he CL devh: ﬁ? i a request for a search for a
r [ r&ﬁ‘f’lge gjogl qQther gfllcgsa@ Q)ecut e the sel ected content
obj edlthethosttdesicp @l O atrids astqueagier dewdrctefd? 2Gighes ayjebe that can execute
us&letsgﬁ@ctég k&%rﬁ% %3[‘{0%& g?lk?ib%; Etoﬂag 318\%3 Zi(pmtcﬂhecf t%ﬁ?eethe

host devi ce

i deahedtadqontent picddPbiDeln thisivaem thecimSte‘éQVlce[@@]carrﬁbo transmit a

POEdrdHt QD%&H@&EyH@%h&&I&?& Qawdnhebjecei ved the rights

obj e search re hes for th obj ect

that dKPOERRE ﬁ&oéggﬂﬁév% 5?@@%‘% F%ﬁ”&%ﬁ} t% J%%tsemh request

usmra@htehﬂ)r nlmeghtedbjeanhz&mhn bxec(681BOorrdsBoldihg cdrhent object using
gl e?v%%%ﬁtenfl @g? ont he portabl e storage device

tracts in about the rights object '
( Sl40§ theTig@t& abjest mefoluah tabpartabtcrstoraggitviceslOentragtaynformation

| gl el fhedighl dglr i éCt @@14@5? tTHeano%aﬁéjnezmdut bﬁ'e@%l;ﬁshﬁ)]ect may include a

correspon H% ts object, information
st Behigabirpidislor ientifying e spfrepondias siehisabicghaigragion about a
st Qbﬁg@ x@@@cme ﬁfght% 38ROk tsa;liaé&arﬁé@rtﬂg etoeh@élsp&ezz%e( pdiiable

%/tglia‘g%a € 83/ 2%00 @1318 I%{fé/é)% yﬁC@aleﬁrrlggSjééé g&q Bgﬁema%ter referred to as

[ nsﬁtoragaposmon:)f udelvenstragintisfoodpat of thopyghts ohgtt, aoppt canstraint in-
P OBl Ao the Fidfits'ObRE, 3n® MaRGhfordfiGoSt at e 1 nformation.
Meanwhile, if plural rights objects are searched for in the rights object search
process (S130), i.e., if plural rights objects that can execute the content object

requested by the host device 210 are searched for, the portable storage device 220 can



[86] Meanwhile, if plural rights objects are searched
for in the rights object search process (S 130), i.e.,

WO tooplosmoad ri ghts objects that can execute t hePCDORR2095/003014

[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]

obj ect requested by the host device 210 are searched
for, the portable storage device 220 canextract rights

ob¢g-aeict #igHto bhjE lmamfh@tﬁoﬂ foe tHeQéﬂ%@ﬁVé/ﬁgHts glbytaas obj ect s.

87 h t ted t f
L r o IR GBS ohlsath RuGrbE™S A R fRyof deyipg 210 s a
ri @Iptystoabq Hgluts sbactclaanch et (6 BW5M) thisloasd, Hiespor@able, storage device
t h?Z(Pl?lﬁ% Qﬁttrag{sﬁgtetPg ﬁéﬂ& %bﬁe%pm 1t1 tovt?léfﬁogtr(ﬁo%%tm, or

he T ect tion to e OSt evl ce
or p%‘émrﬁle hpfﬁ crige 21Q edcgess 2@6&@%@@@@@ abiiret Bxprmptioad

ri ghtiheRkeflice MhPhP@biaditd th88htd BBjcBAftorAaN LGN iWHther to
obt ai hed the rj.ghts obhlgct i nformat’i Qn .deci des eth hlral

t oUdBC EHESRANRE HEME PRIt Iyihe Satsy adich ip rf”ﬁ%"‘&

whiiglhts bh]f:d‘s medbtained biouiiospiemiad 2 10 g Seleﬂvpﬁ@ bBthe sights object to be
obt ai hos Vi 210 ect e, of the .

T ORP IS0 A RlscAGY S p&bRoT®Y B G neREn ahiEg et
beagradingdip aarultsmvmuslbyettlh eherfwst dadiaei 06. F@%Iafnple a rights object
aCHaRﬁ 9 shAné Elﬁllnﬁer%t‘aaxlb@léé hé’es%ﬁ‘a{y Bé\}]n%fé‘?en%‘aﬁ s éd3 e

or exanple, a ri he snma

nurrbeTrh élpstadewwédodsaé@ ldsé t}t?rfé&h& @bj?qm pbg usgdy @éltl@%ﬂs
[ 89&nsﬁh@1&p&tth@leoﬁ@poﬁdi@g r@lﬁy bb@ctde ehdgshabhestdraghlirice 220

b
o otsiaby SRt PRGSO Rt R SPRET R Bl ddpsgavice 210 can
deallscu: rakpit (dSﬂlYtﬁl)atloMmmdlﬂ)ntfoﬂlﬂsmfymgahe odrreapondiing sghts object
bj t t i I
° fﬁrgérﬁa%rﬁﬂé %‘}@f (ﬁ)i?ct 9% E‘tﬁ?argng;‘aylhfiﬁ jrftort gf%ﬂ I"" : Slon
t he ddermegplla dtom@erdegm: @2@,B}aénlg redapyedgha nphte obﬁctrqr@hmssswn
Obfeﬁﬁést s@ar@flessﬂopflﬁg%rrgﬁ)%hamg ng’hf&fcﬁﬁé@ﬁélﬁﬁ the 1&@1@&103?@1 in-

portable stora (? devi ce 220_, havi ng received t
ri hmatighieseived ViR e dgithpbipd dirasnission sequred S H)Sr) t he

cor r epasgdchg Iﬁg}@sh@lﬁe@bs esdsnlitdd@ thdBost devitd 21C@180N In this case,

f th th ht s
tr ek SRrIeEGREE 2o i taigh R BEh s bty gormic e
obh@st tlevise 2 Haoswtdss € searchérbrighos bbjdetvi ce 210 ( 8180)

In t bfh% h%?tﬁ(ﬁwc% g oRAY E?eb[h c&{tgg%%@cgﬁyhﬁﬁ%al%%gﬁ{?sﬁobject obtained

transm e searched rlg2 ge
ho§emdhe pergabie gforage deviess2Q (%d99%kar ched ri ghts obj ect.

[92] 1fiine ndgsdeviRe 210 @Irdakly 19N s WSECintdifaGom hisdi tlﬁ:hil%ﬂﬁg ot¥ct that

usi ng the rights obj.ect obt ed f t he

st mcﬁgﬂeggn@g@otbgcfgﬁgps %]m Pt (? lﬁ’o%% @3*’05 &his e host
aI ﬁ@&dayz Ionoaysotithia thefightsrabjearninfbmutiort fremrthgpérsabbdgtetie device
1%%'&"% xgcut e the content object, steps S120 to

can be omtted. For this, the host devi ce 210 may

0 bt aifGt hés a flghcmriobjgmting afpovaest dlorsitfe orighth ebjpdracadrtlmg to
SURHGAAE AGHDIGR ERfbdifloAd M GrosdhPhelilda, S 15 3

flowchart _illustrating a process using arig
obj edh tbfclélbﬂfﬁtfiﬁjgpr?%ﬁs&rﬁ&tpﬁ@ﬂl@%éﬁ%ﬁ%yy E%@%ﬁf%?ﬂ tO&P the same as

thﬁelﬁy‘m@’tb SipyenkFi®., [95] In the illustrated
proc

Phe SlpouME R sptesehBe 20 Sryiedpone B Tights Byt Fgemits it o the
pohdisza detwaces? [y @g3e0) avihieca?@ 0f ploeal irightsfobjeett dréreeardhglitfer, the

#)(?f?atbie gt&%gg (%\Ilée i%o &8 t{1 ltﬂgmﬂ %ﬁtthetdﬁ)\(lhg ﬁgﬁt‘l% %:Eégg %he ﬂo@t device

rights objects are°sear
th%l(bortabl e storage device 220 can transmit all the

foundy&dn@/Hie, @BheRibie kBrdeR@cies badgMY GRo4hRsmit the storage position
of the corresponding rights object when transmitting the rights object. Additionally, if

10



[97] Meanwhil e, the portable storage device 220 may
al so transmt the storage position of the
w@orse3endi ng rights obj ect when transm tti ngP@TTER2005/003014
rights object. Additionally, ifstate information of
the rights object is managed separately fromthe

ri ghtesnfobh&dn ofttherigias bejettes ﬁhﬁﬁ@%eﬁﬁﬂﬂe@&r&ﬁ@h&ﬁﬁhm object, the
tran

t th t t f Tl ft ht ' t .
¢ o BT s e S A A LB e g o U R g
21@>getlha1vwn@ tlelri ghitnelgedthe ri ght S object, can select the
ht . .
[98] E IS%S e rv %:‘%1?%‘& tbstzﬁg d fhe ?fgtﬁg o@iegg ch% S%Téc(t;thezlnghts object
s elocherused, aﬁh@Stﬁb§ﬂ6@@ﬁ/§d§£ 42@@%Q)ses the content object
[99] Via Uhﬁleﬁ‘%:%qw&t td lﬁhhﬂis%d AeRGted| PB4t devfcethO u@&&he content

devi.ce 210 recei ral h obj ects f
p oPRISH v 6?15@8 H&Uﬁg & eitz@%ﬁ%t hﬁ‘ﬁ? E{’]% dgyige %ﬁ(g}eFFlﬁ ft lural rights
obpligedts frohathe pbﬂah’l@tto%b detied 23 énmans delgre terigtonbdigipits that are

Obh(()?t s%lectL: 31168 tﬂg‘% the do tenﬁf)!%]gv\@hart Il lustrating a

process o Obj ect according to an
[100] exemﬂlﬁr ¢ lseenﬁ@\dq:haetnﬂuﬁfatmg@ poeceseeitupidatiema rights opfeotdccording to

ﬁlthlﬁ§\éth%d§ﬁ&1t Bﬁéhbg)geseﬁt‘%ﬂvén%%ncom ent object via
the rights ect S260) creates state update

[101]j nf or%thoarfiemel}ée fging H@edstbat:@ntqubs%ﬂaéhp pehtg ﬁ@e@dﬁ 190 or
r esmr) Gidagks fsta&hﬁ;ﬁiaﬁbhhﬁﬁﬁlaﬁ@&w@dﬁ@ th@stmlaenf@ﬁﬁﬁtﬁﬁl &ffthe cor-

ht bj ect S3 2] Th tate
| ror TR R et I lptros iRl G ate s310.
[102] | nf or‘]ﬂntstalmuplfatd Mﬁ)rmaghﬂi & iofor@ation whipdhtehiasstak igfadyation of the
beﬁghty 8@@' glafllgad %%gn u&: for ?g(lﬁe{fgé S%:d lfj(%rtel;lgmbien& the time

e correspondi
admrmgowlatlch shetmérﬁsmmdmurglwmmgct umadahtgtnahb uggislag éour fheurs in a

aCé?th'M}é}ee@le Ys&inehel L %sﬁﬂﬁﬁhf@hﬂaﬁ@n of tht 'i‘%hfs'o%ﬁb‘& is set to 10
ect is set to_ 10 hours and the state infornatio

of
{ h WoHrREYS Skt REPrregaR o G5 ceuesPeAding Aigks abkest indlcates that the
c OfdriEdtt obfekElRds bhasmaemr tweetbute thet Mt dikfeScan ichatd W@t update in-

PO ERET PR el bRl e hef g o i St
[103] SI X Hdwerhost c[ejthB]ZI(IFHElvhr@Ireajed/iheetaﬂellmdatmufqnglanmeaemiﬂ a request
t hfé;r%h %E&aty Eﬁél"e%ta'té‘m%rgﬁhbﬂb thg T)Bﬂéblﬁ stro?a%\é%% ok 950 &820). In this

st @ﬂsg,gtbe Hesfidewico2l) canzyey) traqs]qnttthq: gta@&g)gatetnpﬁgrrﬁ@gqn that it created

deyidc@e 2kRsoBfechldeftifidafibs MibrriRnShiBks: to ragaat@ (for example the
|nforma onIID at it creﬁ%ted an t he %l L‘gahts ob

i dREE P e ioher igenbbying ths Aighise) Jﬁ?f Ok W&aﬁeé"’é‘%? of the rights
exeljpdte, the rights object ID for identifying the

righ obj r.th h

obj ec ep%ft%%l%]sp c (EVI %%gﬁ QSdeﬁgsrtgé ét?lp é\gfocr:ltél §%0 E%&n’respondmg
t haglys abjecti thfcoghngito S@ate updat¢1mf@rma|tles pohthiengzhts @:mcst identification

0 bin%&{nahﬁﬁ @S‘;‘gﬁ)) f‘j a?é &lifie HQQ@Bﬁ)rﬁthfl(ﬁ{ Iﬁg}tr bo Eet?&glehriﬁ a manner that

hts obj ect tification information

Up ﬁtrghb@fobﬂ%é Sl&?ﬂ%&téo PRy iraeareled rfﬁ&thb@‘gbéhff Bglﬁéﬁbﬁﬁt glen-
Magf&itioh hlafbrrhmﬁmrrt@dwesi With &@tstawﬁ]tf&ﬁ{aub@ up@&iélir&lubﬁ and the

© ARGTTER FEts bt A HORRA s SorSahd Bisehs Yl bbtetd e ion
r egaestd withahd hate sfarmdied updgletrsquebl. ect st at e
i nfo 'Iql%tﬂoﬁgble %to&f@l (%Qﬁg tZEM " agﬁléq.g)tﬁat%d lﬂ%ds%tg t1nf rrnatlo Otf the rights

i nf ornat’i on recel or ma
r e@me@t can[reB}] thidie ppdate i rroperbr prytoraed by ée@mg a halwtis Agject

%a?@a&%r%tﬁ@ﬁoétﬂéﬁ&@@l@ @340f. the rights obj eCt
can report that the update 1s prop erly perforned b

[106] sendilhie answeg %16 6’@}1@6{'3]6‘&{)8%&%‘3 ighesrbreddet fepaqtid tie clapses
devi ce 210 (S340).

[104

—_—

[105

—_—
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[106] If no answer to the rights object update is
received after a specified tine el apsesafter the

WO p@ho310ebj ect update is requested, the host JRVI/E&2@3003014

can re-send the rights object update request to the
portabl e storage device 220. [107] In the enbodi nents
of aﬁdirehemigﬁ@ Bb]ed:tﬁi\pﬁm&:h@féqaéstéﬂﬁ gertioeedtvadeaM e, cah te-kéhd the rights

bl.e f . ' db
rE RO RPane el i WoabPled St SR host devi ce

[107] 210 tlo theecnatmelimerite df (heipogsentanvantins as desicobed atvee, it is preferable for

PoLj F}E' 0%1%(9&?21HQ&Y&&1 (Y%ggenacﬂg 61@&)1@9(315&9 ﬁéf%?eezf(ﬁﬁm the host

can orm encryption/ n usl Eﬁﬁ
an@levacqa?rhwgﬂoé en@ypl@é@@@r Mf&nﬁ@l%l%ll The R@yab PRt deice 220 and

mefhiedsthRiRES 10 Bgn p&fdrﬁpér@rﬁ)tn@flﬂg@fyﬁﬁdﬂ Gﬁn@ﬁ‘ Euﬁlf&es}%ﬁﬂ a private
device c Iete nmut ual autthLe& g?s g d d
C a]ﬁeypléﬁs? @WGPB%{%%WCTHE’@P%W D %ﬁeﬁﬁe portablestapgee device an
kethe hostekivizd casipketd tehs lnﬂuttuzﬂfauﬂlbﬁtldmbmédndahﬁ}h&mtpeﬁfatm OEI’Illpryptlon/
af Elecr %nl{lsgllgaaustelgs on Cat llieg{%fila§ a(f nﬁloﬂ r uc]?a%]then 1f;at1on after

i T4 Wl oCK dfagram 1 11us He okt i on
hosmtldbwtb@ltlaet@@ﬂdlcnglpte@dan exerrpl ary enbodi nent of

[108] t he WI@SW&Ia bl&’l@ﬁ‘fagﬁﬂl 111E1§t9ac% nglvﬁ’ é’(&tﬁ%&ﬁﬁ%f 'arhotstr&vwe according to

presen di ment omnng nbodi nent
i n&l %P@@Pé%ﬁ’@w&’%méﬁm ﬁ%ﬂlem’rséntépmﬂs such as a

[109] f i el (M@(Ilﬂ@ @Wﬁbﬂh@ gﬁt:ﬁ e%ﬂfoﬂi&nérﬁaﬁiﬁhe%ll@xﬂm ernbodlrnent include

[110

—_

I t { t
pekaiyfe T BuERER N NPT R areg gFRG A oran
t oappélsamm specdicinagdredss@bit éASKOragerforada spacdic fuaction. Modules
T
[rgiglayﬁg ?(S%ﬁ)eé’ﬁ?%(g{ov{gé;&? Je rgg&ﬁ\%s%ﬁﬁe s{oi%%] J‘@iﬁ\gﬁc &gﬁo‘&h& one or
sompigaprecesserponent s, obj ect-ori ent ed sof tware

CONMPANRBLSmo&ih18 ffhy GRTRRN 8P vy FIRLxIASK, é&%ﬂ@ﬁ@ t&®ch as software
Processes, funCtlonS attrlbutes proce ures,

SUBRMBRATCREsODICA ISR SBitWiie SPRRT Y &1asgpqryrenents and task

fi asdmmﬁntsnp@é@@@dﬁmcﬁmsg witriutes, gﬁiceduréis’;\tsahaﬁ@&s g@ainants of
structures

7 uIEEtTh e, RSV STieroR gty S ol (d{aBpsgs. data strotures,
nodbleesarramy, dnd vanatiesndtic lflntCOOfliélMe pravoteddneinttbe emdponents and

rmﬁ%hﬁ%s Ry fgﬁ g&lﬂﬁglefi Gha8 ﬁfw g{ﬁkﬁetﬁ@g{cﬁ] hORRLs or | further separated

mponent s e conp

an@ltcrrmw@sﬂ mp%ntswﬁﬂ @r?éiﬁleédlnsaglémonh@f: CPW@W@J’(Se?mﬂitféOdlﬂes

i nm@?@e% RRleBtclRlEh thit thedEMCER iR bn@oPRbicalPBs St LAY or a
devic g(l 1] The host device 210 includes an
ent?y ‘P%e 213 having a security function, a

[111] st or agle mSﬁdidalvﬁ:eMG ivdivden @n an&typmcagmoﬁula Qi3 hm\;mgl security function,

[112

—_—

in rf b na bl in X
poé ?tg qeg rﬁgl?e;i IZL ving & %rﬁ%e glng? (Ia;? élg Crgtm? J olmg\c'iuclje ]2?1 eznthng data
c owtqh@mga wigh @aclhahi@ @tgtage idavioe a%(} angl qoeanfrol mpdie 2DRpntrolling

pr %ﬁ?ﬁoduﬂ"ﬁ hesto ?@Pfdn‘fr?th% Hr¥ iﬁ‘@ce‘sgeﬂh\éqﬁ%gt ®vice 210 also includes a

transm ssi on/ reception r orm.ng
t r BASHISNGIGL T RAOB BROBIE Wi ﬁﬁ’f B‘?’ff%”é% ﬁ%ﬂa tra@smlé%me:{fecaptwn with an

sy&tterinl & viico? |a%yst8iﬁdéﬂ HepRi énddare Hicspt @Mplﬁgmgml& content as used, a

c R S Biisctl? B e ihe S i hicg 5Ad ah Bhdae in-
f ofamnnmncreatﬁai moduledtitifoe cRb8ng enateaqﬂatteum@nsntm@

ﬁggﬁ}@eé%%@%}ﬁ&ep{]&}%&d@gev B Be #8&?/&9;}@@16 &berform

Wi WEEARTiredd se semowiried HPsaw itho i SonMERtHssae @it reghts pljegtagsuen: The host

a fd\ght LSIOCBB.h%BEalﬂ e YRhis obiket BPAE cHf¥h Gl @roﬁ?t’ﬂe 8Bk RieMhrough
the rights oﬂ) ect .or the content object fromthe

oufh§|t1@€5rflﬁ?18 cpiiRn mPdWs il $si on/ recept i on nodul e
215.[113] The |nterface nmodul e 2 11 functions so that
the host device 210 can be connected
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with the portable storage device 220. Basically,
connection of the host device 210 to the portable
WG e@ragw4cevi ce 220 neans el ectrical i nterconnPCT/K&R005/003014

between the interface nodul es of the portable device
220 and the host device 210. However, this is

[113] exe Wﬂf}liaﬁﬂterf@é&nb(ﬁlge per fﬁncﬁgﬁsrbﬁqhzﬁ@nb hcglt gevitd TR Detcbenected
por t e age de t he host devi
Coif heCoatloRl et S 40 Bl ot S dhshgst Agvige 210 o
cotha@ottalon sjorage[dbtitt 270 encencelyptica mtpwdomhaeti@d Between the interface
encr
GerpuBlkSof RE pbfie HEARS TG hfilnd Rod DEVIED I AR SLOTHOR
or cxpatapt andithe teémcmp@@wnddﬁ%mﬁblées t}lé@orta@ﬁﬁ&on?@e device and the
POR&sR Q&ﬁe@é&ﬁmﬁc@tﬁigl tﬁﬁm@ﬂ Q- witdl&s SRERY b 5hy§i’@i]lll kénréddon ) .

can rf orm at Ie a secret key e

[114] pet h ea‘?ﬁﬁlryatl?)‘hﬁ’lo @23 eBﬂ%ﬁPS? B %arﬁ %‘%SHTV&HG‘P toéﬁgp%fﬁagﬂ%%“’rage
noﬁm@ammtheaﬁqmdoﬂ ths cormyol exddate 21(2 Joe ﬂé@ypms Ioteet ehlcrypted data
encLyitd i m'IEé 8r‘?§ole rlagl 83? &Eh1d, %% eflerybii @8%8912?5
are gt or ed ypte OF i and evice
2 1peréam @ﬂﬂﬂsytpne af h@emeg]mysengbwggn sne[tlmd(ﬂmghl nubéc key encryption
e nﬁl%MlBHI QR GRA rﬁo%%ﬁcrygﬁgﬁﬂlo@ulgé ﬁﬁg Rkt @)%Eﬁé%'b%ﬁl éﬁ%}/yptlon
that cannot be rea er device Fur t'her nore
mh%ﬁﬂﬁ€%|ng or copying a rights object to another

[115] devi (S%eélflcilpy hlgﬁts Q}Bj’dc@kﬂr@stﬁie@ﬁﬁl@ﬁ eﬂ@ypt@@ fornd, Ad the host device 210

di ST ’EeY%é ﬁ‘l‘?g‘iﬁéff% ‘gﬂécg%{l}“’“ﬂ 6‘? ?Igcﬁzpil%g @e‘f S%Q%% ufjge a distinct

enerncyyyited Koy this earnfot be sadgtothet dkdyese ﬁuntlqumlom; wheh inedring or
us&g%n{g]aen%}tg‘ Htjjggt to %H&th?rpcieﬁ/ﬁ% o!??(% he pld AR {B?z{g[% deb{ge' the

p u@lqrn)t%bvglm objiet qaobf: dg@r\ypt@é ugme theach@mtc@ crpepptyqatkeiyt The rights
W sijediREn BE bIY@} ol Ey usd oftehﬁfnﬁﬁ&hc dey b&?y}%ﬂcﬂ méthod usmg the

necessary. [1 ditional'ly, the encryption nodul
2 18iSHRE) eE‘FéE‘ﬂ‘él %(eF\"IélFFé@H’F% i éhsg PRSI FoeCENit ﬂwgﬂahrtﬁeobwct
MuvitB Ith@puﬁme ikt 6Athc MdsicORe 30, Inlikd Hedript i vixh @lgEprivate key of the

no ores encrypted content, a rights object,
B ol 8 RefHE R of “rhe host device. 210

[116] [ 118]AddMhieomatlpeth emryptmm edid 013 smag cremedhe cantlomt humbers required
poﬁ&ﬂgﬂﬁeﬁﬁﬁ&ﬁgﬁmgﬂﬁhﬁgnégﬁe% the control nodule 212

mut ua entication process with the
[117] por t ditcstosagsragdile dl4 sterce ocrypled coment, a fights objeet, glcertificate and

nvg@kgg@ggmggyqueﬁgngnd transmt a nessage to the
port t evi ce 220 copnect ed t he haqst.

1181 gevi 3’211%% 8St &{98§118é9 %088?%‘1‘{{1‘%]%6 P‘i’féatb?‘f Yhiege 8%11@%%20 > the
t h&nt@ﬁmoﬂuk&@lﬂ@ndyh&)nﬁﬁhtﬂle Ii’rtutmilja&méntldz%hem ptd&éssseld’[ the portable
for h S
> 1%01Ia§ 196 E@ glﬁg%%% tli} ceongrgﬁ%éﬁltﬂg 265 1;1%')/ c? nq‘ transgnt a
th@w@@g¢@nhepbm@ﬂ¢m@n@bée@x@%MIeumﬁﬁeéddm@hgﬁxbmwcﬂéoKﬂﬁqw%t

TP S fo[r ikt hltsf otite tﬁdb ¢ 94 éxe@ﬁ’de% c&lrtentt Bﬁ]eEt' g&h{eﬁ the search for

obj ect 1 nforma |on|sota|ne fromt epora
st Beaightsbisct s rogvpsisd. he cerifplimsiule Hig Wg“ﬂf@straﬁéﬁnéélﬁe content ID
S efr GdenliBAne e cohldBt SR k®be asa;dudea iRddiG@riodRs nmﬁg@er

t th ndi

[119] gp; eaf BRI B MV G o i e HOrine ppriabl
| detntaigé devige tl(bascmnemdlsqﬁdhel rights bt samhjrequest, thestoatraigaodule
pogioirérifc% egfr\]vhtg&%{ Ld 195@Rﬁ%f&}eﬁlgéndu#gsﬁ%}ﬁé’%%&aﬂg% rights object in-
i nfosmeden may ofcludea rﬂghgswlse% der idpndjng ¢ ge mmﬂsaondmg rights

ri ghts, PRLBGE %oﬁﬁoﬂl of @F 3 E"@his%%e%t’ Rt chHsHﬁfﬂ inffbr@{i®n of the rights
obj écts are obtai ned he con nodul e 212 may

sePRiegt YKoy C?Pﬁéramtgtrfpgn%lﬂnééﬁ%e igtpedbigded. Such a

sel ecti on

[}
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may be nmade by a user or by the control nodule itself
according to a rule set previously. For exanple, a
WO p@ho310ebj ect havi ng the smal |l est nunber of aPCORBA05/003014
use tinmes may be preferentially selected. [121] The
control nodul e 212, having decided the rights object
[120]t 0 bef pised ngﬁﬁ)bbj‘dc&airenfanﬁﬁ&ﬁﬂﬁﬁut lﬁlufaﬂiﬁgﬁts bb]ects are obtained, the

t th di t

ST BREH 0 dieReLHReaaR hats bR To B2bET syqlitFicction
comfay bk nmdd bya uBGIZ)rdJ@[rthtabm(ﬂ nmedslwiitself decmra_hhg t@ay nde set
ggg;rgg{aﬁ% °lﬁor e% "’B th fiy 'o'B%tc r?ggt?:lté @@%ﬂ%? his?rglaéﬂacgghﬁwed use
poYMEs BEY |bﬁ1ptﬁf‘?fﬁlﬂ‘|1%b/ S@ifecteae cor respondi ng rights

[121] 0bj ecithk.cohdtaiZhodMigd 13, BAGhb Yecitidd thB @ighRYbRIRE (Bl rﬁﬁy create a
nodul e 217 executes .the c9 ﬂt ent via.the ri g&e g\m

t hECEBET [OTrAvRsHURS SO NG ENTEFSBORARSE B &S PRjecty fyhen irahsmission

updliathe rightstobgcsisatqiesad fhe miﬁtt(ﬂ) mddﬁleizhe canflse snaﬁmdlt m;c;nuflcatlon

tr Ihﬁllg(gr%laaglgh? hl(éénglg 1?1? IFeocrot ét u[fon o1 i, bd ct'(gfo? re)éz}] sIr)'ne arlghts object

t hED st stbrage pdatien infisroratian pﬁﬁleccperasp@ddlmg rights abpatalt e

| nf OrATR SANGT PR ARCAPEL i oATE 28 Pexdch @R % PRIAPVia the

identification in formation subje date (for

exEapF ebiceth therogtielsmediet2 ¢ sead air%lﬁﬁtu PYthgpdateeof the state in-

[ Ih ﬂﬂﬁﬁuﬁ?bﬁﬁ& C@Iﬁ”%sfbﬁdlﬁg ﬁgmtg %bj%@tﬁﬂotth@ﬁoﬁdbﬂ@itﬁi?gé a&vi&s 220. In this

e ri S O C 1 on S NES

[ 193 HneSnilidtled 35 also MRl et SRR nRRREH Sreatcd by
c otht uptatorirduireatdhZ rengipn lnﬁ)dmteahlﬁf@mﬂmjnglus phiectpderttdichéon in-
St I'%%&%Iﬂ&l e%?t%%ﬁieq%&g%bﬁemteq} %[sf(ﬁ) \t/ ?ignglgg‘?tff%mg the rights
t h@bjff@qmé@tﬂmgﬁ Mlttqnanﬁﬁ@aﬁ@wﬁ the rllgbts ®bjechon agdition to the request
le%eggggé)ugh the interface nmodule. [124] The display
nodul €216 di spl ays the content object whose use is

[123] qut hdreZeweethicd g sbmeisget Seypy Bxsfhesfan%rﬂlaméula <t My ke
s e@arnsteriddi tb ¢haisoraaglel storfOde veoead?pl (Broup iHe@n(etfayd MedWe 211, and an

ting.th t le 216

2 TRt 8P JBr GRC ek g 66 2P BEME YRSy Pt e
or gariot miedule[212 $hrotgletheomteate regddeit i on nodul e 217

exec "i‘h%gi stapﬁl% £08hEP 6 819¢1§§?{]th¥ 'céntEHcgcibgécg %ﬁseo@e §£uthorized
recel ve S "an answer stora

2 20rughtaighis efried sebhad auseredy é@ﬁt it phgenuping it thample while

nogldl g @xecﬁﬁ%ﬁ%%@ﬁieﬁs) The dififlaf RIHERY 16 @ﬁa%rb% & 1@qAd crystal

(\{%g%bs]g%gé& nt ent execgﬂ on nodul e 217 may be

lﬂré‘ntq]i%”tm"c reproduce the noving
[125] I mage he[cibﬁﬁht cieeutiqpdabddule Bt Dexaatiieo theaoarhi ojedrmvitiihe rights object
21 I.nf
eV G RbR sEh e oBRAR Sodlk A IBL s AT RE R BbleEPreauest
of fromehe Eqtitod muwjlec1 2ubergrxatmple ifeh@ @cmt@mrefelssec at@mng image, the
MOCHi & %;Jdcuugg Eno%ﬁrﬁqbqna fic 4EAIPEN cealﬁl? MY tﬁ!& &ah&eproduce
correspon ng rights object 1s additionalfly used for
othie MyiiR&indgeq state where the ac cunul ated use
[126] <1: 8 nﬁ Uﬂl@llﬁbﬂatb M fofh@IdnQieion tn'itﬁlu[d mst direaQ&d tﬁ@ btateSuplete ihf@rmation
our s
cotd é‘B%Wéu ﬂ%St?ﬁedﬁf{%‘n%‘ine%t%‘? ’H%l?té 8[”189 atsr‘i‘arFS‘il‘h‘éf (R ek pbicct
obpﬂge bhéds doacnt eveaedtlcﬁmmotluie 2ho.ufes exahplehid slic e tadng which the

(i gﬁ%ﬁ@t&g@ﬁ gtg% g%(%@é&?lg%tsé@{b tf&ﬁ h%?;s ifl gt Eﬁé WBQI% the ac-
[ 1@11]1ulgl]e@us@0qu§tralnb1n@zrma@pagf g rightsiebigch is sqgtot ]r@ehours and the state

COR$iAGibh O t}féfcoﬁfeﬁﬁhaﬁ‘lgl %h&tcﬂ)ﬁé& FrdelGes GRat AL Bb e has
an exenplary nmbodi nent "o resent invention.
been used for'two hours, the host device can create state update information indicating

[122

—_—

[124

—_—
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[128] In order to performthe DRM process, the

portabl e storage device 220 includes an encryption
WOorm6a10223 having a security function, a storBGBEKR2005/003014

nodul e 224 having a storage function, an interface

nodul e 221 enabling data exchange with a host device

21fhat tham@h@ dbﬂb&t h& beaR dsddefo? 2 RotAlQT sixaivtukn! | i ng each

dul f t he, DRM
127 00! B T ST R LS DO PLORGT 4 op e avie
st arcagkngievingxe@Biry anbbdmeonelgbe patsent ifvenhen.host

[128] deVi q o?(fep 10 ée{'ﬁ)%n Jﬁ@ﬁm é)géc/?e%sc %ﬂ%?t%bﬁ@togge%et &%105 f&O includes an

Ie sto evi ce ost
nemymtoédmd%ﬂi hvétecbsnebity Bpctivas gelernee ieoduin B haying a

”gﬁkﬂfa 8 filctib %nﬁ%ﬁﬁ@ Boday| QQ f—‘ et?a%@mg ﬁﬁka@ﬁ@heﬁi@@ itleMidzedevice
ver
2%&5%9 ntrgf eaglelﬁ ??-5 E%rswtl eligg Ft‘ 3&? at%r&%r gégrfemn the

anDRMgrdeest device being in a state that nutua

¢ onm’ﬁl'e 1€t QG (Elulg SZP%n?t" %s rtl?eulgcgtoa%le stor?l eéevuhe 220 can be
medi um e encryption no ule encry
da@amtﬁaﬁﬂmwﬂh@dmidGWh@ZHbst deV|ce 210 at the request

of thefam, c@hné@ﬂgﬁ' lo?th%ﬁj%rtablg st rdég%é 2@??0 e (flﬁyt%@fée 210

data receivVed fromt devi ce . e encryption
noEGRRS clertriGal rpte;@qam@p%@rhl@ﬁtwgeﬂ t}ae antﬁrlﬁqtﬂe, r@oqyé%,s of thé portable device

engxyiid @O hoRtdBede bUO. ) wwen IsS fsree(tentpm\ry end iddietR tonnection'

tngetﬂg(g}%FB}dﬁ»? gigon%gﬁg ,Sgr;)g%g%dﬁg %zllﬁ% rLoltst:l_(%']tcesbe gyln a sta%e that

Spenivfal cahmynicatiqphtas belrpadicsedaheough arvackless nasaium.

encr [
o LA Lo ISRy LA P B g 210
nodigIreque 3t ilag mtr@ aiodule ﬂ@t’- endeoyynts eh@ypteﬁdtatacramtﬂd from
bemkedst fYice ch@ ITIREMHcAGFion MYdLRENIRGE peMbED nGHBh'lW p@lic key
copylnq a rlg%is obj ect to_ anot her device

%ut&tﬁ%aciecr@ahewca@ém ﬁeé%o%sqnﬁ@nﬁ Remore
dl &mmbnmuy@tm@neﬁayo pdii@nt b@htacropji@ciedads. be

1132) Go7 SR fedls s BrisfisATRH i af Sesbp Bl A IR popabie storage
al dovigpoX)i dah en¢rypethe rights obfeetsrthiglngls thelgnen/ption tiodtilee223 using a
p“ﬁ’i'stn?ct ‘éﬁé&yé&ﬁ r{]ﬂe?htﬂﬁrctaﬁ‘l%t%e?ia%rlﬁ&ﬁh&%b&@s %%8}191%90& Qvhen

decry e private
st @Pé@é i €0pxieg 2 pights @b]%b@@@@ﬁteyde\{lqes g]e cAGEYPtIdg eIty gbject can be

t h@edﬂméd/ﬁ’élﬁQﬂ‘le Rt EenéAPLoR Xe €. BRI EbjERBEOM encrypted by use
g%ers re U|red for the gu%ﬂa nggentlcatlon
ae%‘/énmf SAPY TRy R B EoHBRDE SHngt e lion &eypusthermore,
C onte4itq p(&;sibilegbteac@bt ﬁetrtgha abguct iviith elad phlﬂmdkey loé tHefortable storage
St (ger\gcger tg' 'ti < gt it w CepeI‘12V2 ge4ke'¥ao t}%)e rEa% etsgé)rg%t (getytwe 220, as
obnqﬁﬁed/frontanother deV|ce (for exanple the host
[133] devi %d@&&l)aﬂ?/ afle Eﬁcggﬁgtﬁ)nng@tﬁé $25hAY %ﬂ:a\.’@lﬁ@ rdnld8m nun]lbers required

portable sto I's man” uf act ur ed.
Wh ¥ %‘@u‘h‘élr‘tuélltﬁnélc%tt%rpé@‘@sﬁeV| ce 220 is connect ed to

[134] t he hogtsidiew Iﬁ@dlﬁé 024 itbfé@teﬁ&%t%@ lcon@tih eighid Z)bﬁﬁt/ a certificate and
aut hent.i c S
ol b, p s Par e gP s evier 350 e e RGutA S At pr storage

r enpuéu;lb 204 magdeirights dhjams ohieinbd fbmaawilee dils (fothexample, the host
co
B T
thh@@gﬁﬁthe content ID received with the rights object
[135] Sear Ghn&e@Eestabll 4d6leeldbvicb 820 1sHdhRe i ©Ghe hékt ASAECPRA the

for, the control nodule 222 nmay extract information
control module 222 may control the mutudl authentication process with the host device

[129

[}

[130

—_

[131

[a—

—_—
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of the rights object. The rights object informtion

may include a rights object ID, a storage position of
W@2006/98046 obj ect in the storage nodul e 224, usBCT/KR2005/003014

constraint information of a rights object, and copy

constraint information of a rights object. [137]

NE@IWFdrﬁher iif a fibhuE @bjeti @hich refuieiGl secaived siear b adstfderice 210, the

f ht b t.s, t hat h :
i B S BB PRl P IS I Goresponding
s eaorntdre @bjfeor thrdulgh tlcoevintanlt Irpehal ved 24 theyights tobgect search request.
[136] " ' Jghtlfsthgtﬂ[gfn%t l:)']t:[lbfrt] Psrégglrch&i’]f& thé Q(I?ntfoggrg)%ﬁkl M8 rﬁé)g&ttﬁlct information

e control 'nodu
ex@fr the fl@htStOhECt 1R rightsisibgast mfmrmﬂﬁﬁmadnncltldeam&htﬁ sbjepielD, a

e X&tf)ﬁ@& B6kifibObtt zﬁngﬂh Sﬁj%cﬂ 1ﬁ ftl‘Iér 1St @Hloﬂﬁ’letZDﬁ Jh@ bnd@Wit Gformation
as an nswer t he 6@) eCt Se request

[1%%‘1“%1}{58 S?th%‘}d‘éﬁ’éfc?&fl RO & S? %dnt i on,

[137]t he Méﬁnﬁ@lﬂemﬁﬁwrﬂ r@& atgactd a[ralsanltedtfhlelm gﬁ”}ﬂﬁrabﬁgl&sbbjects that
to.th deyj n r [
obcaen Fi‘ieglgelg Ehc r{ee%ﬁ % g?c ?cﬁ.\ggt]ed ﬁ/ ‘%hweh ev1ce 1(9ragr% %earched for, the
u p@kam@l n@quI@SEtZZ(nw mgtrmgimommmrmamnaf éhe/msepdctiperights
t heyibqst device 210, the control nodul e 222 updates
the'state information of the rights ob%sect subject. to

[138]t he (PE£eBURISIOH G Re2. baying e&%%?éffdethP L) r?&ﬁwafqr@f@élp%@nsnntS

Wi {h ckirgetsd AfiRs bbjefdhRihGh teRHAhEst HEEBESTO ad dh dndivEr to the rights
the control nodul e 222 can update the rights

ob?@ﬁ‘ft S4TSR E°4U¥or mat i on by repl acing the existing

[139]ri ghtls amblheroﬂ:mlsidahmtiotﬁﬂmpm&ehomvwittdm theeostraltreoduybdel 22 2may
oc R PP MR PhEG s PGl RatRIR RafBpe st
i nfegpepat i on (for exanple, a ri ghts Obj ect IDor rights

[140] ObJ eqt a $hRIAYPMRGS @R Rl (ﬁ@ﬁb&?ﬁ)e& §I§@de}’ ?s%é’@ntré?l ft88 the host
ghts ob ect ugdate regfest Industrial Applicability

epcesd O e coptiplmodsle 2vRedtasdhe siae dnigrpafjonyql dhg gightd object
rramg;@fraﬂmle Wpdhe dsiag theappaupdausindsraniich REgelved g the state in-

ko U L e D ST Sl
[ 1412]30t'l§tv$3 micafnphan Yy eepida o esisofg tiples pbﬁstesmate information with
| iR (ﬂ?ev gf&ﬁﬁﬁoﬁ" %Flgiv%?sdobﬁ\éc"t Eﬂfg@ét & GRS éaﬂ ﬁe*iﬁentiﬁed

acconpan
ar threijgh)t %lﬁélﬁté@bﬁﬁtel eHiicatehipfomatign K@ﬁgxemde arlghts object ID or

nogbhds 6 febt%‘ﬁ%aﬁ@]tb‘bshﬁ)nqﬁﬂﬁmb@oﬂ) heccil Gl SR rBfits o %ect update
bodi ment's wi t hout substantially departing fromt
priHESSH es of the present invention. Therefore, the

di scl osed enbodi nents dhdubgidlwppli¢abiliey e used in a
generj c an e sc t| v ense and not f
o ol ey skl o Bs SREHSHS hofenbal mofiog agd paparas
r i giebslimawate pesent 1mnpom suhmgt davexiueas effogivelypoetaaighes object
StQBf%g%Q%ft&lﬁe%t%r%%%%efor a rights object that can
e a spec rent obj ect; selecting a rights

[142] obj e&iheteéerbelat)omb@ﬁemew 0661¢fpr¢s¢nwqu=mto@ﬁma¢ e dgbayihed with

t hgr&rbgatis t&ba{c%é?ﬁl?&rﬁ&@% yadides OHb\th\?erﬂ%&as‘RhFed%ﬁ Healewill

devi ce as a resul he request; and
appreciate that many variations and modifications can be made to the disclosed em-

[141

[a—

bodiments without substantially departing from the principles of the present invention.
Therefore, the disclosed embodiments of the invention are used in a generic and de-

scriptive sense only and not for purposes of limitation.
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[1]

(2]

[3]

[4]

[5]

[6]

[7]

[8]

executing the content object by consum ng the sel ected
rights object. [2] The nethod of claim1l, wherein the

WO pfoosmté on about the rights object includes BET/K&2@5/003014

one of an ID of the rights object that can execute the
content object, storage position information of the

ri ghts object, use constragnt..Lpformati on of the
rights object, copy constelahﬁgnfor mati on of the

ri ght SAGRYR&d for %@taFﬁ%ﬁt@ niaﬁage%éﬁ@tcb ri9fngt he rights
claim?2 er ern th

obj ect The net ho

i nf or n’@ﬂ{’ﬁ!ﬁméﬁ@@?a‘f ﬁétoré}ggﬁl@gwsm ssarchylgr ¢ ights phiset aican execute
t he th}ieﬁlf@bjceﬁﬁentchﬁéctcan execute the specified

cont ent o clai.m 2. wherei.n the
cxecut 18 tR g il it Byl fbe o nfug HREHRHG b e

t r ansniiglgs objectfre¢dneedsedre dteqmbﬂab@m(zragﬂoqieame agirpglt of the request;
|dent|£ﬂdcat| on in formation of the selected rights

obj ect; and executing the content object by consum ng

the rigweatingfne contericabiesshy ﬁwﬁwrrgethséelﬁ%t Heh(f @Pﬁgfe

devi ceTRSmathog oy Elta1r@f1 &/H@feinrtﬁé] ﬁﬂbﬁrﬁit@ﬁ ab8@URSFighth Bbject includes
erel |dent|f|0@t|o

The net od of %
" o mtdehon 1Bk b MBS pPishaRereaf acavts B CPent obiect,
sel ect @drape gbdlﬁominjf(&ﬁiatmm df thhelgﬁtsmbm pesoistraint information of

| nf or R frl%ﬂ soofbH%tCE co?yo (? strg%t {nfgr%a%og%lfﬁle 1] hILLS (lbdé@ antd state in-

net hod 0 er conprising
updat eformfidemelt thenights abjcchdi cat es an ava| | abl e state

of therropSHTBYs LiaGh QSWHQJeﬁlodle GtangRdna66RIHl thtE Bbject further
consunptjon of the selected ght s obj ect;

and
r equestirivgesihe gightobiest thtah%"ms‘txﬁ’f‘ée Fl}?fsﬁ?%ﬁ?fi gntent opjct.
CONSunNert Mm@l $f olajre el whéreinhBe @wchabg theTbAlkAGEhjEL8 Cb®Prises:

th t ed stat te Ll
en irehnE SR mEPhat PRkl el Shiechi fgHilGaton in-
obj ect forfafiorTdleherstlémell vghts bljeot nd wher ei n t he
i denti &e‘c‘fﬁ'ﬁ Lﬁo‘[t@e c&ﬁt&%t% éc Q&lul’hgx?gzth@'hghg%% ecpfé%ei%d fr@m the

of the cons ts o
i nf or neRriable &s@ragméevewmwl? ofghe gar@ﬂ@}l&mn reﬂsqst A

met hodThOmeodiof elairh ugah&eiﬁ&ﬁ@gﬁﬁﬁﬂéamﬁ Qﬁ‘iﬁfﬂlﬁidﬂﬁncludes at least
receiving ar rights o

t hat c9¥ (g){]é%ﬁggf §e§ﬁ]@gf3$ éts @Bﬁgtﬁﬁﬂd the t@ageﬁ)pgﬂp}élnformatlon of

host devxiselectes eighslobjegt.t he rights obj ect that can

execute the. c bject: andtransmtting the

Sear chlt PEGRAS SRlmd hER sAMEIAT on about < ne

sear chedatitiggitits updjtenfomnuitivh éhah osticats\aineeaildb®q stathef the

et nodedfu hb@HThE ob 0B DEordfHeA TBALADBR Y ind Rfecred rights

searched rights object es at | east one o
of theoljedli@ed rights object, storage position in

f or mat feq{ies‘ﬁflg bh @p@zﬁ@bpﬁh@ dtakd ﬁfﬁrﬁlaﬁ&h 8Cthe cbﬁﬁmed nghts object to the
constra @ i nf or t ion of the searched

copy. COTEPIIIRET TSI Srcah e el %cmngﬂ%%and the iden-
obj ect tifacutios tifoanativinart nied ¢omounéd tiplas sbgeiched ri ghts

obj ect T}IK{ &'831105 t(])? ClqﬁItl %oglhgtfe{n th@ %dghgﬁﬁ\ﬁ%ﬁ n?ff)ﬂnlltl({% includes at least

transm
about @rreeof§@arf¢hfe@pnsw@hd sghis Joaf;pt @ddtctragmmttqm ln@mtnh@on of the

consumed rights object.

A method for digital rights management, comprising:

receiving a request for searching for a rights object that can execute a specified
content object from a host device;

searching the rights object that can execute the content object; and
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extracted information to the host device; receiving
identification information of the rights object, of

woRiosl3tole transm ssion i s requested, from theP¢DER2005/003014

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

device together with a request for transm ssion of the
rights object; and searching the rights object, of

whi ch trmenmruag $ld seaic@ed Fights @Bj¢esdnddnfohh@sigdbouhhe searched rights
|dent|f|c n.information, and transmtting the

sear ch® e? ﬁ?&“@%ﬁggF to the host device. [11] The

met hodTlod methad wl $jm Whehetin théexfomieion faboatthosearched rights object
I nf or nﬁl‘é%ﬁ étri&lfsygﬁesofaatn ILDZ %ﬁe &ﬁﬁzhg& gﬁ@ oleCP fsto'ireg% epé)smon in-

ri ght ect o transm ssi
and t h@r@ﬂmfa@feth?) ersirehicd mightsfabiqehtuisd ﬁomﬁframh @f@mgqﬁlpg of the

obj ect sc@fchwlh rights oBRct, Eé}?&smrﬁﬁhlﬁﬂmf&nfaﬁﬂﬂ 8Bth8dearbHedl rights object
The met hod of claim9, fu

r.Gco sing: receiving a
state YR ﬁH{fPréWt{?B&éflée SF%@E%‘%’PQ{}F é‘eﬁtons umed rights
obj ect The mmholef blagh Igenere, thmhemmmnighen@tnaée
| nf or n@){tragp ngu galtlf% gtgol'rllea%oue tﬂg ?hedsi %s ob:#)&?ﬁs](? transmitting the
¢! e

i nfor i°on icating an avarr
consunexdraciedhnforroisiado tachot d¢\ng: to consunption of the

trans n} Fél@gl ﬂiéﬂ?ﬁfi% t‘?(m 1‘?1?(;1111gﬁoﬁ BFth@ Q%Bts% CF of Wllﬁjcht th@

i den tification I nfornatlon onsuned rig
obj ect trangAUsSIPATTIvgstethdragn ﬁeél%medrqeﬁ@g%bﬁwlth Eh@quest for

\c,:\znsurr@ﬂlshhgtBnSonm ﬁgﬁts objked gfﬁhe met hog of claim 12,

erein t ect .s t to the state in

f or mat ¥81F H’é&b? ﬁté L? ﬁéfﬁ ‘*th&ﬁ © FTHYSY G Redues(€d, through the
i dent i ideot#fidadon infomnaviah] anl tednstnitéing dressaaehled tighis sbject to the host

obj ect e -C’le4] The nethod of claim 12, wherein the

identification i nformation includes at |east one of
t he | Dlled methed 0baleumé whfghmsth@@fzetdiicaaﬁm infpenatopripgjedes at least

posi ti g dfﬂﬁé’flﬁfﬁf ih@ ng‘st t Sf)wﬁiéﬁ%l‘?e t&éx&ﬁﬁs&dﬁ% ?&ﬁested and the
[15] The nethod of claim wherein update o

f
state fPfREs H‘é%l‘il‘ahmif%mﬁélf”fl 8t ﬂf'ealgbgﬁ qhigst a%whghtﬂi*retrag{sgtlewn is
i nfor nﬁt]u@;[bd()f the r| ghts object searched for during

t he upxI"i F nforrmtlon Wth the state

updat 6 R PgPRAer S PagrtR GEETEUE ce. compri i ng: an

i nt er f @ceavimgdudtae tdfaﬂmamn nipdate regueHi cdl aponduaisldei gt ortgem from the
devi c eh%o ¢ SORLd. Whﬁf@g%%taﬁgﬁfﬁﬁﬁﬁﬁgﬁ uﬁdeftg Pegltﬁégt i ided state update

search ari
speci finérmasae erhiﬂca@eg ee availableridate of ﬂlﬁ@pesuetedrrm@és object according

devic etotd@h idnF thr@ishae®! MBAUbectdYdhehsL 0t @R and the iden-
execut| e t hat executes the coEﬁFent bj ect by

consunft ?ftlﬁnl“i‘ Faiogt &k cqnswped Hghts p portabl e
st or agepddeng de stdnds mfigimatibe of teatohaasednighss ebjao:t a

resul t TIQPf tea]t%ﬁ f 81%1[?':’ t12 \[v}%e %m-me rlglﬁg' E)l%]?gt suB %ct to. tﬁe &ate in-

16, wherein e con nsms
of t heforinghersupslajecis seardleldéox:mtﬂne ddamgfln@tlcmnnfonn@ﬂiort dlethe

cont ent, QRLESE ltltgopﬁctexecut ed or identification
i nformation _of the hts object to_be consuned. [18

The ho@]@e @ét‘}qoé é)f 61@“% |1 i \fﬁle[qm tmlélp@qlﬁapapﬁ@ information 1nclu(]16$ at least
I dent i $eCaFth®ID bhihe lcBRduNA righed dHj&$ add the storage position information

of the consumed rights object.

The method of claim 13, wherein update of the state information is performed by
replacing the state information of the rights object searched for during the update
of the state information with the state update information.

A host device comprising:

an interface module that connects with a portable storage device;

18



| east one of the ID of the rights object to be
consuned and the storage position information of the
WO p@hn310ebj) ect to be consumed. [19] The host dewi/E82@5/003014
claim17, wherein the identification information is
obt ai ned using informati on about the rights object

re ;: ei ¥£dorftfd1> gio:'dhl% tﬁﬂrsbﬁm aereqﬁ&F ﬂ{gﬁ sé@vh €& atrﬁg’lﬁsl%ﬂ]ec%t_ Elﬁat can
i nterface nodul e a S 0 e €S e
host euB aopeEy bt bty Siné PubReHER ke oR uibEh te
t he rightrficobjodule; amt| udes at | east one of an ID of

the M 988 Ref Rk&Skion ﬁ{o%{l%gtﬁat%‘%gélﬂ%sotﬂeh tgﬁt%%;écpﬁy Bdnshifihe a

htS obj ect, use constral nt orma

r | ght srlelﬁf ebject r@@%\;ﬁdcfmmttheamﬁtablersmagﬁa@qvm through ghe interface
r Ib'ght fm@@thl@(éﬁ a%ﬂlﬁ%‘f?egeq&fspr ”?t i Ion of 1ghef ri gﬂt S
obj ec e vice of claim urt her
[17] conpr i g]iu%éosgﬂ ffu‘éto A G Ry e coReY mBoule ErgPestsanspission of
creat ethe $igatse)bm¢d&ilﬁ: ddﬁﬁlﬁﬁmiﬁsmg’lan mlbtét icogtedtvbject to be executed

avai | ali SiALRo Pl BNEGUPHIGHLL JBLS Of 6L bRt 1S

changed a i exec Il & execlt est he
[18] conte nTthhx]’Sé devicq ofxflaihi/, ndetein theiidantibicatednainfarition includes at

wher ei Ea§t Re 6P rIB' of qpéjﬂélﬁs §§P9§to Be LEMIERY 2h@ 'Eheas'i‘orage position

updat e, of state informat he consumed ri ght

obj ect infeymatign gbthe gights ahycst ke eravided-t hr ough t he

[19] interfagehsodeNie &yclaiﬁi rvg whegei€ (Head@ifish@dEiniRehalién isobtained
formati on and i ent | n informati of .t he
consuntiny imation phot g rehls eRiectireiver dim thegiortably sygrage
22, whégvéderthtdugh nhtenterﬁacmmbduin ab afreuimef terequest. udes at

[20] | east one, 0f déJi@ &f[%leﬁfn i %vh%?é‘éﬁfﬁggoh%géﬁnsab%ﬁi ﬁ%%igﬁ&%bject

the storage for e
ri ght Smgblfigt;at lea{qul}e q.f quD[ ofisherighty phiget. slersge @osition information of

conpri gk R htsYb; dcNt8E E&fé?rairﬁp gl%l%lattlaﬁtof BRMEE Sbji [ ddp$ constraint
host deV| ce;. a stor‘?g%e nodul e t hat stores rjghts

obj ect @icrAutien gf teirighisyabigat apd %Ftetmf@rrfl%twt%f ﬂgfbil%‘t‘ﬁ gbject.
[21] and a Tﬂdﬁhdsﬁﬂe\ﬁw(bﬂ cﬁalhhfsﬂ et @b\lﬁpnﬁﬁg a@upd@é’liﬁormatlon creation
nten

obj ect ied.c

ot or ecPiE RO SR SREETHG Gufut B sHRR Pt Bl nadTbEle stae of he
for seamstinadriflos objﬂ:et thatghtlangbd ecthercententaxdcitiomrmaodide executes
host dgXi.GcfUM&st ed through the interface nodul e,

and that transnmts the searched rights object to the

[22] host dEWG kest Hedery®f dam 7 Inmdiereae theppaiiplanoduig sengtp @ request for an
por t abjRiafd & Sw@nﬂ&’{ﬂa@@n of tlfe' Bh A rlglﬁi'éi‘élﬁ k& t@ t&?}'&t@ﬁle storage

for th ect or med. us
speci f eé’chce%‘g ﬁ?ﬂeo‘ﬁ t¢ E‘P laéﬁt“l“fn@é 5 TS?fe‘ii ﬁtate “Pdate mn-
f or mat fopmagdroard 1t1é1&1frdagdstt mfa@bjacioh of Geaovaaeat ightaobject.
[23] req uesi’hc%lé({/smééewg% (t)}o ciﬁlmdf% gv%%\rl%ll &1%]1denttlglggt?(al Forgmatlol% 1ncludes at

st or age
i nf or nieastone ohtieuBe tat cansmmed Gglets objerBundfthe Herage ghslson in-

0bJ eCt rofighicit O BOERARH Rl BRI Bt on of the rights
object. [27 portabl e “st.orage device of claim 24,

[24] wher ei # Rofta e§@a%g§r¢em@ COMBTiPiNght s obj ect is
I equesieihierfade nailetRdt coRsidtenSieanehieisvicer the rights

RN M RN N R P

t r ansnolijectt;ledextract ed i nfornmati on to the host device

thr OUQQ C(SIRI%I h{btdﬁfeftﬁlgt%earches for a rights object, which can execute a specified
content object, stored in the storage module according to a request for searching
for the rights object received from the host device connected through the

interface module, and that transmits the searched rights object to the host device
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nodul e. [28] The portable storage device of claim 27,
wherein the information about the rights object

WO p@b0slieds at | east one of an I D of the rights BUI/E&2G05/003014

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

storage position in formation of the rights object,

use constraint information of the rights object, copy

const r érdiighithd RitdrRice @fvdafe. t he rights obj ect and state

i nfor i on the ri hts 29 The portabl e L

stor agﬁﬁedwr Ble ui%ef Ao Thifcis moERin § Rroh afapts object i

nodul epaerbomicd @sing as ﬁlatoé thempemﬁacﬂ c«zrneru;mbjaﬂcmrridqu'ffkﬂatim in-

the co FCE .
fg)‘?llﬁgggr] £Hogpg'l% T lsf(ﬁ)(iecft {"&QVEH gvfltﬂod%%ll%%Yfr8$ thiﬁ(?st device.

contro state I nform

consuneke p(prgqblesst@qgg@@qwqeyof@izpﬁ]gﬁs waeeinhgadantification information

i nf or MRtiuaBs 41868t YRMVIDE 8t thd i8Rt 8bRct MUt RiteRdAoBmation of
requefréar]rgﬂ the identification information of the

consu GrAbEChbj ect subject to update. [30] The
port abTke pdr&ib@ﬂordge/ ledccodf obdiami 29, Mere\M‘lé ra&b:lirch figr the rights object

It ﬁ:n} ID{SI % ckial thep%(? rrmi‘ o%n Nic' SAGHE ?? @e 11 béect ﬁl&?can execute

el subjé
st or agéegostient Cdvmeqt reﬂ(tracrtmnfomna@fontaheutrth‘g masche@ jrights object and

Su bJ e C{raﬁsﬁnﬂé Qﬁj@e)&rac{ea :hl Oﬁﬁﬁl&lq{) ttl?tblll(ﬁt é%\%eatgf‘o ﬁYl‘lé:fﬁte?Iface

claim?29, wherein the rights object subject t0 updat
IS sea@@ﬁ@l for using the identification |nforrmt|on

o; t lheT]ié Bhttablcohprass dev[lé’a?df clhig mmai@l@theﬁﬁbﬂﬁeldileamﬁﬂhe rights
or clal,m

by 1 eptHt S agiegitt@n? AT bEHS of B e ot S B i

obj ect fosmbii@cof therightd abgcumubdicdniseaiat mfermapdabdethe rights object,

' nf or nﬁ)f_dgoc%n%t a%Iﬁ]I{lftgP(gatﬁ)&{ &'%Ré ﬁﬁ}?tg ghﬁgtean(aes\[a{tg ﬁlf&fma%oﬁ‘ bifthe

dat e
i nfornﬁghteﬁbjﬁﬁat i ndi cates an avail abl e state of the

consurggl ﬁér@iﬁe%t&%@&éwé&ﬁ@léﬂn% WcfetD T WPt RRAcOMotR receives
transmtted rights od!ect by the host devi ce.
a state 1nforrnat10n update request of the consumed rights object from the host

device, the control module updates the state information of the consumed rights
object by using state update information received with the state information
update request and the identification information of the consumed rights object
subject to update.

The portable storage device of claim 29, wherein the identification information
includes at least one of the ID of the rights object subject to update and storage
position information of the rights object subject to update.

The portable storage device of claim 29, wherein the rights object subject to
update is searched for using the identification information of the rights object.
The portable storage device of claim 29, wherein the state information is updated
by replacing the state information of the rights object subject to update with the
state update information.

The portable storage device of claim 29, wherein the state update information is
information that indicates an available state of the consumed rights object

according to consumption of the transmitted rights object by the host device.
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