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SYSTEM AND METHOD FOR COMPUTER CLUSTER VI RTUALI ZATI ON

USI NG DYNAM C BOOT | MAGES AND VI RTUAL DI SK TECHNI CAL
WO-R@EEMD6bRs s di scl osure rel ates general ly to theCt/iustods/o12316

of data processing and, nore specifically, to a system

and nethod for conputer cluster virtualization using
“~dynam c boot images and virtuyalized di sk access.

BACKGROUND OF THE | NVENTI ON Typically, enterprise

appl i cations are executed on dedi cated conpute

resources. Oten, an enterprise will include a variety[J
SYBTEMPIND ME BAOD BARCHOMPUGERI CLUSTER VIREVARIAATHIN USING

t he appl i caDYONAMICBQOT pVdGiES A VIBTUAIaRISK

devel opnent. These multiple conputing environnents are

typically the sanme size and capacity as the |live or

THOPAKEAY, pEl pSt ance. Moreover, the non-production
environments are frequently idle for extended perjods

of f{lihire disthisyrenselntes | genedliil tos they fiedd (pf datpuprosessing and, more

wast ed computing resource n o) . . :
ol TP AP B0y o wing dymamic
bo6iMiadgeNaRIifualiZed desktdcyessent er pri ses may use

provisioning as an attenpt to address these issues.

Generally, provisioning is the process of
BACRERUURD OB TEARWENTRIQU! ces to the enterprise

appricatron by copyrng tne |ocal disk froma

r epa3iptcatly, éntedphice mpplications aithexacetedunc dedisat¢chemmpute resources.

booted wi th, the_proyisioned operating, .system and .
Ol (iaPRCHRFEIGH i BCo LT ERbO! ORI SaRaamgys, for different

insttﬁféegngf’ ltlﬁeeépspléh{w&%h% ];:[ﬂdguét{g\ﬁ?%h%dw’év%l gt OTHER multiple
provi des a ‘system and net hod for coqguter cluster

comiputing bid@nisntst dra typicatly the sansesiee ticheppacitty 8t thie Bive ed production

. appli i on, olic ssoci ated with the distri.buted
indffe; Goraier dnf BpploBiionsE Gl ain iRy iHEEE extended
pelisddyNameC altiy ns@hABL RYultPRSEER nbaseds dasted opliisy resources
Then, a boot image of the selected node is reset
anf) dabed expanse wamaintainipg ped adpinisheinedheseaipEgupAIVITOPMERfSt h
t he hoot i ' ' -\ LS :
e b BAEREEL g TP Rl Mgd b S L e e
Gotletallyt povivideng Attht pasksseoffiasthnttingfcompute resources to the enterprise

application by copying the local disk from a repository to the resource. The resource is
then booted with the provisioned operating system and software through a process that

normally takes over ten minutes.

SUMMARY OF THE INVENTION

This disclosure provides a system and method for computer cluster virtualization
that includes selecting a distributed application. A policy associated with the distributed
application is retrieved. One of a plurality of nodes is dynamically selected, possibly
based on the policy. Then, a boot image of the selected node is reset based, at least in part,
on the retrieved policy, with the boot image being compatible with the distributed
application. Then, a virtual disk image is associated with the node. At least a portion of
the distributed application is then executed on the reset node using the associated virtual

disk image.
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the distributed application is then executed on the
reset node using the associated virtual disk inmge. The
w0 pwenedesh has several inportant technical adveelt/E§®e5/012316
For exanpl e, one possi bl e advantage of the present
invention is that it allows for conputing nodes to be
““reprovisioned on-the-fly to %econe a nenber of a
virtual cluster for a distributed application, thereby
possi bly reducing provisioning tines to fifteen
seconds or |ess. Another possible advantage of the
pr eJdntindésivnobas ecviera} ibwostante thebuicaln advantagpsr rari evample, one

Technqgl o (1) hardware and nmaj,nt enance costs b
pop G e Sf BRI REFBBVLE Uith AN Sap e RREf hodes o be
rep?@¥isiBhed® oRGBK-fBT &F SEIAE Peldnitidr dfdhedrtngdemstef fbhat distributed
application may be dynam cally reallocated or

applegation,i ierabardpessibdy Heducing provbtiewing oiypes éatfifings . seppnds or less.
anot her .nossi bl.e a t i S i i .. .

ARt BB ORSR A Se B AT AR Bisbid@he Sl RO X sHBpn jn fyformaton

Teditdledy ) hiakivaaé ahd insintahidnos .cofts biyhatricast higirtyrpesent. Moreover,
invention rmay allow faor better no,dg failure L

whea 98 gEPRGHION Vnet el & PeskbR@PREREPcPd1 IHiesinades i thet appljcation may

e AR sl S NS ABHAN ALE I . Yot st

possitsldi hdvaatagar nthdt oitopmvides| bedralined hmpagity. pBRhiE, performance
DESCRI PTI ON CF_THE, DRAW NGS For .a re conpl ete.

QGBS G LGP CHBLPHECER, 10T LEN ot PEeaignT egon may allow for

beRGVRUE FIEFe MEREEBRRE VaAIRSWnRREIndds bNthel iRl d@0h My have none,
descriptions, taken in conjunction with the

somecomarithesy adivantageys Other taplind¢nl agyaptiees of thel presentinggntion will
an exanpl e di stributed st.em provi di ng dynam c
beﬁ%atgfel?’ﬁggqrﬁmg%c?gf?algﬂg(zlrb\ﬁ%%ﬁrtbnepenbodi m%nt yof t he
present disclosure; and FIGURE 2 illustrates an
pl e net hod for d nanicallé rebooting a node within
dHE [EHGRIPEEN 9 o DRANENGSJi scl osure. DETAI LED
DESGRI. PT F 1S 1; :
di agPah TP PP e taCe e qf AEBrechCafINRE fnd fis advantages
reftfcé a5 moxeanddeny drf follméng piebdripgibhgnikdd 4n arndjunction with the
processes. usj ng .dynani ¢ boot images 131. Cenerally,
aCeAFRRABANECIHAV LS 11%6"&?@& e distributed conputing

envigi8HiEN ifRiraRE LR RihFR d¥tributed system providing dynamic booting in

accordance with one embodiment of the present disclosure; and

FIGURE 2 illustrates an example method for dynamically rebooting a node within

one embodiment of the present disclosure.

DETAILED DESCRIPTION OF THE DRAWINGS

FIGURE 1 is a block diagram illustrating a distributed computing system 100 for
executing software applications 114 and processes using dynamic boot images 131.
Generally, system 100 is a scalable distributed computing environment for enterprise or
other distributed applications. System 100 provides a scalable, fault-tolerant computing
environment, which can dynamically grow based on computing needs and can
simultaneously provide computing resources to multiple applications 114 through

providing each application 114 with its own scalable virtual cluster. For example, system
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ot her distributed applications. System 100 provi des a
scal able, fault-tolerant conputing environnent, which

W@ a0v5dg6es3ni cal | y grow based on conputi ng needsPEmntiSmas012316
si mul t aneously provide conputing resources to nmultiple
applications 114 through providing each application

114 with its own scal able virtual cluster. For
exanpl e, systenl00 may i ncl ude server 102 that is
connected, through network 116 to one or nore

adm ni stration workstations or |ocal clients 120. But
108 ymaemclod seryerall 92 thatt is vesinpedied, dherugh deatwek & Hmeitanager more

envi.ronnment . or..an t her ,sui t.ahl nyiJron ool .
oSG S R3B! B0 R fgmivety e o
standilon@toBphting edinEnenpde anyl Othet uitible yiviron@adnt.y In short, system

al l ocated on-the-fly as application 114 requirene

. ! ; nts, ,
100 s anspecapmting ravisprnen shatquinseatisalbn alieyes nodes 103 fgrpe dynamically
" '_ by, " . i n: r t .
YPETARLLY s ARy, D6 FLBRRERS! Pl FETB ol nts
chinge: tTh¥aehasevhanricalng” ay usedheronargeabdatiy mebhe thae centain processing
"automatically," as used herein, generall %{Vrreans hat

is defermingdopr et dn frasle 36 Sirlmesbaseh SR o Mpre, ¥iahlesed The term
“aﬁ%ﬂ a{icehlg/gmas p@e&ﬂﬁ’éreiﬁ}n’gelﬁ%?gﬂfgpe%ﬂg”ﬁlﬁg lr{fug g??reor%iﬁte processing is

erstood that "auto at es
sulastantially tresofoemed dy atr leastnpani of spitem 106t edtashcuddh bei uniderstood that

“aﬁ%@%ﬁ%ﬁrggﬁm L Pgo;g)lu%ergggt%g%g%pfgé g é]%%}e?rz%g‘ﬁie i fatotrhllrcsératc:tion with
sySbt100 iR SQARMLHoARES RBPE of BiLkSGMLe.2 Pl urality

of applications 114 across one or nodes 108.

Genéealer yl 02senmypsises Gay clopgdr ¢1s istributtids eampiiiete eperablp U egxecute a

such a.rack- nted server L agle , -
e uPuREls TR R B S5t CRRGHGY- ssler Tb7 Shporises o

diRHOGESs ShGule shee as uCtcRSnountdd soraerpbiade bepdesor other distributed
gener al - purpose personal conputers (PC),. Macintoshes,
sexyer- k MNodes dAS comprise BAY SHTPYIRH 9F PracesHRS dFyicesHet as, for example,

bla?iléE t%ﬂgt%ﬁlzﬁf)i(o)geeg S %Sﬁbﬁt)érsb(:f_’a oy cintdshé&yY iv&»@%tem%rnglU’nix-based

one ex egrsrput ers-or that may be used
comipiterd, e ahiysethas suitabld-deviessanlersraldy, t FIGINE Al GtdRidet merely one

illustrates one bl ade server 102 that e.used with
exiBlerls GPBRYPS  oro G BEDIAYAE B Ry SIS ngot Sxample,

altﬁ@ﬁglﬁulf@@R@ R8st RAbRYINR Rrved 300Vt nB 1R %64 8t the disclosure,
pool . In other words, the present disclosure

serven fl @rphiabe smpbampantet Bsing kemptissnothenthanlsepygrspas avell as a server
rod B e B S SR L SRS, 9L o
puiélgﬁng‘gét)&gﬁt"ersi a8 wdll fnbathutds MEeMRESerRioBEl §RAding systems. As used
in this document, the term “computer” is intended to encompass a personal computer,
workstation, network computer, or any other suitable processing device. Server 102, or
the component nodes 108, may be adapted to execute any operating system including
Linux, UNIX, Windows Server, or any other suitable operating system. According to one
embodiment, server 102 may also include or be communicably coupled with a remote web
server.

Illustrated server 102 includes a management node 104 communicably coupled

with a plurality of nodes 108 and operable to execute dynamic boot engine 105. But it

will be understood that server 102 and nodes 108 may not include all of the illustrated
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wor kst ati on, network computer, or any other suitable

processi ng device. Server 102, or the conponent nodes
wae®s/1emys be adapted to execute any operati ng BYFUS2U05/012316

i ncludi ng Linux, UNI X, Wndows Server, or any other

sui tabl e operating system According to one

enbodi nent, server 102 may al4so i ncl ude or be

comuni cably coupled with a r'enote web server.

Illustrated server 102 includes a managenent node 104

communi cably coupled with a plurality of nodes 108 and
compencuty. e Managsreenitnode yif4 rdompisises afeh:gﬁrmlelldgde guromputing device

sl RS TR 450 o B ARG RRT e et

mavBf@aeatde Wm&?”coﬁﬁjﬁ@éltﬁzashcﬁiswappﬂﬂe onglel)| wiR @& of the two
conputi ng devi ce substanti ally dedi cated to managi n

bl @éﬁ* owc&wu@#edﬁme@thw eAvRdnt (sush aSawcﬂVﬂ@assewﬁgurauon)

TENGIRIEN pROCEANS 1 FRCRARIGER EHPLAALERNABRARIE fmware, or

rack- nounted
combinatos tireeofgpeatlendalyhahioatll ascan aat tiausdepasies 168 and execute
configuration). Dynam c boqgt engjine 105 coul d incl ude
appliptinny 4ithpeing svmwwer? oF MagsSal O%for agalisaliap, egpironments). For

exa ogle’s %@ ﬁr @(%t Ce tg%‘txed 108 "i}q&a ey whittb? Gt Ges@ifsbd R %ﬁ§ appropriate

exe e applications 114 using virtual
compuiet hanguage molaidmg]ﬂ:),&ifhrJ ag pVisead Basic, mvmbbnrmmssl)table version

of gg{l‘t 3 le?s’nor% Bﬁ)‘xr@&op éﬁegg%tg Sllb li})e pﬁﬂ%ratg thatt Fhild rdymamic

bobmlg% ms s illfsitedRAVAIGUR B Yads Bafbe m@ASS8KRH Modudd)¥he features
sui tabl e version of 4G, and others or any conbi nati on

and ﬁ@to@oﬁahtytpevﬁonne%by this engine eenyt braperfrivied hjrymahip&e podules such

e 05 st rated.in Fl n
os. it RBP4 TS yeh bRy BuRer TG Fngauter and o
préefith@s kY Mbress)vem gymb@mmysotb@gnw fosrmmebdoy chifld dri spbenodule of
nodul es such as, for exanpl e, a physi cal Iayer nodul

anethgy saftygre pgyi@}e Wﬁ@q}}téiep@ftlpg Hrosn ﬂ@cﬁyp@q’ of gygdigclosure. ’I’herefore
dyﬂzgrﬁﬁze '%gtt ' ﬁgllngn%ﬁ [g{\@{ g@ Vcﬁ{e ylﬂ %oﬁ%‘e %ﬂﬂl‘uﬁ@ aﬁ)erfable to

or su ul e o ano er softwa
1ntBiI)1@Ehl1tEy mﬁdg&uioddfem dridregpTications hed basepen q»bhtlhs; $3 2.
di scl osur.e. . Ther.efore, ' boot englne 10

d,
nﬁq@@gyo Aenagpic ok eg@%/l? wﬁ FIARFEET Q5° Sh&rABI aé)ppgatlons 114 by
stagﬁﬁgeéﬂd' Y afPHRREE BRAGAMLAR ANHe ARIRLHEALLARSI 081 For example,

ed on oI|C|es 132. Cenerally, dynam c boot engine
dymﬁlcrimmagagmo 15 onaynmse: tiap whitatar sode 108 thh & dififaremicpoot image

13?;@? %: Jg%@gpﬁelg@ gl\égsfrp%& cnttosop rc]:ompatlble with the desired

application environment. In other words, dynamic boot engine 105 supports dynamically

booting any suitable application environment on any controlled node 108. Accordingly,
dynamic boot engine 105 may also support dynamically setting IP or MAC addresses for
the public IP interface on any controlled computer. Dynamic boot engine 105 may also
boot any node 108 directly from the network using a network boot protocol or by booting
from attached disk storage. Dynamic boot engine 105 may also utilize high speed network
access to a virtual local disk image containing the operating system, services, and
applications for any controlled computer. It will be understood that dynamic boot engine
105 may start up or shut down application environments based on calendar date and times

or using any other predetermined parameter.
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dynam c boot engine 105 may reset the particul ar node
108 with a different boot inmage 131 from boot i mage
WO 2008/146885 whi ch is specific to or conpati bl e MET/0S1008012316
desired application environnent hi other words,
dynam ¢ boot engi ne 105 supports dynam cally booting
~rany "suit abl e application env%ronnent on any controlled
node 108. Accordingly, dynam-c boot engine 105 may
al so support dynamcally setting IP or MAC addresses
for the public IP interface on any controlled
conﬂmmnuc byotaenigmeb Bt mey gilsoesuppért rvagiowed @alttiobrananymd recovery
o e 108 directly.fromthe t wor k, usi.n
Bihr ebertbie, BTy o RERaNT aPGH Setver 102 from

sm%’[eoﬁa’i‘%are [6AREhént FRRIre£HY hﬁ@m&gémj&)éplﬁblﬁg abidl dihagichllyRbooting
i s

speed networ K access to virtual | ocal I mage
a replaceananit ngde HS fop Mil%nm%mMgéﬁwrc@Stallmg@ new node 108 may

be %p ié{ﬁﬁ%?tblggzl&?sﬁg) rdéﬁ}"ﬁ%]ﬁ]% %(raol |6§r)1 ggﬁg{o aut&m%ﬁcally ?gco gnize the

ne®MmodB U0 eadvdo apptdqared &fhf@ﬂiﬂtioﬁﬂﬁ@étﬁﬁg,@ﬁ@dﬁ@
cal endar date and tinmes or using any other

pr ed¥adss APH é@impmeér?@wpmw%rhl % ebberEeANsEAbloy Grggute at least a
po io sOMPROL Task BF 9&%3 %lfl li&ki6h 374 € 1R afQGRUE Y8 includes, at a
ec % or 0 may

queées. t engine
hi@ulwaiaﬁmmairbwwmvlﬁbc&mwbm 1N&n‘idm mOQim@I' inchalechngrmemory or

onent_ fail b ticall I d
ol edN FycBsG LsFy e BB CICIEHE gl uRle grergry including,
wiﬁnfg)h{ Eﬂn a8¢ n]r%eu At %gtlcdl R, IrhfnP a RN ARARLABAM), read-

aci’'l'i tated becau ynamc boot engine' s
onll;omeatoxry |(R9)M)o reo el inedla, yr rey oyl sitehle loeal ongedmote memory

0016188{1%28 I\% 1(&90 lé{% Bl?,'cgptf ont | I é,%‘é ! ??RS l?lf && ‘lat tfjgla-rgdtlog: Node 108

als%%&'lﬁﬂe%é@@&el 00 FBESRHE] 18t cxeBiasd indtri@Hhb aAd hEMEIASs data to
a task or process) of application 114. Illustrate

perforte theo®erationg dbscrvert 103 shflyps, fenesamplee asentral poocgpdng unit (CPU)

o AR SHE8 B, TSkt O, OELAR PR PR o s

préueBsor ol 1@t i eadrenodey 10&chmdip1@ prodesdoositl 10 inrhy deiwmed according to
magneti c_nedj a, optical nedia, random access neq&ﬁﬁ
gIWOCGSSOI‘S

pa(tmw nepdsapnch ey Broprery 110 snisoatte helidem
Hg/émjr & %Q@le.e PL&%?Jor P10 LYY ﬁu JIB{ ﬁfmﬁ%o{‘rg{:bg mage such as, for

may 1 nclude any”o et
exampler ¢dtonicaNlp dérad{bB: @kmamnmbbdﬁeacb@o@e $&prorg ®EPROM) 111.

N T T TN T —
cohBEurd MR EappRof Bl Fa8hioR! WK IdBShrtAd frot@Rblcope of this disclosure.
Node 108 may also include one or more local hard drives for the purposes of providing
local temporary file space and virtual memory swap space.

Application 114 may comprise any enterprise or distributed application such as, for
example, a database management system (DBMS), financial software, and others.
Typically, application 114 is comprised of software written in any suitable language and
operable to perform any data processing. But unconventional applications are also within
the scope of this disclosure. Applications 114 may run in an application environment, or
virtual cluster, which logically defines the environment for application execution. In one

embodiment, an application environment comprises 1) name and description of the
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or field programmabl e gate array (FPGA). Although

FIGURE 1 illustrates a single processor 110 in each
wWoowe/144885 nul tipl e processors 110 may be usedPCT/US2005/012316

according to particular needs and reference to

processor 110 is nmeant to include nmultiple processors
~110 where applicable. Processpr 110 nmay include any

pointer to a boot image such as, for exanple,

El ectronically Erasabl e Progranmmbl e Read-Only Menory

(EEPROVM) 111. But it will be understood that node 108
appligativongritoemanty iDumirdmust / swrirowenumbes ooff niagigs d@81 Hi) software

ropriate fashion, w.thout de from
coBfaRB; Shehfin, RALE werbE el YT Sribh A fiptication 114
SOBRRrPFerBPNE ah® &9 hafdy dte BohH8Fafied of B&hPRIAROMBSsueh as boot image,

provi di ng i ocal tenporary file space and virtual

hostemeyansip addsatse cusippl eadigriion raphed aBemprdest08hgoting, virtual
logﬁgﬁ%ﬁ’%@aﬁg l(g%atl g%es { s{epr}ét ﬁﬂe s%gt’%%ns (E@{l‘{ogl?nt, ?%%E&t)a/’%rk é&lrﬁguratmn. But

e nmahage
it frilhBe anddrstoed thaaaey suatableqiakicer, il"gd‘pibd:@ lok yharapeiisticahayolre used to
ny suitab) e

114 is conprised of soft ten in h
aspighgvnagac deat speinadle Wléhm%éﬁwag OFAYNL 20 pesedag thg application
enSHbniBHO R %g(blgpl%l Iépa%:phgﬁfoh%%r&ﬁﬁeﬁlrﬁ% W MctudeNBformation on

scope of thi I'i cati ons may ran in
apahicativpl lildatariop, ﬂmddmmamhhealﬂxrmmﬂdnmgl cl ust er, which

le)o( g CI éﬁlai/l | 1 e%{agﬁlzlcltélﬁg dgﬁ%\ﬁ% TTg Ol‘afﬁﬁoﬁrllfl)&la cia Cath other computer
sySteMis! @ﬁ’éﬂeﬁi cHORPI2( &Svet IneRAsR B il @S@IcnRbdrP& 6f other distributed
t heapplication environment; 1i) mninmum/ naxi num

envirmbentofInrpstiein enidimeity, ssofer WAP seastiv bgolrimagen 131, virtual local

iR b ST L5 B RPRRL Y S LATERR MG PG T Boraee o

pro€dking Uviat hi s@éede agBriaede 14.08 Geuehllas nhélﬁcel By &omprises 1o glc
host nane an P address, custom caonfiguration appljed

engpdesk 1n owvna@@ e hardware tinar swishle gpekinatiggeand operable to
co onl?tlklcgté l\xgthsﬁne?\tvggllq %%fcféi%ﬁﬁﬁl AnidHY 1 Salﬂgy @%ﬁﬂEé‘software

guratio e undér st oo at an
supportiab| enepai amdtee comyrainicalibes pmtoodiamsctcma:te& twith rmymbmmatlons

used to assi st dyna c boot engi ne, 105 wi th defi ning,
nthfﬁli ﬁgor%awfav%? gegd Fﬁgcqm@u@e%ﬁﬁelpéaiw%ﬁlg@ﬁ\% r onnent .
For Qxa/mpl 916t SR w%tésg Rr SAYAHRNEBRuABMi R B&ween computer

i nclude 1 nformation on application 114 startup
sestentid@wmd amd ottealcomprrtsn) sushi asgclicdés 120. Jloczeqdayvhﬂe illustrated as

By EHERTB2 1 G0 TP G3H et e By verios
ndd@s 308 hiifidhut 86Jar¥Efig BonOhRacost 6t thell§®bure. In other words, network
116 encompasses any network, networks, or sub-network operable to facilitate
communications between various computing components. Network 116 may
communicate, for example, Internet Protocol (IP) packets, Frame Relay frames,
Asynchronous Transfer Mode (ATM) cells, voice, video, data, and other suitable
information between network addresses. Network 116 may also process and route data
packets according to any other suitable communication protocol, for example, InfiniBand
(IB), Gigabit Ethernet (GE), or FibreChannel (FC). Data packets are typically used to
transport data within application data 140. A data packet may include a header that has a

source identifier and a destination identifier. The source identifier, for example, a source
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envi ronnent hi certain enbodi nents, server 102
recei ves boot inmages 131, virtual |ocal disk inages
wa3s/1meb3d ci es 132, or application data 140 frpemr/us2005/012316
network 116 for storage or processing via high-speed
interface 115. CGenerally, interface 115 conprises
““l'ogic encoded in software and/or hardware in a
sui tabl e conbi nati on and operable to comrunicate with
network 116. More specifically, interface 115 may
conpri se software supporting one or nore o
addressmidéngidics dhe tpansmaiées| of é@%@@atéaneomm the destination identifier, for

oIS A, B REFIPLPU SR g 1

ma¥i ih€lu8S Bnblor Whére! lobd Gemiumictiad (IANYE radie mccasietverrks (RANSs),

server 102 and any other conputer, such_as clhents

metrppolitpn erese dretwiprks EVANDswideraser aRfWPEsi (W AYSpatl g grportion of the
rver ol &Rt T s

o B i AR Ry TP R e

or SBMRG Mbnt bemdislobabuse, hi other words, network 116

opo Bl @bl S0t a1 (RSB sk sy STeR BB ies g lorality of
bo%gigﬁggéée 19 } c ?\Wﬂﬁ@ Qﬂﬁs?ratéﬂegél"fbﬁlllfoté; 1% ahas QMBI hﬁl@ggel g{'{eﬁfaded by

, Internet Protocol (IP) packets, Frame R )
dydangindeot eaymrectiSoncisplify amisibkzativb ded (nATllption| Beot image é31 is any

vi deo, data, and_.other suitable i.nforpation.between :
forf s PR e SotLErenser F leostroPatis &F s HoPbarde gy operating
sySQH LartARhABRBL Rlge BACKItohiBaly B BiRN¥yoRARr Bdst idBsetypes include

comruni cation protocol, tor exanple, InfiniBand (]|B)
KexGlgiabiges onon fite, Koz imagesFiam acHasindeviear) flomat isk, or the boot

secg%;q is‘é%f: i%rgﬁragég g}c/:s?eli%ylzils %(%{I}é)?ep;ag 6}12'%‘:5?'9”‘%’3 nlfl%%iaia%ﬁ gﬂ)ﬂ%ar as:
header that has a source identifier and a destination

okdsoizgeer. The source identifier, for exanple, a
O§purceaddress, identifies the transmtter of

ion, and the destination identifier, for

8&&&%@3%? a destination address, identifies the
g%@ﬁglent of the information. Network 116 may incl ude
one or nore |ocal area networks (LANs), radi o access
0¥t wor ks (RANs), netropolitan area networks (MANs),

Oarea networks (WANs), all or a portion of the
0x8®bal conputer network known as the Internet, and/or
0m800, ot her communi cati on system or systens at one or
nore | ocations. Boot table 130 is any disk farm or
opetwork file systemthat includes a plurality of
0x10000,
0x80000,
0x80000,

0x04000004,
0x100000,
0x80000,
0x80000
It will be understood that above example boot image 131 is for illustration
purposes only and may include none, some, or all of the illustrated elements as well as

additional elements not shown. Moreover, boot image 131 may be in a different layout or

format than the above example without departing from the scope of this disclosure.
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boot images 131. Wiile illustrated as renote, boot
i mges 131 may be prel oaded by dynam c boot engi ne 105

wo eoositegebi fy initialization and install ation. BODUS2005/012316
imge 131 is any form inmage, pointer, or reference to
at least a portion of the boot drive primary operating
system partition. Boot imge, 131 is typically in
bi nary form Boot image-type§ i ncl ude kernel i mges
froma file, kernel imges froma bl ock device or
floppy disk, or the boot sector of some operating
systPehiviesolablex dAp| mcludes | anyx pBssicterpalps Megagingpides 108 and

s ..0xl 13 0x4, . Ox 0 0020 .
DRFa6950, weobt TRBBIE BIE o Thaty. Bxibotye issoidie or
subbRANDAds 108 1180pNicatitnd OGNk B00Atekiatiwelyl obén combination,

under st ood that above exanple boot inmage 131 is for

poli¢ipu 1% ey bs ysed i se¥eoHIZ fogaepl vrlpsues Oetrren fopwetias arplications
r N g . .

187, Bl MEh S 2 S EEEL e Soad {5 sty o laons

dathBdseniycrived iimteamd of § OLasdtethantout sopiptst dn maothethembadiment, policies

i 3F ok e ALV BRI LN LML scpe, 00yl Psiage
Ak&s VRARE! (RS AN ERs 108 ARE Btrieve files, or comma-separated-value (CSV)
files. Policies table 132 may also comprise a plurality of tables or files stored on one
computer or across a plurality of computers. Moreover, policies table 132 may be local or
remote without departing from the scope of this disclosure and store any type of
appropriate data. For example, policies table 132 may store individual virtual cluster
policies including: i) minimum / maximum number of nodes 108 assigned to an
application environment; ii) default number of servers assigned to the application; iii)
conditions to dynamically add node 108 to the application environment; iv) conditions to
dynamically remove node 108 from the application environment; v) conditions to remove
node 108 (such as turning off network access), but leave it up for problem investigation;
and vi) conditions under which node 108 should not be removed because application 114
is actively running a transaction or process.

In another example, policies table 132 may include any number of inter-virtual
cluster policies such as priority, resource sharing, and preemption policies. Priority
typically determines which application environment gets the resources if there is a policy
conflict. For example, if the priority of a particular application environment is higher, it
may get prioritized access to nodes 108. Resource sharing is often based on defined
entitlement of the application environments. For example, each application environment
may be granted an entitlement to a percentage of nodes 108. Resource sharing may also
be based on computer usage over a sliding window of time. Preemption policies may
allow high priority application environments to take over nodes 108 from lower priority
application environments.

Virtual local disk image table 133 is any disk farm or network file system that
includes a plurality of virtual local disk images 134. While illustrated as remote, virtual
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applications 114. For exanple, policies 132 may be for
automatically adding or subtracting nodes 108 to

wa@ppbite@ss on environnments. Alternatively or i nPCT/US2005/012316
conbi nation, policies 132 may be used by server 102 to
resol ve i ssues between conpeting applications 114.
Cenerally, policies table 13% may conprise one or nore
tables stored in a rel ational” database described in
terms of SQL statements or scripts. |In another
enbodi nent, policies table 132 may store or define

looahdisk irsagtal X mey bepistasdediwitkihe epseatngrfystemandrapglication software

St or.age .Access Mef hod.((VSAN). fid . fil : .
o By B0 B 7850 80 BGHenta LSy i malkF% 4s gy form, imase,
polt@drl 6t esfelenbd B d3AobANlid §i6rage Wfrcadie virtual ubdd fdryeadh application.
tables or files stored on .one conputer or across

T . ( ( a
Vigpalr loeil; diskfimagaplideral tymiealby ticludsoibecorsgating, pystemyoconfigured
be 4l j il r t :
s D BB pRTRUE o SRR UppSARE] AR ! B vl loc
diskpipiagprizdtaayl ab@ainfanltplafiie gysteps] whidsmbptbeered®anlyafpr sharing

store indjvidual virtual clyuster poligci.es including: .
befwyeer; ik o xmmd}%b{feﬁf‘epfys Shigy a&s@?@%ﬁé%aﬁc to an
applicaBiBR ln'oﬁé‘.t‘V%agfb;églr ?Elm?rﬁﬁ%el 139 nfd§TRWidref YRR ie@fchical directory

ervers assi gne e application; 111 ) condi tions
within dyraditional filg systdmmydheayl8storedtine reqyeiabkt dasabase with a network

environnent; iv)..conditions to dynam cally renove node

fila Bstam BiieTEacs pgb\)michtggtwo?ppilﬁ@tmnoqﬂﬁgﬁt . v) conditions to
reny & RQMdE abBBcdiDHCdatA$40 W Bhy the@idry NE@IIEK A6@ES Stea network
but | eave i't 'up for probleminvestigation;

an Vi
(SadNdior i etworknaltachedh i storage dAARS ferh slarigendetapéory epgiiﬁéﬁons 114.

because lication 114 i tivel.y 1.0g: a .
ARPPSHSCRE 40 ey Semouse plle 3hatqle, ik, lrainhg relatignat database
detcidleg il 2mERY SQICtid@emts Y Betifi&r rodnoither @mbeiliniend| application data

cluster policies such as priorit resource sharin
148 mpypitere wp dpldee Yaloug falg strpstpiss ag ?MI;/ FPELRenys, J A lat fles,

i | §.Qn j t r i
B e A R0 Th T e Sl of ebles o
filgy storeidton ofie aompputti omh@ossap plurdiy iodrcosmputaro nivortoves, application
higher, it y get prigritized. access to nodes. 108
daR B bedS oS rdemateorifiont eERIEASTa dr FeR BhDis e
of tRnAPEY {sCAl RPic8 BYLRBRNE E@Yéent"_tﬁé uS R & add@ddtration screen
appl i cation environnment may be granted an entitl enent

vid geappisaleser ayerfak (G0RE22108t a Rebdavdcillybizatehefianhy20 includes at
lea%# E%EIII ﬁEZ %}aﬁ g‘g?}%?fe% %nn%gqtcg'rg?%zc%ﬁﬁy 1r\1/ge crievellces(l)pl)egellbrl]éJ toV\fleQqugy transmit,
process and store any appropriate data associated with system 100. It will be understood

that there may be any number of clients 120 communicably coupled to server 102.
Further, “client 120” and “user of client 120” may be used interchangeably as appropriate
without departing from the scope of this disclosure. Moreover, for ease of illustration,
each client is described in terms of being used by one user. But this disclosure
contemplates that many users may use one computer to communicate commands or view
graphical presentations using the same GUI 122.

As used in this disclosure, client 120 is intended to encompass a personal
computer, touch screen terminal, workstation, network computer, kiosk, wireless data port,

cell phone, personal data assistant (PDA), one or more processors within these or other
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allow high priority application environnents to take
over nodes 108 from |l ower priority application
wepsnomsents. Virtual |ocal disk inage tabl e RGBUS®05/012316
any disk farmor network file systemthat includes a
plurality of virtual l|ocal disk inages 134. Wile
“iTlhustrated as renote, virtuallocal disk inage 134 nay
be prel oaded with the operatirhg system and application
software to sinplify initialization and installation.
Virtual local disk imge 134 is any form inmage,
depiiesitozrany other etﬁimb&]mecwsingh]evicgc &br @tmlstmeaQEZMay comprise a

eac node. fo each lic t| on tual | oca
CogR th%tg}ac 4 4 7P Iscea il P Re a4, fole %S%S‘WH&“S" or oher
deS¥3t @At caR k&Pt BlorpRiivhC 88d AN Guﬂpﬁﬁtd@{/l'c@Cihat conveys information .
applications of each appl ication's virtual node. Each

asyaciatedhwithdbe lopeiatirn jofrseteren 32 paglierds d 30.ninplyrlingpdisitdli daga, visual

A KU DAl SRR 88 5B AE g 5

refOi e ktorgeatedih Gudlnaad ndgptticedmmtendidle. CMIROMRlor other suitable
| ocal disk image 134 may be stored in a hierarchical

meyfip d¢ bothyrepgive ipuh ﬁionaamd Pswide qutpe o y@tﬂé faicpigyl 2§ ghrough the
t k fil
adg%/lfs? Sg%(% knﬂﬂ?}gglgo\{%%%% %sﬂﬁ%aﬂ%ﬂﬁzy appl [ catrll(ao\rqDLodels eI n
geneGHl ,122pphipeiaés o rzrajdiical 114& inserfacy operableyto alddvaltlxs eystem (or
stora area netwo SA net wor k-.at t ached.
neé\tf%%gimmﬁgjorf‘fa .mtgrE Spstein %@9 toafaﬁmf%aﬂppﬂ??ém&a 414 or system
eﬁ%ﬂhh&fét a8 @frﬁmi'—él%t%}’o%ﬁit%e Qﬁ}%rﬂﬁo&%?pasébtﬁﬁeraﬂy, GUI

stored in a relational database described’in terms of
128Qowitlet @m@@faﬂlemcﬁopmh an pffwiot hed useHiGendle ptesentation of data

o SRPALER 8B R, SR AL 25 PR YR A 81 s o

v@M h&Meg iﬂté@&weom&*ﬁ‘ﬁuﬂldoe@l lish) phil Gattb@osbaitad B¢ Ghd®ér. In one
al so conprise a pl urallty of tables or files stored on -

enghedinenip (Y& 132 naesentssdiaplpy vhal plteyenﬁf'f the WBU?‘@r graphical views of
ap\%ﬁ{iaﬁ% ee!nmr&%ﬁ%ﬂtg at #»&{E%ds%xg] %nél'élli% 1%93{ ds on[1 BIsEr of client

t depar e scope 0 ISC osure.

120! vanbnel 20 ths ifput dendese Tﬁb@eﬁ@hﬁhﬁ:ﬂ meezs emhy tih€luds €y graphical
with an administration screen via a graphical user
reprEations of b )cu&rzlzt stafus Hf apgHcationetnvitonmgats, Rpgyy resources, and

m itd2ld 10add 1? egeﬁﬁﬁbnm éﬁ)ﬁgatﬁﬁdem&'eﬁteﬁld%dal loads

ectroni ¢ ut |ng evi ce oper to receive
anﬂrmsagemwer tmeiciéiy svizards; sindrig) sieysagfpwloiph iapplécatian d 14 is running in

B 05 Gl A R AR Mgk SBS OB 798 ot
pHs/SieRl £d 1bSicRlefiMBY ol ldracteristics of nodes 108 to the system administrator and
receive various commands from the administrator.

In one embodiment, GUI 122 may allow an administrator to create, delete, copy,
and modify application environments. The administrator may also set up application
environment sharing policies, activate and deactivate application environments, monitor
states and loads of application environments and nodes 108 using GUI 122. Further, GUI
122 may allow the adding or subtracting of nodes 108 from active application
environments. GUI 122 may also present alerts to an administrator based on various |
system 100 characteristics such as, for example, configurable load levels were reached on

node 108 or within an application environment, a node 108 became unavailable,
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Further, "client 120" and "user of client 120" may be
used i nterchangeably as appropriate w thout departing
WO e@siedsss scope of this disclosure. Mreover, POF/USHSE012316
of illustration, each client is described in terns of
bei ng used by one user. But this disclosure
v~contenpl ates that many users, _nmay use one conmputer to
comuni cat e commands or vi eV\}lgraphi cal presentations
using the same GU 122. As used in this disclosure,
client 120 is intended to enconpass a persona
aplizafion enyirorongtt sateenr swppedahqdenbd&k stast adshed oresubtiakted from

pnput er, .kiosk, wirele data port, .cell phone C
aPFaEF‘nE?J‘h aPUViRRRIen s PV e I%?P%S, ‘%ﬁ@eoﬁo nB)feStp JPBERER, application
enVdnM et FYBREMEHts B8 \If &8 i cedeq@fdm et &ich 2 ittaaicBon response

_processing device. For exanple, client 120 may
timepwes exeededconput er that i ncludes an i nput devi ce,

suc S ke d, touch.screen e [ .
et S SN AL SH B P B e R i e
sing@1AY 6 F 1he fplirAefol dRBcrétfesaR] dtreste Wriphidah @s@figtetfoca@mndfeach of the
_server. 102 or clients 120, including digital data,
displaysiaf ai parideuest grephicelrusgntarfere. pHidgefpife Glpin2 qeRfprplates any
c . . .
s AR RS SR 4 DL (L 8 SEBNERLE ntomntion i
systétn ROWMand reffidibraly mresdnabihe resmils 2o tie tmet.h GUHCIR2vadsd opimplates a

T S O 6 B8, ST T ot g
froﬁ?‘%ﬁ&?tacged vid the Fdb %%S&O(@%.Lmr(ﬁoﬂr&@é?{l&aEXﬁi%&& or Netscape

I nter operable to allow The system (or network)
Naaigatan) artdmtvon theappritpeiafedd BMK ariX N siespons@0using nepwipnkolrl 6.

applications 114 or syste er f or mance ify virtual, .

cl uil? SRy aiﬂ‘ecéﬁ’é %Rﬁf%tﬁl& e‘{%g?}écr %OQE SPERS pggés es?élecj[s a Bstributed
apPIRABLAT LY., BEdd &%éﬂr%&t@%sdclh@eddﬁﬂfci&ﬁﬂ! #@tuinid BBot engine 105

with an efficient and user-friendly presentation of

mayatlmnaprioallydedd sy SpsrenrnoEr @K sgoctedhodnpPt da the particular

lurality of ¢ ] r i L :

o 5PL Yo I St R L S8 ARG 152, naic

booP&igatee D Pyelédiethesppropriatediudt embigs i 3t fdr, th&skleda® nodes 108. For
presents displa

exmalferidhera gpt ety dnirelivies SMERe B ogori ey Seapueron 114, then
dyfg'%gicgbf%%f hl‘égqﬁ% g%ﬁ%ﬁéﬁlﬁl@%ﬁgﬁ 18 EFthHoof }Ih%ét 1352t ¥h@ partially

evi ces. ese graphical views hm
basedadnLicelels) 1 0fr tzpdviy raland efiree skarbcterissivs and thehmegurmaemtpolicies 132)

status of. application Vi rongent.s, podal reso e .
e oG PEaaton T JFRERE S PERBLRAEAE phsagemic boot
en8inB!106 3h4PRIsE BMEAREBPhropAste RAd@] 1bQAWUSSK image 134 for the selected
nodes 108. Once the appropriate boot image 132 and/or virtual local disk image 134 are

selected, dynamic boot engine 105 flashes node 108 with a pointer or other reference to
the selected boot image 132 and virtual local disk image 134 and reboots node 108. Once
node 108 is initialized (normally less than fifteen seconds), dynamic boot engine 105 (or
some other job scheduler) executes the appropriate task, process, or other portion of
application 104 on the selected node 108.

FIGURE 2 is a flowchart illustrating an example method 200 for dynamically
rebooting a node 108 within one embodiment of the present disclosure. FIGURE 2

illustrates method 200, which generally describes a dynamic allocation of one of a
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and usage over tine; iii) wzards; and iv) views of
whi ch application 114 is running in each application
wepasnemsent and on each node 108. In short, Q@IT/LEW05/012316
may present any physical and | ogical status or
characteristics of nodes 108 to the system
~~admmi-strator and receive vajjous commands fromthe
adm nistrator. In one enbodinent, GUJ 122 nay all ow an
adm nistrator to create, delete, copy, and nodify
application environnments. The adm ni strator may al so
phedityud @mydles i168tto enviewel closteent appléinatiog epuvirorwney., Of course, any

i bR saman e BnirotBRy of B aiieRRY &b it ex otherwise
2l 9@/ HRBsdbpb e @ dikeBsurUr A higfUlevdl2 2ndtBod 200 includes

al l ow the adding or subtracting of nodes 108 from .
seladtiriayaodep p03 dart aldocation ite ownepnlisatiawls 1igoenyirpnalesip resetting boot

im0, o 6% AdpdRt BPE Dy Bl RbSLmr R ag ¥PY Otfe fotlowing
deﬁﬁ?ﬁbﬂ YoaRkLoh @abopeeminSof\@frantie botechodie 108IH &orpiing method

hin an a&gl i cation environment, a node 108 becane
200 Byhystam 0Gipanitemaplaies Hsiagany appreptiate compingtion and arrangement of

lo %%ag @Fe%%gtsqgl%?eﬁe%%nﬁ@gn&? gfj 88 oPthe %%g%fb\?\ggﬁ%ggg@g&t o meet

lon-environnme server
m nivithodpP0d begihs anstep 205 onhantdyhenio berengme 105 determines that

I A T I T —
e ) B AR RO 88l

adgmaphiloalto ube epplivation avdsonamut dec ippdicatidre 1 th.s gt apsthef example,
a particular graphical user.interface. There e, QG

Bt Sngra0s T S Ao RuPe fin SPRGCLY Bt bould be

us@l 95R8 rdng%mtbsblrs’@ﬁf_o‘ﬁéxt, bihatp RN OCOERASC bBbOEIELd 005 determines if
system 1 and efficiently presents the results to the

theye are aguunuitized| comppting aegenil 8% agaitablair &thsroargemore nodes 108

o) able to co i ca | HIT .
o GOBLE T BT ERE 153 e PR 0 i
anMsGitatge kdchhidueanetep 245l OF @ examphg tdsaapes Béoti epginer J05amey select
return the appropriate HTM. or XM responses usin

nofe thiSr kesed en physied lacaiers Vatuabesasiono APPIPHeM 10 dpessppativility,
eSSBS LR, gnanic oo
enpinotl 08 niptenmink® 51 theeysetbetredmiarial ik congpatitde vetibaprichtianél4r If node
10§?§ r?otscgh%gttibelg WQt da%?)lic]:'a%%nth 4,t thlgn Q%atnlng %logtrengine 105 brings down the
selected node using any suitable technique at step 225. Next, dynamic boot engine 105
dynamically selects policy 132 based on the software application 114 at step 230. For
example, dynamic boot engine 105 may determine that three nodes 108 are currently
executing software application 114. Based on this determination, dynamic boot engine
105 locates the fourth logical node 108 in policy 132. Based on the selected policy 132,
dynamic boot engine 105 flashes the selected node with a pointer to a new boot image 131
at step 235 and associates virtual local disk image 134 at step 237. As described above,
dynamic boot engine 105 may flash EEPROM 111 or any other suitable component.
Next, dynamic boot engine 105 boots the selected node 108 using the new boot image 131

at step 240. Once the node 108 has been rebooted (or if the node was already compatible
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application environnment or virtual cluster. Based on

the retrieved policies 132, dynam c boot engi ne 105
W@ 200810@®53 he appropriate boot inmage 132 for thBCT/US2005/012316

sel ect ed nodes 108. For exanple, if there are already

four nodes 108 executing a portion of application 114,
“~then dynam c boot engi ne 105 autonmatically selects the

fifth boot inmage 132 (at Ieag? partially based on

node's 108 hardware and ot her characteristics and the

one or nore policies 132) that is conpatible with
wmpmimlmam@mﬂu 14)14hean$mmo rbobh englac rli0gvexgcyes iapplecatiosd 14 on the

hoot en may. seI ect the
scigB Bt BROH sfep R fnd B Dichrmc e 154 for e
sel eehfHingad ¥scididRal s@iﬁ@ld lethafe Pk &R badofnpAfial nbd@JMS available,
132 and/or virtual local disk |n§ge 134 are sel ect

ed,
theydyaninic s engingil i sdeds fn apffreumritidieed pedan 43hion apphcatlon 114 at

int . or her .referenc |
st 250 i T of BRLFLGERel 08 IS AR5, BTl ion such
as, f9Bexdamsl€, db%iﬁnriaﬁ@ theSleadutilizdd meld 1(089&61@:]’[1&13 al cbﬁq::ahhlamode 108,
fifteen seconds) ynam ¢ boot engi ne 105

or @PW@FIH]H@EJ S@eﬁ@@hﬁr bysteﬁéiéc ublestep e aém@ﬁﬁlb&gb e@@&& 105 Kkills the

cur% Cfsfﬂg d&[ ?%éct@cﬁﬁ@j&éogf &%l %?%avvc ﬁh@cdfb%{ ér{é‘?ne 105 may

tertﬂnhaﬂs t}teﬂpﬂoﬂ@ssﬁig kgl e suiebloodcRfiGud suchdysnexecuatig yn application-

repooti ng node 108 within_one enbodi nent
Pt Sermnind HDSE agrowpTEs S et Y RE el b5 @it decisional

steg?@hil il Al ﬁ!)(l)tyefngﬁéqro"j Qﬁﬁmﬁlr&'ﬁ’ HEHL GelBtbPRAdd 1B iQfcoRPStible with

nodes to a virtual cluster or
applmhon di#o rif BOIdﬂ t @hisent conjfpanbia eith ammpambb‘lf tldn dynamic boot

50T B SR PR B 3. v
dyhﬁhﬁ Hi‘)bﬁ@ﬂgi’l%lf(% gﬂanﬂca'ﬂ'y@@lel:@‘ﬁ@hcy 32 hRed 8P thd sﬁﬁwaﬁkﬁ@phcatlon

sel ectlng node 1 | ocation to an appllcatlon
114 pt step A7 orﬁwﬁxamplés@maimg bpejmginealfls map determping that three nodes

10? gelrrggt %%nﬁ ?(6319 ?[rg b 11:aﬁg)n 2?4 n Ofgfse% O<§1 th-ll—F edetermlna‘uon,

W ng escr|p|0 OCU Sont e operation O
dytiyArrioot boghe 0@ ioteted G fourth ésdicul modg lﬁ&irhpxdlc&QGZ Based on the

Se]@@%é %ign]a%}{og}?c gg%frglglrbg}qgé}%% n(%f f?qsé @g{sglg;té&gﬂé%wnh a pointer to a
ne ?%Qéﬁ I[?lyétoﬁq g s (%) Qbciafde sﬂ@@a@%&?%sk imago é34 at step 277.

unction beglns at step 205
Adldesaribe] dhoot, &s@ircenmﬁﬁgedmne mngmematyﬁw;shéiBHR@Mel 11 or any other

ORI SO e —
ne@Jo?P Bﬁég%t ?3» 1t £@NRH G Qo cal Bsk 84BBP | 4 at 8§ 28T Oh&d thahBde 108 has

may nanual
been rebooted (or if the node was already compatible with application 114), then dynamic

boot engine 105 executes application 114 on the selected node 108 at step 285 and method
200 ends.

The preceding flowchart and accompanying description illustrate only exemplary
method 200. System 100 contemplates using any suitable technique for performing these
and other tasks. Accordingly, many of the steps in this flowchart may take place
simultaneously and/or in different orders than as shown. Moreover, system 100 may use
methods with additional steps, fewer steps, and/or different steps, so long as the methods

remain appropriate.



add node 108 to the application environnment for
application 114. In another exanple, dynam c boot
wepgsne63D5 may dynami cally determ ne that nodeST/LORI05/012316
may or should be used based on policies 132. Next, at
step 210, dynam c boot engine 105 determnes if there
vwerareany unutilized conputing nodes 108 available. If
there are nore nodes 108 avzflable, t hen dynam c boot
engi ne 105 selects first avail able conmputi ng node 108
using any suitable technique at step 215. For exanpl e,
dy ndttiongib diis disalyisvre hee Heermgesstbed in ie58e O’ie@t%%gggﬂiems and
physi cal . | ocati.on, virtual cal i . i j :
senip apresiontd Pt i uBEBbiRcAR s Bfe Bibddfhents and

methORIABLR dpphichit toAhostakilkidan ale &t epcd2Binghyy thmribovd deseription of
engi ne 105 determnes if the sel ected [

node is
examplepembbodimenist oaspptti defincopr £omstrajy th‘édﬂg‘sci@%m?'s Qer changes,
ati bl ith | ] ' 1 ' krit and scope
subgifiias FER B AR bR Aok TRRAMBTRKE RARhit and scop
of tgidiiselk@et echni que at step 225. Next, dynam c boot
engi ne 105 dynamically selects policy 132 based on the
software application 114 at step 230. For exanple,
dynam c boot engine 105 may determ ne that three nodes
108 are currently executing software application 114.
Based on this determ nation, dynam c boot engi ne 105
| ocates the fourth [ ogical node 108 in policy 132.
Based on the selected policy 132, dynam c boot engine
105 flashes the selected node with a pointer to a new
boot image 131 at step 235 and associ ates virtua
| ocal disk inmage 134 at step 237. As described above,
dynam c boot engine 105 may flash EEPROM 1 11 or any
ot her suitable conponent. Next, dynam c boot engine
105 boots the sel ected node 108 using the new boot
i mge 131 at step 240. Once the node 108 has been
rebooted (or if the node was al ready conpatiblewth
application 114), then dynam c boot engi ne 105
executes application 114 on the sel ected node 108 at
step 245 and nethod 200 ends. Returning to decisiona
step 210, if there were no conputing nodes 108
avai | abl e, then dynam c boot engine 105 selects an
optimumutilized node 108 for application 114 at step
250. This selection of optimum node 108 may occur in
any appropriate fashion such as, for exanple,
determning the |east utilized node 108, selecting a
conpati bl e node 108, or determ ning sone other "best
fit". At step 255, dynam c boot engine 105 kills the
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current processing on sel ected node 108 at step 255.

Dynam ¢ boot engine 105 nay term nate the processing
wWa@gi08go@sy suitabl e techni qgue such as execut i NBCHIS2005/012316

applicationspecific command, killing a process using

t he operating system and others. At decisional step
--260,-dynam ¢ boot engine 105 determnes if the

sel ected node 108 is conpatibfe with application 114.

If node 108 is not conpatible with application 114,

t hen dynam c boot engine 105 brings down the sel ected

WHAJeISUSLARMERVSs ui t abl e t echni que at step 265. Next,

dyngm c boot .engi ne 105 dynanmi cal Ly sel ects. palicy 132

pasdd on & REHEUAP EPEP SRk TR R 70) For

exanpl e, sénéaﬂgg £dibedutedn@phicutib@d may determ ne that

three nodes 108 are currently executing software

appl i cat irefnieving a pelise assopiate ivgthoibe distriltided aplicaiomani ¢

boot engine 105.] h | ogi ¢al node 108 in

pol i cy 1é??mgggg%ggﬁﬁﬁﬁgkggfégﬁégﬂgg?|%§g132, dynami c

boot engiraRttidgba bbatsiege idfehs sdleatd dodwbaset dtheast in part, on the

poi nter to a new boot inmage 131 at_ngp §75 and
refiigeestpolicasthe bpetumage sempatihle with thgdistribyted ppplicagoniend

As descrihed: ahiove,; : 16 IHde Ha¥ed, at least i

flash EEBE?%%@? ao}’lrtg%lf/&g%ﬁ%?g%ui t :tgllge gorrponeﬁt . oc, at feast
paftexd thedytniamedcpdiegs areingi ne 105 boots the sel ected node

108 using the new boot inmage . 131 and virtual |oca

di sk i mag¥eTsRed legeicp, oot Oélﬁlﬁeedlﬁﬁ’g’“ﬁéoaémﬁfféloﬂaoéf g &ppet node
usfngtfﬁugﬁs%gciétgﬂ virfual 88Kk Ragg was al ready conpatible wth

application 114), then dynani c boot engine 105

executes application 114 on the sel ected node 108 at

step, 285 and t hod Q0 _ends. The. preceding fl owchar

nd oo mEnPERG e CATBE Tois PERSE Gy eeRb Rl of the
plurBLR A nd8&: and)hé ARhbAGueiicenplisihgs using any suitable

techni que for performng these and other tasks.

Accor di ngoyparipg thestbseh af sedep svithihe pitdeved palipsrand nay

take pla Ll t an S nd/ @r | i th

than ao- SRSUTE h8oEEroMlloB qlfpeiily B ImBEERed on the
cowipafisaddi ti onal steps, fewer steps, and/or different

steps, so long as the nethods renmain

appropriate. Al though this disclosure has been

descy i bedreny, L@RIRF lainf Dl FhBreRTOARDIIRR! e 306ket of nodes with the

gengiallsrggsoc?ate ﬁét%bﬁg,ealteratignseande oh 1o
1@@&Wﬂb@ﬂk@@nsmdﬁm¢hese enbodi nents and nethods wi |l be

gggsgegteé]t&?qnﬁ}ﬁlgga g(l?flllrltlo?goéeg irtlt ee s%{)ge't; a%%cor dingly, the

selecting the boot image based on a link in the policy and the count of

nodes.

4, The method of Claim 2, each of the subset of nodes associated with one of

the plurality of compatible boot images.
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exanpl e enbodi nents does not define or constrain this
di scl osure. O her changes, substitutions, and
wW@bdasnadesdns are al so possi bl e w thout departipPgr/i§m05/012316
the spirit and scope of this disclosure. WHAT IS
CLAIMED IS: 1. A nethod for conputer cluster
“virtualization conprises: s I6ecti ng a distributed
application; retrieving a policy associated with the
di stributed application; dynam cally selecting one of
a plurality of nodes; resetting a boot image of the )
sel ¢t edThotsthedsd @ laim 1, wherein; dyngmially spleftng one of the plurality
fredtri evedseg,ol icy, the boot inmage conpatible with the
OLRRCSE FYBPYER appl i cation; and associating a virtua
di sk i mag&@emhihinhgt Heonsedrembed ofi deke phaslitd, of atodee ds tnutilized by a
part, on the retrieved policy, and executing at |east
secandh distribyedapplisation 814 i but ed” appl i cation on the reset

node usi ﬁquaggkﬁ%@ié gf Le%gte&levéif il @lodel Sding TRGRized; sel&fing one of

nmet hod o e application executing on a
theaunhgBtedafodehe plurality of nodes and t he nethod

further conprising: conparing the subset of nodes with

the retrieved policy; and selecting one of a plurality

of @,omoatr'gp h%tﬁ?ﬁlo&f CERYSS DRSSO LR SORPAbAGBringdanutilized,
0

The net ho Claim 2, wherein conparing the Subset of |
furthed esmpiging $diectingtont of e nodes eijlized by thetesondidiseibuicdiapglication
a . count of no%ﬁ iq t he subset; and selecting the boot
bage 08 15 R BYTS geﬁ?HW“P% the policy and the count of

nodes. 4chBRictBd polbyof C aim 2, each of the subset of
nodes associated with one of the plurality of
conpat i blaw plizationed the. sslectpl@ofd@t hod of C ai m 1,

wher ei n %%Bﬁ gf.eogf:ét\ﬂé el BB el gﬁpl?é‘ati&tﬁeanﬁl urality of

nodes co
compatibility of the selected node with the selected distributed application.

7. The method of Claim 6, wherein resetting the boot image of the selected
node comprises:
‘ automatically shutting down the selected node;
resetting the boot image of the selected node; and

restarting the selected node using the reset boot image.

8. The method of Claim 7, further comprising terminating any processes

associated with the second distributed application prior to shutting down the node.

9. The method of Claim 1, the policy comprising a plurality of links to boot
images, each link associated with one of a count of nodes compatible with the distributed

application.

10.  The method of Claim 1, the policy comprising one or more parameters for

determining the timing of the selection of the node.
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determining if one or nore of the plurality of nodes
is unutilized by a second distributed application; and
WO poosae@ense to at | east one of the nodes bei nBCT/US2005/012316
unutilized, selecting one of the unutilized nodes. 6.
The nethod of CAaimb5, in response to none of the
nodes being unutili zed, furtﬁpr conprising selecting
one of the nodes utilized by 'the second distributed
appl i cation based on one or nore of the follow ng: the

retrieved policy; low utilization of the sel ected :
nodél. pr The imefhask off Glimel, dhe baotdmage compaging a remote boot image

appl i ion; iy ity of the sel ected node
ﬂoﬁﬁf agﬁéhggﬁg%@gﬁﬁﬁﬂge%yﬁhted application. 7. The

met hod of Claim6, wherein resetting the boot inmage of

the sel ected node conprises: automatically shuttin .

dowk he The methodepfderen 1,188 ods Srion ped Bola HibpRetdfiage prior to

{ ' 4 688t1ahdab 8 Grobd e 3EEE SR LGP A Esecond boot
ﬂwdggﬁg&%%ggggggsggh%gﬁgﬂage. 8.gTﬁ8 nefhod of Cfainwgfo
im4gerdiffeingimnp tdasi ong df eienfollawinppecharagtepisbcesses

associ ated wi.th the second distributed application

prior toCBHaRE H§bwn t he node. 9. The nmethod of

G aim 1, o{dhen BofigifatfdRid Sing a plurality of links to
boot i nmages, each |ink associated with one of a count

of nodes distripied dpplicationipardvectetisst ri but ed appl i cati on.
10. The nmethod of Claiml1, the policy conprising one
or nore paranmeters for determning the timng of the

sel @gt i orhendithl oT@lgind L, fulther daipiethepf Claim 1, the
boot ina%E conprising a renote boot image stored i

Storage Areanmensiak qrsan ther pluraiy lonedss BHleds Hienfailed node

th | at ' e n rior to
exeepin? EE P THUA TR Bl BB B 0% From
t he resetwyhetdie séledtisig @rdfihe phaaliipatf nodes comprises selecting one of

the remaining nodes in response to the failure.

14.  The method of Claim 1, each of the plurality of nodes comprising the same

processor architecture.

15.  The method of Claim 1, wherein selecting one of the plurality of nodes

comprises selecting one of the plurality of nodes at a predetermined time.
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image differing in at |east one of the follow ng
characteristics: operating system system

wa@onsilgesat i on; and di stributed application paPERES®NT012316
13. The nmethod of Claim1, further conprising:
determi ning that one of the plurality of nodes failed,
the failed node executing at,ol east a portion of the
sel ected distributed application; and wherein
selecting one of the plurality of nodes conprises

sel ecti ng one of the remaining n?_des in ryg)iponse to
t hel$.ai | Bplwaredor qaep e giséer oirtalizatiamOoPeEahionf t he

pluralit g% ‘ j Sk t he sane processor

architec e&é’%.a’&? . g(g%ftcﬁ%(g‘p’of Claim1, wherein

sel ect i ngetidgre aofolich @sgolciatedl witly thefdistdloleed ampliontieg s

sel ect i ng(yr%gg o{ the pluralit .of(e#ogles_ at a

pr edet er AYTH cglfsrrgloponefia U o Gtput er cluster

virtual i zaty Qrbogp%ﬁgé o life sSIBLEE hole Haddd, IaDUbAE I}']n part, on the

application; retrieve a policy associated with the

retdévet] pohicy, el g limmeget ¢ommpatitilenith theldisribwed anplisatéons find
plurality of. nodes; reset a bogt .image of the sel ecied.
node basB&¥ocite 3 Wrlpl (fl%( Bﬁargte,W@[hthtei‘?gl%th? ﬂog?/gﬁseg’o?e[i(i%%/s? n part,
on HMGRROLd poRgeafpPat i bl e with the distributed
application; "and associate a virtual disk imge wth

the sel ecxetenaideathaspationof (teemdistribitedagnplicgipn; oe the reset node
retrieved l.icy, .and execute at |east a portion of

usipg, eoqsi‘%cﬁt%&lga&a%% 1% on on the reset node using
the associ ated virtual disk image. 17. The software of

Claim 16, the application executing on a subset of ui}he
pl ud@ i t yhefsofiyatss o dpirh £0,sB taRaHEAIOD, PREptingHRR gpfubset of the

tQ; ?‘ggﬁ 1ML h the retrieved
Pl“ﬁ%itfggggaﬁgné@%e% onéeﬁlo e{;&%ﬁ%br aoi't y of conpatible
boot i nagempheskssubsettdf@odes with the retrieved policy; and
select one of a plurality of compatible boot images based on the

comparison.

18.  The software of Claim 17, wherein the software operable to compare the
subset of nodes with the retrieved policy comprises software operable to:
determine a count of nodes in the subset; and
select the boot image based on a link in the policy and the count of nodes.
19.  The software of Claim 17, each of the subset of nodes associated with one

of the plurality of compatible boot images.

20.  The software of Claim 16, wherein the software operable to dynamically
select one of the plurality of nodes comprises software operable to:
determine if one or more of the plurality of nodes is unutilized by a second
distributed application; and
in response to at least one of the nodes being unutilized, select one of the

unutilized nodes.
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conparison. 18. The software of Claim 17, wherein the
sof tware operable to conpare the subset of nodes wth
w0 b@snetesd eved policy conprises software oper abtBUSH05/012316
determ ne a count of nodes in the subset; and sel ect
t he boot inmage based on a link in the policy and the
count of nodes. 19. The software of Caim1l7, each of
t he subset of nodes associated with one of the
plurality of conpatible boot imges. 20. The software
of Claim 16, wherein the software operable to i
dynaii calllhy snfivesse afn€laih 2fe itp|raspanse yo gfongoeledhe nodes being
conmpri ses _software qper.able &0 P
unf PR e Bpgrl e o AL eCof B R HAR Al g 1Rea distributed

ap}]ﬂﬁﬁﬁ&ﬁibéﬁe&bhiohabﬁﬁloﬁ@@ﬂ the édliomAag:and in response to at
east one of the nodes being unutilized, select one of

t he unut thaekievadpRlécY21. The software of Claim20, in
responselé‘guﬁg%gio g’fté esefé%gaioﬁgl ng unutilized,

further opera el'ect one of the nodes utilized
by the seeciorit) afith¢ sdldutdedistaippled epplicatiotlnemdd on one or

more of the fol]Jowing: the retrieye licy;,.]ow -
utilizat icglﬁlpgtfbl{lﬁ/é)fggq giqcéqgl Wﬂ&lﬁﬁ?‘? g«;(jpcttgﬁ/ 61‘5'[1‘{%1}83(1 application.

sel ected distributed application; and conpatibility of
the selected node with the selected distributed
applRcat The soR@areTofeCleh hawkerein @k apfiwarke, opsteblefonresdtdhe boot

. software operabl e to reset, the bo mage of the
i P P TS FOPPSES COPPHERE e bl e ¢o:
aut omat i galokatisIlf stReWGwA IR sSRkREWBde;n0de; reset the
boot image of the sel ected node; and restart the

sel ect ed rerstithe heptignagh ef theselectsdopde; dage. 23. The
sof t war e _of ai 241 ] . erm nate
any pr océ%%aelghgssres]fgéegfl ce)adjﬁré\s/llﬁ?%thfg Egsre?gé:ogﬁlég I'stributed
application prior to shutting down the node.
23.  The software of Claim 22, further operable to terminate any processes

associated with the second distributed application prior to shutting down the node.

24.  The software of Claim 16, the policy comprising a plurality of links to boot
images, each link associated with one of a count of nodes compatible with the distributed

application.

25.  The software of Claim 16, the policy comprising one or more parameters

for determining the timing of the selection of the node.

26.  The software of Claim 16, the boot image comprising a remote boot image

stored in a Storage Area Network (SAN).
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24. The software of Claim 16, the policy conprising a
plurality of links to boot imges, each |ink
waz®eand@sed with one of a count of nodes conpaePCbhUs2005/012316
with the distributed application. 25. The software of
Caim16, the policy conprising one or nore paraneters
~~for determning the timng the sel ection of the
node. 26. The software of Cd“i m 16, the boot inage
conprising a renote boot image stored in a Storage
Area Network (SAN).27. The software of Claim 16, the
nodd7.ass db¢ aeftwargiof i lainy 16, $he asistassapiaied pith &rfirsighqop &mage prior
eset ~and asso t
to 351t 2R aPPRRl - iR BRAL BOR b PREE, B AR LG sccona
bodt@dake QifRriak it Mdedsobhoud thg fellaviag tieracéristiss: operating
system system configuration; and distributed
appl i cat PPoTalg HifEBrs. 28. The software of O aim 16,

further e m ne that one of the
p|ura|it§ﬁ%%§n8§¥§8?%?%§§? the fail ed node executing
at | east ditritandd applicdtionparandtest ed di stri but ed

appl i cation; and wherein the software operable to
sel ect one of the plurality of nodes conprises

sof byar e’[ﬁ@%fﬁ\%r@ 0?@1&1@1' ﬁfptfurﬁﬁ?ogéralslg%‘o:r emai ni ng nodes

in response to the ['ure he software of C aim
16, eachdd@nﬁheﬂpﬁun@bf&vpbﬁﬂﬂa@é90¢®ﬁbﬂmhﬂﬁdhﬂﬂbmgbﬁﬁaxmng

o Rragprany GOt e pRRan g e 881 “one of the

plurali tlévHéfenFQH@ssoﬁW b?&&blé%t YR deebflihe phizality of nodes
sel ect one of the plurali nodes at a

coppushst @ifivane @petahls. ®1selwts<y@t efhiteciemeinipg mefes [y ggsppnse to the
& ﬁ%rtuallzatlon conprises: a plurality of conputing
and a managenent node operable to: select a
di stri buted application;

29.  The software of Claim 16, each of the plurality of nodes comprising the

same processor architecture.

30. The software of Claim 16, wherein the software operable to select one of
the plurality of nodes comprises software operable to select one of the plurality of nodes at

a predetermined time.
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retrieve a policy associated with the distributed
application; dynamcally select one of a plurality of
wooaedoesseset a boot inmage of the sel ected nodeCHES®O;/012316
at least in part, on the retrieved policy, the boot
I mge conpatible with the distributed application; and
associate a virtual disk i e wth the sel ected node
based, at least in part, on e retrieved policy; and
execute at least a portion of the distributed

application on the reset node using the associated

vi rBlal di ssistennioyeomppter gyates yistnaligahpn PMPHFSSL, t he
appl i ¢ati.on .ex | ..assubset of the plurality of
nodé‘%’flgﬁlatyt%goﬁéﬁgél&gg%%%g’ a%gde further operable to:

COMaiaphifedwbdebp@tibleades with the retrieved policy;
and sel ect one_of_a plural i_ty of conpati bl e boot
i mages bagleed aghstrihuted gppliatiedn. 33. The system of

G aim 32 ey 0

conpar e fr ﬁﬁ@ﬁ%ﬁé@c‘y&?sd@%@%\%ﬁﬁe (%]ﬁcgglrl%te ??g\?dggo%ol icy

conpr i seslyhdeicaiiysdetent ohoperadpeobiddest o: det erm ne a

count of nodes in the sybset;, a sel ect th oqt.

i mage badeyt 8nb°é’tllpﬁﬁei‘# tflﬁé_eFB{éacV%ﬁﬁ%asf‘ﬁxeﬁcgﬁﬁtmo?art’ on the
retggéﬂeﬁigpa)n% thd BEo1SHREE B RpatiBlyith 3 diHBhte@bppliditionhmat

es’associ ated wi th one of the@ﬂ urality of ,
conpat i blassoointe a virbigbdisk bnaghwitk jla sehgetsd widgibepeah at least in part,

erei.n the managenent node operable to dynam cally
on\gg@gg@evghgogw,@ﬂg plurality of nodes conprises the

managemenkeaeslar RAG APbRioh ®f tHetdatdthned kfplivatobn the eeset node
of the plurality of nodes is unutilized by a second

usigigshe asegiatdd ypplal digk i and i n response to at | east
one of the nodes being unutilized, select one of the
unutilized nodes. 36. The systemof Claim35, in
respanse e e of Clhin riddeke hppligtion utxietitingdon a subset of the

plurality of nodes and the management node further operable to:
compare the subset of nodes with the retrieved policy; and

select one of a plurality of compatible boot images based on the comparison.

33. The system of Claim 32, wherein the management node operable to
compare the subset of nodes with the retrieved policy comprises the management node
operable to:

determine a count of nodes in the subset; and

select the boot image based on a link in the policy and the count of nodes.

34.  The system of Claim 32, each of the subset of nodes associated with one of

the plurality of compatible boot images.
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sel ecting one of the nodes utilized by the second
di stributed application based on one or nore of the
wo edosovdeny): the retrieved policy; |ow utilizatP@rusfo05/012316
the sel ected node; priority of the sel ected
di stributed application; and conpatibility of the
“selected node with the selected distributed
application. 37. The system Cl ai m 36, wherein the
managenent node operable to reset the boot inage of
the sel ected node conprises the managenent node
oper¥bl e The: systanonaft Céadinl §1,s ilrereitothe thanagemerit agde operable to
node; ..reset the_.hoot | e. of, the sel ect ed node:
aypgefeapy SR b PLBRCRIRES Rios CoRET S B BB enE e operabte
to38. The system of Caim 37, the managenent node
further operable to ternm nate any processes associ ated
wi t Hetemainseifoene af $2ate it b IdbrfghE/YC af inedespts yputilized by a second
.shutting . .down .t node. 39. The system of C ai m 31,
dlﬁstﬂjgu%%fq?pél)/cg%%nﬁpagfgsi ng a plurality of links to boot
| magasSresgasd thiakleassand af ehke wotlts demgofimailizedintelaft one of the
nodes conpatible with the distributed application. 40.
umpiibizedhnodetn of O ai m 31, the policy conprising one or
nore paraneters for determning the timng of the
sel ection of the node. 41. The systemof Caim 31, the
boot36. magEhecsystemi of Glgina 35 cnoespohsoto roma @é thet wrdes being anutilized,

SRt E0E AEBE Mol A oo P PR T Blaseh B, o one o
mb@ Jrite HRSEIngand associated with a second boot image

romthe reset, the first and second boot image
di f fthe ratigevied paticy;east one of the fol | owi ng

characteri stics: . operatjng system system
conflPaL}&%??tb?ﬂ Oféh%geg?cg?drl?(%lﬁt ed application paraneters.
priority of the selected distributed application; and
compatibility of the selected node with the selected distributed application.

37.  The system of Claim 36, wherein the management node operable to reset
the boot image of the selected node comprises the management node operable to:

automatically shut down the selected node;

reset the boot image of the selected node; and

restart the selected node using the reset boot image.

38.  The system of Claim 37, the management node further operable to
terminate any processes associated with the second distributed application prior to shutting

down the node.

39.  The system of Claim 31, the policy comprising a plurality of links to boot
images, each link associated with one of a count of nodes compatible with the distributed

application.
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43. The system of O aim 31, the managenent node
further operable to: determ ne that one of the

w@bkwsabdesy of nodes failed, the fail ed node exPCTURI0095/012316
at least a portion of the selected distributed
appl i cation; and wherein the nanagenent node operabl e

-~to select one of the plural ié&\/ of nodes conprises the
managenment node operable to Sel ect one of the
remai ni ng nodes in response to the failure. 44. The
systemof Claim 31, each of the plurality of nodes
conmpbi si Aetshsenafs]pnogbsbopolinyctempsising e ofgnorpparameters for

syst em of .Cl.ai 1, erein t he. managenent node
de@é@ﬁ"éﬂﬂ tg‘eltlgug%g%@‘le Ssl\é\%loé’foqhﬁeenop “urality of nodes
conpri ses the nmanagenent node operable to sel ect one
of the plurality of nodes at a predetermned tine. )
41.  The system of Claim 31, the boot image comprising a remote boot image

stored in a Storage Area Network (SAN).

42.  The system of Claim 31, the node associated with a first boot image prior to
the reset and associated with a second boot image from the reset, the first and second boot
image differing in at least one of the following characteristics:

operating system;

system configuration; and

distributed application parameters.

43.  The system of Claim 31, the management node further operable to:

determine that one of the plurality of nodes failed, the failed node executing at
least a portion of the selected distributed application; and

wherein the management node operable to select one of the plurality of nodes
comprises the management node operable to select one of the remaining nodes in response

to the failure.

44.  The system of Claim 31, each of the plurality of nodes comprising the same

processor architecture.

45.  The system of Claim 31, wherein the management node operable to select
one of the plurality of nodes comprises the management node operable to select one of the

plurality of nodes at a predetermined time.



