SPECI FI CATION TI TLE OF THE | NVENTI ON SCRAMBLER Cl RCUI T BACKGROUND OF THE
I NVENTION 1. Field of the Invention The present invention relates to a
security technique for a data processing device. Mre specifically, the
present invention relates to a security technique for a data processing
device constituted by a sem conductor integrated circuit, for protecting
internal information of the sem conductor integrated circuit from being
read or falsified due to probing by a malicious intruder, and from bei ng
read by a separation analysis to the sem conductor integrated circuit. 2.
Description of the Related Art T, ' ?Jsecurity Is required for a
one-chip mcrocontroller which's gpggigé@?Q I nformati on such as

i ndi vi dual information and ' j ' tem such as an I C card
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enough to specify the signal line by a separation analysis. 1
processing device. ore specifically, the present invention relates to a

security technique for a data processing device constituted by a
semiconductor integrated circuit, for protecting internal information of the
semiconductor integrated circuit from being read or falsified due to probing
by a malicious intruder, and from being read by a separation analysis to the
semiconductor integrated circuit.
2. Description of the Related Art

To ensure high security is required for a one-chip microcontroller
which stores secret information such as individual information and which is
used in a system such as an IC card that processes the secret information.
In order to prevent internal information of the one-chip microcontroller from
being read or programmed due to an intruder’s attack (intruder’s secret
information analysis behavior), it is necessary to protect the information.

Conventionally, information is protected from an analysis behavior
by irregularly connecting wirings of an address bus and a data bus for
transmitting signals between logic circuits including memories and the
one-chip microcontroller, and by making it difficult to specify a function of
each signal line. However, recent analysis techniques have enhanced

practically enough to specify the signal line by a separation analysis.



Th solve this di sadvant age, Japanese Unexam ned Patent Publication No.

11- 203237 di scl oses a technique for performng bus scranmbling by regularly
changi ng an order of signals on a bus. Fig. 15 illustrates the technique
di scl osed by 11-203237. In Fig. 15, reference synbol 1 denotes a

sem conductor integrated circuit. The sem conductor integrated circuit 1

I ncl udes therein functional blocks such as a central processing unit
(hereinafter, TPU ) 10, a random access nenory (hereinafter "RAM) 20, a
read only nmenory (hereinafter, "ROM') 30, and an electrically erasable

pr ogr ammabl e erej natter, "E2P ') 40,_as well. as a timng control

P rourt 60, R ik dalvpd fi]@aévmﬁﬁg@s??%ﬂa%n%ﬁ%%mawdﬁft%ﬂte provi ded in
data i nput 1d out put (hereinafter, "1/0") .sections or . address 1/0
sections Bﬂﬁﬂ%@&fkéﬁﬂﬂ%@‘ﬁ, a@PS%at%dlmauséoraﬂ?ra‘e@mngbushe respective
1/0 sections. A bus line 50 connecting the first _scranbler circuits 11,

21, 31, aserambling by segHorlyeehanging aanepder of pignalspng bwnt rlbig- dbrcuit 60
outputs a timng control signal at a predetermined timng. Each of the
first scilusitrates che tedhngque distlasedby 11-203237. chafigesl® oefarenceon of
signals on the bus Iline 50 and scranbles the signals in response to this
ti m ng cosytmbol kidgnetes a damidondubiorpatégranedgiregitanihierspminoaductoe seri es
manner, the analysis of information transmtted on the bus line 50 is nade

mor e di f fintegtate@rirchét 1 ondladdetlodretafimaiondldléckssduchcasakobrtrati rcuits 11,
21, 31, and 41 (bus line 50-side), the signals are scranbled so as to be

repl aced. pfaeesdiagiuifit Qeereiteft @O CPEETN00h randomyadsdds AlemdigM 30, and E2PROM
40-sides), the signals are scranbled so as to be restored to original

data. As (hfehffe@cRAMCCDO G Béad only@ehfafrthatsnaftewtROMP 80, difd anhi | e
the data is scranbled between the CPU 10 and each of the nmenories (RAM 20,
2 electrically erasable programmable ROM (hereinafter, “E2PROM”) 40, as
well as a timing control circuit 60. First scrambler circuits 11, 21, 31, and
41 are provided in data input and output (hereinafter, “I/0”) sections or
address 1/0 sections of the blocks 10, 20, 30, and 40 to be adjacent to the
respective I/0 sections. A bus line 50 connecting the first scrambler circuits
11, 21, 31, and 41 to one another is arranged. The timing control circuit 60
outputs a timing control signal at a predetermined timing. Each of the first
scrambler circuits 11, 21, 31, and 41 changes connection of signals on the bus
line 50 and scrambles the signals in response to this timing control signal.
Namely, by performing scrambling in a time series manner, the analysis of
information transmitted on the bus line 50 is made more difficult. On the
outside of each of the first scrambler circuits 11, 21, 31, and 41 (bus line
50-side), the signals are scrambled so as to be replaced. On the inside
thereof (each of memory RAM 20, ROM 30, and E2PROM 40-sides), the
signals are scrambled so as to be restored to original data.

As can be seen, according to the technique shown in Fig. 15, while the

data is scrambled between the CPU 10 and each of the memories (RAM 20,



ROM 30, and E2PROM 40), data on the nenory is not scranbled. In other

wor ds, although the data on the bus |line 50 can be protected, no neasures
are taken to protect the data on the nenories or stored in the nenories
from being directly read and progranmed. Therefore, the conventi onal
techni que has di sadvantages in that security neasures are insufficiently
taken to protect the intruder from probing the buses and the nenories in
the IC and reading or progranm ng data, and fromreading the data from
each nmenory which is separated as a result of a separation analysis and
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Accor di ngbfﬂ@g R Pﬁ%‘f@%@@ﬂt invention, there is provided a
scranbler circuit for converting to_be processed data having four bits or
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scr anbl erdatia; anidtfrom reading the data from each memory which is separated as a

result of a separation analysis and decrypting original information.

SUMMARY OF THE INVENTION

The present invention has been achieved to solve the conventional
disadvantages. It is an object of the present invention te provide a circuit
capable of scrambling a signal transmitted on a bus, and capable of
preventing any data on the bus and on a memory from being directly read
and programmed and thereby preventing original information from being
decrypted so as to store the scrambled data not only on the memory but also
i the memory.

According to one aspect of the present invention, there 1s provided a
scrambler circuit for converting to-be-processed data having four bits or
more into processed data having as many bits as the to-be-processed data by
predetermined scrambling, characterized in that the to-be-processed data is
divided into a first data block having two bits or more and a second data
block having as many bits as the first data block, and the processed data is

divided into a third data block and a fourth data block each having as many



conprises: a first scranbler unit that conducts predeterm ned first
scranbling to the first data bl ock, and that outputs first internediate
data having as nmany bits as the first data block; a first arithmetic unit
that perfornms an exclusive OR operation between the second data bl ock and
the first internmediate data for each bit, and that outputs the third data
bl ock; a second scranmbler unit that conducts one of the first scranbling
and second scranbling different fromthe first scranbling to the third
data bl ock, and that outputs second internedi ate data having as many bits
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can be enhanced. According to another aspect of the present invention,
t here i s sesopndisdeambletamit 4hbt condiuats one of she firsescramblingandisenopd cr anbl ed
data 4 having four or nore bits into unprocessed data having as many bits
as the scrambling different from the first scrambling to the third data block, and

that outputs second intermediate data having as many bits as the third data

block; and a second arithmetic unit that performs an exclusive OR operation

between the second intermediate data and the first data block for each bit,

and that outputs the fourth data block.

Further, the scrambler circuit according to the present invention is

characterized in that each of the scrambler units converts input data into

output data determined solely based on a conversion rule fixed to the each

scrambler unit.

The scrambler circuit according to the present invention

characterized as stated above can obtain processed data by scrambling

to-be-processed data, and can prevent original information from being

estimated. In addition, by appropriately setting the conversion rule for the

scrambling performed by each of the first and second scrambler unit, a

scrambling algorithm can be changed in a diversified manner, and security

can be enhanced.

According to another aspect of the present invention, there is

provided a descrambler circuit for inversely converting scrambled data
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scranbl ed data by predeterm ned descranbling, characterized in that the
scranbled data is divided into a fifth data bl ock having two bits or nore
and a sixth data block having as nany bits as the fifth data bl ock, and
the unprocessed data is divided into a seventh data bl ock and an eighth
data bl ock each having as many bits as the fifth data bl ock, and
characterized in that the descranbler circuit conprises: a third scranbler
unit that conducts predetermned third scranbling to the fifth data bl ock
and that outputs third intermedi ate data having as many bits as the fifth

data bl ock; .a third | t:h ' ' h forr | ys,i
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bit, and that outputs the eighth data bl qock. Further, the descranbler
circuit aeepvaseseed datans qgm@dnnw asetienBndata blogkand an ejghth datahat each
of the scranbler units converts input data into_ output data determ ned

sol el y badsledk each hawing asinvany bite asithedifth dabe béepkh andohaxptterizediin.  The

descranbler circuit according to the present invention characterized as
st at ed abthas therdesoxeanbleryrimuntyemprises sthiadistxinbler anihdhat candwtanbl ed
by the scranbler circuit according to the present invention into original,
unpr oc es sk detteraninEdethoieds scramidleng o tloeihfthadatar bliooly, amd that Gutpngs ent
i nvention, which is equal in circuit configuration to the scranbler
third intermediate data having as many bits as the fifth data block; a third
arithmetic unit that performs an exclusive OR operation between the sixth
data block and the third intermediate data for each bit, and that outputs the
seventh data block; a fourth scrambler unit that conducts one of the third
scrambling and fourth scrambling different from the third scrambling to the
seventh data block, and that outputs fourth intermediate data having as
many bits as the seventh data block; and a fourth arithmetic unit that
performs an exclusive OR operation between the fourth intermediate data
and the fifth data block for each bit, and that outputs the eighth data block.
Further, the descrambler circuit according to the present invention 1s
characterized in that each of the scrambler units converts input data into
output data determined solely based on a conversion rule fixed to the each
scrambler unit.
The descrambler circuit according to the present invention
characterized as stated above can inversely converts the scrambled data that

is scrambled by the scrambler circuit according to the present invention into

original, unprocessed data. The descrambler circuit according to the



circuit, uses the first scranbler unit in the scranbler circuit as the
fourth scranbler unit, and the second scranbler unit in the scranbler unit
as the third scranmbler unit. It is thereby possible to sinplify the
configuration of the descranmbler circuit. It is preferable to constitute
the scranbler circuit or the descranbler circuit according to the present
I nvention such that one of the first and second scranbler units is
constituted so that connection of part of or all of wrings between a
plurality of input termnals corresponding to respective bits of the input

data and uﬁré%bi-lf Bhvdntid, w@h‘fcﬂﬁ% egﬁgﬂgrgéﬂtrﬁgﬁ%?ﬁﬁéﬂi@ﬁbﬂ% tRe sé%zﬂﬁfétri ve bits
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shift ope‘?hﬁ SITAMPIGPTEYEt data by one bit or two or nore bits and a
repl acenent operation_ to . predeterm ned two tﬂts of the |nput dat by the
change of the cdinazefesnblerto qomstifnte thesscramblepcigenid otbe deserambles, "t he
descranbler circuit is constituted as stated finally, in_particular, all
conbi nat | @KevE ascoyding fe theipresentapention such thahene ghthe firgrand ¢ he
wirings. In the scranbler circuit or the descranble circuit according to
the preseasonipesamplar, units isconsgitated pe thatsgonnestion afipart of er altf second

scranbler 6 units includes a logic arithnetic circuit_that conducts a
pr edet er nvhaugs bgtween a plurality of input terminals corresponding to respective

bits of the input data and a plurality of cutput terminals corresponding to
respective bits of the output data is changed, and so that the conversion rule
is fixed by change of the connection of the wirings. In this case, one of the
first and second scrambler units conducts a cyclic shift operation to the input
data by one bit or two or more bits, by the change of the connection of the
wirings. Alternatively, one of the first and second scrambler units conducts
a replacement operation to predetermined two bits of the input data by the
change of the connection of the wirings. Alternatively, one of the first and
second scrambler units conducts a combination of a cyclic shift operation to
the input data by one bit or two or more bits and a replacement operation to
predetermined two bits of the input data, by the change of the connection of
the wirings. If the scrambler circuit or the descrambler circuit is
constituted as stated finally, in particular, all combinations can be covered
for the change of the connection of the wirings.

In the scrambler circuit or the descramble circuit according to the

present invention, it is preferable that one of the first and second scrambler



operation to part of or all of the bits of the "input data, and the
conversion rule is fixed by the logic arithnetic circuit. In this case,
the scranbler <circuit or the descranbler circuit is constituted such that
the logic arithnetic circuit conducts the | ogic operation to two bits or
nore of part of or an of the bits of the input data. It is further
preferable that the scranbler circuit or the descranmbler <circuit according
to the present invention is constituted such that one of the first and
second scranbler units includes a logic arithnetic circuit that conducts a
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present inventi is farther orptesa the ferarghlergireuptor the descrambler ong
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conversion rule fixed in advance, the scranbler
first and second scrambler units includes a logic arithmetic circuit that

conducts a predetermined logic operation to part of or all of the bits of the
input data and to part of or all of bits of address data obtained when the
input data is input, and the conversion rule is fixed by the logic arithmetic
circuit so as to be determined solely based on an address value of the address
data.

It is also preferable that the scrambler circuit or the descrambler
circuit according to the present invention is constituted such that one of the
first and second scrambler units includes a logic arithmetic circuit that
conducts a predetermined logic operation to part of or all of the bits of the
input data and to conversion rule fixing data stored in a predetermined
nonvolatile memory, the conversion rule is fixed by the logic arithmetic
circuit so as to be determined solely based on a data value of the conversion
rule fixing data.

It is further preferable that the scrambler circuit or the descrambler
circuit according to the present invention is constituted such that one of the

first and second scrambler units comprises’ a plurality of scrambler

|



sub-units differing in the conversion rule; and a selection circuit that
selects one of the output data of the plurality of scranbler sub-units, to
which the sane input data is input, and that outputs the sel ected output
data based on a selection rule that changes according to predeterm ned

I nformati on obtai ned when the input data is input, and such that the
conversion rule fixed to each of the scranbler sub-units is fixed so as to
be determ ned solely based on the scranbler sub-unit the output data of
which is selected based on the selection rule. In this case, the scranbler
circuit i r Y, t : t ' and second
scranbl er&uﬁrﬁlﬁg&i%?kuogivﬂg%téﬁgv% gr@#ﬁﬁ}ﬁg?agﬁg{r}gﬁ% gr Sg%t E%lhtls conpri ses:
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units conghteinedywhea thedpart datais pudnand sushgbahthe corrsisagle o code
read circuit that reads the selection code stored in a_predetern ned
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"input to the plurality of scranbler sub-units; and a | ookup table that
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on the selection rule. In this case, the scrambler circuit is preferably

constituted such that one of the first and second scrambler units including
the plurality of scrambler sub-units comprises: a code generation circuit that
generates a selection code according to the predetermined information
obtained when the input data is input, and that stores the selection code in a
predetermined nonvolatile memory while making the selection code
correspond to address data obtained when the input data is input; and a
lockup table that makes the selection code correspond to each of the plurality
of scrambler sub-units, and such that the selection circuit selects the output
data from one of the output data of the plurality of scrambler sub-units, the
selected output data being determined based on the selection code generated
by the code generation circuit and the lookup table. In addition, the
descrambler circuit is preferably constituted such that one of the third and
fourth scrambler units comprising the plurality of scrambler sub-units
comprises: a code read circuit that reads the selection code stored in a

predetermined nonvolatile memory based on address data obtained when the



sub-units, and such that the selection circuit selects the output data from
one of the output data of the plurality of scranbler sub-units, the

sel ected output data being determ ned based on the sel ection code read by
the code read circuit and the | ookup table. By adopting each of the
constitution nethods for the scranbler unit, it is possible to specify, in
the formof hardware, a diversified conversion rule as a standard of the
scranbling in the scranbler unit. This makes it either inpossible or
extrenmely difficult to decrypt data correlation the before and after the
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of functjiognal bl ocks are connected to one another by _an 'internal bus, and
it 1s possible to specify, in the form of hardware, a diversified conversion rule

as a standard of the scrambling in the scrambler unit. This makes it either
impossible or extremely difficult to decrypt data correlation the before and
after the scrambling.

According to vet another aspect of the present invention, there is
provided a data processing device characterized in that a plurality of
functional blocks are connected to one another by an internal bus, and
characterized by comprising the scrambler circuit according to the present
invention provided in a first bus interface section between the internal bus
and an external bus, the scrambler circuit inputting part of or all of data on
the internal bus as the to-be-processed data, and outputting part of or all of
data on the external bus as the processed data.

The data processing device according to the present invention
characterized as stated above can transmit the data on the internal bus to
the external bus after the data is scrambled, and store the data in, for
example, an external storage device, thereby considerably enhancing data
security.

According to still another aspect of the present invention, there is



characterized by conprising the descranbler circuit according to the
present invention in a second bus interface section between the internal
bus and the external bus, the descranmbler circuit uses part of or all of
data on the internal bus as the unprocessed data, and part of or all of
data on the external bus as the scranbled. The data processing device
according to the present invention characterized as stated above receives
the scranbled data that is scranbled by the scranmbler circuit according to
the present invention fromthe outside, and descranbles the data by the
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i nternal bhus.,and charactari ze conprising: the scranlier ci | t
hocor 0 ngveneRE n A SRR L Rieton SRTRIL B Arken! i HEPATHNS S0 FHL .
section between i he jnternal bus and.an external bus t he sgranbl er
circuit | THEPRARES,she depcimbler ciuifises fatt pEoF AN datAgnetBE ¢ he
t o- be- processed .dat a, ,and out puttJ part, of or al f,data gn the external
bos et ETERTAl SR AR (i Sbtcsted A8 St hes BF of pll SRR o he
present invention pravided iri second bus interface section between the
e the, ey

i nternal Bffernalhps 3 s, the descranbler circuit inputting part

of or all of data .on the interpal bus as the to-be-processed data, and
outputting partlleg data processingrdeyageacssr REEsetNVRAt0Re scranbl ed

data. The data processi n% device according to the present invention
characterized as stated above receives the scrambled data that is scrambled

by the scrambler circuit according to the present invention from the outside,
and descrambles the data by the descrambler circuit according to the present
invention, thereby making it possible to inversely convert the data into
original, unprocessed data. It is, therefore, possible to make use of the
original, unprocessed data on the internal bus while ensuring data security.
Further, the data processing device according to the present
invention is characterized in that a plurality of functional blocks are
connected to one another by an internal bus, and characterized by
comprising: the scrambler circuit according to the present invention provided
in a first bus interface section between the internal bus and an external bus,
the secrambler circuit inputting part of or ail of data on the internal bus as
the to-be-processed data, and outputting part of or all of data on the external
bus as the processed data; and a descramble circuit according to the present
invention provided in a second bus interface section between the internal bus
and the external bus, the descrambler circuit inputting part of or all of data

on the internal bus as the to-be-processed data, and outputting part of or all
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characterized as stated above can scranble the data on the internal bus,
transmt the scranbled data to the external bus, and store the data in, for
exanpl e, an external storage device, thereby considerably enhancing data
security. In addition, the data processing device receives the scranbl ed
data that is scranbled by the scranbler circuit according to the present

I nvention fromthe outside and descranbles the data by the descranbler
circuit, thereby inversely converting the data into original, unprocessed
data. It is, therefore, possible to make use of the original, unprocessed

data on tgfedatahiftRebxfefialPhs &8s $HE YEF bR Gatgecuri ty. The scranbl er
circuit is not always equal to the scranbler circuit that scranbles the

scranbl ed data 1TRe BG4 peeddilIng ddcd Reci@aty A eSpresthi flVentidh t he sane
Ho |(1; tﬁc ﬁw

data processing device. wever, ey are equal, bot the scranbling

d the d § - ! crantling
and the dasaramhhldpag g aB5id gﬁgﬁgrixg?%%ez%ac?ghfennﬁt% 50419 device

t8 ,
Theref ore, operations ?%‘r storin e external

storage devhgyie (RA0LAMBIA R In0 X derrdl Sushih MorkWhedfiidhin A 1 he

| i ke can be carried 0 er case, , case in ch the
oA g ol T S T SR PP <
Scr anbi or SRS it AOUEE Hhedfar B ot S 1 RS ek P SRR L ¢ 1
P e B b e SR BTk ' e b 21
Char act eriiBes oy TR 51 514 Apsarn i A fata b dbe degpembler " " 'S

circuit, thereby inversely converting the data into original, unprocessed data.

It is, therefore, possible to make use of the original, unprocessed data on the

internal bus while ensuring data security.

The scrambler circuit is not always equal to the scrambler circuit

that scrambles the scrambled data to be descrambled by the descrambler

circuit in the same data processing device. However, if they are equal, both

the scrambling and the descrambling can be performed in the same data

processing device. Therefore, operations for storing the scrambled data in

the external storage device, reading the stored data, and reusing the data,

and the hike can be carried out.

The latter case, that is, case in which the descrambler circuit

descrambles the scrambled data that is scrambled by the scrambler circuit in

the same data processing device as that includes the descrambler circuit can

be easily realized by using the first scrambler unit in the scrambler circuit as

the fourth scrambler unit in the descrambler circuit and the second

scrambler unit in the scrambler circuit as the third scrambler unit in the

descrambler circuit.
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connected to one another by a second internal bus, and characterized by
conprising the scranbler circuit according to present invention included in
a third bus "interface section between the second internal bus and a
second external bus, the scranmbler circuit inputting part of or all of
data on the second internal bus as the to-be-processed data, and
outputting part of or all of data on the second external bus as the
processed data. The data processing device according to the present

i nvention characterized as stated above can further enhance data security

and data procesphflesabldlddth-profedsiies datire RLEGIRE BY tHEYrERmccording to
the present invention, the internal bus and the éxternal bus or the second

internal husntid i%%a%&%tlﬁﬁ‘iefl%ttﬁéf‘ﬁh%ﬁliﬁ'aw oP Bulit¥driBloclsard Pl urality

of bl ocks, each of the urality of ocks tonprising the scranbler

circuit Oéorfﬂb%ﬁéli??&:ﬁﬁ@'ﬁhﬁfhé}iﬁgp EEcod\Pfr&ﬁi’ﬂ?ﬂ’bﬁé?%nﬁZéhﬁaﬁR@%g%%ﬁi devi ce

according to the present 1 nvéntion I's characterize t the internal

L s

et it b ARy e T e

the scranticaRddnteraa Bugs Bertarhs Boceried dhide 200 BiButeire partater lln b

2! SRR D H b S e MR e Wi o
e

I ion is
further Cgl%rcggstigrgi e(\argceb chl(?(;i?l% t%%ﬂgtljrtelsjér?tdm%zn IOIS’I [ Ia%ggtggi%te rasis %%ff ated
above can further enhance data security and data processing security.

In the data processing device according to the present invention, the
internal bus and the external bus or the second internal bus and the second
external bus may be divided into a plurality of blocks, each of the plurality of
blocks comprising the scrambler circuit or the descrambler circuit.

Moreover, the data processing device according to the present
invention is characterized in that the internal bus and the external bus are
data buses and in that the second internal bus and the second external bus
are address buses. The data processing device according to the present
invention characterized as stated above includes the scrambler circuit that
scrambles the data buses and the descrambler circuit that descrambles the
data buses in the single data processing device, so that the data on the data
buses and on the memories can be scrambled. In addition, since the data
processing device includes the scrambler circuit that scrambles the address

buses, the data can be protected more safely by accessing the memory using

the scrambled address.
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circuit having the plurality of functional blocks and the bus interface
section fornmed on a single sem conductor substrate. In addition, the data
processi ng device functions as a one-chip m croconputer conprising an
arithnmetic logic unit as one of the functional blocks, and controlling the

i nternal bus and the external bus. These features nmake it either inpossible
or extrenely difficult for an intruder to probe the internal bus of the IC
and the nmenories and to read or programthe data, or to read the data from
the nmenory separated as a result of a separation analysis and to decrypt

original inforpRgigata pReeatiliedevie BtdoklifNe) RS pR3RREInWhtideisPr esent

I nvention, there is provided an IC card according to the present invention

char act er {8 O¥h abetdidzdd By ﬂ@fngg éHI&?Rﬁfé&‘Es Q"s\éhﬁﬁoﬁ&&é%f iﬂ‘%ﬁ%&le he present

i nvention as a one-chip m'croconputer for systemcontro card
accordi ng..t.Q . ‘ﬂ’]@% ' 'r_ggi | .can
scranbl e ?I&}(gurctiz'[%a ?Z%Biuéjﬁgi\ff ﬁg a tg&gd%%[‘i %S@%Fﬁgﬁgan%ﬁ%g%égvgﬁeal I ze
an | C car Sl | i F PTI THE DRAW NGS
Fig. | i Sf%g}r&a&t)%xﬁﬂcﬁﬁé r%as% \kg{;%%l?cﬁpf S{ép? aFLeés? o@?@glr?%;l’ gl\%gg%e i nt er nal
configuration of a dat prcgcessi ng device that includes a .scranbler

Circuit aRPCESTBEASYNA THACHOPS dsc® RTEPHR WACLEOPREG: SUBRESHIE Bt i on,
sccord 10 g SB R IL ol 1R RESERTL NGRS hol o Bt oo o
B Ay RO R MR R I TR
| nventi On(;)r extremely difficult for an intruder to probe the internal bus of the IC and
the memories and to read or program the data, or to read the data from the
memory separated as a result of a separation analysis and to decrypt original
information.

According to still another aspect of the present invention, there is
provided an IC card according to the present invention characterized by
using the data processing device according to the present invention as a
one-chip microcomputer for system control. The IC card according to the
present invention characterized as stated above can scramble the data buses

and the data on the memories, and thereby realize an IC card that ensures

high security.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1is a block diagram which illustrates one example of the
internal configuration of a data processing device that includes a scrambler
circuit and a descrambler circuit according to the present invention,
according to one embodiment of the present invention;

Fig. 2 is a block diagram which illustrates one example of the
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Figs. 3A and 3B are block diagrans which illustrate the circuit
configuration of the scranbler circuit and that of the descranmbler circuit,
respectively, according to one enbodi nrent of the present invention; Fig. 4
is a circuit block diagramwhich illustrates a scranbler unit, used in
each of the scranmbler circuit and the descranmbler circuit according to the
present invention, according to the first enbodi nent of the present
invention; Fig. 5is a circuit block diagramwhich illustrates the
scranbler unit, wused in each of the scranbler circuit and the descranbl er

circuit aggemiINGnfiFurhfitn HFREAath PYscssRiy dAGeOTI A G chiddsdhesecond

enbodi nent of the present invention; Fig. 6 is a circuit block diagram

whi ch i | '%}tﬁ%{rﬂggﬁcﬁbﬁa@ﬁ@fﬁﬂ §ésciBiribler éi%ﬁﬂt,i &cﬁﬁﬁ?ﬁ% ddiRh&f " ambl er

circuit a descr er circurt according to e present invention,

26201 L "Gphgblich O SRR Byl 1o reSET LIvent o Fi 7 e s
o e SEr o ol S8 SR TR SnBA M F R AR,
overt O nbbacRold e Skl RS AR B LR, o o
IR NI N T B R LT
According To t HoBAds e re BiRcko ooy BidigUstrates & serambler i,
used in each of the scrambler circuit and the descrambler circuit according to
the present invention, according to the first embodiment of the present
invention;
Fig. 5 is a circuit block diagram which illustrates the scrambler unit,
used in each of the scrambler circuit and the descrambler circuit according to
the present invention, according to the second embodiment of the present
1nvention;
Fig. 6 is a circuit block diagram which illustrates the scrambler unit,
used in each of the scrambler circuit and the descrambler circuit according to
the present invention, according to the fourth embodiment of the present
invention;
Fig. 7 is a circuit block diagram which illustrates the scrambler unit,
used in each of the scrambler circuit and the descrambler circuit according to
the present invention, according to the fifth embodiment of the present
mvention;
Fig. 8 is a circuit block diagram which illustrates the scrambler unit,
used in each of the scrambler circuit and the descrambler circuit according to

the present invention, according to the sixth embodiment of the present
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t he seventh enbodi mrent of the present invention; Fig. 10 is a circuit block
diagramwhich illustrates the scranbler unit, used in the descranbler
circuit according to the present invention, according to the eighth

enbodi ment of the present invention; Figs. 11A and 11B are explanatory
views for data processing flows of the scranbler circuit and the
descranbler circuit according to the present invention, respectively; Fig.
12 is a block diagramwhich illustrates the scranbler circuit according to
yet anot her enbodi ment of the present invention; Fig. 13 is a block diagram
whi ch il ligsteh@ilogs the descranbler circuit according to yet another

enbodi nent of the present invention; Fig. 14 is a block diagram which

illustrates an'-‘@(gf{ﬁ'aeblﬂfuﬁ Bﬁ)ck' d]thzﬂﬁ'wﬁﬁﬁfﬂl%fﬁttéﬂh@gcﬁﬂlﬂl@r Rl
according to one enbodi nent of the “present invention; and F|g 15 i's an

o or - ar tee e Rt A A AR T b B SR R oot <
of a scraﬁrﬂy lﬁ%ﬂiﬁc eﬁ@%ﬂﬂg‘gkg dﬁeﬁﬂﬁoﬁand a data proce55| ng devi ce
c rc

which in e scra er ci escranbler Circuit according

to the present EgFﬁP{ | Bt B &%%%Bhpx%ﬂmﬂﬁi bl gho WhidmERLGIECE L0

the draw ngs. ustra es ‘one exanple O er na

cont ot S0l oAU SAFAFL 0] b EAELER,ELF S AL,
circuit Zé)othaecé?lgfxﬁll fhbodimen o?%@%xe@%ﬁ 11(i)ve:IEtr1](()an,pr esent invention.

Figs. 11A and 11B are explanatory views for data processing flows of
the scrambler circuit and the descrambler circuit according to the present
invention, respectively:

Fig. 12 is a block diagram which illustrates the scrambler circuit
according to yet another embodiment of the present invention;

Fig. 13 is a block diagram which illustrates the descrambler circuit
according to yet another embodiment of the present invention;

Fig. 14 is a block diagram which illustrates one example of the
internal configuration of an IC card according to one embodiment of the
present invention; and

Fig. 15 is an explanatory view for a conventional scrambling

technique disclosed by a prior art publication.

DETAILED DESCRIPTION OF THE INVENTION
Embodiments of a scrambler circuit, a descrambler circuit, and a
data processing device which includes the scrambler circuit and the
descrambler circuit according to the present invention will be described

hereinafter with reference to the drawings.
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The 1 C 100 shown in Fig. 1 includes a CPU 200 that is one exanple of the
data processi ng device according to the present invention, and includes,
as external nenories, a ROM 300 and a RAM 400 each connected to the CPU
200 by an external data bus 600 and an external address bus 700, and a
nonvol atil e nmenory 500 such as an E2PROM The I C 100 is constituted as a
one-chip mcroconputer. In the CPU 200, an arithnmetic logic unit
(hereinafter, "ALU') 210, a cache nmenory 211, an instruction decoder
controller 212, a register group 214, a data bus control circuit 215, and

the like are coppeqtigsishtdneeehifile of ROHIRrAR dopifRiRatioflaifa bus 213.

The register group 214 is connected to an address bus control circuit 216.

In the @%éﬁﬁggggb@fgh&?gg%d BIPLR 100 Gl%%j&xr?%%ga‘q PRl Sh ARl on the

i nternal data outputs the scra ata to the external data

bus 600. e LSl t . 0

descr anbl S SEt12E et Bigh 280 arld 250 WG, £ R RAbIEE e 248 el difeso,

d nbl ed d t jnt |.,data .bus 213. Wien the CPU 200

the. ext or f3F HEAGeBF BEHR BFEBRuPRGEYE, 2o ed by the second ser ambl er

[ it 220 i Lt i ted.that the fj | ' ' 0 and

the second scr aBf & 100 AT bSBigl mslites 2 KED 2BAPbI tad vidhle 11 ™"
nbl i ithm .l t h , .t ' it fi t.i f

cor anbl er thi LA PERCeHIRE LR A FORE oyt STPEE he A Den S BR AP BIACS 1 cui ¢

to be d i bed | at be_eij I | ff t bet the first

and secorth SEIERB] BeTeqTIEtid BOMOUEh bR AN 00\ 6RIhBORHRRR TeRBEN | n Fi .

1, the address bus is scra&éed. However,, the scran&)dri ng, of bhe agdress

bus i s notPA 4RYbyanserernal ata bus 600 and an external address bus 700, and a

nonvolatile memory 500 such as an E2PROM. The IC 100 is constituted as
a one-chip microcomputer.

In the CPU 200, an arithmetic logic unit (thereinafter, “ALU”) 210, a
cache memory 211, an instruction decoder controller 212, a register group
214, a data bus control circuit 215, and the like are connected to one another
through an internal data bus 213. The register group 214 is connected to an
address bus control circuit 216.

In the CPU 200, the first scrambler circuit 230 scrambles data on the
internal data bus 213, and outputs the scrambled data to the external data
bus 600. When data is input from the external data bus 600, the
descrambler circuit 240 descrambles the input data, and transfers the
descrambled data to the internal data bus 213.

When the CPU 200 accesses the external memory group, an address
scrambled by the second scrambler circuit 220 is used. It is noted that the
first scrambler circuit 230 and the second scrambler circuit 220 may be
either equal or different in scrambling algorithm. In other words, the

circuit configuration of a scrambler unit that fixes a conversion rule for each
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shown in Fig. 2, therefore, the IC 100 may be constituted such that only
the data bus is scranbled and such that no second scranmbler circuit 220 is
provi ded. The configuration shown in Fig. 2 is equal to that of the

enbodi ment shown in Fig. | except that the second scranbler circuit 220 is
not provided. The circuit configurations of the scranbler circuits (first
scranbler circuit 230 and second scranbler circuit 220) and the
descranbler circuit 240 according to the present invention will next be
described. Since the first scranbler circuit 230 and the second scranbl er

Cireuit 288a@ileRayabicih PoaRIsErib6l 164 mGQBEItHEH dfihl o? Wifbferithe scranbl er

circuits win be described. Figs. and are circuit diagrans of the
scranbl ery, G [ I ' ' respectively. As
shown in lﬁ'?ctge%x‘?’eﬁ%%? %%?aagr%ﬁgggggflgﬁ@ chlfc\}ﬁ tdsre%éq ?l{lgﬁ%\?ﬂ data bl ocks of a

BO (0 bit to (nrLhe qefiimgie sy &@F&%—L}@fgﬁ%@éﬁ?ﬁs R

\ : : 0. : .
22?58?2@%%?%9 e %ﬁﬁiﬁgﬁhs%‘yf i el R RN il 7 P

.8t hi '(n/2 hits. - bj

OO Ut b sy et Thats B fe Phfutfed BuehmBbbily A0, 2 s
ek 5 b ARG el el Lo BB BRI PRI 5, O
oper at | oo R4 Tite BerfBRratian SOV hTRRREd? 1 BTGk By tbat OLHRE 1iret
scranbler upit. 231 and the_jnput BO for each bit, a segond scr ler unit
232 whi che@BB ent SIHY Wy 1 Hag ] 8’&‘%9&3'3521% ¢ speondsrapthier grcw ¥st

not provided.

The circuit configurations of the scrambler circuits (first scrambler
circuit 230 and second scrambler circuit 220) and the descrambler circuit 240
according to the present invention will next be described. Since the first
scrambler circuit 230 and the second scrambler circuit 220 are equal in basic
circuit configuration, one of the scrambler circuits will be described. Figs.
3A and 3B are circuit diagrams of the scrambler circuit 230 and the
descrambler circuit 240, respectively.

As shown in Fig. 3A, non-scrambled data is divided into two data
blocks of a first data block B1.(n/2 bits to (n-1) bits)) and a second data block
BO (0 bit to (n/2-1) bits), and the divided two data blocks B1 and B0 are input
to the scrambler circuit 230. The scrambler circuit 230 outputs scrambled
data having as many bits as the non-scrambled data and constructed by a
third data block B1’ (n/2 bits to (n-1) bits) and a fourth data block B0’ (0 bit to
(n/2-1) bits).

The scrambler circuit 230 includes a first scrambler unit 231 which

subjects the input (first data block) B1 to first scrambling, a first arithmetic

17



arithmetic unit 233 to second scranbling, and a second arithnetic unit 234
whi ch includes a plurality of exclusive OR circuits that perform an
exclusive OR operation between an output (second intermnediate data) of the
second scranbler unit 232 and the input B 1 for each bit and that out put
the fourth data block BO. Likew se, as shown '"in Fig. 3B, non-descranbl ed
scranbled data is divided into two data blocks of a fifth data block B 1'
(n/2 bits to (n - 1) bits) and a sixth data block BO (0 bit to (n/2-1)
bits). The divided two data blocks B Vand BO are 'input to the

descr anbl enit@33cwhich?vi?lu ddsea ghaclapiof exclusivecOR! cidtfitoth iy formpraacessed
data constructed by a seventh data block Bl" (n/2 bits to (n-1) bits) and
an ei ght hexthbhi€iveIGR lopBfAti¢rO bbiwedrnah mupd) (fbist $hterntwalvateod ) whiolye bi t s as

t he non-descranbl ed scranbl ed data, and inversely converted by

descr anbl fifig seetrabbersemie @31 40 Theigrad@afis eichchitCaisteotdDsdragdldes a third
scranbler unit 232 (equal to the second scranbler unit 232 in this

embodi Mengit\BYCRhEdkdhEs5kets thivel blapktdalba B I ehatisi £h satAmndf the f:egual to the
second scranblin g in this enbodinent), a third arithnetic unit 233 which

i ncl udes grighibat it 283 t6%6¢di ¥Safhhlfig, Gid & sbbirhaRehmetieruAp 28%C! usi ve
OR operatlon between an output (third internediate data) of the third

scranbl ery Hn%ﬁzd@wplmhtyw%clﬁgﬁeoomﬁmpé that®drPorvh AnS&icRadVer unit
231 (equal to the firs scranbler unit 231 in this enbodi nent) which

subj ects Hag, !ﬁ'ﬂh%éﬂ%@n?ﬁyf}%@%‘f (%t]ontdriﬁ?efrﬁe 'ﬁt@ﬁh%tofq:heté%@oﬁ@' rd

arlthrretlcu It 233 to fou Ing (equal to the first scranbling in
this embogriRiidr ufthsh LR ihE inpdt BRTBE bAcH Bit arth A bHbut 1BL YHERHA
plurality o u3| ve circuits that per orms an exclusive operation

bet ween t@ftaaﬁlof?k'w.t (fourth

Likewise, as shown in Fig. 3B, non-descrambled scrambled data is
divided into two data blocks of a fifth data block B1’ (n/2 bits to (n-1) bits)
and a sixth data block B0’ (0 bit to (n/2-1) bits). The divided two data blocks
B1’ and B0’ are input to the descrambler circuit 240. The descrambler
circuit 240 outputs unprocessed data constructed by a seventh data block B1”
(n/2 bits to (n-1) bits) and an eighth data block B0” (0 bit to (n/2-1) bits),
having as many bits as the non-descrambled scrambled data, and inversely
converted by descrambling before scrambling.

The descrambler circuit 240 includes a third scrambler unit 232
(equal to the second scrambler unit 232 in this embodiment) which subjects
the input B1’ to third scrambling (equal to the second scrambling in this
embodiment), a third arithmetic unit 233 which includes a plurality of
exclusive OR circuits which performs an exclusive OR operation between an
output (third intermediate data) of the third scrambler unit 232 and the
input B0’ for each bit, a fourth scrambler unit 231 (equal to the first

scrambler unit 231 in this embodiment) which subjects the seventh data

18



I ntermedi ate data) of the fourth scranbler unit 231 and the input B 1'for
each bit, and that outputs the eighth data bl ock BO'. The scranbling
executed by the scranmbler unit 231 and that executed by the scranbler unit
232 are constituted to convert the input data into output data determ ned
solely by conversion rules fixed to the respective scranbler units. It is
not ed, however, that the first scranbler unit 231 in the scranbler circuit
230 and the fourth scranbler unit 231 in the descranbler <circuit 240 mnust
be constituted to performthe sanme scranbling based on the sane conversion
rul e. Li keleckd31tthat seaoratput afithethindiarithgeticunite2 3Bt fomtotler circuit 230
and the third scranbler unit 232 in the descranbler circuit 240 nust be
const i t ut smratmblieg (egpuml to¢he fimst sorastiingin this et lodintent), sardea downthr si on
rule. The first and fourth scranmbler units 231 and the second and third
scr anbl er arithineti23thitr834 yehiehtiheludeq uapluenlith 6f excduasivierOR corehii guhatti on.
However, if the units 231 and the units 232 are different in <circuit

conf i gur apéxdorms tani sxchasise DR op eratiwubetwasretlenhanaepusourili y. | n
addition, the first to fourth arithmetic units 233 and 234 are equal in

circuit anrefmediateidana) Mibefoaxth saamidernndpe3 Bahdrthefinpie B1 fat (fourth)
scrambler unit 231 as an S| function and that of the second (third)

scranbl ereath bit23nd ahafbutphitsithe Gigloh dapeslotk Bos, of the scranbler circuit
230 and t he descranbler circuit 19 240 will next be described. The

P o oo oo st eycawl 48 asbrsied by the
executed by the scrambler umt 232 are constituted to convert the input data
into output data determined solely by conversion rules fixed to the respective
scrambler units.

It is noted, however, that the first scrambler unit 231 in the
scrambler circuit 230 and the fourth scrambler unit 231 in the descrambler
circuit 240 must be constituted to perform the same scrambling based on the
same conversion rule. Likewise, the second scrambler unit 232 in the
scrambler circuit 230 and the third scrambler unit 232 in the descrambler
circuit 240 must be constituted to perform the same scrambling based on the
same conversion rule. The first and fourth scrambler units 231 and the
second and third scrambler units 232 may be either equal or different in
configuration. However, if the units 231 and the units 232 are different in
circuit configuration, it is possible to ensure more enhanced security. In
addition, the first to fourth arithmetic units 233 and 234 are equal in circuit
configuration.

While expressing an operation of the first (fourth) scrambler unit 231

as an S1 function and that of the second (third) scrambler unit 232 as an S2

function, operations of the scrambler circuit 230 and the descrambler circuit
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BO =B 1 xor S2 (B 1')(2) Next, the operation (descranibling) of the
descranbler circuit 240 is expressed by the follow ng Equations 3 and 4. B
| "=BO xor S2(B 0(3) B0"=B1' xorSI(B1")(4) Using Equations | to 4, the data
scranbl ed by the scranbler circuit 230 is inversely converted by
descranbling performed by the descranbler <circuit 240, and returned to
original data. Nanely, if Wn Equation 2 is assigned to BOin Equation 3
to thereby delete BO, the following Equation 5 is obtained. Since an

excl usive OR operation between multiple variables produces the sane

ari t het i 240 sallinextbealysedbede of their arithnmetic orders, and an

excl usi ve OR operation between the sane values is zero, the follow ng
Equation 6 i s OPhabperhtidh (scriinbling) ofSE{BsdrantileS2(rBuit)23(6)s dxpressed | xor
O=B 1 (6) 20 Next, if BI1' in Equation 1 is assigned to B 1' in Equation 4
t o del et eby Ehé folldwimgi Biphaiomg 1 ayde2.i on 7 i s obtained. Further, if B 1" in
Equation 6 is assigned to B 1" in Equation 7 to delete B 1", an excl usive
OR operation between the multiple variables produces the sane arithnetic
result irrespective of their arithmetic orders and an excl usive OR

oper at i onBheiBEgsr S pane (ypl ue is zero. Therefore, the follow ng Equation
8 is obtained. BO'=BO xor S1(Bl1) xor Si(Bl1")(7) BO'=BO xor S 1(B 1) xor S
1(B 1) =BROZR1 kor S2(Bs dgppnstrated that the non-scranbled data BO and B
1 are

Next, the operation (descrambling) of the descrambler circuit 240 is

expressed by the following Equations 3 and 4.

B1"=B0’ xor S2(B1) (3)
B0”=B1’xor S1(B1") (4)

Using Equations 1 to 4, the data scrambled by the scrambler circuit
230 is inversely converted by descrambling performed by the descrambler
circuit 240, and returned to original data. Namely, if B0’ in Equation 2 1s
assigned to B0’ in Equation 3 to thereby delete B0’ the following Equation 5
is obtained. Since an exclusive OR operation between multiple variables
produces the same arithmetic result irrespective of their arithmetic orders,
and an exclusive OR operation between the same values is zero, the following

Equation 6 is ocbtained.

B17=B1 xor S2(B1’) xor S2(B1’) (5)

B1’=B1 xor 0=B1 (6)
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equal to the descranbled data BO' and Bl1", respectively. In addition, the
cal cul ations can be nade w thout depending on arithnmetic contents of the
functions S1 and S2. Therefore, as long as conditions that outputs of the
functions S 1 and S2 are deternmined solely relative to input arbitrary
values are net, contents of the scranbling executed by the first and
second scranbler units 231 and 232 can be arbitrarily sel ected.
Accordingly, it suffices to select, as the functions S1 and S2, optinum
processings in light of the trade-off between security enhancenent and

cost or feasi biNekty iSBEinTBquatitl Uiis axsiinRd thB1'¢h Bt dtisipafto @el@ei on of
the first or second scranbler unit 231 or 232 for fixing the conversion

rule t haEiB?lP:?gé F RwinReE %4 360 171 19 QbRSInEAr MEdrYer, 1B U EqWhtibnteist be

AR it U S IR
e o vty g
tsﬂioanogoﬁr.?:ia(?f, E?:'he_ ouf%u%i, r%&b_-e%,t F.Sja,m S%rfﬂ%&c ig .etxpr essed as
and s oreRattse ot PR AR ondee oS UM SRR GERpiRRoRG  Top o
Che FirstbspecnBeipantt balustistbert TR 3o Wb Kihe BORRALC T " ©
enbodi nment,. Asthown in Fig. 5 respective two adjacent bits of the output

[SDn-1, @aned. SD 1, SDO are replaced by each other relative to the
i nput [Dn-1,

B0"=B0 xor S1(B1) xor S1(B1") (7
B0"=B0 xor S1(B1) xor S1(B1) =B0 (8)

It is thus demonstrated that the non-scrambled data BO and B1 are
equal to the descrambled data B0” and B1”, respectively. In addition, the
calculations can be made without depending on arithmetic contents of the
functions S1 and S2. Therefore, as long as conditions that outputs of the
functions S1 and S2 are determined solely relative to input arbitrary values
are met, contents of the scrambling executed by the first and second
scrambler units 231 and 232 can be arbitrarily selected. Accordingly, it
suffices to select, as the functions S1 and S2, optimum processings in light of
the trade-off between security enhancement and cost or feasibility such as
circuit scale.

The circuit configuration of the first or second scrambler unit 231 or
232 for fixing the conversion rule that specifies the scrambling performed by
the unit will next be described. Fig. 4 illustrates the circuit configuration of

the first or second scrambler unit 231 or 232 according to the first
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Dn-2,... , D1, DO]. Asa result of this operation, the output [SDn-1,
SDn-2, ...l SDI, SDQ is expressed as shown in the foll ow ng Equation 10.
[SDn-1, SDn-2, ..., SD1, sSDOQ =[Dn-2, Dn-1,..., DO D1] (10) Although not
shown in the drawing, as the circuit configuration of the first or second
scranbler unit 231 or 232 according to the third enbodinent, nore
diversified wiring replacenent can be realized by an arbitrary conbi nation
of the scranbling in the first enbodinment and that in the second

enbodi ment. 22 Fig. 6 illustrates the circuit configuration of the first or
second sembotineentunit 231 or 232 according to the fourth enbodinent. In
the first to third enbodinents, the fixing of the conversion rule is
realized by chanshewntihdtigi 4j agsubmitkSdm-d, SDur-2) j.t,\5Ibf, SIDPLis dhafteidnal s
corresponding to respective bits of the input data and a plurality of

out put t exighfiby 9nedsit relapeadong inputdPreti Dre2 hi.t 19D he Asud pegultlafa. 1 n
the fourth enbodi nent shown in Fig. 6, the fixing of the conversion rule

i s realizgfs byerstidli, abkica@peafSDRI T, SThn2he .| SDut SHHA & boprespeddet er mi ned
| ogi ¢ operation. SpeC| fically, two adjacent bits of the output [SDn-1,

SDn- 2, showc-tpin t@ﬂumg E&Dl@wgﬁ od Tpifadwitled RBER)inGRat TO eRcilghed | ve to
t he |nput [Dn-1 . Asa result of this operation, the

out put [smﬁissﬁmd%oaﬁrstﬁ%n tﬁ@@l@ft is expressed as shown in the
followi ng Equation 11. [S ..., SD1, SD 01 =[DO nand Dn-1,.

D1 nand DQ {11) The type of the AND operation is not limted to the nand
operation, and the nunber of bits subjected to the operation may be

arbitrarijgpn-1, SDn-2, ..., SD1, SDO]
=[D0, Dn-1...., D2, D11(®)

Fig. 5 illustrates the circuit configuration of the first or second
scrambler unit 231 or 232 according to the second embodiment.

As shown in Fig. 5, respective two adjacent bits of the output [SDn-1,
SDn-2, ..., SD1, SDO] are replaced by each other relative to the input [Dn-1,
Dn-2, ..., D1, D0). As a result of this operation, the output [SDn-1, SDn-2,

., SD1, SDO0} is expressed as shown in the following Equation 10.

[SDn-1, SDn-2, ..., SD1, SD0]
=[Dn-2, Dn-1,..., DO, D1] (10)

Although not shown in the drawing, as the circuit configuration of
the first or second scrambler unit 231 or 232 according to the third
embodiment, more diversified wiring replacement can be realized by an
arbitrary combination of the scrambling in the first embodiment and that in

the second embodiment.
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changed. Fig. 7 illustrates the circuit configuration of the first or
second scranbler unit 231 or 232 according to the fifth enbodinent. In the
first to fourth enbodi ment, the conversion rule for the conversion from
the input data to the output data is always fixed irrespective of an
address value of address data. In the fifth enbodi mrent shown in Fig. 7,
the input data is subjected to a |l ogic operation using a nenory address
corresponding to the 23 input data, whereby scranbling different anong
address values is realized. Specifically, the output [SDn-1, SDn-2, ...,
SD1, SDQ| is ol Batlubtrapes floy diregit @ BEgr4teorc bfidie/BrsIR)r syeendt i on bet ween

the input [Dn-1, Dn-2, ..., D1, DQ and the address [ADn-1, And-2,...,
AD1, ADQ scréambler aaitl 23 0br 282iascadéni@to the fdureh euildimShin- In Ghe Higst
expressed as shown in the follow ng Equation 12. [SDn-1, Sbn-2, ..., SDI,

SDT  =[ Dntolthifd eNBddiments, thPEAE of\ B3 cdivdrsidh Bilewe rédlize@ey i on 12, the

conversion rule that specifies the scranbling for an arbitrary address

val ue is @dehffilkRE wiRingRRltWéen _aTﬁlﬁ!i-%%/&?in%ﬁ%ei‘rﬁiﬂd]@c@ﬂ@gﬁéﬁdiﬁﬁ toul e is

changed in the sanme scranbler units and 232 according to the change of

the addr esspudlitebitslofithe SRSY! @8kd B34 a flLald8! 6 distpul ¥&FmBlalsconverted into
non-scranbl ed data by using the sanme address val ue during inverse

conver si O&rr&ﬁiﬁ?xlﬂi?%g;tﬁ?ewﬁ%ai@t ngiBﬁE ggﬁ.ngﬁl t’i}%&ﬁiﬁrﬂw det er mi ni ng

the conversion I at “speci he scra . I's noted that the
and that TRR0REhEnOREHERAR LT e YNk R ik Sl BLFANAL YRafRPREr AL On
subjecting each bit of the input data to a predetermined logic operation.
Specifically, two adjacent bits of the output [SDn-1, SDn-2, ..., SD1, SDO0] are
subjected to a nand (AND) operation relative to the input [Dn-1, Dn-2, ..., D1,
DO0]. As a result of this operation, the output [SDn-1, SDn-2, ..., SD1, SD(]

1s expressed as shown in the following Equation 11.

[SDn-1, SDn-2, ..., SD1, SD0]
=[D0 nand Dn-1,..., D1 nand DO] (1D

The type of the AND operation 1s not limited to the nand operation,
and the number of bits subjected to the operation may be arbitrarily
changed.

Fig. 7 illustrates the circuit configuration of the first or second
scrambler unit 231 or 232 according to the fifth embodiment. In the first to
fourth embodiment, the conversion rule for the conversion from the input
data to the output data is always fixed irrespective of an address value of
address data. In the fifth embodiment shown in Fig. 7, the input data is

subjected to a logic operation using a memory address corresponding to the
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in this enbodinent) and the nunber of bits subjected to operation can be
appropriately changed. Fig. 8 illustrates the circuit configuration of the
first or second scranbler unit 231 or 232 according to the sixth
enbodinment. In the first to fifth enbodinents, as |ong as hardware
configuration such as the 24 replacenent of wirings in the scranbler unit
or the logic operation circuit, or the conbination of the |ogic operation
circuit and the address value is equal between the scranbler units, the
conversion rule between the input data and the output data is constantly
fixed. | ninpwe dutaf WhendlndseraniblatpdifferenFamongBaddiess vahuds idatalized.
subjected to a |l ogic operation using key information (conversion rule
fixing data) stSpedficallyy theyuspwor EBen 1oSDN-31 i.|,SDENSDY] 256btankyd Hei ng so,
even if the scranbler units are equal in hardware configuration or address

val ue, dipéfoEning ah HORIi(egclasivel®RPepétitiRObétwddretiecmpretiDrel, Baranbl er
units. Specifically, an xor (exclusive OR) operation is perforned bet ween

the input [yt 130] &0d Zhe addreds [ADHPI Agvde2 t.he Afpy, ADODr &8 haesbMrsf 1, Kn-2,

.., Kn, KO] for each bit to obtain the output [SDn-1, SDn-2,..., SDI,
SDO . Asath1§ %ﬁéf&n&i thigicutpae SB[hono] isf&;ﬁ’ééﬁ& as%(swﬁ 1H]thb5foﬂé£\9ﬁ@56d as
shown in the | om ng Equation 13. =[ Dn-1

xor Kn-1,g uanongxorl«] (13) The key |nfornat|on stored |n the key

st orage nonvolatlle menory 250 may be fixed while a device including the
scranbler units is manufactured or may be set at an arbitrary value after
manuf acturing by witing neans provi ded separately using a progranmbl e

nonvol atifsy,-1, SDn-2, ..., SD1, SDO]
=[Dn-1 xor ADn-1, ..., DO xor AD0} (12)

As shown in Equation 12, the conversion rule that specifies the
scrambling for an arbitrary address value is determined univocally.
Therefore, even if the conversion rule is changed in the same scrambler units
231 and 232 according to the change of the address value, it is ensured that
the data is inversely converted into non-scrambled data by using the same
address value during inverse conversion. Namely, the address value
functions as a key for determining the conversion rule that specifies the
scrambling.

It is noted that the type of the logic operation is not limited to the
exclusive OR operation, and that the number of bits of the key (address value
in this embodiment) and the number of bits subjected to operation can be
appropriately changed.

Fig. 8 illustrates the circuit configuration of the first or second
scrambler unit 231 or 2.32 according to the sixth embodiment. In the first to

fifth embodiments, as long as hardware configuration such as the
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menory. The type of the logic operation is not limted to the exclusive OR
operation, and the nunber of bits of the key information and the nunber of
25 bits subjected to operation can be appropriately changed. Figs. 9 and 10
illustrate the circuit configurations of the first (fourth) or second
(third) scranbler unit 231 or 232 according to the seventh and eighth
enbodi nents, respectively. In the first to sixth enbodi nents, the
conversion rule for the conversion between the input data and the out put
data is always fixed in the same scranbler unit. In the seventh and ei ghth
enbodi menteplacenpéntr afl wiryngs irsthreasdrhatbl seionitnort thedagdeperatiodi difomi€ e
conversion rules used for the input data are prepared. In addition, the

scranbl erthéniomBidhtion ofdheiloglcupesation elhreaiti and che addfesdIalubicbqsal ect s
one of a plurality of pieces of output data (intermnedi ate output data)

that are gwedBtheasrdiblaaiand!the codbersion sulkIatwiceatthanapat datdhad
according to the conversion rules, and that are output fromthe scranbler

sub- uni t sthéRutpulb Anes i9CostaRtGTHHAN TH! theldinth 6MBDARARESINGWH i Rig. _
predeterm ned information obtai ned when the input data is input. Wth this

constit utg QRe inhi€ daPA¥LEIjBFedUb TogieBpdiratiohtuShEHEY ifformation S _
sequentially changed according to the predeterm ned information obtained

when the (opdrsiit PulleSixihBRitka) %@é&%a@%th%géﬁ?ﬁvoﬂ&ﬁ%eﬁowm-

realizes nore conplicated” scranbling and descranbling. In othef words, the

conver si (@H{.{ﬁgeéé, E%h ifPR&H&ﬂa?‘ilflﬁ? ulnis £ &JPA15h KRl REcohfightatesh sol el y

accordi ng predeterm ne ormation obtained when the input data is
scr ambl orot i REEET Rafle, Witetthr/ccnb ARG OB I PEIbIHEEin Hhe IR EINELT
scrambler units.
Specifically, an xor (exclusive OR) operation is performed between
the input [Dn-1, Dn-2, ..., D1, DO] and the key information [Kn-1, Kn-2, ...,
Kn, K0] for each hit to obtain the output [SDn-1, SDn-2, ..., SD1,SD0]. Asa

result of this operation, the output SD[n-1:0] is expressed as shown in the

following Equation 13.

[SDn-1, SDn-2, ..., SD1, SD0]
=[Dn-1 xor Kn-1, ..., D0 xor K0] (13)

The key information stored in the key storage nonvolatile memory
250 may be fixed while a device including the scrambler units is
manufactured or may be set at an arbitrary value after manufacturing by
writing means provided separately using a programmable nonvolatile
memory.

The type of the logic operation is not limited to the exclusive OR

operation, and the number of bits of the key information and the number of
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configuration of the first or second scranbler unit 231 or 232, or a new
scranbl er unit having a conversion rule obtained by conbining two or nore
conversion rules of the scranbler units in the first to sixth enbodi nents.
26 The seventh enbodinment is the enbodi ment in which the scranmbler wunit is
limted to the first or second scranbler unit 231 or 232 enployed in the
scranbler circuit 230. The eighth enbodinment is the enbodinment in which
the scranbler unit is limted to the third or fourth scranbler unit 232 or
231 employed in the descranmbler circuit 240. The scranbler units in the
first to bitxshbpebatiospdiatnecdbe hppsdpramdlyseeangedicr anbl er units 231 and
232 in the scranbler circuit 230 and the fourth and third scranble units

231 and 232 i rFighe9descI@ibhsira theudifcudd Gonfipuiitionst dfehedirse sfoarthing
units are the sane units. In the seventh and ei ghth enbodi nents, a

| ocati on ovéRbadeEieirds sérammler unif 231 sr 232dictsrdih¥ed thElwpaerh ande
corresponding scranbler units in the seventh enbodi nent between the

scranbl ergjghtk ntbodBRn28 debPectiRI¢! PR fisdttoWikth2d@badinéh@sehé n t he
ei ght h enbodi nent are equal in fixed conversion rule. The respective

circuits WrJerSiendeds fé:PaRk ddhvedSbaHetwben THOMIphdidand thé bayset anbl er
unit in the seventh enbodi nent includes the plural scranbler sub unit 235,

the sel eca&ms%%%tﬁgeagg Hebaine ga%@nla%g g{rﬁf.i O fHd SelehtR _%demggkh

generates a selectron co according to t predeterm ned inforrmation

obt ai ned %ngatrﬂéh SN BYIu Al (i){sschgﬂl‘l‘)tler Al uiYsIs5 RLANESHiffaeie! €ction code

and address ta obtai'ned en the input datais 1nput In a selection code

t .| ' ' t h ot her,
and a2 ooiRrdbhatBEHRY e We tphe AR oo prRRed> T GG AEOC ot od
by the CO&?aﬂﬁﬂ&r ahitUB LLF 859 in&&&eé 1% sgl%ﬁﬂoﬁfcixtctﬁ?t 236 which selects one of

a plurality of pieces of output data (intermediate output data) that are as

many as the scrambler sub-units 235, that are scrambled according to the
conversion rules, and that are output from the scrambler sub-units 235,
based on a selection rule that changes according to predetermined
information obtained when the input data is input. With this constitution,
the conversion rule fixed to the scrambler unit is sequentially changed
according to the predetermined information obtained when the input data is
input, whereby even the same scrambler unit realizes more complicated
scrambling and descrambling. In other words, the conversion rule is not
peculiar to the scrambler unit but is fixed solely according to the
predetermined information obtained when the input data is input.

Each scrambler sub-unit 235 can be constituted by one of the
scrambler units in the first to sixth embodiments having the circuit
configuration of the first or second scrambler unit 231 or 232, or a new
scrambler unit having a conversion rule obtained by combining two or more

conversion rules of the scrambler units in the first to sixth embodiments.

26



scranbl er sub-units 235. The nonvol atile nmenory 260 is shared between the
scranbler unit in the seventh enbodi nent and the scranbler unit in the

ei ght h enbodi nent to be described |ater. The nonvolatile nmenory 260 may 27
be provi ded outside of the scranmbler unit. The code generation circuit 237
generates different selection code wusing random nunbers or the |ike based
on information on passage of tinme since the input of the input data, i.e.,
the start of the circuit and the address value of the address data. It is
preferable that the nunber of generated selection codes is |imted to the
nunber of the SEhasdlarthsuhbodinient2’35he ebvisdinfernittie whichetheafcrsmbat i on
codes is not equal to the nunber of scranbler sub-units 235, no problem

occur s asuhing liasitéd ey thefirbeonsaentasceanbbapomd 2310010262 ampltward i t he
| ookup tabl e 238. The code generation circuit 237 stores each generated

sel ect i ontheosteamiblert fiecwid @30ss Thal eighth el datidhessthadambodhhantnad when the
sel ection code is generated in the nonvolatile nenory 260. Alternatively,

the code @hidi fHd Qrafibieruhitis Lirirdtbahe thi€ oxdieflebadnsidleecnipop3zode in
an address area of the nonvolatile nmenory 260 that area corresponds to the

address V@ 21 eplheeBHfIRSdetabmbIdt dragd 240he THehRrafibe&t 1Rits ¢84Rei S
generated, in a one-on-one correspondence. The | ookup table 238 generates a

sel ecti Onf}diSh sivthl QbadERGts e thieThist 4aldl 2ok A ScfhBlr I Biit9230RAd
scranbl er sub-unit 235 corresponding to the selection code generated by

the code SIBNE{ Ald OaGiIe birc&r’t7230T£!ﬁd%ﬁé ?&ﬁx‘tﬁrhnd:tl{ﬁﬂ!'sEra%ﬁﬁleS@ﬁR§Q% 1t he

I ntermedi ate out put data fromthe selected scranble sub-unit 235 based on

the selecih@2shialthddesOihib R Areud PP Ribriely, *}ﬁe%%hf‘e%gﬁﬂdiri& fhitgdi ate

out put data as output data o € scranbler unt't Fig. 10, the

scranbl er e ddné BRicd. 9ThtheROGh{ERhd eighth embodiments, a location

where each scrambler unit is used is fixed. However, the corresponding
scrambler units in the seventh embodiment between the scrambler circuit
230 and the descrambler circuit 240 and those in the eighth embodiment are
equal in fixed conversion rule. The respective circuits will be described in
detail.

As shown in Fig. 9, the scrambler unit in the seventh embodiment
includes the plural scrambler sub-unit 235, the selection circuit 236, and a
code generation circuit 237 which generates a selection code according to the
predetermined information obtained when the input data is input, and which
stores the selection code and address data obtained when the input data is
input in a selection code storage nonvolatile memory 260 while making them
correspond to each other, and a loockup table 238 which makes each of the
selection codes generated by the code generation circuit 237 to each of the
scrambler sub-units 235. The nonvolatile memory 260 is shared between
the scrambler unit in the seventh embodiment and the scrambler unit in the

eighth embodiment to be described later. The nonvolatile memory 260 may



i ncl udes the plural scranbler sub-units 235, the selection circuit 236, a
code read circuit 239 which reads one selection code fromthe selection
code storage nonvolatile nmenory 260, and the | ookup table 238 which nakes
the 28 codes as many as those generated in the scranbler, unit in the
seventh enbodi ment correspond to the plural scranbler sub-units 235,
respectively. The nonvolatile nmenory 260 is shared between the scranbler
unit in the eighth enbodi ment and the scranbler unit in the seventh
enbodi ment. Therefore, the nonvolatile nmenory 260 nay be provi ded outside

of the sle¢ prblided vntdide Biehe sckanikled wiit.cuit 239 reads the sel ection code
stored together wth the address value fromthe nonvol atile nenory 260

based on the dDklé esde yaherativh difeniadar eeaetaled dfferdntakladiivh édte | nput

data is input. Alternatively, the code read circuit 239 may read the

sel ecti onugiagaranidentHumbert be thelfiketsasedam RifohiatiBAMHOp Adsalgd oftitREY 260
corresponding to the address value, in a one-on-one correspondence. The

| ookup t afihge 2R8I PNESRAHRS nPut Aals il ONthe Stk t!6f NIt SR 3in d He addle@Sti NG
one scranbl er sub-unit 235 corresponding to the selection code read by the

code readyQupGifithe ZdAresd @at2e! 9€1d preferdfie 285t 86 AGhibdrUT defbpatERdi at e

out put data from one scranbler sub unit 235 based on the sel ection

| nstruct ! Qe Bdes3adirdHER ththb MuRELCE! B LILAVIBAR Gnol Py, data as

out put data o unit. As the nint diment of the first or
éPd

second Schogblethdihy B3R vodbd AGHAN 0N 5 BRuEbANE S AMbNG: the
ek it

Elec C}gﬂ .
scranmbler unit 1s prePeraEFy constituted to connect 't ein the respective

U ST, 10,5000 YL PRk i B o SRR
to one another in the lookup table 238. The code generation circuit 237
stores each generated selection code and the address value of the address
data obtained when the selection code is generated in the nonvolatile
memory 260. Alternatively, the code generation circuit 237 may store the
generated selection code in an address area of the nonvolatile memory 260
that area corresponds to the address value of the address data obtained
when the selection code is generated, in a one-on-one correspondence.

The lookup table 238 generates a selection instruction signal for
instructing the selection of one scrambler sub-unit 235 corresponding to the
selection code generated by the code generation circuit 237. The selection
circuit 236 selects the intermediate output data from the selected scrambler
sub-unit 235 based on the selection instruction signal, and outputs the
selected intermediate output data as output data of the scrambler unit.

As shown in Fig. 10, the scrambler unit in the eighth embodiment
includes the plural scrambler sub-units 235, the selection circuit 236, a code

read circuit 239 which reads one selection code from the selection code

storage nonvolatile memory 260, and the lookup table 238 which makes the
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those in the scranbler units in the first to eighth enbodi nents are
provided in one scranbler unit 231 or 232, input data of the scranbler

unit in the ninth enbodinent is input to at |east one scranbler unit,

out put data of the 29 scranbler unit in the ninth enbodi ment is output from
at | eas one scranbler sub-unit, and all of or part of the output data of

at least one different scranbler sub-unit is input to at |east one
scranbl er sub-unit. According to the configuration stated above, nore
conpl ex and various scranbling can be perfornmed. Figs. 11A and 11B

i || ustrat@desose sy dd thssecobehbatedrmniphersceamblér unZBn athd &¢enth
descranbl er circuit 240 using concrete nuneric values, respectively. The

first to dabodimess estRbsiondtd She plud) bePdAbbdioyib-unifs 235, rebpéetavelyll B are

such that the first and fourth scranbler units 231 have the circuit

conf i gur afh@mhdnvoldiflef in@%iorgnm i §Rharsd BidweBn Ahe: sdrasilflet Ralit ihethesecond
and third scranbler units 2 have the circuit configuration in the second

enbodi m%‘nélfg mvmnbauﬂan andFile sérdibldr! URLY B Sthel B&vRtAC 8mPodtmEhOW f OT
the scranblling. As for original data "10011010", the first scranbler unit

231 shiftpy %&ile@&%f U oB’vBI%ntﬂ 10QMhmq ?fg' a6b A% Qnﬁr&h{ie@yoﬁgﬁieb'oi‘ Rsi s to”

1100". The rst arit rret Ic unit erfor an exclusive OR operation
bet ween 1804 ower four bits " 1010" of the original data, and
obt ai ns %%%w @lRlen , the second scranmbler unit 232 replaces respective

two adjacent birfyg, %Bd? %%gnmpé‘*l?aﬁ@ rO4d€th tsgle%m)%? elggﬂ'ed %g@ﬂ{éry’ the

second arit hI'TEt I C uni orns an exc usi ve operati on betwe

1000 SR o AR Fen R Ele0 by ST S,
As for address value of the address data obtained when the input data is input.
Alternatively, the code read circuit 239 may read the selection code stored in
the address area of the nonvolatile memory 260 corresponding to the address
value, in a one-on-one correspondence.

The lookup table 238 generates a selection instruction signal for
selecting one scrambler sub-unit 235 corresponding to the selection code read
by the code read circuit 239. The selection code 236 selects the intermediate
output data from one scrambler sub unit 235 based on the selection
instruction signal, and outputs the selected intermediate output data as
output data of the scrambler unit.

As the ninth embodiment of the first or second scrambler unit 231 or
232, although not shown in the drawing, the scrambler unit is preferably
constituted to connect therein the respective sub-scrambler units to one
another so that a plurality of scrambler sub-units arbitranly selected from
those in the scrambler units in the first to eighth embodiments are provided

in one scrambler unit 231 or 232, input data of the scrambler unit in the

ninth embodiment is input to at least one scrambler unit, output data of the
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the scranbl ed data "01100000", the third (second) scranmbler unit 232

repl aces respective two adjacent bits of higher four bits "0110" by each
other to obtain "1001". The third arithmetic unit 233 perforns an
exclusive OR 30 operation between "1001" and | ower four bits "0000" of the
scranbl ed data, and obtains "1001". The fourth (first) scranbler unit 231
shifts "1001" right on a one-bit-by-one-bit basis, to "1100". Finally, the
fourth arithmetic unit 234 perforns an exclusive OR operation between
"1100" and upper four bits "0110" of the scranbled data, and obtains
"1010". Asczanmdder tnitdesheanbtledmidaimens 18 00GaitdToh, atiehs bnescraanbEs wi t h
t he unscranbl ed, original data. Another enbodi nent of the data processing
devi ce acadr-dnitg 4md tdike of prepant of thenbutputwihta b atedeastbate differdmt t he
enbodi ments stated above, the data processing device is constituted to

i ncl ude oseasblianbhlefundt isduiput 28 @t d¢ast IN el REatmbieriith-havi. nA@ordingtto of n
bits, and one descranbler circuit 240 for the bus having a width of n

bits. Al tge@nfittirdtiohBatkl abd/ed em%i doghslex ikl vaond séraaiebling can beor e
scranbler circuits 220 and 230 for the bus having the width of n bits and

two or npagoidegranbler circuits 240 for the bus having the width of n
bits. Fig. 12 illustrates one exanple of a scranbler circuit 230 when

processing tar gejlgsdfi R ahd AiB/ilHEMAr ARl Srobbsiih 8 flOACHSthel S2radhbierediadt ment ,

M2 scranmbler Circuits may be provided for each pair of two adjacent data

bl ocks. | 23mdallthe BesBarthiRp¢irddit 240 Lkt coabfetdantfidrieGdadd er units 231
and 232 in each scranbler circuit 230 for each data block pair, it is

possi bl e rdsBediivdiper TREHRIE € RRAYE IsbYambldt@Mige23 Tatid 25D shdwithn ps one

exanpl e of a descranbler circuit 240" when the scranbled data is équally

di vided i jif 0, NidaRRa Rl QedtSthdtthleHirst and fourth scrambler units 231 have the

circuit configuration in the first embodiment shown in Fig. 4 and that the
second and third scrambler units 232 have the circuit configuration in the
second embodiment shown in Fig. 5.

Fig. 11A illustrates the processing flow for the scrambling. As for
original data “10011010”, the first scrambler unit 231 shifts higher four bits
“1001” right on a one-bit-by-one-bit basis to “1100”. The first arithmetic
unit 233 performs an exclusive OR operation between “1100” and lower four
bits “1010” of the original data, and obtains “0110”, Next, the second
scrambler unit 232 replaces respective two adjacent bits of “0110” by each
other, to obtain “1001”. Finally, the second arithmetic unit 234 performs an
exclusive OR operation between “1001” and “1001”, and obtains “0000”. As
a result, scrambled data is “01100000”.

Fig. 11B illustrates the processing flow for the descrambling. As for
the scrambled data “01100000”, the third (second) scrambler unit 232
replaces respective two adjacent bits of higher four bits “0110” by each other

to obtain “1001”. The third arithmetic unit 233 performs an exclusive OR
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enbodi nrent, M2 of descranbler circuits 240 may be provided for each pair
of two adjacent data bl ocks. <2> In the enbodi nents stated above, the CPU
200 includes the 31 scranbler circuit 230 and the descranmbler circuit 240
perform ng paired scranbling and descranbling. Alternatively, the CPU 200
may include only one of the scranbler circuit 230 and the descranbl er
circuit 240. Further, the descranbler circuit 240 may descranble the data
scranbled by a scranmbler circuit other than the scranmbler circuit 230
included in the sane CPU. In this case, the paired scranbling and

descr anbl ¢pngatioa gween @001t andeowesfourbitet0000”tofahescranhblaibd ata,
processing devices. <3> Fig. 14 illustrates an exanple of the configuration

when the ghad abtdlheceseing Tipviketlr mtidianiklef 08itP2 T Shifts 1100aNtright 1S
applied to an IC card. The IC card 110 includes external nenories such as

the ROM 300 q deehitiy-d@OhitBYsis 8 “10000! BinhBy BIDfYrt ArifRANIRI @it O t he
CPU 200 through thé external data bus 600 and the external address bus

700, as wei) pe%rﬁs%péﬁqﬁﬁ%@romIober@a&e%%&ﬁuwm ap P folibdits
Normal |y, the 1C card is required to ensure high security. A | ayout of the

| C card ig; &bh%fﬁfx@ﬁ&amlﬂle&%rtétée‘ﬂ%o t@ggemﬁimt uegy a%&mnaésceémwdl C card

110 are laid out not as separat but as one block on a

sen condughlid-aba9I P WHiCE KRR Rith ' BeRLRYEARDALY |G iHiPRatd OM

speci fying t ocation$ o coprocessor

uernal data Digockkd ihddifitlop end 0ARK rbceeblfy aglick LRl fd g of a

sem conduct or manu cturing process, attack the

i nt er nal | ded as one block such as probing. An
' ?Iaettsr uder eﬂ%ﬁuer%ybe‘ifes@ﬁ%&

ordi nary re, tries to probe a signal between the separate

bl ocks Sugh,as 1 L ABRki Rt Eafllt S RHS (REHUES PrddiSsing device is

constituted to include one scrambler circuit 220 or 230 for the bus having a

width of n bits, and one descrambler circuit 240 for the bus having a width of
n bits. Alternatively, the data processing device may include two or more
scrambler circuits 220 and 230 for the bus having the width of n bits and two
or more descrambler circuits 240 for the bus having the width of n bits.

Fig. 12 illustrates one example of a scrambler circuit 230" when
processing target data is divided into M data blocks. In this embodiment,
M/2 scrambler circuits may be provided for each pair of two adjacent data
blocks. In addition, by changing the first and second scrambler units 231
and 232 in each scrambler circuit 230 for each data block pair, it is possible
to further enhance security.

Likewise, Fig. 13 illustrates one example of a descrambler circuit 240’
when the scrambled data is equally divided into M data blocks. In this
embodiment, M/2 of descrambler circuits 240 may be provided for each pair
of two adjacent data blocks.

<2>  In the embodiments stated above, the CPU 200 includes the

31



CPU and the nenories. However, by scranbling the data on the external data
bus 600 between the separate bl ocks and the data in each nenory, it is
possible to provide the I C card having high security. 32 The I C card has
been described as an applied enbodi mrent of the present invention- The
present invention can be applied versatilely to any device or systemthat
processes secrete information such as individual information. <4> In Figs.
1, 2, and 14, the exanples in which the data processing device according
to the present invention is a one-chip mcrocontroller as the

sem conduggr@imbléd egéwit 230CAnd thd déstehtibl adcit-aEit 2A0i pdreshing pailkeéd such as
the external nenories are shown. However, as long as a plurality of

functi onadcrafifilgSad deS@anfligs tAltEAGatARAY Bk CFULIND ndlyaneRliddsgy n t he

data processing device, and the scrambler circuit or the descranbler
circuit  GCof tHd\rhMHPLCRESR 230 AtV Y HORrhsbRECM G 2140, T FRirher

interface section between the internal bus and the external bus, it is not

al ways neﬁﬁssét%rci‘alhﬁ%]erf&féc{:ii{ 2%0 J84 ¢ dBSQSRRE MHe SaYA ErANHIdy Rer | pher al

bl ocks as the one-chip IC. > |In the enbodi nents stated above, it is

assuned. thabule: ARG PPRACARAPthOYrbISE LRI FaEhichitidd A3thAltinbhe

descranbl er circult as even bits and t s of the

rernal GRe Sl tagd eSS 8bpilth S OO0l . DLEGEALR oo

[ - hi bl i d bl i
N e R Rl
o Provi s Vel EG ol AR ERRLL BN oSl S AERNER h faoScured

cireult Zﬁlx%cééssing device according to the present invention is applied to an IC card.

The IC card 110 includes external memories such as the ROM 300,
the RAM 400, and the nonvolatile memory 500 connected to the CPU 200
through the external data bus 600 and the external address bus 700, as well
as a coprocessor 111, a UART/IO 112, and a timer 113. Normally, the IC
card is required to ensure high security. Alayout of the IC card is, therefore,
elaborated. The constituent elements of the IC card 110 are laid out not as
separate blocks but as one block on a semiconductor integrated circuit so as
to prevent an intruder from specifying the locations of the CPU 200, the
coprocessor 111, and an internal data bus 313 on the chip. Thanks to the
microfabrication of a semiconductor manufacturing process, it is quita
difficult to attack the internal data bus and the like provided as one block
such as probing. An ordinary intruder, therefore, tries to probe a signal
between the separate blocks such as the signal on the data bus between the
CPU and the memories. However, by scrambling the data on the external
data bus 600 between the separate blocks and the data in each memory, it 1s

possible to provide the IC card having high security.
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33 parallel data. Alternatively, one of or all of the internal data bus
213, the external data bus 600, and the |like nay be serial buses. If

serial data is processed, the data nay be converted fromthe serial to
parall el data, and input to the scranmbler circuit 230 and the descranbl er
circuit 240 according to the present invention. The processing target data
may be a conbination of parallel data and serial data. If the internal bus
has a width of eight bits and the external bus has a width of 16 bits, for
exanple, then eight-bit data on the internal bus may be divided into two

data bl ocks andTha¢CieaRd Hasiied deketiBel! RS applie®eniRAimeh Pof figad data
bl ocks may be scranbled by the scranmbler circuit 230, and the scranbl ed

16-bi t dta%f’es@ﬁi’ix?@eﬂtiﬁ{!_s“'ﬂ'ié ?E’este‘ﬁt ihPén Gl BAR Bk éﬂﬁed%r@ﬁﬁ%l%%%n%o far in

detail, e scranbler circul the descranbler Ccircuit, and the data

processin ' | | | oL & or

descr anbl ge\ﬁﬁéé bgg%'%%:ﬁﬁﬂﬁﬁy%g%%ﬁe egé ?gfr}olr?{%t e %@@aﬁ%%@%‘gﬁla S
transm ttgg.iRAatidg outside of the CPU through the data bus, and the
external nenories connected to this bus store the scranbled data. It is,

therefore, possible to ensure quite high information secrecy against the
probi ng of the signal on the external bus and the separation analysis

conduct ed o MefiPRy QMPONCRYS. piMLLIRDICdN SEIATHJ dfta8YARcLlgpaddr ess

bus signal, it SN e re dirt _ 0 "anal'yze“t he signal .
(for  maiegonarorBuls 1 $oehusedfe REPGUIIETS kbl bigfoodBpidHsh a8y "t he
cor el sl il o AR R SRR REEL KAV B o
processi ng devi 6 o ARAR Sredndit! | AoRbvEL UL 1386 4s 4 Y GARYYBe iR e

blocks are connected to one another by the internal bus in the data

processing device, and the scrambler circuit or the descrambler circuit

according to the present invention is provided in the bus interface section

between the internal bus and the external bus, it is not always necessary to

form the data processing device and the peripheral blocks as the one-chip IC.

<5>  In the embodiments stated above, it 1s assumed that the data
processed by the scrambler circuit 230 and the descrambler circuit 240 has
even bits and that the data bus widths of the internal data bus 213, the
external data bus 600, and the like are even bits. Alternatively, if the bus
width is odd bits, only one bit of the processing target bit may be excluded
from the scrambling or descrambling target bits or a dummy one bit may be

added to the processing target data to provide even bits.

<G> In the embodiments stated above, it is assumed that the data

processed by the scrambler circuit 230 and the descrambler circuit 240 is
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34 decryption of data, and capable of ensuring that original information
can be logically restored. Al though the present invention has been
described in terns of preferred enbodinments, it will be appreciated that
various nodifications and alterations mght be nmade by those skilled in
the art without departing from the spirit and scope of the invention. The
I nvention should, therefore, be neasured in terns of the clains which
follow. 35 WHAT IS CLAIMED |IS: 1. A scranbler circuit for converting

t o- be- processed data having four bits or nore into processed data having

as many bpaslkd dabg. t Alteenplivelgsewslof shehB dfYhpiemehal datebus213itd ng,
wherein said to-be-processed data is divided into a first data bl ock havi ng

two  bit sexterA@l @t buL608 atitieliRe bhHE e RaMuNBudss. " ¥efinl datpisai d first
data block, and said processed data is divided into a third data bl ock and

a fourth prpbssdd, BRE dads hdiPNé Bon s tERMonP thé séSaPtd Patdlledidadal and! ock, and
wherein said scranbler circuit conprises: a first scranbler unit that

conduct s prRASHIMBIREEMbldrtr it 280 ahA%the R seAhfbldrStcuseb 20 Bbaiingnd t hat
outputs first internediate data having as nany bits as said first data

bl ock; a {4 | G ATt £.Qr. [ i on
bet ween s‘gii %ﬁ;%%ﬁgpgg‘{éﬁqﬂgc l?}?i@ngﬁ%ogigﬁlhg [ t?g%&%%gﬁhngg :b\aé?%&;gtﬁfaiﬁz]{tgéﬂ each

o o ATRYRY RS M, SRSl uSoEREOEIRLER WS (T
the first ard rtﬂggkisé}ﬂaj Bus ?:Jag 4 Bididh (ﬁafﬁabits, for example, then eight-bit data

on the internal bus may be divided into two data blocks and the two divided

data blocks may be read, the read data blocks may be scrambled by the

scrambler circuit 230, and the scrambled 16-bit data may be transferred to

the external bus.

As described so far in detail, the scrambler circuit, the descrambler
circuit, and the data processing device according to the present invention
scramble or descramble the data in the CPU. Namely, only the scrambled
data is transmitted to the outside of the CPU through the data bus, and the
external memories connected to this bus store the scrambled data. It is,
therefore, possible to ensure quite high information secrecy against the
probing of the signal on the external bus and the separation analysis
conducted to memory components. Further, by scrambling even the address
bus signal, it is possible to make it more difficult to analyze the signal. In
the scrambler circuit or the descrambler circuit, a security processing (for
making data secret) including not only the signal scrambling by the
scrambler units but also the arithmetic processings of exclusive OR

operations is performed. It is, therefore, possible to provide the data

processing device capable of realizing high security enough to prevent the
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bl ock, and that outputs second internedi ate data having as many bits as
said third data block; and a second arithnetic unit that perfornms an

excl usive OR operation between said second internedi ate data and said
first data block for each bit, and that outputs said fourth data bl ock. 2.
The scranbler circuit according to claim1, wherein each of said scranbler
units converts input data into output data determ ned solely based on a
conversion rule fixed to the each scranbler 36 unit. 3. The scranbler
circuit according to claim2, wherein one of said first and second

scranbl erdabtybfioh of dans! andiEgshalie of kaburingthaé biigin 8 inferrhafibn @andld  of

W rings between a plurality of input termnals corresponding to respective
bits of tleidalR\Mestiied and a plurality of output termnals corresponding
to respective bits of the output data is changed, and so that said

conversion rul eAitﬁo{l'FK%Hewegéiﬁriﬁ%eﬁﬁohhﬁsq%ﬁecrésb%eafmtteﬁnswfri ngs. 4.
The scranbler circuit according to claim3, wherein one of said first and

second s Peff%x_lx%ﬂ otihd Anfetitd Uit il B € ¥Fpiedei sl fthat QREIAL nRGdikRafiBhs angPut
data by one bit or two or nore bits, by said change of the connection of

the wiri : . } it | = Ldmwone of
said fi rgiﬂ %%rnazmsngggh s%;[rTJic'g1 eelﬂ Eﬁ%esslﬁﬁcggpggg%ﬁgﬁ}%‘gg‘&%&a mgggir‘(g?i onto

S T R R B, SR o

er circuit according to cfaim erein
measured in terms of the claims which follow.
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one of said first and second scranbler units conducts a conbination of a
cyclic shift operation to said input data by one bit or two or nore bits
and a replacenent operation to predetermned two bits of said input data,
by said change of the connection of the wirings. 7. The scranbler circuit
according to claim2, wherein one of said first and second scranbler units
includes a logic arithnmetic circuit that conducts a predeterm ned | ogic
operation to part of or all of the bits of the input data, and said
conversion rule is fixed by said logic 37 arithnmetic circuit. 8. The
scranbl er WHATIE GEAPMEDJSto claim 7, wherein said logic arithnetic
circuit conducts the logic operation to two bits or nore of part of or all

of the bits of pai deranbler eitdit Br cdRPertALIPbEProtdsetd Hats BAVIH L0 Cl ai m
2, wherein one of said first and second scranbler units includes a |logic

ari t hmet i git€ ok widre inf@bréQREUE HtRh RVBHCASAEYSitS 919 itHe @08ediroeBsded P ?r t of

or all of the bits of the input data and to part of or all of bits o

addr ess d&étadbﬁgg.@%é;ciggm sﬁ%&rﬂnlﬁ%%h&%&ﬁ‘ is input, and said conversion

rule is fixed ogic arit tic circuit so as to be determ ned

sol el y based onugp o afldfnsswal #808 idladis 8fsiabty bl HiEn gDl er

circuit according to claim n one of sai Irst and seco

ui't_acoor di wherern one of "said | !
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said scrambler circuit comprises:

a first scrambler unit that conducts predetermined first scrambling
to said first data block, and that cutputs first intermediate data having as
many bits as said first data block;

a first arithmetic unit that performs an exclusive OR operation
between said second data block and said first intermediate data for each bit,
and that outputs said third data block;

a second scrambler unit that conducts one of said first scrambling
and second scrambling different from the first scrambling to said third data
block, and that outputs second intermediate data having as many bits as
said third data block: and

a second arithmetic unit that performs an exclusive OR operation
between said second intermediate data and said first data block for each bit,
and that outputs said fourth data block.

2. The scrambler circuit according to claim 1, wherein

each of said scrambler units converts input data into output data

determined solely based on a conversion rule fixed to the each scrambler
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conversion rule fixing data. 11. The scranbler circuit according to claim
2, wherein one of said first and second scranbler units conprises:. a
plurality of scranbler sub-units each of which converts the input data
into the output data determ ned solely based on a conversion rule fixed in
advance, the scranbler sub-units differing in said conversion rule; and a
selection circuit that selects one of the output data of said plurality of
scranbl er sub-units, to which the sane input data is input, and that 38
outputs the sel ected output data based on a selection rule that changes
accor di nguhm. predeterm ned i nformati on obtai ned when said input data is

I nput, and wherein said conversion rule fixed to each of said scranbler

sub-units is fiXeThe seraashlep cireutteiceordingdosbied 2, Waeeeinon sai d scranbl er
sub-unit the output data of which is selected based on said selection

rule. 12. The s@iedfszd fist attltseaged sciiangbled Wit iNcbhstivddaiothane of said
first and second scranbler units including said plurality of scranbler

sub- uni t seiRi@REibART padt @pdﬁanemaﬁaidc%@rbétwe@ﬁia_t phitalitgeNaiAaitaermisglsect i on
code according to the predeterm ned information obtai ned when sai d input

data is igiR¥ésponding tdabspecliveDitd6f heliaput dats add 4 plirabitpdebetgatned
nonvol atile nenory while nmaking the selection code correspond to address

dat a obt ajepgfinWikedhrté onidivsto dedpctive ib@gtﬁﬁth@nﬂnﬁut daky'ps Skl ed Aad nakes

sai d sel ection code correspond to each o said plurality of scranbler

Sub- uni t Sgo B M8 c6h PerSRdif relRl 18 Fxe@byCt Sibd ofSthleq@nheeibAl oP¥hOUL data from
one of the out put

WIrings.

4. The scrambler circuit according to claim 3, wherein

one of said first and second scrambler units conducts a cyclic shift
operation to said input data by one bit or two or more bits, by said change of
the connection of the wirings.

5. The scrambler circuit according to claim 3, wherein

one of said first and second scrambler units conducts a replacement
operation to predetermined two bits of said input data by said change of the
connection of the wirings.

6. The scrambler circuit according to claim 3, wherein

one of said first and second scrambler units conducts a combination
of a cyclic shift operation to said input data by one bit or two or more bits and
a replacement operation to predetermined two bits of said input data, by said
change of the connection of the wirings.

7. The scrambler circuit according to claim 2, wherein

one of said first and second scrambler units includes a logic
arithmetic circuit that conducts a predetermined logic operation to part of or

all of the bits of the input data, and said conversion rule is fixed by said logic
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data of said plurality of scranbler sub-units, the sel ected output data
being determ ned based on said sel ection code generated by said code
generation circuit and said | ookup table. 13. A descranbler circuit for
i nversely converting scranbled data having four or nore bits into
unprocessed data having as many bits as the scranbled data by
predet erm ned descranbling, wherein said scranbled data is divided into a
fifth data bl ock having two bits or nore and a sixth data bl ock having as
many bits as said fifth data bl ock, 39 and said unprocessed data is divided
into a se¥@HiRelscHCHitock and an eighth data bl ock each having as many
bits as said fifth data bl ock, and wherein said descranbler circuit
conprises: a tH-rkheserambler ciyapit acgexdingrigetaim fr whéerenni ned third
scranbling to said fifth data block, and that outputs third internediate
dat a havi ng as sadhegibiarthmetingivcit tomdaets 4hpllegik oparatien to twe bHSei ¢ uni t
that perforns an exclusive OR operation between said sixth data bl ock and
sai d t hi rmoreobpartdifarealliaf the bits edshidvinput datd. t hat out puts sai d seventh
data bl ock; a fourth scranbler unit that conducts one of said third
scranbling and.fThe sdrasdlanbircny aticb¥dingrto claiont wherdinr d scranmbling to
said seventh data block, and that outputs fourth intermnmedi ate data havi ng
as many bits amesdfi shid irshhhddetcen dbowinblandnatsfioghtdesar laghereti c unit t hat
perfornms an exclusive OR operation between said fourth internedi ate data
and sai d driflimetiatcirchitoiatfcondeatsha brédetemninedhigioop guatonst gawiadlrh dat a
bl ock. 14. The descranbler circuit according to claim 13, wherein

all of the bits of the input data and to part of or all of bits of address data

obtained when said input data is input, and said conversion rule is fixed by
said logic arithmetic circuit so as to be determined solely based on an
address value of said address data.

10. The scrambler circuit according to claim 2, wherein

one of said first and second scrambler units includes a logic
arithmetic circuit that conducts a predetermined logic operation to part of or
all of the bits of the input data and to conversion rule fixing data stored in a
predetermined nonvolatile memory, said conversion rule is fixed by said logic
arithmetic circuit so as to be determined solely based on a data value of said
conversion rule fixing data.

11. The scrambler circuit according to claim 2, wherein

one of said first and second scrambler units comprises:

a plurality of scrambler sub-units each of which converts the input
data into the output data determined solely based on a conversion rule fixed
in advance, the scrambler sub-units differing in said conversion rule; and

a selection circuit that selects one of the output data of said plurahity

of scrambler sub-units, to which the same input data is input, and that
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each of said scranbler units converts input data into output data

determ ned solely based on a conversion rule fixed to the each scranbler
unit. 15. The descranbler circuit according to claim 13, wherein one of
said third and fourth scranbler units is constituted so that connection of
part of or all of wirings between a plurality of input term nals
corresponding to respective bits of the input data and a plurality of
output termnals corresponding to respective bits of the output data is
changed, and 40 so that said conversion rule is fixed hy change of the
connect i ofprts the selectadheutprd dafpdaged onapbelection rulp thatcdwingesg to clai m
15, wherein one of said third and fourth scrambler units conducts a cyclic
shift optecarding toopredetermmiped inbarmaon abitained oyhempaigrinpyit daspnds, by said
change of the connection of the wirings. 17. The descranbler circuit
accor di ngiommtc padwhereimherein one of said third and fourth scrambler units
conducts a replacenent operation to predetermned two bits of said input
data by sai d chzmdeontvershen relerfieent toeads of $saadwwcrambler sid-uiite 18 igedanbl er
circuit according to claim 15, wherein one of said third and fourth

scr anbl ersaas tebe determisied sobelyibesed om sad saramblercubhihit thgendpubn to said
I nput data by one bit or two or nore bits and a replacenent operation to
pr edet er ndatedoft whidhi isssebdctedbdsédpntsatthsalectiyn suled change of the
connection of the wirings. 19. The descranbler circuit according to claim
14, wherein onkE.dFhessirdnibler diraan fooordingsorchaiiod @i, whieteni ncl udes a | ogi c

one of said first and second scrambler units including said plurality
of scrambler sub-units comprises:

a code generation circuit that generates a selection code according to
the predetermined information obtained when said input data is input, and
that stores the selection code in a predetermined nonvolatile memory while
making the selection code correspond to address data obtained when the
input data is input; and

a lookup table that makes said selection code correspond to each of
said plurality of scrambler sub-units, and wherein

said selection circuit selects said output data from one of the output
data of said plurality of scrambler sub-units, the selected output data being
determined based on said selection code generated by said code generation
circuit and said lookup table.

13. A descrambler circuit for inversely converting scrambled data

- having four or more bits into unprocessed data having as many bits as the
scrambled data by predetermined descrambling, wherein

said scrambled data is divided into a fifth data block having two bits

or more and a sixth data block having as many bits as said fifth data block,
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arithmetic circuit that conducts a predeterm ned | ogic operation to part of
or all of the bits of the input data, and said conversion rule is fixed by
said logic arithmetic circuit. 20. The descranbler circuit according to
claim19, wherein said logic arithnetic circuit conducts the |ogic
operation to two bits or nore of part of or all of the bits of said input
data. 21. The descranbler circuit according to claim 14, wherein one of
said third and fourth scranbler units conprises a logic 41 arithmetic
circuit that conducts a predeterm ned |ogic operation to part of qr_  all of
the bits atdspid unpracessadidatadistdvisiediingg agevanth datablosksmdam esghihyat a
obt ai ned when said input data is input, and said conversion rule is fixed
by said daig klogkiea ving ps snAny bys as sadd pdthidata blogskdasdvéherensed on an
address val ue of said address data. 22. The descranbler circuit according
to claim 14, whendidescrsmabler coinet camprisedid fourth scrambl er units includes
alogic arithnetic circuit that conducts a predeterm ned | ogi c operation
to part of or ai thisf schambiarsunit thhtcomputts paedetanuined thirdeczambling e
fixing data stored in a predeterm ned nonvol atile nmenory, said conversion
rul e is fiosadddfiftl diada bbapke andrthiahwatpetstibivliinttesmedsatealdse hioting misned
solely based on a data value of said conversion rule fixing data. 23. The
descr anbl mangyi bicsihs saakthfthi dapatbdock:ai m 14, wherein one of said third and
fourth scranbler units conprises: a plurality of scranbler sub-units each
of whi ch conver4 shiriearithpnétic daitathattperfdrenan putldateaOReopmaitioad sol el y
based on a conversion rule fixed in advance, the scranbler sub-units

di ff eri nghétwebni shidcinthr datarblock andasadd third intermediate data for each bit,

and that outputs said seventh data block;

a fourth scrambler unit that conducts one of said third scrambling
and fourth scrambling different from the third scrambling to said seventh
data block, and that outputs fourth intermediate data having as many bits
as said seventh data block; and

a fourth arithmetic unit that performs an exclusive OR operation
between said fourth intermediate data and said fifth data block for each bit,
and that outputs said eighth data block.

14. The descrambler circuit according to claim 13, wherein

each of said scrambler units converts input data into output data
determined solely based on a conversion rule fixed to the each scrambler
unit.

15. The descrambler circuit according to claim 13, wherein

one of said third and fourth scrambler units is constituted so that
connection of part of or all of wirings between a plurality of input terminals
corresponding to respective bits of the input data and a plurality of output

terminals corresponding to respective bits of the output data is changed, and
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a selection circuit that selects one of the output data of said plurality
of scranbler sub-units, to which the sane input data is input, and that
outputs the sel ected output data based on a selection rule that changes
according to predeterm ned information obtained when said input data is

I nput, and wherein said conversion rule fixed to each of said scranbler
sub-units is fixed so as to be determ ned solely based on said scranbler
sub-unit the output data of which is selected based on said selection
rule. 42 24. The descranbler circuit according to 23, wherein one of said
third andsd Buatswd epnyiension mpletls fxeddy ehangesef themomngrtioy of shescr anbl er
sub-units conprises: a code read circuit that reads the sel ection code
stored i nwarngs.edet er m ned nonvol atil e nmenory based on address data
obtained when said input data is input to said plurality of scranbler
sub-units; and 1. Tukdescrambder tiaguitmicesr ding do skiiec1s omhexsds correspond to
each of said plurality of scranmbler sub-units, and wherein said selection
circuit sel ect sorsaoftsadtthind aked fountbmcoarebbdr uries cengutts adayclicehiffai d
plurality of scranbler sub-units, the sel ected output data being

det er m neshdrasied torsasidinpsedact by one biteor ted obyn seitdts; dyesaidatlange ofii t and
said | ookup table. 25. A data processing device wherein a plurality of

f unct i onathebtomiestianevfchavacimd. t 0 one another by an internal bus, the
scranbler circuit according to claim1 is included in a first bus

i nterface sectiph Tisd dessrafidler ¢ciné @it datondking andlaam eXtwhesdinbus, and

one of said third and fourth scrambler units conducts a replacement
operation to predetermined two bits of said input data by said change of the
connection of the wirings.

18. The descrambler circuit according to claim 15, wherein

one of said third and fourth scrambler units conducts a combination
of a cyclic shift operation to said input data by one bit or two or more bits and
a replacement operation to predetermined two bits of said input data, by said
change of the connection of the wirings.

19. The descrambler circuit according to claim 14, wherein

one of said third and fourth scrambler units includes a logic
arithmetic circuit that conducts a predetermined logic operation to part of or
all of the bits of the input data, and said conversion rule is fixed by said logic
arithmetic circuit.

20. The descrambler circuit according to claim 19, wherein

said logic arithmetic circuit conducts the logic operation to two bits or
more of part of or all of the bits of said input data.

21. The descrambler circuit according to claim 14, wherein

one of said third and fourth scrambler units comprises a logic
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said scranbler circuit inputs part of or all of data on said internal bus
as said to-be-processed data, and outputs part of or all of data on said
external bus as said processed data. 26. The data processing device
according to claim?25, wherein said internal bus and said external bus are
divided into a plurality of blocks, each of said plurality of bl ocks
conprising said scranbler circuit. 27. A data processing device, wherein a
plurality of functional blocks are connected to one another by an 43
internal bus, the descranbler circuit accordiqﬁlto claim13 is included in

a second aBthmeticsircaitethat condhcisar psedetermined logisepenattpnatpdpartiof oxxt er nal

bus, and said descranbler circuit inputs part of or all of data on said
ext er nal ¥ of ske bitswf the anpnidaigaand taparbef gruald ophits offaddresd datef data on
said internal bus as said unprocessed data that has been _inversely
conver t edobtagnedrivhedataad papetedatag input.candisaidr ainvgrsion giude 1 fi8ed biier ei n
the descranbler circuit according to claim13 is included in a second bus
i nt er f acesaddogisrarithmetencisenid sorscorte détesmaned saliety baset omlanbus, and
said descrambler circuit inputs part of or all of data on said external bus
as sai d saddwress edlunofsaidadldvesspdata. part of or all of data on said internal
bus as said unprocessed data that has been inversely converted. 29. The
dat a processi n@22i&hedesterambliémeréat abeindi®Bto vlagmel 4) wheéwkihi r st scranbl er
unit in said scranbler circuit and said fourth scranbler unit in said
descranbl er ci ronea of spéd fthinth @olifdursk serdihbleg trsethclodesaa legjoal conver si on
rul e, and said second scranbler unit in said scranbler circuit and said
third arithmetic circuit that conducts a predetermined logic operation to part of or
all of the bits of the input data and to conversion rule fixing data stored in a
predetermined nonvolatile memory, said conversion rule is fixed by said logic
arithmetic circuit so as to be determined solely based on a data value of said
conversion rule fixing data.
23. The descrambler circuit according to claim 14, wherein
one of said third and fourth scrambler units comprises:
a plurality of scrambler sub-units each of which converts the input
data into the output data determined solely based on a conversion rule fixed
in advance, the scrambler sub-units differing in said conversion rule; and
a selection circuit that selects one of the output data of said plurality
of scrambler sub-units, to which the same input data is input, and that
outputs the selected output data based on a selection rule that changes
according to predetermined information obtained when said input data is
input, and wherein
said conversion rule fixed to each of said scrambler sub-units is fixed

s0 as to be determined solely based on said scrambler sub-unit the output

data of which is selected based on said selection rule.
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scranbler unit in said descranbler circuit performequal scranbling based
on an equal conversion rule. 30. The data processing device according to
claim 27, wherein said internal bus and said external bus are divided into
a plurality of blocks, each of said plurality of blocks conprising said
descranbler circuit. 31. The data processing device according to claim 25,
wherein said internal bus and said external bus are data buses. 32. The
data processing device according to claim25, wherein 44 said plurality of
functional bl ocks are connected to one another by a second internal bus,
the scranbl er c#4-clhe desczamblercirenislagronding so 2Rcwhdeeinin a third bus

I nterface section between said second internal bus and a second external
bus, and said suresefidaed thindarid fourpseravabler amits comprisingizaid pdaralitiyd
second internal bus as said to-be-processed data, and outputs part of or
al | of datfescrambden sulsmnatsccomxpmsesal bus as said processed data. 33. The
data processing device according to claim32, wherein said second internal
bus and sai d sexomtk eeadecinalit bhat pealsdihe sbdebtidmeanlesstpred Al aty of bl ocks,
each of said plurality of blocks conprising said scranbler circuit. 34.
The dat a praletsshngddemivadatilecmediorg Hased loai addi2ss daea ebtainad evlsacond

I nternal bus and said second external bus are address buses. 35. The data
processi ngpidanpae dace iy dipug thGadtd plunality ofibaraenbiet kabeaiiss;mtessi ng devi ce

Is constituted as a sem conduct or

a lookup table that makes said selection code correspond to each of
said plurality of scrambler sub-units, and wherein

said selection circuit selects said output data from one of the output
data of said plurality of scrambler sub-units, the selected output data being
determined based on said selection code read by said code read circuit and
said lookup table.

25. A data processing device wherein

a plurality of functional blocks are connected to one another by an
internal bus,

the scrambler circuit according to claim 1 is included in a first bus
interface section between said internal bus and an external bus, and

said scrambler circuit inputs part of or all of data on said internal bus
as said to-be-processed data, and outputs part of or all of data on said ?
external bus as said processed data.

26. The data processing device according to claim 25, wherein

said internal bus and said external bus are divided into a plurality of
blocks, each of said plurality of blocks comprising said scrambler circuit.

27. A data processing device, wherein

a plurality of functional blocks are connected to one another by an
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integrated circuit having said plurality of functional blocks and said bus
I nterface section forned on a single sem conductor substrate. 36. The data
processi ng device according to claim 35, wherein the data processing device
functions as.a one-chip mcroconputer conprising an arithmetic logic unit
as one of said functional blocks, and controlling said internal bus and
said external bus. 37. An IC card that uses the data processing device
according to claim36 as a one-chip mcroconputer for systemcontrol. 45

internal bus,

the descrambler circuit according to claim 13 is included in a second
bus interface section between said internal bus and said external bus, and

said descrambler circuit inputs part of or all of data on said external
bus as said scrambled data, and outputs part of or all of data on said internal
bus as said unprocessed data that has been inversely converted.

28. The data processing device according to claim 25, wherein

the descrambler circuit according to claim 13 is included in a second
bus interface section between said internal bus and said external bus, and

said descrambler circuit inputs part of or all of data on said external
bus as said scrambled data, and outputs part of or all of data on said internal
bus as said unprocessed data that has been inversely converted.

29. The data processing device according to claim 28, wherein

said first scrambler unit in said scrambler circuit and said fourth
scrambler unit in said descrambler circuit perform equal scrambﬁng based
on an equal conversion rule, and

said second scrambler unit in said scrambler circuit and said third
scrambler unit in said descrambler circuit perform equal scrambling based
on an equal conversion rule.

30. The data processing device according to claim 27, wherein

said internal bus and said external bus are divided into a plurality of
blocks, each of said plurality of blocks comprising said descrambler circuit.

31. The data processing device according to claim 25, wherein

said internal bus and said external bus are data buses.

32. The data processing device according to claim 25, wherein

44




said plurality of functional blocks are connected to one another by a
second internal bus,

the scrambler circuit according to claim 1 is included in a third bus
interface section between said second internal bus and a second external bus,
and

said scrambler circuit inputs part of or all of data on said second
internal bus as said to-be-processed data, and outputs part of or all of data
on said second external bus as said processed data.

33. The data processing device according to claim 32, wherein

said second internal bus and said second external bus are divided
into a plurality of blocks, each of said plurality of blocks comprising said
scrambler circuit.

34. The data processing device according to claim 32, wherein

said second internal bus and said second external bus are address
buses.

35. The data processing device according to claim 25, wherein

the data processing device is constituted as a semiconductor
integrated circuit having said plurality of functional blocks and said bus
interface section formed on a single semiconductor substrate.

36. The data processing device according to claim 35, wherein

the data processing device functions as a one-chip microcomputer
comprising an arithmetic logic unit as one of said functional blocks, and
controlling said internal bus and said external bus. .

37. An IC card that uses the data processing device according to

claim 36 as a one-chip microcomputer for system control.
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