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METHOD OF BLOCKI NG | NTERNAL COMMUNI CATI ONS | NSI DE AN
ELECTRONI C DEVI CE

Background of the invention

The present invention relates to el ectronic devices,
such as smart cards, for exanple, that are suitable for
co-operating with an external reader. The invention
relates nore particularly to controlling comruni cations
taking place internally in such devices while they are in
oper ati on.

Nowadays smart cards are used in nunerous fields of
application. They are used in particular for
i npl enenti ng banki ng, tel ephony, identification, and/or
aut hentication ... operations. These operations nay be
i npl enented either by contact, with the card typically
being inserted in a reader (contact node), or else
remotely (contactl ess node) by el ectromagnetic coupling,
generally of the induction type, between a transceiver
termnal and a smart card placed within the zone of
action of the termnal.

Smart cards are generally capable of operating in a
contact node (e.g. in conpliance with |ISO 7816-2) by
usi ng external contacts of an el ectronic nodule (or
transponder) integrated in the card. These external
contacts are arranged at the surface of the smart card so
as to be accessible by an external reader designed to co-
operate by maeking contact with these external contacts.

I n known manner, certain smart cards are suitable
for operating in contactless node with an external reader
designed for that purpose. To do this, a smart card is
provided with a radi ofrequency (RF) antenna. In
contactl ess node, information is exchanged between the
smart card and the contactless type external reader via
the RF antenna (e.g. in accordance with |1SO 14443).
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A dual interface card is a smart card suitable for
operating both in contact node and in contactl ess node.
New smart cards have recently appeared that can be said
to be nore intelligent, which cards nmay incorporate
vari ous conponents (bionmetric sensors, screens, ...)
suitable for inproving user experience, in particular in
terms of making the smart card secure or of supplying
service to the user.

For this purpose, in addition to a conventi onal
el ectroni c nodul e (generally known as a "secure elenment")
having a first mcroprocessor, it is known to include in
a smart card a second mcroprocessor that is external to
the secure elenment and suitable for communicating with
the first mcroprocessor. Typically, such a secure
el enent is suitable for co-operating in conventional
manner with an external reader in contact node or in
contactless node, e.g. in order to carry out a
transaction. Furthernore, the second m croprocessor is
suitable for communicating with the secure el enment and
generally serves to inplenent at |east one function in
co-operation with said secure elenent. By way of
exanple, this function relates to selecting an
application to be inplenented by the secure el enent (as
descri bed below with reference to Figure 1) or to
di spl ayi ng given information (as described below with
reference to Figure 2).

More specifically, Figure 1 shows a known exanpl e of
a dual interface type smart card 2 conprising a secure
el ement 4 and an el ectronic nodule 6, which elenment and
nodul us are suitable for comrunicating with each ot her
via alink L1 that is internal to the card.

The secure elenment 4 conprises in particular a first
m croprocessor 8 suitable for co-operating with an
external reader (not shown) by using external contacts 10
or an RF antenna 12 with which the secure elenment 4 is
provi ded.
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In this exanple, the nodule 6 conprises a second
m croprocessor 14 powered by a battery 16 and capabl e of
receiving instructions froma user via a button 18. By
actuating the button, the user can cause a particul ar
application to be selected. Wen the user selects a
gi ven application by neans of the button 18, the second
m croprocessor 14 sends a command to the m croprocessor 8
of the secure elenment 4. In response to this comrand,
the m croprocessor 8 is configured to sel ect and
i npl enent the application selected by the user.

The m croprocessor 14 may al so be configured to use
indicator lights 20-1 to 20-4 (referred to collectively
as 20) to display which application has been selected in
response to the user conmmands.

Figure 2 shows an exanple of a dual interface type
smart card 24 simlar to the smart cards 2. The smart
card 24 conprises a secure elenment 4 as descri bed above
and an el ectronic nodul e 26 suitable for comrunicating
with the secure elenent 4 via a link L2 that is internal
to the card.

The el ectronic nodul e 26 conprises a m croprocessor
28 powered by a battery 30 and capabl e of receiving
instructions by neans of a button 32. By actuating the
button, the user is capable for exanple of initiating or
controlling a transaction with an external reader (not
shown) .

In this exanple, the mcroprocessor 28 is al so
suitable for displaying given informati on on a displ ay
34, such as the anmobunt of a transaction or a currency
sel ected by the user.

The structures shown as exanples in Figures 1 and 2
advant ageously enable the smart card to inpl enent
functions that are useful for the user, and to do so with
the help of an electronic nodule (or nore generally a
processor unit) that is suitable for co-operating with
the secure elenment via a link that is internal to the
card.
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Neverthel ess, it has been found that smart cards
presenting this type of architecture encounter problens
of operation. Conventionally, the secure elenent in such
smart cards is not optimzed to provide good nmanagenent
of commands coming both froman external reader (in
contact and/or contactless node) and commands comi ng from
an electronic nodule (or processor unit) internal to the
card. The secure element can encounter difficulties in
t aki ng account of multiple commands com ng fromthese
di fferent sources, and under certain circunstances, that
can lead to conflicts that are harnful for proper
operation of the secure el enent.

It has been observed that such conflicts occur in
particul ar when conmands com ng from an external reader
and from such an el ectronic nmodule of the smart card are
recei ved sinultaneously or quasi-simnmultaneously by the
secure el enment.

At present there does not exist a solution that
serves in particular in a smart card (and nore generally
in an el ectronic device suitable for co-operating with an
external reader) to resolve the above-nentioned conflict
probl ens when the secure elenment is comrunicating both
with the external reader and also with a processor unit
internal to the smart card but external to the secure
el ement .

bj ect and summary of the invention

In order to solve the above-nentioned problens in
particular, the present invention provides an el ectronic
devi ce conpri si ng:

- a secure elenent conprising a plurality of
contacts, said secure el enent being suitable for co-
operating with a first external reader that is external
to said electronic device in a contact node by using at
| east one of said contacts;
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- a processor unit external to the secure el enent,
sai d processor unit being suitable for sending a conmand
to the secure elenent via at | east one of said contacts;

- a first detector unit for detecting whether a
comuni cation by contact is ongoing in contact nobde
bet ween the secure elenment and the first electronic
reader; and

- a control unit configured to block the sending of
each command fromthe processor unit to the secure
el enent via at |east one predefined contact from anong
said plurality of contacts, so long as a said
comuni cation by contact is ongoing.

The invention is advantageous in that it nakes it
possible to avoid any conflict in the secure el ement
bet ween an "external" command received froma reader
external to the electronic device in contact node, and an
"internal"™ command received froma processor unit
internal to the smart card. As nentioned above, such
conflicts can | ead to operating problens in the secure
el enent insofar as it is not designed to process
si mul t aneously both an external conmand and an i nternal
conmand, as defined above.

The invention serves in particular to avoid a
conflict situation arising in which an internal comrand
and an external command are received sinmultaneously by
t he secure el enment of the smart card.

The invention is al so advantageous in that it can be
i npl enented without affecting the structure or the
operation of the secure elenent of the smart card.

In a particular enbodi nent, the contacts are in
conpliance with the |1SO 7816 standard.

In a particular enbodi nent, at |east one predefined
contact conprises (or is) the contacts defined in the
| SO 7816 standard as Vcc, RST, CLK, G\D, and IO

In a particular enbodi ment, the control unit is
configured to block the sending of each command fromthe
processor unit to the secure elenment via each of the
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contacts of the secure elenent so long as a said
comuni cation by contact is ongoing.

In a particular enbodiment, the first detector unit
is connected to one of said contacts, referred to as the
"power" contact (Vcc), that is to receive electrica
power when the secure elenent is co-operating in contact
node with the first external reader in order to power
said secure elenent electrically.

In a particular enbodiment, the first detector unit
is suitable for converting a first voltage detected on
t he power contact (Vcc) into a second voltage that is
different fromthe first voltage. Such conversion nakes
it possible to avoid the first detector unit disturbing
the operation of the secure el enment ES.

In a particul ar enbodi nent, the processor unit is
configured to determ ne that a said conmuni cation by
contact is ongoing between the secure el enent and the
first external reader only if the second voltage is not
| ess than a first predeterm ned threshold val ue.

In a particular enbodi nent, the secure el enent
includes a first radiofrequency antenna, said secure
el enent being suitable for co-operating with a second
external reader that is external to said electronic
device in a contactless node by using said first
radi of requency antenna, said el ectronic device including:

- a second detector unit suitable for detecting
whet her a contactl ess conmunication is ongoing in
contactl ess node between the secure elenent and the
second external reader;

the control unit being configured to bl ock the
sendi ng of each command fromthe processor unit to the
secure elenent via said at | east one predefined contact
so long as at | east one of a said conmunication by
contact and said contactless comuni cation i s ongoi ng.

In a particul ar enbodi nent, the electronic device
conprises a second radi ofrequency antenna isolated from
the first radi of requency antenna,



t he second detector unit being suitable for using
t he second radi ofrequency antenna to detect a
radi of requency signal transmtted or received by the
first radi ofrequency antenna, indicating that said
contactl ess conmuni cation i s ongoi ng between the secure
el ement and the second el ectronic reader.

The use of the second RF antenna is advantageous in
that it nakes it possible in particular to avoid
contactl ess comuni cati on between the secure el enent and
an external reader being disturbed by the second detector
unit.

In a particular enbodi nent, the second detector unit
is suitable for converting an alternating current (AC)
vol tage obtained fromthe first radi of requency antenna
into a direct current (DC) voltage.

In a particul ar enbodi nent, the processor unit is
configured to determ ne that a said contactl ess
comuni cation is ongoing only if the DC voltage is not
| ess than a second predeterm ned threshold val ue.

In a particular enbodi ment, the control unit
conprises a switch at the interface between the secure
el enent and the processor unit, said switch being
suitable for switching between a bl ocking state and a
conductive state,

the switch being configured to occupy the bl ocking
state when the control unit bl ocks said sending of each
command fromthe processor unit via said at | east one
predefined contact, so as to isolate the secure el enent
electrically relative to the processor unit.

Such electrical isolation is advantageous in that it
serves in particular to avoid conmunication by contact
bet ween the secure el enent and an external reader being
di sturbed by the processor unit.

In a particul ar enbodi nent, the processor unit is
suitable for co-operating with the secure elenent to
sel ect an application to be executed by the secure
el ement
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t he processor unit being suitable for performng
this selection on the basis of an instruction froma user
received via an actuator of the el ectronic device.

In a particul ar enbodi nent, the processor unit is
suitable for obtaining information from data received
fromthe secure el enent and for causing said information
to be displayed by using a display unit of the electronic
devi ce.

In a particular enbodiment, the electronic device is
a smart card.

The present invention also provides a bl ocking
nmet hod i npl enmented by an el ectronic device conprising:

- a secure elenent conprising a plurality of
contacts, said secure el enent being suitable for co-
operating with a first external reader that is external
to said electronic device in a contact node by using at
| east one of said contacts; and

- a processor unit external to the secure el enent,
sai d processor unit being suitable for sending a conmand
to the secure elenent via at | east one of said contacts;

t he net hod conpri si ng:

- first verification to determ ne whether a
comuni cation by contact is ongoing in contact nobde
bet ween the secure elenment and the first external reader;
and

- bl ocking the sending of each command fromthe
processor unit to the secure elenent via at |east one
predefined contact fromanong said plurality of contacts,
so long as a said communi cation by contact is ongoing.

It should be observed that the various enbodi nents
nmenti oned above with reference to the el ectronic device
of the invention apply in anal ogous manner to the
bl ocki ng net hod of the invention.

Specifically, in a particular enbodi nent, the secure
el enent includes a radi ofrequency antenna, the secure
el enent being suitable for co-operating with a second
external reader that is external to the electronic device
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in a contactl ess node by using the first radiofrequency
antenna, said electronic device conprising:

- second verification to determ ne whether a
contactl ess conmuni cation is ongoing in contactless node
bet ween the secure el enment and the second external
reader; and

- bl ocking the sending of each command fromthe
processor unit to the secure elenent via at |east one
predefined contact, so long as at |east one of a said
comuni cation by contact and a said conmuni cation wi thout
contact is ongoing.

In a particular enbodi ment, the steps of the
bl ocki ng net hod are determ ned by conputer program
i nstructions.

Consequently, the invention also provides a conputer
programon a data nedium (or recording mediun), the
program being suitable for being inplenented in an
el ectronic device such as a smart card, or nore generally
in a conputer, the programincluding instructions adapted
to inplenenting steps of a bl ocking nethod as descri bed
above.

The program nay use any progranmm ng | anguage and be
in the formof source code, object code, or code
i nt ernedi ate between source code and obj ect code, such as
in a partially conplied form or in any other desirable
form

The invention al so provides a data nmedi um (or
recording nmedium that is readable by an electronic
devi ce such as a smart card, and nore generally by a
conmputer, and including instructions of a conputer
program as nenti oned above.

The data nmedi um may be any entity or device capable
of storing the program For exanple, the medi um may
conpri se storage neans such as a read only nenory (ROM,
e.g. a conpact disk (CD) ROM or a mcroelectronic
circuit ROM or it may conprise magnetic recordi ng neans,
e.g. a floppy disk or a hard di sk.
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Furthernore, the data nedium my be a transm ssible
medi um such as an electrical or optical signal, suitable
for being conveyed via an electrical or optical cable, by
radi o, or by other nmeans. The program of the invention
may in particular be downl oaded froman Internet type
net wor k.

Al ternatively, the data nedium may be an integrated
circuit in which the programis incorporated, the circuit
bei ng adapted to execute or to be used in the execution
of the method in question.

Brief description of the draw ngs
O her characteristics and advant ages of the present

i nvention appear fromthe follow ng description made wth
reference to the acconpanyi ng draw ngs, which show

enbodi ments having no limting character. 1In the
figures:

- Figure 1, described above, is a diagram show ng a
conventional smart card enabling a user to select a given
appl i cation;

- Figure 2, described above, is a diagram show ng a
conventional smart card suitable for displaying
information that is useful for a user;

- Figure 3 is a diagramshowing a smart card in
accordance with a first enbodi nent;

- Figure 4 is a flow chart showi ng the main steps of
an exanpl e bl ocking method inplenented in a smart card in
accordance with the first enbodi nent shown in Figure 3;

- Figure 5 shows an inplenentation of a smart card
of the first enbodi nent as shown in Figure 3; and

- Figure 6 is a diagramshowing a smart card in
accordance with a second enbodi nent.

Det ai | ed description of enbodi nents
The present invention relates to el ectronic devices

that are suitable for co-operating with an external
reader, such as smart cards, for exanple. The invention
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relates nore particularly to controlling comruni cations
that are internal to such devices while they are in
oper ati on.

In this docunment, inplenmentations of the invention
are described in non-limting manner with reference to a
dual interface type smart card. Nevertheless, it should
be understood that the invention applies nore widely to
any el ectronic device suitable for co-operating with an
external reader at |east in contact node, and possibly
also in contactless node, e.g. in order to inplenent a
gi ven transacti on.

The invention may be applied in particular to smart
cards in conpliance with the |1SO 7816 standard.

Unl ess specified to the contrary, elenents that are
common or anal ogous to nore than one of the figures are
gi ven the sane reference nunerals and present
characteristics that are identical or anal ogous, such
that these common el enents are generally not descri bed
again for reasons of sinplicity.

Figure 3 is a diagram showi ng the architecture of a
smart card 40 in accordance with a first enbodi nent of
the invention, in this exanple, the smart card 40
conplies with the 1SO 7816 standard.

More particularly, the smart card 40 conprises an
el ectronic nodul e ES constituting a secure el enent
suitable for co-operating in conventional manner either
in contact node or else in contactless node with a reader
that is external to the smart card 40.

The smart card 40 al so has a processor unit 44
suitable for sending commands (or data) to the secure
element ES via an internal |ink L11.

In this exanple, the secure elenent ES conprises a
m croprocessor 46, a rewitable volatile nmenory (or
random access nenory (RAM) 48, a rewitable non-volatile
menory 50 (e.g. of the flash type), an RF antenna 52, and
external contacts 54.
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The rewritable non-volatile nenory 50 contains a
conmput er program PGL including instructions capabl e of
bei ng i npl enented by the m croprocessor 46, in particular
in order to co-operate in contact node or in contactless
node with an appropriate external reader. Alternatively,
the nenory 50 that stores the conputer program PGL may be
a ROM

In this exanple, the secure elenment ES is suitable
for co-operating in contact node with a first external
reader RDL by using at |east one of the external contacts
54 provided for this purpose. To do this, the external
reader RD1 nmakes an el ectrical connection with the
external contact 54 so as to be capabl e of exchangi ng
signals with the secure elenent ES, and nore particularly
with the m croprocessor 46. Co-operation by contact
between a smart card and an appropriate external reader
is itself known and is therefore not described in greater
detail in the present description for reasons of
sinplicity.

In this exanple, the secure elenent ES is al so
suitable for co-operating in contactless node with a
second external reader RD2 by using the RF antenna 52.
Typically, the secure el enment ES comrunicates with the
external reader RD2 in contactless node by
el ectromagnetically coupling (e.g. by induction) the RF
antenna 52 with an RF antenna of the external reader RD2.
Cont act| ess co-operation between a smart card and an
appropriate external reader is itself known and is
therefore not described in greater detail in the present
description for reasons of sinplicity. As nentioned
above, it is neverthel ess possible to inplenent the
i nvention wi thout the secure el enent ES having the
ability to operate in contactless node, in which case the
RF antenna 52 need not be present.

Furthernore, the processor unit 44 conprises a
m croprocessor 60, a comrunication interface 62, a
rewitable volatile nenory (RAM 64, a rewitable non-
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vol atile nmenory 66 (e.g. of the flash type), an actuator
68, a battery 70, and at |east one indicator light 72,
e.g. of the light-emtting diode (LED) type.

The rewritable non-volatile nenory 66 constitutes a
data nediumin accordance with a particul ar
i npl enentation of the invention that is readable by the
m croprocessor 60 and that stores a conputer program P&
in accordance with a particular inplenmentation of the
invention. Alternatively, the nenory 66 that stores the
conmput er program P& nmay be a ROM

In this exanple, the program P& incl udes
instructions for executing a blocking nethod in a
particul ar enbodi nent of the invention. The steps of
this method in a particul ar enbodi nent of the invention
are described below with reference to Figure 4.

The conmuni cation interface 62 enables the
m croprocessor 60 to comrunicate via an internal link L11
and at | east one predefined external contact 54 with the
secure elenent ES, and nore particularly with the
m croprocessor 46. In the presently-described exanpl e,
the interface 62 is connected via the link L11 to the
external contacts 54.

In a particular enbodinment, the interface 62 is
included in the m croprocessor 60.

The link L11 conprises a bus connecting at | east one
predefi ned external contact 54 to the interface 62 of the
processor unit (as described in greater detail with
reference to Figure 5).

In this exanple, the external contacts 54 conply
with the SO 7816 standard. The link L11 conprises a bus
connecting the processor unit 60 to each of the contacts
54 defined as Vcc (power), RST (reset), CLK (clock), GRD
(ground), and 1O (input/output) in the |SO 7816 standard.

The processor unit 60 is thus suitable for sending
one or nmore commands to the secure elenent ES via at
| east one of the external contacts 54, i.e. at |east one
of the contacts Vcc, RST, CLK, GRD, and 1O, in this
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exanple. In this context, the processor unit 60 behaves
relative to the secure element ES |ike an external reader
(even though the elenent ES is internal to the smart card
40) insofar as the processor unit 44 co-operates with the
external contacts 54 in order to conmmunicate with the
secure el ement ES.

Neverthel ess, it should be understood that the
particul ar configuration described herein nerely
constitutes a non-limting exanple of the invention and
ot her exanpl es can be envisaged in the anmbit of the
invention. Oher exanples of connection to the external
contacts 54 can be envi saged.

The actuator 68 may be a button or any ot her
actuator enabling a user to send an instruction to the
processor unit 44.

The battery 70 powers the m croprocessor 60
el ectrically.

It is assuned in this exanple that the processor
unit 44 conprises a plurality of LEDs 72 that are
controlled by the m croprocessor 60.

As expl ai ned bel ow, the characteristics of the
processor unit in the nmeaning of the invention may vary
depending on particular circunstances w thout going
beyond the anbit of the invention.

In the presently-considered exanple, the user can
use the actuator 68 to select one froma plurality of
avai | abl e nodes of operation (or applications). In this
exanple, it is assuned that four nodes of operation (or
applications) M, M2, M3, and M4 can be sel ected by the
user. Naturally, other exanples can be envi saged.

In response to a selection command fromthe user,
the m croprocessor 60 is configured to use the LEDs 72 to
sel ect which node has been sel ected (or which
application) and to send a selection comand (of the
application protocol data unit (APDU) type in this
exanple) to the secure element ES in order to cause it to
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operate in the node selected (or the application
sel ected) by the user.

To do this, the ADPU conmmand is transmtted by the
interface 62 via the internal link L11 to the secure
el enent ES. By way of exanple, this selection conmand
i ncludes an identifier of the node ML- M sel ected by the
user. In response to this conmand, the m croprocessor ES
is configured to select the appropriate node of operation
ML- V4.

The above-descri bed selection of a node of operation
merely constitutes an exanple of a function that can be
i npl enented by the processor unit 44 in co-operation with
the secure element ES. The processor unit in the neaning
of the invention is not limted to inplenenting this
particul ar function.

In accordance with this particul ar enbodi nent, the
smart card 40 also has a control unit UCl, a first
detector unit UDl, and a second detector unit UD2.

The control unit UCL is configured to block or not
bl ock the sending of any conmands (or data) fromthe
processor unit 44 to the secure elenment ES via at |east
one predefined external contact 54 from anong the
plurality of external contacts 54.

In this exanple, the control unit UCL is configured,
where necessary, to bl ock the sending of each conmand
fromthe processor unit 44 to the secure elenent ES via
each of the external contacts 54 defined as Vcc, RST,

CLK, GND, and IO As explained in greater detail bel ow,
the control unit 60 is configured to inplenment such

bl ocki ng so |l ong as an external comrunication is ongoing
bet ween the secure elenent ES and a reader that is
external to the smart card 40.

In the presently-considered exanple, the control
unit UCL is controlled by the processor unit 44, and nore
particularly by the m croprocessor 60, even though ot her
enbodi ments can be envi saged.
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The control unit UCL in this exanple is external to
the processor unit 44. Nevertheless, it should be
under stood that other variant enbodi ments can be
envi saged. Alternatively, the control unit UClL may be
included in the processor unit 44. By way of exanple,
the control unit UCL nay be inplenented by the
comuni cation interface 62 or by the m croprocessor 60
executing instructions of the program P&X.

Still in the presently-considered exanple, the
control unit UClL is a switch suitable for sw tching
bet ween a bl ocking state and a conductive state so as to
control comunication via the Iink L11. Neverthel ess,
the use of such a switch is not essential for
i npl enenting the blocking function of the invention, in
particul ar when the control unit UCL is inplenmented by
the m croprocessor 60 itself. By way of exanple, it is
possi bl e to envi sage such bl ocki ng of conmands fromthe
processor unit being inplemented in software.

In the blocking state, the control unit UCl isol ates
the processor unit 44 electrically fromthe secure
el enent ES, thus preventing any conmuni cati on between the
processor unit 44 and the secure elenent ES via the
external contacts 54. Putting the control unit UCl in
the bl ocking state serves to bl ock the sending of any
command fromthe processor unit 44 to the secure el enent
ES via any one of the predefined external contacts 54,
i.e. the external contacts Vcc, RST, CLK, GND, or 10in
the presently-described exanple. As nentioned above, the
bl ocki ng of the invention may be inplenented nore
generally on any one of the external contacts of the
secure el enent ES, and preferably on those via which the
secure el enment ES could receive an internal conmmand
(com ng fromthe processor unit 44 in this exanple) that
m ght conme into conflict with an external command com ng
froma reader that is external to the smart card 40.

In the conductive state, the control unit UCl all ows
comuni cati on between the processor unit 44 and the
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secure elenent ES and in particular allows conmands to
pass fromthe processor unit 44 to the secure el enent via
said at | east one predefined contact (i.e. the external
contacts Vcc, RST, CLK, GND, and 10in this exanple).

Furthernore, the first detector unit UD1 is suitable
for detecting whether a comruni cation by contact is
ongoi ng in contact node between the secure el enent ES and
an external reader RD1. To do this, in this exanple, the
detector unit UDL is electrically connected to at |east
one of the external contacts 54 of the secure elenent ES
in such a manner as to be capable of determ ning that a
comuni cation is ongoing in contact node between the
smart card 40 and the external reader RDL.

The communi cati on protocol used by the smart card 40
for co-operating in contact node with the external reader
RD1 may vary depending on circunstances. In a particular
enbodi ment, the secure el enment ES conmuni cates by contact
using the universal serial bus (USB) or the single wire
protocol (SWP) protocol with the external reader RDI.

In the presently-envisaged exanple, the first
detector unit UDL is electrically connected to one of the
external contacts 54, specifically the power contact.
This power contact Vcc is for receiving an electrical
power supply fromthe external reader RDL when the secure
el enent ES is co-operating in contact node with said
external reader RDL so as to power the secure el enent ES
el ectrically. Connecting the first detector unit UDl to
t he power contact advantageously makes it possible to
detect all contact communication between the secure
el enent ES and an external reader, e.g. including
comuni cation using SWP protocol or the USB protocol.

As explained also with reference to Figure 5, in
this exanple, the external contacts 54 conply with the
| SO 7816 standard and the above-nenti oned power contact
is the contact defined as Vcc by the |1 SO 7816 standard.

Typi cal ly, when a comuni cation by contact is being
i npl enent ed between the secure el enent ES and the
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external reader RD1l, power is supplied by the external
reader RDLl via the power contact Vcc of the secure

el enent ES. The power contact Vcc thus remains at a high
| evel so long as the transaction i s ongoing between the
secure el enent ES and the external reader RDl1. Detecting
that electrical power is being received on the power
contact Vcc nakes it possible to deduce that a

comuni cation by contact is ongoing.

It should be observed that other alternatives are
possi bl e for enabling the detector unit UDL to nonitor
the electrical state of at |east one external contact
ot her than the power contact Vcc in order to determ ne
whet her a communi cation by contact is ongoing between the
secure el enment ES and an external reader.

Furthernore, the second detector unit UD2 is
suitable for detecting whether a contactl ess
comuni cation is ongoing in contactl ess node between the
secure el ement ES and an external reader RD2.

In this first enbodi ment, the detector unit UD2 is
el ectrically connected to the RF antenna 42 so as to be
capabl e of detecting an RF signal being transmtted or
received by the RF antenna 52, this RF signal indicating
that a contactl ess conmuni cation i s ongoi ng between the
secure el enment ES and the external reader RD2.

It should be observed that in the presently-
descri bed exanple, the detector units UDL and UD2 are
external to the processor unit 44. Alternatively, it is
possible to inplenment at |east one of the detector units
in the processor unit 44, or indeed in the m croprocessor
60 itself.

The conduct of a bl ocking nmethod inplenmented by the
smart card 40 in a particular enbodi nent is described
below with reference to Figure 4. More precisely, the
m croprocessor 60 of the processor unit 44 inplenments a
bl ocki ng net hod by executing the program P& in
interaction with the units UCl, UDl1, and UD2.
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It is assuned that an initialization step S2 of
initializing the processor unit 44 triggers the start of
execution of a blocking method in the smart card 40. By
way of exanple, this triggering may be the result of
powering the processor unit 44 and/or detecting that at
| east one predefined criterion is satisfied (receiving a
command, a date, a tine, ...).

During a step S4, the m croprocessor 60 determ nes:

1) whether a first comunication is ongoing in
contact node between the secure el enment ES and any
external reader; and

2) whether a second communication is ongoing in
contactl ess node between the secure el enment ES and any
ext ernal reader.

More specifically, in this exanple, the
m croprocessor 60 verifies 1) whether a first
comuni cation by contact is ongoing by using the first
detector unit UDLl, and verifies 2) whether a contactl ess
second comuni cation i s ongoing by using the second
detector unit UD2.

By way of exanple, these two verifications 1) and 2)
are inplenmented in step S4 in continuous manner or at
regular tinme intervals. These verifications 1) and 2)
may al so be inplenmented simultaneously or el se one after
t he ot her, dependi ng on circunstances.

So long as no external conmunication (with or
wi thout contact) is detected been the secure el enent ES
and a reader RD1, RD2 external to the card 40, the
control unit UCl rermains in the conductive state so that
each command fromthe processor unit 44 can reach the
secure elenent ES. 1In the presently-considered exanpl e,
it is the mcroprocessor 60 that naintains the control
unit UCL in the conductive state.

In this particular inplenentation, it should be
observed that when the processor unit 44 sends a conmand
to the secure elenent ES, the processor unit 44 is
configured to wait for a predefined period of tinme after
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sendi ng the conmand before verifying once nore whether an
external communi cation is ongoing between the secure

el ement ES and an external reader. The above-nentioned
predefined time is selected in such a manner that while a
command is in the process being sent fromthe processor
unit 44, no collision is detected between an internal
command and an external command. This configuration
makes it possible to avoid a conmand fromthe processor
unit 44 sent via the external contact Vcc of the secure
el ement ES being interpreted by the detector unit UDl1 as
bei ng an ongoi ng comuni cati on by contact between the
secure el enent ES and an external reader. By way of
exanpl e, the above-nentioned predefined tinme is |less than
or equal to 100 mlliseconds (nms) (e.g. equal to 100 ns).

In contrast, if the mcroprocessor 60 detects ($4)
by using the units UD1 and UD2, that a comunicati on by
contact or a contactless conmuni cation is ongoi ng between
the secure elenent ES and a reader external to the smart
card 40, then the nmethod nobves on to step S6.

During step S6, the m croprocessor 60 configures the
control unit UCl to take up the blocking state so as to
bl ock the sending of any command fromthe processor unit
44 to the secure elenent ES via at |east one predefined
external contact 54 (specifically the external contact
Vcc, RST, CLK, G\ND, and IO in this exanple), and this
continues so long as at |east one conmunication with
contact or at |east one contactless comunication is
detect ed as bei ng ongoi ng between the secure el ement ES
and an external reader.

As nentioned above, the invention also applies to a
smart card (or nore generally to an el ectronic device)
that is suitable for operating in contact node but not in

cont actl ess node. In a variant enbodi nent, the card 40
does not have the RF antenna 52. Under such
circunstances, the detector unit UD2 is not needed. I n

this variant, during the step S4, the mcroprocessor 60
perfornms only the above-defined verification 1) in order
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to determ ne whether a communication with contact is
ongoi ng between the secure el enent ES and any external
reader. If this verification 1) is positive, the nethod
noves on to step S6. During step S6, the m croprocessor
60 configures the control unit UCL to take up the

bl ocking state so as to bl ock the sending of any conmand
fromthe processor unit 44 to the secure el enent ES over
at | east one predefined external contact 54 (i.e. the
external contacts Vcc, RST, CLK, GND, and 10 in this
exanple), with this continuing so |long as a comuni cati on
with contact is detected as ongoi ng between the secure
el ement ES and an external reader.

The invention is advantageous in that it nakes it
possible to avoid any conflict (or collision) in the
secure el ement between an "external" conmand received
froma reader external to the smart card in contact node
(or possibly in contactless node), and an "internal"”
command received froma processor unit internal to the
smart card.

As nentioned above, the secure element of a
conventional smart card is not optim zed for properly
managi ng bot h commands com ng froman external reader (in
contact and/or contactless node) and al so commands comi ng
froma processor unit (or electronic nodule) internal to
the card. In certain circunstances the secure el enent
can encounter difficulties in taking account of comrands
comng fromthese different sources, and this can lead to
conflicts that are harnful for the proper operation of
the smart card.

The invention makes it possible in particular to
avoid a conflict situation arising in which an internal
command and an external command are received
si mul t aneously by the secure el enent of the smart card.

The invention is al so advantageous in that it can be
i npl enented without affecting the structure or the
operation of the secure elenent of the smart card.



10

15

20

25

30

35

22

Furthernore, in the above-considered el enent, the
m croprocessor 60, in step S6, configures the control
unit UCL into the blocking state so as to isolate the
secure elenent ES electrically fromthe processor unit
44. Al though ot her enbodi nents can be envi saged, such
el ectrical isolation is advantageous in that it serves in
particular to avoid a communi cation by contact between
the secure elenment ES and an external reader being
di sturbed by the processor unit 44.

Furthernore, in the presently-described exanple, the
m croprocessor 60 uses the interface 62 to send an APDU
command to the secure elenent ES via at |east one

external contact 54 (using the internal link L11). The
nature and the content of this APDU comrand nmay vary
depending on circunstances. 1In the presently-described

exanpl e, the APDU command is a sel ecti on command
inform ng the secure elenment ES of a nobde of operation
(or an application) M, M2, M3, or M4 that it is to

i npl enent. Naturally, other types of conmand can be
envi saged.

Figure 5 shows an inplenentation of the smart card
40 in accordance with the first enbodinent. Certain
el enents of the smart card 40 are omtted fromFigure 5,
for reasons of sinplicity.

The m croprocessor 46 (not shown) of the secure
element ES is connected to the RF antenna 52 so as to be
capabl e of comunicating in contactless node with the
external reader RD2.

Furthernore, in this exanple, the mcroprocessor 60
i ncl udes:

- an input I Nl connected to the actuator 68 so as to
be capabl e of receiving a coomand CVMD1L from a user via
t he actuator 68;

- an input I N2 connected to the output of the
detector unit UDL, the input IN2 being suitable for
receiving a signal S& fromthe detector unit UDl
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i ndi cati ng whet her a comruni cati on by contact is ongoing
bet ween the secure el enent ES and an external reader;

- an input I N3 connected to the output of the
detector unit UD2, the input IN3 being suitable for
receiving a signal SG3 fromthe detection unit UD2
i ndi cati ng whether a contactl ess conmuni cation i s ongoi ng
bet ween the secure el enent ES and an external reader; and

- an output QUL via which the m croprocessor 60 can
send a conmand CVD2 to the secure el enent ES;

- an output QU2 via which the m croprocessor 60 can
control the states of the LEDs 72-1 to 72-5.

In this exanple, the control unit UCl is connected
via a bus BS1 of wired connections to at |east one
predefi ned external contact 54, nanely the predefined
external contacts 54-1, 54-2, 54-3, 54-4, and 54-5
(referenced collectively as 54) of the secure el enent ES
in this particular exanpl e.

As nentioned above, the predefined external contacts
54-1, 54-2, 54-3, 54-4, and 54-5 correspond in this
exanpl e respectively to the contacts Vcc, RST, CLK, GN\D
and 10 as defined in the | SO 7816 standard. For reasons
of sinplicity, the other contacts defined by the |1SO 7816
standard are not shown in Figure 5.

Furthernore, the control unit UCl is connected via a
bus BS2 to the output QUL of the m croprocessor 60. The
m croprocessor 60 can thus transmt a conmand CVD2 (e.g.
of the APDU type) via the buses BS1 and BS2 to any of the
external contacts 54-1 to 54-5.

As descri bed above, the control unit UCL in this
exanpl e behaves |ike a switch serving to take on a
bl ocki ng state or a conductive state under the control of
t he processor 60.

Furthernore, the detector unit UDl is electrically
connected to the external contact 54-1 (Vcc) so as to be
capabl e of receiving as input a signal (e.g. a voltage)

i ndi cati ng whether electrical power is being received
froman external reader RD1 by contact with the secure
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element ES. The detector unit UDl is suitable for
sending a signal S& to the input IN2 of the

m croprocessor 60 indicating whether a comuni cati on by
contact is ongoing between the secure elenent ES and the
external reader RDL.

In this exanple, the detector unit UDlL al so acts as
a voltage converter so as to convert a signal received
fromthe external contact 54-1 (Vcc) froma first voltage
(e.g. 5 volts (V)) into a second voltage (e.g. 3 V). The
detector unit UDL is preferably inplenented so as to
conply with the specifications of the m croprocessor 60
and in particular so as to protect the m croprocessor 60.

The processor 60 determ nes that a commrunication by
contact is ongoing between the secure el enent ES and the
external reader RDl only if the voltage of the received
signal S& is not less than a first predeterm ned
t hreshol d val ue.

Furthernore, the detector unit UD2 is electrically
connected to the RF antenna 52 so as to be capabl e of
receiving as input a signal indicating whether a
contactl ess conmuni cation i s ongoi ng between the secure
el ement ES and an external reader RD2. The detector unit
UD2 is suitable for sending a signal SG3 to the input |IN3
of the m croprocessor 60 to indicate whether a
contactl ess conmuni cation i s ongoi ng between the secure
el ement ES and an external reader RD

In this exanple, the detector unit UD2 converts the
AC signal (e.g. a voltage signal) potentially picked up
fromthe RF antenna 52 into a DC signal SG3 (e.g. a
vol tage signal) suitable for being processed by the
m croprocessor 60. The way in which such conversion is
performed is known to the person skilled in the art and
is therefore not described in detail herein (e.g.
envel ope detection, etc.).

Still in this exanple, the m croprocessor 60
determ nes that a contactless comrunication i s ongoing
bet ween the secure el enment ES and the external reader RD2
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only if the voltage of the received signal SG is not
| ess than a second predeterm ned threshold val ue.

As nentioned above, it should be observed that
various variant enbodi nents can be envisaged in the anbit
of the invention.

For exanple, it is possible to envisage bl ocking the
sending of all comrands fromthe processor unit 44 to the
secure el enent ES but without electrically isolating the
secure elenent ES fromthe processor unit during said

bl ocki ng.
In a variant enbodi nent, the control unit UClL is
i npl enented in the mcroprocessor 60 itself. In other

words, the m croprocessor 60 is configured to block the
sending of all commands to the secure elenent ES via at

| east one predefined external contact 54 (i.e. the
contacts Vcc, RST, CLK, GND, and 10O of the ISO 7816
standard, in this exanple), so long as a conmmunication by
contact or a contactless conmuni cation is ongoi ng between
t he secure elenment ES and an external reader.

In the event of detecting that a commrunication by
contact or a contactless conmuni cation is ongoi ng between
t he secure elenent ES and the external reader, the
processor 44 (and nore particularly the m croprocessor
60) may be configured by way of exanple to generate no
commands for the secure elenent ES, or to defer the
sendi ng of any command that it m ght generate for the
secure elenent ES (in which case each deferred command is
stored in nenory), and to do this so long as a
comuni cation is ongoing with or without contact between
the secure elenment ES and an external reader.

If the secure elenent ES is not designed to operate
in contactless node, the m croprocessor 60 may
alternatively be configured to performthe bl ocking of
the invention so long as a communi cation by contact is
ongoi ng between the secure el ement ES and an external
reader.
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The bl ocki ng of commands fromthe processor unit 44
can thus be perforned internally within the processor
unit 44 itself and/or externally relative to the
processor unit 44 (typically via the link L11).

Furthernore, in the above-described enbodi nents, it
is the mcroprocessor 60 that uses the signals fromthe
detector units UD1 and UD2 to determ ne whether there is
any ongoi ng conmuni cation in contact node or in
contactl ess node between the secure el enent ES and an
external reader, and that controls the state (bl ocks or
conductive) of the control unit UCL. It can be
understood that at |east one of these operations nay be
performed by any control unit (e.g. a mcroprocessor)
internal to the smart card situated in or outside the
processor unit 44.

In a variant enbodi nent, the processor unit 60 is
al so configured to control the state of an indicator
light (not shown), e.g. such as a LED, with which the
smart card 52 is provided, this control being perforned
as a function of whether or not an ongoi ng external
conmuni cation is detected between the secure el enent ES
and an external reader. The processor unit 60 may for
exanpl e control such an indicator light so that its state
(brightness, flashing frequency, etc.) inforns the user
whet her an external comrunication i s ongoing between the
secure el ement ES and an external reader.

Figure 6 shows a smart card 75 in a second
enbodi nent of the invention. The smart card 75 differs
fromthe smart card 40 shown in Figure 3 only by the fact
that an additional RF antenna 78 is included in the card
75 in order to detect whether a contactless comruni cation
i s ongoi ng between the secure el ement ES and an external
reader RD2.

More specifically, the second detector unit UD2 is
suitable for using the additional RF antenna 78 to detect
an RF signal transmtted or received by the first RF
antenna 52 indicating that a communi cation is ongoing in
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contactl ess node between the secure elenent ES and the
external reader RD2.

To do this, the RF antennas 52 and 78 in this
exanple are el ectromagnetically coupled (e.g. by
i nduction; link L14) so that all of the conmmunication
activity via the RF antenna 52 can be detected by the RF
antenna 78. Any RF signal picked up by the RF antenna 78
is transmtted to the detector unit UD2, which operates
in the manner described above with reference to the first
enbodi nent .

Using this additional RF antenna 78 i s advant ageous
inthat it nmakes it possible in particular to avoid a
contactl ess comuni cati on between the secure el enent ES
and an external reader RD2 being disturbed by the second
detector unit UD2.

As expl ai ned above, in the context of the invention
it is necessary to block the sending of all commands from
the processor unit (44) to the secure elenent (ES) via at
| east one predefined external contact whenever an ongoi ng
conmuni cation with or without contact is detected between
the secure element (ES) and an external reader. It
shoul d be observed that that the bl ocking may be
unidirectional so that while blocking is being
i npl enented, commands can still pass in the opposite
direction, i.e. fromthe secure elenent (ES) to the
processor unit (44). Alternatively, the blocking may be
bi directional such that all comunication is prevented in
both directions between the secure el enent (ES) and the
processor unit (44).

It can thus be understood in the present disclosure
that a command in the nmeaning of the invention may be any
message (or any data) fromthe processor unit for the
secure el enment.

Furthernore, in a variant, the bl ocking of comands
fromthe processor unit to the secure elenent is
mai ntai ned for a predefined length of tine starting from
t he instant when an ongoi ng conmuni cation with or wthout
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contact is no | onger detected between the secure el enent
ES and the processor unit.

As al ready nentioned, the nature and the el enents
maki ng up the processor unit in the nmeaning of the
invention may vary depending on circunstances. In the
exanpl es consi dered above, the processor unit 44
conprises in particular nenories 64 and 66, an actuator
68, a battery 70, and LEDs 72. The processor unit 44 is
suitable for co-operating with the secure elenent ES to
sel ect an application or a node of operation to be
executed by the secure elenent ES, the processor unit 44
being suitable for performng this selection, e.g. froma
user instruction received via the actuator 68.
Neverthel ess, it should be understood that processor
units for perform ng other functions can be envisaged in
the anbit of the invention.

Thus, in a variant enbodi ment, the processor unit 44
is suitable for obtaining information fromdata received
fromthe secure el enent ES and for causing the
information to be displayed by using a display unit of
the smart card 44. To do this, the processor unit 44 may
for exanple receive said data fromthe secure elenent via
the link L11. By way of exanple, the display unit may
conprise a display screen suitable for displaying
information that is useful for the user, such as the
amount of a transaction or a total of units of account,
or indeed an indication of a currency selected by the
user. During this display nethod and where applicabl e,
at | east one command nmay be sent by the processor unit to
the secure el enment, providing the blocking of the
i nvention has not been tri ggered.

O her variants of the processor unit suitable for
comuni cating with the secure el enment can naturally be
envi saged in the anbit of the invention.

As nentioned above, the invention also applies to
smart cards operating exclusively in contact node. Under
such circunstances, it is only the existence of
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comuni cation by contact that is nonitored in order to
determ ne whether or not to trigger the blocking of the
i nvention. Thus, so long as an ongoi ng conmuni cati on by
contact is detected, any sending of a command fromthe
processor unit to the secure elenent is blocked via at

| east one predefined external contact (e.g. Vcc, RST,
CLK, G\ND, and 1O in the 10s 7816 standard).

As nentioned above, the invention is not limted to
smart cards, but applies nore generally to any el ectronic
device suitable for co-operating with an external reader
in a contact node, and also in a contactl ess node, where
appl i cabl e.

A person skilled in the art understands that the
above-descri bed enbodi nents and variants nerely
constitute non-limting inplenentations of the invention.
In particular, the person skilled in the art can envi sage
any conbi nation of the above-described enbodi nents and
variants in order to satisfy some particul ar need.
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CLAI M5
1. An electronic device (40; 75) conprising:

- a secure elenent (ES) conprising a plurality of
contacts (54), said secure elenent being suitable for co-
operating with a first external reader (RDl) that is
external to said electronic device in a contact node by
using at | east one of said contacts;

- a processor unit (44) external to the secure
el enent, said processor unit being suitable for sending a
command (CVD2) to the secure elenent (ES) via at |east
one of said contacts (54);

the el ectronic device being characterized in that it
further conprises:

- a first detector unit (UDl) for detecting whether
a comuni cation by contact is ongoing in contact nobde
bet ween the secure elenent (ES) and the first electronic
reader (RD1l); and

- a control unit (UCl) configured to bl ock the
sendi ng of each command (CVMD2) fromthe processor unit
(44) to the secure elenent (ES) via at |east one
predefined contact fromanong said plurality of contacts,
so long as a said communi cation by contact is ongoing.

2. An electronic device according to claim1l1, wherein
said contacts (54) are in conpliance with the 1SO 7816
st andar d.

3. An electronic device according to claim?2, wherein at
| east one predefined contact conprises the contacts
(54-1, 54-2, 54-3, 54-4) defined in said | SO 7816
standard as Vcc, RST, CLK, GN\D, and IO

4. An el ectronic device according to any one of clains 1
to 3, wherein the control unit (UCl) is configured to

bl ock the sending of each command fromthe processor unit
to the secure el enent via each of said contacts (54) of
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the secure elenment (ES) so long as a said comunication
by contact is ongoing.

5. An electronic device according to any one of clainms 1
to 4, wherein the first detector unit (UDl) is connected
to one of said contacts (54-1), referred to as the
"power" contact, that is to receive electrical power when
the secure element (ES) is co-operating in contact node
with the first external reader (RDl) in order to power
said secure elenent electrically.

6. An el ectronic device according to claimb5, the first
detector unit (UDl) being suitable for converting a first
vol tage detected on the power contact (54-1) into a
second voltage that is different fromthe first voltage.

7. An el ectronic device according to claim6, wherein the
processor unit (44) is configured to determ ne that a
sai d conmuni cation by contact is ongoi ng between the
secure elenent (ES) and the first external reader (RD1)
only if the second voltage is not |less than a first
predet erm ned threshol d val ue.

8. An electronic device according to any one of clainms 1
to 7, wherein the secure elenent (ES) includes a first
radi of requency antenna (52), said secure el enent being
suitable for co-operating with a second external reader
(RD2) that is external to said electronic device in a
contactl ess node by using said first radiofrequency
antenna, said electronic device including:

- a second detector unit (UD2) suitable for
detecting whether a contactless commrunication i s ongoing
in contactl ess node between the secure el enent (ES) and
t he second external reader (RD2);

the control unit (UCl) being configured to block the
sendi ng of each command (CVD2) fromthe processor unit
(44) to the secure elenent (ES) via said at |east one
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predefined contact so long as at | east one of a said
comuni cation by contact and a said contactl ess
comuni cation i s ongoi ng.

9. An electronic device according to claim8, including a
second radi of requency antenna (78) isolated fromthe
first radi ofrequency antenna (52),

t he second detector unit (UD2) being suitable for
usi ng the second radi of requency antenna (78) to detect a
radi of requency signal transmtted or received by the
first radi ofrequency antenna (52), indicating that a said
contactl ess conmuni cation i s ongoi ng between the secure
el enent (ES) and the second el ectronic reader (RD2).

10. An el ectronic device according to claim8 or claim?9,
wherein the second detector unit (UD2) is suitable for
converting an AC voltage obtained fromthe first

radi of requency antenna (52) into a DC vol tage.

11. An el ectronic device according to claim 10, wherein
the processor unit (44) is configured to determ ne that a
said contactl ess comruni cation is ongoing only if the DC
voltage is not |ess than a second predeterm ned threshold
val ue.

12. An el ectronic device according to any one of clains 1
to 11, wherein the control unit (UCl) conprises a switch
at the interface between the secure elenment (ES) and the
processor unit (44), said switch being suitable for
swi tching between a bl ocking state and a conductive
st at e,

the switch being configured to occupy the bl ocking
state when the control unit bl ocks said sending of each
command fromthe processor unit via said at | east one
predefined contact, so as to isolate the secure el enent
(ES) electrically relative to the processor unit (44).



10

15

20

25

30

35

33

13. An el ectronic device according to any one of clains 1
to 12, wherein the processor unit (44) is suitable for
co-operating with the secure elenent (ES) to select an
application to be executed by the secure el enment,

t he processor unit being suitable for performng
this selection on the basis of an instruction froma user
received via an actuator (68) of the el ectronic device.

14. An el ectronic device according to any one of clains 1
to 13, wherein the processor unit (44) is suitable for
obtaining information fromdata received fromthe secure
el ement (ES) and for causing said information to be

di spl ayed by using a display unit of the electronic

devi ce.

15. An el ectronic device according to any one of clains 1
to 14, wherein said electronic device (40; 75) is a smart
card.

16. A bl ocking nethod inplenmented by an el ectronic device
(40; 75) conprising:

- a secure elenent (ES) conprising a plurality of
contacts (54), said secure elenent being suitable for co-
operating with a first external reader (RDl) that is
external to said electronic device in a contact node by
using at |east one of said contacts; and

- a processor unit (44) external to the secure
el enent (ES), said processor unit being suitable for
sending a conmand (CMD2) to the secure elenment via at
| east one of said contacts (54);

t he net hod being characterized in that it conprises:

- first verification (S4) to determ ne whether a
comuni cation by contact is ongoing in contact nobde
bet ween the secure elenent and the first external reader;
and

- bl ocking (S6) the sending of each conmand fromthe
processor unit (44) to the secure elenent (ES) via at
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| east one predefined contact fromanong said plurality of
contacts (54), so long as a said comuni cati on by contact
i S ongoi ng.

17. A bl ocking nethod according to claim 16, wherein the
secure elenent (ES) includes a radiof requency antenna
(52), said secure elenent being suitable for co-operating
with a second external reader (RD2) that is external to
said electronic device in a contactl ess node by using
said first radi ofrequency antenna, said el ectronic device
conpri si ng:

- second verification (S4) to determ ne whether a
contactl ess conmuni cation is ongoing in contactless node
bet ween the secure elenent (ES) and the second external
reader (RD2); and

- bl ocking (S6) the sending of each conmand fromthe
processor unit to the secure elenent via at |east one
predefined contact, so long as at |east one of a said
comuni cation by contact and a said conmuni cation wi thout
contact is ongoing.

18. A computer program (P&) including instructions for
executing steps of a bl ocking nmethod according to claim
16 or claim 17 when said programis executed by a

conput er.

19. A conmputer readabl e data nedium storing a conputer
program (PGL) including instructions for executing the
steps of a bl ocking nmethod according to claim 16 or claim
17.



