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BACKGROUND
Field
[0002] This application relates generally to wireless communication and more

specifically, but not exclusively, to improving communication performance.

Introduction

[0003] Wireless communication systems are widely deployed to provide various
types of communication (e.g., voice, data, multimedia services, etc.) to multiple users.
As the demand for high-rate and multimedia data services rapidly grows, there lies a
challenge to implement efficient and robust communication systems with enhanced
performance.

[0004] To supplement conventional mobile phone network base stations, small-
coverage base stations may be deployed (e.g., installed in a user's home). In some
aspects, these base stations may provide more robust indoor wireless coverage to mobile
units. Such small-coverage base stations are generally known as access point base

stations, Home NodeBs, or femto cells. Typically, such small-coverage base stations
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may be depl oyed in an ad-
hoc manner. Consequently, there may be issues associated with accessing these base
stations. For example, access terminals may need to be configured to access their
associated base stations. In addition, it may be desirable to prevent unauthorized access

terminals from accessing certain bases stations. Thus, there is a need for improved

access management for wireless networks.

SUMMARY
[0006] A summary of sample aspects of the disclosure follows. It should be
understood that any reference to the term aspects herein may refer to one or more
aspects of the disclosure,
[0007] The disclosure relates in some aspect to provisioning communication nodes
and providing access management for wireless communication. For example,
identifiers may be assigned to sets of nodes where the identifiers may be used to control
access to restricted access points that provide certain services only to defined sets of
access terminals. Here, a restricted access point may, for example, provide certain
services (e.g., different billing, additional services, different quality of service) for the
access terminals of one or more preferred users but not for other users.
[0008] In some aspects provisioning a node may involve providing a unique
identifier for a set of one or more nodes. For example, a unique identifier may be
assigned to one or more restricted access points. Similarly, a unique identifier may be
assigned to a set of access terminals that are authorized to receive service from one or
more restricted access points. In some aspects a temporary identifier may be assigned to
an access terminal whereby access to the node may involve mapping the temporary

identifier to a permanent identifier for the access terminal.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0011] These and other sample aspects of the disclosure will be described in the
detailed description and the appended claims that follow, and in the accompanying
drawings, wherein:
[0012] FIG. 1 is a simplified block diagram of several sample aspects of a
communication system;
[0013] FIG. 2 is a flowchart of several sample aspects of operations that may be
employed to provision network nodes and provide access control;
[0014] FIG. 3 is a simplified diagram of several sample network node components;
[0015] FIG. 4 is a flowchart of several sample aspects of operations that may be
employed to provision an access point;
[001.6] FIG. 5 is a flowchart of several sample aspects of operations that may be
employed to provision an access terminal;
[0017]  FIG. 6 is a flowchart of several sample aspects of operations that may be

employed to provision an access terminal;
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control may be provided by a network node. In sone aspects, access
control may be provided by cooperation of a restricted access point
and a network node. [0010] The disclosurefrelates in some aspects to
provi sioning a node with a preferred roanming list. In sonme aspects a
node may be provisioned with a default preferred roamng |list that
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[0020] F1G. 9 is a flowchart of several sample aspects of operations that may be
employed to provide access control;
[0021] FIG. 10 is a flowchart of several sample aspects of operations that may be
employed to provide access control;
[0022] FIG. 11 1is a flowchart of several sample aspects of operations that may be
employed to provide access control,
[0023] FIG. 12 is a flowchart of several samplc aspccts of operations that may be
employed to provision an access terminal;
[0024] FIG. 13 is a flowchart of several sample aspects of operations that may be
employed to provide access control;
[0025] FIG. 14 is a simplified diagram of a wireless communication system;
[0026] FIG. 15 1s a simplified diagram of a wireless communication system
including femto nodes;
[0027] FIG. 16 1s a simplified diagram illustrating coverage areas for wireless
communication,
[0028] FIG. 17 is a simplified block diagram of several sample aspects of
communication components; and
[0029] FIGS. 18 - 28 are simplified block diagrams of several sample aspects of
apparatuses configured to provide provisioning and/or access management as taught
herein.
[0030] In accordance with common practice the various features illustrated in the

drawings may not be drawn to scale. Accordingly, the dimensions of the various

features may be arbitrarily cxpanded or reduced for clarity. In addition, some of the



comuni cation system [O013]FIG 2 is a flowhart of several sanple
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drawings may be simplified for clarity. Thus, the drawings may not depict all of the
components of a given apparatus (e.g., device) or method. Finally, like reference

numerals may be used to denote like features throughout the specification and figures.

DETAILED DESCRIPTION
[0031] Various aspects of the disclosure are described below. It should be apparent
that the teachings herein may be embodied in a wide variety of forms and that any
specific structure, function, or both being disclosed herein is merely representative.
Based on the teachings herein one skilled in the art should appreciate that an aspect
disclosed herein may be implemented independently of any other aspects and that two
or more of these aspects may be combined in various ways. For cxample, an apparatus
may be implemented or a method may be practiced using any number of the aspects set
forth herein. In addition, such an apparatus may be implemented or such a method may
be practiced using other structure, functionality, or structure and functionality in
addition to or other than one or more of the aspects set forth herein. Furthermore, an
aspect may comprise at least one element of a claim.,
10032] FIG. 1 illustrates several nodes in a sample communication system 100 (e.g.,
a portion of a communication network). For iliustration purposes, various aspects of the
disclosurc will be described in the context of one or more network nodes, access points,
and access terminals that communicate with one another. It should be appreciated,
however, that the teachings herein may be applicable to other types of apparatuses or
other similar apparatuses that are referenced using other terminology.
[0033] Access points 102 and 104 in the system 100 provide one or more services
(e.g., network connectivity) for one or more wireless terminals (e.g., access terminal
106 and/or 108) that may be installed within or that may roam throughout an associated
geographical area. In addition, the access points 102 and 104 may communicate with

one or morc nctwork nodes 110 to facilitate wide area network connectivity, Such a
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network node may take various forms. For example, a network node may comprise a
mobility manager or some other suitable network entity (e.g., a core network entity).
[0034] The access points 102 and 104 may be restricted in some aspects whereby
each access point provides certain services to certain access terminals (e.g., access
terminals 106 and 108) but not to other access terminals {(¢.g., a macro access terminal,
not shown). For example, the access points 102 and 104 may be restricted to not
provide to the other access terminals at least one of’ registration, signaling, voice call,
data access, or any other cellular service. Restricted access points may be deployed in
an ad-hoc manner. For example, a given homeowner may install and configure his/her
own restricted access point.

[0035] FIG. 2 provides an overview of several operations may be performed to
facilitate deployment of restricted access points and the access terminals that are
authorized to use these access points. In some aspects, these operations may be
employed to enable a restricted access node to determine its identity, determine the
identity of access terminals that are allowed to access (e.g., connect to) the restricted
access point, and confirm the identity of an access terminal (e.g., an access terminal that
18 attempting to access the restricted access point). In some aspects, these operations
may be employed to enable an access terminal to determine its identity, determine the
identity of a restricted access point that the access terminal is allowed to access,
translate temporary identity of the access terminal to permanent identity of the same,
and confirm the identity of an access point (e.g., a restricted access point that the access
terminal is attempting to access).

[0036] For convenience, the operations of FIG. 2 (or any other operations discussed
or taught herein) may be described as being performed by specific components (e.g.,
components of the system 100 and/or components of a system 300 as shown in FIG. 3).
It should be appreciated, however, that these operations may be performed by other

types of components and may be performed using a different number of components. It
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also should be appreciated that one or more of the operations described herein may not
be employed in a given implementation,

[0037] FIG. 3 illustrates several sample components that may be incorporated into
the network node 110 (e.g., a mobility manager, mobile switching center, or serving
GPRS support node), the access point 102, and the access terminal 106 in accordance
with the teachings herein. It should be appreciated that the components illustrated for a
given one of these nodes also may be incorporated into other nodes in a communication
system. For example, the access terminal 108 may include components similar to those
described for access terminal 106 and the access point 104 may include components
similar to those described for access point 102,

[0038] The network node 110, the access point 102, and the access terminal 106
include transceivers 302, 304, and 306, respectively, for communicating with each other
and with other nodes. The transceiver 302 includes a transmitter 308 for sending
signals (e.g., messages) and a receiver 310 for receiving signals. The transceiver 304
includes a transmitter 312 for transmitting signals and a receiver 314 for receiving
signals. The transceiver 306 includes a transmitter 316 for transmitting signals and a
receiver 318 for receiving signals.

[0039] The network node 110, the access point 102, and the access terminal 106
also include various other components that may be used in conjunction with
provisioning nodes and access management as taught herein. For example, the network
node 110, the access point 102, and the access terminal 106 may include communication
controllers 320, 322, and 324, respectively, for managing communications with other
nodes (¢.2., scnding and receiving messages/indications) and for providing other related
functionality as taught herein. The network node 110, the access point 102, and the
access terminal 106 may include provisioning controllers 326, 328, and 330,
respectively, for provisioning a node and for providing other related functionality as

taught herein. The network node 110, the access point 102, and the access terminal 106
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[ 0030] I n accordance with common practice the various features
illustrated in the

may include access controllers 332, 334, and 336, respectively, for providing access
management and for providing other related functionality as taught herein. For
purposes of illustration, all of the nodes are depicted in FIG. 3 as having functionality
relating to provisioning and access control. In some implementations, however, one or
more of these components may not be employed at a given node. The discussion that
follows describes several different schemes (e.g., in conjunction with different figures)
for provisioning network nodes and providing access control. For convenience, in these
different schemes, the network node 110, the access point 102, and the access terminal
106 may be referred to as having different functionality and may be referred to as being
representative of different types of nodes (e.g., in different implementations the network
node 110 may represent an SRNC, or an MME, or a AAA, ctc.). It should be
appreciated, however, that in a given implementation, the network node 110, the access
point 102, and the access terminal 106 may be configured in a specific manner.

[0040] Referring again to FIG. 2, as represented by block 202, each access terminal
(e.g., access terminal 106) in a system may be provisioned to enable communication
with one or more access points (e.g., access point 102). In the example of FIG. 3, these
operations may be performed, for example, by operation of the provisioning controllers
326 and 330.

[0041] In some aspects, an operator may assign a unique identifier to the access
terminal 106. In some implementations this identifier comprises a network access
identifier (“NAT”) or mobile station integrated services digital network (*MS ISDN”)
number. Alternatively, the subscriber identity such as International Mobile Subscriber
Identity (IMSI) can also be derived from a subscriber identity module such as SIM,
USIM, or VSIM present in the access terminal. In some cases this identifier is
guaranteed to be unique within an operator domain (e.g., the entire network provided by
a cellular operator). In some implementations, such an identifier may be part of the

session information for the access terminal 106. For example, the identifier may be sent
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106 may use that identifier when it accesses an access point.
[0042] The access terminal 106 also may be provisioned with the identity of each
access point {e.g., access point 102) that the access terminal 106 is allowed to access.
As described in more detail below, this may involve, for example, sending access point
identifiers to the access terminal 106 (e.g., a push model) and/or allowing the access
terminal 106 to select the access points to be accessed by the access terminal 106 (e.g., a
pull model). The access terminal 106 may thus maintain a list of authorized access
points (e.g., a whitelist or preferred user zone list) that the access terminal 106 may
reference as it moves through various wireless coverage arcas.
[0043] In some implementations a user of the access terminal 106 may be prompted
to determine whether he or she wishes to enable the access terminal 106 to access to an
access point. In some implementations the access terminal 106 may automatically
enable aceess to an access point. In some implementations the access terminal 106 may
determine, based on configuration information at the access terminal 106, whether to
automatically enable access or require a user prompt to enable access. In some

implementations a user may elect to access or elect to not access one or more access

terminals. In this case, a list of the allowed and/or rejected access terminal(s) may be
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[0045] For example, a unique identifier may be assigned to the access point 102 or
to a set of access points (e.g., access points 102 and 104). This unique identifier is
different than a unique device identifier that may be assigned to identify individual
access terminals in a system. As described in more detail below, such an identifier may
comprises, for example, a special type of network identifier (“NID”) or subnet identificr
or an identifier assigned to a group of access terminals that have the same restricted
association properties (e.g., 2 CSG). In some cases, the network may autonomously
assign a unique identifier. In some cases, one or more access points may request an
identifier (e.g., by determining a proposed identifier and sending it to the network). In
these cases, the network may determine whether the requested identifier is already in
use by one or more other access points. If the requested identifier is already in use, the
network may select another identifier (e.g., a similar identifier) that is not is use by any
other access point and send this identifier to the requesting access point(s).

[0046] The access point 102 also may be provisioned with one or more identifiers
associated with each access terminal (e.g., access terminal 106) that is allowed to access
the access point 102. As described in more detail below, this may involve, for example,
storing access terminal identifiers in a databasc managed by a network and/or by storing
access terminal identifiers in a local access list at the access point 102,

[0047] In some implementations the access control list for a given restricted access
point may be managed at that restricted access point. For example, as discussed below

in conjunction with FIG. 13, a user may configure his or her access point using an
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conmuni cat i oetwoyismenbe Fore rekabipihan indhedmtoess poertsri Hialce, Y& bitay of the

i ncl ude conponents simlar_ to those described for access term nal 106
and the acc@&Esyronte! ldmayhe mpreveid el mpen dsreccss santrak list mighi agiebe

descri bed {0, BCqesSaRLnk 10% [ 00081 The, nelyark node 110, S

access poi nt M HHMC ERE TG BYLS FF G, pe qggeed o p ceto
the restricted access points (e.g., application software, USB ports, and so on).
Furthermore, through the use of centralized access control lists, it may be easier to
manage multiple restricted access points that belong to a common enterprise.
[0049] Once a restricted access point is provisioned, it may advertise its assigned
identifier over-the-air. For example, the access point 102 may broadcast its identifier as
part of it scctor parameters, or in some other suitable manner.
{0050] As represented by block 206, once an access terminal is provisioned, the
access terminal may monitor for signals (e.g., pilot/beacon signals) broadcast by nearby
access points. As discussed in detail below, if the access terminal 106 identifies signals
from the access point 102 (e.g., in a scenario where the access terminal 106 is allowed
to access the access point 102), the access terminal 106 may request access to that
access point 102. The identification of an accessible access point by the access terminal
106 may involve, for example, comparing an identifier associated with the access point

102 with a trusted list 338 of authorized access points (e.g., the whitelist) maintained by



i ncl ude transceivers 302, 304, and 306, respectively, for

comuni cating with each other and with other nodes. The transceiver
302 i ncl udgg 2dofpisasm tter 308 for sending signals (e.gcrRRRFFIER)
and a receiver 310 for receiving signals. The transceiver 304

includes a transmtter 312 for transmtting signals and a receiver
314 for receiving signals. The transceiver 306 includes a transmtter
316 for transmtting signals and a receizver 318 for receiving
signals. [00391The network node 110, the access point 102, and the
access termnal 106 al so include various other conponents that may be

used in conjunction wt r VISIOﬂI nd a cess nanagenent as
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nmessages/ i ndi cati ons) for providing other related functionality

as taught hegbork no'ﬁbe(ergetth\@ﬁéfwﬂﬁkdﬁ)délﬂ)) ridyelcBemBs SviietcPio a1l theqdedshe
access termnal 106 may include provisioning controllers 326, 328,

and 330, regpaoial L ty acdesy thproessspoantilAg Fhisockessaqudtrblorpepition imely iyolve,
other related functionality as taught herein. The network node 110,
t he access ffmemmnleazconﬁmngﬁ@ igenéisef thergspyrdsrmined 1 0@andespripating ae
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t hese conponents may not be enpl oyed at a given node. The dlSCUSSIOﬂ

that foll ows, tlesanil bitsr sevashalbtediohéreti@ilimaytaerESmicd, Br exdniple, by

conj uncti on with different figures) for provisioning network nodes
and provi di nperatewes sheagntss ebntraier 3 ¥omdentlencesss contioHesB2di f f er ent
schenmes, the network node 110, the access point 102, and the access
terninal 106005l beVilbtherhats QETVIRY WaVInAgdditopaldeils f%@g%w&wwm@nd
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appreC|ated owever 1ven | nplementati on,

node 110, tRecAfmess) VR BhivdRdne dbesk @@ﬁ@%e%br&w@in chRRnERY: Wit
configured in a specific nmanner. [0040]Referring again to FIG 2, as

r epr esent edtteypbilateds 202jbed acinodree essofttipssotipades. (Borgonveazaes sheker m nal
106) in a system may be provisioned to enable comunication with one
or nore acceByatyess ik b desgribedaviferséergnse i the gomponentsioh El@xadpibeuldibe
FIG 3, these o erati ons may he perforned, for exanpl e, by operatlon
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an operator {(ng] as %c r}m?g i 1aﬂu%o Fﬂ? Qlt 'cfvlca% ﬁc?&tltogse rc?%ng%o provisioning a

restricted access point are treated.

[0054] As represented by block 402, the network node 110 assigns an identifier
(e.g., a unique identifier) for the restricted access point. In some cases this identifier is
guaranteed to be unique within an operator domain (e.g., the entire network provided by
a cellular operator). For example, a network entity may maintain an identifier database
that is used to ensure the uniqueness of any assigned identifier.

[0055] The identifier may take various forms. In some implementations this

identifier comprises a network identifier (e.g., a femto network identifier, “FNID”). In



termnal 106. In sone inplenentations this identifier conprises a
network access identifier ("NAI") or nobile station integrated
servi ces diy@hb@lsddgt Work ("MS I SDN') number. Al ternatiyg MJ’SZ&O%%MH
subscri ber 1dentity such as International Mobile Subscri ntit
(I'Msl') can also be derived froma subscriber identity nodul e such as
SIM USIM or VSIMpresent in the access termnal. In sone cases this
identifier is guaranteed to be unique wiXhin an operator domain
(e.g., the entire network provided by a cellular operator). In sone

i npl enentations, such an identifi er may be part of the session

infornmation for the access ter E‘ 106. For exa‘gg%‘e the identifjer
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user may, for exanple, configure his or her restricted access
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i npl enentati ons an access term nal may be assigned a tenporar
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tenmporary identjfiers for t ess erm nal 106 and intain hose
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t enporary |g§t{1€m(jgeel[ge o the access term nal 106 so that the access
term nal use that identifier when it accesses an access

poi nt . [004%de§bﬁ 20689 Riqhe {dRh ik m98 e BsidTRY llp@ar%g\f\’a% Oﬁadex\sfnbfg fhe
identity of each access p0| nt (e.g., access point 102)" that
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bel ow, this may involve, for exanple, sending access point
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enabl e the access termnal 106 to access to an access point. In sone
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access to an access point. In sone inplenentations the access
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[0058] In some implementations the access list may be managed through the use of
a website 344 (e.g., accessible by a computer, a phone, or some other suitable device).
In this way, the owner or uscr of the access point 102 may access the website to add,
delete, or edit access terminal entries in the access list. For example, to enable a home
or guest access terminal (e.g., access terminal 108) to access the access point 102, a user
may add a permanent NAI of the access terminal to the access list via a webpage. Here,

various naming conventions (e.g., user-readable identifiers such as “Joe’s phone” and



WO 2009/ 048889PCT/ US2008/ 079114 10 nmi ntai ned at the access term nal
106. In this way, the access termnal 106 may avoid (e.g.,

aut omat i cagbyoifo@éent) attenpting to access an access Reirhlsafd%oldi
list. [0044] As represented by bl ock 204, each restricted access poi nt

(e.g., access point 102) in a systemmay be provisioned to enable
communi cation with one or nore access termnals (e.g., access
termnal 106). In the exanple of FIG 3]4these operations may be
performed, for exanple, by operation of the provisioning controllers
326 and 328. 10045] For exanple, a unique identifier may be assigned
access
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an identifi g JuBY] ©RPKASRAS.. for exanple, a special type of network
identifier ("NID'") or subnCt idcntificr or an identifier assigned to

a group of e059FS tAerEhre@ntedtbdlocka0e, ih bems Miferh&@8itlons tedcassRgiat i on
properties (e.g., a CSG. In sone cases, the network nmay autononously

assi gn a unhgsied hydibanetivodr opetators dive exzampds an op@ator mAP MRIn&LC e ssv@adbinths
may request an identitierméf.g., by determ ning a proposed identifier
and sendi ngaFeesy st tReSitSe dbiskyay. he oppatns may sprrove sy medifieationsigythe

det erm ne whet het the requested identifier s already in_use by one
or nore ot hé?ceﬁgﬁltségesg'p‘{ﬁ“ﬂf’gme? r BPRSSS Iy aYs ﬁamioﬂléeﬁtop BQFS)i s al )r/eady

in use, the[({tﬁgr\o{ Eﬂxs@re&%{eﬁg) b yleﬁg,rackﬁgQétiittlfio%atﬂ)ﬁ'ngag’th&l bSis@ﬁtltgr

identifier) isu o} access poi At and 'sen
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poi nt 102 al so nmay be provisioned with one or nore i1dentifiers

given access list. For example, the server may “push” the access list information to the
access point 102 or the access point 102 may “pull” the access list information from the
server. As an example of a “push” model, the access list may be sent from the operator
website to a configuration server that then sends the access list to the access point 102,
As another example, the access list may be sent from the operator website via the
Internet to application software on the access point 102, As an example of a “pull”
model, the access point 102 may query the configuration server to receive the latest
verston of the access list. Such a query may take place, for example, every time the
access point [02 connects to the operator network (e.g., sets up a new [PSec
connection). Thus, in the event the access point 102 gocs “offline” for a period of time,
the access point 102 may be ensured of receiving the latest version of the access [ist
whenever it reconnects to the network.

[0061] By maintaining the access list at a location other than the access point 102,
the access point 102 is relieved of the burden of maintaining the access list. This
approach may provide improved access list management since the access list may be
updated even when the access point 102 is off-line. In addition, such an approach may
simplify managing an access list that is associated with more than one access point. For

example, a single access list may be defined for a set of access points (¢.g., associated



associated wth each access termnal (e.g., access termnal 106) that
is allowed to access the access point 102. As described in nore
detai | belkpyqocbfisgssmay i nvolve, for exanple, storing agﬁ?ﬁ@mkﬁﬁﬂﬁﬂal
identifiers in a database managed by a network and/or by storing
access termnal identifiers in a |local access |ist at the access
poi nt 102. [0047]1n sone inplenentations the access control |ist for
a given restricted access point may be managed at that restricted
access point. For exanple, as discussed below in conjunction with
FIG 13, a user may configure his or her access point using an 11
access termn phone) or using a password protected
webpage host‘ﬁl-ffil ;ﬁsvepﬂ}é‘@e%% 1%:%% therdceess PRFIsARRY Jeonmsharecss it fr9@|ay
in some |rrplerrentat|oa16 &1 cess con st _for, _each res
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network). Far a@&%ﬁﬁét%cro@ssalﬂ% SrUssed Eglltsow in conjunction with FIG 4,

an access control list nay be manag at a web page hosted by the
networ k opefimsey - NABaG ¢t dehalRe€ 8&SssARNMNRPhIsh Fasllital tHehSe Hiek

provi de one or nore advantages in sone contexts. In sonme aspec s thls
appr oach naydealifiow Farexaople, the eccelsidoirtt 02 mapakd cyiverfdentéiafplies the
operator may limt access to restricted access points if desired and

t he oper at oﬁurﬁﬁgﬂ Bplerrvenelboeeiynged iggsteblighed addes ¢ newlAberdbmlel isn t he
same billin | n addi t he etvvork be nor rellablethan
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provi de a di,&86h oF hkgkd-achstt O the restrl cted access points (e.g.,
application software, USB ports, and so on). Furthernore, through the

use of cent [(ElBEed ARaemeenRabl bck il 6 ithe adckssFBMNt DE2 Brasdcasts froidemitage
multiple restricted access points that bel ong to a commpn enterprise.

[ 0049] Once &e.g. BN ot GRG HRress-tipeiintinitss prpving horedernitalrtyt aduehd | se
'ts assi gnegoverage area of the access point 102 may identify the access point 102 and determine
whether they are allowed to access the access point 102,
[0064] Referring now to FIG. 5 and 6, several operations that may be employed to
provision an access terminal are described. In particular, these figures describe
techniques for provisioning an access terminal with the identity of one or more
restricted access points that the access terminal is allowed to access.
[0065] FIG. 5 illustrates several operations that may be performed to “push” access
list information to an access terminal (i.c., a push model). In this example, it is assumed
that a unique identifier has been assigned to the access terminal (e.g., as discussed
above).
[0066] As represented by block 502, at some point in time an access terminal may
be designated as being allowed access one or more access points. For example, the
owner of one or more access points may add a guest access terminal to the access list
associated with the access point(s) as discussed above in conjunction with FIG. 4.

[0067] As represented by block 504, the operator sends 2 message to the access

terminal that indicates that the access terminal is now allowed to access an access point



identifier over-the-air. For exanple, the access point 102 may
broadcast its identifier as part of its sector paraneters, or in sone

ot her sui typgheofsedeer - [0050] As represented by bl ock 2Q@q RRu80AR14
access termnal is provisioned, the access term nal may nonitor for

signals (e.g., pilot/beacon si gnal s) broadcast by nearby access
points. As discussed in detail below, if the access term nal 106
identifies signals fromthe access poini6 102 (e.g., in a scenario

where the access termnal 106 is allowed to access the access point
102), the access ternminal 106 may request access to that access point

102. The identi f| ation of r‘haccesm bl e. access. point by the access
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performed, for exanple, by operation of the access contro

and/ or the aemes®)controller 332. [0052] Wth the above overview in

m nd, additional details relating to provisioning
[0068] As represented by block 506, the access terminal 108 may then inform the
user of the access terminal 108 that it is eligible to access the access point(s). For
example, the access terminal 108 may display an indication of the identity of the access
point(s), or provide some other form of indication. Such an indication may comprise,
for example, the identifier assigned to the access point(s) or an alternate name (e.g.,
user-readable identifiers such as “Sue’s house” or the like) that has been associated with
the identifier.
[0069} As represented by block 508, the user may then determine whether to enable
(c.g., using an input device on the access terminal 108) the requested access to the
access point(s). Based on the user's decision, the access terminal 108 may update a list
(e.g., a whtelist) it maintains of the access points it is allowed (e.g., enabled) to access.
As discussed below, the access terminal 108 may use this list to determine which access
points it may access as the access terminal 108 moves throughout the network. Here,
the user may not need to provide any additional access authorization in the event the
access terminal enters the coverage area of an access point in the list since the access

terminal may automatically “remember” this access point. In some implementations the

whitelist may be updated only after approval is received from the network operator.



and access control will be described with reference to FIGS. 4 - 13.
It should be appreciated based on the teachings herein that one or

nore of t Reo 9nshakiens described in conjunction with apgiNghf6Af
these figures may be enployed in conjunction with the operations

described in another one of these figures. For conveni ence, these
operations will be described with reference to the conponents of FIG
1. It should be appreciated that these pperations also may be
applicable to other nodes in a network. [0053]Referring initially to
FIG 4, several operations relating to provisioning a restricted
access point are treated. [0054] As represented by bl ock 402, the
networ k nod&%74b adrpyrsimyenagions theacqess igrmingl 198 iy sendiemessegestphe
for the restricted,acces oint..ln. so cases this identifier is.
guar ant eed PRTERTTRIAUE Qi T Sfo5ioBr 3 BF° WomiliePPPgicy may elrat @apaify
network_Pr OiedEtksDifs:Forifil bt rnofRE] 8 idoa, FOT_exampl e, a net vor k

entity may i Nt al n an 1denti . data ase that is used to ensure the
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various forms. In sone ?ﬁ%ienentatlons this identifier conprises a

net wor k i dendcicss pint(®usgr of «# akeast poinewobdpriectardd fidnetinilatdrlyRnkblidgun 13
access terminal (e.g., a neighbor's access terminal) to access that access point. Thus, the
user of an access terminal may be assured that his or her information is not sent to an
unauthorized access point.
[0072] Moreover, this “push” model does not require the access terminal to be in the
vicinity of an access point to add an access point to its white list. In addition, as the
access terminal may reccive the “push’ message only when it has been added to an
access list, the possibility of a user selecting the wrong access point (¢.g., one that the
access terminal is not allowed to access) may be reduced.
[0673] FIG. 6 illustrates several operations that may be performed to “pull” access
list information to an access terminal (i.e., a pull model). Again, it is assumed that a
unique identifier has been assigned to the access terminal.
[00674] As represented by block 602, at some point in time 2 user of an access
terminal (e.g., access terminal 108) initiates a scan for nearby access points. To this
end, the access terminal 108 may include an input device that the user may control (e.g.,
a menu option) to cause the receiver 318 to monitor one or more channels for pilots
signals or other signals from an access point.
[0075] As represented by block 604, the access terminal 108 informs the user of any
access points that were detected as a result of the scan. For cxample, the access
terminal 108 may display an indication of the identity of the detected access point(s), or
provide some other form of indication. Again such an indication may comprise an
identifier assigned to the access point(s), an alternate name, or some other suitable

information.



sone inplenentations the identifier nmay conprise a closed subscri ber
group identifier ("CSGID"). As nentioned above, a set of restricted
access poiyah SoghBasdse associated with the same adm ni st paliéSosleapisn)
may share a comon identifier (e.g., a CSGID). In sone

i npl ementations a set of FNIDs nay be associated with a common CSG
For exanple, a CSG may be assigned to an enterprise and different

FNI Ds may be assigned to different acceks points throughout the
enterprise (e.g., in different buildings). In sonme inplenentations
additional identifiers that may be user-readable (e.g., text-based)
can al so be ysed. [,0056] The uni que identifier nmay be provisioned in
vari ous wayéﬂ.ti‘ﬁbr EIRRIFSS! teﬂ?ﬁé’@wg 69%&@%%&&@1&@%@%@? l¢j 3 CESh EL @I Mind
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a list of access ternmnals that are a??%ﬁﬁj)to accessgﬁﬁgMa cess

poi nt 102 (amginal fogappl i cabl e any ot her access points in a defined
set of access points) is generated. This access list may include, for
exanpl e, acfMg3] t erMiepaless tdemnalftherstemptsdo saussbasdieraei ancesd paist, ifsuch
an identifier may identify an individual access termnal (e.g., an NM
or IMBl or MBiESDNy dispusacdlowiin Bisevert thegiser slseisd sherwions Ackss noéntge-g.»
one or nbre acgess ternanLs as ockfted w.th ag%iven CS?) I n
addition, t AR BEEESEs Fgpa r’r%t§/°t§§%‘ff? (0 agessth hgperres patntgna EBRATEISo e
for access) oCl: L.th.a.giv e 1.nal .. 058] 1 n_somne.
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website 344ﬁ£§“ﬂmpa§£¥ﬁ§§ﬁ9h%fgwmg-COWpUter, a phone, or sone ot her
suitable device). Inthi s way, the owner or user of the access point

102 may accemgst he Axgbgsicientet Oyattdk 608 iR bdne Biipl@flintatRAS B8 Acdcsy iRkl
entries in the access list. For exanple, to enable a home or guest
access t er nmld&inay epdpts a bsi ctas@ntems nf thakck@Bjointp itacdbssdtheaccascegsa

point 102, a user nmay add a permanent. NM of the access terminal to

the access Mhielishibesed onebputses degisian. 1pas way thindrcery feaiae A8 HAS

(e.g., user :‘rre%laegn%gll”% sie egtg(ti ia(];ciegsrpsoin Sich (hat u';éjronei\ll)u% will %Qteb"e n%er:]cged fg'r4future
visits to this access point (e.g., the access terminal 108 may connect to the access point
without the need for the user to initiate another scan).
[0079] As represented by block 610, in some implementations a “pull” model may
be employed to enable the access terminal 108 to access an access point on a conditional
basis (e.g., pay-per-use). For example, several access points (e.g., belonging to a
common owner such as a hotel or other enterprise} may all advertise the same unique
identifier (e.g., FNID or CSG ID). When the access terminal is near one of these access
points and the user of the access terminal 108 initiates a scan, the user may elect to
connect to one of these access points (e.g., access point 102). When the access terminal
108 attempts to connect to the access point 102, the access point 102 may not check its
local access control list to see whether the access terminal 108 is authorized for access,
but may instead allow the access terminal 108 to make an initial connection. This initial
connection may involve, however, redirecting the user to a webpage whereby the access

terminal 108 may only receive service from the aceess point 102 if certain conditions



the Iike) may be associated with a unique access termnal identifier
(e.g., NAI or M5 ISDN) and one or nore of these identifiers may be
di spl ayed ) page after they are added to the
[ 0059] As ﬁ@g%@§§ﬁ¥§ﬁ by bl ock 406, in sone inplenentar?gﬁgﬁgﬂgwgggess
list is hosted by the network operator. For exanple, an operator may
maintain a server for the access |list website. In this way, the
operator may approve any nodifications ¥ the access list (e.g., deny
entries for access termnals fromother operators). [0060]As
represented by bl ock 408, access list information may then be sent to
each access point or other network nodes that performaccess control
associ at ed HEtPF & §i RAACALE 8de) Tdyoughdhe usg shibiisamodoheny apepay terpppal (as
"push" the access, list. information to the access point 102 or the
access poi noPRPOS ey dFTStafaocss BRumERLEAY BE Akt Ao At of
server. As an. mpd e of a "push"” nodel, the access |ist may be sent
fromthe operator website to a configuration server that then sends
the access [(o8D] t 0 AlshEenABERSD PR Rl becbBZpoifSn@BPS A&HoBXRAIP hity chiktfol
access list may be sent fromthe operator website via the Internet to
appl i cat i onwhehtmvegieenorcésh @rabtesallpotdio at0Rs thAacass godairph somd a
"pul | " nodel, the access point 102 may query the configuration server
to receive irhpenentaimms geness eontrolffor hgivercrssisistel jasgess [Sumtimay bpuesnpgerea
take place, for exanple, every tine the access point 102 connects to
the oper at of1ahispiRgieR aw?%gt?o}msiq ORymplensRiatipaRicces SAREL IYDEVePhus, in
the event the access poi.nt 102 goes Toffline' for a perjod of.tine,
the access BorREaze =Ry MmtehdfEiesf baubiaorfs Fial & R,
of the accesguld ShullheBRURLs dhrdGHAARERLS. hitpibREn PR dwork A06H) BY
ocC ot an t

mai ntai ning the access list at a tio er t e access point

102, the acggsS 7pAilNtlusk@® sederii@tdn@iqask @it hdiebdudedRtonirolBENRER] NY
the access list. This approach may provide inproved access |i st

managenent §H08te t Refadoemgially sd FithY, ecrabdetaidneare desthibad fchengaacess
point 102 is off-line. In addition, such an approach may sinplify
Managi ng ansSEe¥EsTheIP 81 aqoRshpoiy coRfEdTicaess dp Wieﬁﬁ Inrbamee asheats, diveacerstess
poi it For exalmRle A SLOLS, BS0ES L Bhl B DERTS! IBL.LEL ket O
determines that access should not be granted to a certain service, the requested access
may be unilaterally denied. However, if the access point determines that access should
be grant to a given service, the access point may send a request to the network to
confirm whether access should be allowed.
[0082] In some implementations an access point may control (e.g., unilaterally
control) access to a local service. For example, an access terminal may attempt to gain
access to a service provided on a local network associated with the access point. Such
services may include, for example, access to a local server (e.g., to access audio, video,
data or other content), access to a printer, and so on.
[0083] As represented by block 702 of FIG. 7, at some point in time an acecss
terminal (e.g., access terminal 108) commences establishing communication with a
restricted access point (€.g., access point 102). In conjunction with this operation, the

access terminal 108 may attempt to open a session (or route) to the access point 102. In

addition, the associated scssion information may be stored at the network (e.g., at



with a given CSG. In this case, the access points may acquire the
access list froma single source rather than having to coordinate

W th one apgbfslhikey nanage (e.g., update) the access '5%&&%%@@@@1@”
of the access points. [0062] The use of a centralized access |I1st nay
also facilitate the use of tenporary identifiers. For exanple, the
access point 102 may use a given identifier for the duration that a
given | PSec tunnel is established. Wem2(a new | PSec tunnel is
established, the access list may be configured with a different set
of identifiers. Here, the new set of identifiers may or nay not
identify the sa ccess term.nals as the_ prior version of the access
list. [0063TPETeHEdLRk die 5 iBHubk sopets Poirkd OB EaT Tigdhnidenss of he
broadcasts its identif.ier. (e.g., FN.D qr I D) over-the-air..ln
Thie ey, aftrisn EEDbI0R G Sernid Wi e absos St 2y o e
access poi nir Q2. 4RY iﬂfgﬁﬁEtﬂOBYC.%.bﬁcﬁﬁﬁ@ﬁ%h@&ﬂn@xt ﬂn?&m%ﬂ%m AR LS

whet her they are allowed to acCess the access point 102.

[ 0064] Ref er pbing. maw id@tifkGnapcdidist, foSQMBMR, a PGTaatlt omstitiBak. o TRAIDEs
enpl oyed to provision an access termnal are described. In

parti cul ar, disbes®l Hergur es descri be techni ques for provisioning an
access termnal with the identity of one or nore restricted access
poi nts t hat [4088] acdegspresnted balblack 784 thavagess ot ebmay pogiB3foirmtios to

illustrates several B operations that e perforped to "push" access
list infor nﬁ?‘?%ﬁ‘ T‘?%ldﬁﬁméi@ deacesst Wﬂ‘g?%((}:g or exanpifs K 0BYERyeS therpceess s

exanpl e, it bi%t 23 ﬁg’(alg-céi{f]g}ma@ergmegEeg%.g%t%g%é%b? {derﬂ%iser)bo%% e?glﬁ{-agfged to

t he access erm narﬁ g., I SC
information directly from the access terminal 108 (e.g., over-the-air). In some cases the

access point 102 may retricve the above-mentioned session information including the
access terminal identifier (e.g., a temporary or permanent identifier) from the network
(e.g., from the SRNC). Advantageously, in this latter scenario, transmission of the
identifier (e.g., the permanent NAI) over-the-air may be avoided.

[0085] In cases where a temporary identifier is used (e.g., a temporary NAI), the
access point 102 may cooperate with the network to ensure the validity of the identifier.
For example, in some implementations the access point 102 sends the temporary
identifier to a AAA entity that authenticates the identifier. In some implementations the
access point 102 sends the temporary identifier to the network and receives the
associated permanent identifier in responsc. In this case, the access point 102 may use
the permanent identifier to authenticate the access terminal 108.

[0086] As represented by block 706, the access point 102 compares the access
terminal information (e.g., a temporary or permanent identifier) with the information in
its local access list (¢.g., represented by local access list 340 in FIG. 3). As discussed
above, the local access list may be configured to include a unique identifier associated
with the access terminal 108 (¢.g., NAI, CSG ID, etc.).

[0087] As represented by block 708, the access point 102 may then allow or reject

the requested access based on the comparison at block 706. Here, the access point 102



[ 0066] As represented by block 502, at sone point in tinme an access
term nal may be designated as being all owed access one or nore access

poi nts. FQipSandiiks® the owner of one or nore access prRkSiBY0edd 2
guest access termnal to the access |ist associated with the access

poi nt (s) as di scussed above in conjunction with FIG 4. [0067] As
represented by bl ock 504, the operator sends a nessage to the access
termnal that indicates that the access2itermnal is now allowed to
access an access point 16 or a set of access points. This nessage
may include an identifier associated with the access point(s) (e.g.,
an FNID or a CSG | as well as limtation that may be a pllcable
(e.g., tinmeMayamid %ﬁFHﬁU@%ﬁSﬂ%&&@g@fcws@eﬁm&i %@a@étmcea%p%m for
exanpl e, mhen an tifier s added to an

access |ist" s%dérle(é ge Y te%%a é@%@’ss‘ia%%mﬂttaciﬁﬁpmgﬁ@ﬁ DYSEMIEA ) 5o
TRy Do Sent righ MahiAld SRR s UORBY Sl RORLYORK oY Send an SHS

nmessage, an application protocol nessage nobil e alliance

devi ce nanagmseNt ) Asalcs@ibe®bélbWkin¥65S AgfFlemantRAGE ,the(hrcc&s@f&nﬁiahmz th¥pe
of nmessage to the access terminal to convey the access point

i nf or mat i oncdaperpte wih tuertwarbat audskscadihe aceassmiies M0RaForld8mplkeinhise
is wshes to access the access point 102). 10068] As represented b

bl ock 506, ftrat thegeess &e@mﬁﬂlﬁétrntlﬁ@@s watintthielacal geaspnbist.Hee apsess pefot
access termnal 108 that it is %Ibh? to access he acéess

point(s). FOPYE Ie%“e*‘“ttf‘?é1 “ﬁ%‘g §° f‘l%\ar A‘ﬁ@S‘“’“ﬁﬁﬂl ﬂﬁl%r?)‘f‘

ot her formo dicat ron. an 1 hc |o ”may co rls

exanpl e, t hexanqﬁ@ tak b bﬁﬁdafm' egﬁﬁd)r 9 1ﬁc'8?po?£ﬁ1§ %&&9&&1&@%&;@@ into a

alternate nane (e.g., user-readable identifrers such as "Sue'$ house"

or the Ii ke)ratﬁ1ﬁ6ﬁa1 hasoheanramsggl Heedtheintivolihfodedethdih@mn. an access
control list for the access point 102 that the network node uscs to authenticate the access
terminal 108 {e.g., in a similar manner as discussed above). In addition, if applicable,
the network node may cooperate with another network node (e.g., a AAA entity for the
access terminal 108) to derive a permanent identifier associated with the access terminal
108 from the identifier that was sent to the access point 102 by the access terminal 108.
The access point 102 may then allow or reject the requested access based on a response
it receives from the network node indicative of whether the access terminal 108 is
authorized to access the access point 102, In accordance with the teachings herein,
access control functions may be performed at the access point or another network entity
such as a gateway, mobile switching center (“MSC”), serving GPRS support node
(“SGSN”), packet data serving node (“PDSN"), or MME in various implementations
[0089] Referring now to FIG. 8, several operations are described relating to a
scenario where the network sends a list of access terminal identifiers (c.g., the access
point’s access list) to an access point so that the access point may determine whether to
grant a request for access from an access terminal. In this example, the operations of

blocks 802 and 804 may be similar to the operations of blocks 702 and 704 described



10069] As represented by block 508, the user may then determ ne
whet her to enable (e.g., using an input device on the access term nal

108) the nrpgymsfhgdsaccess to the access point(s). BaseqdQRisbidSotsey ' S
deci sion, the access termnal 108 nay update a list (e.g., a

whitelist) it maintains of the access points it is allowed (e.g.,
enabl ed) to access. As discussed bel ow, the access term nal 108 may
use this list to determ ne which access2points it nmay access as the
access term nal 108 noves throughout the network. Here, the user nay
not need to provide any additional access authorization in the event
the access termnal enters the coverage area of an access point in

the |ist siAt¥Ct Hethiccewsior kayeyridic asesss BRIROHRIMayAIoL {ergvethadsasion ¢ hi s

access poi nt .. I n.some Oi n@pl enentations the whitelist may be updated
only after 3pProval ™ €& ved fromthe network operator.
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[0070] I n sopggp(rp! %@%@?%ﬁﬂﬁk%?ﬁtﬁ%a&&% Pﬂgﬁ%%&ﬁquﬁef‘sﬂ%ttﬁ? .

nmessage to the ope cative o e us Cl S1 on.
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point(s), if desired. [0071]By allowi ng a user of an access term nal

t 0 accept otheraefaspoiacBdms botaimnd tecesnpnfonhatioa (¢1geinchklingrncascess
point may be prevented fromunilaterally enabling an access term nal
(e.g., a netghibwt identifte efermaionpurdl 3 an YIHEERS e CHAID acoeN4Dpthicatcess
Thus, the user of an acgess.term nal pay be assured that his or her
i nf or mat i onPP&t ﬂ%m%%ﬁlg {18 WEPTHRLRR 1WoR Btworkwde 4 1¢iwicqpiunction with the

,E g(r)znz]ng/f)r ?8\{%@16?&9%?1&}088@@ 111 tﬂrcPI%%l;esg r%gsssage .t I Lc':i i&%ie&%ﬁtaﬁ&%‘?ﬁ&s operation
may involve a request for the access terminal identifier list. In practice, the access point
102 may request this list at various times (e.g., whenever the access point powers up or
connects to a network, whenever an access terminal attempts to access the access point,
periodically, and so on).

[0091] As represented by block 808, the network node 110 obtains an identifier
associated with the access terminal 108. This identifier may comprise, for example, a
list of identifiers that indicate one or more access groups associated with the access
terminal. For example, the identifier may comprise a list of closed subscriber groups of
which the access terminal 108 is a member, a list of access terminals that are allowed to
access the access point 102 (e.g., an access list of the access point 102), or a list of
identifiers of access points that the access terminal 108 may access. The determination
of the identifier by the network node 110 may comprise, for example, receiving the
identifier from another network node (e.g., an HSS) or obtaining the identifier from a
local database. In some implementations, determining the identifier may involve
determining a permancnt identifier as discussed herein (e.g., based on a received
temporary identifier). The network node 110 sends the identifier or identifiers obtained
at block 808 to the access point 102 at block 810.

[0092] As represented by block 812, the access point 102 may then determine

whether to allow or deny the requested access based on the reccived identifier(s). For



vicinity of an access point to add an access point to its white list.
In addition, as the access termnal may receive the "push" nessage

only mhen‘wézagﬁﬁggen added to an access list, the pos§E@hhhkag}Ha
user selecting the wong access point (e.g., one that the access

terminal is not allowed to access) may be reduced. [0073]FIG 6

il lustrates several operations that may be perfornmed to "pull"™ access
list information to an access termnal Z3.e., a pull nodel). Again,

it is assumed that a unique identifier has been assigned to the
access termnal. [0074] As represented by bl ock 602, at sone point in

time a user of an access term nal ., access tern1na| 108
initiates aS&Ee fﬂ&ﬁaCﬁeapw %%%%%P%S%ﬁ“ﬁtr%w"%lqeﬁ’il@eféﬁa a (RS Bcess
termnal 108

(oo o ol gt S Eh ERnudnihatRi R Ton b5ust il BEhegRater
or & Channegﬁs&oes@ubmhégggaa' SOl O HRTacSLORA S AT AGRGRES T e

poi nt [ 007 represente e access termna

i nforms t hesdisrwigth ABYcRECRTR mgbabﬁgqt ke a\é\%ﬁ@lo&ﬁtl@g tRh AMokasul t
of the scan. For exanple, the access termnal 8 may display an

I ndi cati on ofiect the reqhesttd doceafbatddendiis echpdisancess point(s), or
provide some other formof indication. Again such an indication may
conpri se anlt0§3ht | ReérriagrivyieddGe 8, sehwalapewsienyrot Aescrdsd ralating toar nat e

name, or sone other suitable information. 18
scenario where a network controls access to an access point. In this example, the

operations of blocks 902, 904, and 906 may be similar to the operations of blocks 802,
804, and 806 described above. Again the access point 102 may not retrieve the session
information in some cases. In addition, in some cases the access point 102 may send its
local access list to the network for use in the authentication operation.

[0094] As represented by block 908, in implementations that use temporary
identifiers to identify one or more nodes (e.g., access terminals), the network node 110
(c.g., a femto AAA) may determine a permanent identifier associated with the access
terminal 108 based on a temporary identifier associated with the access terminal 108.
For example, the access point 102 may have obtained a temporary identifier from the
access terminal (e.g., at block 902) or from the session information (e.g., at block 904).
In such a case, the access point 102 may send a temporary identifier (e.g., a temporary
NATI) for the access terminal 108 along with an identificr (e.g., FNID) of the access
terminal 102 to the network node 110 in conjunction with the request at block 906. As
discussed above in conjunction with FIG. 7, the network node 110 may then cooperate
with another network node to derive a permanent identifier of the access terminal 108
from the temporary identifier.

[0095] As represented by block 910, the network node 110 determines whether to
allow the access terminal 108 to access the access point 102, For example, the network
node 110 may compare an identifier of the access terminal 108 (e.g., an NAIL a CSG ID,

ctc.) with an access list of the access point 102, Here, the access list may be the local



[ 0076] As represented by block 606, the user nay elect to enable
access to one or nore detected access points. For exanple, the user
may contr Gloagholiigstt device on the access term nal 108 i@ 388 1ﬂne
or nore access points that are displayed by the access term nal 108.

[ 0077] The access term nal then attenpts to access the sel ected access
point, if desired. As discussed below, in the event the user selected
the wong access point (e.g., one the abkess termnal is not allowed
to access), the access point may deny access. The access point nay
then relay this information to the access termnal (e.g., to prevent

this from happeni.n a in the future) 0078] As_ represent ed by
bl ock 608, ?ﬁ@ W%r@ﬁémea% P%ﬂ§%§ﬁénﬁa&é%§%actCéMSh@ﬁmmdmhmpdat e

alist it r’r%% fl(s(? )g %ased nu% a%?onpg{a.%eﬁ Jreo Sﬁsew%\é\gs?ﬂ%cgls%ggg oo

(e.g., a whi ‘based tRE™ds
access ter mrpaherhQ 0RY¥ 110 51%9%'8% rrﬁmé@v]h@t‘ﬁ&etg aﬂ&v@%?ﬁc&?ih@trc &@dthat
user input will not be needed for future vVisits s access point

(e.g., the aseesSssdddnthiRabmpEory connect to the access point
wi thout the need for the user to initiate another scan). [0079]As

represent ed[®96bl odis réirdsenied by bivek 9P| thrmentvartki nods 1 H) Sgpdd 4d'indiodn afay
be enpl oyed to enable the access termnal 108 to access an access

poi nt on a EBhERIUMGHEPD adE gcqess ppint 184y Thetccess@pint Fo% max fepklow or
several access points elon nmon, owner such as a
hotel or ot Fat trﬁ‘}”ﬁ?tggéﬁ%ews% B%I%&?W?dg‘@g ?\téms(gh"ﬁk g}ﬁ)que
identifier 839 ter S _.near
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initiates a,sgantHeRSnHSREntFRYr B @&@ssttemﬁgﬂ@&ﬁ{ actGs McBlss P&ﬁﬁﬁ)g g

access points (e.g., access point 102). Wen the access term nal

attenpt s t oadditisig @ie decesk bant@C dagor tp@m&sslﬁa&t 10h o3 @6E5=d PObdYentlid ZhdTBY
not check its |ocal access control list to see whether the access
term nal 108cdcss mirnﬁ@?iIr_l@ubhfamrinmtc@@s@ﬁomutcmgonitm‘siseaﬁte@l;jerﬁnnndniein the
access termnal 108 to nake an initial connection. This initial
connecti on H%WOF?\WF\?@H“IHE?%EW@FCGS?E‘HM ectl ng the user to a vvebpage

;@g;ggypgr ﬁ{ﬂaﬂ%ggsl f agirg}q:]t tgalwuii%gmg? H%ed to %%%gglevd%cesbs e\llrlnﬁigl zfdcrzrgl lers 1n a

network. As mentioned above, an access point may store the valid identifier (e.g., NAI)
used by an access terminal. In some implementations this identifier may remain valid
for a defined period of time. Here, if an access terminal revisits an access point within
the period of time (1.e., the access terminal has the same identifier during this time), the
access point may accept the access terminal without obtaining authorization from the
network (c.g., the femto AAA). In some implementations an operator may choosc
whether to use a temporary identifier or a permanent identifier for the access terminals,
If a permanent identifier is used, the permanent identifiers may be stored at the access
points {(e.g., in the local access list 340) such that the access point may independently
authenticate the access terminals. If a temporary identifier is used, the operator may
control the frequency at which access points check with the network (e.g., the femto
AAA)to verify the identifiers stored in the local access list 340.

[0098] FIG. 10 illustrates an example of access control operations that may be

performed in an implementation utilizing long-term cvolution (“LTE”) or other similar



19 are net (e.g., paynent is nmade). Through the use of this nodel
any access termnal (as opposed to certain designated access

t er m nal S)y@Bihe@ssy access to the associ ated set of acegsssRRbHoPry
[ 0080] As nentioned above, an access point and/or a network node nmay

control whether a given access termnal is allowed to access the
access point. In sone inplenentations access control for a given
restricted access point nay be nanaged Zt that restricted access
point. In sonme inplenentations access control for a given restricted
access point may be managed at that restricted access point with

assi stance froma centralize ccess control manager, (e.qg., )
i mpl enent od SRS U\HPWWH’&’@} thepppiaeork .. (g cqr Pﬁ‘g‘toﬂa%seopgwéﬁ%rhe radio
t echni ques h cessS. ;10081] Referring
it ety o pr AR e B BUEP O e SR ARD R s SRR A, "2

scenari o Whekig: ap 1885668 ScdhRiqls £ORLERDS BLHBPRiohRghb RS frrhifals QRE
aspects, the access granted by the access point may be conditional.

For exanpl eacdefs foltets aith €5 bichiptiGeinGiHaies(cld\ahataiaemsorslaged)d not be
granted to a certain service, the requested access may be

uni | at er al | ynidesmgegcestomercé(s.g.i for idemadrasstiponnde) deodfyngtes t hat
access should be grant to a given service, the access point may send
a request t BIOVHIONHEALGR RCGCEs ROHON peRciHEtNBY., adcatscinna (ISE e whkn swed.

[0082] I n sone inplenmentations an access poi nt may, control (e.

i | er al | GRESTBIOTg PhuESere B UaLss et hedeki? b Snpf s ofa
access ternhﬂﬁ%vgny attenpt to gain access to a service provided on a
| ocal network associated with the access point. Such services may

include, fo[pspnPlge nd6e8s&. 4,9 Rnlcdatlcripfén Qbvet BHBS of  CRECRBSription
audi o, video, data or other content), access to a printer, and so on.

[ 0083] As r epgrespmbeethabyaib ICSCGksuB&Ziptidn mfdemailon fok as@sRemdhdl§ andyeitiioed an

aceess access points in the network. In a similar manner as described above, an operator may
provide a webserver that enables a user to manage CSG subscription information for his
or her restricted access point(s). For example, a user can modify his or her subscription
information {e.g., MS ISDNs) using a website. The network may then approve the
modifications (¢.g., access terminal entries) made by the user and the webserver may
send the subscription information to the network (e.g., HSS). Here, the MS ISDN may
be converted to an IMSI. The network may then send the CSG information (e.g., a
unique CSG identifier) to the corresponding restricted access point(s). In addition, the
network may send the CSG subscription information to an MME when an associated
access terminal is registered to the MME.
[00100]  Also as described above, provisioning of an access terminal (e.g., with a list
of unique CSG IDs) may be approved by the owner the access terminal. In addition, the
operator may also approve the provisioning of the access terminal. Here, a given CSG
ID may be associated with a set of one or more access terminals that are authorized to
receive at least one service from a set of at least one restricted access point. In other

words, the set of access terminals and the set of access points are all associated with a

common CSG ID. It also should be appreciated that a given access terminal or access



termnal (e.g., access term nal 108) conmences establishing
comuni cation with a restricted access point (e.g., access point

102). In cpPhsosidgsgn W th this operation, the access t@tﬁhﬂghw@ggunay
attenpt to open a session (or route) to the access point 102. In

addition, the associ ated session informati on nay be stored at the
network (e.g., at 20 network node 110). To facilitate the access
point 102 confirmng the identity of th& access termnal 108, in sone
cases an identifier of the access termnal 108 nay be part of the
session information (e.g., included in the context information for

el R ERRUERA S 18 e ECE el meattee Sy Gapastee.
repr esent ed Ry Ak, et pﬁmﬁg&o% PRl s Hn e kAol R4 ARL O

to confirmt Yy € access erm

sone cases bhecR&AEIAnAhNthcLABscABM CEEEHY & AlitlodefhdfthesE & (ancc?cd
temporary identifier) or other suitable information directly fromthe

access ter mdhk MNI8, the MME rwattriehethaioss infdimsiiteandasies ittd the rELeS3&d
point 102 may retrieve the above-nentioned session information

i ncl udi ng t hecessomays if dasiméchal identifier (e.g., a tenporary or
permanent identifier) fromthe network (e.g., fromthe SRNC).

Advant ageousfU101f n Agdins agcsps termisd PERSINING AR EYYPYS Ropuhimades’ or a “pull”

[0085] | 'nef:ai@éigwfgt T B AT REIA BT & b B arighode gnay send an
Lemporary NS BB ACGARSRRL Mrenh0P 1 RIS ORDRLAL Srtichllof i BRI ©

ensure the va ler exanp

i mpl enent at (& sldtaﬂft g GRS &1 Iﬁ&'er@SG-ﬁ?s)%ﬁd‘ﬂﬁ usé}%lth&rae@eaﬁsw réjgentabf i er
to a AAAentity that authenticates the identifier. In some

i npl enent at sosrifitd. &cthedatepodsatthd Os2r sanddtidthe niagngl ecarand itbesntdst i er
to the network and receives the associ ated permanent identifier in
response. | termiriagdigpleys a lishel apadysrscse points102., nspy-repdable REGIE waAtint
identifier to au{ henticate the access term nal 108. [0086] As

r epr esent ed S B 45€6S poigt 1df3 iexD se dhat fheiuser mayselesiAng 08 Mo nttigs fisym the

fist, if desired.

[00102]  Asrepresented by block 1002 of FIG. 10, at some point in time the access
terminal commences accessing the restricted access point. For example, when the
access terminal 108 determines that it 18 in the vicinity of the access point 102 (e.g.,
where the access point 102 advertises a CSG ID that is also associated with the access
terminal 108), the access terminal 108 may send a registration request or other suitable
message to the access point 102.

[00103] Asrepresented by block 1004, the access point 102 sends a request to the
network (e.g., one or more network nodes 110) to authenticate the access terminal 108.
Here, the network node(s) 110 may comprise a mobility management entity (“MME)
or some other suitable network entity or entitics. The access point 102 also may send an
identifier (e.g., a CSG ID associated with the access point 102) to the network node 110
in conjunction with the request (e.g., included in the request message). In addition, the
request may include information received from the access terminal 108 (e.g., at block

1002).



termnal information (e.g., a tenporary or permanent identifier) with
the information in its local access list (e.g., represented by | ocal

access |i S{o3¢h9/0is889-1 G 3). As di scussed above, the | oggh/@spesmid4 St
may be configured to include a unique identifier associated with the

access termnal 108 (e.g., NM CSGID, etc.). [0087] As represented by
bl ock 708, the access point 102 may then allow or reject the
request ed access based on the conparisoif at bl ock 706. Here, the
access point 102 21 may send a rejection nessage to the access

term nal 108 and/or the access point 102 nmay redirect the access

e nal 1002 A LernL ASRet 00l o ufpel SRS i)
[ 0088] As deﬁﬁ&%@@&\}m Q%Jsh&%éﬁd "*fﬂﬁ@%ﬁ&?@é@lﬁfﬁﬂéﬁ ¢e%n %ro%{‘%%ﬁ&%ﬁa% el nal

102 may cooper e networ dte access

term nal  108:ccEQEmAxaANDE 8r frbi ANBSSY eis doRRxBRERSRSENE ARlude, for
identifier is not in the |ocal access list, the access point 102 may

send a requesdmplg aacteFlidedriRen agkeciated ivihah@acdéed t@hiindl YOI . hRr cRirope dBs
aut hentication, etc., for restricted access points (e.g., a fento AAA
i npl ement ed corftext idrampion maysndudstadistiaf DHES@ APs aspooatedyrith Heorcpess at | ng
corresponding functionality into a traditional network AAA entity).
Here, the n&twErklFoda semg mrismetstionsihargwek nodad Hbmay maintainits e

access point. 1 he networ k .node uses.to ayt.henticate the
Scess ©or miftdt Cobatidbrsae FhE Ao Gothaminy BdhisrbbuESadhricws
In addition;g L C: tmﬁ ate with

anot her net \}v%)(? {E‘aﬂg]g%k(%lgggs?ﬁhg&iﬁ%ent' Fsy&?ggedﬁqgwg}ge@gﬁ&t erm nal 108)
to derive aj@aosBnedehe@nted il ®locRI60% Hal Rewdi thBdd NB RESAESs WaEHENAE
108 fromthe identifier that was sent to the access point 102 by the
access ter nmadaks thid@nal TR isadioesd tpaiceds tHlRcemyoinh 802, dlok exsingile, tie] redtork
the requested access based on a response it receives fromthe network
node i ndi canpdeel §fdetgtrenhewhether anddeas§on aithg asadss pOBE 1 &2 (@t hali¢atise of @

access the ess pqQint 102. | n_accaordance with the teachings herein,
accoss cont £O0 1paviEh tBﬁ%CCﬁme@lﬁ%Pqiwaw oga lishef identidies agtaetedgyith the

anot her network .ent.it ch as. a.gat.e il.e switching center
("NBC") , ey e 08 e DaisRus R tati Eot R bt e eI Alke
("PDSN'), o in various inplenentations [0089] Referring now to
FIG 8, several oOperations are described relating to a

[00106] The determination of block 1008 may be made at various network nodes.
For example, in some implementations this determination may be made at an MME that
obtains and/or maintains the identifiers associated with the access point 102 and the
access terminal 108.

[00107] In some implementations this determination may be made at another network
node such as an HSS. For example, the MME may send a request to the HSS to
determine whether the access terminal 108 is authorized to access the access point 102.
In conjunction with such a request, the MME may send information (e.g., identifiers
such as an IMS] and a CSG ID) to the HSS in some cases. Also, in some cascs the HSS
may obtain and maintain such information on its own. After determining whether
access 18 allowed, the HSS sends a corresponding response back to the MME,

[00108] Asrepresented by block 1010, the MME sends a response to the access point

102 based on the MME's determination or bascd on the determination of another



scenari o where the network sends a |ist of access term nal
identifiers (e.g., the access point's access list) to an access point
so that theoasemsRspoi nt nay determ ne whether to grantcgfs@meSmhl Or
access froman access terminal. In this exanple, the operations of

bl ocks 802 and 804 may be simlar to the operations of blocks 702 and
704 described 22 above. In this scenario, however, the access point
102 may not retrieve the session inforndion in sone cases. [0090] As
represented by bl ock 806, the access point 102 sends a request to the
network (e.g., a network node 110) to authenticate t he access

t I 108 t int 102 has obtained the
o o o B R A R0, BT o R e
| nf o MRt i 0N cAERNRS oFfBcl SO 4 . gé% hOfpgan NAT) . the access poi nt

102 may sen I's |n tro node 110 in conjunction
with the regmnsd (9. 11 ﬂllﬂ&ta‘t@%‘ﬂcﬂaﬂoﬁshﬁaﬂi}%%%}n 18358 A0&hjunk oS0k

i npl enentations, this operation may involvée a request fot the access
terninal i deamidokérepetatih.. Farexpmnple] the fscedshemand €98 naQiinitial Q% s88¥d by
request this list at various tines (e.g., whenever the access point
powers up othegoersepeist 10 adreWwseigomtienmy.ghe anvedaess:l 168 isibaaded over
attenpts to acccss the access point, periodically, and so on).

[ 0091] As reH?@EéﬁF@HMEV19?6@km@©8ﬂv%ﬂéwh€¥WB?k node 110 obtains an

may. conpr | sBVRB) CRARBrEN G a0 E*i%ﬂ”%ﬂ??kx%g? PP AR e e or
hore access C&ﬁ%@[ﬁbﬂﬁﬁ?ﬁﬁ If(ﬂ‘te%gl %HCESQ tél’ﬁ’l%ﬂﬂ?os egﬁ%ﬁtt S cri glefltl 118& aﬁ&%@

the identifier may conprise a
whi ch the aesees ifBFAHIAMal & h® AisTRIDSS Wht@elis!% %dt&itv@&ﬁe@ﬁ% tﬁeeic%s@al S
that are allowed to access the access point (e.g., an access list
of the accesds @y MTSAY2) whivh tlee dcbab tediminatl 08 hcdongs.s of access points
that the access termnal 108 may access. The determ nation of the
identifier R0Ke dAstropreseniedde bIoER 1hed; tl@forrqurkéc gt ar N@&]éhfbtchqs the
receiving the identifier fromanother network node (e.g., an HSS) or
obt ai ni ng t ﬁ%m?’ﬁg‘?ftgl‘f"iné‘tccqs? EHna) %’éiaﬂro‘ﬂ géIEf‘a@étteXFW @S%Cte‘i access Pomt

i npl enent at | r.m ni.ng..t he |d i nvo ve rm n

per manent g’ [? ?‘gcrc ghebtsr{fé ré‘%lﬁ%cgg]ﬁb R 'rv& L{hf éesér_?dedbdég%ap%lﬁ @E‘Bg \Pe
temporary 1 deiil b, 3Tl HOLS dinfitu 1600 R8ARS odllE  JoRt I At

identifiers obtalined at bl ock 808 e access polnt

310 [ 0092] Ag dcedss psieNtoadthB YietoBEKoBUZ0 niahQc@LHE sntPQiThrmddidn fH}nd hen
et erm ne

access terminal 108 to the access point 104. In this way, the access terminal 108 may
initially be served by the access point 104,

[00112] Asrepresented by block 1106, at some point in time the access terminal 108
may be handed over to the access point 102. For example, if the access terminal 108
moves away from the access point 104, the measurement reports from the access
terminal 108 may indicate that the signal strength of signals being received from the
access point 102 is now higher than the signal strength of the signals received from the
access point 104. In this case, the network may initiate a handover from the access
point 104 to the access point 102.

[00113]  As represented by blocks 1106 and 1108, in conjunction with this handover,
the access point 104 (i.e., the source access point) may receive an identifier associated

with the target access point (i.e., the access point 102) such as, for example, a CSG ID.



whether to allow or deny the requested access based on the received
identifier(s). For 23 exanple, the access point may conpare the

recei ved iwl@ndobhiseto (e€.9., a CSG ID) indicative of thepgefsdogowiisch
the access termnal 108 belongs with the information (e.g., a CSG I D)

in the local access |ist of the access point 102 that is indicative
of the sets to which the access point 102 bel ongs. The access point
102 may then allow or reject the requesi%®d access based on this
conpari son. 10093]Referring nowto FIG 9, several operations are
described relating to a scenario where a network controls access to

int. | hi . pl h ti f bl ock 0 904,
and 606 may PRl I T ARGt b eHE b e BT 04 dhe 505
descri bed aBaye. pAFaDA % ARSI A2 Y BRkin 008 ENRGDE o

session i nformation i nme cases. In addifion, 1n sone cases t

access poi NhechEdhiBMcseacht 105 bAseg 8h tIRLRABK ik | Bér dk@mplREthE 88 foirdt Q04
use in the authentication operation. [0094] As represented by bl ock

908, in i npheyeoinait dresdédtidier wik atiertharspecifidsdenddcds @bt thatithieaed y
one or nore nodes (e.g., access termnals), the network node 110
(e.g., a femroinahN)3 isalowkst terndene(ca. pevhitehsinuch dent3@ille lisbitwodicat ed
with the access term nal 108 based on a_tenporary identifier

associ at ed FPHEEHINEMRAIOBLY hepseritds™itss 109or exanpl e, the access

int 102 bt ai i dentifier. f .t h
Porm nal (o TRLE ARGl oo e E8bs bRnap B T aFEEE o
at bl ock 9Q§éces&l t?e §&é%%k é%hﬁ%?(e.éé!‘tﬁe @@@q@me@é J&es;ﬁainm S68%n3he CS
tenporary i1dentiftier .g., atenporary for the access term na

108 al ong Wb hisedt theléss frdriinal €08, the MY er@peialién AEEF 86 ctRFBInTRAl FbH2
to the network node 110 in conjunction with the request at bl ock 906.

As di scussedxalyiv,ehd avcen pping ¢ may vantlla nds€Bge Tg the hetwoelt nalcki 10 odlermithée

may then cooperate with another network node to derive a permnent

i dentifier dfchandovarerosafione dmpdshiionm@aliematinichh dhetaseqsopeaintlA2dean sond ar .

\[/\E gtg ﬁ]e'rb\st Le?éjgcstiggtag mp Qédfgel:c?igrlf m%g's%ge ‘EOI]L € Qc%gs\g%roll(nt T&gg.g]f,lag d%%ﬁs%{—:ﬂb%%g).
[00115]  Asrepresented by block 1112, the handover operation may proceed if the
access terminal 108 is authorized to access the access point 102 (e.g., the CSG ID of the
access point 102 is in the CSG ID list of the access terminal 108). Accordingly, the
network (e.g., the MME) may send the context information for the access terminal 108
to the access point 102 or the access point 102 may receive this information from the
access point 104.
[00116] As represented by block 1114, the access point 102 may determine whether
the access terminal 108 is authorized to access the access point 102. For example, in a
similar manner as discussed above, the access point 102 may compare its identifier(e.g.,
a CSG ID) with a list that specifies the access points that the access terminal 108 is
allowed to access {(c.g., a CSG ID list from the context information for the access
terminal 108).
[00117] Asrepresented by block 1116, in some implementations the access point 102
may send a request to the network (e.g., the MME) to confirm whether the handover

should be performed (c.g., in conjunction with a path switch request). For example, as



al l ow the access termnal 108 to access the access point 102. For
exanpl e, the network node 110 may conpare an identifier of the access
term nal 308240808889 an NAT, a CSG ID, etc.) with an aceessishdosbro0fs
the access point 102. Here, the access |list may be the local 24 |ist
obtained fromthe access point 102 or nmay be an access |i st

mai nt ai ned by the network (e.g., based on information obtained froma
webserver as discussed above). The netwdrk node 110 may then
determ ne whether to allow or reject the requested access based on
this conparison. [0096] As represented by block 912, the network node

110 sends an..indic t|o of this g Eernlna ion t the nt
102, "The  acBeRBaRRY o3 sripandi Gp stiect SRuseEieie ongor s R e
access bas eﬂieﬁﬁﬁér*aﬁsofzﬁﬁeﬁ'uxﬁﬂ b E&E&Qﬁhﬁﬁhlﬁb‘é Aekind &85 1@‘3%’@1@5@&@{&@&&&

in inplenmentations suc ese e access point 1 nee

avar e of thgecasd)ualthe Hedri ¥dcof 10tth Ectoffifs FhBEhOR SsstidiplinA¢oLqDuldhe
access point 10 In addition, the access control |ist for the access

poi nt 102 dbesmnﬁﬁan&sdkﬂhehme&thﬁﬂozthe access point 102. In such
an inplenentation, access control is entirely performed in the

net wor k nod&i8ins pasigntionsovheseaseccpsiteming 0697 jostcss the t@feeimmu psint
may be used ¢ nanaggwgccess termnal identifjers in a netwo As

ment i oned aB&Peut PER gL PE‘@PWPOW UGG 2 #Ho l}%!f fa&useaétﬁer@f-‘q 3§F‘333
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access ter rrhmle th&\batekiSn ﬂcﬂ] Q%?h‘ﬂ%ﬂhte a\%ers@fePTx a5 'tf?éjta%et 5605@%
e me) ,

(i.e., the access term na same i dent | urin

the access p@hﬂmameraﬁwhetmeh@&@@s&rﬁlafams@ﬁbww fohiQHss q@ttaagétlae@ss
aut hori zation fromthe network (e.g., the fcnto AAA). In sone

|nplenentatpmns an operator may choose whether to use a tenporary
identifier a permanent identifier for the access termnals. 1f a

per rrﬁnent i mﬂ?lf i &S TPRessgted bytbh@kﬁé%&r&r»@ﬁtonutwﬁlﬁqmir@t@n pejode 1&?\ ored
340
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349 terminated (e.g., as discussed above conjunction with block 1110).
[00120] Referring now to FIG. 12, in some implementations a restricted access point
may be used to provision an access terminal. For illustration purposes the examples that
follow describe examples where an access terminal is provisioned (e.g., configured)
with a preferred roaming list ("PRL"). It should be appreciated, however, that an access
terminal may be provisioned with other types of information in accordance with the
teachings herein.
[00121] Asrepresented by block 1202, access terminals in a network (e.g., any
access terminals that may access a restricted access point) may originally be configured
with a default PRL (e.g., the list comprises or specifies a default configuration). For
example, the access terminal 106 may be configured by the network operator when the

access terminal 106 1s purchased by a user. Such a PRI may specify, for example, a

default system identifier (“SID”), a default network identificr (“NID™), and a default



[0098]FIG 10 illustrates an exanpl e of access control operations
that may be perfornmed in an inplenmentation utilizing |long-term

evol uti on WO bobk/bjssgr other simlar 25 technol ogy. |n tehirarsexsophs,
the network (e.g., the core network as opposed to the radi o access
networ k) controls whether an access termnal is allowed to access an
access point. In addition, techniques are described for provisioning
access terminals and access points w t WICSG subscription information
(e.g., matching information), enforcing access control (e.g., for
idle node or active node), nodifying the provisioning of an access
poi nt or ac I , . rcing. i st N _an _access .
Porm nal porForney Souay AR g B s bl R 350505
and handovegne QA9R] FiBR, NEEMRE Kodve abbess RrliRATE mAY BS 66 Yl iREHY 8L fault
"HSS' or a CSG subscription server) may maintaih CSG subscri ption

i nformati onPRO! latiessy, tadhticaal erafid]l meplotits bedlaces assstp@td i@ cdspoinhe
network. In a simlar manner as descri bed above, an operator my
provi de a wébgerwsenitheperaivabl bsomeusectstiee dundRRIC8GrsubeTicigtIbn
infoimation for his or her restricted access point(s). For exanple, a
user can nodd9r MDY rexy GeBESPONG ELPTCHE MSFC RFEWPREEY asppcfasedgvith aRishSbNs)

using a websi.te. The network may then approve the di fications

(e g, acceBuORty KPramalt fica85EHBnEYPEHE GoUREH ek fbswrvhr
may send th i i ' r ' o ).

e e, the NETEER meps IRt RS Bllnt & B AR e oo e
send the CSfghphQkiHidiag. (e. 9., a unique CSGidentifier) to the
correspondi ng restricted access point(s). In addition, the network
may send theoiT3h subsend pipeas) thapapaniadrs 0Ntht defanlt MRE ndyebe rédrved for
associ ated access termnal is registered to the MME. [00100] Al'so as
descri bed abwtristedmeenss poiohictagedofperationse dos sxanaiqritheadefyudt. D, mayi teh a
list of unique CSG I Ds) nay be approved by the owner the access
termnal . | FFSSYBY {9 siiictakicatss paintsbY RS neaf o cRpiiosy Ehongh e 8% @fisyelh ng
of the access rmnal. He a giyen . .CSG.I D may be.associated wth a
set of one 81 SI esmuEat g Arediol Ehigrey e O R e b PREE (e at
| east one s I ae]s t, .0, [ _ int.
oot her oy e EmhATbeBeled Bh Hor LETR A hARI B BROETE A
points are altdm@mge6diatedn Withhedigaamess s Bh additid, 82 @hauhndpagay

appreci ated that a given access term nal or access
be reserved for restricted access point-related initialization procedures. Also, the default
frequency may be defined as a common frequency to be used by the restricted access
points in the network for transmitting beacons for provisioning procedures. In some
cases, the default frequency may be the same as a macro access point’s operating
frequency or an operating frequency of a restricted access point.
[00123] The default PRL may also include information for macro system selection.
For example, the default PRL may include identifiers and frequencies that may be used
to access macro access points in the network.
[00124]  As represented by block 1204, restricted access points in the system (e.g.,
access point 102) are configured to transmit a bootstrap beacon. In some aspects this
bootstrap beacon may comprise a temporary beacon that is used in conjunction with

provisioning provided by the access point 102. Here, the bootstrap beacon may be

broadcast in accordance with the generic PRL parameters discussed above (e.g., the



26 point also may be associated with multiple CSGs. I n sone aspects,
the network (e.g., the HSS) may maintain information indicative of

t he mappi rgobemwessse an i dentifier of an access term nalpcang2d08079114
subscribed CSG ID. In addition, since the HSS is connected to the
MVE, the MVE nay retrieve the CSGinformation and relay it to the
restricted access points, if desired. [00101] Again, access term nal
provi si oning may involve a "push nodel "3%r a "pull" nodel. For
exanple, in the forner case the network (e.g., a network node) nay
send an SM5S nessage to the access termnal to informthe access
term nal of L PLi QN4 e. i iyl G
Do) and ¢ neeRE eg BB By By B B Gl B o
latter casepedddf (41864 deTaMt bdabddd)RlaS 1R tiFRHiakd SGROJSNG: Fré‘tﬁeﬁ’rér?ﬁx%ﬁna
term nal displays a list of nearby access points (e.g., us -readyabl e
CSG | Ds or didhelc thydudaltSIDand eissdefmlNID @@ntstritiie 6 8rh@0 ididked)he user
may sel ect one or nore entries fromthe list, if desired. [00102] As
repr esent ed [H128] oclhe booBtrayf begta® mayObe tsnsmisted apovery low powerdevehthat is
access term nakl commences, accessi n% the restricted access point. For
exanpl e, wh&Hoh Rvesdadhe beapon HAPITOSVadBHgnaEs2] preess paintoperafons{e.g.
vicinity of the ,access poj where the access point 102

advert i ﬁes FIESES aﬁcels_ﬁg m% ig %%rf]foég%reggg g@f"é’f@ﬂ“ﬁ?% ‘%Pﬁ@“a% E"é’gg YAt nal
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repr esent ed iy cdleR@k rahd0 do.g ! RBIUFCBLHS bBOIRLp TeAZSANAS 0l TUAE Setd: Br
the network (e.g., one or nore network nodes 110) to authenticate the

access termlesal 108. Here, the network node(s) 110 may conprise a
mobi l ity managenent entity ("MVE') or sone other suitable network
entity or ehl¥i2ples Inyorac merlenentgivngthe poksupant Ivadynaydradsmit bpatetrapi fi er
(e.g., a CS%% | D assocjated with the access point 102) to the network
node 110 i nPEBAPLFER BRAGHFIHPOMN S Faduadtionas (-2, GRHBITaRD qr inifigligation)
request nes ) addj ti . the request nmay include i.nfqrmation
recei ved fr%%%? hel ‘Jé)(glgégl ieﬁneerﬁ%u%% gﬁ?g%ka .ué? an Té?“ﬁ‘l%glgﬁ%ﬂﬁw%e acgess
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context information may include, for exanple, a set of identifiers

associ at ed wibehai heesqoes ss firsrinstalld, WO anForese xeamplakis ititidlycpmnttaxdd, or
information nmay include a list of all CSG |Ds associated with the
access t er ni*hal thed®RL ofiangseass teppinalieastupedpteh By a rreromstwisk ke.@iode 110

may nmaintain i.ts .own.tbs 0 G IDs. for each of its restrictfictztll
es 1 st

f .
access poi npgqjurrqt}o? (n Iad: &1C 11 IS TAUPRB PRE HEERALPIY RSl dsireros)
whenever an r& M ddin iR ﬁﬂ?ﬂﬂ?@a%@éigﬁgnmﬁg ¥&hss point (as discussed below) being

overwritten.

[00127]  Asrepresented by block 1206, when the access terminal 106 provisioned
with the default PRL is placed near the restricted access point 102 operating in a
provisioning mode, the access terminal 106 may receive the bootstrap beacon
transmitted by the access point 102. In responsc, the access terminal 106 may send a
message to the access point 102 to initiate provisioning operations. In some
implementations, this message may include the PRL currently used by the access

terminal 106. In some implementations a user of the access terminal 106 may initiate



[ 00105] As represented by block 1008, the network node 110 determ nes
whet her the access termnal 108 is allowed to access the access point
102. For exargbe4s8tshe net work node 110 det er mi nes whet RET/UAZN08/079114

identifier of the access point 102 (e.g., indicative of a CSGto
whi ch the access point 102 belongs) is on a list of identifiers
associated with the access termnal 108 (e.g., indicative of all of

the CSGs to which the access terminal 198 bel ongs). [00106] The
determ nation of block 1008 may be made at various network nodes. For
exanple, in sone inplenentations this determ nation nay be made at an

MVE t hat obtal i j . 1 i £l jated-wi.th the
access poi n%ﬁfgz%ng%g&y&%lee%%?g Bf()g %1?1@ r%ﬁqﬁ? %{SJC'C% (?)elrg@rﬁ? féhga’s&(;%em\g ¢

i mpl enent at yeMgedhbnseget er m nati on may be nmade at anot her network
node such as an HSS. For exanple, the MME nay send a request to the
HSS t o det ef00128 whstrbgreschivd babbek d20% it agadss pOIBt 102 (agt, iarpradsiotiog
access the access point 102. In conjunction with such a request, the
MVE nay senaonfwﬂlélrf?é&) e delanep new H%iqtfcrrf’fh@we%m@mne@éi%(elg\ﬁpr emgalh CSG

ID) to the HSS.i : , t he, HSS . opt ai
and mai nt ai FROBUEPPTARBP A OF GIRL ey BARIE ARG e G TG St hor
TR e e (L e e s B
to the accesmepolniprlORdaath Gl bR & HelRThBAldeRsRkidag ady on
h 28 networ g an Based

t he determ nation of another hode (e.g., S) .

on this resp@ifiRratibofp 1866:88 sspReth tHe ntAPRIBMfdriR oLk BE spatifiove Bk ateBy
access by the access point 108. [00109] FIG 11 illustrates

oper ati ons pbiat 1426(p.gh¢heerepl RRe chay e ddferam dtah die RRIL prosislvaedioy ether access
operation. For exanple, the access termpal 108 may initi al lP{ be

served by t BeintecBy$xpBpiata nyuPRhmay apccily|thy D thefi ihreseried fopall restiisted
access termnal 108 is,handed, over tq the, access point 102 and then
Served byt RSB S TIeT e apiER s dhage i Bt erop e dRaC €27

et K, (S TR ST M GOS0

i nformation oy abdeed MR 182! IThis fheBulhicy paraiiict b 88 dhelshell 6ALIFURNOhaRdhk

of the access sets (e.g., CSGs) to V\%I ch the access term nal 108

bel ongs. default frequency. In some aspects the new PRL information (e.g., SID and/or NID)
may cotrespond to one or more access points associated with a highest priority. For
example, the access terminal 106 may be configured to search (e.g., search first) for a
specified preferred access point or specified preferred access points (e.g., home access
points).
[00129]  The access point 102 may obtain macro system PRL information in various
ways. In some implementations the access point 102 may request this PRL information
from the macro access point (e.g., via network node 110 or over-the-air). In some
implementations the access point 102 may receive this PRL information from an access
terminal (¢.g., the access terminal 108). For examplce, the access point 102 may include
an over-the-air function. Here, the access point 102 may send a message (e.g., an SSPR
configuration request) to request the access terminal’s current PRL (which may include

the current macro PRL information as discussed above) and the access terminal may

respond by sending its current PRL over-the-air to the access point 102.



[00111] As represented by block 1104, the network (e.g., an MVE)
fetches the context for given access term nal and provides the
cont ext toVE2p@&IBBTt ed access poi nt when that access tremrgspab/o79114
beconmes active at the restricted access point. Referring to the
exanple of FIG 3, when the access term nal 108 becones active (e.g.,
is turned on) at the access point 104, the network node 110 may send
the context information for the access t®rminal 108 to the access
point 104. In this way, the access termnal 108 may initially be
served by the access point 104. [00112] As represented by block 1106,
at sone poi By ti 3 r 4T r.to
Poi g1y ticRe meeacee%gﬁ%fne I R o kPP EEML DR RRS 10 80! ©

the access point 102. For exa access termn

avay from t lieg.3esiessthp RDto #HihccdsORTBASIIHE MBAExahHRO EHe%céésQ?&ih{‘ﬁ}z

access termnal 108 may indicate that the signal Strength of signals

bei ng recei wed strdonPRhé the eesss tpmindl okO2the-giriaw, agIRASH HaDTAPE).

signal strength of the signals received fromthe access point 104. In

this case, 1[‘%1513 et visPrRntaggpusln byl raedsianing Heoesss feroimk K6 vace secepoi nt
resented by bl ocks 1106

104 to th | int 102 [00113] As
and 1208, ei ﬁgﬁgﬁ%ﬁ%ﬁ%ﬁe%{%@ ?%ef%’{a?lfdw:?'g%f NEpHnc grElain Besieps tempnal-
i.e., th i : i i.dentjfi i at ed
W ih he t gl qnBERERS R PRL BmERET. N fiudBe gETRbley b5 B BrioaBult
for exanpl ehetickSGndild 10223 @kt d%lé@’iég%l?p Lﬁpﬁ@ﬂe&d e 9&@}%&&@4}1%3»&%? B o

received fromthe access term na e access poin

det erm ne wheinige, thdFRIAGEE S upditdl dvaly vO8ng SnBdshBhZRdes &ARGRESS t he
access point 102 based on this identifier. For exanple, the access
poi nt 104 mayereharpiar b addionde praventeme wideks pittioft stthdielapeaickisesitdine
access points that the access termnal 108 is allowed to access
(e.g., a whiP®vsiwiEngd Rdsinfporuaimn moyisien by paetherecasopeinhaf thawebcasdt i on

for th terminal _108). [00114]As ted by block 1110, if
Lhe acceas. FRE A TEORe S CCEHELY JRE b SeEEdart i SHrEEd ol ni
102 (e.g., | ' 2] t. in the. |
it of 't he Aaaagh, Eh B BERERR M Tha A0 ol kO AR Tl B

performed. [QEuRMAPRL enfolnlRioAGHIRSSHYRRL MleedkQRinTBY2 A3 RATALE s sRm
t he network node 110 to term nate the handover operation. In addition

or al t er nat indeimatiot vahaceesisPRDIoAthe hosemymiaeINMdcaratiR} 8eh biwanas fk
redirection message to the access point 108 (e.g., as discusse
above). [00%uwsint idpmesgient ed by bl ock 1112, the handover operation
may proceed ifé%he access tgrninal 108 is authorized to access the
access poi nt0013d ( ésgepresepigd bploch 1810, phe the eeesss tyyarinal 1493 previsienedhe

Coco - the Kyt 0nRorkBlih AR et ot h dOTF oY i Slatignto
term nal 108.h tab@esﬁ%éﬁ ?trng% e{tagesgzolzo&&aﬁl e ﬁ%ﬁeﬁ%&nﬁﬁ%%&fiéqgrﬁggﬁ 106

receive this inform e access oi nt ]
r epr esent eddéymith@ckat ikldocst PENARIRES & ROVRINITH2 MRYcr HRL RES B@ini"#{h%tlggr

the access terminal 108 is authorized to access fhe access point
For exanpl ebeenmonfigirer tbamonmalngeratisg tbégLihs ecbegdromenaltiDe naggass poi nt
102 may conpare its identifier(e.g., a CSGID) with a |ist that
speci fi es t Pigfeaice insbohins served b dlte achess aeinbE® ssopposadlo &G Stlies acdebsopueds
to access (e.g., a CSG 1D Lis%rfrog1the context infaormation for the
access ter n&n% a IRRFEY access point) that are detected by the access terminal 106.
[00133]  Referring now to FIG. 13, various techniques are described for controlling
restricted access (e.g., association) at an access point. In this example, an access point
may be configured with a local list of access terminals that are allowed to access one or
more services provided by the access point. The access point may then grant or deny

access based on the local list. Advantageously, in some aspects such a scheme may



[00117] As represented by block 1116, in some inplenentations the
access point 102 may send a request to the network (e.g., the MVE) to
conf i r m wve® pee/04888 handover shoul d be perforned (e.g. PCTAS2008/079114
conjunction with a path switch request). For exanple, as 30

di scussed above the access point 102 may send a request (e.g.,
optionally including an identifier associated wth the access
terminal 108 and the CSG ID for the access point, if needed) to the
networ k node 110 to determ ne whether the access term nal 108 shoul d
be all owed access to the access point 102. [00118] In situations

where an acegdf hELWhAYF aNGERSs fPhidG gﬁg %elﬁ;%garr? 4 9RE tﬁ%ﬁ:@%ﬂ%feﬁﬁie%inals

wi t hout prior handover preparation ( ng ar

failure), a(d@algeiddapfRssindeieds ad¥ass hefidls bl theess Witbw inallviegat ext
fromthe source access point. As nentioned above, this context

i ncl udes a @8@olk giierayfr. t he access termnal. Thus, the target access
poi nt may determ ne whether the access termnal is allowed to access

the target #a4ls pwirppreseniyd by djockd 395 Prressidsiedbarcesy Phind (e 12088 Phiat ed
on the deterpinati at, hlock 1114 (and opti onal | | ock 11 , the
Pttt s S BantoR et e G TR EE R R aress T PP nhie

t he access iat b he . LNhg aceess int, for the
ncoess ter mofa U £ ap b 0P RERYRS e RR TR WS o BRRES B oB lechffied (e
handover mayphe rfu?db@}sﬁ‘@itzﬁ:@@s(s?er&inals@ﬁatqlk%ﬁlé%g% ARQKE oFQABlcURRfdegn Wi th

bl ock 1110). [00120] Referring now to F 12, 1 n sone inplenmentations

a restrict egroatdedds thRoicodss oyt D2, Us e6né Onilédit@loas BRtréleaeSShich access
termnal. For illustration purposes the exanples that follow describe

exanpl es whérmimals magcassss tleracigyaboins 1 (Proay thirorestdvifiethg oyvnearificpascesd)
with a preferred roamng list ("PRL"). It should be appreciated,
however, th&pPinhH%ptesthar g pefveHS OneElO™be provi si oned with ot her types

of informati ' cordance with the teachings herein. [00121] As
Fepr osent od (B35 ocitC P35 PRl 8B A AT SR8 N [ S e
access ter m,nals,Lhak iAEERSoRell B5 He LT ARCRSS, PR %
originally e con%igufe ﬁ?&ﬁga 35Fau?t65%%h Qﬁg_ﬁﬁt%éﬁﬁﬂéf”§§%%?$§es
or specifiesgemtf@gf ault configuration). For exanple, the access
term nal 106 may be configured by the network operator when the
access ter meEB6L0Gn hedipoi, difésad aligstetnsiatls may b gaePRffermy lesgeof T v,
for exanple, a default systemidentifier ("SID'), a default network
identifier @eopDHor ezaneple eedt acdess terminals may be given temporary access based on
various criteria. Also, in some implementations a home access terminal may be
assigned better quality of service than a guest access terminal. In addition, some access
terminals (e.g., guest access terminals) may be given access to certain services (e.g.,
local services such as a multimedia scrver or some other type of information server)
without involving authentication by a network operator. Also, in some cases the local
access list 340 may be used as an initial stop gap at the access point 102, whereby actual
authentication (¢.g., for a telephone call) may be performed by the network to prevent
the security of the network from being compromised.
[00137] Asrepresented by block 1304, the access point 102 may send the access
terminal identifier information that was configured at block 1302 (e.g., the local access

list 340) to a network database (e.g., authentication center/home location register,

“AC/HLR”) and request other identification information associated with the



31 frequency for initial acquisition of any restricted access points
that may be deployed in the network. Here, all of the above access

t erm nal s W@goope43g8enf i gured with the default PRL. |n tRCSUS$/0BaEh
access termnal nay | ocate and access a restricted access point for
provi si oning operations. In sone aspects the default PRL information
(e.g., SID and/or NID) may correspond to one or nore access points
associated with a highest priority. For36exarrpl e, the access term nal
may be configured to search (e.g., search first) for a specified
preferred access point or specified preferred access points (e.g.,

hore access AalsPiRing PR ehidal. FOMBADRE BleSicedsh Eoiﬂ@f@rﬂ? eg% g hh&l&e

default PRL may be reserved for restricCted accesS point-re

oper ati ons. nin@ber@X di¥pkesss iehQindef(BUb theSleBrdiR Yo 0L 1068 81, VAP Mg an HLR
restricted access points by the network operator. T roug]% t he use of
such an Sl Ddatalmee)sgd recivi nakkctrdat scainbnmdicr ¢ B3N Yyor @dntematiced s®bile
restricted access points (e.qg., access termnals configured only for
use on a naEECIHRSE SRy (‘Ml%éhﬁriéﬁwwoﬁhwa%ﬁmaﬂ %@6 fremitha r at i on
with restricted acce points. In addition, the default NI D may be
reserved foPEt?”@‘éktIHdﬁﬁz%l access point-related initialization

pr ocedures. , t ma e defi.ned . conmon
frequency t !)ﬂ%]tggﬂus é g %%@g{eﬁ}eéh ﬁ)gsbgoggg?% ¥l}'fca(? ée{essg pcﬁgfi;lqzsm?ynaadﬁﬁés%leﬁ wor k
for transm {dehiiGal6REPAenatiON (dY. CMIdRCRREDRrBHP CRAULBRple, the RRER p6RS 862
the default frequency may be the sanme as a nacro access point"s
operating fmaguéneysc@Dand ONED atfbightibh agdienssedabod. restricted access
poi nt. [00123] The default PRL may al so include information for macro
syst em sel etMild}. Porepssmnist &y bidek 136, awktceRRErmina yhat mairerdeoned to
identifiers and frequencies that may be used to access nmacro access
poi Nts in tPRESHSRGRFCRSS PPD) 19U may deteipras At ib ibiheicriky aftlymaccess point

tricted ints in th t e.d. int. 102
Cont 1 gur ed 157 ERBAEH P b aaare L FBEaROR: iorEhne  SufSupaier i ko
boot st b { i t i i
e A A S B S e S

t he boot st r @HvbERGRI LY thfil 08ieasbe fglﬂv@ﬁ)ﬁ&{ AAng PRMtEN itdhgucgRRet i C
PRE par anmeters di scussed above (e.g., the

restricted access point SID, a wildcard NID, and one or more operating frequencies that

are used by the access point 102, or the access terminal 106 may be provisioned in some
other manner that enables it to identify the access point 102 (e.g., provisioned with a
preferred user zone list). The access terminal 106 may then attempt to register with the
access point 102 as a result of receiving a different SID (e.g., which may represent a
different zone than the macro zone for zone-based registration). Thus, in some cases the
access terminal may automatically attempt to access the access point 102. In other
cases, however, a user may control whether the access terminal 106 accesses the access
point 102 (e.g., the user provides input via an input device in response to an indication
of detected access points output by the access terminal 106). In conjunction with this
registration, the access terminal 106 may send its identifier (e.g., its ESN, IMSI, etc.) to
the access point 102 (e.g., via an access channel),

[00140]  Asrepresented by blocks 1310 and 1312, the access point 102 determines

whether the access terminal 106 is allowed to access the access point 102. For example,



32 beacon may conprise or specify a default configuration). For
exanpl e, the bootstrap beacon (e.g., a default beacon) may be

transni tt eYOZP0KMBEYef aul t frequency, and may incl ude tREE/G$I08NTHL14S| D
and the default NID (e.g., sent in overhead nessages). [00125] The
boot strap beacon nmay be transmitted at a very | ow power |level that is
much | ower than the beacon transmt pOwg during normal access point
operations (e.g., when the access point-is configured in a
non-initialization operating node such as a normal operating node).
For exanple, the bootstrap beacon transmt power may result in a
coverage r amgect&s Point I@dzh%ﬁaetérﬁﬁnet\bl?etﬁh@%eﬁﬁ&ﬁi@iep&@&%ﬂ 285 WG QL dler

of one neter or less. [00126] In sone inplenentations the access

poi nt 102 meymiiitah h@istlisted at tht tapl Leas tiS320h ershbile baesesSatBPiat is in
a provisioni n% (e.g., configuration or initialization) node. In sonme
i npl enent at iavthsnticatiorsiaforpmatjorusberdmni Fiis and dVviS¢emeobphsad & differcaccess
point 102 in the configuration node when the user wishes to initially
provi si on ofMPEMERENETS| AT PREDKE HESECBLPIINAR mayaeceisrca vagispiion an
access term nah ey b,etgpr O‘V{é}fi oned Whe(r an, access .Boi nt is first
instal | ed, WHERARCHEYELE WIHHFES 404 WictParT)THiPR AL B G tighE .-
the PRL of gﬁﬁﬁﬁ t 1 nay Mx@ﬁ[i | ( (e.g.,

i n conjunct ?6(;]?1 W t §eec11 C fgahgaglef nt egp%%é’ﬁ]‘gﬁg%fﬁ%%@g{sﬁ?@%aa pé(;‘r’llgfi
travel, and gst@fdn nBahed ASHSBE0ME: {41, PRL that was provisioned by
the access point (as discussed bel ow) being overwitten. [00127] As
repr esent ed [Mi4b] ocks réR@&ntadibervlddie 354 GBS at@ENimehal 106 9o VilGisned
with the default PRL is placed near the restricted access point 102
oper ati ng i BeegsHeduitled ispdivag avoese terminel idewdes istnot i thalocaloBcasalist3d8e thee
t he bootstrap beacon %ransm’tted by the access point  102. In
response, t RECCStROME OF giapidRay accets: Hay:Qawmie: Hepsssapnt W2ty ssedess
point 102 tq jnif.late pravisioning operati I n nme . .
ool ement at [eoRideh B SRR ARRGRIAP s prlaBTPT erforty wematng
the access bRratdhoihPfo hiy SAET sLIRE SRRl BRS:0? 4HELcas £RfinACe8SS
termnal 106 may i1 nitiate "33 provisioning by seal ecting an

appr opri at e ThBahdsbe dlayatd Qs fdr@ﬁmpga,l infofmation (B aBIMN®D, dpdrhiied
nunber). 1001281 As represented by block 1208, the access point 102
(e.g., the reguinsy)ahatndpnafet anodlfenrati82&cesvmyintl 6f . nelosal nesaroRRbwdRy thhe
access termnal 106 (e.qg., for normal nobile operations). The new PRL
may i ncl udethﬁe?@?‘%séey@tnéﬁiqér‘fﬂ@’r#ﬁﬁ@ﬁson as in the default PRL, but the

default PRL initialjzation inf ion Ay b d. LN | | ace,

new PRL 1 nf 2 oty e Rl ok aa{l B acterEabg scllonpd fookss
it £ an).. Jn . th P

o or mat 1 on (g " otels btk o] IS RHE ERRRE PSP BT pacrren,

PRL may be diff ero8fky sBAMCERS 1 RkaROMARE ORG L B¥p IO R8s RGELTDve, the
poi nts). For exanpl €&, a new PRL may specify the IéI’Dt at 1s reserved

for all restdesd Rintd0L @RS gPOlt BicSssAS ldthSRUSEE PreaRd By addcalhddwvbiat is
uni que to the access point 102 (e.g., a fento NND, "FNID'), and a
frequency p&dd3t erdn adrition ordiltcmneecly, tige @wpess avinh X meqpess thy redisttatien
access point 102. This frequency paraneter may be the sane or

di fferent tHARTIAHE" tRthanetvork mfadal (24 the suaw netpuk s SR Indorraipepigation

accoss po nf A et R Eaers Knghit “Brrgriers todsor S thmaterond

For a spect 1 od o eTery ad aEaauE i ahab o nPERIchT IS ecss BERY R iS4

points (e. gacoldFBnAELASEagOb MeSdccess terminal 106. If authorized, the access point 106
then obtains the request service from the access point 102 (e.g., network access).

[00144] It should be appreciated that the above techniques may be implemented in

various ways in accordance with the teachings here. For cxample, authentication



100129] The access point 102 may obtain macro system PRL infornmation
in various ways. In sone inplenentations the access point 102 may
request t YQ2BRO4S$ or mati on fromthe macro access poi RET[US20§8/079%i4a
network node 110 or over-the-air). In sone inplenentations the access
point 102 may receive this PRL information froman access term nal
(e.g., the access termnal 108). For ex | e, the access point 102
may i nclude an over-the-air function. e, the access point 102 may
send a nessage (e.g., an SSPR configuration request) to request the
access termnal's current PRL (which may include the current macro
PRL i nf or matrif@imadisn thabig dsb@eht aaVR) mBRMalidiespeGaeas rhafiBhardbol@k o ,
respond by sending its current PRL over-the-air to the access polnt
102. 34 [ GON3OMSInEEG his) awg s ssqudn ah af@PitabedrinnelisodgpraeiocPhised dhihe
access point 102 sends (e.g. pushes) the PRL to the access term nal
106. For ex&aphiegs heppnaccess point 102 may send a PRL to the access

termnal over-the-air (e.g., yia OTASP or, OTAPA). [00131]

Advant ageoug‘{%f‘gby%ﬂ)f‘@é‘? WP ﬁ\ﬁa fqeREngichosds mey Pﬁr«ma{qum apjegvqrk ghat
access poin . di scussed apove,, t he network erator n not
mai nt ai n ac%:ngill gg? fHferd e SPEChT M dn"r“&?ﬁﬁ‘idicﬁﬁffe@g‘??ﬁ‘ﬁﬁ s DS nebe,

I nfor mat i onjynidally MRG0 463 hadlB Bl nBIQNRY & & W%ﬂagﬁgl'fgr%catl@&v@fégg SS
t nar s

point 102 so that it does regular updates to e access term

PRL. For exgdp| eresiibeBRledmayuiknglpshall actwoMesvieMaaitNgpiRalt, eefkd tdas
the access termnal 106 over-the-air. In addition, to prevent one
access poi nLAY). Assetcafs eahiatletbas tesghpocing setéodumhe veresy tietring] iRl

i nformati on_ provision by another access point of the set, each access
poi nt may bBe &Eyid; i Geren togatiing Py goagpionsints thekpravide suciospmsrpgd Wile the
current PRL infaormation. .For exanple, the access paqint 102 may query
t he access ?‘écﬁﬁtﬁ[g?maf@@yfb&seli"?éat o WpUBRLYARES? Ffisgf?fp’(%@?é%ﬁ?fhe

access point. 10 ] i , _ m i nf ti.on to the.
curr ont " PRLSH Pk JBSmb bbo A R SRR Wb e TR S i ey v
current PRLiﬂthfn%fE%d{ﬁﬂty £003 %lblﬁﬁliﬁﬁi%&%%é}%ﬁ@di@ﬁéreﬁ{ Qekcckdd 9, rpace
the access termnal 106 1S provisioned with the new PRL | nformati on,
the access t@ramobadt udd Gxpirichcells théiscuskibe herein] ®Rodeqhdt Geiidel YoreHRS S
points it may access. For exanple, in the event the access term nal
106 det er ni pex atrplativebhergeceassayps mfertd B dss marrd hadev ifcnatietthat pevgles
after the access point has been configured to a normal operating
mode), the SOEEES ovefriatyely opalkherga (e 15inseBneebe siemel fyassaierdsd by

o o acoesBorhETeFR PRI GRteette datisy Findbd cuueiel Bt frap o and
[ 001331Ref Claid gaaﬁ%‘%rh% ﬁéa%l?l% relfeh Qs %ﬁ&d“ﬂda‘&‘d&g.f &g)nidgnggsc%%lla d for

controlling restricted acces e.g., assoclation) tess point.

In this examhg;,a@ﬂm@@g@ﬁﬁlﬂa@gpt may be configured with a local I|ist
of access termnals that are allowed to access one or nbre services

provi ded by[Géslacdesdl apaiciated wilea mage sisdaiftrthtomayle, toh e picghadd may beeny
access based on the local |ist. Advantageously, in some aspects such
a schene majeienad to 009MEE888 R RATMLSENOSY OYion dedl, respectively. In some

implementations, each node may be associated with (e.g., divided into) one or more
cells or sectors.

[00147] In various applications, other terminology may be used to reference a macro
node, a femto node, or a pico node. For example, a macro node may be configured or
referred to as an access node, base station, access point, eNodeB, macro cell, and so on.
Also, a femto node may be configured or referred to as a Home NodeB, Home eNodeB,

access point base station, femto ccell, and so on.



35 enabl e the owner of an access point to give tenporary service to
guest access termnals (e.g., by adding/deleting these access

term nal s WOLIWH#M8Ehe |ist) w thout involving a networ PCOASRMB/OTI114

[ 00134] As represented by block 1302, a restricted access point (e.g.,
access point 102) is configured with an access list (e.g.,
represented by | ocal access list 340 in FIG 3). For exanple, the
owner of access point 102 may confi gure39a list of identifiers (e.qg.,
phone nunbers) of access termnals that are allowed to use one or
nore services provided by the access point 102. In sone

i npl enent at g(ﬁﬂas C Qs Qiiil%’tﬁ'iesWi?éThes@E&‘ﬁﬁﬁmfcﬁfd(gl}s?tﬁhﬁ 1980, BRESRS hhe

access point 102 may thus rest wwth the owner e access polnt 102

rat her thans@pogtawidocopRizes dh whidiGAsSRhchig REGEHSy POIPlcrdéedTelhebe
provi sioned in various ways. For exanple, the owner may use a web

i nterface hestad 4P priredscoessmpation fot @Riltipde coiafliol) secht dsefoacoagde,
poi nt 102. [00136£ In addition, different access term nals may be
gi ven di f f eFefio qelly M8 AG1488E ewh cqchcelbheinp pasvicerllbse carsspmdingaeeashal s

may be given t rary access based on various criteria. Also, in
sone i npl enﬂﬂlpg_[%gr{g-ga%woa&Z‘ios‘*%reﬁ&“%_g “en gié-ﬁﬁnwe%é?%?alb
qual ity of §$6q"ge.°g‘(% aEPe%‘teﬁn&ng%hoéf‘E? b ELh0 8 sperkdl SIS Wai SR

access ternina €.g., guest access tefmnars) iRy be gl ven access

to certain a8pYINEEShE §istm olcPaRk. BEENVICEES tSHGAI R6EmMhiEHLS waK ver
or sonme other type of ‘information server) w thout involving

aut hent i cat baglodyore abeby\suikts OPEY @t OforwAldSiak (TALS oBorcasessd (& (FRCpdt a
access list 340 nay be used as an initial stop gap at the access

poi nt 102, whien slvyeat derhdiaguhemvhehtritonactess germifabi 46 is edtbphodehethbd )
may be perfor.ned b)gét he network to prevent the sequrit¥ of the
networ k f r ofhibh A§ heedabh éricseaple] dba wrplepcopammicaion ssiosy1490sedy 1304,

(e acCees SR s 05 S5, BB, Sl rnccess

ot S0 ORI RO AT SR e,

i nformation@aagc ated] ilbirkdiQ@n eRénplary communication system 1500 where one or
more femto nodes are deployed within a network environment. Specifically, the system
1500 includes multiple femto nodes 1510 (e.g., femto nodes 1510A and 1510B)
installed in a relatively small scale network environment (e.g., in one or more user
residences 1530). Each femto node 1510 may be coupled to a wide area network 1540
(e.g., the Internet) and a mobile operator core network 1550 via a DSL router, a cable
modem, a wircless link, or other connectivity means (not shown). As will be discussed
below, each femto node 1510 may be configured to serve associated access terminals
1520 (e.g., access terminal 1520A) and, optionally, alien access terminals 1520 (e.g.,
access terminal 1520B). In other words, access to femto nodes 1510 may be restricted
whereby a given access terminal 1520 may be served by a set of designated (e.g., home)
femto node(s) 1510 but may not be served by any non-designated femto nodes 1510
(e.g., a neighbor’s femto node 1510).

[00150] FIG. 16 illustrates an example of a coverage map 1600 where several

tracking arcas 1602 (or routing areas or location areas) arc defined, cach of which



correspondi ng access term nals. For exanple, the access point 102 may
send a phone nunber of the access termnal 106 to the network node
110 (e.qg.,wocnprusssng an HLR dat abase) and receive an ecanise@Biof114
serial number ("ESN') or an international nobile subscriber identity
("IMSI") that is assigned to the access termnal 106 fromthe network
node 110. [00138] As represented by block 1306, the access point 102
may advertise its identification inforn#ion (e.g., as discussed
herein). For exanple, the access point 102 may advertise SID and FNI D
i nformation as di scussed above. 1001391 As represented by bl ock 1308,
an access t ' j |.Si C e _access .poi.nt..102
may determ ﬁ%ﬂ%g%ev}e{m#%&@ﬁgfﬁgée\% %lgglg?{/qg% ’taﬁ%igig%vsegag%f’sﬂ?lgtfgf lt&pon
recei ving t haciagyaeid FdAl tinBl {ddCiwbbORre dafiREARIHyIRe wﬁﬁriingé(ﬁm)ch@mayae
access termnal 106 may be provisioned with a PRC by the access poilnt
102 as di scussescabay ¢6040dre tdpecsancdbptht dericoa. THOGraBENg BRaPIATiak,oned
with a PRL that includes the restricted access point SID, a wildcard
Ni D, and onéxcderppie copepgetdreny [6P@ qlnghis erxsnplhatclerfshefedo byvetdge areas
access point ﬁgé, %r the access termnal 106 may be provisioned in
sone ot her &S (HEl ONeBEEEes 16006) isfisniciodyvithivea Bupe Sevsederareal (§P4

(e.g., provisjioned with a pref e sefr,,zone list). The access

Lor i nal 106 beg TR e doe oot ePABF Bl = PPeief tevkas Tt v 02
as a result RV j ' resent a
R e T

Thus, in soaBagasenbdr BEARE BSerdgs bffel BOGTRY RUARB AR bieRAth I arkd
access the access point 102. In other cases, however, a user may
control whetl 6@ ortrhreracnesge ten ibival AlifGnaccessagscd dee@geasss (ST shbwa D2
(e.g., the user provides input via an input device in response to an
i ndi cati on &Taygetalncd vitieegyepbroking aseq fﬁﬂﬂ obynatiogoraregsssea 04 nal
106). In COE&HS@ti%& Wi.th thisf;ggistration, t he access term nal 106
may send i t 003t iFefating agap o Rlugl fég ovngef a fepgo yoded 51 ¢ may gsgibe to
poi nt 102 ( : I : C han 1.1.00140] resent ed .pby
POt 102 by AARCB B IND L oy S ORAAT el OGRS
access ter Mohghiod e hivdhd B8OU1 QUALRCAS AR EHGEP 3R bl a1 EOF

exanple, 37 the access point 102 nay determ ne e

identifier opesingedtil ihamctdervaet@sgs i fistallerkBfe [Sg.| defll@ial) Retudec
| ocal access list 340. It should be appreciated that authentication

i nf or ni at i opndtoheents hbrptESNerdy deflehBhng onthe doerentdechtibm oflihe hedegyttrminal
i npl enentations. For exanple, the access point 102 may receive cal
ori gi nat i on!ltrBErRceass Grmael B0 may bedraehbsa mgers cathacagssepoirtiil§60

information for. authenticatjon (e.g., to be red with a caller
number recef¥78 m?#&%ﬁ@ﬁ@“@ﬂké?g (EgW?ﬁﬁpwﬁ%égﬁﬂg%éaP%B?%?ﬂ%ﬁﬁ?ﬁ&nm)
nessage or | t 1 repr.esent.ed. bl ock 1314,
i f thg accelé(ghe;§ g?}r?g @%1’%160 |()snon({ce)?9%l|‘blj‘qoa\l/\e Séggéhsagreflg? é".ﬂ?‘}/n[%%o“fe@%o Péd
access t er m@akesiddRitisBoRFok Sxddgle, hch B8uBLEHY: i AGREEShil hétﬁe,%é@%sci\;dzge

access point 102 may deny access. For exanple, the access poin

may send a begbtabdaad inacro mejesThoin® s gageccispdidia 560)688 vhbe i shicrid@8s atl N
addition or in the alternative, the access point 102 may send a

servi ce redhems e drscrvsd dugdemio node (e ovxsls 16 KA me, tGBoulThe spprasaeade
may i ncl ude, fo& exaqF i nformation ( SID, NID, operatin

| e e.g.. . NI ]
frequency) DA%t CTHRRARYCHAQ may bs brckiaid fopppatibleadth axisting aqeessgerminals ocal
macr o netmoféh that the access terminal 106 nmay access.
[00152] A femto node 1510 may be deployed on a single frequency or, in the
alternative, on multiple frequencies. Depending on the particular configuration, the

single frequency or one or more of the multiple frequencies may overlap with one or

more frequencies used by a macro access point (e.g., access point 1560).



[00142] As represented by block 1316, if the access termnal 106 is
al l oned access (e.g., the received access termnal identifier is in
the | ocal wiOcew®43sest 340), the access point 102 nmay graTivsaese®als O
certain services. For exanple, as discussed above, the access point
102 may grant access to |ocal services provided by a | ocal network.
[00143]In addition or alternatively, the access point 102 may pass
the registration information to the net for k node 110 (e.g., the macro
network's HRL) for authentication and registration of the access
term nal 106. The network node 110 may then respond with a

istrati t : I.nt
109 my send A Sbr BSua PG - e aas e oA AT RE ol AR G Bh

aut hori zed, pidi@radqe@®nddeidls., the Goib&meRbad MSthd ARed:QEUES 1 S8)) WeRever
fromthe access point 102 (e.g., network access). [001441llt should be

appr eci at ed stdhatontdvéiviapi\pesdilde hForgu&sp lopyhdnevdr i 2088 t@diran1 328rik 0UsS
ways in accordance with the teachings here. For exanple,

aut hent i cat Matin thgusen's psidandedid30.Hamay be disiredtherthe advass teingndlif20 mat i on
specifically nentjoned ab Wﬁ ge.g., ESNs, |IMSls, CSG IDs) may be used
in an apparﬁ?ﬂgmﬂwmﬁﬁPﬁdﬂﬁb getme Eantpaedyi YA t he teachi ngs herein

00145] | ts the.t hi her.ei b l. d i
network t hattt el uasso e aPart IERE 08P RyEH a7 Sochlos Wiy E Hirusgto
cel lular netumiid naHedik 2550 R rﬂ)ﬂéﬁﬁﬁxﬁ ontiYsHh(?j@hxlci“enreﬁfn@Moﬂ?g% RYeflned

d sma a U., a

macro cell network or a WAN) an er sc cover age

resi dence- basepre@ireldbdntthHOsth Ascedcare tamdirsl EIV0 B ISR hue th ¥RIr&Abl Ye
referred to as LAN). As an access terninal noves through such a
net wor k, thecacwelsed retwonkale.grale pefesred feedo nodecis 0 aising 0B dter Hpserhy
access points that provide macro coverage while the access term nal
may be serv&§sdiction hESR dodi¢lonay nyolye e pedodivscanning pavailsbde sydsms to

Ty be. useq EETHOURE HEFOWURT AR CEP LIS e, SONET FE
cover age, aggf)ﬁh{efvﬁ{hes%h ﬁl%%e\ﬁleﬁg st«':(n?s. Sith th%ra gui,? 151%6 ex%%ggéégc%%g%%pglg e

experi ence) he di scussion fherein, a no a

over a rel aysMeyy lilidg R6LR RYB8c safflfd%haeﬂdnha. %ﬁr @x; gec?le@gﬂ%h gd%

node that provides coverage over a relatively sm r e.g.,

resi dence) fmymdse prefired sederh ag$e dcpleipll perivalitaily AUPOIGsdRaly dThvirses
coverage over an area that is smaller than a macro area and | arger
than a fent éeratp @aderbyl Opthe pefeey teraingld 538 saeqpi the fangd @odeel YO forpmopingi ng
coverage within a commercial building). [00146] A cell associated
with a macr & HBUE COXCREEE-node, or a pico node may be referred to as

oot oot at 1SS! Cat frigtetarky SuBE8el R SR oY Gt § e oo
i HESHRY B . g PEUe
ot hor Lor m Aol any Siay PR cBTh Sidises DLAM L BABRRUS FABhLERH S Ui

node, or a pé-6£lcdQekeictddor EXAPhRociRidNBE g&em&@ssﬁaﬁﬁmnﬁ?%iqu 8dcQ"
referred to as an access node, base station, access poinf, eNodSeB,

macro cel |, bare marocell btk ncavdrie atida defthed s@yf Bente aodds gélf e the @Emto
referred to as a_Hone NodeB, Hone eNodeB, access point base station,
fcnt o cel |, neded 1810 that reside within the corresponding user residence 1530). In some
implementations, a node may be restricted to not provide, for at least one node, at least
one of: signaling, data access, registration, paging, or service.
[00156] Insome aspects, a restricted femto node (which may also be referred to as a
Closed Subscriber Group Home NodeB) is one that provides service to a restricted

provisioned set of access terminals. This set may be temporarily or permanently

cxtended as necessary. In some aspects, a closed subscriber group (“CSG™) may be



39 [00148] FIG 14 illustrates a wireless comuni cati on system 1400,
configured to support a nunber of users, in which the teachings

her ei n maywheopigsenent ed. The system 1400 provi des comuumwspas/o©maf or
mul tiple cells 1402, such as, for exanple, macro cells 1402A - 14020,
wi th each cell being serviced by a correspondi ng access point 1404
(e.g., access points 1404A - 1404G . As shown in FIG 14, access
termnals 1406 (e.g., access termnals 4106A - 1406L) may be

di spersed at various |ocations throughout the systemover tine. Each
access term nal 1406 may conmuni cate with one or nore access points

1404 on a fﬁét‘ﬁ?ﬁ% e Rl &'AE&%%Q&@%&%, @mﬁfﬂ&fe@%hitisﬁhigé%ogtac sJiven

nonment, dependi hg upon whet ccess term na S active and
whet her it esntioNligt@F hedd@ne@iihals.f RlesXAdidcBess piat Mhy BLRAS a CSG that allows
conmmruni cation system 1400 nay provi de service over a | arge geographic
regi on. For makmipdcecss rasiimalse lcbnctdo 2A14 HAc avysComeinal andyciavbiheakity n
a nei ghborhood or several mles in rural environnent. [00149] FIG 15
i || ustr at esceameehtemyltiplaresionied acasst podits.sfshemeliGOehinhelt &nvneodes (orolle
femto nodes are q(a%pl oye i.thin a network environnent._ Specifically,
the system ISHEH AEPORLEHR 1 15818 PRI HoRFesTeImSd tp ¢ fgmio ghamred nodes

1510A d1l i al | N | i | | | | k .

ovi v omment T30y | FRkBY SRebRnEsut Hals Rl bR BT 8B Bt a given
de 1510 | i a1y ok

noae MBdcefenfih! fG éme?le‘,"Trgx‘?l tRd ﬁ&g%p\?\gllri\)%(br{ ég %&%Qs t(n%n%gi_an n

Internet) and a nobile operator core via a router, a
cabl e nodentensio WbdEth@S®{dr kdK fen@b nOdW@ith SORBERIH Wbso¥ia S, ((ROfemto
shown). As will be discussed bel ow, each fento node 1510 may be

confi gured haicsdipwe agssdokay adcagaessall ek nstrales fdhdthofdengy refacoass
term nal 1520A) and, optionally, alien access termnals 1520 (e.g.,
access t er nfap nadAbE)is repicise e pompomarner Gegasyiricted fosassocintieieandiB10

By a set - of FEBLRGHY Suorie G WORERIFGR ' TOMETBYC 88 I BAte Hagmot e
Fort o node TSR b (RRERR E e S T8 PREERA I L rfitirn el T g oc Tor
coverage MapeQQeUrBhEorSANalcsd LARKLISY RAbRABMEPRodehay 0t I WrcRfiGaS

or location areas) are defined, each of" which 40 1ncludes severa
Macr o cover agHe carvetach db4ddess Hemenal Ar@agoraily GoMmeradac assQcirabadicWnt n
tracki ng areas 1602A, 1602B, and 1602C are delineated by the w de
| i nes and t heenfemtonode ey agfer ardastolitdd oamdiahdr sentiaditby istdoe
hexagons. The tracking areas 1602 al so include fento coverage areas
1606. | n t hfuheuizamn wcess 48 APGBIC PREX PR nedpy FarseencE sisuatignBc@e 93 1 |
fento covera area 1606C) is depicted within a macro coverage area
1604 (e.g.,cﬁgz:ro coverage area 1604B). It shoul d be appreci at ed,
however, th fe i i V..W thin
2 macr o covldSy oFidn § BYHRD AR BB A sCockelh Byl SR
coverage ar gam ab8QSci@ab@adehiiRshwhd hocassGhvBit kB dod €., 102 or
macro coverage area 1604. Al so, one or nore pico coverage areas (not
shown) may becdatmiied had fdrnmnet gocegno thedenion@de). eagikelatcek tdrGiabmay
coverage area 1604. [00151] Referring again to FIG 15, the owner of
a fento nodefasaan peeyssservses whid teroporelyiscesss rthé retriced dtmtasiods @rg.,
exanpl e, 30.m)billje service, offered through the nobile operator core
net wor k 155801teh0asedipn desaine fmeof 8ss bytsy. sPgrtionseryniyay sop kg sHfcaon
operating both.ihn cro envirqQnnents and. in snaller scal e.dg.
resi dent i al ¥ AL eaﬁ\c}} FOReHTE FWYS%ﬂretP hEFES tc%ﬂéﬁ%tﬁﬁesg“r?i pave
current | ocagtd.an:-af : j L:nal:
1520 My bePeay o B e RSk e oac e o e BEREERk FE Ll Blons,
the nobile ppexatfs, sG& £ Nelwny & g1 28 AcREs B¥miaMNYhfABesAHot Bavdhe QEddnBAT O
nodes 1510 (e.g., the fento nodes 1510A and 1510B that reside within
or permission to register with the restricted femto node),



41 [00153] In some aspects, an access term nal 1520 nay be confi gured
to connect to a preferred fento node (e.g., the hone fenmt o node of

t he accesdvo awnpi48889 1520) whenever such connectivity i $Cpassiokhm®i14For
exanpl e, whenever the access termnal 1520 is within the user's

resi dence 1530, it may be desired that the access term nal 1520
communi cate only with the honme fento nq%f 1510. [00154] In sone
aspects, if the access termnal 1520 opétates within the macro

cel lular network 1550 but is not residing on its nost preferred
network (e.g., as defined in a preferred roaming list), the access

terminal ISP GaPLIAURCAE EALERAOhorkhuelBaLs PLBLORFETMRL MR

(e.g., the preferre ento node 1 using a etter yst em

Resel ect i oncgriBSBE ) ferbnsdt. rlwmumlayagre&a&armwv@r SEENPicH o may
avail abl e systens to determ ne whether better systens are currently

avai | abl e, andidubsaqeentinefa Gmosortatityafes o birgdr eowirdge asac fopeafpia; edico
systems. Wth the acquisition entry, the access term nal 1520 may
linit the saedacha bsrrcapeled.fa honisaned nadd ey definedior a gixemgsicess terhgnal,
search for t nost preferred system nay be repeated periodically.
Upon di scové‘i‘(gboo‘?n a preferred fento node 1510, the access terninal

1520 sel ect E ca i.n nits. cover a
ar ea. [00152‘1Otl 6}1f %Wlmled‘; mui%gleﬁgcers SRR mnﬁysst%nrlrglagglpr%uc aneou% r

exanpl e, a gipen ct)ﬁmualcmapfomk% Mxraéﬁ‘éb&%%&ﬂhﬁﬁi' 5N AS SlKlGRS abve,

certain access termnals. In deploynments with so-called restricted

(or cl osed) eahsesiigd] nGR coRn@nieR VAGCRE DT hREAbARAktatiFhé velkansRBsBAS Metle
by the nmacro cell nobile network and a defined set of fenmt o nodes

(e.g., the fewto addesrstiings.t atforvesd dek (Wirdbvnlitk) ecles te és pandiungatirser
resi dence 1530 In sonme inplenentations, a node m be restricted to
not provi delnk §pmdhe basa stetigisdo thsdermingls, pad the reysesedink (arjuglink)irafgrs tashea

aatr bt a PR aNE PR R Ry Lo 6 et P B SSPu e BGa
Subscri ber (s a9 00 eﬂm ?@s@&-nﬁ’l&gﬁe{‘@# s aqﬁ@hﬁléru‘( Cifiipl 190%

restricted provi si one acces

tenporaril y(ﬂqmm@vﬁ@g@ﬁtJ,ﬁ/boggétog{@g%e@bﬁ%gssary In some aspects, a
cl osed subscriber group ("CSG') may be ™ 42 defined as the set of

access poi n{@16&. g.A MBI @sﬁ:ﬁd@ﬁﬁloﬁshﬁﬁlﬁpll@@vg tEnQNIENENAS eebSukipR (VG)
list of access termnals. A restricted access point may include a CSG
t hat al | ows repaive aplicenas doalats traspmissiah sAIMINGrhave! fooméd by the 8 trghssnit

access termn (?I may. have the ability connect to nmultiple restricted
access poi nf&d NarcCRNR ABPIIGH Mk P§ Hecnposednfe %d%ﬁ?é’e'(déﬁt Gppncle ¥hicheed

f d fe
cﬁg[nﬁelno esélfgﬁ r\rfaad(re Igggpa? ecﬁﬁ%#sﬁ%ﬁrgﬁ{f;{f“ {Ye%é* i ]s:‘? ]i’l%]g% a given
fenmto node %ﬂ;@ ShdBht¥ CBRhrRGCBResp b cfsrﬂ) 9% merF 9)51 PhIRMO st&%BPErowde

per spect ive Of an access ter m
improved performance (c.g., higher throu ghput and/or greater reliability) if the

additional dimensionalities created by the multiple transmit and receive antennas are
utilized.

[00162] A MIMO system may support time division duplex (“TDD”) and frequency
division duplex (“FDD”). In a TDD system, the forward and reverse link transmissions
are on the same frequency region so that the reciprocity principle allows the estimation
of the forward link channel from the reverse link channel. This enables the access point
to extract transmit beam-forming gain on the forward link when multiple antennas are

available at the access point.



femo node may refer to a fento node with no restricted associ ation
(e.g., the fento node all ows access to any access termnal). A
restrictedvoeppd43sdide may refer to a fento node that | PCraSLMOB/QWeE i N
some nmanner (e.g., restricted for association and/or registration). A
hone fcnto node may refer to a fento node on which the access
termnal is authorized to access and opﬁéate on (e.g., pernmanent
access is provided for a defined set of"one or nore access
termnals). A guest femo node may refer to a fento node on which an
access termnal is tenporarily authorized to access or operate on. An

alien fento[ads Mhei@tBhedRrdn HRYHE ir{&ggagara‘?éh Wy mdggf%g%&ﬁfe)

termnal is not ‘authorized to access or erate on, e

per haps enmeegeReingSkititiatdofsndnd fr corPhdniCankWith 4 0AH28E oficPiBdR. FIG.
restricted fento node perspective, a hone access term nal may refer
to an acces37derieh saicral keaupld soraponkigs irredhay be amplegs thiacilitest ri ct ed
fento node (e.g., the access term nal has permanent access to the

f emt o node) Commypisaiondetess npdasniSpediticrtly, Ik &7 illustrates aeirelsss dewieer Aid)
with tenporary access to .the restricted f o node (e.g., Linted
based on delid Hescors AT ey Suiced g bee Shecesn b EshEMO
other cri t eql. o OfooCTAGRI dBlce 1Afb A BN ACHES Rk RLTEAR, BN (i EhGLichE
an access term nal that does not "have perm ssion to a_ccess_t?*l%
restricted hQm LdROGRIccAITER a QMG IRDBREQSREY7H tuations, for
exanpl e, such as 911 calls (e.g., an access termnal that does not
have the cr ¢eded] alls same peeds, sadhotatd Sreh@ G Simmitddioret HRspeesid bk
femo node). 43 [00159] For conveni ence, the disclosure herein

descri bes vantewgs Thadet dabveabidssorilid 14 fremetontodsy, and ingeriears thertodigc ddtd for
shoul d be appreciated, however, that a_pico node may provide the sane
or simlar FRIRIRGHEIN DgscH op apartigplgesoding ssherppselgoted foirhrt dataasipina to a
pi eo node may b‘f rﬁ%@f itct ed, a hone pico node nay be defined for a
gi ven acces&TE R S %nd so on. [00160] A wirel ess nultipl e-access
conmuni cat i St i I I i r
commnt cat | MEHS! S ISR AR Bk RORL HERTEE R AR LA
nay communi Gah@ OWDMItOREqRE. TR BilAASA iSiyBlchPNS kivdveh dtARSEISHLQHNS ON
the forward and reverse links. The forward |ink (or downlink) refers
to the commirtcesatd @mra Hriowk rfianaen dnk endydeasat Athcns:ited sydien toefstimaaltss
and the reverse link (or uplink) refers to the comunication |ink
from t he tefhdnngliresponset He padipleted pilormnd cotdslatofneash dataisternt isrtkennay
be established via a single-in-single-out system X

mul tiple-i nﬂ?gvkate&(b@-ow%elﬂm )baégf%%marmﬁ%rmu@flﬁ@ﬁchregnﬁée-af BPSK,

| i pl 1t .
and mul i pl ke AR S R RIR S Py aR e G
channel forgaghdly ftiaeiaNlater H¥sY H@Iﬂg?mi%%gfﬁmm QRS be

deconposed 1'nto Ns 1 ndependent "Channel s, are also referred to

as spatial ahanmgtshy Waalctomserfthed tYTa prdEssorBagh AfdafaheerMsy 1732 may
i ndependent channel s corresponds to a di nension. The M MO system may

provi de i npstowgaogemnfeodasiaecandetipr infhingihien usddriyubgyrotessord /780 ogsteat er
reliability) if the additional dinmensionalities created by the
mul tipl e tr&erepRnentaeEthededrs &7 ¥nt ennas are utilized. [00162] A M MO

i vi of on cuptBEL - aemedtlafionpolalbe flan rams sy LPRINED SRS e
kSIS RS, P AT LSRR L SAN S o
oA i PYND S o AR RSN
mul tipl e anteNpessesierafA0VEDHe720A thasughdgess PGbfk aspects, the TX MIMO
processor 1720 applies beam-forming weights to the symbols of the data streams and to

the antenna from which the symbol is being transmitted.



44 [00163] The teachings herein nay be incorporated into a node
(e.g., a device) enploying various conponents for comunicating with
at | east OMe 2000H¢888hode. FI G 17 depicts several sanpl @CTaIspORETH B
that may be enployed to facilitate conmunication between nodes.
Specifically, FIG 17 illustrates a wireless device 1710 (e.g., an
access point) and a wrel ess device 1758 (e.g., an access termnal)

of a M MO system 1700. At the device 1710, traffic data for a nunber
of data streans is provided froma data source 1712 to a transmt
("TX") data processor 1714. [00164] In sone aspects, each data stream

i's transm t {@ 69|V ereadh LESRECE 1982 tdcaRedind éﬁé\}%?@? éesg%}gy% %&(ﬁ%ﬂé@a tgtéealmotlp

processor 1714 formats, codes, and interl

each data sbpr@adadaasethotyanalopaighhleundFfintRd caglitmb eNe, auplart sttt Qbnd
that data streamto provide coded data. [00165] The coded data for

each dat a supeaweitsyhcraaleglsighph expdvive & modilaet sgatlsuitgilafpr GkDMission
techniques. The pilot data is typically a known data pattern that is

processed i AvE IRaMAMCheapedl. Anaofwlptep signals fomttranpeeiverscleZRa threyalt BRRTo
estimate the channel response. The multiplexed pilot and coded data
for each daf® tE‘fﬂrf@ﬂ'ﬁW{ﬁa?{?&ﬁﬁﬁﬁiﬂHgt J()Mﬁ t&‘@ugﬁé%ﬁ%ﬂ?ﬂﬁ@ﬁ) based on
a particul ar | at.i C , v MEPSK, Or

sel ect ed fmlm{lﬁg]tj g%ttg@%eﬁcggﬁ?’(%ﬁeptrg%lﬁn&geﬁnﬁooﬁ g'ﬁls(%] agﬂﬁ)rgf%\.’e%l‘mat a
rate, codi ngyteand 1@@%@6&&?%5% aRPhb rdel 8d Shhf HBY¥h Readatiossned
by instructions performed by a processor 1730. A data nenory 1732 may
store progr arovidzdes a edpativanshsodihar(“Xovarnetshanhesgd] YRt Rcpiracessar
1730 or other conponents of the device 1710. [00166] The nodul ation
synbol s for 1454 capditianstergdiitersanmplifiesnans dowinded ctte) agespXctiMeMR cpred cizsslor
1720, which may further process the nodul ation synbols (e.g., for
OFDM) . The Weifachespudiiensdsiznayito piqyads samples.ed fptherproassses thhsasypisde
streams to NI transceivers (J'XQ/{%,) é—ééﬁzé t hrough 1722T. In sone
aspects, t h& PN PBCHRBLRE SIS YRS

&8 beam f or mi ng wei ghts to

the symbols uﬂimwe ARLgyS ggééﬁggge%cggoi 130 HUnG ARk LB ARLER R,

synbol is being transmtt
received symbol streams {rom N transceivers 1754 based on a particular receiver

processing technique to provide Ny “detected” symbol streams. The RX data processor
1760 then demodulates, deinterleaves, and decodes each detected symbol stream to
recover the traffic data for the data stream. The processing by the RX data processor
1760 is complementary to that performed by the TX MIMO processor 1720 and the TX
data processor 1714 at the device 1710.

[00170] A processor 1770 periodically determines which pre-coding matrix to use
(discussed below). The processor 1770 formulates a reverse link message comprising a
matrix index portion and a rank value portion. A data memory 1772 may store program
code, data, and other information used by the processor 1770 or other components of the
device 1750.

[00171]  The reverse link message may comprise various types of information
regarding the communication link and/or the received data stream. The reverse link
message is then processed by a TX data processor 1738, which also receives traffic data

for a number of data streams from a data source 1736, modulated by a modulator 1780,



[ 00167] Each transceiver 1722 receives and processes a respective
synbol streamto provide one or nore anal og signals, and further
condi ti ons¥@@aoog/i4ssgmpl i fies, filters, and upconverts) tae/usomborils
signals to provide a nodul ated signal suitable for transm ssion over
the M MO channel. NT nodul ated signals fromtransceivers 1722A

t hrough 1722T are then transmtted from NT antennas 1724A t hrough
1724T, respectively. 1001681 At the devi®e 1750, the transnitted
nodul at ed signals are received by NB antennas 1752A t hrough 1752R and
the received signal fromeach antenna 1752 is provided to a
respective g i (- . ei ver
1754 cond t Fomegel ¥ tnerafiiel AR b O A A
respecti ve dedge vad. signal, digitizes the conditioned signal to

provi de sanples, and further processes the sanples to provide a
correspondi fif172]ec eitvieddcvieg 1B 00, tist medated OQbHENor theateicy €710 &RXtccislad a
processor 1760 then receives and processes the NB received synbol
streams froRY fB apieamscldldcoaditipsg hydkeidanseeieerp BF i damhaiulategddwiaver

processi ng techni que,, W NT "detected" sypbol streans., The RX
data procesSGPOIHAEF ﬁﬁ}ﬁ@?}&ﬂ%@gﬂggfocw D%t PESDTOCEHPT d &0 radch
detected sy r to recove he.traf.fi a for th a

stream The[%?%%ezg'sesll%%é& et§’§agF ﬁén [t%&a?yathﬁfi Vc"éesfgosﬁ' ﬁ%BrW?S@%ﬁMnt ary

to that per . TXi; ; ™ ) _
processor 1%3@53?%%&}{5%3}?%%g@gg?ggﬁ%]de%&%gg gﬁsjes%e?&l@%ﬂg%lghts

peri odi cal | yhef @tz hS exicedd idserpge0di Nng matrix to use (discussed

bel ow). The processor 1770 fornul ates a reverse |ink nessage

conpri si ng #MEr i FIGneslsqpitingtiates theet thearomankicatidrueongontitomay Actlal ane
menory 1772 may store program code, data, and other information used
by the proces3B§c compongis iBatpsromd aserfcnnsolepetatienssvaught herdo. F§r00171]

Th | i i i t .of inf ti

‘ egar SYﬁgff%éni‘pE%ﬁ?%gﬁoﬁ%& GORPons A 290 Precanpe o Kith HE PRCREP L The

rever se I n&mw%ohg?r;en&%éa{e%?ﬁé ed Py o dPéccg% SRR £38,
ich also receives tr | C al a or a nu er o daasream; era

data sour ceddvi@fe.oMRewLA! Bd) BYtado MR A tSHhil A B0 acctf SRR dbix by
t he transcei ve%gefgg4A t hr Ol)Jghd?.g]54R, and 1trayfr%sm'd%ted backCBt g&t%%te

devi ce 17101792084y &jopdbtetich e piocessdi7 ) ahdier stReHebaperknsi A &vice om
the device 1750 are received by the antennas 1724, conditioned by the
t ranscei ver $73079 3enddeerivudigasdotfiprmandtien dedicet(og., (EDEMODO). 1t $dd land
processed b%@a‘?F Rxgg%t a_ pr ogessor 1742 to extract the reverse |ink
message tr afSRFERRGthRyor prch devipe B 197280 17560be pmstienadibr of trg or mResrof the
det er m nes icF pre-codi n trix..to use for determning the .
beam f or m n@é’}’ B PPPREL %?’gﬁee]%r%lge?%a %‘WF&E‘P@WGHQ é’éﬁga.mpqe’ asingle
processing component may provide the functionality of the access control component
1790 and the processor 1730 and a single processing component may provide the
functionality of the access control component 1792 and the processor 1770.
[00174] The teachings herein may be incorporated into various types of
communication systems and/or system components. In some aspects, the teachings
herein may be employed in a multiple-access system capable of supporting
communication with multiple users by sharing the available system resources (e.g., by
specifying one or more of bandwidth, transmit power, coding, interleaving, and so on).

For example, the teachings herein may be applied to any one or combinations of the

following technologies: Code Division Multiple Access (“CDMA”) systems, Multiple-



[00173] FIG 17 also illustrates that the conmunication conponents
may include one or nore conponents that perform access control

oper at i onSVQA 000448 herein. For exanpl e, an access comrCrais2@8noRent
1790 may cooperate with the processor 1730 and/ or other conponents of
t he device 1710 to send/receive signals to/from another device (e.g.,
devi ce 1750) as taught herein. Sinilarl% an access control conponent
1792 may cooperate with the processor 1'50 and/ or ot her conponents of
the device 1750 to send/receive signals to/from another device (e.g.,
device 1710). It should be appreciated that for each device 1710 and
1750 the fU@ﬁﬁle@@@iM&?{“Mécb‘NPAﬁ}[Wb@n@é{)m@f‘%i%Mﬂeﬂlfg TBONE B GeefrBY

be provided by a singl'e conponént. For exanple, a sing processi ng

conmponent NAycdss OFHSPR T FESFAHG sl @iad, Tirve DIvidiOENRAGHES Sc@ ETDMA)
conponent 1790 and the processor 1730 and a single processing
conponent neystgprspbicdecrich ®ivisine Mubimat Atgesof FDMA Jegesms, Somfle-Chrrier
conponent 1792 and thebﬁépcessor 1770. [00174] The teachings herein
may be i ncoF P¥ALSE-FIRMA'Y systesiss OrthpeonabifregusnpiRivisen Multipjehensss
and/ or syst Qnents. |n sonme aspects, the teachings herein may
be enpl oyedf:wguﬁy?tﬁpé%@gﬁ 5“%‘&1’2 URPE A ABIIRSSH 2 WHRRSY Oy nLcation
comruni cat i i | 110l .€ ) [ t he availabl e system
resources ( gﬁte\.{% é‘ﬁ@ﬂg‘%g l(tzlﬁft%cﬁ%%% ﬁeerg%irn%' %reedgggneb andw &nﬁz}t Y &hd _et
power, codi Rgndarddl §ich 83¥4-94.cdRARHHOINGs, W-eDMEX aBSEppid) %m]fl ﬁﬁ&h' ngs
herein may be appfled to any one or conbinations of the follow ng

t echnol ogi estandaadie ADCDIVEA astwivtll b Pintp | AGaR S Sadic COMB1)eySHET S Bniversal
Mul tiple- 47 Carrier CDVA ("MCCDVA"), Wdeband CDVA ("W CDVA"),

Hi gh- Speed Partsinial RedioSsc¢ssKHSPIRA)™, MBRR000,"or seys btbastectfibivgy DITR# on

Mul tiple Acg:eﬁ%é(" TDNA"I% systens, Frequency Division Miltiple Access
("FDVA") sy HreBides WeChiyl @@%L?W&hlmm(@ -FEMpedmad 00k tephsiology chvibival

it pl 6 ac ROUR PR ] e SR o LR ARE F FORC R Bpl oy ng
St andar ds. | S s RO BT M i (o TR B QA

ot her st andagderk Mo iaernat Wosdio B0l BB ER VAT TR A g@mkﬁg): 1sEeh
as Universal Terrestrial Radio Access ("UTRA)", cdma2000, or sone

ot her techn&iDby IEEH BRR.i1 GiAEBA&S2 V9, CDIvA-CGRIMIED wc CRITR ARB-BTRALGR' FsMThe
cdma2000 technol ogy covers |S-2000, IS-95 and | S-856 standards. A
TDMVA net wor Rrerpas Ogi‘ﬁlvémﬂﬂohﬂ@r&ﬂ@ﬂmmm&m@)ﬁtmEﬁM"zES’GI dbatca@ysgsem
for Mbile Communicat.i ogs (" &SM% An OFDVA networ k nmay i npl ement a
radi o t echnBfSigymayRedmRiemedise vy 3Gt RAope Eenyriypelytion (BEEEJoystam, an) (e

of - Uni ver sal™ RbEFS P OM el i Pt Bheoc vy VS riRelge.

herei n may ' edrd |t 00 y :
System an O TP ROD T 5 DR e TRt S ER atlole sy B dhscrbeg
systens. LThsihg3@PP &raadRgofit W B titktsiabiiabathd {liAingdhtRRUSLY, 5aphBEN
aspects of the disclosure may be descri bed using SG§P term nol ogy, it
is to be unteiESRBOEE19hdke] s HelbcRely) rgndiegyeasweibys IGPPAAPRTEY 1kBV 3PP
(Rel199, Rel5, Rel6, Rel7) technol ogy, as well as 3GPP2 (IxRTT, |

XEV- DO Rel ORelRQeWRavARReMB) techaelngy sgyothassdechndlegict echnol ogi es. [00175]

The t hi ' be i ted into .(e.g.,.inpl ted

i thi nor. paD B et FRhing et phgpe sEpaPR e (a: grrCHBHELY g
i el _

2ccor aance TR EREN b orRo b el tea RUED, WRLFIRBLE dbbepfiim® o

an access t gidlef3ode] BMebRIntddqh a&%ﬁfméeewiﬂ@ﬂle%%ﬁiﬁés REENRZ cofBMse a
conprise, be inplenmented as, or known as user equi pnent, subscr i1 ber

station, a sibsgoimer atiaictss tanimddi | e station, a 48

[00176] For example, an access terminal may comprise, be implemented as, or

known as user cquipment, a subscriber station, a subscriber unit, a mobile station, a



nobile, a nobile node, a renote station, a renote termnal, a user
termnal, a user agent, a user device, or sone other term nology. In
sone i npl Y@at0aN438%Ps an access term nal nay conprise aPCEUSRIOS079114

t el ephone, a cordl ess tel ephone, a session initiation protocol
("SIP") phone, a wireless local loop ("WL") station, a personal
digital assistant ("PDA"), a handheld device having wreless
connection capability, or some other sutk abl e processi ng device
connected to a wireless nodem Accordingly, one or nore aspects
taught herein may be incorporated into a phone (e.g., a cellular

phone or SRR RMie nBdE ATRHEE StakiGh, -remte t@RERP )1 usd th?z{ifuﬁ,bal §Ser agent,
b d e.g., a persoﬁ%P

conmmuni cati on device, a portable conputing device (
dat a assi st anter devdte, Ntdid @hertERlindlemi. A8 séfe SnpleRediing afl 806t &8ernfnal
video device, or a satellite radio), a global positioning system
devi ce, or @y conpee asglltlablckpbew € eortiksst teiephanond seguigreidittadon protocol
comuni cate via a wrel ess medium [00177] An access point may
conpri se, beSITpPPrberent avdrclss logal leapd S) Hatiude Bersem! diRibdemistantr adi o
network contrall.er ("ANC'), .a base station ("BS"'), a. radio base
station CAB%IP A S afind Eigf é‘f"i“@rjf“‘&’&ﬁtwlff%bé?onPg‘ﬁ%C?Pabgl%aPé 801% g€t ver
station ("BJS. scel f ion. (" TF" a radip transceiver,
a radio roug—wecl‘tr&?ﬂea{’?%%é% cgegicégé%neggegﬁftc{%gggeﬁs, m%ldr? me'xjtgcecﬁgg%gl%é)ru\c} PcéSet
("ESS"), Or aieeE tAkhefrd ﬁﬁh%ﬁéintc%ﬁ}a%!i%%- hbROE%8la c'eﬁléﬁ n@3PEhS 2
node (e.g., an access point) nay conprise gh access node for a
communi cat i pifonsy, atcofiputSti@ly. aNa@es)es porditecoiuridadivh devicd @hoRaadapl e,
connectivity for or to a network (e.g., a wide area network such as
t he | nt er netomyputing devitaeay:, apersmoalidatavissistantiian egteoainmenteleeiss (e.g., a music
comuni cation |ink to the network. Accordi ngl y, .an access node may
enabl e anot ABfcnaYHiElep device, oppsaidibissadiolen plohdl|Ppsitigning systes devirst oMK or
sone other functiaonality. |In additiqn, it shoul d be appreciated that
one or bor hoBP uEIRg At s Bithatiet b pastiphicit Ve g G B0 Rt
relatively ort .t | at

[RITAO! [dflcEess tglgf’%g% obifie ﬂe.@lngrg&gg 9e FRRLGELAL ﬁgdeﬂjgﬁ

a wirel ess hode may be ca ransm ( or "recerving

i nfor mat i onelgde®, ROV RLESDNABI EFRNE )0 bas¥ kdtiéh WBked. CRRNESE L3fdn

Thus, a receiver and a transmtter as discussed herein may I nclude

49 appropri ERBSE AT taton@ontigilce (BBEY), adapomneBidvet Station (“BITSCY i cal

or optical interface conponents) to communicate via a non-wreless

medi um [ 00t 80Feiperdipatioa § b daadiajracoainemi caticerovies adnsic eervitose

w rel ess conpunication |inks that are based on or otherw se support

any suitabl %rkﬁ%@ge%ﬁnﬁﬁ}%aﬁfi(oﬁﬁ% SORpINOEYCT stBfardearlesy. i n sone

aspects a W'[d'o%ﬁss node nagﬁtasso(f:ei ate wit twork. In sone aspects
Kk

h
the networ k" may CoMpT RGN éF‘gaalﬁfﬁc 2’?9 %Y GHTRAISE PRACRIRGT k.
A wirel ess BRvicGRnTmEaSsPRA. JucRhDEM:SBdd B8y Bfﬁ%(t@,r fopP%a%pg%; a

variety of wreless comruni cation technol ogi es; “protoco

standards suscasity Hase wlh aavusged. dnareitfalke ndworldaias thPMiernEFIPY
OFDVA, WMAX, W-FI, and so on). Simlarly, a wireless node nay
support or coilhérnwetseri)sé owecdor winelessedbmauuntiet inkad tlearetvaspondi ng
nodul ation or multiplexing schenes. A wireless node may thus include
appr opr i at eAeeTHBBEnansaceess gode mpy ershleanptherayyde (og.est abtss shmimd to

conmuni cate via one of nore Wh?l’e ess communi ﬁa'ti on |inks using the
T

above or ot FEFSSRNCEYUE ST SRR dHEStgRa e crdAiBigndb shops begwrrspipied thpt
w rel ess no COIPI | SE i.r el transceiver with associ 2d
't ansm &t or o] SHEETROGE, Rahe forddfe it ANEEE e b AT RGE AR
conponents (%199, JGNAShARDEL APdchar@HatSi %f&&‘ O Shat108E
facilitate g:om‘n}ni cati OI’SI over ?p\?\n rel es% rregé%srsn Oo%gﬁé%lﬁe
conponent s gdasgaiiitibg andi@retsivin@inf@enatioPnenent eielés nRnMai (b8l Viadfwivaly's.
Referring to FIGS. 18- 28, apparatuses 1800, 1900, 2000, 2100, 2200,
connection). Thus, a receiver and a transmitter as discussed herein may include



[ 00182] The apparatuses 1800, 1900, 2000, 2100, 2200, 2300, 2400,

2500, 2600, 2700, and 2800 may include one or nore nodul es that may
per f or m o0 ap094¥888 of the functions descri bed above wWPCHUSEHHHT1140
various figures. For exanple, a receiving/sending neans 1802 nay
correspond to, for exanple, a communication controller as discussed
herein. An identifier determ ning neans, 1804 may correspond to, for
exanpl e, an access controller as di scus¥ed herein. An allowed service
determ ni ng neans 1806 nay correspond to, for exanple, an access
controller as discussed herein. A receiving neans 1902 rmay correspond
to, for exappprid CAUHMIELARL R0 %rﬁgédeﬁ{s )gé%ﬁ?ﬂeétﬁb'a? BEOET Blefracd
sendi ng neans 1904 may correspond to, Tor exa e, an access

control | er asmpirgstypeedmithiar. vidnddentliedd wédiget er mi ni ng means 1906
may correspond to, for exanple, an access controller as discussed
herein. A sédB®lg rewisle®00dc may coomueispont dno or fore wixeagslcommanication
access controller as discussed herein. A receiving neans 2004 may
correspond {iBks thyarebaseshoeor dheswispswnesany fuiteblstwitnl¢ss communicatinns s ed
herein. An ?Igﬁﬁed Zgrvyce determ ni ng means 2006 may correspond to,
for exanpl e CHIPI%RYe FOL XATH% 5 Fompe 4R SR HEE oA PaY AssORaedR Gur i ng
means 2102 r f I a rovisioni ng controller
as di scusse hgﬁgHﬁg&ﬁﬁagﬁ?gﬁﬁfﬁé“ﬁgﬁﬁg°§TwﬁEﬁ§9“53$?3§ﬁgﬁamvgvﬂfgea
exanpl e, ann@Geas s GARIELINVRE ndY sIhRRUSDREDRE GldbneAr FRGEI M Ve FRRNS
2106 may correspond to, for exafnple, a communication controller~as

di scussed hefirelers cofmraletirioh fchghSEeN fro2koB, drayndats a&han thobddisdu@ded
exanpl e, an access controller as discussed herein. An identifier

det er mi ni nghe¢reiade g2 COMARTD MY, CEEPENAFDMA, VoM AX aWipFe andiso on). Similarly,
provisioning control|er as discussed herein. A sending neans 2204 may
correspond B &/ICIeST QS ARAY| SEPPOL! FORRAIMISE HiG Q6 OF BIRES ol 8 dFiclyf gprespensing

herein. An assignin s..2206 may correspond to, for exanple, an

b ovi o oni nfRRsRer RO ShGBEY ok RAFESRIOR et e CRrs80
may correspg, N7e AEQKLS] ANl r r .

di scussed hé?g?%g?%ﬁféaﬁ§ﬁ$¥%§ﬁ%ﬂ#ﬁ%ﬁg“@g@&bﬁ%§$§%%ﬁgé%§ﬁﬁ%iﬁ?“T%?“
exanpl e, a eaURicARNIDRs SR hebb&k R Sthel SEHMSRImMARMR:Ron BBhnologies.
identifier determ ning neans 2402 may correspond 51 to, for exanple,
a provi si onFogexempler ohirelessamdd nsig ussetschewgtloss tAnseivel wigh aBadiste404
may correspond to, for exanple, a conmunication controller as

di scussed h&pwsptterand gseiverd qogpaeenisth250?y inelpde wmrioss ponpbneds (4.or signal
exanpl e, a connunic%%%on controII%r as_di scussed herein. An_access

enabl enent ESEICEHG ARYSHE Bresessesthptpciiigic counymerahen oYy vaselaspmedivan
trpl I h in. A fi. tion:b d

Goeess Con bty 55, ARSI DEEE L EORL QUL O 05SE e

control | er psrisaysses Reng paﬁdsbéfsoﬁﬁfd@bﬂdﬁb,”ﬂoﬁgf@gh %?gg’-@%/ei i

correspond to, for exanple, an access controller as

A confi guri BEHOTRE0TS 2 AR0 2ndER00 QY RS RARM 2k @ seri@lof @ TaMLEd fullctional blocks.
provi sioning controller as discussed herein. A transmtting neans
2604 may colrsesponpkctsdhe functieehiyplf ¢hesablodmiy teatipmentidtas o bteeessag

di scussed herein, A receiving neans 2606 may correspond to, for
exanpl e, a BEHFLAFULINEGRC ROMPICPIPEpsOReOTEROSENIS s Bsomeragpagts tikc Bioptitinakity
means 2608 gﬁ% cg;rﬁs on to,l for exanpl.e, a provisioning controller
as di scussef REFSFKs Ray by ipplpyge W@@@X?fﬁ@e%}qﬂ%twntﬁm? By
exanpl e, a provisioni ont.rol | ar | S herein. A npnitaqring
means. 2702 HefbhELANINAGRILL R RSIEE 4] SSURRATAAR, B MRl

herein. A bgarapa pREEIY, BEWRERRE FA4edBOMSRELE IR e Estnbih@on XA ©;
a receiver as discussed herein. A sending nmeans 2706 may correspond

to, for exampd Bnctionaliyrad tics@blocs alsdmhdydtel ighleagntdt SICsHSRHhAeR Bt asA
roam ng list receiving nmeans 2708 may correspond to, for exanple, a
taught herein. In some aspects one or more of the dashed blocks in FIGS. 18 - 28 are

optional.



[ 00185] Those of skill would further appreciate that any of the
various illustrative |ogical blocks, nodul es, processors, neans,
circuits, WARHHEHB? t hm st eps descri bed i n connecti on VRQTUS2008/079114
aspects disclosed herein nay be inplenented as el ectroni ¢ hardware
(e.g., adigital inplenentation, an anal og inplenentation, or a
conbi nati on of the two, which may be deg'gned usi ng source codi ng or
sone ot her technique), various forns of @rogranlor desi gn code

i ncorporating instructions (which my be referred to herein, for
conveni ence, as "software" or a "software nodule"), or conbinations

of both. Togd@ar! yrielap Et'h?etsq80@1§0@,@b%,@h@@%g¢g§h§,&4% égﬁ%g\é@é,e

and software, various illustrative conponents,

circuits, andiGtepsstiavey helde SesamdIethodbley hataRepatdm dnb of BbfFoffhe
their functionality. Wether such functionality is inplenmented as
har dwar e or fewstipwindescribep ebals withoregartieo paious Gigbras. Byppkimgt,iason and
design constraints inposed on the overall system Skilled artisans
may | npl emehtcetvig/adiag msals K0A ey sAEpPeYd fonfoy sramme arepemminatiench
particul ar application, but such, inpl tati.on 53 decisions shoul d
not be int el’:g&g{l%ﬁla&’a@b@éﬁgﬁ"ﬁrﬁma %@gfftl?éfegetf"%?ﬁ“ﬁ R Bifé msp copespond
present dis 0 i I tratiyve ] oqical. bl ocks,
nodul es, anghg?%%gwpg’%égg%ggggxﬁ%f%ﬁﬁ%@%%?%%ﬁﬁﬁfﬁl¥k@gg§%3%fs

di scl osed heeRiinf@mdags | S0l BARRREhoW 1) 16k REmPR! £icERY cbMBr a5
integrated circuit ("IC'), an access termnal, or an access poi nt.
The 1 C may dowmsedieranganecatingpenesio0p mag esisapondtodiod bialplgiagnal
processor (DSP), an application specific integrated circuit (ASIC),
field progr&apmebnsaiyutconaeliays (FRGR Ioreipt Asendirggeandd may omiespond
device, discrete gate or transistor |logic, discrete hardware
component s, BIFEATEL) aAsRES AeRfadler ptiscusied BerRiso denidentifivpdetentiviag
conmponent s, or _ami.conbi nation thereof designed to performth )
AR CEL VL TR e TR R R ERSU
that reside AMchfihd el Jobo nPYLBHEGOR 1ol RE e;(zgn lg,ranl?l?%e@s cdrdfOSs2!

pur pose processor nmay be a nvcroprocessor, ot ioh e alternative,
the processdafsciByd ReeidNK SQMMENIER200PHAG 865Rpond(B ol Sanfio, a

m crocontroller, or state nmachine. A processor may al so be

i npl enent ed casmancaini coatrolom apdisanspitieidiy A wiloas] sei@. deteBmining means
conbi nation of a DSP and a m croprocessor, a plurality of

M cr opr oces $BY&mayprETespondre.dong Rl o eesswroanirellee andisousted darew. th a
DSP core, or %Q%.other %ﬂﬁg configuration. [00187] It is understood
that any sp&SHHE'EBFGE FI2E FSreRgnGio. ©F sFunnle, ag pyovinieningeagoller as

process is . o] le. a ch. Based desi gn

prefer _ences,ﬁ{lfl’t?gél S llrjeﬁ%le%gt% 8%%@%1%1?%?f%lie&g’ﬁ%\éf?rfeép%}dgg’%&b?xamp%* &t HGSof
steps in the,RfMELAIHRRuiRY h8in %@JeEélOﬁ%%e%ﬂ 2196 T nd ol Rin the
scope of the present disclosure. The acCconpanyi ng- et clains

present el esedige,afcohtunitatibDetntsIERS disdusdediitth A hinid WeRS 81680t
nmeant to be limted to the specific order or hierarchy presented.

[00188] Thenfairotr¢sposd ede pxdmade, maypcdess ¢ampbBerentizcussed teagitlwAn edentifier
software, firmware, or any conbination thereof If inplenented in
sof tware, t AECTRIABEIMSAR 3Ry nbe cotreiread bn [@exemplaaminredtong corasllorrs

or nore instructians.or,codge on a ut er - r eadabl e. nedi um
Conputer-regﬁgﬁﬁ%ﬁﬁﬁa?aAﬁﬁﬁﬁﬂﬂggmﬁggﬂ?%%hﬁﬂ??Po tBﬂB@@“ﬁ@Hﬁé and
communi Cat i g iHkAtichohdlicP s AT UK. APhss FARE AR SRt hANST e Of

a conputer
correspond to, for example, an provisioning controller as discussed herein. A receiving

Q

means 2302 may correspond to, for example, a provisioning controller as discussed
herein. A transmitting means 2304 may correspond to, for example, a communication

controller as discussed herein. An identifier determining means 2402 may correspond



program from one place to another. A storage nedia nay be any
avai |l abl e nedi a that can be accessed by a conmputer. By way of

exanpl e, a¥d2008(044888%i t ati on, such conput er-readabl e ne@CI/US2008/079114
conpri se RAM ROM EEPROV CD-ROM or other optical disk storage,
magneti c di sk storage or other magnetic storage devices, or any other
medi um t hat can be used to carry or store desired programcode in the
formof instructions or data structures’and that can be accessed by a
conputer. Al so, any connection is properly termed a conputer-readabl e
medi um For exanple, if the software is transmtted froma website,
server, or t : i L I Lher }
b R S S L R B i T

t echnol ogi emayehespsnd 0f forbLbhnplé, AtommuARALsA Em@oAMQs disb@Red Reeig OAXI al
cable, fiber optic cable, twisted pair, DSL, or wreless technol ogi es
such as i nf racetg meds 8502andy corcsmnedve fareainpie] acetmimcdtioa cdefdllet 84 on
of medium D sk and disc, as used herein, includes conpact disc (CD)

| aser di sc, dspespedherqinsAn aghess enableyenisistarmining reans BV may tapspporditek
and qu-rayfdisp ere disks UﬁquI ‘r%B%gduce datgﬁna netically,

whi | e di scs FEPFBRGR JGEsE ST e AsChiSEH Dei8e ACOnERIBIMNAP4SEhs of t he
above shoul - I 1.t hi e-scope of computer-teadabl e
e a1 s oo e By ok Pl S AR R e PR e
nedi um may  BRckER 1RrEAt 8ist ﬂai%fé}’nh'églin%ﬁ@z%o@ﬂﬁ? B dspdg! BP0 I6h -
[00189] In view of the above, in sone aspects  a first nethod of
conmmuni cat i atessomoptroléR as didatssgdrticdimgA @6nfi@eint infeh@y 2d00mad cd8tspohd &Y for

| east one access point that is configured to provide at |east one
servi ce onl yxampla aguevigbniag condmber srscasedbseine Aniranahjttingiecais 260 may
identifier uniquely identifies the set of at |east one access point
within an oﬁ%‘?@?%‘fdytﬁeﬁ%ﬁ’faﬁ}meaﬁﬁo@éwmcﬁ@o%Cf‘i’@tl'P]clj%ﬁﬁ dpguspedthsramety access
point in the set of al,least one aca sglpointr In addi.tion, in éone
hopect s at [RTI e 7o TRY SRR L APeg Rl SEpRY HEROn sopTLr 5
met hod of c I :on; | inf| '
identifier,agﬁﬁ§%ﬁ%%%gtaﬁ%ﬁﬁ%%%g@%§%g§%gggﬂ?%kggﬁggggg%ggkggnain; t he
identifier bfovieindigdoneslldris 6RAIsSIH SN MdbhniAs HeXatic00 nfl c8ReREHERS
point of the set of at |east one access point; the set of "at |east
one access [wiertmglo/pprogicdniagpbutralet fsydigihssad besth. pomphisoringImdahar 702
belong to a common adm ni strative domain; the set of at |east one
access poi ninageagsespeidtoafop kxamle, pyeesivenecdiswisydihates. thhtacan eceiving
associated with % ubscri ber group; the identifier is

I d
text - based; TEAEYF 9 %Qﬁgﬁpﬁﬁf B o REATBRIE, AgPCeater pedisqusydenat b sendiient
IS restrict %%ax#s%?ﬁg%la rcgl\-/rés%gﬂd Ioofqr%%ml&qqasa;ciogﬁ%ni?% S()anr @%&ﬁ%ﬁa@éﬁsr&gsgf .

at | east one 0 e group consi s

registrati OfereANGh REMYILOS re%@ig@%%%%@d@%wcoﬁfescﬁgn& 5 B eg!é?@% ] east

one access point conprises a 0 node or "a pi node; rm ni ng
the identi f bRivisey doseslldras isiisigl iRrdie NG fiding aitah0d i::rfaiy%brr@sljbgnd
determ ning whether the identifier is already in use by at [east one
ot her acces®, fwiertmplefa prheisioriguesttedler ghahiscuised hetes. al beadlyrcieivinge by
the at |east one other access point, sending the identifier conprises
sendi ng a r B¥pESE4 ey cHBespaRl©s for chatple.gripedive 8s discustbd heiein. ek sendinte
is not in use b ot her access point; each access point of the set
of at | east ML 2508 858 HRPREND{Ro P GRETE: 4 QESRGHEoR P b diseesid
at | east one_qot her SS,. L ermnm : h further conprises
assi gni ng aﬁﬁrg%lq%*en %g&?%%m}[ﬁéér?tl{’% félF 5{3?8@22%.%?%%%% g p81 fﬁfcoafnp?%g‘nset
of at |east ,QRQ REEEIKS ap%afssed%&ma&(ﬁmtagln{eanm81bm¢aysc%he§§onﬂo for
| east one access point provides different sé€rvices for 'the set of at

| east one aecegde,tfbtdeidontrblddt af AiscidtediRast. ANGPRYHIRMAGSESIS may
termnal. [00190] Also in view of the above, in sone aspects a second
correspond to, for example, an access controller as discussed herein.



57 provide, for at |east one other access termnal, at |east one of
the group consisting of: signaling, data access, registration, and
service; &sOno@wmess8s point of the at | east one access PpaTris:@9APHRISES
a femo node or a pico node; each access point of the at |east one
access point provides at |east one other service to at |east one

ot her access termnal. [00192] Also in view of the above, in sone
aspects a fourth nethod of comrunicati of¥ conprises: receiving a
nessage relating to a request by an access ternminal to access an
access point, wherein the nessage conprises a first identifier

associ ated w h ] , 1.0l identifier
associ at ed mlﬁ hgt %fég@:”? L%gér%oﬁgih%%@ggf‘ef(;@ﬁ% ﬁgm% }e?%?l P?eg%&ﬁtul TEér;

and det er m @edighaibetGras thlt, ACLESS, 1 BT Rth doss Abtl RN Bnit BEE WMBH
service fromthe access point based on the second 1dentifier and a

| east one i deotdef ofehosaskaehat @dther, titfest baiget@sSndytichiksed Ronciadela t i on,
in some aspects at |east one of the follow ng also nmay apply to the
fourth met heenvspicaignethed efdistoguishing bétivest twodwmedré Blemento ppmises:s af an

t enporary id{enti fk&ry and_t he seéond identifier conprises a permanent
i denti fier: SIHENS MR TEEREHCS 1o st daprond elsmgnis dpgigiok msarythasenly two
identity of th ccess .termnal or bile,station integrated
services di Shn %P%r% vs\'frefglpilo ﬁ%g}ereo(fr tﬁ%ér?%a#géteeé%m P’r‘t’f’trﬂ'f’c,eg%% S£008nd
identifier LdgRhihiseRe Hanh&aRlse® es%lsgﬁfi%q)tl?e%ﬁgﬁ'sagwnf egfnghlt'g rﬁa@%%m&onge
access term nal may access, ané)t e at least one identifier

associ at ed whé br hée eBEGAKS poi Nt conprises a closed subscriber group
identifier associated with the access point; the at |east one
identifier Y84l atfhdsamitskillihc¢heantesidd podadtarciahgnnfoasatdpn aad sigads hiagt
for the access point and the determ nation of whether the access
term nal isbardswered wirgagiofe veety pEdiffercohteeinelaits and toptyiimues. For
conprises determ nji ng. whether the second identjfier is in the access
list; a net IR HsEE Wﬁtﬁ‘@?"?%éma@f‘%‘grﬁ AHPR: SENHiRdiRembAk, Adcaps

termnal is ' rylce from.the access point.. the
message compt 1At BErdsh@l Ant Bt Bk Wbl ARER SoRReltd wac | ng
t he access ygkdH A ddl : ] - sendi.ng, . {.he
acceas por o e ey BTNt SRR B o
the access patinicnal ahwcoahliguwed ticpeofecei ve service fromthe access
point; the determ nation of the second identifier 58 conprises

sendi ng t he[GOIBSk iThesr offskidrwaudd furiet apprecianottiet sap df the vetimisriljustiatve
second identifier fromthe network node; the access_point nmakes the
det or mi nat | G169 DIRFE HEHUIEH BroseTseIs smeamp AiTeas, R SEoTBRBdtes desedbid
service fromthet. acc]?hst?1 ggi ntt a.the t | east, K one iden%lfi r associ ated
with the acE&BYECHE; T ihg AnsEs A9 S A% PRERKCREES asrstronic

ko

det er m nati gn.40f ther,; . 1erm o Ll.owed to receive
service from tﬁ'ere\gg'g’ésg gfjm ntp?%%e?r%?ﬁoé’eag{gnglggé’# 1?1151_%? ]!htgtmsn e hgpribination of
identifier aRdwbhehigh magds tediRd L8R dukdElodRB P oAt &%ﬂ'fi&hﬂi@"@ﬁ vARRESS
point to a network node, and receiving, fromthe network node, an
i ndi cati on €drmsloépiogrant drelesign esde ihatporaily ihgrndlibeWedich tayeeebféged to
service fromthe access point; the determ nation of whether the
access t er niergin, fos cenvienigaet, 80 spiwatiel or & &oftivers rhoduin”), lve carltiesi®onpof nt
conpri ses: ﬁegdlrn% tae.ggcond_i_denti fier.to a network node, and
recei vi ng t AEMadockeady ilgniate Hinmiorshapeeaidibeelduetvass e soffeame waipys
poi nt from etwork node.. the access. point is restricted to not
provi de, fo?{hgttré}}"é:gs?p%%g%b]{’lﬁ%l?’ gg@tﬁgsg le‘g\ltﬁ’i %‘i‘ﬂﬁ?’?%ﬁa"rﬂi’a@t eﬁ?fépcﬂﬁg?‘f?e
group consi sticRyQh terdl 8P@AH AcridlAlif. : ' il O mgg
servi ce; thg gccgfss epoik nt cloﬁglf’C ngdis@aa)f?gﬁtﬁ%Sﬁéhgghc(s)%oqlgﬁ%?%gn o él.tedas
[00193] Al shariiai¢iopwofdlart BepealOVR thdbasRiilir agRRESGH Mdldelibhcomifiad of
comuni cati on conprises: receiving a request froman access point for
imposed on the overall system. Skilled artisans may implement the described

functionality in varying ways for cach particular application, but such implementation



59 permanent identifier fromthe network node; the nmethod further
conprises receiving the at | east one identifier froma network node;
the accesVQoipp4s8sY restricted to not provide, for at [PeasiS2ws@7votsher
access termnal, at |east one of the group consisting of: signaling,
data access, registration, and service; the access point conprises a
fento node or a pico node. 1001941 Also_in view of the above, in sone
aspects a sixth nethod of conmunicati on53borrpri ses: sending, by an
access point, a request for authenticating an access term nal; and
receiving, in response to the request, at |east one identifier that
denti T es_alciligRShod foRlin@fprabe Rl Dlchal QMG Roddl®e HEGR&RN
termnal is allowed to recelive at | east ©ne service. I'n itiron, In
sonme aspect gisabsireast one of the following also may apply to the

si xth method of communi cation: the nethod further conprises

det er m ni ng[0H86]heTht heriac chssatierlnging blacks,ahddoivechntl @irc @t elcseibsdinvi ce
fromthe access point based on the at |east one identifier; the at

| east one i eeneEtanayiticapiricsts disglopiddweain Bak be ipemenjedbuiphin deperidrined ;
t he at Ieas%} one identifier identifies a.closed subscr.iber qr oup t hat
the access PRFMIHEIAFHRGTHESIES) 2RACFIHETHBAPREESDRP Bl IS 8%y

det er m ni ng ether the at |least one identifier matc cl osed.
subscr | ber gy Ba b FarehetiinesE BBt st e R R B8R e P ERien
request is AL i i JrzTotol i IS
not |isted ﬁﬁé&%ﬁcﬁ%@%ﬁteﬁ?g@ggé%sﬁgwag% i(% ﬁgggg@?{eagrse}h%& nt ??;P‘IF%@; (Sepqd?ulgéét
conpri ses apigtanandblaRdiceisict, daRtdid YatObr treisRE MRS dieeRiharivaey a
nobil e station integrated services digital network nunber of the
access t er ncompgnettyeslectipabsimmpons,i cpésal @omporpotsamychadiesltdomipenents, or
associated with the access termnal; the method further conprises

obt ai ni ng s8¥sFAEFPIRa4PD thegof dpsignsd de Pt thi fupctians desceibekherein.and may
froma network node, wherein: the session |nformatjon c ri.ses

Cont ext 1 nf GSHE RO s BRES R M AR @Bt o 85 bt Bahphi ses
t he context ,j Lon. nalNt. . St C : t

provi do, 1 0Pt PRk 5 S B RbftselsBr b Th HeSEitalr R, R ragocyg
group consi §iaBe a8 constetAhl R8ocs SRl BnRGRS SRicrdc8aifel, 3 @R mARLe. A
service; the access point conprises a fento node or a pico node. 60
[ 00195] Al serdcessv redy gifo bdienphdamanesd as B cERbmaAGDEbmpatisedkents) cEtahod
of communi cation conprises: sending, by an access point, a request
conpri si ng aembideirmnidfiad¥STinda msistopufcessor, laphstlitp némarremesssices, vinal
eligible to receive service fromthe access point; and receiving, in
response t oMOFEMiCEIRESESOrHn cpRInGion Fyith AR cojredr aaY: ather ugh pendiguration.

aut hori zed cei.ve service, fromthe. access,point. In addition, |
some aspect L(R%Fﬂl edst ! eéSt%?£41ﬁt@n¥8Pq° ‘ﬁéeraﬁr E@“—W@V Oatﬁ%P§llr‘ta(5‘ytd?‘f‘§losed1
sevent h net f: i i.00: t : i -
determ ni nngvE\)%%S?ﬁSe%pt eﬂgggtedgs Plg%ﬁﬁﬁa :Bs%g% galggglgrgﬁﬂr%éééll%gsgltslser vi ce
from the acear&sstial it tRAGREIOBrdchEr MbratBASE siBRan kGRS dckdcemay bhe at
| east one identifier conprises at |east one closed subscriber group
i denti fi er; rdahengedevitilefréersainmg ngithirsts sa@pk b the pfesait disesire.ofike cl osed
subscriber group identifier associated with the access termnal, and
t he det er m AxereAndeEPeinoe slages wesehislemenihelttheyarue btopad asubple ordser
group identilfé(Ler associ ateq.vvith the access point is in the list; the
request is SBhireBaTBernbi? b5 [BRtdinthsSprooic eHg o s wesieEr ni nal i s
not listed i | ocal .ac s, list.of the access i.nt; the.request
b P s SAREER eafber By b T REAEREL B e 2

conprises a net\ ress rdentrty- ot

mobi | e st at [Pkt §IFLEMLREEN G8S0MI1Bint m&ﬁé&’?ﬁ@gﬂ&%@ﬁﬁé ?ﬁﬁti&rﬂ%ﬁy

access termnal; the request conprises tenporary identifier

associ at ed ¥t ktbrelilo@ oaae@sGttéddvt fodne ok hvrdBEtQBohdditch@s orCOERAMIES

obt ai ni ng session information associated with the access term nal
readable medium. Computer-readable media includes both computer storage media and

communication media including any medium that facilitates transfer of a computer



met hod of communi cation: the determ ning conprises pronpting a user
to determ ne whether to enable the access; the determ ning conprises
di spl ayi ngvanoismessent i on of the identifier and recei vi igTHS08HTHLL

i ndi cative of whether to enable the access; the nethod further
conprises determ ning, based on configuration information, whether to
automatical ly enable the access or to enable access in response to a
pronpt; the nmethod further conprises mat*ht ai ni ng a list of access
points that the access termnal is enabled to access, wherein the
determnation is further based on the list; the nethod further

conpri ses I I Rl IS f C i ed
o hot - accetstan BBt pldebly BuRECRSRRGANR hilpbe Ayt Rl el
list; the i danbd {dc@kelBDEédrsREera BYQIMWITKxdrfla8 tahfl hof imitddSn| SENEddhfdr-
conprises a closed subscriber group identifier; the identifier iI's
recei ved vi acadablSMBdiaesis egeprisa® AA PR OBREEPROM, (I D-ROM BEsiSagtical diskdi 0
| ink message, or a page; the identifier is received froma network
node; each &ewgssmissreg dish storage at otheraragnetiresteregedsyiqeaiontny gther medium
restricted to not provide, for at |east one other access terninal, at
| east one ofhafFPé‘k&rué?f%tocC@méPé’EtP’i?dieﬁf‘?d PEQHRICP YD thiniopm SE melguctions or

rocess. poi neea S P ELHGRY B REEEETR RO Meun e FowrS oo i n
view of t hepﬁﬂ@ﬂf’tenhéﬁ §%}§p@§%ﬁaﬁle%ﬂﬁtﬂﬁ.%&%&m@a§i HEQPRNRLGat I on

conprises: configuring an access point to an i1nitralization node;
transnitti ngasndeédfibrh aREBEIRN s& 08P 3hdd Gerfotel 8hrae sirgO o GHl @bleOfiber
during the initialization node; receiving a nmessage from an access
term nal i nopespbksbvisted phie digthbsubscribealtenDSahGr Sdrtbssgclamofyeids etidhed
roamng list to the access termnal in response to the nessage. In
addi tion, i MisEKeradinand micagwivsathen thasouial cplde.ffthier omticragblal tsdstermpir,
apply to th i nth. met hod of co ni cation: the default beacon, .
conpri si ng ﬁﬁ@“ﬂ%?%ﬂ%?t%gﬁﬁP%ﬁ?ﬁF Bﬁug@mﬂr@ﬁ@n@??%ﬁ“%ﬁ”ﬁ&$WP§¥*ﬁdﬁer
| evel , the t " . €O | Si configuring the acces oi to
a differentﬁ%ﬁ%ﬁ@%%ﬁé%ﬁg%ggvggéé 9 é%ﬁ?&ﬁggg?gntrgH%ﬁfPPQa§§SCQEbL
second povelyshieN®) opthal dibs d¥igNREsaliRAXHDBET)] ﬂﬁ)ﬁn RIRW&ELd ioﬁl‘-’r%il dist Dfier
first power |level provides a smaller coverage 2a than tha prOV|§ed
by the secodidkpmelly feprodhie ddtemalgicatdllly, @B digdsrédrbdite AOERPIGES wath
default network identifier that is different froma network
identifier lpses Combmaiios-of thie2bpyd shpaldiakathe drwhalee mathinthe sodesf t he
default configuration specjfies default system and network

i dent i fi er sCYRPHer-teadable msia. Jocuamappitshowd by apnrepitet thprd emipuierand
the preferred am ng |ist ifi .ot her .system and network

identifiers re@fﬁ]ﬁ%@eg‘?ml %%?’skfesigﬁgené%g%ég a??’o&?”htf‘g% FOIRECTRTRRATPIfChy  t y -
t he default i S j d.th
e derau ([)d?ﬁ §§]O n Il!l §16{7Vr cﬁgli(’{gfbli)gg q%ﬁogﬁgfﬂagggc{t)sa&l hltst lfn%t?lgél gf] g&ﬁimlﬁng(ffatl{)ﬂg

preferred roamng l1st sp eacon Trequency

access poi Ntohhdes:idetcsthiniRy ANbcdifidgniot RSetdefhapdst ofd &g&gg&)ﬁ thh}¢ et hod
further conprises defining the preferred roaming |ist based on

anot her pr et@rfigectdrnopmivitg at lesdt oas socicated o o of fidcBCHRIScdslefhmal, ;
the method further conprises receiving the another preferred roam ng
| i st from t Whergindhs slentefiariupguely idpatifres tho sbt Pliattl¢rst oncowprss peist widlieieni ng
t he another preferred roamng list froma network node; the access
point is reSRYFETREGVES: ﬁ&sea%%rmééenfléﬁr tgeaqhegsdss porat Bithreset alcat dagst
term nal, agn_l east u i stin dat a

f th f:. signali
2R oRAE R palidFota 80P 2o edPil ore R o B2 o

access, reglistra

node or a pj fbocﬁ@ﬁrsg&g'g}lggl)f E 2 BukiBytibh e HenlihE c&tﬂ%&s 2l ple

]
aspects a tent nmet ho conmuni cati on conpri ses: nirtoring, at an

access ter mdaadifierf fid theatOnk BapasksAteBulld dpetatddeianir 8¢ idQankng | i st
that specifies a default configuration; receiving a beacon conpri si ng

determined in conjunction with activation of an access point of the set of at least one

access point; the sct of at least one access point comprises a plurality of access points



[ 00200] Also in view of the above, in sone aspects a twelfth method
of conmuni cation conprises: configuring an access termnal with a
preferred WO2iPH4p88% st that includes an identifier of &CTaS208/07MtEESS
points that are restricted to provide service to limted sets of
access termnals; receiving a beacon fromone of the access points,
64 wherein the beacon conprises the identifier; sending a nessage to
t he one access point in response the be%%on; and recei Vi ng

aut hori zation to access the one access point in response to the
nmessage. In addition, in sone aspects at | east one of the follow ng

al so may applaybhdiGhelihe chMBlohlaBmiEiade Bm SR THYM Bt GF‘%ti I%Bt' odeNBeRE Eoiﬁf
ul ar r

access points conprises all access point In a ce oper at
domai n t hat canfrisees plutaieef dc0esh hoMisdRat S8 MbdeitddOwitH At drelo® Elb§edof
access termnals; the identifier conprises a network identifier; the
preferred reshstuigr piosp; thpalentifiess axtelwsed; eachfacemgs poiayofitbestt bfjat tidast met
of access points; the method further conprises pronpting a user to
det er mi ne WHEEHAIOIR ¢ TaetEEES to 16 PEIYidcatos eklsash onaethertahessyristthival, fleasher
conprises displaying an indication of the one access point and
ekl vi ng UBRTof SEBUE FRISBARS ok Sigralfleetitorcer, RESEROn Hi SHAatithss
point; the . 1 [ cal det er m nes et her to.access
Phe one. accazsseimi BFREIR or Bt aBhe R4 hoThERMAAT e sNE hife ifthy <
i's restrictgeid QetB@tiniRE M i@k PEorRist £R8LIviANE rQLBE For2hGE2 8 kSl nal ,
at |l east one of the group consisting of: signRaling, data access,
regi strati oteterdining ehviheethe hahfi@dcasadphi ik boht kie otedth@facoB S pSift; if
poi nts conprises a femo node or a pico node. [00201] Also in view of
t he above, ihs rspwecdilpritfic ivaltchiy hesnbhtheat lved ooé otbenaruess paint, eending
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domain; the identificr is received as a result of activation of the access point that
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ar¢ sent n response {0 a request from an access point of the at least one access point; the

determination compriscs receiving the identifiers from a network node; the

determination comprises receiving the identifiers from a web server that enables a user

to specify access terminals that are allowed to receive the at least one service from the at

least one access point; the set of access terminals are associated with a common closed

subscriber group; each access point of the at least one access point is restricted to not



HE CLAI M5 DEFI NI NG THE | NVENTI ON ARE AS FOLLOAS: |. A net hod of

comuni cation, including: 5receiving, froma first access point, an

i dent i fi erWQR003/048880ast one ot her access poi nt that an X€TaSL008/TIMI4Nal
is eligible to access; and determ ning, based on the identifier,

whet her to enable access to the at | east one other access point.

102. The nmet hod of claim 1, wherein the term ning includes pronpting
a user to determ ne whether to enable tffe access. 3. The nethod of
claim1, further including determ ning, based on configuration

i nformati on, whether to automatically enable the access or to enable

access in rgRRARSr hlest BROTREr-access terminal, at least one of the group consisting of:
signaling, data access, registration, and service; each access point of the at least one
access point comprises a femto node or a pico node; each access point of the at least one
access point provides at least one other service to at least one other access terminal.
[00192]  Also in view of the above, in some aspects a fourth method of
communication comprises: receiving a message relating to a request by an access
terminal to access an access point, wherein the message comprises a first identifier
associated with the access terminal; determining a second identifier associated with the
access terminal based on the first identifier; and determining whether the access
termimal 1s allowed to receive service from the access point based on the second
identifier and at least onc identificr associated with the access point. In addition, in
some aspects at least one of the following also may apply to the fourth method of
communication: the first identifier comprises a temporary identifier and the second
identifier comprises a permanent identifier; the second identifier comprises a network
address identity of the access terminal or a mobile station integrated services digital
network number of the access terminal; the second identifier identifies at least one
closed subscriber group that the access terminal may access, and the at least one
identifier associated with the access point comprises a closed subscriber group identifier
associated with the access point; the at least one identifier associated with the access
point comprises an access list for the access point and the determination of whether the
access terminal 1 allowed to receive service from the access point comprises
determining whether the second identifier is in the access list; a network node makes the
determination of whether the access terminal is allowed to receive service from the
access pomt, the message comprises a request from an access point for authenticating
the access terminal, and the method further comprises sending, to the access point, a
message indicative of the determination of whether the access terminal is allowed to

receive service from the access point; the determination of the second identifier



4. The nmethod of claim1, further including maintaining a |ist of
access points that the access termnal is enabled to access, wherein
t he det er iWA30098#688% further based on the list; or PCTAISRG0SH 79014
access points that a user has elected to not access, wherein the
determnation is further based on the list. 5. The nethod of claim
1, wherein the identifier includes a clgsed subscri ber group

I dentifier. 6. The net hod of cIa|n11 wherei n each access point of
the at | east one access point is restricted to not provide, for at

| east one other access terminal, at |east one of the group consisting

of : signal i BgmpARl frdRRIRERRL 1d51@cﬁie§ td 2hdtRBrk RAL aRBLY 191'3 the secdfl

appar at us for comruni cation, i ncludi ng: nmeans I’eCGI VI ng,
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at | east one other . o )
identifier associated with the access point is received from a network node; the
determination of whether the access terminal is allowed to receive service from the
access pomnt comprises: sending the second identifier and the at least one identifier
associated with the access point to a network node, and receiving, from the network
node, an indication of whether the access terminal is allowed to receive service from the
access point; the determination of whether the access terminal is allowed to receive
service from the access point comprises: sending the second identifier to a network
node, and receiving the at least one identifier associated with the access point from the
network node; the access point is restricted to not provide, for at least one other access
terminal, at least one of the group consisting of: signaling, data access, registration, and
service; the access point comprises a femto node or a pico node.
[00193]  Also in view of the above, in some aspects a fifth method of communication
comprises: receiving a request from an access point for authenticating an access
terminal; and sending, to the access point, at least one identifier that identifies at least
one set of access points from which the access terminal is allowed to receive at least one
scrvice. In addition, in some aspects at least onc of the following also may apply to the
fifth method of communication: the at least one identifier comprises a closed subscriber
group 1dentifier; the request comprises a network address identity of the access terminal
or a mobile station integrated services digital network number of the access terminal;
the method further comprises determining the at least one identifier based on a
permanent identifier associated with the access terminal, and determining the permanent
identifier based on a temporary identifier associated with the access terminal; the
request comprises the temporary identifier; the determination of the permanent identifier

comprises sending the temporary identifier to a network node and receiving the



access point. 8. The apparatus of claim7, wherein the determning
I ncl udes pronpting a user to determ ne whether to enable the access.
35 68 10YOBRYAHIEY at us of claim 7, further includi ng PEEFAISS00ROTI114
maintaining a list of access points that the access termnal is
enabl ed to access, wherein the determnation is further based on the
l'ist. 511. The apparatus of claim?7, fur%gper i ncl udi ng nmeans for

mai ntaining a list of access points that’ a

permanent identifier from the network node; the method further comprises receiving the
at least one identifier from a network node; the access point is restricted to not provide,
for at lcast one other access terminal, at least onc of the group consisting of signaling,
data access, registration, and service; the access point comprises a femto node or a pico
node.

[00194] Also in view of the above, in some aspects a sixth method of communication
comprises: sending, by an access point, a request for authenticating an access terminal:
and receiving, in response to the request, at least one identifier that identifies at least one
set of access points from which the access terminal is allowed to receive at least one
service. In addition, in some aspects at least one of the following also may apply to the
sixth method of communication: the method further comprises determining whether the
access terminal is ailowed to receive service from the access point based on the at least
one identifier; the at least one identifier comprises a closed subscriber group identifier;
the at least one identifier identifies a closed subscriber group that the access terminal
may access, and the determination comprises determining whether the at least one
identifier matches a closed subscriber group identifier associated with the access point;
the request is sent based on a determination that the access terminal is not listed in a
local access list of the access point; the request comprises a network address identity of
the access terminal or a mobile station integrated services digital network number of the
access terminal; the request comprises a temporary identifier associated with the access
terminal; the method further comprises obtaining session information associated with
the access terminal from a network node, wherein: the session information comprises
context information for the access terminal and the request comprises the context
information; the access point is restricted to not provide, for at least one other access
terminal, at least one of the group consisting of signaling, data access, registration, and

service; the access point comprises a femto node or a pico node.



user has elected to not access, wherein the determ nation is further
based on the list. 12. The apparatus of claim7, wherein the

i dentifierWQRWPHUES a cl osed subscriber group identifi @CT/USSNYI7PiNE
apparatus of claim7, wherein each access point of the at |east one
access point is restricted to not provide, for at |east one other
access termnal, at |east one of the gr&ﬁp consi sting of: signaling,
data access, registration, and service 4. An apparatus for

comuni cation, including: 15a conmunication controller configured to
receive, froma first access point, an identifier of at |east one

ot her accesgoRosnt A1hAh vy SCEEBSovESh Thlahspests ﬁlsé@hmlrﬁetﬁ& &ccess; and
an access controller configured to determ ne, based on the

i dentifier, coheirhiesticn@otpaldseseadiagss dnaictdse péiht, h eagibst @B@pAiMLin access
poi nt. 2015 The apparatus of claim 14, wherein the determning
i ncl udes pr oieptifiergf a setobpt lewt det @ceds tzminal eligible to receive service from the

access point; and receiving, in response to the request, a list of at least one access
terminal authorized to receive service from the access point. In addition, in some
aspects at least one of the following also may apply to the seventh method of
communication: the method further comprises determining whether the access terminal
is allowed to receive service from the access point based on the at least one identifier;
the at least one identifier comprises at least one closed subscriber group identifier; the
identifier comprises a list of at least one closed subscriber group identifier associated
with the access terminal, and the determination compriscs determining whether a closed
subscriber group identifier associated with the access point is in the list; the request is
sent based on a determination that the access terminal is not listed in a local access list
of the access point; the request comprises a network address identity of the access
terminal or a mobile station integrated services digital network number of the access
terminal; the request comprises a temporary identifier associated with the access
terminal; the method further comprises obtaining session information associated with
the access terminal from a network node, wherein: the session information comprises
context information for the access terminal, and the request compriscs the context
mformation; the access point is restricted to not provide, for at least one other access
terminal, at least one of the group consisting of: signaling, data access, registration, and
service; the access point comprises a femto node or a pico node.

[00196] Also in view of the above, in some aspects a cighth method of
communication comprises: receiving, from a first access point, an identifier of at least
one other access point that an access terminal is eligible to access; and determining,
based on the identifier, whether to enable access to the at least one other access point.

In addition, in some aspects at least one of the following also may apply to the eighth



whet her to enabl e the access. 16. The apparatus of claim 14,
wherein access controller is further configured to determ ne, based
on confi glWaePBR4888% or mati on, whether to automatical | y PERAISRMWSDHE14
access or to enable access in response to a 25pronpt. 17. The
apparatus of claim 14, wherein access controller is further
configured to maintain a |ist of access_points that the access
termnal is enabled to access, wherein ?%e determnation is further
based on the list. 30 18. A conput er-program product, including:
conput er -readabl e medi um i ncl udi ng codes for causing a conputer to

per f or m t he nftiRESf edmaufRithRdiheGeRARihRg cbRpAY PRIt aGlsdl thBicrtrhife 6-
whether to enable the access; the determining comprises displaying an indication of the
identifier and receiving user input indicative of whether to enable the access; the method
further comprises determining, based on configuration information, whether to
automatically enable the access or to enable access in response to a prompt; the method
further comprises maintaining a list of access points that the access terminal is enabled
to access, wherein the determination is further based on the list; the method further
comprises maintaining a list of access points that a user has elected to not access,
wherein the determination is further based on the list; the identifier comprises a network
identifier; the identifier comprises a closed subscriber group identifier; the identifier is
received via an SMS message, an application protocol message, a radio link message, or
a page; the identifier is received from a network node; each access point of the at least
one access point is restricted to not provide, for at least one other access terminal, at
least one of the group consisting of: signaling, data access, registration, and service;
each access point of the at least one access point comprises a femto node or a pico node.
[(00197]  Also in view of the above, in some aspects a ninth method of communication
comprises: configuring an access point to an initialization mode; transmitting a default
beacon comprising a default configuration during the initialization mode; receiving a
message from an access terminal in response to the default beacon; and sending a
preferred roaming list to the access terminal in response to the message. In addition, in
some aspects at least one of the following also may apply to the ninth method of
communication: the default beacon comprising the default configuration is transmitted
at a first power level, the method further comprising configuring the access point to a
different operating mode whereby beacons are transmitted at a second power level that
is higher than the first power level; the first power level provides a smaller coverage
area than that provided by the second power level; the default configuration comprises a

default network identifier that is different from a network identificr used for a non-
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initialization operating mode; the default configuration specifies default system and
network identifiers of at least one access point of a highest priority and the preferred
roaming list specifics other system and network identifiers of the at least one access
point of the highest priority; the default beacon is transmitted at a default frequency, and
the preferred roaming list specifies another beacon frequency for the access point that is
different than the default frequency; the method further comprises defining the preferred
roaming list based on another preferred roaming list associated with the access terminal;
the method further comprises receiving the another preferred roaming list from the
access terminal; the method further comprises receiving the another preferred roaming
list from a network node; the access point is restricted to not provide, for at least one
other acccss terminal, at least one of the group consisting of: signaling, data access,
registration, and service; the access point comprises a femto node or a pico node.
[00198]  Also in view of the above, in some aspects a tenth method of communication
comprises: monitoring, at an access terminal, for beacons based on a first preferred
roaming list that specifies a default configuration; receiving a beacon comprising the
default configuration from an access point as a result of the monitoring; sending a
message to the access point in response to the received beacon; and receiving a second
roaming list from the access point in response to the message, wherein the second
roaming list specifies a different configuration than the default configuration. In
addition, in some aspects at least one of the following also may apply to the tenth
method of communication: the first preferred roaming list comprises a default roaming
list for initialization operations, and the second preferred roaming list comprises a
roaming list for non-initialization opcrations; the default configuration comprises a
default network identifier; the second preferred roaming list comprises another network
identifier associated with the access point that is different than the default network
identifier; the beacon is received at a default frequency specified by the first preferred

roaming list, and the second preferred roaming list specifies a carrier frequency for the
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access point that is different than the default frequency; the access point is restricted to
not provide, for at least one other access terminal, at least one of the group consisting
of: signaling, data access, registration, and scrvice; the access point comprises a femto
node or & pico node.

[00199]  Also in view of the above, in some aspects a eleventh method of
communication comprises: configuring an access point with a first identifier of an
access terminal; obtaining a second identifier of the access terminal based on the first
identifier; receiving a message requesting access by the access terminal; and
determining, at the access point, whether to allow the requested access based on the
second identifier. In addition, in some aspects at least one of the following also may
apply to the cleventh method of communication: the first identifier compriscs a network
address identity or a mobile station integrated services digital network number; the
second identifier comprises an electronic serial number or an international mobile
subscriber identity; the obtaining comprises: sending the first identifier to a network
node, and receiving the second identifier from the network node as a result of sending
the first identifier; the determination comprises comparing an identifier received via the
message from the access terminal with the second identifier; the determination
comprises: sending the second identifier to a network node, and receiving, as a result of
sending the second identifier, an indication as to whether to allow the requcsted access;
the access point is configured via a web interface; the access point is restricted to not
provide, for at least one other access terminal, at least one of the group consisting of:
signaling, data access, registration, and service; the access point comprises a femto node
or a pico node.

[00200]  Also in view of the above, in some aspects a twelfth method of
communication comprises: configuring an access terminal with a preferred roaming list
that includes an identifier of a set of access points that are restricted to provide service

to limited scts of access terminals; recciving a beacon from one of the access points,
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wherein the beacon comprises the identifier; sending a message to the one access point
in response the beacon; and receiving authorization to access the one access point in
responsc to the message. In addition, in some aspects at least ane of the following also
may apply to the twelfth method of communication: the set of access points comprises
all access point in a cellular operator domain that are restricted to provide service to
limited sets of access terminals; the identifier comprises a network identifier; the
preferred roaming list specifies a carrier frequency used by the set of access points; the
method further comprises prompting a user to determine whether to access the one
access point; the method further comprises displaying an indication of the one access
point and receiving user input indicative of whether to access the one access point; the
access terminal automatically determines whether to access the one access point; cach
access point of the set of access points is restricted to not provide, for at least one other
access terminal, at least one of the group consisting of: signaling, data access,
registration, and service; each access point of the set of access points comprises a femto
node or a pico node.

[00201]  Also in view of the above, in some aspects a thirteenth method of
communication comprises: receiving a request from an access point for authenticating
an access terminal; determining whether the access terminal is allowed to receive
service from the access point based on an identifier of a sct of at least one access
terminal that receives service from the access point; and sending a message indicative of
the determination to the access point. In addition, in some aspects at least one of the
following also may apply to the thirteenth method of communication: the determination
comprises determining whether the identifier is in an access list of the access point; the
request comprises the access list; the identifier comprises a permanent identifier, the
method further comprising determining the permanent identifier based on a temporary
1dentifier of the set of at least one access terminal; the determination of the permanent

identifier comprises sending the temporary identificr to a network node and receiving
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the permanent identifier from the network node; the identifier comprises a closed
subscriber group identifier; the identifier comprises a list of at least one closed
subscriber group identifier associated with the set of at least onc access terminal, and the
determination comprises determining whether a closed subscriber group identifier
associated with the access point is in the list; the access point is restricted to not
provide, for at least one other access terminal, at least one of the group consisting of:
signaling, data access, registration, and service; the access point comprises a femto node
or a pico node.

[00202]  Also in view of the above, in some aspects a fourteenth method of
communication comprises: receiving, at an access point, an access request from an
access terminal, wherein the access request comprises a first identificr associated with
the access terminal; determining a second identifier associated with the access terminal
based on the first identifier; and determining whether the access terminal is allowed to
receive service from the access point based on the second identifier and a list of at least
one access terminal authorized to receive service from the access point. In addition, in
some aspects at least one of the following also may apply to the fourteenth method of
communication: the first identifier comprises a temporary identifier and the second
identifier comprises a permanent identifier; the first identifier comprises a network
address identity of the access terminal or 2 mobile station integrated services digital
network number of the access terminal; the list is received from a network node and
comprises individual access terminal identifiers; the second identifier comprises a
closed subscriber group identifier associated with the access terminal, and the list
comprises a closed subscriber group identifier associated with the access point; the
determination comprises: sending the second identifier and the list to a network node,
and receiving, from the network node, an indication of whether the access terminal is
allowed to receive service from the access point; the determination comprises: sending

the second identifier to a network node, and receiving the list from the network node;



WO 2009/048889 PCT/US2008/079114

66

the access point is restricted to not provide, for at least one other access terminal, at
least one of the group consisting of: signaling, data access, registration, and service; the
access point compriscs a femto node or a pico node.

[00203] In some aspects, functionality corresponding to one or more of the above
aspects of the first, second, third, fourth, fifth, sixth, seventh, eighth, ninth, tenth,
eleventh, twelfth, thirteenth, and fourteenth methods of communication may be
implemented, for example, in an apparatus using structure as taught herein. In addition,
a computer-program product may comprise codes configured to cause a computer to
provide functionality corresponding to one or more of the above aspects of these
methods of communication.

[00204] The previous description of the disclosed aspects is provided to enable any
person skilled in the art to make or use the present disclosure. Various modifications to
these aspects will be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other aspects without departing from the
scope of the disclosure. Thus, the present disclosure is not intended to be limited to the
aspects shown herein but is to be accorded the widest scope consistent with the

principles and novel features disclosed herein.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

I. A method of communication, including:

receiving, from a first access point, an identifier of at least one other access point that an access
terminal is eligible to access; and

determining, based on the identifier, whether to enable access to the at least one other access

point.

2. The method of claim 1, wherein the determining includes prompting a user to determine whether

to enable the access.

3. The method of claim 1, further including determining, based on configuration information,

whether to automatically enable the access or to enable access in response to a prompt.

4. The method of claim 1, further including maintaining a list of access points that the access
terminal is enabled to access, wherein the determination is further based on the list; or
a list of access points that a user has elected to not access, wherein the determination is further

based on the list.

5. The method of claim 1, wherein the identifier includes a closed subscriber group identifier.

6. The method of claim 1, wherein each access point of the at least one access point is restricted to
not provide, for at least one other access terminal, at least one of the group consisting of: signaling, data

access, registration, and service.

7. An apparatus for communication, including:

means for receiving, from a first access point, an identifier of at least one other access point that
an access terminal is eligible to access; and

means for determining, based on the identifier, whether to enable access to the at least one other

access point.

8. The apparatus of claim 7, wherein the determining includes prompting a user to determine

whether to enable the access.

9. The apparatus of claim 7, further including means for determining, based on configuration

information, whether to automatically enable the access or to enable access in response to a prompt.
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10. The apparatus of claim 7, further including means for maintaining a list of access points that the

access terminal is enabled to access, wherein the determination is further based on the list.

11. The apparatus of claim 7, further including means for maintaining a list of access points that a

user has elected to not access, wherein the determination is further based on the list.

12. The apparatus of claim 7, wherein the identifier includes a closed subscriber group identifier.

13. The apparatus of claim 7, wherein each access point of the at least one access point is restricted to
not provide, for at least one other access terminal, at Jeast one of the group consisting of: signaling, data

access, registration, and service,

14, An apparatus for communication, including:

a communication controller configured to receive, from a first access point, an identifier of at
least one other access point that an access terminal is eligible to access; and

an access controller configured to determine, based on the identifier, whether to enable access to

the at least one other access point.

15. The apparatus of claim 14, wherein the determining includes prompting a user to determine

whether to enable the access.

16. The apparatus of claim 14, wherein access controller is further configured to determine, based on
configuration information, whether to automatically enable the access or to enable access in response to a

prompt.

17. The apparatus of claim 14, wherein access controller is further configured to maintain a list of
access points that the access terminal is enabled to access, wherein the determination is further based on

the list.
18. A computer-program product, including;:

computer-readable medium including codes for causing a computer to perform the steps of a

method according to any one of claims I to 6.



