1 Block Cipher Apparatus Using Auxiliary Transformation 5 Technical Field The present invention
relates to a data transformation apparatus, data transformation methods, and storage media in which
data transformation methods are recorded, for entryption, decryption, and data 10 diffusion in order to
protect digital information on information communications. Background Art Fig. 25 represents an
encryption function which is used in DES 15 described in "Gendai Ango Riron (Modem Cipher
Theory)" (The Institute.of Electronics, Information and Communication Engineers, published on
November 15, 1997, page 46). As shown in Fig. 25, eight S-boxes are used. These eight S-boxes are
mutually different tables. Each table outputs 4-bit data from 6-bit 20 input data. Fig. 26 shows
non-linear transformation function which is described in "Specification of E2 - a 128-bit Block Cipher"
(Nippon Telegraph and Telephone Corporation, published on June 14, 1998, page 10). 25 As shown
in Fig. 26, each S-function unit consists of eight S-boxes. Conventional encryption devices use
multiple S-boxes. Since some 2 ciphers are equipped with mutually different tables, memory usage is

increased as compaggd R ensa&IUPPSAWID 08t ROXiRerRHEe Qihf%on
5
Technical Field
The present invention relates to a data transformation apparatus,
data transformation methods, and storage media in which data
transformation methods are recorded, for encryption, decryption, and data
10 diffusion in order to protect digital information on information

communications.

Background Art
Fig. 25 represents an encryption function which is used in DES
15 described in “Gendai Ango Riron (Modern Cipher Theory)” (The Institute of
Electronics, Information and Communication Engineers, published on
Novemnber 15, 1997, page 46].

As shown in Fig. 25, eight S-boxes are used. These eight S-boxes

are mutually different tables. Each table outputs 4-bit data from 6-bit
20 input data.

Fig. 26 shows non-linear transformation function which is
described in “Specification of E2 - a 128-bit Block Cipher” (Nippon
Telegraph and Telephone Corporation, published on June 14, 1998, page
10).

25 As shown in Fig. 26, each S-function unit consists of eight S-boxes.

Conventional encryption devices use multiple S-boxes. Since some



hand, other ciphers use only one S-box, the security of the cipher is decreased. 5 As shown in Fig. 7,
when a normal data transformation unit (FL) 250 is inserted in the encryption unit, it is required to
provide an inverse data transformation unit (FL 1),270 in a decryption unit to decrypt the ciphertexts.
Since, generally, the normal data transformation unit (FL) 250 and the inverse data transformation unit
(FL-1) 270 are mutually different 10 circuits, causes a problem that the encryption unit and the
decryption unit cannot provide the same configuration. Furthermore, in generating extension keys,
complex operations are required in order to generate the extension keys having higher security.
There is anothehgqroblem dqwase Of gatenating ANe exiEnsion keykthaihthads numberief bits of key
data to be input as an initial value should be fixed. Embodiments of the present invention seek to
provide systénmdasevhistreirguits foroanry ptivipand detnyptiohi-ars tHésemen ahe abhahich circuit
area, program size and memory usage which are used for non-linear transformation computation can
be reduced, AABFurtiBANGTOIES 26%HBRSIER% YD &N the gerrarited Usity acdipleiconfiguration.
Disclosure of,the Invecption In accordance with a first aspect of the present invention, there is provided
a data transformation apparatus having a key generating unit for 25 generating output key data based

on inputikey data K, 39d adaia2a-progessing Unibior pegorming. Alleastone Qhgngfyption of data
and encryption of data based on the output key data, characterized in that the key generating unit
comprises: adist Srbifciransiarmationctition unit, it is required to provide an inverse
data transformation unit (FL') 270 in a decryption unit to decrypt the
ciphertexts. Since, generally, the normal data transformation unit (FL) 250
and the inverse data transformation unit (FL'1) 270 are mutually different
10 circuits, causes a problem that the encryption unit and the decryption unit
cannot provide the same configuration.
Furthermore, in generating extension keys, complex operations are
required in order to generate the extension keys having higher security.
There is another problem in case of generating the extension keys that the
15 number of bits of key data to be input as an initial value should be fixed.
Embodiments of the present invention seek to provide systems in
which circuits for encryption and decryption are the same, and in which
circuit area, program size and memory usage which are used for non-linear

transformation computation can be reduced, and furthermore, the

20 extension keys can be generated using a simpler configuration.

Disclosure of the Invention

In accordance with a first aspect of the present invention, there is
provided a data transformation apparatus having a key generating unit for

25  generating output key data based on input key data K, and a data



transforming the input key data K inputted thereto into first G-bit key data 5 represented by G bits, and
a second G-bit key transformation unit for transforming the first G-bit key data inputted thereto into
second G-bit key data represented by G bits, and in that the key generating unit, if the input key data
K is represented by G bits, generates first key data Ki by transforming the input key data K by the first
G-bit key transformation 10 unit, and outputs the fisst G-bit key data Kl as the output key data, and in
that the key generating unit, if the input key data K is represented by 2G bits, generates key data
represented by G bits from the input key data K, and generates first G-bit key data Kl by transforming
the generateBiREGSHEE Byithdoir tecipimkiag taindtarhation ohierensigenerefedasecend G-bit 15 key
data K2 represented by G bits by transforming the first G-bit key data Ki by the second G-bit key
transformatiditiiib eon chdntndstre frstbeimnirgy Saradatanthare ke cribreyata K2, and
outputs the concatenated. key data as the output key daéa. In accordance with a second aspect of the

present invertfion A8 0 WHviIGRERIEAS tanlismGtibH nistnsiP stk utimgtaliedy generating
process for generating.output ke ta based on in tép data K, and a_data procgssing process for
performing %ﬁ%ﬁﬁognrgeu%ﬁ Ee}ﬁ%%? ﬁ%%%}fr (% 4 aﬁapd%%? %%%@&ﬁ?grg‘jﬁ%ga&ﬁtt %Yo%fl‘b%t key data,
characteyized | y deperating,pro comprises: a first Gzbit transformatian process 25 for
transfor%ing%%{}er%r%%# %%y%%age&ﬁﬁ’pl?ﬁ%id %h%%gt%l fgr)lrt%pr}%rlsstt 2 it{ﬁaeﬁsﬁ%l I%‘é%léﬂrle&%%e%%d by G bits,
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data represented by G bits, and in that the key generating unit, if the input
key data K is represented by G bits, generates first key data K; by
transforming the input key data K by the first G-bit key transformation

10 umit, and outputs the first G-bit key data K, as the output key data, and in
that the key generating unit, if the input key data K is represented by 2G
bits, generates key data represented by G bits from the input key data K,
and generates first G-bit key data K by transforming the generated key
data by the first G-bit key transformation unit; and generates second G-bit
15 key data Ks represented by G bits by transforming the first G-bit key data
Ki by the second G-bit key transformation unit, concatenates the first G-bit
key data K1 and the second G-bit key data Kz, and outputs the concatenated
key data as the output key data.
In accordance with a second aspect of the present invention, there is
20 provided a data transformation method for executing a key generating
process for generating output key data based on input key data K, and a
data processing process for performing at least one of encryption of data
and decryption of data based on the output key data, characterized in that
the key generating process comprises: a first G-bit transformation process

25  for transforming the input key data K inputted thereto into first G-bit key



the input key data K is represented by G bits, generates first key data Ki by 5 transforming the input
key data K by the first G-bit key transformation process, and outputs the first G-bit key data Kl as the
output key data, and in that the key generating process, if the input key data K is represented by 2G
bits, generates key data represented by G bits from the input key data K, and generates first G-bit key
data K1. by transforming the generated key 10 dath by the first G-bit key transformation process, and
generates second G-bit key data K2 represented by G bite by transforming the first G-bit key data Ki

oy the secondufealbsrutinemation.pragesssaonepenalas ihe: Jisk bl ey dajad and the
second G-bit key data K2, and outputs the concatenated key data as the output key data. 15 3 Brief

Explanation gftheaemvingsdige kishows,a data dransiopmatian iaibfar spsadetian £08;and a data
transformation unit for decryption 400. 10 Fig. 2 shows notations. Fig. 3 shows a configuration of an

encryption uhit2@Rer fegeasyptianbyrit bR, kigd 4sbiowstBpatberconiguationbtie gncryption unit
200 or the decryption unit 500. 15 Fig. 5 shows a configuration of a normal data transformation unit
(FL) 251. Figtle: shpwiskerdiafig lfat onpot:amiterehse(Hhits fransfonmation kit (FLdK2B%. Fig. 7 shows
a part of a conventional encryption unit and a
5 transforming the input key data K by the first G-bit key transformation
process, and outputs the first G-bit key data K; as the output key data, and
in that the key generating process, if the input key data K is represented by
2( bits, generates key data represented by G bits from the input key data K,
and generates first G-bit key data Kj by transforming the generated key
10 data by the first G-bit key transformation process, and generates second
G-bit key data Ks represented by G bite by transforming the first G-bit key
data K by the second G-bit key transformation process, concatenates the

first G-bit key data K; and the second G-bit key data Kz, and outputs the

concatenated key data as the output key data.

15



20 conventional decryption unit. Fig. 8 shows a part of the encryption unit 200 and the decryption unit
500. Fig. 9 shows the normal data transformation unit (FL) 251 and the inverse data transformation
unit (FL-1) 271 which are placed at point 25 symmetry. 4 Fig. 10 shows relation between the normal
data transformation unit (FL) 251 and the inverse data transformation unit (FL") 271 which are placed
at point symmetry. Fig. 11 shows a non-linear function unit F. 5 Fig. 12 shows a configuration of an
S-box first transformation unit 13 and an S-box second transformation unit 14. Fig. 13 shows a
configuration of an S-box transformation unit 21. Fig. 14 shows a configuration of a linear
transformation unit 85. Fig. 15 shows a configuration of a linear transformation unit 87. 10 Fig. 16
shows a configuration of a key generating unit 300 or a key generating unit 600. Fig. 17 explains
operations of a bit length transformation unit 310. Fig. 18 shows a configuration of a shift register A
341. Fig. 19 shows a configuration of a control table of a shift control unit 15 345. Fig. -20 shows
operations of theshift register A 341 and a shift register B 342. Fig. 21 shows correspondence
between the shift register A 341, the shift register B 342 and extension keys.

Brief Explanation of the Drawings
Fig. 1 shows a data transformation unit for encryption 100 and a
data transformation unit for decryption 400.
10 Fig. 2 shows notations.
Fig. 3 shows a configuration of an encryption unit 200 or a decryption
unit 500,
Fig. 4 shows another configuration of the encryption unit 200 or the
decryption unit 500.
15 Fig. 5 shows a configuration of a normal data tra.nsfonnaﬁon'unit
{F1) 251.
Fig. 6 shows a configuration of an inverse data transformation unit
(FL-1} 271,
Fig. 7 shows a part of 2 conventional encryption unit and a
20  conventional decryption unit.
¥ig. 8 shows a part of the encryption unit 200 and the decryption wnit
500.
Fig. 9 shows the normal data transformation unit (FL) 251 and the

inverse data transformation unit (FL-1) 271 which are placed at point

25 symmetry.



20 Fig. 22 shows operations of the shift registers A 341 through D 344. Fig. 23 shows
correspondence between the shift registers A 341 through D 344 and extension keys. Fig. 24 shows a
computer which is equipped with the data transformation unit for encryption 100 and the data
transformation unit for 25 decryption 400. 5 Fig. 25 shows a configuration of the encryption function
of DES. Fig. 26 shows a configuration of the non-linear function of 128-bit block cipher E2. Fig. 27
shows another example of S-box transformation units. 5 Fig. 28 shows a non-linear function unit F
which is equipped with the first through fourth S4ox transformation units. Fig. 29 shows another
non-linear function uRier 18 whitrsaredetivan beterrekelanmtionainitas ik mmfornEgo30shpws
another non-linear function unit F in which a location 10 of the key function unit 25 is moved. Fig. 31
shows anotH&eoRfidu b ribe alpvansetids inituomsig nezt it wndh (e c@Wigoritich akthe P

function unit 30. Fig. 33 shows configurations and operations of S1 through S4 of Fig. 31. 15 Fig. 34
shows a prob At B RIERaT Bquivalent keys. Fig. 35 shows a proof of non-existence of an
iguration of the encryption unit 200 or the decryption unit

equivalent keys. Fig..36 shows another conf
500. Fig. 37 shows gﬁ&égr %’%ﬁ?@@ré’(ﬂﬂw’?ﬁ?% ERRRIPEBIEAK 200 or the
5 Fig. 12 shows a configuration of an S-box first transformation unit 13
and an S-box second transformation unit 14.
Fig. 13 shows a configuration of an S-box transformation unit 21.
Fig. 14 shows a configuration of a Lnear transformation unit 85,
| Fig. 15 shows a configuration of a linear transformation unit 87.
10 Fig. 16 shows a configuration of a key generating unit 300 or a key
generating unit 600. |
Fig. 17 explains operations of a bit length transformation unit 310.
Fig. 18 shows a configuration of a shift register A 341,
Fig. 19 shows a configuration of a control table of a shift control unit
15 345, | | |
Fig. 20 shows operations of.the shift register A 341 and a shift
register B 342.
Fi.g. 21 shows correspondence between the shift register A 341, the
shift register B 342 and extension keys.
20 Fig. 22 shows operations of the shift registers A 841 through D 344,
- Fig. 23 shows correspondence between the shift registers A 341
~ through D 344 and extension keys.
Fig. 24 shows a computer which is equipped with the data

transformation unit for encryption 100 and the data transformation unit for

25  decryption 400.



20 decryption unit 500. Fig. 38 shows another configuration of the encryption unit 200 or the
decryption unit 500. Fig. 39 shows another configuration of the encryption unit 200 or the decryption
unit 500. 25 Fig. 40 shows another configuration of the encryption unit 200 or the 6 decryption unit
500. Fig. 41 shows another configuration of the encryption unit 200 or the decryption unit 500. Fig. 42
shows a configuration in which the units of Fig. 39 and Fig. 40 5 are combined. ig ADD -,D a- -..---:*-S
ac-LnfiiOra-'C-.._~_Lio_tom. ..-.~n of the encrypijon unit 22,0000 or The decryption unit 500,
which is shown in Fig. 3, using the non-linear function unit F shown in Fig. 28. Fig. 44 shows a

modified configuratidrigf FigsHiBshy alemgfizaeatidh §neas binatinnimitianoubichsie key function

unit 25 of the non-linear function unit F is removed. Fig. 45 shows a modified configuration of Fig. 44
by merging the whitEfgn6éxtdnsion keyenfiigh theiextedsine kays-1hiaa#6rshemsa sromfieg :
configuration in which the key function 15 unit 25 is removed from the non-linear function unit F and in
which an exiﬁﬁ@l@ﬁmlﬁgsupplied to an XOR circuit 298, when the non-linear function unit F is

configured as shown in Fig. 29.
Fig. 27

/ shows another example of S-box transforﬁlation units.
5 Fig. 28 shows a nan—ﬁpear function unit F which is equipped with the
first through fourth S-box transformation units. |
Fig. 29 showé another non-linear function unit F in which a location
of the key function unit 25 is moved.
Fig. 30 shows another non-linear function unit F in which 2 location
10 of the key function unit 25 is moved.
Fig. 31 shows another configuration of a P function unit 30,
Fig. 32 shows another configuration of the P function unit 30.
Fig. 33 shows configurations and bperations of 81 through S4 of Fig.
31.
15 Fig. 34 shows a proof of non-existence of an eqﬁvﬂent keys.
Fig. 35 shows a proof of non-existence of an equivalent keys.
Fig. 36 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 37 shows another configuration of the encryption unit 200 or the
20  decryption unit 500.
Fig. 38 shows another configuration of the encryption unit 200 or the
decryption unit 500.
'Fig. 39 shows another configuration of the encryption unit 200 or the

decryption unit 500.

25 Fig. 40 shows another configuration of the encryption unit 200 or the



Fig. 47 shows a modified configuration in which the key function unit 25 is removed from the linear
function unit F and in which a linearly 20 transformed extension key k' is supplied to the XOR circuit
298, when the non-linear function unit F is configured as shown in Fig. 30. Best Mode for Carrying Out
the Invention Embodiment 1. 25 Fig. 1 shows a data transformation unit for encryption 100 and a 7
data transformation unit for decryption 400 in this embodiment. The data transformation unit for
encryption 100 is, for example, an encryption device which outputs 128-bit ciphertexts from 128-bit
input plaintexts. The data transformation unit for glecryption 400 is a decryption 5 device which outputs
128-bit plaintexts from 128-bit input ciphertexts. The data transformation unit for encryption 100
consists oflgamyptigptionuBBR00 and a key generating unit 300. The encryption unit 200 is a data
processing unit for encrypting plaintexts. The key generating unit 300 generates multiple (n) 64-bit or
128-bit extension Régs4isiepeonsneibor; configummattdgabiy 1199 dicoy@iaabitipROkeyrdita, and supply
them to the encryption unit 200. The data transformation unit for decryption 400 consists of a
decryption T M ﬁ@@generating unit 600. The decryption unit 500 is a data processing unit
for decrypting ciphertexts. . The key geperating unit 600 is the same as or similar to the above key 15
generating unit 300" Fﬁ#ﬂ‘?é?%é Eﬁ%@éﬁﬁ@@ﬁ&%%ﬁ%ﬂ%@@@%ﬁa i ide 88 pashRi&itE00 can run
the same B}gcgguge th@y can share one circuit or one program, though the encryption unit 200 and
the decryption urlﬁjt é’&% are illustrated separately in the figures. Similarly, the key generating units

e

i siiows a configuration of the encryvption unit 200 or the
decryption unit 500, which is shown in Fig, 3, using the non-linear
function unit F shown in Fig. 28,

Fig. 44 shows a modified configuration of Fig. 43 by using a non-

10 linear function unit F’ in which the the key function unit 25 of the non-linear
function unit F is removed.

Fig. 45 shows a modified configuration of Fig. 44 by merging the
whitening extension keys with the extension keys.
Fig. 46 shows a modified configuration in which the key function

15 unit 25 is removed from the non-linear function unit F and in which an
extension key k is supplied to an XOR circuit 298, when the non-linear
function unit F is configured as shown in Fig. 29.

Fig. 47 shoﬁrs a modified configuration in which the key function unit
25 is removed from the linear function umit F and in which a linearly
20 transformed extension key k’ is supplied to the XOR circuit 298, when the

norn-linear function unit F is configured as shown in Fig. 30.

Best Mode for Carrying Out the Invention
Embodiment 1.

25 Fig. 1 shows a data transformation unit for encryption 100 and a



300 and 600 can share one circuit or one program. That is, one circuit or 20 one program can be
shared by the data transformation unit for encryption 100 and the data transformation unit for
decryption 400. Fig. 2 shows meanings of notations used for the following figures or descriptions. In
Fig. 3 and the subsequent figures, a left half of data is called "left 25 data L" and a right half of data is
called "right data R". Furthermore, the 8 data which are input to non-linear data transformation units
210, 220, 230, and 240 are called "input data", theInternal data of the non-linear data transformation
units 210, 220, 230, and 240 are called "intermediate data", and data which are output from the
non-linear datatedmsfosfoaticrtionitemPin, A20yp8hiad0@40 titscalinmbiomipyt data”. Fig. 3 shows an
example of the encryption unit 200 or the decryption unit 500. Fig. 3 shows a configuration in which
6-round non-linear datae tétsfénamsipmuaii@d Gnfirdond: nonyineat dag jsafsfosmationni 220, 10
and 6-round non-linear data transformation unit 230 are cascade. The normal data transformation unit
(FL) 251 an@BfEYRVEIBe Gavacaranbichmatitpugait {RB-i27tipte nsette Fhetwa@gthe 6rigund
non-linear data transformation unit 210 and the 6-round non-linear data transformation unit 220.

FurthermorePtRe HeFital dahe thRatareraaformstion (i} f53dantheinydaR datairansfornation unit
(FL™) 273 are inserted between the 6-round_non-linear data transformation unit 220 and the 6-round

non-liner d3EV BRIt GhR 230 hadentessdinm Aes-hibimemtairdestomatiofamit 210, 6

rounds of nog. linear da &a
ta irangformation unit for encryption 100 consists of an encryptzon unit

200 and a key generating unit 300. The encryption unit 200 is a data

- processing unit for encrypting plaintexts. The key generating unit 300

generates multiple (n) 64-bit or 128-bit extension keys using constants V,

10 from 128-bit, 192-bit or 256-bit input key data, and supply them to the

encryption unit 200. The data transformeation unit for decryption 400

| consists of a decryption unit 500 and a key generating unit 600. The

decryption unit 500 is a data processing unit for decrvpting éiphertexts

The key generating unit 600 18 the same as or similar to the above key

15 generatmg unit 300. Furthermore, since the encryption unit 200 and the

decryp_'t:lon unit 500 can run the same procedure, they can share one circuit

or one program, though the encryption unit 200 and the decryption unit 500

are illustrated separately in the figures. Similarly, the key generating units

300 and 600 can share one circuit or one program. That is, one circuit or

20  one program can be shared by the data transformation unit for encryptioﬁ
100 and the data transformation unit for decryption 400.

Fig. 2 shows meanings of notations used for the following figures or

descriptions.
In Fig. 3 and the subsequent ﬁgures a left half of data is called “left

25 data L” and a right half of data is called “right data R” Furthermore, the



transformation units are provided. For example, a non-linear data 20 transformation unit 280 consists
of a non-linear function unit F and an XOR (exclusive OR) circuit 290. In this way, in case of Fig. 3, 18
rounds of non- linear data transformation units are provided in total. The non-linear data transformation
unit 210 is equipped with a first non-linear data transformation unit 280 and a second non-linear data
25 transformation unit 281. For arbitrary two piece% of input data, right input 9 data Ro and left input
data Lo, the former performs the first non-linear transformation on the left input data Lo using a first
extension key ki, outputs an XORed result of the output data of the first non-linear transformation and
the right inpudaitterrhachsatteeifirsties intarriasiate dieta Srhh SReMHIES RGeS IpPYbAatakO as the
first right intermediate data Ri. The latter performs the second non-linear transformationi on the first
left intermediane et Bresinded stiognd edtansiothie yhraudisanct QR 9 Sulak thg, Qutput data
of the second non-linear transformation and the first right intermediate data Ri as the second left
intermediate {da@SforraRdor wisuls! the2et RACiNtemhate data ik A theosecaid 7ioh igtermediate
data R2. The non-linear data transformation unit 210, in which the first non-linear data transformation
unit 280 throigh hataiihisinanfeartang fromeféhmation-tine285ate cascadenayiputs thedinal right
intermediate&iir%tﬁgﬁ %ga the |eft intermediate data Le as the output data after 15 transformation. Fig.
O H

4 shows’a c WAL EermarHath wansrematioh unit (FL) 255, an inverse data
transformation unit (%J_-lzg 2£5’ and a 6- round ngn-linear data transformation unit 240 are added to the
encryption 1g. 0 shows an exampile of the encryption unit 200 or the decryption

unit 500.

Fig. & shows a configuration in whick 6-round non-linear data

transformation unit 210, 6-round non-linear data transformation unit 220,

10 and 6-round non-linear data. transformation unit 230 are cascade. The

| normal data transformation wmit (FL) 251 and the inverse data

transformation unit (FL?) 271 are inserted between the 6-round non-linear

data transformation wunit 210 and the &-round non-linear data

transformation unij: 220. Furthermore, the normai data transformation

15 unit (FL) 253 and the inverse data transformation unit (FL'YhY 278 aré

inserted between the 6-round non-linear data transformation unit 220 and

the 6-round non-linear data transformation unit 230. Inside the 6-round

non-linear data transformation unit 210, 6 rou;ads of non—iineér data

transformation units are provided.  For example, & npon-linear data

20 transformation unit 280 consists of a non-linear function unit F and an XOR

(exclusive OR) circuit 290. In this way, in case of Fig. 3, 18 rounds of non-
linear data transformation units are provided in total.

The nén—linear data transformation unit 210 is eguipped with a first

non-iinear data transformation unit 280 and a second non-linear data

26  transformation unit 281. For arbitrary two pieces of input data, right input



unit 200 shown in Fig. S. In total, data transformation is performed by 24 20 rounds of non-linear data
transformation units. Fig. 5 shows the normal data transformation unit.(FL) 251. Fig. 5 shows that the
normal data transformation unit (FL) 251 divides input data into two pieces of data, left input data 51
and right input data 52, performs logical operations for the both pieces of the data, and 25 generates
output data from the left output data 60 and the right output data 10 61. The left input data 51 is
ANDed with an extension key 53 at an AND circuit 54, and then, the ANDed data is left rotational
shifted (also called "circular shifted") by | bit at a 1-bit left rotational shifting unit 55. The shifted data

is XORed with the r t.data 5 XOR cigcuit 56. 5 The output frgm the XOR circuit 56
becomes %%?o%‘l a%é g%g é%REﬂV\HE? # ﬁ%é?ﬁtgfea%ﬁ EH‘F}UWThen the
ORed res with th eft u.t dat XOR cjrcui 59 to generate left qutput data 60.
Fig. 6 sh Hv&%ﬂwg(%gg‘ée "ata t%'ns ormn?”r%n %}?\%fﬂf 25?%% 8 ﬁg&v?%%?t rse data

t f t d t : 7 d right
ransformg) tﬁg&ﬁl{g G-BAddla '%?ﬁt'ngf‘ ﬁ?%. &g{gct&# 0 Qﬁ(ﬁgfst%{e dﬁ{ga@a%én%rg% gi]ran rg

input data performs logical operations fo pieces o generates output data

from left optpuirdata-80AnthHoiMopput ﬁ@%@@&@%% NRURON 21 QRGN afrgxtension key
73 at an OR 15 circuit 74, and then, the ORed data is XORed with the left input data 71 at an XOR

circuis 75. IhemdheiopinstitenefhentaR difeuity A besemestlefprautpti-aatafe: andisANDed with
an extension key 76 at an AND circuit 77. After that, the ANDed result is left rotational shifted by 1 bit
at a 1-bit [€fie latter periorms the second non-linear transformation on the first left
intermediate data L; using a second extension key ke, outputs an XORed
fesult of the output data of the second non-linear transformation and the
first right intermediate data R; as the second léft intermediate data Ls, and
10 outputs the first left intermediate data L, as the second right intermediate
data Rz. The non-linear data transformation unit 210, in which the first
ﬁon-h‘near data transformation unit 280 through the sixth non-linear data
transformation unit 28.5 are cascade, outputs the final right intermediate
data Re and the left intermediate data Lo as the output data after
15 n'ansfo%maﬁon. |
Fig. 4 shows a configuration in which a normal data transformaﬁon
unit {FL) 253, an inverse data n‘anéformaﬁon unit (FL-1) 275, and a 6-
round non-linear data transformation unit 240 are added to the encryption
unit 200 shown in Fig. 3. In total, data transformation is performed by 24
20 rounds of non-linear data transformatiﬁn units.
Fig. 5 shows the normal data transformation unit (FL) 251.
Fig. 5 shows that the normal data transformation unit (FL) 251
divides input data into two pieces of data, left input data 51 and right input

data 52, performs logical operations for the both pieces of the data, and

25  generates output data from the left output data 60 and the right output data



rotational shifting unit 78, and the shifted data is XORed with the right 20 input data 72 at an XOR
circuit 79. The output from the XOR circuit 79 becomes right output data 81. The normal data
transformation unit (FL) 251 shown in Fig. 5 and the inverse data transformation unit (FL") 271 shown
in Fig. 6 perform opposite operations each other. Accordingly, using the same extension key, 25 the
input data X of Fig. 5 can be obtained as output data X of Fig. 6 by 11, making output data Y of Fig. 5
be input data Y of Fig. 6. The relationship in which i input data to one unit can be obtained as
output data from the other unit by making the output data from the one unit be input data to the other

is called a ggjati%gq%gﬂwraglt%%q %rym g%(ﬁistf)g;??t&r%%ﬂg}?ﬁ% rr?ca?,:atrj%ﬁ Etéa formation unit

(FL) 251 and the inverse data transformation unit ( are relation

between nefrpaliaRd invessex. mediensy 0 ~bit left.rotational.shifting unit 35 of Fig. 5
and the I-bit left rotational shi%t{:’#\]g%f gélit 78 of Fil%'gi(.a%]dpg}éft(\:l)%ri#t Ig?t% %ﬁll?t?ﬁgvsv}é%/ ?,dbt&ﬁﬁ%a??“a execute

right shift. Fyrthaepaeithamorpal dataransfqsmation y&é&%ﬁéﬂﬁ5&%§ﬂ§%gﬁ%%¥ﬁ%sim%e lation

transformation unit (FL-") 271 can be one of other configurations as Ion

between neifed ik tinverseimssfamatiansyEek example dhe sumber of shifis san be .changed.

Moreover, an AND circuit with "not" operation, an OR circuit with 15 "not" operation, and/or an XOR
circuitiwitiT"hettopesatibnreante X0dedirMamsly s fellows-ang:shown, definitions of the, AND circuit

with "not" operation, the OR circuit with "not" operation, and the XOR ‘circuit with "not" operation,
representédibyd smtn "2 tosx teardotx dey, I setiVOIR, circuit 58, Then, the ORed result
1s XORed with the left input data 51 at an XOR circuit 59 to generate left
output data 60.
Fig. 6 shows the inverse data transformatién unit (FLY 271,

10 Fig. 6 shows that the inverse data transformation umit (FLY 271
divides input data into two pisces of data, left input data 71 and right input
data 72, performs logical operations for the both pieces of the data, and
generates output data from left output déta 80 and right output data 81.

The right input data‘ 72 18 ORed With an extension key 73 at an OR

15 cireuit 74, and then, the ORed data is XORed with the left input data 71 at
an XOR circuit 75. Then, the output from the XOR circuit 75 becomes left
output data 80, and is ANDed with an extension key 76 at an AND circuit 77.
After that; the ANDed resultl is left rotational shifted by 1.bit at a 1-bit left
rotational shifting unit 78, and the shifted data is XORed with the right

20 input data 72 at an XOR circuit 79. The output from the XOR circuit 79
becomes right output data 81.

The normal data transformation unit (FL) 251 shown in Fig. 5 and
the inverse data transformation unit (FL™Y) 271 shown in Fig. 6 perform

opposite operations each other. Accordingly, using the same extension key,

25  the input data X of Fig. 5 can be cbtained as output data X of Fig. 6 by



xandny:(notx)andy 20 xorny : (notx) ory x xorny : (not x) xor y Some recent CPUs are provided
with commands of "and"”, "or", and "xor" including "not". These commands can be performed at the
same cost as "and", "or", and "xor". 25 Fig. 7 shows a conventional encryption unit 201 and a
conventional 12 decryption unit 501. The conventional encryption unit 201 is equipped with two
normal data transformation units FL. Thus, the decryption unit should be equipped with two inverse
data transformation units FL-' in order to perform shifverse operations. Therefore, since the encryption
unit generally has a different configuration from the decryption unit, the encrvotion unit and the

decryption unjt cannot share the_same circuit. On the other hand, as shown in Fig. 8, in the present
embodimeﬁ"‘dﬁ, B R odRE S St & SRREE Sat81 YRt FkE Bverse data 10 transformation

unit (FL") 271 are lgcated side by side in th cryption ynjt 200, so that the decryption unit having the
same configuratio'rﬁ%%ﬁegéﬁgﬁ%geﬁy%%%%g %? ésgﬁﬁbfi‘? & i&Wd%t%é%g%%Bdoy the
normal 4243 aeslerealon Al (5L ke RS Bk, a0d el daia b s tapsiamed by the

inverse data transformation unit (FL") 271 to get fight 15 data R'". In"this case a R can be

obtained hyripbsingthe lefitdata khio thedavierse:tata Hansionmation-walk{Fhor27t, and the left data
L can be obtained by inputting the right data R' to the normal data transformation unit (FL) 251.
5 inverse transformations. The normal data transformation unit (FL) 251

and the inverse data trensformation unit (FL-1) 271 are circuits which realize
such relation between normal and inverse transformations.
Both of the 1-bit left rotational shifting unit 55 of Fig. 5 and the 1-bit
left rotational shifting unit 78 of Fig. 6 perform left shift, however, both can
10 execute right shift. Furthermore, the normal data transformation unit {FL)
251 and the inverse data transformation unit (FL-1) 271 can be one of other
configurations as long as they preserve the relation between normal and
inverse fransformations. For example, the number of shifts can be
changed. Moreover, an AND circuit with “not” operatien, an OR circuit with
15 “not’ operation, and/or an XOR circuit with “not” operation can be added.
Namely, as follows are shown definitions of the AND circuit with “not”
| operation, the OR circuit with “not” operation, and the XOR circuit with
“not” operation, represented by “andn”, “orn”, and “xorn”, respectively.
| Xandny: (notx) andy
20 xorny:(notxjory
Xxomy: (notx xory
Some recent CPUs are provided with commands of “and”, “or”, and
- “xor” including “not”. These commands can be performed at the same cost
as “and”, “or”, and “xor”.

25 Fig. 7 shows a conventional encryption unit 201 and a conventional



As described above, the encryption unit 200 and the decryption unit 20 500 can be implemented by
the same configuration, and the encryption unit 200 and the decryption unit 500 can share the circuit.
Fig. 9 shows a configuration in which the normal data transformation unit (FL) 251 and the inverse
data transformation unit (FL") 271 are located at point symmetry on the non-linear data transformation
25 unit 280. 13 In this way, when the normal datairansformation unit (FL) 251 and the inverse data

transformation unit (FL-') 271 are located at point

%mmetry on the non-linear data transfor

mation unit

280, the encryption and the decryption can be performed using the same configuration. 5 Fig. 10
shows corrgeppisiene@RRween the data transformation unit (FL) and the inverse data transformation
unit (FL-11 -laced at point symmetry. As shown in Fig. 10, in case of Fig. 3, the normal data

transformation unitThe)ceatanddhelinveias daia ua%fgﬁmgoagi{li%iﬁ_'éh-withotgo; r%%ﬁ'ﬁi

symmetry on the 6-round non-linear data transformation unit 22

igs. 3, 4,

transformatiansunit{Bkjoanch then inyetse dalla tralBiosmation waitiRbshrcanhe replaged ?M
other. Besides, in Figs. 3, 4, 8, and 9, the right data. R and the left data L can be 15 replaced with
each othere#igraédhotista canfigusatibat intwhictiothe £Hieey RIGBURTL 200 sapsigls,eftheb-round
non-linear data transformation unit 210, and the 6-round non-linear data transformation unit 220, and
the 6-foundisise operations. Therefore, since the encryption unit generally hac o

10

156

20

different configuration from the decryption unit, the encryvption unit and the
decryption unit cannot share the same circuit,

On the other haﬁd, 2s shown in Fig. 8, in the present embodiment,
the normal data transformation unit (FL)} 251 and the inverse data
transformation unit (FL?) 271 are located side by side in the encryption unit
200, so that the decryption unit having the same configuration can perform
decryption. For example, the right data R is transformed by the normal
data transformation unit (FL) 251 to get left data L', and the left data I, is
transformed by the inverse dafa transformation unit (FL™Y) 271 to get right
data R'. In this case, the right data R can be obtaiﬁed by inputting the left
data L’ {0 the inverse data transformation unit (FL™Y 271, and the left data L
can be obtained by inputting the right data B to the normal data
transformation unit (FL) 251.

As described above, the encryption unit 200 and the decryption unit
500 can be implemented by the same configuration, and the encryption unit
200 and the decryption unit 500 can share the circuit.

Fig. 9 shows a conﬁguration in which the normal data
transformation unit (FL) 251 and the inverse data transformation unit (FL)
271 are located at point symmetry on the non-linear data transformation

unit 280.

ced at point
e data
th each



linear data transformation unit 230. 20 The 6-round non-linear data transformation unit 210, the
6-round non-linear data transformation unit 220, and the 6-round non-linear data transformation unit
230 are circuits that can be used for encryption and decryption. Here, a normal/inverse data
transformation unit 211 consists of 25 the 6-round non-linear data transformation unit 210, and the
normal data 14 transformation unit (FL) 250, and Sthe inverse data transformation unit (FL" ") 271. The
normal/inverse data transformation unit is a circuit that can be used for both encryption and
decryption. Namely, the normal/inverse data transformation unit is one normal/inverse transformation
circuit in which 5 the input data to the unit can be gbtained as the output data from the other unit by

making the output B frSFAYhEDAR BERPTRA! St anshrertine WHbFARL2RYata

transformation unit 221 alsp cqnsists of the. 6- round ngn-linear_data transformation unit 220, and the
normal daet%leldl%yaeﬁg%r%ﬁaa on Uf is?gwgzﬁ ndthe |%p\;érl%e%3{ia FERsIOTRERONANPARE 273, In

e SRS e el b s S ot
transformatign gitdEL~ A8 4( 6 Ths Sf}’ﬁliﬁe&'{lééﬁgé’ﬁ%égﬂ%%” gaggading these
normal/inverse data transformation units 211, 221, ana231. And this eritryption unit 200 can be also
used gs the decryption WDitdi¥vs correspondence between the data transformation
unit (FL} and the inverse data transformation unit (FL-1} placed at point
symmetry.

As shown in Fig. 10, in case of Fig. 3, the normal data
transiormation unit (FL) 251 and the inverse data transformation unit (FL—i]

10 271 are placed at point symmetry on thé 6-round non-linear data
transformation unit 220.

In Figs. 3, 4, 8, and 9, the data transformation unit (FL} and the
inverse data transformation unit (FL-1) can be replaced with each other.
Besides, in Figs. 3, 4, 8, and 9, the right data R and the left data L can be

15  replaced with each other.

Fig. 36 shows a configuration in which the encryption unit 200
consists of the 6-round non-linear data transformation unit 210, and the
6-round non-linear data transformation unit 220, and the 6-round non-
linear data transformation unit 230,

20 The 6-round non-linear data transformation unit 210, the 6-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230 are circuits that can be used for encryption and
decryption.

Here, a normal/inverse data transformation unit 211 c:{;nsists of

25  the 6-round non-linear data transformation unit 210, and the normal data



Besides, if a set of the 6-round non-linear data transformation unit 20 210, the 6-round non-linear data
transformation unit 220, the normal data transformation unit (FL) 251, and the inverse data
transformation unit (FL* 271 is assumed to be a non-linear data transformation unit 1210, the nom
linear data transformation unit 1210 is a circuit that can be used for encryption and decryption. Here, a
normal/inverse data transformation 25 unit 1211 consists of the non-Linear data transformation unit
1210, the 15 normal data transformation unit (FL) 5450 and the inverse data transformation unit (FL-')
273. Further, if a set of the 6-round non-linear data transformation unit 220, the 6-round non-linear

data transforaaséermaitipaoeiid e B60nant datairarstermdation ik 26320d:thernverse data
transformation unit (FL-") 273 is assumed to be a non-linear data transformation unit 1220 a

normal/invers& tata fansformalivavenite] 2tz comsistfonfrthe aonAiness dakacHRNSOFAaLqH unit 1220,
the normal data transformation unit (FL) 251, and the inverse data transformation unit (FL") 275. 10
The normalk§¢erée darienssnieniandniecteptiand 12ddmalybtheised foslihevdessyption unit.
Further, if a set of the 6-round non-linear data transformation units 210 through 230 is assumed to be
a non-linear tRRSLHERfrM AR thiPDRe 1BoTiRE o HiTear trkta iranmsfoimatinnwinit 224Q.4ska. circuit
that ca% be .Bf%?d for. a]&S both encryption and decryption. Here, the non-linear data transformation unit
2210, the nEPHATDRtLAFANSIGRAATON GARt (L9 DB et ap & e el bkatradsiormhtiart it (FL 1)
275 form a normgll/inv%&se d%ta transforgwatio unit 2211.
unit by making the eutput data from the unit be the input data to the other
unit,
A normaliinverse data transformation unit 221 also consists of the 6-
round non-hnear data transformation unit 220, and the normal dats
10 transformation unit (FL) 251, and the inverse data transformation unit (KL,
Y 273,
in addition, a normal/inverse data transformation unit 231 consiste
of the 6-round non-linear data transformation unit 230, andl the normal data
transformation unit (FL) 258, and the inverse data transformation unit (FL’
15 h27E. |
The encryption unit 200 is configured by cascading these
normaliinverse data transformation units 211, 29 1, and 231. And this
encryption unit 200 can be also used as the decryption unit 500.
Besides, if a set of the 6-round non-lineér data transformation unit
20 210, the 6-round non-linear data transformation unit 220, the normal data
tra.nsformation unit (FL) 251, and the inverse data transformation unit (FL
") 271 is assumed to be a non-linear data transformation unit 1210, the non-
linear data transformation unit 1210 is a circuit that can be used for

encrypilon and decryption. Here, a normal/inverse data transformation

25 unit 1211 consists of the non-linear data transformation unit 1210, the



The normal/inverse data transformation unit 2211 can be used for 20 the decryption unit. As
described above, the encryption unit 200 or the decryption unit 500 can be configured by cascading
multiple normal/inverse data transformation units. Further, in the encryption unit 200 or the decryption
unit 500, the 25 normal/inverse data transformation unit can be formed hierarchically by 16 nesting
the normal/inverse data transformation unit within Elés normallinverse data transformation unit. Fig. 37
shows a case in which the encryption unit 200 and'the decryption unit have the same configuration
including the 6-round non. 5 linear data transformation unit 210. In Fig. 37, the 6-round non-linear

data ransigemaion yal:21 B Naludesieuen uids @fnpndiigar daip tipsiauyalion upite 260 as

shown in Figs. 3 and 4. Data A is transformed into data’ A' by a first input norm ata transformation

unit 256, theGaiR AnisiRRUbig@AfIstipput port 261, 10 the data A’ input from the first input port 261 is
output from a first output port 263 as data A,". Further, data B input from a second input port 262 is

output from a secopdQuIRUEPark264ragdatarBudhedala: Be ot ipatArom 1i18,565004, ouiput port 264

is transformed into data B,' by a second output inverse data transformation unit 279. 15 The data A,
output frora2be fiist outpuh potb2G3ehthe encrmtionrurib2QthisinRub 1 the.seepnd,input port 262 of

the decryption unit 500 as the data A,". The data B,' output from the second output inverse data
transférmatiore unit 2B imimpoh torthe(Fist Tkt nodndlcdatacrse data transformation unit
(FL*) 273 is assumed to be a non-linear data transformation unit 1220, o
normal/inverse data transformation unit 1221 consists of the non-linear data
transformation unit 1220, the normal data transformation unit (FL) 251, and
the inverse data transformation unit (FL'Y) 275.
10 The normal/inverse data transformation units 1211 and 1221 can be
used for the decryption unit.
Further, if a set of the 6-round non-linear data transformation units
210 through 230 is assumed to be a non-linear data transformation unit 2210,
. the non-linear data t:ansformatiox?l unit 2210 is a circuit that can be used for
15 both encryption and decryption.

Here, the non-linear data transformation unit 2210, the normal data
transformation unit (FL) 250, and the inverse data transformation unit (FL
1275 form a normal/inverse data transformation unit 2211.

The normal/inverse data transformation unit 2211 can be used for

20 the decryption unit.

As described above, the encryption unit 200 or the decryption umnit
500 can be configured by cascading multiple normalinverse data
transformation units.

Further, in the encryption unit 200 or the decryption unit 500, the |

25 normaliinverse data transformation unit can be formed hierarchically by



transformation unit 256 as the data B,', and output as the data B,. 20 The non-linear data
transformation unit 210 inputs the data B, and outputs the data B. Further, the non-linear
transformation unit 210 inputs the data A,' and outputs the data A'. The second output inverse data
transformation unit 279 inputs the data A’ and outputs the data A. In Fig. 38, the odd-round nondinear
data transformation unit 219 25 includes odd rounds of non-linear data transformation units 280. 17
Accordingly, the data A' input from the first input poﬁ 261 is output from the second output port 264 as
the data Ai'. Then the data Ai' is transformed by the second output inverse data transformation unit

279, and aiptibes theadatachinAinibersthe data B ippuida the.3enond input 5«99[%624}? output from
the first output port 263 as the data Bi. The data Bi output from the first output port 262 of the

encryptionnanih 200Ul o dhe seclorehintuhpeH 262 of the decryption unit 500 as the data Bi. The
data Ai" output from the second output inverse data transformation unit 279 of the encryption unit 200

is input to the 10 dEegypidnshniy508 as tee igater it Anthinpsk derthedistinputnermaljdata
transformation unit 256. In cases of Figs. 37 and 38, the encryption unit 200 and the decryption unit
500 have thecsantecconfiguration, paefosming enofyptiontiand idetiytion <45 Fig-3%8hawis a case in
which the second input normal data transformation unit 257 is provided at the second input port 262,
and the firdbeapleiavemesiuma atnsfomintdl unit 278 is provided at the first output port 263.
In Fig. 87, the 86-round non-linear data transformation unit 210
includes even rounds of non-linear data transformation units 280 as shown
in Figs. 3 and 4. Data A is transformed into data A’ by a first input normal
data transformation unit 256, the data A’ is input to a first nput port 281,
10  the data A’ input ﬁﬁm the first input port 261 is output from 2 first output
port 263 as data A,". Further, data B input from a second input port 262 is
output from a second output port 264 as data B,. The data B, output from
the second ouﬁput port 264 is transformed inte data B,” by a second output
inverse data transformation unit 279. _
15 Tile data A, output from the first output port 263 of the encryption
unit 200 1s input to the second input port 262 of the decryption unit 500 as
the data A’ The data B, output from the second output inverse data
transformation unit 279 is input to the first input normal data
transformation uﬁi‘c 256 as the data B/, and output as the data B,
20 The non-linear data transformation unit 210 inpute the data B, and
outputs the data B. Further, the non-linear transformation unit 210 nputs
the data A, and outputs the data A. The second output inverse data
transformation unit 279 inputs the data A’ and outputs the data A.

In Fig. 38, the odd-round non-linear data transformation unit 219

25 includes odd rounds of non-linear data transformation wunits 280.



Fig. 40 shows a case in which the first input inverse data 20 transformation unit 276 is provided at the
first input port 261, and the second output normal data transformation unit 259 is provided at the
second output port 264. Fig. 41 shows a case in which the normal/inverse data transformation units
256, 258 are provided at the left input/output ports 25 261, 263, and the inverse data transformation
units 277, 279 are provided at the right input/outp%ports 262, 264. 18 Fig. 42 shows a case in which
Figs. 39 and 40 are combined. Another case can bé implemented by combining Figs. 37 and 39,
which is not shown in the figure. Further, Figs. 38 and 39 can be combined. Further, the 6-round

(even-round) non-lingar dat transformation unjt 210 can be replaced with the odd-round non-linear
data trans?tf?ﬁ?é#g?g@ﬁittgfgﬁ ié‘s.@?}"éfﬂﬂ%lﬁwég@ ShHRAH @At ZPbih HHRYTHERES. In cases of

Figs. 30 gl e RGPS A Te ECTYBlon 40 caf e oplerigpiedby fre same

configuration. 10 Embodi

iment 2. °Fig. 11 shows a configuration of a non-linear tnction unit F of the

non-lineartdata fsansiarvation usica8a. dheprantineasdudetianuitdidapitsdniunetionaput data 10,
performs non-linear transformation, and outputs F function output data 15 40. The F function input

data 10 hmﬁﬂgm&a@dﬁmémt&é’@m@g diadgtand procaissedins tecanit ahdwits. Each
B L L R R 0L oYUl L 25 ORec i an extensr
The data B; output from the first output port 262 of the encryption
- umit 200 s input to the second input port 282 of the decryption unit 500
as the data B;. The data A,” output from the second output inverse data
transformation unit 279 of the encryption unit 200 is input to the
10 decryption unit 500 as the data A;” and input to the first input normal
data transformation unit 256.

In cases of Figs. 37 and 38, the encryption unit 200 and the
decryption unit 500 ha\}e the same configuration, performing encryption
and decryption.

15 Fig. 39 shows a case in which the second input normal data

- transformation unit 257 is provided at the second input port 262, and the

first output inverse data transformation unit 278 is provided at the first

output port 263;

Fig. 40 shows a case in which the first input inverse data

20 transformation unit 276 is provided at the first input port 261, and the

second output normal data transformation unit 259 is provided at the
second output port 264.

Fig. 41 shows a case in which the normal/inverse data
transformation units 256, 258 are provided at the left input/output ports

25 261, 283, and the inverse data transformation units 277, 279 are provicied.

at the right input/output ports 262, 264.



substitution at an S function unit 20. Then, at a P function unit 30, two 20 pieces of 8-bit data are
XORed by sixteen XOR circuits 815, and the 64-bit F function output data 40 is output. In the S
function unit 20, four S-box first transformation units 13 and four S-box second transformation units
14 are provided. Fig. 12 shows an implementation example of the S-box first 25 transformation unit 13
and the S-box second transformation unit 14. 19 Inside the S-box first transformation unit 13, a
transformation table T is provided. The transformallign table T previously stores values of 0 through
255 arbitrarily (at random) corresponding to values of 0 through 255. The transformation table T

inputs values of 0 d S 59? lue (yalue qf D.through 255) corresponding to each
value. For examgfg;g' vé#?ergnFig%%r%l%%%)eﬁ'krans@mﬁa%%n%gb%a é)gtg‘a%sg?.nﬁl%’)?rasnsformation table T

performs non-Iine%gﬁgg&fo[g@iQﬂﬂq;gr%#fﬁg{ﬂgﬂ%&‘og?i%%W%%mgveﬁqﬁcg%cking if the

function is bijective or not, the maximum differential probability is suffitieritly small or not, and so on:

10 The S-<pBx-seganesrangioumation Lt g%ziﬁg[ud%gﬁrp%' t gansformadion Wity L3 and a 1-bit
e

left rotational shifting unit 22 (in the figure, ™'<" of "<<<1" shows the left rotational left shift and "1"
shows 1 kigmBire=d-bit lefFrotational shiftingunit:22iperforss teftreiptionsh shifehy 1 bitt40 an output
from the S-box first transformation unit 13. For example, 15 when 1 is input, the S-box first
transformatorsimitEsiontputs7 244d dabitblefremiatied atwtiftitoeunid @2 autplits dk-lifte S-box first
transformation unit 13 and the S-box second transformation unit 14 are configured as shown in Fig.
12, one cAA'Bblarraformation unit 219 in Figs. 37, 39 through 42, which are not

shown in the figures. In cases of Figs. 39 through 42, the encryption unit

and the decryption unit can be implemented by the same configuration.

16 Embodiment 2.
Fig. 11 shows a configuration of a non-linear function unit F of the
non-linear data transformation unit 280.
The non-linear function unit F inputs F function input data 10,
perforfns non-iinear transformation, and outputs F function output data
15 40. 'Iﬁe F function input data 10 having 64 bité is divided into eightApieces
of data, and processed in the unit of 8 bits. Each 8-bit data is input to
each of eight XOR circuits 12 of a key function unit 25, XORed with an
extension key 11, and performed non-linear transformation using
substitution at an S function unit 20. Then, at a P functon unit 30, two
20 pieces of 8-bit data are XORed by sixteenn XOR circuits 815, and the 64-bit
F fuhction output data 40 is output. In the $ function unit 20, four S-box
first transformation units 13 and four S-box second transformation units
14 are provided.
Fig. 12 shows an implementation example of the S-box first

25 transformation unit 13 and the S-box second transformation unit 14.



effect, which is similar to the case in which two kinds of the transformation 20 tables T are provided,
though it is not required to have two kinds of transformation tables T. By including only one
transformation table T, the memory usage required for storing the transformation table T can be
decreased, and the circuit scale can be reduced. Further, as shown in Fig. 27, by providing a 1-bit right
rotational 25 shifting unit (">>>1" of the S-box third transformation unit 15 in Fig. 27) as 20 well as, or,
instead of the 1-bit left rotational shifting unit 22, a'similar effect can be obtained to a case in which a
different transformation table T is further provided. In another way, it is also possible to transform

input data y usingltisideatiséofriatiofitebte nafenahifing theinmuit.daia ydby:the dditS gkt rotational
shifting unit ("<<<1" of the S-box fourth transformation unit 16 in Fig. 27) provided for the input data y.

Fig. 27 sh@wiscasesidédly) They)wrackfatyatich siike<D), PriveaseR Obayer 3hialy<sr<d)<<<|,

s(y<<<i)>>>1, s(y>>>1)<<<l, s(y>>>1)>>>1 are also applicable. By making the shifted amount 1 bit, it
sometime$ssighetbposdiiean yedormardstea) 10:thespoasiia ot shifling4nrd blis rdhbitssin case that
CPUs, etc. have only 1- bit shift command. Further, when this shifting process is performed by
hardware WRRcRTsa¥ETRasHN Lotsiftingpitsomstrmes fecomegpdssibie: dosperfaem faster. Further,
the shifting is not limited to performed by 1 bit, but an arbitrary number of bits such as 2 bits, 3 bits
can b8 us&@ gy %Jérﬁfﬂ#&pb%ﬁ%iﬁaa) SORTSEPERISIS Zittsopsetinied e colires possible,to obtain a
similar effect to praviding different kinds of tables. Fig. 28 shows an S function unit 20 using the four

S-box firstl &hlsfé{iﬂﬂttrﬁﬁgfmﬁ%%‘lﬁi@ e 15 ordmséwh inThig. @nsformation

table T performs non-linear transformation determined under consideration
of security, e.g., checking if the function is bijective or not, the maximum
differential probability is sufficiently small or .ﬁot, and so on.

10 The S-box second transformation unit 14 includes the S-box first
transformation unit 13 and a 1-bit left rotational shifting unit 22 (in the
figure, “<<<” of “<<<1” gshows the left rotational left shift and “1” shows 1 bit).
The 1-bit left rotational shifting unit 22 performs left rotational shift by 1 bit
to an output from the S-box first transformation unit 13. For example,

15 whenlis .input, the S-box first transformation unit 13 cutputs"?, and 1-bit
left rotational shifting unit 22 outputs 14.

If the S-box first transformation unit 13 and the S-boﬁ second
transformation unit 14 are configured as shown in Fig. 12, one can obtain an
effect, which is similar to the case in which two kinds of the transformation

20 tables T are provided, though it is not. required to have two kinds of
transformation tables T. By including only one transformation table T, the
memory usage required for storing the transformation table T can be
decreased, and the circuit scale can be reduced.

Further, as shown in Fig. 27, by providing a 1-bit right rotational

25  shifting unit (*>>>1" of the S-box third transformation unit 15 in F 1g. 27) as



Another configuration of the P function unit 30 is shown in Fig. 31. 20 From 8-bit input data y" y2, y3,
y4, 32-bit data Z" Z2, Z3, Z4 are obtained by referring to S1, S2, S3, S4, respectively, and they are
XORed at a circuit 913. From 8-bit input data y5, y6, y7, y, 32-bit data Z5, Z, Z7, Z8 are obtained by
referring to S2, S3, S4, S1, respectively, and they are XORed at a circuit 916. This XORed result U.
and the former XORed result U, are 25 XORed at 0circuit 917 to output z,', z2', z3 , z4'. Then, the
XORed result U, 21 from the circuit 913 is shifted T0 the left by 1 byte (in Fig. 31, "<<<1" represents
1-byte rotational shift, not 1-bit rotational shift) at a circuit 918. The shifted result is XORed with the
output frof¥ eAbasregitiosead edtthe Ebitdeft Zetatsormsksifting ionfa) 23Dy auginil) 0f Fig: 33, Siis
configured using the S- box first transformation unit 13, S2 is configured using the S-box second
transform&#dh bhicbrisedsteonfigasedinsmbitie 8-sbfemeut tramsisfonatioricnitlde ST is configured
using the $-box fourth transformation unit 16. The 8-bit output data from each transformation 10 unit
is copied fOUFBRTcRI Hake 3R mRgiheramauitier abupicgsinl s tortrskedomputputatdysthree pieces
of the data %bit). The 1-byte rotational shift of the circuit 918 is a cyclic shifting by a unit of bit length

(8 bits = 1’b}f %ﬁ%%ﬁ%&@@é@%ﬁ&%@aﬁeﬁ@b@@%@m&m bmitwhobe:
Vo yd 2 RS o BT RF b Eramed 67 BRI eS S5155, SHRSUram ey:ie XORed 2t
circuit 933 é"i%“ﬁ&?g‘? %}OB%%E’QJ%%%‘ l%ﬁé Ezr:&%r{lzt& z;}tian%yt d%&%.yéy%h%@g 6c’ases of s(y),
s(yy<<<l, sly}>>>1, é(y<<<1), but cases of s(y>>>1), s(y<<<l}<<<l,
s(y<<<I)>>>1, s(y>>>1)<<<1, s(y>>>1)>>>1 are also appﬁcable. By making
the shifted amount .1 bit, it sometimes becomes possible to perform faster
10 than cases of shifting by 3 bits or 5 bits in case that CPUs, etc. have only 1-
bit shift command. Further, when this shifting process is performed by
hardware which performs only 1-bit shifting, it sometimes becomes possible
to perform faster. Further, the shifting is not lmited to performed by 1 bit,
A’but‘lan arbitrary nu;nber of bits such as 2 bits, 3 bits car be used. By
156 . shifting by an arbitrary number of biﬁs, It sometimes becomes possible to
obtain a similar effect to providing different kinds of tables.
Fig. 28 shows an S function unit 20 using the four S-box first through
fourth transformation units 13, 14, 15, 18 shown in Fig. 27. |
Anothgr configuration of the P function unit 30 is shown in Fig. 31.
20 From 8-bit input data v,, v, Vs, v. 32-bit data Zy, Ly Ty, L, are
obtained by referring to 81, 82, S3, S4, respectively, and they are XORed at a
circuit 918. From 8-bit input data v;, ve, ¥, Vs 82-bit data Ly, Zg, Lo, 7 are
obtained by referring to S2, S8, 54, S1, respectively, and they are XORed at a
circuit 916. This XORed result U, and the former XORed result U, are

25  XORed at a circuit 917 to output z,, 2, z., z,. Then, the XORed result U,



32-bit data Zs, Z6, Z7, Zs are obtained by referring to S9, SA, SB, SC, and 20 they are XORed at a
circuit 936 to output an operation result B. The operation result B is shifted rotationally to the right by 1
byte (in Fig. 32, similarly to Fig. 31, shifting is performed by a unit of bit length (8 bits = 1 byte) which
is processed by the S-box, not 1 bit) at a circuit 937 and the operation result B and the operation
result A are XORed at a circuit 938. This operatio ?5 result C is shifted rotationally to upper (left) by 1
byte at a circuit 939, and the 22 operation result C'is also XORed with the operation result A at a
circuit 940. This operation result D is shifted rotationally to upper (left) by 2 byte at a circuit 941, and
the operatiopredht BirsaisoNORed tifiafetouthia flofh e kileylie 989 dfig. cidduit’9axThis

operation result E is shifted 5 rotationally (tg the ngh}%:p 1b te at a circuit 943 and the_operation
result E i@%’?@ﬁéﬂ%ﬁ TR IRER P&ﬁ“t 5&9 At 6&5 GUE PO the circuit

.gégéfeoggm as smgztvsﬁrt % 6%‘ tra%forma un| %gglé% %g%ﬁéﬁ? sﬁ t, §gbzr?d gg :rr(]ed

conflgure%u?sk@g he S+box second transformation unit 14 and a logical shift, S7 and SA are
configured using the S-box third transformation unit 15 and a logical shift, S8 and SB are configured
usingsthe S-box fewtsHsansfarmaticarunip B @ne Figgical @i;ftisTdaﬁl@ig@IdsM&jg tisedsfor outputting
8-bit.output data from each 15 transformation unit to a predetermined location within the 32-bit output
data. ThebogidalsHiftineet-taatidttomte (B8], 03D sy teomiFHheed SAnE e SAHE6: st @RI 2 bytes in
S7 and SC, 3 bytes in S8 and S9. Namely, assuming 8-bit output from the transformation unit as z,
32-bit out rmation unit 14, S3 is configpured using the S-box third

transformation unit 15, S4 is configured using the S-box fourth
transformation unit 16, The 8-bit output data from each transformation
10 unit is copied four times to make 32-bit data, and further, 32-bit data is
masked to output only three pieces of the data (24-bit).
The l-bﬁe rotational shift of the circuit 218 is a cyclic shifting by a
umit of bit 1ength. {8 bits = 1 byte) which is processéd by the S-box.
Fig. 32 shows the P function unit whose conﬁguratlon is equivalent
15 o Fig. 31, but implementation is different.
From 8-bit input data yi, Y2, ¥s, ¥4, 32-bit data Zi, Zp, Zs, Z4 are
obtained by referring to S35, S6, S7, S8, and they are XORed at a circuit
833 to output an operation resuit A. From 8-bit input data s, ve, ¥7. V&,
32-bit data Zs, Zs, Z7, Ze are obtained by referring to 38, SA, SB, SC, and
20 they are XORed at a circuit 836 to output an operation result B. The
operation: result B is shifted rotationally to the right by 1 byte (in Fig. 32,
similarly to Fig. 31, shifting is performed by a umnit of bit ler;.gth {8 bits = 1 byte]
which is processed by the S-box, not 1 bit) at a circuit 837 and the operation
result B and the operation resuit A are XORed at a circuit 938. This operation

25  result C is shifted rotationally to upper (left) by 1 byte at a circuit 839, and the



be represented as [0,0,0,z] (0O shows each of eight bits is 0) in 55 and SA, 20 [0,0,z,0] in S6 and SB,
[0,2,0,01 in S7 and SC, [z,0,0,0] in S8 and S9. It is possible to implement using substitution tables
whose input is 8-bit and output is 32-bit, which is calculated for directly producing predetermined
output. In cases of Figs. 31 and 32, the apparatus can be provided, which 25 performs transformation
at higher speed than the transformation used for 23, the conventional E2 cipher shown in'Fig. 26, and
further on which flexible implementation is possible. In Fig. 11, when the S-boxes of the S function
unit 20 are configured respectively by different kinds of S-boxes, eight transformation tables T are 5
required. P eatdemerasatdCribelsthE S Rkasi thetbendiperatias sfavih AnEig.clesthesmemory usage
required for storing the transformation tables T can be reduced to at least a half. Further, eight pieces
of 8-bit data &t MRELR AT TesWioRaly shifiedsepbxtliesttianstonpaeprledi} bg anbstie &-aox second
transformation unit 10 14 shown in Fig. 12, so that the conventional eight respective S-boxes can be
replaced b§TREE Hbk MRt iHssrienation uaals dhdermw-FdxRedontt irtsiontmatiofromit 14. Fig. 13
shows another example_of the S-box of the S function unit 20. The concrete configuration is explained

in detail in M&tEEHRurar 7 187 Gal S Bigld Bidsion ERetittasdaharedrereliit for iusiifsadion and

division" (Japanese Patent Registration No. 2641285 [May 2, 1997]). 8-bit data is input to the S-box
it aﬁly r?atggb%i‘%}é%ag?é %%tﬁﬁalth% SIS A GRatYh WRAE 2948 geifigured by an

transformation Uit
N-bit (hereg, ;o ;160 XORed with the output from the circuit 941 at a circuit 944

Output F from the circuit 944 is output as z,, 2., 2., z,, and cutput from the
circuit 943 is output as z;, z¢, 2., Z.
55 and SC are configured using the S-box first transformation unit
10 13 and a logical shift, S6 and S9 are configured using the S-box second
transformation unit 14 and a logical shift, S7 and SA are configured using
the S-bex third transformation unit 15 and a logical shift, S8 and SR are
configured using the S-box fou,rt';h. transformation unit 16 and a .}ogical shift.
| The logical shift is used .for outputting 8-bit output data from each
15  transformation unit to a predetermined location within the 32-bit output
data. The logical shift is set to shift to the left by 0 byte in S5 and SA, 1 byte
in S6 and SB, 2 bytes in S7 and S_C, 3 bytes in S8 and S9. Namely,
assuming 8-bit output from the transformation unit as z, 32-bit output can
be represented as [0,0,0,z] (0 shows each of eight bits is 0) in S5 and SA,
20 [0,0,z,0] in S6 and SB, [0,2,0,0] in 87 and SC, {2,0,0,0] in S8 and S9.

It is possible to implement using substitution tables whose input is
8-bit an:d output is 32-bit, which is calculated for directly producing
predetermined output.

In cases of Figs. 31 and 32, the apparatus can be provided, which

25 performs transiormation at higher speed than the transformation used for



N=8) linear transformation unit 17, a subfield transformation unit 18, and 20 an N-bit linear
transformation unit 19. The N-bit linear transformation unit 17 performs operations of 8-bit data. The
subfield transformation unit 18 performs operations of only 4-bit data which are elements of Galois
Field GF (2). The N-bit linear transformation unit 19 performs an operation of 8-bit data. A linear
transformation unit 85 of the N-bit linear 25 transf%gnati_on unit 17 is a circuit which performs the linear
transformation 24 shown in Fig. 14. A linear transformation unit 87 is a circuit which performs the
linear transformation shown in Fig. 15. The linear transformation unit 85 can be replaced by a circuit

which perfbrensoarvedftiemubh BdcriphsprKedwaen: FapsfopNaliaD fanhe: 5:0eraidared aspne style of
affine transformations). Similarly, the linear transformation unit 87 can be replaced by a circuit which

performs iampibereaftungdratssfosmidiion. The linear transformation unit 85 transforms 8-bit data Q into
8-bit data (XI. The obtained 8-bit data (X9 is assumed to be an element of Galois Field (28). The

upper 4-bit data afd Fiethkllowes thie daten s arfibke) Dfdatanaraiesnestivelyasswngd as
elements of the subfield Galois Field (24) and output to the subfield transformation unit 18. Here, for
example, TésRASiEmE0 SfarRd)ibd saf Sdmentwhich satisfietthe dteduciye: palynemial
X8+X6+X5+X3+1=0, and a=8 236, a base of the subfield GF (24) can be represented as 15 [|, a,
a2,a3]. If #5€ Bl&ptentSsr BF paprXend: areseprbschtbdissingrhisn fredfoibwinghretationship can be
established as X' =Xo+$X,. (For data details, refer to Matui, Sakurai, "Galois Field division circuit and

shared citcBit for rAPIRRER HSBEEiIFRBRTIafn st Picrh Retiss ftonaNipn tables T

can be reduced to at least a half.
F“urther, eight pieces of 8-bit data are input time-divisionally to the
S-box first transformation unit 13 and the S-box second transformation unit
10 14 shown in Fig. 12, so that the conventional eight respecﬁve S-boxes can be
- replaced by the S-box first transformation unit 13 and the S-box second
transformation unit 14.
Fig. 18 shows another example of the S-box of the S function unit 20.
The concrete configuration is explained in detail in Matui, Sakurai,
15  “Galois Field division circuit and shared circuit for multiplication and
division” (Japanese Patent Registration No. 2641285 [May 2, 19977.
8-bit data is input to the S-box transformation unit 21, and 8-bit data
1s output. The S-box transformation unit 21 is configured by an N-bit (here,
N=8) linear transformation unit 17, a subfield transformation unit 18, and
20  an N-bit hinear transformation unit 19. The N-bit lnear transformation
unit 17 performs operations of 8-bit data. The subfield transformation unit |
18 performs operations of only 4-bit data which are elements of Galois Field
GF (2%). The N-bit linear transformation unit 19 performs an operation of
8-bit data. - A hnear transformation unit 85 of the N-bit linear

25 transformation unit 17 is a circuit which performs the linear transformation



2641285 [May 2, 1997])). The subfield transformation unit 18 is 20 configured only by operation units
each of which performs operations of 4- bit data. Here, as an example of extracting "subfield", the
subfield GF (2m) where n=2m can be considered for given GF (2n). In this example, n=8, m=4. 25
The subfield transformation unit 18 is an inverse element circuit using the subfield constructed by the
circuit shown in "Galois Field division 25 circuit angshared circuit for multiplication and division”
(Patent Registration No. 2641285 [May 2, 1997]).-As an operation result of this inverse element
circuit, upper 4-bit data and lower 4-bit data (Y, and YJ, each of which can be assumed as an element
of GF (24?1'&?%u$uﬁ’@ théds I|@aﬁ&%fmﬁmawblﬁa@YaNmnm@sumed as
an element of GF ( here Y = q(’?( +,BY1. A lained abave, this inverse element circuit is a

circuit for ESW\BWQ Sagﬁan 1fige e some ways of taking a "basis",

such as a "polyn a pres nfing ent of "finite field" 10
(how to take a be?glg mﬁfl%e Inverse e ement c?llrc%i%[n g rst gﬁﬁra% eI’IIISF(IS r% box%mﬁsf rmation
unit 21 shewicin Figfckeis ecommutedaiamithatiwidinddishwhichisahalhokhe Bi width (8

bits) of the data |nput for the non-linear transformation. Namely, the inverse element circuit is

charatterizeddigqedoeming:opsrgiions affiteottyAdit-data dﬂ&)ou@gﬁmmp@iat@ﬂ@eed may be
decreased by performing only 4-bit operations. This case has an advantage in that a scale of a
transformation unit 87 can be replaced by a cireuit which performs

another aﬁine transiormation.  The lnear transformation unit 85
transforms 8-bit data (X} into 8-bit data (X}. The obtained 8-bit data (X} is
assumed 1o be an element of Galois Field (28). The upper 4-bit data and

10 the lower 4-bit data (X, and XJ of data X' are respectively assﬁmed as
elements of the subfield Galois Field (24 and output to the subfield
transformation unit 18. Here, for examnple, let an element 8 of GF (28) be
an element which satisfies the irreducible polynomial X8+X6+35+X3+1=0,
and a=52% a base of the subfield GF {249 can be represented as

15 [l,a, a2 3], |f the eiements of GF (29, X, X, are regresanted using
this, the following relationship can be established as X' =X+8X. (For
details, refer to Matui, Salmr& “Galots Field division circuit and shared
circuit for multiplication and division” (Japanese Patent Registration No.
2641285 .[May 2, 19971, The subfield transformation unit 18 is

20  configured only by operation units each of which performs operations of 4-
bit data.

Here, as an example of extracting “subfield”, the subfield GF (2m)
where n=2m can be considered for given GF (29, In this example, n=8,
m=4,

25 The subfield transformation unit 18 is an inverse element circuit

using the subfield constructed by the circuit shown in “Galois Field division



whole circuit can be much smaller than a case of performing operations of 8-bit data. 20 - Further, a
second characteristic of the S-box transformation unit 21 is that the N-bit linear transformation unit 17
and the N-bit linear transformation unit 19, where N = 8, are provided at both sides of the subfield
transformation unit 18. When the S-box transformation unit 21 is implemented using the subfield
transformation unit 18, there is an 25 advantage that a scale of the whole circuit can be reduced and
the 26 configuration becomes simpler compared With a case employing a transformation table T

storing random value ’W?ii‘[@elfo the contrary, the_security may be degreased. Agcordingly, the linear
transform%ﬁétorafﬁé a %ahs ‘é#on)zo re éﬁ%ﬁh\éﬁ% otﬁ%ﬁ%e Fsub eﬁ%&
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subfield tranStormation unit 18 can eréd. ansforimations are performed

at both Si?ﬁée%é“@léfﬁ&?ﬁ%&ﬁ%iﬁ@{%ﬁé@f‘ &%&&&é&wﬁf@i&@e&@”@%ﬁ%@?@ﬂhe be

performed only at one side. In anot ay, the linear transformation 10 e performed at one

side, and %&@W&Mf%ﬂ@%ﬁxﬁ@dpﬁf%@%%éﬁ% %ﬁ?@@s'&@},'ﬂ%%ﬂx We-AeaSe in Whi,Ch
the key function unit 25 shown in Fig. 11, that is, the key function unit 25 placed before the S function

unit 30 afichthe B-duigtiomunibl0usnaw pinsedinfteithe SMundtieatnit2fsdarasd the&function unit
30. Fig. 30 shows a case in which the key function unit 25 is placed between the S function unit 25
and the Pefismetion ohiGB0(28), where ¥ = Y, «8Y,. As explained above, this inverse

element circuit is a circuit for computing ¥V = Y, +8Y, = 1/ +8X).

Further, there are some ways of taking a “basis”, such as a “polynomial

basis” and a “normal basis”, in representing the element of “Anite field”

10  thow o take a basis) in the inverse element circuit.

A ﬁrst characteristic of the S-box transformation unit 21 shown in
Fig. 13 is to compute data with a bit width {4 bits) which is a half of the bit
width (8 bits) of the data input for the non-linear transformation. Namely,
the inverse element circuit is characterized by performing operations of

15  only 4-bit data.

Although the computation speed may be decreased by performing
only 4-bit operations. This case has an advantage in that a scale of a
whole circuit can be much smaller than a case of performing operations of
8-bit data.

20 " Further, a second characteristic of the S-box transiormation unit 21
is that the N-bit linear transformation unit 17 and the N-bit linear
transformation unit 19, where N = 8, are provided at both sides of the
subfield transformation unit 18. When the S-box transformation unit 21 is
implemented using the subfield transformation unit 18, there is an

25 advantage that a scale of the whole circuit can be reduced and the



By employing the configuration shown in Fig. 29 or Fig. 30, one can have an effect that an
implementation provides a higher-speed operation 20 than the configuration shown in Fig. i 1 does.
Further, by modifying the generation of the extension keys, the same output can be obtained using

the configuration shown in Fig. 29 or Fig. 30 from the same input as the configuration of Fig. 11. In the
conventional F function unit shown in Fig. 26, two.S functions are provided, in each of which first an
operation with 25 the extension key is performed and then an operation of the S function is 27
performed. On the contrary, in the case shown in Fig. 29, a key function unit 25 is placed at the final

stage of thekifuncstonin thecars sh;mpl'@f Fieprsiphdhedkewitinction mz&isgplayg%bQWeen the S
function unit 20 and the P function unit 30. 5 Fig. 43 shows a case in which the non-linear
transformatemsimitEtitn\vialind-1 . 28timenmplogetkimntin eacryptizn amitie Ccontirargediyption  unit
500 shown in Fig. 3. Left data is input to the non-linear transformation unit F as F function input data
10, and F $6f6EBH susubdaizagasettpdcqsingy fihetiibnoutpuanaiaoasx®Redivith right data,
and the XORed result becomes left data of the next round. When the left data is input to the
non-linear R foFRRRA IRATORS (R E RREIBFAISAUL BataPthatthiesafie thite, #RsIdata is used

as right data of the next round. In the configuration shown in Fig. 43, operations of the key function
(it 98, thE RO TERSR 01 S A HE RSO AP ORI CHoG Y i HoF i

ransformalon im0 s eperalonioad PRSRILESAIES WD, S ek (Resrgastgymaton unit P
In Fig. 13, the linear transformations are performed at both sides of
the subfield transformation unit 18, however, the linear transformation can
be performed only at one side. In another way, the linear transformation
10 can be performed at one side, and the affine transformation can be
performed'at the other side.
Fig. 29 shows a case in which the key function unit 25 shown in
Fig. 11, that is, the key function unit 25 placed before the S function unit
20 and the P functon unit 30, is now placed after the S functon unit 20
15 ahd the P function unit 30. |
Fig. 30 shows a case in which the key funchon unit 25 is placed
between the S function unit 25 and the P function unit 30.
By employing the configuration shown in Fig. 29 or Fig. 30, one can
have an efiect that an implementation provides a higher-speed operation
20 than the configuration shown in Fig. 11 does. Further, by modifying the
generation of the extension keys, the same output can be obtained using
the configuration shown in Fig. 29 or Fig. 30 from the same input as the
configuration of Fig. 11. In the conventional F function unit shown in Fig,
28, fwo S functions are provided, in each of which first an operation with

25 the extension key is performed and then an operation of the S function is



speed processing can be achieved by distributing the operation load of the non-linear transformation
unit F will be explained below referring to the 20 figures. Fig. 44 shows a case in which the non-linear
transformation unit F' is used. The non-linear transformation unit F' is one where the key function unit
25 is removed from the non-linear transformation unit F shown in Fig. 43. The extension key ki is
XORed with left data Lo at an XOR circuit 891. 25 Further, the extension key k2 is XORed with right
data Ro at an XOR circuit 297. The left data is inp%?to the non-linear transformation unit F' as the F~
28 function input data 10, and transformed by the S function unit 20 and the P function unit 30.
Output fropetferdteR ciaitl29 tantt#re, Afutsioras iphiboaiad Fage XQ)Relta fane@fhcircuit 290
to output left data Li. On the other hand, the key generating units 300, 600 perform an 5 XOR
operation nhiih6xie mmredeys e dinkl 2 tagk cut et e mndified. ektetistordseystiska: The output Ri
of the XOR circuit 891 and the extension key ki+ks are XORed at an XOR circuit 298 to output the
right dataf Ehe3keytigekaradhgoiins 3001 64D inqakacask extwinsiorkeys duydierateriindbutput ki+ks,
k2+k4, k3+K5, ..., kie+kis. The key generating 10 units 300, 600 supply the modified extension keys to
the proce§'§§é F FaRtAB HEKLREar function process (F) to operate with the data. As a result, left

data Lis and right&géa is become the same as the left data.lis and the right data Rib in_case of Fig.
43. TRe modified nﬁgo &3 grg%%epﬁ}e‘g%cﬁiaﬁe FoRSEE SRS gﬂﬁ%oﬁb}fﬂﬁ ar function

process () and- operaiedant e dalg-ant $RESEAUENINOING CREBHINS WD the ke gata can be
performed outside
unit 500 shown in Fig. 3.
Left data is input to the non-linear transformation unit F as F
function input data 10, and F function output data 40 is output. The F
10  function output dafa 40 is XORed with right data, and the XORed result
becomes left data of the next round. When the left data is input to the
non-inear h‘allsfénnaﬁon unit F as the F function input data 10, at the
same tirne, the left data is used as right data of the next round. In the
configuration shown in Fig. 43, operations of the key function unit 25, the
15 S function unit 20, and the P function unit 30 are performed in the non-
linear transformation unit F, so the operation load becomes large within
the non-linear transformation unit F. An exampie case in which a higher-
speed processing can be achieved by distributing the operation load of the
non-linear transformation unit F will be explained below referring to the
20 figures.
Fig. 44 shows a case in which the non-linear transformation unit F’ is
used. The non-linear transformation unit ¥’ is one where the key function unit
25 is removed from the non-linear transformation unit F shown in Fig. 43.
The extension key ki is XORed with left data Lo at an XOR circuit 891.
25  Further, the extension key ko is XORed with right data Ro at an XOR circuit

297. The left data is input to the non-knear transformation unit F'as the F



the non-linear function unit F', namely, at the XOR circuits 297 and 298, while the operations of the S
function unit 20 and the P function unit 30 are performed in the non-linear function unit F'. Therefore,
the operations 20 of the key function unit 25 are eliminated from the non-linear function unit F, and the
load of the non-linear function unit F is distributed, which enables a high-speed implementation. Fig.
45 shows a case in which operations of the*whitening extension key kwi are performed as well as
operations of the other extension keys in 25 the_caﬁfiguration shown in Fig. 44. Fig. 45 shows a case
in which the key 29 generating unit previously performs an XOR operation of a part of the whitening
extension keydtominznddatafild exted dimmkiyrkidh dopelpetiSfkayganemingoaihmediies the
extension key) and supplies the operation_result to the XOR circuit 891. 5 The figure also shows a

case in Wtﬁc%gm@)@y geHerllind AP BTRIES Hhse GRS IT O RFpermdothsf B fanasiahe whitening
extencion RESSh LA i OGP AR S ROR O RSERL  h dbey. the operation.
o e XOR crcut GSSshoun St 0 B UGG, Eues U g Shoutin i 4 o o
operaon Teou 18 e ROR it 790, G S har, the hey pE o ot Do BRI COR
operation ekthashenagrtieiine whiteaing.extansign keykw2ant the-exiension key k18 (namely, the
exténsion key ki+ks are XORed at an XOR circuit 288 to output the right
data. The key generating units 300, 600 modify the extension keys to
generate and output Ki+ks, Ko+ka, Ketks, ..., kie+kis. The key generating
10 units 300, 600 supply the modified extension keys to the processes other
than the non-linear function process {F) to operate with the data. As a
result, left data Lig and right data R;s become the same as the left data Lis
and the right data Ris in case of Fig. 43.
" The modified extension keys are supplied to the processes other
15 than the non~3inéar function process (F) and operated mfh the data, and
consequently, the operations with the key data can be performed outside
the non-linear functon unit ', namely, at the XOR circuits 287 and 208,
while the operations of the S functon unit 20 and the P function unit 30
are performed in the non-linear function unit ¥°. Therefore, the operations
20  of the key function unit 25 are eliminated from the non-linear functon unit
F, and the load of the non-linear function unit F is distributed, which
enabies a high-speed anlerﬁéntation.
Fig. 45 shows a case in which operations of the whitening extension
key kw, are performed as well as operations of the other extension keys in

25  the configuration shown in Fig. 44. Fig. 45 shows a case in which the key



key generating unit modifies the extension key) and supplies the operation result to the XOR circuit
892. In this way, the operation of the XOR circuit 296 shown in Fig. 44 is 20 eliminated. Fig. 46 shows
a case in which the key function unit 25 is removed from the non-linear function unit F, and instead,
the key generating unit supplies the extension key k to the XOR circuit 298 when the non-linear
function unit F is configured as shown in Fig. 29. 25 Fig. 47 shows a case in which the key function
unit 25 is removed 30 from the non-linear function“unit F, and instead, the key generating unit
supplies the non-linearly transformed extension key k'=P(k) to the XOR circuit 298 when the

non-linear fggesiratiinit s copbigived psphewmin Fig. BORN JBe.CASEPI Y 4/ pame operation

: d ) ]
as performed by the P 5 function process is performed on the kéy data to generAgte non-linearly

transformesblsdtedain, et ieonohdingarly transformedikey dataissuppligditodhs pracesses other

than the non-linear function process (F) for processing data to be operated with the data as the key
data for prdcesgiagetatan inubothmosdste ofthig ®x46 weid ¥ khscadgedhsien funetignupit 25 is
eliminated 10 from the non-linear function unit F, the operation load of the non-linear function unit F is
reduced, anelsthié epératidi Bf thre ¥ OBStircuit 298 located outside the non-linear function unit F can
be performed in parallel with the operations performed by the non-linear function unit F, which
enables a high-spdég phetessintrol SEmisodimteseSin which the key generating unit

previously performs an XOR operation of a part of the whitening extensian
key kwy,, and the second extension key k, (namely, the key generating unit
modifies the extension key) and supplies the operation result to the XOR
circuit 297. |
10 In this way, the operation at the XOR circuit 283 shown in Fig. 44 can
be eliminated. Further, in a case shown in Fig. 45, the key generating unit
performs an XOR operation of a part of the whitening extension key kwy,,
and the extension key k;, (namely, the kev generating unit modifies the
extension kKey) and supplies the operation result to the XOR circuit 208, Vet
15 further, the key generating unit performs an XOR operation of the other pért
of the whitening extension key ew g and the extension key k,, (namely, the
key generating unit modifies the extension key) and supplies the operation
result to the XOR circuit 892.
In this way, the operation of the XOR circuit 296 shown in Fig. 44 is
20 eliminated.

Fig. 46 shows a case in which the kev function umit 25 is removed
from the non»iiﬁear function unit ¥, and instead, the key generating unit
supplies the extension key k to the XOR cireuit 298 when the non-Hnear
function unit F is configured as shown in Fig. 29.

25 Fig. 47 shows a case in which the key function unit 25 is removed



Fig. 16 shows a configuration of the key generating unit 300 (or the key generating unit 600) shown in
Fig. 1. The key generating unit 300 includes a bit length transformation 20 unit 310, a first G-bit key
transformation unit 320, a second G-bit key transformation unit 330, and a key shifting unit 340. From
the input key data having 128 bits, 192 bits, or 256 bits, the key generating unit 300 generates 128-bit
key data Kl and 128-bit key data K2, and outputs plural 64-bit extension keys. The bit length ]
transformation unit 310 converts the 25 bit length ofthe key data to be output so that the bit length of
the output key 31 data becomes fixed even if the key data having different number of bits is input. In

th it length: f ' ' tes k tg SKK;gh of 128 bit d
other v SORINABIEBEED i P Rl A S0 s

key data SK,,, of lower 128 bits and outputs the former to

and the keyafiiin Bunis 49, B (e laten s puBLGi he secopd Grhil key, rangfomation uni

330 and the keéy shifting unit 340. Further. 128-bit key data whic resu former

and the lagesdsoutibindae iy sio@-hitkey fransiormationsinit 326: £ inside. operations of
the bit length transformation unit 10 310. When th(ae 128?E)1i$k%y d%%ég%%n%é%s t%gtéﬁu%%rl&ﬁﬁl&h

wansformaion UAIGELOce ineuE key dataisouinuias key:daia Skhob.al thupper 128 bits without
any change. Further, key data SKI., of the lower 128 bits is set to 0 and output. 15"When the 192-bit

key daita istinptiido thedaidengthrsafisiondation dinit 319, heuppersh2i-hitdaa afithe iaput key data
is output as the upper.

transformed key data, and the non-linearly transformed key data is supplied
to the processes other than the non-linear function process (F) for processing
data to be operated with the data as the key data for processing data. In
both cases of Figs. 46 and 47, because the key function unit 25 is eliminated

10 from the non-linear function unit F, the operation locad of the non-linear
function unit F is reduced, and the operation of the XOR circuit 298 located
outside the non-linear function unit F can be performed in parallel with the
operations performed by the non-linear function unit ¥ which enables a
bigb-speed;pmcessing.

1B
Embodiment 3.

Fig. 16 shows a configuration of the key generating unit 300 (or the
kev generating unit -600) shown in Fig. 1.
The key generating unit 300 includes a bit length transformation

20 umit 310, a first G-bit key transformation unit 320, a second G-bit key
transformation unit 3l30, and a key shifting unit 340. From the input key
data having 128 bits, 182 bits, or 256 bits, the key generating unit 300
generates 128-bit key data K; and 128-bit key data K,, and outputs plural |

64-bit extension keys. The bit length transformation unit 310 converts the

25  bit length of the key data to be output so that the bit length of the outf,\ut key



128-bit key data SK,,,, without any change. Further, the lower 128-bit key data SK,,, is generated by
combining the lower 64 bits of the input 192-bit key data and the inverse 64-bit data, which is
generated by inverting the 20 lower 64-bit data of the input 192-bit key data, and output. When 256-bit
key data is input, the upper 128-bit data of the input key data is output as SKyllgh, and the lower
128-bit data is output as SK,,,. An XOR data of the 128-bit key data SKh;gh and SK,,, is input to the
first G-bit key transformation unit 320 from the bit Iéhgth transformation 25 unit 310, operated by two

round non-linear transformations, XORed with the 32 upper 128-bit key data SKh;gh, further operated

o T S S SR e of e o

2
data input to the bit length transformation unit bits; the key

5 extensiongysing Bind2-bkandan oMmIram e sk G-hi ey spslomalion ynit 320 and

the key data originally input. When the length of the key data input to the bit Ieng Hranstormation unit

310 is 192 pifs:08 1256 bitepthe 128-hitkandatawuiput fsgm the f&r@e@z%@éé@

&f%%%tll n unit 320
is further input to the second G-bit key transformation unit §§O, 10 XORed with the lower 128-bit key

data SK,,,, tipefatetkby iwhd gt Bayit liegastansionmations,andsk2Bahib key. data H24s,.autput. Two
pieces of 128-bit key data, from the first G-bit key transformation unit 320 and the second G-bit key

transfarmationtuni4830, aFerniitpyt tththe lkeyeshifiing eunip 340+ d hehkey shifting unit 340.generates the
extension key using the two 15 pieces of 128-bit key data and the key data originally input. The key
shifting unit34tsfntndénn shift B8Gisted Alg4ken shiffting unit 340, Further, 128-hit key
data which is an XORed result of the former and the latter is output to the
first G-bit key transformation unit 320.
| Fig. 17 shows inside operations of the bit length transformation unit
10 310.
When the 128-bit key data is input to the bit length transformation
unit 310, the input key data is output as key data SK,;: of the upper 128 bits
without any change. Further, key data SK, , of the lower 128 bité 18 set 1o 0
and output. | |
15 When the 192.bit key data is input to the bit length transformation
unit 310, the upper 128-bit data of the input key data is output as the upper.
128-bit key data SK,,;, without any change. Further, the lower 128-bit key

data 8K, is generated by combining the lower 64 bité of the input 162-bit

jow
key data and the inverse 64-bit data, which is generated by inverting the
20 lower 64-bit data of the input 192-bit key data,' and output.
Wher 256-bit key data.is input, the upper 128-bit data of the input
key data is ouﬁ:put as SK;;;,, and the lower 128-bit data is output as SK__.
An XOR data of the 128-bit key data SKien and SK,, is input to the
first G-bit key transformation unit 320 from the bit length transformation

25  unit 310, operated by two round non-linear transformations, XORed with the



register B 342, a shift register C 343, a shift register D 344, and a shift control unit 345. The shift
control unit 345 outputs a select signal 346 to each of the shift registers to control the operations of
the shift registers. 20 Fig. 18 shows a configuration of the shift register A341. The shift register A 341
includes a selector A 347 having a group of switches for 128 bits and a register A 348 having 128 bits.
A select signal 346 includes a switch signal to indicate to connect all the switches of the selector A
347 at the same time to either of A side and B sidé."The figure 25 shows a case in which the group of
switches of the selector A 347 has selected 33 A based on the select signal 346, and in this case, the

register A 3ggepenfomnsit aaiatianal sift o thedslibydd hits sFHuhes when the, group of switches is
connected to B, the register A performﬁsqfﬁhe rotational Sgr'ﬂft to the Igéft b)?15&%|]tt§ #ng"]%%% shift or

17-bit shiftis peféermesbby anedciordk syclenoihbg I{g{r{@gﬁ%ﬁﬁiﬁing bits (15, 17) is one of examples,
and other number of shifting bits can be applied. Fig. 19 shows a part of a control table stored in the

shift control unit 3#%heEhetbentiekigtie isfa thble Btaring fiaw many:bits,theregister ?&%@ 10 at each
clock. For example, in the register A control table, at the first clock, it is specified to shi gy 15 bits.

And, at thersexdocheiook; itisi sfdifind DS hift, mhidaer 45 bits -Similadyoateach ofthgthird clock
and the fourth clock, it is specified to shift by 15 bits. At each of the fifth through the eighth clock, it is
specified toxspifsion 17eyitsibg-igi20 2hidiils kepontrobresuib undeowhidietife-shift genteehunit 345
controls each shift register using the table shown in Fig. 19 in case of
transformation unit 320 and the key data originally input. When the length
of the key data input to the bit length transformation unit 310 is 192 bits or
256 bits, the 128-bit key data output frc;m the first G-bit key transformation
unit 320 is_fuﬁher inpuﬁ to the second G-bit key transformation unit 330,
10 XORed with the lower 12'8—bit key data SK,,, operated by two round non-
linear transformations, and 128-bit key data K, is output. Two pieces of
128-bit key data, from the first G-hit key transformation. unit 320 and the
second G-bit key transformation unit 330, are output to the key shifting unit
340. The key shifting unit 340 generates the extension key using the two
15 piéces of 128-bit key data and the key data originally input.

The key shifting unit 340 includes a shift register A 341, a shif
register B 342, a shift register C 343, a shift register D 344, and a shift
control unit 345‘. The shift control unit 545 outputs a select signal 346 to
each of the shift registers to control the operations of the shift registers.

20 Fig. 18 shows a configuration of the shift register A341.

The shift registér A 341 includes a selector A 347 having a group of
switches for 128 bits and a register A 348 having 128 bits. A select signal
346 includes a switch. signal to indicate to connect all the switches of the
selector A 347 at the same time to either of A side and B side. The hgure

25  shows a case in which the group of switches of the selector A 347 has selected



generating the extension key from the 128-bit key data. The upper 128-bit key data SKK;gk, input from
the bit length transformation unit 310 is set in the shift register A 341. The 128-bit key 20 data K,
output from the first G-bit key transformation unit 320 is set in the shift register B 342. Under this
condition, the shift register A 341 and the shift register B 342 operate based on the control table
shown in Fig. 19. In Fig. 20, data in a column having a slant shows to be ignored and not to be
output. Data in the other columns are output as exiénsion keys as shown in 25 Fig. 21. 34 Fig. 21
shows a correspondence between the value of the registers and the extension key. Fig. 20 shows a

case in whioh g1 30l 3 03 agHed e s s AsRcclodh A fam W i dlock st are

performed by 17 bits at each 5 clock. Decision to output or not to e upper Bl%sand the

lower 64 Qitsrenihe shiftreg'sierBrdsd andige shifiragisietR 24235 %gl%dﬁf;&ﬂg%%gg and its

outputting order are specified in the control table, which is not shown in ccording to

the controlstabledaveauiputing dhe sselestsionab a6 incliding an outprtdnsirictionesignalto the shift

register, 10 the extension key is output from each shift register by 64 bits, Fig. 22 shows a case in

which the'lsxtensiti Reylis garierated Troro dher: 192:bitror256-bit key: datai-Namely, the upper 128-bit
key data SK,,,,, input from the bit length transformation unit 310 is set in the shift register A 341, the
lower5128-bit 15 Ky datanBiii ofs seffinthé ghift 1Egister B 342 the da8hitkey-datadthoutput from
the first G-bit key transformation unit 320 is set in the shift

number of shifting bits can be applied.

Fig. 10 shows a part of a control table stored in the shift control unit

The control table is a table storing how many bits the register shifis
10 ateachclock. For example, in the register A control table, at the first clock,
it is specified to shift by 15 bits. And, at the second clock, it is specﬁed to
shift by further 15 bits. Similarly, at each of the third clock and the fourth
clock, it is specified to shift by 15 bits. At each of the fifth through the
eighth clock, it is specified to shift by 17 bits.
i5 Fig. 20 shows a control result under which the shift control unit 345
controls each shift register using the table shown in Fig. 19 in case of
generating the extension key from the 128-bit key data.
The upper 128-bit key data SKME}] input from the bit length
transformation unit 310 1s set in the shift register A 341. The 128-bit key
20  data K, output from the first G-bit key transformation unit 320 is set in the
shift register B 342. ﬁndez this condition, the shift register A 341 and the
shift register B 342 operate based on the control table shown in Fig. 19. In
Fig. 20, data in a column having a slant shows 1o be ignored and not to be
output. Data in the other columns are output as extension keys as shown in

25 TFig. 21.



register C 343, and the 128-bit key data K2 output from the second G-bit key transformation unit 330
is set in the shift register D 344. Data in a column having a slant shows keys not used for the 20
extension keys. Fig. 23 shows a correspondence between the value of the register and the extension
key. The keys not used for the extension keys and the correspondence between the value of the
register and the extension key shown in Fig. 23 are 25 stored in the control table located in the
controller. 35 As shown in Fig. 19, the shift controt tinit 345 stores the number of bits for shifting the
key data set in the shift register A 341. Namely, the extension keys are generated sequentially by

shifting the key da@genin ihewaill tegisieicA 34AdY BQw AR TP £1& ARLls, 2, = 60 bits,
Z4 =77 5 bits, Z5 = 94 bits, 26 = 111 bitsg,%{omd Z7= 128vgi?s as shon%%i[r?t%?e S elftégé%lsttgerrs A control

table. The shihtbktbetauBIbek@kshifting bits becomes 15+15+15+15+17+17+17+17 = 128, so that the
128-bit register performs the 128-bit rotational shift and the register returns to the initial status. 10 The

reason why the suRigf3behewberdabshiftinnbits o magei£28. hits {ire-aummber bhits of the register)

to return to the initial status is that the next processing can be started at once if the next processing is
assigned tatheclegistendftherinitial &fatusldRinthenfin caseofderiauning am nverse drapsformation

(decryption), the process for generating the extension 15 key is started from the initial status, and
accordiingl§sbth dlehsiorabstortmation @ricryption) wnthiheimeerse trensierination ¢lacryption) can
bits from the shift register A 341 and the shift register B 342 as the extension
key and its outputting order are specified in the control table, which is not
shown in the figure. * And according to the control table, by outputting the
select signal 8486 including an output instruction signal to the shift register,
16 the extensiop key is output from each shift register by 64 bits.
Tig. 22 shows a case in which the extension key is generated from the
192-bit or 256-bit key data.
Namely, the upper 128-bit key data SK, input from the bit length
transformation unit 310 is set in the shift register A 341, the lower 128-bit
15  key data 5K, is set in the shift register B 342, the 128-bit key data K,
output from the first G-bit key transformation unit 320 is set in the shift
register C 343, and the 128-bit key data K, output from the second G-bit key
transformation unit 330 is set in the shift register D 344.
Data in a column having a slant shows keys not used for the
20  extension keys.
Fig. 23 shows a correspondence between the value of the register and
the extension key.
The keys not used for the extension keys and the correspondence

between the value of the register and the extension key éhown i Fig. 28 are

25  stored in the control tabie located in the controller.



be performed by setting the initial status. Further, the reason why the sum of the number of shifting
bits is not made greater than 128 bits (the number of bits of the register) is to prevent the generation
of identical values as the 20 status within the same shift register due to performing the shift more than
one cycle (greater than 128 bits of shift). This is because, for example, performing the rotational shift
by 2 bits, which is less than 128 bits (the number of bits of the register) and performing the rotational
shift of 130 bits, which is greater than 128 bits (thé%umber of bits of the register), produce 25 the
identical value. It is desirable to set such values in the register A 35 control table that, on performing

the shifts of the registehbyprie Bigleithenusitiér ebshifiing:bits34Biesdrerotharkiipughthe one
cycle. However, in order to facilitate the configuration of the shift register, it is desired to shift by the

fixed numhetofhitehifnrefole, kae daisteetsicontigusaifiors gettarm tBoIkingsahshiftsday 15 bits
and 17 bits (at one clock), and the shift operation by different number of bits can be implemented

using the tywiekinds dfestifise apomring detuméainaihgipretadire; Set theyrdationssathdisZ, - Z, = 15
(here, Z, - Zq=B1), Z2 - Z, =30 (namely, Z, - Z, = 2B,), therefore, Z2 - Z, = 2(Z, - Zo). Further, as
shown in $ifheshisteedisiél BeantoltableZset Werdmtibnsd et Z, Z 24 603k (hele =ZF - Z4 =

2B2), Z6 - Z, = 17 (namely, Z6 - Z, = B2), therefore, Z6 - Z, = 2(Z6 - Z5). Namely, the differences
betwelen thétsufniie B GREhifing bits Biesnfdtfe 45~ Bilddrigssps ko Gl bite shafBzemisieand the
number of shifting bits (30 bits or 34 bits) is set to an integral multiple (2 times = | times) of the number
15 of bits éS’W@%@?}?bits) for one time shifting. In this way, as the differences of the number of

shifting bits are oM sum  of  the number of shifting bits  becomes

15+18+15+15+17+17+17+17 = 128, so that the 128-bit register performs the
128-bit rotational shift and the register returns to the initial status.

10 The reason why the sum of the number of shifting bits is made 128
bits {the number of bits of the register) to return to the initial status is that
the next processing can be started at once if the next processing is assigned
to the register of the initial status. Further, in case of performing an
inverse transformati_on (decryption), the process for generating the extension

15 key is started from the initial status, and accoréingly, both of the
transformation (encryption) and the inverse transformation (decryption) can
be performed by setting the initial status. Further, the reason why the sum
of the number of shifting bits is not made greater than 128 bits (the number
of bits of the register) is to p;event the generation of identical values as the

20 status within the same shift register due to performing the shift more than
one cycle (greater than 128 bite of shift). This is because, for example,
performing the rotational shift by 2 bits., which is less than 128 bits (the
number of bits of the register) and performing the rotational shift of 180 bits,
which is greater than 128 bits (the number of bite of the register), produce

25 the identical value. It is desirable to set such values in the register A



either the number of shifting bits for one time or the multiple by the integer which is greater than two (|
times, | is an integer greater than 2) and the number of shifting bits for one time, by operating the shift
register A 341 one 20 time or two times (I times), it is possible to easily implement shift operations of

which the number of shifting bits stored in the control table. To operate two times (I times) means that
the shift operation finishes with two clocks (I clocks) of the operation clock supplied for operating the

shift register A 341. Here, on shifting | times (two times), both the higher data and the 25 lower data of
the shifted dataup to | - 1 times (2 - 1 = 1 time) are ignored 37 and are not used for the extension key.

For examptenirrelatebid shiftingirparfanmidl thé2skd8s bE (K2 rdniibe wrmhergbrhifing bits at one
time) = (45 - 15)115 = 2, and both the higher data and the lower data of the shifted data after shifting |-

- | times (2nubbdrtivhiehHtenigbited aridiersghilisel fortba fhestiensienckels. Thisarberseen in Fig.
20, in which the columns of key[8] and key[9] have slants, showing that these keys are not used for
the extensiorokéss taddcgiteeeortizotivnfitherhigher dathanshife lewktdati ok thesshifted data after
shifting | times (2 times) is or are used as the extension key. This can be seen in Fig. 20, which shows
key[12] an8bkéy IRt acelitedontputas the eittensiBDhkeysrdhereasaisterhisthershift:epération based
on multiple by the integer greater than two is employed as described above are to enable to perform
the sHiftingSBEAHGRAMY EnBRLOFRAIRY DLt Bide 30¢=1T) o) #iteps4iecky Xr2) thitsstgfias (= 15 X
3) bitsor 51 (=17 Xi)bbit,s etc.), which varies the number 15 of shifts and further to improve the
security. ATRETRETR 'r@mﬁﬁé eSS Ohrbiactrn WhidHine Rl ding Het used for the

extension E‘E‘X&E of shifte, according to the following procedure.

Set the relation so that Zl‘_ Zo = 15 (here, Z, - Z,= B}, Z, - Z, = 80

(namely, Z, - Z, = 2B,), therefore, Z, — Z, = 2(Z, — Z,). Further as shown in
10 the shift register B control table, set the relation so that Z, - Z, = 34 (here, Z, |

-2, = 2By), Zy— Z;= 17 (namely, Z, — Z, = B,), therefore, Z, — 7, = 2(2; — Z).

Namely, the differences between the numbers of shifting bits are made 15

bits and 30 bits, or 17 hits and 34 bits, and the number of shifting bits (30

bits or 34 hit_s) 1s set to an integral multiple (2 times = [ times) of the number
15  of bits (15 bits and 17 bits) for Oﬁe time shifting.

In this way, as the differences of the number of shifting bits are set to
either the number of shifting bits for one time or the multiple by the integer
which is greater than two (I times, I is an integer greater than 2) and the
number of shifting bits for one time, by operating the shift register A 341 one

20  time or éwo times (I times), it is possible to easily implement shift operations

of which the number of shifting bits stored in the control table. To operate

two times (I times) means that the shift operation finishes with two clocks (I
clocks) of the operation clock supplied for operating the shift register A 841.

Here, on shifting [ times (two times), both the higher data and the

25  lower data of the shifted data up to I — 1 times (2~ 1 = 1 time) are ignored



also to improve the security. It is desired to generate the data which is not used for the extension key
(in Figs. 20 and 22, keys of columns having slants, which are not used for 20 the extension keys)
when, for example, the processing of the hardware or the processing of the program is not
consecutively performed. For concrete examples, in Fig. 3, it is desired to generate such data when
the operations of the normal data transformation unit (FL) and the inverse data transformation unit
(FL") are performed, or before or after such operat'r%?ns 25 or at idle times of processes or switching
times of processes such as a 38 function call by a program, a subroutine call, or an interrupt handling
process. TRgE Rsl t lg shows i £ j e specifies the
number of shiftﬁ?géakﬁ%g (i)’?fgé“BE,§ ga g %%11{9%?{98&:% m?%?&%n]vﬁ}g’rg}a% %%’.%%%%’é%%?@?p than 1) and
the number. ok fEfioa sl BBXO7)Aehd blfbe bdsHikinbheies a0 igopLqiater than 0.

J, =J2 or J, =J2). To set the shifting amount to a =1 of the integral multiple of 8 Is to perform the shift
by odd bits, syhish-impeaue s ita sheusiiyhepmparesnuitiReriorming:the shilt orly:hy even bits, since
the operation of 10 the extension key in the data processing unit is made by 8-bit unit, that is, even
bits unit. Aafiesints fiteshiftingameuit-can-be det by = addingisubtracting it todsem thg multiple of 8,
for example, on some CPU which has only 1-bit shifting command, the shift operation such as above
perforins shighapeekeprocEbsingacohwesed witfrahifidg hy & hitsorte hitdukbnAnd alseisin case that
this shift operation using the hardware which can shift only 1 bit, there are cases possible to perform a
high-spee@pfodesdi®lg.nave siants, showing that these keys are not used for the

extension keys. And either or both of the higher data and the lower dats of

the shifted data after shifting I times (2 times) is or are used as the extension

key. This can be seen in Fig. 20, which shows key[12] and key[13] are
10 output as the extension keys.

The reasons why the shift operation based on multiple by the integer
greater than two is employed as described above are to enable to perform the
shifting of not only 15 bits or 17 bits; but also 30 (= 15X 2) bits, 34 (= 17X2)
bits {or 45 (= 15X 3) bits or 51 (= 17X 3) bits, etc.), which varies the number

15 of shifté and further to improve fhe securitgr. And, the reason why the cases
are provided in which the shifted data is not used for the extension key is
also to improve the security.

it is desired to generate the déta which is not used for the extension
key (in Figs. 20 and 22,_ keys of columns having slants, which are not used for

20  the extension keys) when, for example, the processing of the hardware or the
ﬁrocessing of the program is not consecutively performed. For concrete
examples, in Fig. §, it is desired to generate such data when the operations of
the npormal data transformation unit (FL) and the inverse daté
transformation unit (FL") are performed, or before or after such operations

25 or at idle times of processes or switching times of processes such as a



In the above description of the bit length transformation unit 310, three kinds of bit widths of key data
are input. Even when the key data having Q bit length, in which Q is between 128 bits (G bits) and
256 bits (2G 20 bits) (G<Q<2G), the bit length transformation unit 310 can extend the key data to the
same size of the key data when the 256-bit key data is input, using some kind of algorithm. Namely,
when the key data having length of Q, which is be# een G bits and 2G bits, is input, the bit length
transformation unit 310 can convert the key data of Q bits into the key data 25 of 2G bits. 39 Next,
non-existence proof of an equivalent key will be explained referring to Fig. 34. In the following

~ explanatiof;gkFi +}de O itis.a um dto |n 28-bit key
data SKI and Skk%aéé%ﬂ Slbgsﬁ a%%at%h%qgﬁ%%%%qg%for%a ion u%et 318 LLL]£? &%%’IEIM,, = SKi

= (SKHI I gddadeom SKI and SKZ,, = SK2 = (S_K_Trl12 SKL2) from SI?, Here, SKIL (i = 1,2) means
the upper 64-bit data of SKi and SKLi (i = 1,2) means the lower 64-bit data of SKi. Assuming that XOR

data of SKFIl and BKHZH8 dacheaigh XOR dataehdd SKrla s ajd ‘at least
LA*0 or .LiB=0O" since 81(1 Sk2. As shown in Fig. 34, these %ﬂ,&%%ﬁ Ig:’lge(l:iogrr?ieg I?%SC @‘ﬁ LB+ LC,

respectivetynibyoieceiVingthefwotioundsokaor-ineas fapsfornaions XThis, meansthat XOR data
(AAI AB) of SKlh;gk, and SK2high becomes XOR 15 data (Li A+ AD IAB+ L C) aftér ‘performing the
two rdunds‘eh,nor: limdear ¢rdpstormatioageto Siclhigh ahdihe) tmmm@l@ﬁﬁ@:&ﬂ%ﬂﬁﬁ?{ymg the
bits of B,=8X2+1=17(B,=8XJ,+ 1, Where J,1s an integer greater than 0,
Jd, = J, or J, ".w—'*JZ). To set the shifting amount to 2 =1 of the mtegral
multiple of 8 is to perform the shift by odd bits, which improves the security
compared with performing the shift only by even bits, since the operation of
10 the extension kéy in the data processing unit is made by 8-bit unit, that is,
even bits wunit. And since the shifting amount can be set by
adding/subtﬁacting 1 bit to/from the mﬁltiple of 8, for example, on some CPU
which has only 1-bit shifting command, the shift operation such as above
performs a high-speed processing compared with shiftihg by 3 bits or 5 bits,
15 And also, in case 'tha"{‘: this shift operation using the hardware which can shift
only 1 bit, there are cases possible to perform a high-speed processing.
In the above description of the bit length transformation unit 310,
three kinds of bit widths of key data are input. Even when the kev data
having Q bit length, in which Q is betweer 128 bits (G bits) and 256 bits (2G
20 bits) (G<Q<2G), the bit length transformation unit 310 can extend the key
data to the same size of the key data when the 256-bit key data is input,
using some kind of algorithm. Namely, when the key data having length of
Q, which is between G bits and 2G bits, is mput, the bit length

transformation unit 310 can convert the key data of Q bits into the key data

25  of 2G bits.



two rounds of non-linear transformations to SK2hih. Accordingly, when these pieces of data after
performing the two rounds of non-linear transformations are XORed with SKlh;gh and SK2higy,
respectively, at an XOR 20 circuit 999, the XORed results of two pieces of data become (LD | A C). If
the non-linear transformation is a bijective function, inputting LXr0 always causes to output LY*0, so
that when "at least LA*0 or nB#0", it can be said "af least Li C*O or 1\D=;"-O". Therefore, since it is
impossible to output the same data from SKlhigh 3nd SK2*h through the two rounds of non-linear 25
transformations, non-existence of the equivalent key is proved. 40 On the other hand, as shown in

Fig, 35; another C%?%IHIR)%C%H& %rc%d#po\gf]iglg thrif1 roi,lnds nowﬂfnebar tr form tions are
n

performed instead of two rou non-finear transformations. nce oA bEs&i ﬁlul)ée t A A-10 or
A B-*0", thege. maybe %e4$uch that either A5 AorABcanbeO.IfAA=0,AC=0, and in the
same manner as discussed above, the XOR data (0 A B) of SK1 h and SK2h,gh becomes the XOR

data (A B+ _L £ | ADhaftenagrigmingdhedygesedads ol nonaneas Sanslernaliona e, SKinan and

the transformed data after performing the three rounds of non-linear trans 2h;gh.

Accordingly, whenH&r-theses pisses, ofl datanafier reeeivingihetbreg rounds of norkineat:
transformations are XORed with SKlh ,gh and SK2h;gh, respectively, at the XOR circuit 999, the

XORetl resafidaf) twapices telata besothe tABiifzh AR AR bleewhendt syassumed A B= A
D= A E * 0, the following is true: '(AB+ AE | AB+ L D) =(010). That is, when these pleces of data

after 15 pedfdinmir§ ¥ié thBaeliourdsnof Hanelink Siimn sforfitatiensSHe IR OREU wvith. 9 Kilkgh and
SK2h,gh, respectively, the operation results are the same.
Here, SKHi (i = 1,2) means the upper 64-bit data of SKi and 8KLi (G = 1.2}
means the lower 64-bit data of SKi.
Asguming thgt XOR data of SKH1 and SKH21s AA and XOR data of
10 SKL1! and SKL2is AB, it can be said “at least AA=0 or AB=0" since SK1
. =SK2.
As shown in Fig. 34, these AAand ABbecome AA+AD, AB+AC,
respectively, by receiving the two rounds of nom-linear transformations.
This means that XOR data (AA| AB) of SK1,,, and SK2,,, becomes XOR
15 data (AA+AD| AB+AC) after performing the twe rounds of non-linear
transformations to 5K1,,, and the transformed data after performing the
two rounds of non-linear transformations to SKEhigh. Accordingly, when
these pieces of data after performing the two rounds of non-linear
transformations are XORed with SK1;,,; and SK2,,,, respectively, at an XOR
20 circuit 999, the XORed results of two pieces of data become (AD! AC). If
the non-linear transformation is a bijective function, inputting A X0 always
causes to output AY+0, so that when “at least AAF0or AB*0", it can be
said “atleast AC*0or AD0". Therefore, since it is impossible to output

the same data from SK1,,, and SK2,,; through the two rounds of non-linear

25  transformations, non-existence of the equivalent key is proved.



Namely, SKIh,h and SK2h;gh output the same data, so that the equivalent keys exist, which are
troublesome in respect of the security. Not only the above-mentioned case of three-round non-linear
20 transformation, a general non-linear transformation may output the equivalent K, from different SKI
and SK2, that means an equivalent key may exist. However, it is possible to prove the non-existence
of the equivalent key when the two-round non-lin%%r transformation according to the present
embodiment is employed. 25 Further, there may be another case in which the non-existence of the 41
equivalent key is proved other than the two-round non-linear transformation according to the present

embodiment, howexertids qyieierable 0 use Mpwwonurdondinealransformatignpegause of a

simple configuration in addition to the proved non-existence of the equivalent key. 5 Fig. 24 shows a

computer tarigidletidg the Waiakrapsfomatiopouniti obenesyRLioR 20801 be dalamansiprmation unit

for decryption 400. The data transformation unit for encryption 100 and/or the data transformation unit
for decryptienféfifidd costracted tortheobus asfanprnlede sirewi hapre: THisarintedcGyithoard is

provided with a CPU, a memory, 10 and a logical circuit element, and encrypts plaintexts supplied
from the CRUsHERIO KipbestextsAmSiAgthe A mirationadyoperatinanddbtitings tiedata: to the CPU.
Or it decrypts ciphertexts supplied from the CPU and returns the plaintexts to the CPU. In this way,
the ddta transforfmticaturiiefdt. ensryptibr=L@0 ok the=1% damdransfdrenationeumitfandectyption 400
can be implemented by the hardware. Further, the data transformation unit for encryption 100 or the
discussed above, the XOR data (01 AB) of SK1,, and SK2,,, becomes the
XOR data (AB+AE| AD) after performing the three rounds of non-linear
transformations to SKl,,, and the transformed data after performing the
three rounds of non-linear transformations to SK2,,. Accordingly, when
10  these pieces of data after receiving the three rounds of non-linesr
transformations are XORed with SK1,,, and SK2,.,, respectively, at the
XOR circuit 299, the XORed results of two piec:és of data become (AB+AE]
AB+AD). Here, when it is assumed AB=AD=AEZ0, the following is
true: (AB+AE| AB+AD) = (010). That is, when these pieces of data after
15  performing the three rounds of non-linear transformations are XORed with
SK1,,; and SKZ2,.,, respectively, the operation results are the same.
Namely, SK1;,, and SK2,,, output the same data, so that the equivalent
keye exist, which are troublesome in respect of the security.
Not only the above-mentioned case of thres-round non-linear
20  transformation, a geme.fai non-linear transformation may ouiput the
eqm’%aient K, from different SK1 and SK2, that means an equivalent key
may exist. However, it is possible to prove the non-existence of the
equivalent key when the two-round non-linear transformation according to

the present embodiment is emploved.

25 Further, there mav be another case in which the non-existence of the



data transformation unit for decryption 400 can be also implemented by the software as the data
transformation method. Namely, the above operation can be performed using the program stored in a
magnetic disk drive or a 20 flexible disk drive. In another way, the above operation can be
implemented by combining the hardware and the software, though this is not shown in the figure.
Further, it is not required to implement all the above_operation using one computer, but it is possible to
implement the above operation by a distributed sy tem such as a server and a client, or a host
computer and a 25 terminal computer, though this is not shown in the figure. 42 In the foregoing Figs.

1th h ion,f d the fi haying t
g R T SR R Soove block

block diagrams of the data transformation unit'an

diagrams %ﬁﬁfﬁﬁl%%wig}émﬁ?%ﬁﬁéﬁ%&@ o g}?%h%fg? %%%E%% can be cgnsidered as

operation flowcharts or program flowcharts showing the data’trans on method- - h 8foregoing
embodimenis, aoease inuhish 12:hiplsinient ande cialieriexly Aicyysed as haen explaned. but the
data can be 256-bit plaintexts and ciphertexts, or plaintexts anda c%ﬁ%lﬁexfg %% inggatl}hg(()}?hléjr 10

number of Digitkasthethin theforegeing:embadinmgnis.  gase:in which, 128-bit, 192- bit, 256-bit key
data and 64-bit extension keys are used, but the key data can have another number of bits. If the bit

lengthéof the plainféxts andibersipheriextschekaydnitidb and dheLxiansionkey;are changed, of
course, the bit length to be processed by each unit, each step, or each process is changed according
to the bit for encryption IUQ or the data transformation unit for decrvption 400,
The data transformation unit for encryption 100 and/or the dats
transformation unit for decrvption 400 is connected to the bue as é, printed
circuit board. This printed circuit board is provided with a CPU, a memory,
10 and a logical circuit element, and encrypts plaintexts supphied from the CPU
into ciphertexts using the above-mentioned operation and returns the data
to the CPU. Or it decrypts ciphertexts supplied from the CPU and returns
the plaintexts to the CPU.
In this way, the data transformation unit for encryption 100 or the
15 data transformation unit for decryption 400 can be implemented by the
hardware. Further, the data transformation unit for encryption 100 or the
data transformation unit for decryption 400 can be also implemented by the
software as the data transformation method. Namely, the above operation
can be performed using the program stored in a magnetic disk drive or a
20  flexible disk drive. In another way, the above operation cé_n be implemented
by combining the hardware and the software, though this is not shown in the
ﬁguz;e. Further, it is not required to implement all the above operation
using one computer, but it is possible to implement the above operation by a

distributed system such as a server and a client, or a host computer and a

25 terminal computer, though this is not shown in the figure.



length. Industrial Availability 20 According to the embodiment of the present invention, the normal

data transformation unit (FL) 251 and the inverse data transformation unit (FL-") are provided for
implementing the encryption and the decryption using the same algorithm, so that the encryption unit
200 and the decryption unit 500 can share the circuit. 25 Further, according to the embodiment of the
present invention, the 43 transformation table T is shared by the S-box first transformation unit 13

and the S-box second transformation unit 14, so tHek the configuration is simplified. Further, according
to the embodiment of the present invention, the 5 subfield transformation unit 18 is used, which

makes the configuiatign, ﬁi%%&hg‘@ﬁé@ﬁ”@%&g}?%?@ﬁ%#&@% g ngtg t‘tﬂ% 'Iir%%;lr transformation
e leld” tr

unit 87 are provided, so that the sécurity is improved even if the su aNSTOPATAO it 18 is

used Furbgtagroydngole SmPRRREsol el pLean, g oo 345 can

make the shift register operate integer number of times to perform e e§:/ Jata with the

number of ghiflingahitsofan axample, S0DUsE" Bdhits) whichsis nt o f iéﬁgvpﬂ'%?gﬁé”‘a%i&%éum as
odal

only 15 bits or 17 bits, and improves the security. Further, according to the em ment of the present

invention, aleased:dris-provideddn-aighathesshifted, data i the shiftyegister isspotusedfor the
extension key, which further improves the security. Further, according to the embodiment of the
presefit indeatioapavenn be considered as operation flowcharts or program flowcharts
showing the data transformation method.
In the foregoing embodiments, a case in which 128-bit plaintexts and
ciphertexts are used has been .explained, but the data can be 256-bit
-plaintexts and ciphertexts, or plaintexts and ciphertexts baving another
10 number of bits.
Further, in the foregoing embodiments, a case in which 128-bit, 192-
bit, 256-bit key data and 64-bit extension keys are used, but the key data can
have another number of bits.
If the bit length of the plaintexts and the ciphertexts, the key data
15  and the extension key are changed, of course, the bit length to be processed

by each unmit, each step, or each process is changed according to the bit

length.

Industrial Availability

20 According to the embodiment of the present invention, the normal
data transformation unit (FL) 251 and the inverse data transformation unit
(FL™) are provided for implementing the encryption and the decryption using
the same algorithm, so that the encryption unit 200 and the decryption unit
500 can share the circuit.

25 Further, according to the embodiment of the present invention, the



if the key data having different number of bits is input, the bit length transformation unit 310 changes
to the key data with a fixed length, which 20 enables to operate a flexible key generation. Further,
according to the embodiment of the present invention, the two-round non-linear transformation is used
in the first G-bit key transformation unit 320, so that non-existence of the key being equivalent to Ki
can be proved, which improves the security 25 Further, according to the embodiment of the present
invention, the 44 location of the key function 25 is altered, which enables a high-speed processing.
45 CLAIMS 1. A data transformation apparatus having a key generating unit for generating output

key data bassd R SRS, e pERGesoing, vk e Terming aclesstone o

encryption of data and decryption of data based on the outp a a,% a at the key

generaling HRit cODBISE S AJH ! GaRik ransiermation;inikfor frapsforming the Inpuf key data K
inputted thereto into first G-bit key data representegggll G bits, an%%) gggo%%%—%‘#ﬁ%/o rafisformation
unit for trafjsfeynriag the first G-bit key data inputted thereto into second G-bit key data represented by

G bits, and in that the key generating unit, if the input key data K is represented by G bits, generates
first key data K| byrisafisferming:tie inpuitkey datulByathe dirshG it key transigmatian unit , and

outputs the first G-bit key data Ki as the output key data, and in that the key generating unit, if the
inputkkey shatefhield transformation unit 18 is used, which makes the configuration
simpler, and the linear transformation unit 85 and the linear transformation
ﬁnit 87 are provided, so that the security is improved even if the subfield
transformation unit 18 is used.

Further, according to the embodiment of the present invention, the

10 shift control unit 345 can make the shift register operate integer number of
times to perform the shiffing of the key data with the number of shifting bits
(for example, 30 bits or 34 bits) which is not a fixed number of bits such as
only 15 bits or 17 bits, and improves the security.

Further, according to the émbodimem of the present invention, a caée.

15 is provided in which the shifted data in the shift register is not used for the
extension key, which further improves the security.

Further, according to the embodiment of the present invention, even
if the key data having different number of bits is input, the bit length
transformation unit 310 changes to the key data with a fixed length, which

20  enables to operate a flexible key generation.

Further, according to the embodiment of the present invention, the
two-round non-linear transformation is used in the first G-bit key
transformation unit 320, so that non-existence of the key being equivalent to

K, can be proved, which improves the security.

25 Further, according to the embodiment of the present invention, the



K is represented by 2G bits, generates key data represented by G bits from the input key data K, and
generates first G-bit key data Ki by transforming the generated key data by the first G-bit key
transformation unit; and generates second G-bit key data K2 represented by G bits by transforming
the first G-bit key data Ki by the second G-bit key transformation unit, concatenates the first G-bit key
data Kz and the second G-bit key data K2, and outputs the concatenated key data as the output key
data. 2. The data transformation apparatus of clair 41, wherein the first G-bit key transformation unit
includes: a non-linear transformation unit having two rounds for performing non-linear transformation
on the inpy %a Kzand, o%i%?é' raf} i rfQrmi d}‘o '%o ation on a halfway
transforme&%l%?{/c agflfg%%e%gﬁ[e ytg it??tﬁéju%ﬁe%%%h gﬂs%%gn% r%qé% o??ﬁleéﬁ “?’Pﬁﬁgar
transform%%@éégih%nd the input key data K inputted to the first G-bit key transformation unit. 46. 3.
The data transformation apparatus of claim 1, wherein the key generating unit further includes a bit
length transformation unit for converting Q-bit key data into key data represented by 2G bits if the
Q-bit (G<Q<2G) key data is inputted. 4. A data transformation method for executing a key generating
process for generating output key data based on input key data K, and a data processing process for
performing at least one of encryption of data and decryption of data based on the output key data,
characterized in that the key generating process comprises: a first G-bit transformation process for
transforming the input key data K



inputted thereto into first G-bit key data represented by G bits, and a second G-hit key transformation
process for transforming the first G-bit key data inputted thereto into second G-bit key data
represented by G bits, and in that the key generating process, if the input key data K is represented
by G bits, generates first key data Kl by transforming the input key data K by the first G-bit key
transformation process, and outputs the first G-bit key data Kl as the output key data, and in that the
key generating process, if the input key data K is re‘bsresented by 2G bits, generates key data
represented by G bits from the input key data K, and generates first G-bit key data Ki by transforming
the generated key data by the first G-bit key transfoymgtigs process, and generates second G-bit key
data K2 represented by G bite by transforming the first G-bit key data Ki by the second G-bit key

transformation process, concatéaatastheflirat £3:bit key data:ddhand ihe lsecond GabihkaynatafarkK?2,
gram for_having a computer

and outputs the concatenated key data a tge output key data. 5. A

perform the da FAFRTHHmAHGR THEh LR Bt QTR A8y PR pGtel Mo L AGenRaRiRT FOF storing
‘ the program. unit for performing at least one of encryption of data and decryption of data

based on the output key data, characterized in that the key generating unit

comprises:

a first G-bit transformation unit for transforming the input key data K

inputted fhereto into first G-bit key data represented by G bits, and

a second G-bit key transformation unit for transforming the first G-bit key

data inputted thereto into second G-bit key data represented by G bits,

and in that the key generating unit, if the input key data K is represented by
(3 bits, generates first key data K| by transforming the input key data K by the
first G-bit key transformation unit , and outputs the first G-bit key data K; as
the output key data, and in that the key generating unit, if the input key data
K is represented by 2G bits, generates key data represented by G bits from the
input key data K, and generates first G-bit key data K; by transforming the
ngnerated key data by the first G-bit key transformation unit; and generates
second G-bit key data Ks represented by G bits by transforming the first G-bit
key data K; by the second G-bit key transformation unit, concatenates the first
G-bit key data K: and the second G-bit key data Kz and outputs the
concatenated key data as the output key data.

2. The data transformation apparatus of claim 1, wherein the first

G-bit key transformation unit includes:

a non-linear transformation unit having two rounds for performing non-linear

transformation on the input key data K’ and

a logical operation unit for performing a logical operation on a halfway
transformed key data represented by G bits outputted from a second round of
the non-linear transformation unit and the input key data K inputted to the

first G-bit key transformation unit.
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3. The data transformation apparatus of claim 1, wherein the key
generating unit further includes a bit length transformation unit for converting
Q-bit key data into key data represented by 2G bits if the Q-bit (G<Q<2(G) key
data is inputted.

4, A data transformation method for executing a key generating
process for generating output key data based on input key data K, and a data
processing process for performing at least one of encryption of data and
decryption of data based on the output key data, characterized in that the key

generating process comprises:

a first G-bit transformation process for transforming the input key data K

inputted thereto into first G-bit key data represented by G bits, and

a second G-bit key transformation process for transforming the first G-bit key

data inputted thereto into second G-bit key data represented by G bits,

and in that the key generating process, if the input key data K is represented
by G bits, generates first key data K; by transforming the input key data K by
the first G-bit key transformation process, and outputs the first G-bit key data
K as the output key data,

and in that the key generating process, if the input key data K is represented
by 2G bits, generates key data represented by G bits from the input key data K,
and generates first G-bit key data K, by transforming the generated key data
by the first G-bit key transformation process, and generates second G-bit key
data Kz represented by G bite by transforming the first G-bit key data K; by the
second G-bit key transformation process, concatenates the first G-bit key data
K and the second G-bit key data K», and outputs the concatenated key data as
the output key data.

5. A program for having a computer perform the data transformation
method of claim 4 or a computer-readable storage medium for storing the

program.



