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A computer implemented system analyzes an application state by determining entities which provide predetermined functionalities
for a user, determining items that depend from the determined entities, grouping entities by pruning overlapping entities and combining
similar entities, and packaging the group of entities using a predetérmined format. The system provides automatic relationship resolution
based on a current machine state to enumerate in a deterministic manner fundamental data, metadata and dependencies necessary for
correct application function. In addition, state information is stored in a persistent format to be used in a variety of applications, including
installation, synchronization, backup, recovery, analysis, and repair.
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per sonal corrputer known as an autoexec.bat file may include path
statenents. Additionally, specific application software may require
specific initialization information to run effectively..
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demands on friendlier and,nmore functional_ applications, software
devel opers have moerafihe paty The availability of a wide range of user-friendly, productivity

enhancement software has made personal computing ubiquitous. Although more
easily customized to users’ specific requirements, the proliferation of personal

10  computersis making the job of managing large scale computing more difficult. In the

' past, the mai'nfraine in the éomputing center performéd centralized system
management tasks, including library and configuration management and software
version control, among others. However, in a modern network with diverse
processors, peripherals, and software applications, the range of possible

15 configurations is staggeﬁng. |

Some of the configuration information is hardware specific, such as disk
controller port addresses, communication pbrt addresses and video port addresses.
Further, software specific cbnﬁgﬁration parameters may be set within configuration

- files for each application. For example, a configuration file stored within an IBM-

20 compatible personal computer known as an autoexec.bat file may include path
statements. Additionally, specific application software may require specific
initialiiation information to run eﬁ'ectively. Typically, this information may be set in
an initialization (.ini) file.

Once installed, the cbmputer_ configuration does not remain static, however.

25 The user may update configurable preferences while operating the software, such as
updating file open/save paths. Additionally, the user may “personalize” the software
by adding new information Such as bookmark data in the case of World-Wide-Web
browser software, for .example. Morebw)er, due to the constant competitive pressure to
build a better product, by the time'a software release is delivered to the user, software

30 developers are already working on the next release. To cope with rising demands on

friendlier and more functional applications, software developers have increasingly
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know edge of a am c environnent
confi d6rati onstate mﬁcﬁ'dtadoh@s memd‘edtonly at the time of development, changes made

subsequent to the time of development may be lost. As the pace of changes increases
and complexity of the software assembly process grows, the external representation of
the correct state relationship between components becomes prone to error.

Moreover, during use, users may personalize the software and thus change the

20 state information. The difference in state information between software installation
and software operation leads to an unpredictable operation and may require more
support from information system (IS) personnel.

Maintenance of the current states of software applications in commercial
operations is needed in a variety of applications, including software installation,

25 synchronization, backup, recovery, analysis and repair. A detailed knowledge of a
computer’s dynamic environment and its system configuration is needed to prevent
situations where modifications to one component to correct one problem may
introduce other errors if improperly installed. Moreover, an accurate knowledge of
system configuration is required in order to verify compatibility and to ensure integrity

30 across multiple operating environments and across diverse processors.



situations where nodifications to one conponent to correct one problem may
I ntroduce other errors if inproperly installed. Mreover, an accurate
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3 3 SUMVARY

The present invention determ nes an application state by determ ning
entities. whi ch provi de predet eSHUMMARMctionalities for a user,
determning itens th dgg)end ) fromthe determ n%d cfntit,i,es, ..
groupi ng entities byqi?FlH SRy 1Bvention fisterpingsan  anplicalion siate by detergpiping enities
simlar entitieg; e I : I f o} fé'rﬂﬁm' | e
format. The sysfvglrr‘;;’l‘l i gg)ilaggwaeut on@i%ﬁ%aagpgﬁs r:afodsr%é’sdg uti o?n‘gg{aegr%%égggﬁ&l
current from the dbienairet @htities) geouping edtitidsrbyeprdningroveriapping entitiesand
fundanental data, petadata and, dependenci es necessary for

correct 2ppl i cafPBhinimE:UmRigRentities sl Rackagipg tas grovpol eptities using a predetqrpyiped
St 11 ) Sobl dep elL6R RS RTINS R Ml 1 B
repair of a conmpikchihe state to enumeraty $i & deterministic manner fundamental data, metadata and
dependencies necessary for correct application function. A complete, persistent run-
time state information about the application is generated which may be used in
10 installation, synchronization, backup, recovery, analysis and repair of a computer
system. ' |

In one aspect, the entities are analyzed by determining tiers of user
accessibility. Further, for each tier, root entities are enumerated based on
predetermined criteria. For each enumerated entity, one or more dependencies of the

15 _ entity are determined. ‘ o | | _

In another aspect, the item dependéncy is determihed by generating one or

. more candidates, analyzing the candidates, confirming the candidates, and packaging
items associated with the candidate. _ |

In yet another aspect, the entity grouping and packaging is accomplished by

- 20 determining an inter-entity mlaﬁonship, processing the entities based on the inter-
entity relationship, and placii:g the entities into a predetermined format.

In another aspect, the format contains detailed infqrm;ation about each item
and each entity. The format has zero or one information block and one or more entity
bloéks. Multiple information blocks with their associated entity blocks may be

25 grouped together.
Advantéges of the present invention include the following. The invention
dynamically rebuilds an external representation of correct state from the components
. themselves. Moreover, because the state construction process is dynamic, the
invention can foltow software through its entire life cycle and provide information for
30 many management tasks that need detailed information about the application during

execution.



In one aspect, the entities are anal yzed by determning tiers of user
accessibility. Further, for each tier, root entities are enunerated based
on ermned criteria. For each enunerated ent|

nor e depend%vr%?dr@ggﬁ the 15 entity are determnm ned. E’Hms%}fss%
I n anot her aspect, the item dependency is-determ ned by generating one or
nmore candi dates, anal yzing the candidates, donfirming the candi dates, and
packagi ng items associated with the candi date.
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10 logical entities on a computer executing an operating system such as a Microsoft

- Windows operating syStem.
Fig. 8 is a flowchart 6f a process for analyzing entities on a desktop of the
computer of Fig. 7. _ '
Fig.9isa flowchart of a process for generating items.
15 Fig. 10 is a flowchart of a process for scanning modules in conjunction with
the process of Fig. 7. |
Fig. 11 is a schematic diagram of a computer coxitaining software whose states

are to be determined in accordance with the present invention.

-20 ' : ' - DESCRIPTION
As used herein, a candidate is a data packet containing information used to

generate one or more items. An item relates to a fundamental unit of data or metadata
that may be operated upon with or without dependencies from other items. An entity
is a group of items. The entity represents a set of predetermined functionality for a

25 computer system or for a user. In its simplest form, the entity may represent a single
a_pplicatioh such as Corel WordPerfect, Microsoft Excel, among others. The entity
may also include information on one or more operating system settings such as printer
settings, font settings, network device éettings, among others. Moreover, the entity
may also include information on files such as data files, initialization files, source

30 files, and templates, among others. Each entity has a statewhich is a logical subset of

the entire functionality available in the computer system. The system state may



4 DESCRI PTI ON OF THE DRAW NGS
Fig. 1 is a flowhart of a process to analyze run tinme states of

application sof t war e. : Fig. 2 is_a.process of
a flonwchart M® 4% vine root entities. 5 Fig. P§TP‘€S9§'26863

flowmchart of a process to determ ne item dependenci es. _
Fig. 4 1is a flowhart of a process to det er midhe group and to package

entiti.es. Fig. 5is a block diagramof a format in
characteri zi ng nmudmpfqrummnn%ew@hleﬁles such as .exe files, .dll filesangd .ogxifdesariThe

exenplary illustration sk.t conf.l

7 is a flowhar lmagﬁx SF?%&% Sa?sfodpc %feﬁﬁtﬁ' ea&ggtﬂvb’ioﬂﬂ‘enﬁmqué?r F‘&f’:"ﬁé‘%i:o
| ogi cal entitiean@Qa@d MR Pafticubargoltits fotime. operating system such as a

M crosof t W ndows operating system Fig. 8
is a flowhart of a ;Rafcxemg mwtoathaﬁgmeﬁ ignl isa ﬂewohartallmeumngaa procgssefor
conputer _.of Fig roc.e

hart ,of a S
. for genePating Idp@ﬁgumn&\a) run-time state of a SOﬁﬁ%“ﬁ apg@ca}%' %&dhﬁ}qp%? 5§ Initl tially
process for scapgihgidtsth é’:ﬁstéx'ibecdf'yn@ RF MR8 eNfiddd relatlgg toapr edei%e'ﬂ‘i“nlelerd%ﬁt9§i5 of

Fig. 7. is a schematic dlagr a conputer
cont ai ni ng sof t famctionhlities fot auser (step22) As the entity desctibestall wsefialrfanctionality for -

accordance with the present inve - 20
DESCRI PTI ON the use? e root entQty tﬁere?ore represents an objective that may be performed in a

completely self-sufficient manner by the user at another machine or at another place or

10 at another time.

Next the process determmes item dependencies, which may change over time
step 24. The determination of the item dependencies is also a complete and
deterministic process to locate all dependencies and to generate a finite set of
dependencies. The process groups entities into a set by deleting overlapping entities

15 and cbmbining similar entities. Moreover, the state generation for an unchanged item
wﬂl be consistent and iden’tica} to all previous state generations, providéd that no
changes have been made to any dependencies of the item. Finally, the process
packages the entities into a suitable format for subsequent use (step 26) before exitirig
(step 28). In the grouping of entities in step 26, an intérsection_of the entities is

- 20 determined such that a package of entities can be succinctly defined and that all the
information necessary for it can be represented in a file with or without the actual
entities. Enough information about each entity is included so that an analysis of
correctness may be performed.

Referring now to Fig. 2, step 22 (Fig. 1) is shown in more detail. In Fig. 2,

25 one or more tiers of user acceésibility are determined (step 30). The determination of
the tiers is based in part on an ease of user accessibiiity to the application. A tieris
selected based on its priority in a processing queue (step 32). Typically, the highest
priority tier remaining in the queue is selected. For the selected tier, one or more root
entities are enumerated, based on predetermined criteria (step 34). The predetermined

30 criteria may relate to the status of the entity and its perceived usefulness to the user,

for exémple. The tier information, which is operating system dependent, shows the



As used herein, a candidate is a data packet containing information used to
generate one or nore itens. An itemrelates to a fundanental unit of data
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files, initializatjon files, source 30 files, and tenpl ates, anong
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from a data file to the executable file that accesses the data file. Determinations of all
10 the dependencies that make up that entity are then generated.- Some items, for
' example data files, may be end points as they have no further dependencies. Other
items, such as executable files, may have many dependencies that may be generated
from that item. For the select_ioh of the ;iext tier, there may be a conditional
determination that a predetermined threshold of entities have already been located
15 and, upon reaching {his threshold, the processing of the current tier méy be stopped.
Once all enurherated entities of the current tier have been analyzed, the process
selects the next tier for ﬁrocessing (step 37). The process then determines whether it
has completed processing all tiers. If not, the process loops from step 38 back to step
34 to continue processing. Otherwise, the process exits (step 39).
20 Referring now to Fig. 3, step 24 (Fig. 1) is shown in more detail. In
determining the item dependency, the process first generates one or more candidates
(step 40). The candidate generation process is largely dependent on a binary analysis
of the root item currently being examined. The candidates may be generated by
analyzing strings found in an executable file. Each string may represent a candidate.
25 | However, the generated candidates may be invalid. For instance, they may be names
of files, they may be pointers or references to metadata or they may be garbage
information from the standpoint of dependencies between the current entity and other
items on the system. Hence, the generated candidates are pi'uned (step 42) by deleting
candidates that do not reference other valid items on the system or candidates with
30 redundant relationships between items that have already been established. Neict, the
candidates are confirmed tstep 44). In step 44, those items passing through the
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P _ lfaeneatﬁ the current Hem, the process continues recursively until an atomic level item

is found that can undergo no further candidate generatién. At that point, the process
exits (step 48). _

-20 Fig. 4 shows in more detail the process 26 (Fig. 1) to group entities and to
package the entities. Step 26 initially determines an inter-entity relationship (step 50)
by determining an intersection between entities or collections of entities. This process
places the entity into a relationship with other entities at a current processing level.

- Once the relationships are found, related entities may be grouped together, possibly
25 formed into one entity, or alternatively, entities may be marked for deletion if the
entities are redundant. The entities are then processed based on the determined inter-
entity relationship (step 52). In one aspect, the entities are processed according to
their dependencies and relationships on operating system or higher level requirements.
For example, the requirement of a spéciﬁc 'v_ersion of an operating system, specific
30 hardﬁvare that the entifcy uses, specific file size requirements in terms of disk space, or

other such dependencies at that point are processed. Finally, the entities are placed
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, SucC execu

have many depesgieugh iaforhiatibn Abputihe ghrdontatparative decision td betaliawithoatn  For
the selection qof the next tier, there may be a caonditi onal

det er mi nation fussher seasekese da addition to.gaptyrng éeny infarmatipasthe fomnatiprevides ibeen

| ocat ed increasing hierarchy of information to group items logically and to prowde additional

10 information such as dependencies, descriptions, and administrative overhead. From
step 54, the process of Fig. 4 exits (step 56).

A graphical example of a hierarchical format 70 is shown in Fig. 5. The
format 70 stores a persistent etate for entity groups 80 and 90. The entity group 80 has
zero or one information blocks 82. The entity group 80 is a collection of related

15 entities that all share similar entity level description dependencies as described in the
informatioh block 82. The entity 80 also has one or more entity blocks 84-86. The
entity blocks 84 through 86 are collections of items which were created during the
item generation step 24 (Fig. 3). The entity blocks 84-86 are related ina

* predetermined way. For example, they may have related executables or a set of

20 related document files of different types. Similarly, the entity 90 has zero or ene
information blocks 92 ‘and one or more entity blocks 94-96. The format may be text
based, binary based, corﬁpressed, and/or encrypted. An embodiment of the format
may be as follows:. |

[INFO “entity set label”]
25 key=value
key2=value2
: N
[ENT "entity block label"]
itemtype = valuel, value2, value3, valued4, ... itemtype2 =v2,v3, v4 ...
30

In this embodiment, blocks are represented with brackets and a block type and



15 and, upon reaching this threshold, the processing of the current

tier may be stopped. Once all enunerated entities of the
current ti een anal yzed, the process sel ect
tier for p%g@é?srl;g (step 37). The process then detern nes \/\h%‘tépggsﬁ%&

has conpl eted processing all tiers. If not, the process |oops fromstep 38
back to.step 34 to continue procc,955| ng. OGtherw se, the process
exits (step 39). Referring nowto Fig. 3, step 24 (Fig.

1) is shown |nah{9°]§lm -af\n arbifrary nmbﬂOflleéFB?‘meﬁlkﬂWP%l@rfP eyssgaehcy,

the process fi g a 40) .
The candi dat e é@%%rgf{{ﬁ%%é%&rgg@% S lTar ggﬁqﬂwﬁbﬁgxe%etaon a ogﬁ'ﬁﬁpﬁéﬁ ysi s
of the root itgquired betHd santslintgdependingem thd emogpeli d&ﬁ%bl&k sURueoat ed
by analilﬂﬂ gstrlnsfoundln an executable file. Each string

may represent BENda Pd@'FéISCdBS INFO jhiaek type confaing@saeral informatisingrhout theay

be invakid. For_instan may
be poi n% ers or “TE¥ & %t %es %ﬁ%{{ggog %%nﬁi‘ﬁ?ﬁng thﬁgl}txrggﬂ&aﬁ'&ggig&f%lockwe

i nformation fr gghthiRs aTbREEWR oTlotivir eifiienslaiy6r #ems) AnIRBODEPLIGHK fyelcoffdind Y
and ot her itenms on the system Hence, the generated candi dat es
are pruned (st dqumgynqass whicharawgpresented as key=enlit prirse Moteawver) divesr more item
ref erence ot he vaI on. t stem andidates with -
redundant rel a Sﬁsﬁfep Fﬁ&eﬁ‘*ﬁf‘&%‘ &’ﬁ%ﬁfgﬂ?ﬁ qu(Pj H ﬁ?ﬁ?%ed
Next, the relates to &@"ﬂb%&ﬁ@ systén C ThEipefiROtype kRted 0 exccbtablefleddn at hose

I'tens passing through the
10 Portable Executable format. The reg type relates to metadata representing an entry in

p

a Windows Registry. The ini type relates to metadata representing an entry in an ini
style support file, and the Ink type relates to a binary metadata file representing a
shortcut to another file. Other types may describe additional data or metadata.

_ Turning now to Fig. 6, an exemplary desktop configuration is shown. In Fig.
15 6, a desktop 500 contains a spell check application 502, a word processing application
| 504 and a spreadsheet application 506. Additionally, a trash can 510 is shown on the

‘desktop 500. The desktop 500 appears as one of the tiers when determining the root
entities asjin step 22. In that tier, the process eriumerates through the spell check
application 502, the word processing application 504, the spreadsheet application 506,
.20 and the trash can 510. The process discards the trash can 510, but the rest are treated
as entities and item dependencies are determined. An item dependency list is
generated for each of the applications 502-506. The desktop is then encoded as an
. entity in the predetermined format for subsequent use in installation or maintenance of
the software for the user.
25 In performing the process of Fig. 1, the system determines that the spell
.checker and the word processmg applications 502 and 504 are similar in type and have
similar dependencies. Thus, they are entered into an information block that indicates
that the applications may be rehant on a common dictionary or a thesaurus. Further,
applications 502 and 504 may shé.re one or more operating system requirements.
30 Hence, an information block 82 is generated for the entities 502-504. 'I'hﬁs, an entity

group would be created consisting of one information block (82) and two entity blocks



7 candi date anal ysis that are deemed inportant are confirmed
so that a link is actually made between the candidate and its
parent itemAPBThk nay be a reference to net ad RCH/US)8/26863
reference to a file, or may be a reference to an external piece of

i nformation needed by the application. The ROnks are confirned and if that
5 confirmation is successful, they are then passed on to becone
items that go (8#8G)gach representing on¢ hEthertwoapplicdtione (¥)24504)y Maneovex; therentiten
the analysis and.confir ion.of the., . . candi dates,.th r Qces
accesses and rﬁ@&ﬁ%&@sﬁﬁr}?ﬂeﬁmh‘gy vith e sprg rﬂ'&ﬁttaé’é’ﬁ ghpn 50in that they
| tems whi Ch tNgefddliG imAaNodrPor'irt beRBsiERITARMEH a38RlIAYath such that they

In step 46, the resultant 1tems fromthe analysis and confirmation are

packaged 10  constifuttasuité pr a Ereuppafrkehtidrentities c As suche ter applicatiaisifgn: 96 may
necessary to identif articular itembelongi to an,entity.
The i nf or mat | oge Packaged together 19 grea ¥ entity group. %eéwﬁ%?@%sﬁwﬂéﬁm
determ ne sali : eri st : b ' ' - I ing
to investigat eEt séﬁm%%‘ﬁ éﬁgﬁﬁ(%%g? {g%ﬂghéeépﬁgbrryeﬂ&%?&z gfﬁgﬁdn g{riﬁyat I on,
cross-check entity group (90)fcontaiting thetdpplicatiben(506)y The phdkiage amtainkstatd | e
version is added after the. jtem has firmed in the item

: ) s b 15 . )
packagi ng. For 1¥qEmatiensyitekiefor 3 VEEE“X%SHP“@"@BS’AB"I\?‘S‘QQ dnsiallatign,
cach i tem e”’éyﬁ&ﬁl&n@%tgwgg%ﬁ lpthpéao%l'&’r )lrstﬁém k%gﬁ;??ocess @on naes

each item _ e current “i nues
recursil@el y until arRefemitighovetocFigs.tBb0, an embodiment of she preseht lintion funning
undergo.no further. candi date generation. At that point; the process

exits (step 48pnaMirrosoft Windows operating gystem igillysrated. fige’ deqwis |2 progess 99 to

process 26 (Fi t u bt . IF;B;?
entities. St ep%}%ﬁi#ﬁgﬁ%p&&g{%ﬁ?ﬁ&ﬁgﬁ e?‘ﬁ%‘%sr‘?“e%??‘f‘(}“t% a?@ﬁgﬁﬁe %‘35839
50) huhts foedbss 6 hoftoentities (Step S00)! iAdfrer Himdinpasnticios ok tescomiputer
collections of entities. This process places the entity into a

rel ationshi p wisYHe Rerprecass PP shecks @Wﬁw_%ﬁwﬁ%pmeqsmf all eritities (step
Once ”1; " el at1,955 Nefshe Bt indr@ UAfties e B/ PrbldsGed, BprBEesd 56 BofictateO Ui Hafi -

possi bl
. .(step 104). Next, the process 99 checks whether the item is to be decomposed (step

106). If so, the process 99 generates one or more candidates (step 108). The process
99 then checks whether additional candidates are to be processed (step 110). If so, the
process 99 further checks if the candidates are to be confirmed (step 113). If
20 confirmation is not to be performed, the process 99 ioops back to step 108 to continue
' generating candidates. Alterriatively, in step 113, if confirmation is to be performed,
the process 99 loops back to step 104 to continue the item generation process.
From step 106 or step 110, in the event that thé'item is not to be decomposed
or that candidates are not to be generated, the process 99 proceeds to step 112 where it
25 checks whether it is at a root item. If not, the process 99 proceeds from step 112 to
step 108 to continue the candidate generation process. Alternatively, in the event that
the process 99 is at a root item, the routine operates on the next tier in the entity hunt -
process 99.
From step 102, in the event that all entities have been analyzed, the process 99
30 proceeds to step 120 to cross-reference the entities previously determined in steps

104-113. The process 99 determines whether additional overhead processing on the



25 formed into one entity, or alternatively, entities may be marked
for deletion if the entities are redundant. The entities are
t hen proceswedsbesyed on 't he determined inter- ent PCTUSIS/26863
relationship (step 52). In one aspect, the entities are processed accordi ng
to t heir dependenci es and rel atjponshi ps on operating system or
hi gher | evel requirenents. For exanple, the requirenent of a
speci fic versi gasok &Oﬁ‘ér&}& ' el it at
the enti-ty usegmt%%el%ﬁ Ic til eegi(sgée@?%z%ilfgﬁcéﬁés&flﬁga%aggg ué?gtﬁg%g‘?eqmor
ot her such depfornhandiscussed edrliert ingstaprt24arAltgmatively additionalbpriogessingeofahe entitys
are pl aced . into a suitably formatted file for.
subsequent usaf@Y (b&tdope inusteP \BP-cover, information on files that -

need to be packaged ' ' ' ' ey 3
enuner ated are gat hgr@g%.ﬁgggggﬁgtgg%*f g? (l:')ééteﬁsei(?%frz&rraq?{tﬂggﬂg%ﬁgg E‘Pke%? giri{rlgf %ned
file isSthus this case a desktopkhiity] isshowh. fInrsten200, die %meess chldaélsffgf H:lﬂltse&ant
atom c data or netadata that y 5 _..he operated on individually, .
Pref erabl y, -t hBeqddorhgprpeessgd. Jkvusier mow k@@ms ﬁfgltae processed, the pegsessiatiallyy a
useful subset | g ' h i , ; '

el PR s ot Wiy o St Mond” e Bfiholoft BAn0fs bBGalfE

enough i nform or conparative

wi t hout systerh step 204)s itfeclaefassbdiated ith the Start Meptpidvides inféfimation on

informati on, the format provides for an | NCr eas;j nghhi erar chti{‘ of

i nf or mati on t oSeftwars ardatacfilpheprampnly usad by shensey pad isthus highbhatelevant to the
10 state determination process. From step 204, the process checks whether additional

links remain to be processed (step 206). If not, the process locates all executable files
in known locations (step 208). Additionally, the process checks whether additional
files remain to be processed (step 210). If not, the process determines ﬁie extension
associations associated with the located files (step 212). From step 212, the process
15 determines whether additional extensions remain to be processed (step 214). If not,

the process determines executable files in the path (step 216). Subsequently, the
process determines whether any other files remain to be processed (step 218). If not,
from step 218, if no more files are to be processed, the global executables are
determined (step 220) before the process checks whether more files remain to be

20 processed (step 222). From step 222, if all files have been processed, the process
proceeds to create an entity cross-reference list (step 224). Alternatively, from step
202, 206, 210, 214, 218 or 222, if an entity has been found, the process proceeds to
step 226 where it checks whether that entity has been processed. If so, the process
returns to the previous state (step 228). Alternatively, the pfocess proceeds from step

.25 226 to perform item generation in step 230.

Referring now to Fig. 9, the item generation process 230 is shown in.more
detail. First, the process checks whether the item is 6f a known type (step 232). If
not, the item is packaged (step 234)._ Alternatively, if the item is of a known type, the
process determines whether the ﬁlé is an executable file (step 236). If so, the process

30 further determines whether the file is of a portable executable (PE) format (step 238).
The PE file format is organized as a linear stream of data. It begins with an MS-DOS



10 I nformati on such as dependenci es, descriptions, and admnistrative

overhead. From step 54, the process of Fig. 4 exits (step 56) .

A graphi cal exanple of a hierarchical fornmat 70 is shown.in Fi 5. The
format 70 st¥PSBLBersistent state for entity groups 80 and KET/YRW2E8E3 ty
group 80 has zero or one information blocks 82. The entity group
80 is a collection of related 15 entitliZes that all share simlar

entity | evel description dependencies-as described in the
i nf or mati on bl deeed&? a ré&henadetprogragistal, and ARE ﬁleesignatmmrhmedhhteyy fullowling is a

84-86. The ntity bl ocks e call ons of itens
whi ch were cr ea?]:é@l?jh?alﬁ dxcg)mngll&xeager be??’é“ﬁ&‘@ &'ré"‘c jegHoR S@?Aeﬁal{ﬂg%. 3).
The entity bl ocgfoRad 8§ aﬁr&tﬁ@ie%&@bbdleé Sections contmn&?@g&h@ﬁtmf'fﬁéjﬁ y. For
exanpl e, they may have’rel ated executables or a set at ed

docunent fil es inthudirgf wdedatd, yesparces) anid| othéryexetitable informyath. Each seetion has ane

I nformat i on bl ocks 92 a d ne or r ntjty blocks 94- 6 The format may
be text 5 aﬁ ‘&(ﬁ& d§e FUL RGOS 9t algnst 9t way aan

enbodi nent of tpa : \ \ =1
[INFO "entity s e}’%ﬁ%& grganize them,@XoﬁEasat'ﬁefheﬁde?‘l\iﬁl&c:dvvg}tB gnough information

key2=val ue2 to be able to declpher the data. Closihgat tmmﬂéaged)femahbxabgionk of
itemype = val uel, \ial ue2, val ue3,, val ue4, ype2 = v2, v3, v4 ...

30 miscellaneps informationolclidme relpcation m?? 15508, BERaldebléi ¢ h
brackets and a plegokoHoh Pindinber information, and string table data. The information in the PE

10 file is basically high-level information that is used by the system or applications to
determine how to treat the file. The first field is used to indicate what type of machine
the executable was built for, such as the DEC® Alpha, MIPS R4000, Intel® x86, or
some other processor. The sjstem uses this information to determine quickly how to
treat the file before goxng any further into the rest of the file data.

15 From step 238, in the event that the fileis a PE file, the file is decomposed and
candidates are generated (step 240). In the event that the file is not a PE file, the
process checks whether the format of the file is an executable (exe) binary file (step
242). If co, the process performs a decomposition. of the binary executable and also
generates the candidate (step 244). |

- 20 Alternatively, in step 242, if the file format is not an exe binary file format, the
' . process proceeds to check whether the file format is an exe script format (step 246). If
so, the decomposition of the script exe file and a generation of the candidate is
performed (step 248). Alternatively, the process proceeds from step 246 to package
the item (step 250). '

25 In step 236 in the event a format is not an executable file format, the process
checks whether the file format is an information format (step 252). Ifso0, an
information file is generated for the candidate (step 254).

In step 252, in the event that the file format is not an information file format,
the process proceeds to step 256 where it checks whether the file belongs to a known

30 data format (step 256). If so, the process performs .a data file candidate generation
(step 258). Alternatively, the process proceeds from step 256 to package the item



9 a block label. An arbitrary number of |ine separated key

val ue pairs follows each bl ock. If the key is recognized as an
itemtype, agodspResHed nunmber of values is required g@ﬁge

| ine depending on the itemtype. Three block types, |NFQ Peﬁ“}ga )
DEP are used. The I NFO bl ock type contains neral information about the 5

entity set and descriptive information about®the enti re file. The ENT bl ock

type n 1,1 ctlo i her ent| -es and/or itens, and
the DEP.bl ock t(ﬁse%gin Ster 234 is aiso pe °"’6§§’é’r¥g Sitem i notof, d

as key=val ue paihs egyer, five or nore item types file,
pefile, reg, ?t‘?f) rniyeﬁare basic types which may be used. The file type

relates to any file Rafentng sow teFig. '[Bethpqimdess fqr;aaalryeingtmtdmxﬁhem dbpon
files in a 10 Port abl e ecuta e format., The reg ére relates taq

met adat a r epr e<WD taghRrosess,af kig, 10, the current mogulgis seanReder inforation sughygs
t |t t tyl
YPe relal s 1 gy, AR B@Bfé@ﬁp aﬁﬂ%ﬁ&%ﬁ#cﬂn@ﬁa&é@% f the module, the' V' €

support file, an ate to a ary-nmeta
representing a process determmes hﬂretlmnhddmonmhhbérﬂeﬁrdrmnﬁbﬂcahnw&tmﬁb In

descri be additional dat éigdat a, rni n? now t o

gl gkt 6, ggoexem% »dB qxlsnt: ftymsammwesﬁe RERGESS teﬁuqswg—ly qajls the modgle 5
eskt op co .

appl i oat i on ngc%ﬁod%ssgg@h Ifﬁgbe@fspr K 059% e‘éﬁ% ﬂgﬁé& 586 Wtk it

Addi tional ly, acHeckhsWwhether ﬂi&mbdul&h@bﬁth&ﬁypeheDBC -If so, the prél@sk braee&diGo tline
desktop 500 appears as one of the tiers when determning the root

entitieldas in @ ths approprigte madule flag (step 268)- oé@%@a'@mm%ﬁteél?wwﬁéﬁw athe

spel | check ODBC module, the process proceeds to check whether the module is a registry

module (step 270). If so, the eppmpﬂate module flag is turned on (step 268). From
'step 270, in the event the registry module is not a registry module, the process
proceeds to check whether the module is a COM module (step 272). If so, the process

15 proceeds to step 268. From step 268, the process proceeds to confirm the item in step
276. _

In the event that all modules have been scanned in step 262, the process
performs a string scan operation (step 280). Next, the process determines whether
additional strings remain to be processed (step 282). If so, a string matching operation

.20 is performed (step 284). From the string matching operation, the process determines
whether the string is of a registry type (step 286). If se, a registry matching operation
is performed (step 288). From step 286 or step 288, the process proceeds to check
whether the string is of an ODBC type (step 290). If so, an ODBC match operation is
performed (step 292). From 'step 290 or step 292, tlre process proceeds to determine

25 whether the string is a COM type (step 294). If so, a COM matching operation is
performed in step 296. From step 294 or step 296, the process detects whether the file
names match (step 298). If so, the item is added to a sibling list (300) before it
proceeds to step 276 to confirm the item.
In the event that the string scan has been performed on all strings in step 282,
30 the process proceeds to perform a sibling scan to locate related items (step 302).

Next, it determines whether additional files remain to be scanned (step 304). If not,



application 502, the word processing application 504, the spreadsheet
application 506, -20 and the trash can 510. The process discards the
trash can F‘ég é*ga the rest are treated as entities_and item
dependenci e ar dtermined. An item dependency list is PCTAUS98/26863
generated for each of the applications 502-506. The desktop is then encoded
as an entity in the predeterm net format for subsequent use in
installation or maintenance of the software for the user. 25

I n performng ﬂlnetepnwesﬁnmdm@zplw t Aleroptively, aisiblingimateh epeaatiantie spel |
checker and the C a cat.l ans. 502, an are simlar in
type and have perior dQste @?%‘?ﬁq’ Qﬁ%%ﬁ‘ﬁ & fepfumedy(s 'é’zla]gpl'ey are entered into
an i nformation bl ocksidiRhsdedAbERL, e apphcatlon state ik B.ﬁ'iveﬂfhe b9 RRtenmftlih@ Btitiay
be reliant on a-comon dictionary or t hesaurus. Furt her,

appl i cations SWECAMOﬁddprnﬂytemamd fam!mmhm ﬁ)r@plspatdvmgnsysg #tems that depend
requirepents. a ﬁn I nf or ot i L an. blLock 82 is eneratec{&ior t he
entitied 502-5 2‘“%8&‘“’8{‘3 FRPRGS, srouping eniies V&TB“%[?IV P el

consi sting of Eﬂ?ﬁblhﬂf 1 &ﬁlt{é'soﬁiﬁ pasikagiap thd ﬁ %?bﬁffné%llﬁﬁﬁsa {)redetermmed
10 representlng one of the two applications
(502-504). I\/brﬁmnat Thefsgstexﬂpmmdes automatic relationshyp rpsolugio $3jedomya trarvent

inilarity with th dsheet lication 506 th |
el do i n " si FFRe PO GHISE Hos HECER BT RS A A Sl tdy mtadeiatnd,

that they dependencies necessary installation, synchronization, backup, recovery, analysis and

10 repair of a computer system.
The techniques described here may be implemented in hardware or software,
or a combination of the two. Preferably, the techniques are implemented in computer
programs executing on programmable computers that each includes a procgssor, a
stérage- medium readable by the processor (including volatile and nonvolatile memory
15 . and/or storage eleinents), and suitable input and output devices. Program code is
applied to data entered using an input device to perform the functions described and to
generéte output_informaﬁon. The output information is applied to one or more output
- devices.
Figure 11 illustrates one such computer system 600, including a CPU 610, a
-20 RAM 620, and an I/O controller 630 coupled by a CPU bus 640. The /O controller
630 is also coupled by an 1/0 bus 650 to input devices such as a keyboard 660 and a
mouse 670, and output devices such as a monitor 680. Variations are within the scope
of the following claims. For example, instead of using a mouse as the input devices, a
pressure-sensitive pen or tablet may be used to generate the cursor position
25 information. _ _ |
Moreover, each program is preferably implemented in a high level procedural
or object-oriented programming language to communicate with a computer system.
However, the programs can be implemented in assembly or machine language, if
desired. In any case, the language may bea conipiled or interpreted language. .
30 * Each such computer program is preferably stored on a storage medium or |

device (e.g., CD-ROM, hard disk or magnetic diskette) that is readable by a general or



constitute a suite or a group of related entities. As such, the :
appl i cati ons-502-506 nay 5 be packaged together to create a | arger
entity grouwo dorsfs nal pac'kage woul d t hen consi st p@n@ngbgy
group (80) containing the applications (502-504) and anot her

entity group (90) containing the applications(506). The package cont ai ns
state information suitable for a variety of applications,

i ncl udi ng i nst 3ptghliRipose progmmmablé&éiﬁﬁﬁt@f‘f&%bhﬂ@m@%’%aeré SR dmputer
anal ysis, and repair of the <Conputer ef erring now to
Figs. 7- 10 an wheinabié stordgeaieditm qudevisetis read dytthe nompnter trgperform the procegiures

00 1o dekerle, T Hudamy by it Les d prtonteratEb B RERES T

conputer. | nitigldivm, EdHHREQCRTEA al3mputer program, WHiStHeQord iR §&
entities (step 100). After finding entltles on the conpute

system 5t he prcwnﬁgux@é cahsaslus:onﬂpatdneo op¢ratesin axpcpiﬁetmd mednﬁnedln@mf. al |
entities (step 15 | f ane .or re entitie in.to be
processed,( thg pr ocevai 195151"“9% "g?sah?ePgEWnana descri forgage togny ¢ |
the process 99 &ienitiena g skfifetlih é&tm%&aega

106). If so, the pr?@gss %‘Jsgggtrl]&e&rat es (;nglor nore can |§§%égﬁé(§%bveaf883ther
The process changes in f&@n ailnkdetaih amysbennaeddrwithauiddparting framrthe gpitie andisepieo
be processed (ste %10) | f. so, the process 99 further checks if
t he candi dat es °<f ollowdng glapms. e d (step 113). If 20 confirmation is

not to e performed, the process 99 |oops back to step 108 to continue
generating candidates. Alternatively, in step 113, if confirmation is to be

per f or med, the process 99 | oops back to step 104 to continue the
item generation process. - Fromstep 106 or step 110, in
the event that the itemis not to be deconposed or that

candi dates are not to be generated, the process 99 proceeds to step 112
where it 25 checks whether it is at a root item If not, the process
99 proceeds fromstep 112 to : step 108 to continue the candidate
generation process. Alternatively, in the event that t he process
99 is at a root item the routine operates on the next tier in the entity
hunt process 99. ‘From step 102, in the event

that all entities have been anal yzed, the process 99



30 proceeds to step 120 to cross-reference the entities previously
determ ned in steps 104- 113. The process 99 det er m nes whet her
addi ti onal gyerhead processing.on the . '
11 O%H37ties is to be performed (step 122). If not PAHESBREISy

I S packaged using the suitable format di scussed-earlier_in step
124. Alternatively, additional processing oﬁ5the entity

done 10 51 eamcaamamanss 1oL e o AR

entity, is shown. In step 200, the process checks for links that

need to be processed. If one or nore links need to be processed, the
process initiallly A processfor déteahingar applivation Satedtd@fipMdihgt 2 "Start Menu”
of the Mcrosoft Wndows operating system (step 204). The data-
associated with the Star tdqwgmmpg@nmiesswhwhmﬁemdgmedfuncuonalnsesrﬁom
or data.files commonly used by the user and is thus highly relevant to the

10 5 state determ nat¥5h process. From step 204, the process checks
whet her addi ti onal determining Hefns'tR eﬁ&ﬁieﬁlﬂaeaeeﬁﬁﬁﬁd@ahﬁes 206) . If
not, the process locates all executable fi known

| ocations (step 208). Adcgmumnglengmesblel)lpmmga@@rhpmgsntmestandrcmbjnmgonaI
files remain to be process Stfi%ﬁ'z‘{}ﬁ% If not, the process determn nes
file extension 1 associ_ated with the located files

(step 212). From step 212packhisinpHRCE08p of entities using a predetermined format.
10 |
2 The method of claim 1, wherein the determining entities further comprises:
determining tiers of user accessibility;
for each tier, enumerating root entities based on predetermined criteria;
and
15 for each enumerated entity, determining one or more dependencies of

the entity.

3. The method of claim 1 , wherein the item dependency determining further
comprises: | |
- 20 - generating one or more candidates;
analyzing the candidates;
confirming the candidates; and

packaging items associated with the candidate.

25 4. The method of claim 1, ‘wherein the entity grouping and packaging further
comprises:
determining an inter-entity relationship; and

processing the entities based on the inter-entity relationship.

30 5. The method of claim 1, further comprising generation of one or more

persistent state representations.



15 det er ni nes whet herlﬂﬂmmwMHmm ons remain to be processed
(step 214). If not, term nes executable files in
the path (st%ggk@g-,-, Subsequently, the process det @OTYUB®8/26863
whet her any other files remain to be processed-(step 218). If not,

fromstep 218, if no nore files are to be prepgessed, the gl obal executables
are determ ned (step 220) before the process checks whet her
nore files remagn to r ot Stal 6ﬁﬂ%$SBQPu?¥ -
all files have Deen g?{oggeg%oeddﬁl mgrm&éﬁ%eﬁ%&& em? ceeds to crgoat eai’
an entity cross- refem@ﬂﬂeﬁﬁﬂmﬁcdmﬂn&ns224) Alternatlvely, fromstep

202, 206, 210, 214,218 or 222, if an entlty@Hgs been found, .t he process .
proceeds to s@@BﬂEQEgﬂHBFE“WFe ERUQIRIORKS: apd ot entity has
been processed. If so, rns to the previous
state (step 228). Alterna§$§&ﬁ éﬁﬂeown%%%gg?t rggggds fromstep 25

226 to performitem generation |n step 230. Referring
now to Fig. 9, the itemgeneration process 230 is, shown in

detail. First, flhe pﬂ&ceaeh@meﬁkl@mﬂewh@qemmdam!wptlenéqateaprem acOpPItet op -
232). If not he item ks aged (step 234). Alternatively,

iIf the itemis of a ﬁﬁﬁmﬁe %&Ingﬁgk process determ nes whet her
the file is an executable f|Ie (step 236). If so, the process 30

further determ nes whether the file is of aportable executable (PE) f or mat

(step 238). 8.  The mathed pfclaimd, fusther compriging applying spid application state Bam
of dat a'lol t begins \M1t r}a.l'ilar}lon, sy%%gromzatxon, backup, recovery, analysis and repair of a

computer system.

9. The method of claim 8, wherein said computer system executes a Windows

operating system. |
s _ -

10. A method to determine an application stafe for installation, synchronization,
backup, recovery, analysis and repair of a computer system with a Windows
operating system, comprising:

| determining entities which provide predetermined functionalities to a

20 user, including:

determining tiers of user accessibility;

for each tier, enumerating root entities based on predetermined

criteria; and

for each enumerated entity, determining one or more

25 dependencies of the entity;
determining deper_ldency items, including:

generating one or more candidates;

analyzing the candidates;

confirming the candidates; and
30 packaging items associated with the candidate; and

grouping the determined root entities and packaging the entities using a



12 header, a r stub, and a PE file signature.
| medi ately following is aTﬂImmmr"lumm,I e header and optional header.
Beyond t hatwogbkishhe secti ort héader st appear, fol | @eadudeynadsh Of
the section bodies. Sections contain the content of the file,. .
including code, data, resources, and other gxecut abl e information, Each

section has a 5 header and a body (the raw data). Sections can be
organi zed in al nost any way a . ' .shes to organi ze them as
long as the header is filled m%*eme&f%?‘éﬁ%ﬁ% to be able
to deci pher the data. O osing dewkmidifg bh ifterémitprdi@lomshiper regi ons of

m scel | aneous i nformation, including relocation information, synbol table

information, |ine nunber i nfomresessing theramtities basgd oasheintrrtentityrrelationship;
information in the PE 10 file is basically high-level information
that is used by the system or a plications to . determ ne how to
treat the file. The first fi elfladifs thetitics infsla pRidCteMed fomeatof machi ne

t he executable was built for, "such as the DECJerr] Al pha, MPS R4000, Intel
x86, or sone ot her processor. The systemuses this information

to determ ne quickly how to . treat, the.fil efore.goin .
further into t;]jii r e} CIRPYtFTrepdable H:gfhém\fggmstmcnons for laetermpfl 8@3{%%%‘,‘
in the event that tRgd ichmplising; PE file, the file is deconposed and

candi dates are generat éd (gtep 240). In the event that the file is not a PE
file, the pr oceds faridetstminihg ehtitiestwiticli provide preddtermifed e i s an
execut ghl e (exe) binary fjle, (sfe ) 242). 1f so, the process
perforﬁ@ a deconposition #B'Imﬁi‘éﬁ%?sﬁ&@‘sgcecut abl e and al so

generates the candidate (s3heforibbkmirdRg items that depend from fhd BStBihUblatitis
step 242, if the file format??s not angégxgsbi na?@e%-ifr%mﬁérna'ﬁlt%e aes,
process proceeds to checlkodifirigrougihg efitities Hygpruming iovedappingerstities phd f or mat

(step 246). If sQ,. .t he, d.i:co osi.ti‘gn of the script exe file and
a generation of the candi%Hoanipg simiar entties; apd, ¢ o npd (step 248).

Al ternatively, the procesgqPi@Ghekying 80 grbePofdfinkouiAg 4 Poietermined format.
15

12. The computer readable medium of claim 11, wherein the code for determining
entities further comprises:
code for determining tiers-of user accessibility;
code operating on each tier to enumerate root entities based on
- 20 predetermined criteria; and
code operating on each enumerated entity to determine one or more

dependencies of the entity.

13.  The computer readable medium of claim 11, wherein the item depehdency
25 determining code further comprises:
| code for generaﬁr;g one or more candidates;
code for analyzing the canciidates;
code for confirming the candidates; and |
| code for packaging items associated with the candidate.
30

14.  The computer readable medium of claim 11, wherein the entity grouping code



the item (step 250). 25 Im step 236, in-the event a format
is not an executable file "HH'” !’H"! Iﬂk checks whet her the
file fornatwio®9snsi7nf or mat i on f or If so, an PCT/US98/26863
information file is generated for the candi date (step 254).

In step 252, in the event that the file formt is not an information file

for mat, t he process proceeds to step 256 where it checks whet her
the file bel ongs t o farthdi@ohn data format (step 256). If so, the .
process -perforns a data fi I e cand| date generation (step 258).
Alternatively, the procesodp @mﬂgmsv@pemr@bHMQm the item

Ilf’ emis not of gsiﬁgv\ﬁ?’él)code orpprgg’és%%tﬁ%]g@ erfor onthe mttep-gnt?t\fe tatlé[)l‘li] %t the

Referring nowto Fig. 10, the process for anal yzi ng an itemis shown. Upon
entry to the process of Fig. 10, the current nodule is scanned for

i nf or mati on sudB. as Ehe computﬁtrheada}alﬁanglemﬁMIhf(lshmomi)ﬂngﬂmdetfor

| et th f t d t
P her i 1 F oo hemice PRt wot%reseesstfaﬂweaof(@?%% S TR

step 264, in the event the type i s unknown, the process recursively calls
t he nodul e _
16.  The computer readable medium of claim 15, wherein the persistent state

information is represented in a format which further comprises:
10 code for generating zero or one information block; and

code for generating one or more entity blocks.

17.  The computer readable medium of claim 11, wherein said application state
provides a complete, pei‘sistent run-time information.
15 _
18. The computer readable medium of claim 11, wherein said application state is
used in installation, synchronization, backup, recovery, analysis and repair of a

computer system.

20 19.  The computer readable medium of claim 18, wherein said computer system

executes a Windows operating system.

20. A computer system, comprising: ..
a processor;
25 a memory array coupled to said processor;
a -display coupled to said processor; end
| a data storage device coupled to said processor and containing a
computer readable medium with codes for determining an
application state, including:
30 | ‘ code for determining entities which provide

" predetermined functionalities for a user;



scan process 260. If the e process proceeds to step 266
where it check I"Imamm&“nmml”mul e is of the type ODBC. |f so,

t he process proceeds to turn 0 M sOn«Lhe appropriate m)du ep
268). AlterW 5@?’95 %, if the nodule is not an - hﬁ]@sggz{sﬁ%
process proceeds to check whether the nodule_ is a reglstry

nodul e (step 270). If so, the appropriate méful e flag |s turned on (step
268). From step 270, in the event the regi st m)d le is not a
regi stry nodul e, the process WdefOE%Ew&’ée‘E’n degea |
nodule is a COM nodul e (step 272). e&gﬁmpéocess 15 proceeds to
step 268. From step 268, the process procee stoconfirmthe itemin st ep
276. I n the evengodefdt painingioektlappingantitiseand emmbinig i n
step 262, the process ' perfaorns a string scan operation (step
280). Next, the process deternines oiilasentities into a grouppang ¢ | onal str| ngs
remain t b_e processed (step 282) gn 20
is perforned (step 284). Fromthe's%étliengrﬁg?ﬁgmr%ﬂowon cess
det erm nes whet her the' spfdde@rintnedffosmategi stry type (step 286) .
If so, a registry matching operatlon is perforned (step 288).
From step 286 or step 288, the process proceeds to check whet her -
the string is of an ODBC type (step 290). If so, an ODBC match operation is
performed (step 292). Fromstep 290 or step 292, the process proceeds to
determ ne 25 whet her the string is a COMtype (step 294). If so, a
COM mat chi ng operation is performed in step 296. From step 294
or step 296, the process detects whether the file nanes nat ch
(step 298). If so, the itemis added to a sibling list (300) before it
proceeds to step 276 to confirmthe item In the event
that the string scan has been perfornmed on all strings in step 282, 30

the process proceeds to performa sibling scan to |ocate related itens
(step 302). Next, it determ nes whether additional files remin
to be scanned (step 304). If not,



14 the itemis confirmed in step 306. Alternatively, a sibling

mat ch operation is performed (step 308) before the itemis
confirned Weoep3Bs?9) . As di scussed above, t RCTAIS8RERE3| on
state is arrived at by determ ning entities whi ch provide

predeterm ned functionalities for a usdfffdetermning itens that depend 5
fromthe determned entities, grouping entities by pruning overl appi ng

entities and conbining simlar entities, and packagi ng:the group
of entities using a predeterm ned - format. The system provides
automatic relationship resolution based on a current machi ne

state to enunerate in a determnistic nmanner fundamental data, netadata and
dependenci es necessary installatiog y onj 749 on, backup, recovery,

anal ysis and 10 repair of a em The

t echni ques descri bed here may be i npresgated i n hardware or software,

or a conbination of the two. Preferably,} the techniques are inplenented in
conput er prograns exegcutinglon programuabl e conputers that each
i ncl udes a processor, a CETERMIRENE J122r eadabl e by the '
processor (including volatile andi nRoorleNTite henory 15 and/ or

storage el enents), and suitable ibkpuH—ard-outplt devices. Program code is
applied to data entered using an input- device to performthe functions

described and to genepate oudt put information. The out put
information is applied to one or [|meErERNANEUTEML—24
' ' DEPENDENCY

/26

GROUP ENTITIES
AND PACKAGE
ENTITIES

ni 28
END Y

FIG. 1



devi ces. Figure 11 illustrates one such conputer system
600, including a CPU 610, a 20 RAM 620, and an |I/O controller 630
coupl ed by a CPU bus 640. The I/O controller ' - 630 is_ al

coupl ed by W@ 98157bus 650 to i nput devices such as a keyboar dpggﬁsgszﬁsg
nouse 670, and out put devices such as a opyqtor 680. Variations are within
t he scope of the follow ng clal ns. For exanple, instead of

usi ng a nouse as the i.nput devices, a - pégssure-sensitive pen or
tabl et may be used to generate the cdr SETERMNE| 5 i nf ormati on.

Mor eover, each programis preferabl yNuypl htedin a high | evel procedural
or object-oriented progranmm ng | anguage toJcomruni cate with a conputer
system However, the prograns—dan—be—i{mplenented in assenbly or
machi ne | anguage, if d BE HMN@FI@%O?—‘M’ t he | anguage may be
a conpiled or interpreted | anguage. USE ACcessiBiuTY] 30 Each such conmputer
programis preferably stored on a qtorage nedi umo devi ce
(e.g., CD-ROM hard disk or magneticdrsKenre) tnhat is readable by a
general or ' : 15
speci al purpose programuabl e conputEer—for—confrguring and operating the
conput er when the storagdqd nmedelgtPreteVi *’5_%33 read by the
conputer to performthe procedures o

ENUMERATE ROOT
ENTITIES BASEDON |—34

PREDETERMINED _

CRITERIA

FOR EACH ENTITY
ENUMERATED L— 36
DETERMINE ITEM
DEPENDENCY -

SELECT NEXT TIER |37

NO

DONE WITH ALL

TIERS




described. The system al so may be inplenented as a conputer-readable

st or age medi um configured with a conputer program_where the

st orage NMEWIOBIESTTS configured causes a conputer to opf&TAYI98{2A863
speci fic and predefi ned manner.. Wil e the invention has
been shown and described with reference to an enbodi ment t hereof,
those skilled in the art will understand that the above and ot her

changes in formand detail may be nade without departing fromthe spirit
and scape of the follow ng SMins. 10

16 VWHAT IS CLAI MED | S: 1. A process for

determ ning an application state, conprising:
determ ning entities which provide predeterm ned functionalities for a 5
user; : determning itens that depend fromthe

determ ned entities; 24
ETERMINE ITE
DEPENDENCY

_ 40
CANDIDATE |
GENERATION
. 42
CANDIDATE J
ANALYSIS

CANDIDATE 44
CONFIRMATION |/

ITEM PACKAGING "

48
END

FIG. 3



grouping entities by pruning overlapplng entities and conbining

simlar e”%&bﬁlsﬁ”d packagi ng t hecynusougr26s63
entities using a predeterm ned fornat. 10 The net hod of
claiml1, wherein the determning entities further conprlses.

determining tiers of user accessibilit o for each
tier, enunerating root entities basedd%rkwedeternined_criteria

and 15 for each enunerated entity, determ ning one
or nore. dependenci es of the entity.

3. The met hod of claim 1, wherein the item dependency determ ning
further conprises: 20 ' _ generati ng one or

mana?§2|ng t he candi dat es;

GROUPENﬂTES packagi ng itens
The method of claim1,

nore candi dat es;

confirm ng the candi dates; and

associ ated with the candi date.

wherein the entity groupi ng and packagihg further

conpri ses: _ .d-ternlnlga an inter-entity

rel ati onshi p; and EIND essing the entities based_'

on the.inter-entity relationship.l INTERENTITY
o _RELATIONSHIP

PROCESS —’/
ENTITIES BASED
ON INTERENTITY
RELATIONSHIP

PLACE ENTITIES | 54
INTO A FORMAT |/
FOR
SUBSEQUENT
USAGE .

_ 56
END

FIG. 4



30 5. The met hod of claim 1, further conprising generation of one
or -nore ~ persistent state representations.

17 WO@931577 The method of claim5, wherein the persi stRGHUSIB26863
information is in a format, whi ch further conprises:
generating zero or nore information bg§ﬁ¥s; and n
generating one or nore entity bl ocks. _ 7. The net hod of claim
1, wherein said application state provides a@npl ete, - .
persistent run-tinme information. ' . The method of claim1,
further conprising applying said applicatigé state in 10

installation, synchroni zati on, backup, reco¥ery, analysis and repair of a

conput er system - 80 L ) 90
/ _ Z
82 '92
INFORMATION INFORMATION|
96
86 _
84 I ._f? 2
D
- ENTITY o ENTITY .4 | enmiTy o ENTITY

FIG. 5



9. The nethod of claim8, wherein said conmputer system executes a
W ndows operating system 15 10. A nethod to
determ ne agoyaphsation state for installation, synchronizat, ﬁq $98/26 63

a

backup, recovery, analysis and repair of a computer system wit Wn
operating system conprising: _det erm ni ng entltles
whi ch provide predeterm ned functlonalltles to a 20

user, including: - 6/11 determning tiers of user
acceSS|b|I|ty, for each tier, enunmerating

root entities based on predeterm ned
criteria; and o[
det ermi ni ng one nor e 25

for each enungrated entity,

dependenci es of t ijni ng
dependency itens, 1 generating
one or nore candi yzing the
candi dat es; andi dat es; and
30 ift h the

candi date; and ined r oot
entities and pack

520

FIG. 6



18

predet erm ned format,

I ncl udi ng:

determ ning_an |nter-ent|ty rel ati onshi p;

processi ng
and 5 _
predet erm ned format.

i es based on the inter-entity relationshi pPCT/US98/26863
placing the entities into a

11.

I nstructions for determ ning an application :
““““““““““““““ Todelfor determning entities which

readable nedlun1mnth

fonput er
: st ate,

conprising:!

provi de pregdeterm ned 10 functionalities to a user;
code for determ ning_itens | hat ENEpENd fﬂeﬁﬂthe determ ned entities;

code for grpuping entities py prﬂWWhg.ove*lépplng entities and

conbining simlar erftities;

packagi ng the group
12. The cgnputer r
det er m ni ng}

code for defernining

ad

code operating on egch tler t o~Nen

AT ROOT ITEM
?

NO

{ code for

Bl 8&Gss

' REFERENCE
tities ased’ﬁ% 20

code operati ng,On

120
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dependenci es of the entity. 13. The conputer readabl e
medi um of claim 11, wherein the item dependency 25

determ ni ng code further conprises: coge f

gener at i ngY®"HFhor e candi dat es; P o

anal yzi ng the candi dat es; code for confirmng

t he candi dates; an ' 8/11 code for packaging itens
associated with th¢ candi dﬁéﬁﬂ' p3P— 14. The conputer readable
medi um of claim 11 Wﬁ? &P eht b/ groupi ng code

19 Fr-tyiret 5 ri ses: code for
determ ning an inter-enti Gl Zt I onshi p; and code

for processing the e gdYBA the inter-entity relationship.

ti ba
MORE LINKS

2
_ Y
204
PROCESS START | %
MENU
226 230
206 ' C
YES nggfégg\éo ITEM GENERATION
NO
EXEFILESIN | 208 .
. N i RETURN TO LAST
KNOWN LOCATIO jl-/ . " STATE
\- 228
FILE EXTENSION | 212
ASSOCIATIONS | )
MORE YES
EXTENSIONS
?
EXE FiLES IN PATH| 27°
YES
222 . 224
/-
NTITY
GLOBAL EXES NO (E:ROSS-

IN PATH REFERENCE




5 15. The conput er
conprising code for

repr esent atWoM83H77persi stent state i nformation.

readabl e medi um of claim 11,

further
generating one or nore

PLF/US9I8RARS3

conput er readabl e nmedi um of claim15, wherein the persistent state

information is represented in a format further conprises: 10

code for generating zero or one inf oz:mitlon bl ock; and '

code for generating one or —re—ent¥ty bl ocks. 17. The
conput er readabl e nediumo n.gM 'rgo wherein said appl i cation state
provi des a conpl et e, per5|>ten run-trme information. 15 18.
The conputer readabl e nedi tmrof——gtarmrtl, wherein said application state is
used in installation, synchronizatign,2¥ackup, reCO\;er.y234anaI ysis and '
repair of a coONPUEr Syt g 19. - The
conput er readabl e nedi um o | n-,-@@pgb,@@mw EL_Ssystem
executes a Wndows operati ngs 20. A\ conputer g$ystem
conpri si ng: - a processor; 25

a menory array coupled to sai d plo¢ESsor ; 252 - 256

EXECUTABLE

FILE

INFORMATION FILE DATAFILE
CANDIDATE CANDIDATE
GENERATION GENERATION
N— 254 - 258
ITEM PACKAGING
& 250
~ PEFILE BINARY EXE SCRIPT EXE
DECOMPOSITION DECOMPOSITION DECOMPOSITION | 248
AND CANDIDATE AND CANDIDATE AND CANDIDATE | 0
GENERATION GENERATION GENERATION

\\ 240

N\ 2

FIG. 9



a data storage device coupled to said processor and containing a

conput er readabl e medi umwith codes for determning an

appl i cati or?Vot988&577i ncl udi ng: 30 PCTIUS98D.68§§ode
for determning entities which provide

predeterm ned functionalities for a user;

20 10/ddde for determining itens that

depend from t_h 260 S 28 o d_e,t,er:mzned entities;
code for pr LnTr'eé:UV'ET‘I?ppI ng eptTtres amd—gonbi ni g .

simlar entiltpesutleicand gr q aBTRINGSCAN SIBLING SCAN
code for pagkagi ng the f entities using|a
pr edet er mijned Torfmat .

ITEM
CONTROL
\- 306
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MODULE
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286 208
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7 e
YES 288
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4 292 . SIBLING
7
300
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\ 268
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.k 276
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