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SYSTEM AND RECQRAM £LED MARK MANAGEMENT PROGRAM BACKGROUND OF THE |
« The present invention relates generally to a digital mark authentication

system for gital data based on an electronic nmark and nore
particul arl EIM “mml"m lm%hm gue which can- ke effectively applied to a
digital henticati on systemfor certification digital data by a

dlgltal nark i nd*®% i ve of i mprint of a seal or signature. JP-A-10-11509

speci fication di scl CNeITAL GAGNATRE GFe ELECTRENEY SEAM AUTREMIS CAOIONET Ci al

transaction is being i rsysensiang| sEcopNEAD MARKOMANAtEMEEE WRbdRava t echni que for
being able to confirmthe truth of infornmation to be transmtted on the

network has becone inportant. ldentity authentication systens for

di stinguishing a personal identification froma 15 third unauthorized
person, thatBgEKGgepNBuPﬁeﬁﬁﬁc5NVE§TEH§ personal identification includes a
systemutilizing at possession su¢ch as a passport or a credit card, a
system utilizing a bi ohBEr PESEGER é§V3nFFﬁ@eFBE?ﬁFS g6ne&agdiyntoor

o1 0 aph, 855 RAER Bbj FeRS 32l LOLBLIRLLEN 2UEh 55 20, asguor o
general 1y Uss tav??ﬁa%iiéﬁgép BLeEE Pl 8h GRS, FAS “dF 38 M¥Forffat | on
in the coyrsg ebchRigQhBBLheBn! EAASBESEEPBctiPely applied to a digital
mark authentication system for certification digital data
by a digital mark indicative of imprint of a seal or signa-
ture. JP-A-10-11509 specification discloses a document
security system.

10 As commercial transaction is being increasingly
spreading on the network, a technique for being able to
confirm the truth of information to be transmitted on the
network has become important. Identity authentication
systems for distinguishing a personal identification from a

15 third unauthorized person, that is, for authenticating the
personal identification includes a system utilizing a
possession such as a passport or a credit card, a system
utilizing a biometric such as a fingerprint, voice print or
holograph and a system utilizing secret information such as

20 a password or digital signature. However, when application
of such systems is limited to the network, the systems
utilizing possession or secret information are generally
used.

With respect to confirmation of tampering of

25 information in the course of information transmission, in



- 2 secure electronic transactions (SET) used for safe credit SEttlenﬁﬁhﬁml
of account in electronic comrerce (EC) utilizing the Internet, 0 5\4

- authentication of card s possessor is carried out based on a digital
signature. The digital signature is 5 usually a cipher docunent obtai ned by
encrypting a conpressed docunent or nessafje"to be transmitted with use of a
sender's cryptograph key, and the cipher docunent can be decoded into the
ori gi nal cofSFaISe§LESEFRRAC RraRsass 1omssdfFdr) I dPF 1IBAL Y FHRDAE key).
That is, the do§unent 10 receiver .can _conduct, docunent authenticat.ion, that

is, can confft b RE RESONBE i1 RICTEHNe e FBPLSFE g Uikter 12109
documont - deEbied ARSI Shae A NERE ISANIGr A LI CHCE FURRRARY, F CARELed
i griar aa 8o peeekBia Gy ST e U dighed T A e 1
Hovever SouSRUR 1 o SRS Secl e ey, A Y 2o “Secur 1y

even if you dooleealsdd dduiaiett b rdksadedeed XansHl 9PN 15 4A

e
system inprint of a seal recognizable by |Iooking at it can be used.
However, thef 'Eprsie'ﬁHle’sacﬁ:?%Jt aplf Key 2 diRY & Hed ipherrodukent! @gPN, i N
order to confirma sender o Zgggir glteale?data such asﬁg] docunent, it has
been necessaey detodedde inteeithey ocafidinaldicgniptesdaidn dorumenrs neith hisd ory of
|l og information or the |ike. - 3 SUMVARY OF THE INVENTION It is
t her ef ore amfolsieaderdfs tdezogeeskemyt (pukdritd &key)o prihatdeiss ttdwhmapmmentti ch
can solve the above problens in the prior art and can reali ze
aut hent ildat irecedves d@na comdustt idegumen tvaart hiingiiicdt it a thatsai®, ¢ran
recei ved. Anot her object of the present invention is to provide a technique
for aut hent iCORfiAR &hadhdheeMesfaddisainfthFanparad by GanPaEdsyhiteabl e by

human eyes. . . .
y compressed document obtained from the received message with

the compressed document decoded with use of the accepted
digital signature.

15 The receiver of digital data such as a document
cannot confirm the truth of the digital data or its sender
only by looking at the digital data. 1In real world, you
can rest assured by looking at a seal affixed upon a paper.
However, such a digital signature cannot give you a feeling

20 of security even if you look at it.

Meanwhile, in a conventional electronic seal
system, imprint of a seal recognizable by looking at it can
be used. However, the imprint of a seal per se is a mere
design. For this reason, in order to confirm a sender of

25 digital data such as a document, it has been necessary for
the receiver of the digital data to examine a history of

log information or the like.



In accordance with an aspect of the present 10 invention, there is provided
a digital mark certification systemfor providing a mark for data W)
- certification based on a digital nmark, which conprises: a mark néhﬁg&ABnZU
processor (221) for enbedding certification information of a mark creation
demander in a 15 demander's mark design‘t% Treate a visible mark on a
display in response to demander's request; and a mark distributor (200-222)
for distrib&$Y Q& FHEN I NVENTISN decodi ng of the mark and the visible

mark to a demander's term nal device. 20 lt,is visually recogni zed that the
certification informatitonts FhERFERRSI 3t FHed é’rftsé:d‘%qgsefﬁe

o vt v nSROARTGE £ b R R B 1 N e
i bl in.th : 5 tifigatiqn jnf. ti
g(r)éflypt gdt gﬁm%“{c‘?’?i%‘. (relcart’l :?&l%glng erﬁtcray&e é:\(;xq’ ger g eirzce;ta‘:uc%%l%n%]loéranq’aoolrng% r:)?n

Both the 1 gnpla el ieAlin kLTI AL e AIY A SR, of

the original certification infornation. I'n response to
the mark updating requgithd@pRIdt B aH B e SUMC GIRAINY %At )i<L &b encrypt

I nformation including demander's other feature wth use of the cryptograph
key to creaipgamn@eerhiiRffe TV iduttRintdtating a send message
containing a visible mark recognizable by human eyes.
In accordance with an aspect of the present

10 invention, there is provided a digital mark certification
system for providing a mark for data certification based on
a digital mark, which comprises:

a mark management processor (221) for embedding
certification information of a mark creation demander in a

15 demander‘s mark design to create a visible mark on a

display in response to demander’s request; and

a mark distributor (200-222) for distributing a
decoding key for decoding of the mark and the visible mark
to a demander’s terminal device.

20 It is visually recognized that the certification
information is embedded in the created mark. The
certification information can be obtained by encrypting
information including a demander’s feature with use of a
cryptograph key. It is possible to embed in the mark both

25 the whole certification information encrypted and the
original or non-encrypted certification information or both
the original certification information and the digital

signature of the original certification information.



' 5 information, and can enbed the other certification information in the
demander's mark design to create the mark. I n accordance with anoth r 002
. aspect, there is provided a terminal device for attaching a mark flo H%§e3
10 certification based on a digital mark to digital data, which term na
devi ce conprises: a mark processor (312 4 or transmtting a mark creation
request to a digital mark certification system for receiving fronlthe
system a mark obt ai nelinbyegpenrget tagthe markr updprbangncedues§ d&hender’
feature with use of a cryptograph key and enbedding the certification
.nfornat.onmaﬁkd@ﬁaﬂaemeg nﬁFRCG§§PQn(23M £8p §f16irya§ iR&éoFBAk1PRerei n; a
decodi ng key database 315). for receiving and 2Q storing_a decodi ng key for
decodi ng of 1RREUARRE; d HﬁnﬁefrﬁngﬁhFFeﬁeg§B§? WtheHEFygﬁlﬁ eIog i nf or ma
tion on the digjtal t h use he_cryptograph_ke t he
encrypted | GEYPRPFAREI BRY! FoL HESREPKaCBAREF SR oREREF G EERe LHaRk LPhget her
with the_di ta. 25 Ln accoﬂga C et _a %urthe aspect of the
pr esent ?nvgﬂ%$6%?€fﬂgfean p?BvF 88 gggr?QP¥EaFF5 l§§§?éﬁ?§or certifying
data based pRrardhgibA! ifPtKe WOMGHAEPTR" hSER design to create the
mark.
In accordance with another aspect, there is
provided a terminal device for attaching a mark for data
10 certification based on a digital mark to digital data,
which terminal device comprises:
a mark processor (312) for transmitting a mark
creation request to a digital mark certification system,
for receiving from the system a mark obtained by encrypting
15 information including demander’s feature with use of a
cryptograph key and embedding the certification information
in demander’s mark design, and for storing the mark
therein;
a decoding key database (315) for receiving and
20 storing a decoding key for decoding of the mark; and
a transmitter (303) for encrypting log informa-
tion on the digital data with use of the cryptograph key,
embedding the encrypted log information in the mark, and
transmitting the mark together with the digital data.
25 In accordance with yet a further aspect of the
present invention, there is provided a certification system

for certifying data based on a digital mark, which

comprises:



- 5 a mark managenent processor (221) for enbedding certification

i nformation of a mark creation denmander in a demander's mark design HR% 21“02
. create a visible mark on a display in response to demander's req&bﬁﬂ;
mark distributor (200-222) for distributing a decoding key for decodi ng of
the mark and the visible mark to a demahd®ers term nal device; and a
transmtter (303) for encrypting log informa tion on the digital data with
use of the cryptograpla Fark Ianagesentngndeesseyr (@2l oy ienthmddition in
the mark, and transmtting the mark together with the digital data. The
mark certif C@AHISHORtdOas dafagmattiorelodc & ALK wreatiqrhaenandaenrinsyst em
for certifying digital data based on a mark indicative of a seal inmage or
15 a si gnat Lﬁireg‘ L #&Fk designditq cheats & yigdhdomaman By enbeddi ng

identity authenticat.ion information and digital data certification
i nf or mat i on $4§P4 3¥a AR df&sipﬁ’ﬁ‘sfn&oc%ﬁ“ﬁéﬁdﬂgrﬁ tH58%SSHit al data certification

i th f th i £l ' . nf ti ' k. 20 W k
v se ol the certl o GRUORILRIRELON Ao e Il SRR MR
its t : ' tl : est
LS S Y R ST e el Al VIS

seal , the Mok NERAGHIRMs RIRFATIA Rvildhe fsgf& 25 managenent server
receives the mark registration request, erbeds identity authentication

i nformation obtained by teagEmttiteg |(30)MHIORAyPtdeRy iTdd atd frmRf- t he
request originator with use of a cryptograph key in a rark ‘design
tion on the digital data with use of the cryptograph key,

10 embedding the encrypted log information in the mark, and
transmitting the mark together with the digital data.

The mark certification processor of the
electronic mark authentication system for certifying
digital data based on a mark indicative of a seal image or

15 a signature can attach to the digital data a mark obtained
by embedding identity authentication information and
digital data certification information in a mark design and
can perform the digital data certification with use of the
certification information in the mark.

20 When a mark registration processor of the mark
terminal device in the present invention transmits to the
mark management server a mark registration request demand-
ing a new registration or updating of a mark such as an
electronic seal, the mark management processor of the mark

25 management server receives the mark registration request,
embeds identity authentication information obtained by

encrypting information for identification of the request

originator with use of a cryptograph key in a mark design



- 6 such as a seal inmage design to create a mark, attaches a decodi ng key
for decoding of the identity authentication information to the created
- mark, and distributes the keyattached nark to the request origi nag(ﬁ.MNR 2““2
mar k decodi ng key managenent processor of the mark nanagenent server
regi sters the decoding key for decoding-of the encrypted identity
aut hentication informatiqgn in a mark decodi ng key nmanagenent DB, and
transmts t F8Pe@SseSERlddMadendasagn & et @ RK 1A% rdi nal
device. The mark registration processor_ of the mark term nal device accepts

the mark fr RGN KEYFy ARGAA1IND Qs Sdte drdaitel b Al thegGaAT ok er ver .
A decodi ng key. storage processor of the rk ternm.nal device receives the
15 decodi gg %ﬁ%r‘hg:%éﬁig (ﬂrﬁqtaﬂglﬁrg"nﬁ%gﬁﬁr%%s@e stores
t he decodin i i,gi.tal_,data DB. Wth respect to digital data such as
a docunent %&Z\lﬁa)r%leg %'e#lggéctot é%heedre[q#eersé't c?rlaglrptf%?ra‘ttachrrent processor of

the mark ¢ erm nal deViAC?na r&é%to%ig{r?g;néé} ﬁaﬁ%’ﬁ:r fn%d{?stdzo%# rgho‘g mat i on

containing its featured Informa ti nt” serial numnber

Wi th use of ya G YRIRH RN X Do VY d % dd}es te?gé,dte;egzﬁﬂég tm@e%ypt ed

digital data certification informati on and mark attachnent nunber in

the mark ha\a'ewdih? ioferihd Yeriflyptidd Galet ity mutHed{tidd Pt the user of
a digital data sender enbedded therein, and attaches the mark at a sel ected

position of infordiadiion idataa malrtk idfedmisisi;jdoh@ﬁm ént o, K both the
whol e certification information encrypte and the original or

non- encr ypt etanasntiitfs adid aeginftere iderodinyptdeyt o ahgiamiogiartdd i cation
information and the digital signature of the original certification

i nf or matlilon mag knitermima ldidgivtigle .dat a attached by the mark is transnitted to
the mark term nal device of another user in such a manner as nentioned
above, a mark certifi &8 SRGK FeBESHradilamhenengsacy mihdiheldande extracts
the identity authentication information fromthe mark attached to the 10
digital dat FeTEHdadodeics AfeeRiSodig Magk HUOM e MAT K MATBIAPTL t he

identity authentication information with an associ ated decodjng ke
previously SFCEFSAT Ote tg’(fc&?irhb MANAGSEEN I SEIYRTer nifhidRFoL I kSYdence

bet ween t he i n < L.he rk certification processor decodes .the 15
i dentity autsg%(r%% cea%léé?élssr?fo d‘lr] r?arf?%‘nl% B S MmN TR AEST I LS ¢ he
decodi ng keyd j j [ i [ ' di splays it.
When de'%le?r mhrﬁcrr%tglgtghngtr? o?jr?gn{jétr%g g'lt](tweﬁe%tﬁt%g ﬁ%%ﬂa‘%ys, he ﬁari

certificall Qropiededss UndlisHirdis e Ada RSP 1P HIRIBUK data DB.

certification processor of the mark term na so extracts the
digital data certifi catiiton dedfpeidmidom fgiamit katRdadnEd G it al

data attached thereto, decodes the extracted digital data certification
i nformati on havtimguse mafirk lae tdehed thdé@to, a mark attachment processor
of the mark terminal device encrypts digital data
20 certification information containing its featured informa-
tion and a mark attachment serial number with use of a
cryptograph key unique to the user, embeds the encrypted
digital data certification information and mark attachment
serial number in the mark having the identity authentica-
25 tion information of the user of a digital data sender
embedded therein, and attaches the mark at a selected

position of the digital data. It is possible to embed in

the mark both the whole certification information encrypted



25 extracts featured information fromthe digital data having the mark
attached thereto, conpares the featured information extracted fronﬂﬁBeMAR 2
- digital data with the featured information in the digital data 002
certification information. _8 Wien determ ning a coincidence between
the featured infornation the mark certtfication processor displays the
digital data certification._information; whereas, when detern1n|n

a .
non- coi nci déf%e PEIGIAEN 0% ROTRENE YRS |q“':‘r’i%ﬂtq"cﬁ?‘b’r% Sy s

an error nessa has heen ntl%' ahove, 1€C6 the el ec {héc mar k

aut hent | cat O3n PR SRE PTG Lo AR 4 data a
mar k having t.he identity authe tlon I.nf natlo and di data
certificati &t gfﬁ:aﬁq‘n tlud:r? #tt) Tatfe PAHMA &’r‘ﬁdﬁoég &it al
data with ugq of the certlflcatlon information in the mark, the systen1can
realize the |é%nt|ty aut hentication and data certification while securing

visuality of a matter gypql QER% | giyal.data is
transm t%sed and 15 recel ve&ﬂgﬁ % nlté!t%aor %%WP%}%V%]&@E DRAW NGS
Fig. 1 scherabingdlilttedhees thie Harde@ainal @&vilEds AHdeid@luser in

aut henti cation systemin accordance with an enbodi nent of the present

i nvention; Zch @ manh@fienm! meHYionE Wbk Ald ARGHRIErtoff e asi@dn mar k
managenent server 101 in the present enbodinent; Fig. 3 schematically shows

an arrangempriocessar efplthyecmardr rdexalinklll devidee gxtasots arfwdidentityEi 9.
4 shows an exanple of data of a seal mark 25 managenent dat abase (DB) 210
in the presemthemtidiatdion iFifprma tsioms ram ehenmlarkofatt@ichenf to s mar k
public key managenent DB 211 in the present enbodi nent; g Fig. 6

shows arOex&iglidadf dariehemndc soild@tdst 4 hen d&@d@ﬂ@dﬁy atbadiheshtforri g. 7

shows an exanpl e of docunent authentica tion data in the present
enbodi nent : decoding of the identity authentication information with an

associated decoding key previously stored in the decoding
key DB. When determining a coincidence between the decod-
ing keys, the mark certification processor decodes the

15 identity authentication information extracted from the mark
with use of the decoding key into the identity authentica-
tion information and displays it. When determining a non-
coincidence between the decoding keys, the mark certifica-
tion processor displays an error message.

20 The mark certification processor of the mark
terminal device also extracts the digital data certifica-
tion information from the mark having the digital data
attached thereto, decodes the extracted digital data
certification information with use of the decoding key,

25 extracts featured information from the digital data having
the mark attached thereto, compares the featured informa-
tion extracted from the digital data with the featured

information in the digital data certification information.



5 Fig. 8 shows exanpl es of seal images and seal marks in the present

enbodi nent; Fig. 9 shows an inage exanple on an initial display scr .UWZ
the present enbodinment; Fig. 10 is a flowhart show ng a proceduﬁeﬁgﬁ@ﬁz
seal mark registering operations in the present enbodinent; Fig. 11 is a
fl owmchart showi ng a procedure of seal mark Tnprinting operations; Fig. 12
shows i mages of processing display screens associated wth a processing
fl ow of Fi gWhen dertegmindngr asepincidediceeetweed the featumedchart
showi ng a procedure of authentication operations in the present enbodi nent;

Fig. 14 shokdipFBgedonn the PrskeSSIidTdCasiap PIOSESS Is SUSPIAYS Wilth a
Pl nchar (- sHOALTE LadaEac S48 TP A5IOmIRt SRR c HIRFE peiiTons. | n t he
DL Coe SR TR g3, R SRR TR o B SR o
5 certification processor displays an error message.
As has been mentioned above, since the electronic
mark authentication system of the present invention
attaches to digital data a mark having the identity
authentication information and digital data certification
10 information embedded therein and certifies the digital data
with use of the certification information in the mark, the
system can realize the identity authentication and data
certification while securing visuality of a matter symbolic

of the data sender when the digital data is transmitted and

15 received on a network.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 schematically shows an arrangement of an
electronic seal authentication system in accordance with an
embodiment of the present invention;
20 Fig. 2 schematically shows an arrangement of a
seal mark management server 101 in the present embodiment;
Fig. 3 schematically shows an arrangement of an
employee terminal 111 in the present embodiment;
Fig. 4 shows an example of data of a seal mark
25 management database (DB) 210 in the present embodiment;
Fig. 5 shows an example of data of a seal mark

public key management DB 211 in the present embodiment;



- 10 DETAILED DESCRI PTI ON OF THE EMBODI MENTS Expl anation will be_made as

to an electronic mark authentication systemfor perform ng aut henﬂrgamm)rfﬂﬂz
- and docunent certification with use of a digital signature or a 5 seal in a
corporation intra-network and in an intercorporation network in accordance
with an enbodi ment of the present inventidm Fig. 1 schematically shows an
arrangenent of a digital mark authentication systemin accordance with the
10 present enbodi ment FiBhe 6eEbeWsoanc exampleu Oife RUtdentdsadione fagh tifme
present enbodi nent is used by a plurality of system nmanagers 100A to 100B
(which will the pEREENfes™PeHdMeddito nerely as the system nanager 100,
hereinafter) for nanagLng seal marks or si nat%re mar ks and by a 15

1 IO SRS

plurality of enpl oyeed 18204 S§OFE0BTY GfAMPL& © b R ENtdCSAsd to
merely as the enpl.oyee 110, hereinafter)...In the system as shown in Fig.
1, a mark n§ﬁ88g§§%¥ %@r&gﬁ PEERS F@%hﬁﬁﬁeqﬁisonetines referred to

nerely as the mark ma enmgn v ~erei_naf.t er d an _enpl oyee
t erm nal %111A (whi ch \?‘migl'nge%g§§r’e%t %%ggn%r efe'e(r%rfggrét%& nlé'iag%% gé%t ﬁéea(eelnpl oyee

ter m nal 11%angrghn%Bgeg}eggﬁtnghgghhke%Qnnected through a conmuni cation
a

networ k 120A such as corporation Intranet (which network will be

sonetinmes referred toprg[%r.elgy Sggwtshgncq_q\rgné@ @g(tain@,rien%tnm@rnk it 429,
herei nafter). Al so connécted to the commini cati on network 120 1s a system

or client taigbnay etreeBBifOiper pired@nt Embddimenithe above through the
Internet 108. The mark used herein refers to a mark such as a - 11 seal
or a signature, whichriig.i 10t ie kofhowicharti Ehewites iadpraodditiec oy have
an i mage desi gn shape nore redundant or unclear than usual types used in
docunentld, weadhmagkyiregilstieringg opexatdonsi iinndhen prlesmmtt embdidiatente 5 of
mark user's identity, and which is used to confirmwhether or not an

unaut hori zed person oFighi Ad par ay filepehestasdoving auprocedadeusdr to
affix the seal mark or to affix a signature upon a docunent (which
confirmati ofiefill Magk AMPEinEAngr eperstd®nSliy as the identity authentica 10
tion, hereinafter) and.to confirm whether or not the document having the
seal or signature afff*8d tReFBOYSn1P@Ies Off PEFERHSiDY S35FLaA¥ati on will
al so be referred to nerek¥ as, the docunent certiflicati nF.her inaft%r . The
mage desi g By Be2REPE LPERINHAD onEROLSHE W% dBY 8 Fiiffor dt fidh tPhe

mar k naqggeggg%eﬁ%rgﬁBOEQ%e%%Ls to performthe identity authentication or
docunent “cerfification Irim a cdrporation intra-network or inter-corporation

network transactions gggaged By Lhe)eyhaPam :ngrlng? ry&%q@ré(o%o

managenent server 101, i'n response to a request t he enpl oyee 110,
registers aamhkénwcatr.{%kp?;@&%&%@,_t iRBthie0 pras@hR! dmbRd imringl;) as
I1TS

i nformati on necessary for aut hori zed user's identity aut hentication. At
this time, the designrag.thea ehblsCcdmalesl b&elheC pralcedsing Masplay
screens associated with a processing flow of Fig. 13 in the
20 present embodiment;
Fig. 15 is a flowchart showing a procedure of
document authentication operations in the present embodi-
ment; and
Fig. 16 shows images of the processing screens
25 associated with a processing flow of ¥ig. 15 in the present

embodiment.



25 enpl oyee 110 in such a manner as to digitize an actual seal inage,

signature, face picture, etc. by neans of a scanner, but in order t@MAR 2002
. prevent illegal registration, its creator is checked by the enploge I D or
the like. - 12 The enpl oyee 110 creates documents or the |ike necessary
for business with use of the enpl oyee +et®inal 111 or conducts data
transfer with the system manager 100. Each mark is managed by the enpl oyee
term nal 11DETRERBED aDESGBIPTIONt OBNTBE EMBOPAMENGA contained in a seal or
signa ture such as corporation's section is requested by its creator t he
syst em manager 100 upB¥P&anakiorawiklinbet madenAsstohanyBdectgonarkMaskt he
enpl oyee termpal 111. A screen inmage 112 shows an exanpl e of a displ ay
screen whey2UtheRk4rabionaeXshPRhIQT sREFIREMANEs aHFRERLyE4T 1RGNS
schemati cal Ly sho an_arrangenent of the mark na nt .seryver 101 in the
orosent enbBUPRBRTE SRECHELRAFARRGETER: USEr 0% 214205 F Sing LgRatone oF 2
enbodi nept inc&udes a_mark ngnagenegt progessor 221 .and a.mark public 15
key managenBht prBcBs§BFP222 188 IRowR PR-EPGS 3MOTAE RAr R\mafagenent

2 . . , st ,
T e R N i P
comuni cat i gReBgh¥OL KvédPAonGreates a mark by embeddi ng identity 20

aut henticatton informati on obtai ned by encrypting information for identity

authentication of therigqueskchemdthah@lyb¥hawseahetrkangeneatt B¢ geal
i mge or signature design of the request originator by an el ectronic

wat er mar ki ngiyeéchbi maek( ahthenviththonespkaenednl atevrdaateawieh Zhea
public key for decoding of the identity authentication information to the
cr eat edlfuar kreaedtt emhodimenthut ®hei eleotrbhaicenarkt authgntatationhe nark
publ i c key managenent processor 222 - 13 registers the public key for
decodi ng of syatemnefyphedpreerntt pmhodhmentcasi vsednbyr aapluoralityhefseal
mar k public key managenment DB 211, and transmits the registered public key
to the enpléyééememﬁﬂﬁaﬁrﬁllpoﬁ Roph 8§Bafwhaehc Widilnget EemgiiRefanagenment
server 101 to _function as the mark nanagenent Rrocesssh 221 and mark public
|l

key managenERfepFEeesComessdy AfythHE SY5FER MARZIRZCPQirnfeKEdPAMtELCh as a

CD- ROM and %hen recorded in.a_nmagnetic disk,or the |ike gng t hen | oaded in
a nenmory totBE T6n89é88t88?1Tﬂ8rg§dP6nFﬁ8PaF868rHﬁﬁbstHB pPEgfam t her ei n

may be ggot Bef, DReLYMLet BEb16988s! 1S 0xPeEM 0B (which will be

sometimes referred to merely as the employee 110, herein-
after). 1In the system, as shown in Fig. 1, a mark
management server 101A (which will be sometimes referred to
merely as the mark management server 101, hereinafter) and

20 an employee terminal 111A (which will be sometimes referred
to merely as the employee terminal 111, hereinafter) are
mutually connected through a communication network 120A
such as a corporation intranet (which network will be
sometimes referred to merely as the communication network

25 120, hereinafter). Also connected to the communication
network 120 is a system or client terminal of a BB corpora-
tion similar to the above through the Internet 108.

The mark used herein refers to a mark such as a



As shown in Fig. 2, the mark managenent server 101 in the present
enbodi nent includes a display unit 201, an input device 202, a 06 MAR 2002
- comuni cation network interface 203, 15 a nmark nanagenent DB interface 204,
a mark public key managenent DB interface 205, a mark | og nanagenent DB
interface 206, a storage device 207, a-CRU 208, a nenory 209, these devices
bei ng i nterconnected by neans of a bus 200. Al so connected to the mark
managenent s@aleori@l signaguget,emidichstisr dge tdwey ifosm ofe an mwagemnagenent
DB 210, a mark public key managenent DB 211 and a mark | og managenent DB
212. The di sigsagnudind MpLchymadh hagigains dfagecdes ign ishane MEs al di spl ay
or the like, is used to display a_ 25 nessage to i nformthe system manager
100 usi ng t FEGRRARNRXgdRTIeaTe AN HFhad: tyReSMEeddn ARSYNGRES devi ce

202 is used far .the system manager, 100 using t.he nmark .nanagenenf., server 101
to enter dat@iFh &% Wﬁ?ﬁ@géﬁﬁgﬁ% a cqp?éinﬁﬂﬂnﬂﬂﬂﬁ%ﬁﬂ rﬁﬁdﬁﬁﬁglve
interfaceg 2 ti gto.perfarm data transfer. with the e Qyee term na
111 or tf?e (rgr)gr b%%g(ngge%%eﬁt lsern\}"elrtyl’o%é‘%ofwna%ﬁ Hér uc,séerdp(}:roaﬁoggl\ﬁﬁh t he

connunicatigmegﬁgwo%ﬁ 124 5;'U%%dgyg%fggga%%g%%*hgﬁ.Egbﬁﬁgﬁggé 4 perforns

data transfer wth the mark managenent e m nt DB 210

manages dat 3 mipdalsiateseMRIsOMRR oSz e Al S Y Kheab8€Mark or
i mges/ si gnatures as associated therewth, for exanple, as shown in Fig. 4.

10 The nark tpullfifd xkey siyhagaRNupgds iahidduaen t2 QWi QdHE idaat tgmnsf er
with the mark public key nmanagenent DB 211. The mark public key managenent

DB 211 nmanagdd ldaien alsel wdifed reEd komieaedys agf the dideitiay sdeitica-
managenent sections, etc. of transacting corporations and public keys 15
for ident0 t yizmt,hderedaaifdert)handftcascasfdom athethdreroawintdt, ther exanpl e,
as shown in Fig. 5. The mark |og managenent DB interface 206 is provided to
per f or m dat documesite hajing tthe @@ad o3y simnadamena fifig xe thEreupnrk isog
managenent DH_ 212 nmanages 20 docunent certification data enbedded in marks
when t he nafiledsdifd-esk f(Whd@hy som fdirgiatdiond stid la@ lisee hanefrrradetd nal 111
as associated therewith, for exanple, as .shown in Fig. 7. The storage
devi ce 207, MEFEHY ASnitiss docamenty catditdeatyogypneriedpaditae | e s
used to permanerétld%astore t herein_ a pre%(gﬂrn% r atatto bee use jn the mark
management Server “TOTIMTAEYCAS 208 S & ’%e g\aé’l 4 ndael t he -
15 15 information.
The mark management server 101 acts to perform
the identity authentication or document certification in a
corporation intra-network or inter-corporation network
transactions managed by the system manager 100. The mark
20 management server 101, in response to a request from the
employee 110, registers a mark in a mark management DB (to
be explained later) as information necessary for its
authorized user’s identity authentication. At this time,
the design of the mark can be freely created by the
25 employee 110 in such a manner as to digitize an actual seal
image, signature, face picture, etc. by means of a scanner,

but in order to prevent illegal registration, its creator

is checked by the employee ID or the like.



constituent elenents of the mark managenent server 101 or perforns VamhﬁgﬁNZ
types of cal culations. The nmenory 209 tenporarily stores thereln

- necessary for processing the above operations by the CPU 208 such as an
operat 5 ing system (0S) 220, mark managenent processor 221 and mark public
key managenent processor 222. In this ea3@, -the OS 220 is a program for
realizing functions of file managenent, process nanagenent and devi ce
managenment to control ThReempilpyeemddR curagesedocuoenssver the 1ike nark
managenent processor 221 determ nes whether or not a mark

regi strati oRPABEFAF¥afPEnbRE4DESS WisheUSEr 8/ the empleyee termimal 111 is
an illegal request frogma third party, enbeds the identity authentication
15 i nf or mat Léh PR FHEdPFﬁﬁsﬁ?FFe&répﬁﬁgquétBrt§@aﬁyﬁﬁﬁﬁemdééﬂﬁﬁ 300in the
desi gn nmana b e.mar k _manggenen 0 when det.er t he request
s | egal Eaap.ﬁar S BFRARBaGEnEhe GBS 2Y SGaCeaTinathd dane ety
operatio o the t ori.gi.nator, ﬁgd stores 20 | og

t he LKt re
infornatson aéﬁ ?588 ggafﬂgofpﬁ§l8p gPPl?FRSdtHQ 8c5P3 P FAIPRE mark
| 09 managenmtnoDBugh2asl LobBoPSRYRYS BALLLRG TR L IROSGLER, JR 210 can be

updat ed only by an au person I'S Conne |on ntity

aut hent i cat ;aBat BEO| MheOByERHCnaAgEbeqddRdupRatle L88l Grks s Shown in

Fig. 6. A t echni que ' for embedding spécific information in inmage data is
known as "ekeghbRits ﬁabeﬁgaakbagmarihebetﬁéeehonY@ést@&mwahqrq&&klnﬂ
that is, invisible watermarki ng of enbeddi ng information in such
an invisi bl ecireeneimbhbat 11amehoanaat estafmpil @gvifsa dhs?ﬂdyvh&tbb@ when

wat er mar ki ng of enbedding information in such a visib manner that human
can seelpt. dligitalt Hetahwtithha sewilsmbir& st displliyed.has a [imtation 5 in
the quantity of information to be enbedded, but can be valid in not a few
cases. Mre specificaFlig. 2oskbepasicaidynmshkwsmage acxangemengs ofhahei t
means by its sinbol or matter, that is, we can know what the mark tell us,
t he desi gn BarnkbBapagempat fsedvered Ol dRothet pyeseat embodimeatio Fhee, a
certain amount of much information can be enbedded by conbining the above
vi si bl e andm?ﬁ5|§PBP§e%GP§rﬁﬁFKFﬁglﬁétﬁ§d§h3sp§ﬁ§ﬁﬁtlﬁmPP&lmGn The mar k

bl k t 222 f k d
lpon & i 4i LAFLOERnBnRas _Barasgeer °geb%%%Faf.§2q R o BTk gUbLdFe and

nmanages g pﬂgk ﬁahgﬁfﬂgé% §? XFr |dggt%hgﬁgrﬁ§egalcablon in the mark

public ey nmanagene S'anewp to 't he public key

DB connected to the egn%oﬁgegf HEQ%Re%%l waer FEEE ??¥ Qgg 19e§e$ h%

regi stered in the mar u y nmanagenen inthe presence

of a pUb"CrE@XsEEﬁEiBhS%b&BeEQQH%ﬁEndHhQ”%Ght% gﬁétQQE&%%pQthBQaEﬁhb'C
key to the redquest originator. It is alsd assunme when receiving a

public key bEOE MagR BRbA! kAR elbIofeemtesAinanalii@nyihotheheodupycaase of
preventing a third party i~-npersonate the system manager 100 of ny

corporationtioy aetporat lQ0Apeckeanest Aemadknbyt ymbetdddnly ddeneitef the
public key sender and then accepts the public key stored in a floppy disk
(FD) or 20heauthentication information obtained by encrypting
information for identity authentication of the request
originator by a secret key into the seal image or signature
design of the request originator by an electronic water-
marking technique (which will be explained later), attaches
25 a public key for decoding of the identity authentication
information to the created mark, and then distributes it to

the request originator.

The mark public key management processor 222



- 17 like. Fig. 3 schematically shows an arrangenment of the enplo ﬁg 20
termnal 111 in the present enbodinent. As shown in Fig. 3, the en%l y@@
-termnal 111 of the present 5 enbodi nent has a nmark regi stration processor
312, a mark sealing processor 313, a mark certification processor 314 and a
public key storage processor 315. The & férK registrati on processor 312
transmts a mark re%istration_request for. new registration or updating 10

of a mark t SCCHE LSSk then Ryt K&y Jor Asroding &l &ifts SHFHRYRA mar k
managenent server, 101 a _mark created by enbeddi ng, .i.n the design of the
fequest  ori JERREGLY AUTRENt CASHAD GACRTIGT S0 e oorP Stk ATt BRPLIC
encrypting information for au nti_cation _of .the request. Qrigipatqr..15 with
Goe of o eddfdt mRRRetheo® o8 IT W Rebhus” S HR et Rl
certificati%%yiQ%ongﬂéﬁgqﬁgg%@kgfmih%ﬂgtqﬁed data of a docunent having a

h pon a I H ]

mark affixe ereupon as a’serial ‘nunber with use of a secret key
Ot Son o ocr 1 FESGER MR e SRR e
tion informbioRccFRaddadn RQr @he mitk Hanagndme giydestiord 8A aed
position in the docunent. The mark certification processor 314 perforns the
mark public key management processor 222, may be stored in
a recording medium such as a CD-ROM and then recorded in a
magnetic disk or the like and then loaded in a memory to be
10 executed. The medium for recording the program therein may
be another medium other than the CD-ROM.
As shown in Fig. 2, the mark management server
101 in the present embodiment includes a display unit 201,
an input device 202, a communication network interface 203,
15 a mark management DB interface 204, a mark public key
management DB interface 205, a mark log management DB
interface 206, a storage device 207, a CPU 208, a memory
209, these devices being interconnected by means of a bus
200. Also connected to the mark management server 101 as
20 external storage devices are a mark management DB 210, a
mark public key management DB 211 and a mark log management
DB 212.
The display unit 201, which comprises a CRT, a
liquid crystal display or the like, is used to display a
25 message to inform the system manager 100 using the mark
management server 101 of the message. The input device 202

is used for the system manager 100 using the mark manage-

ment server 101 to enter data or an instruction. The



25 identity authentication operation by extracting identity authenticakLﬁm
information froma mark affixed in a docunent, collating a puind]EbMA 2
- attached thereto for decoding the identity authentication information with
a - 18 corresponding public key stored in a public key DB 309 to check
for coinci dence therebetween, decodi ng=ahfl displaying, in the case of
coi nci dence, the identity authenticatiaon information extracted fromthe
mark with uSeMBRRLRAtEOBUBREWOKKy InsRILArEpLAYI dyncitionge toaperdPrm
non- coi nci dence, _an error neg;a e; and al so _perforns_the dat?Efertification
kiiece

oper ati on b§a&2t FRAPFAGTIWLL PRlpyes: LERTLRAS dddi 8F HNENTERE nar k
affixed in the_docunent, deco?i tge docunent certifi.catiqn information
with use of "RBIFERECSEEVEEy 1008 PACAPRENEEACQFBRTAAGRMIL o M om ¢ he
docunent afEbﬁﬁgﬁgkég%éﬁgRg%&?Fﬁcgggar|ng the featured information

extracted fro ‘featured information in the docunent
' R

certification infornmati.qn e.omrL C k _f i.nci dence
therebet&een, display?hg,mﬁé in bﬁgegggg]g ég?ﬁ%Fégﬁcgﬁgtﬁgggggﬁﬁent

certificati garhnteaRBEELSNwiRRdtHSRLRX! mqnag@mbh% $35910. NYREOmATIence,
an error mnmessage. The public key storage processor 315 receives the public

key for decqdhBgefibnthopi deot mhyiageshaaithCahcandingoemplogeef T0@,t he mar k
manage 20 ment server 101 and stores the public key inthe public key DB
309. A progsenlfetignatairegIbbeaadpkente imagesialighhtuiresf asclaisencdatiede
mark registration processor 312, mark sealing processor 313, mark
certificati thepewithsofoBléxamgle? psbbkhowkeynsFdgagd.processor 315, is
assunmed to stored as recorded in a magnetic disk or the |ike having a
recordi A§ nmedi um suchThe ma€R- RAMLAnd kefemahagemenitn DBhé ntrenrfiaget @ 05e
executed. The nediumfor recording the program may be any - 19 nedium
ot her than PREIEDRRONRtAstZRBAASrnWELY. the mp&keppbdyce keyr managementi n t he
pr esent enbodiﬁint haﬁ a displa¥ ynit 301, an input device 302, a
comuni cati BR Aétwor EREnParkapubias kgy Bpppgementy DBp2li; Bapsgesadata,
st orage devi.ce 335 a_CPU 306 _and a . .

includihg mark managers of information system management

sections, etc. of transacting corporations and public keys

15 for identity authentication thereof as associated there-

with, for example, as shown in Fig. 5.

The mark log management DB interface 206 is
provided to perform data transfer with the mark log
management DB 212. The mark log management DB 212 manages

20 document certification data embedded in marks when the
marks are affixed upon digital data at the employee
terminal 111 as associated therewith, for example, as shown
in Fig. 7.

The storage device 207, which comprises a hard

25 disk, floppy disk or the like, is used to permanently store
therein a program or data to be used in the mark management
server 101.

The CPU 208 performs general control over the



menory 307, these devices being interconnected by neans of a bus 300. Wen
it is desired to use such a design as so far used in real world, hgmgfizgug
- may be read into the term nal conputer in the formof a bit map o h i
with 10 use of an inmage scanner 308 connected thereto. The display unit

301, which conprises a CRT, a liquid crydbar display or the like, is used
to display a nessage or the like to tell it the enployee 110 using the

enpl oyee t eFANABEtUERL ®hemeagat ofetheemagk, mﬂﬁﬁéﬁm99t06@§Wﬁ§e§0é R&yboar d
or a nouse, is _used for the enployee 110 using the enployee term nal 111 to
enter data BPTEREMEUVATAAYS ?MEeéoﬁﬁuﬁﬁé§Pﬁéﬁlﬁ§§morQ nlerpzye 2883
perfornms data transfir with the mark managenent server 101 or enpl oyee

terminal 11¥BMPPRATRALYcSHAGREC APPSR 1R PROPEADS Pf@es?ﬁ€yp§8Fl@rP€FsﬁB
terf 304 f data t f wh | k DB _309 t.

The st or age L8V B8 °r8§veiﬁ§855?3535fExsgﬁehgﬁapﬁgéL%UF B8 % SpesAthe

like, Is usgg VB§%§HT$%2| @grﬁrﬁ m%%tzi ﬂ%%%s%? BS 1US&Y %Er&he

enpl oyee ter per general “control “over t

consti tuent Eb?ﬁ@”ké 0%ahﬁ§eﬁ@ﬂk°¥%§c£§%%&”8§2111 and perforns various

sorts of cafc atlng oper at’ions menory 307 tenporarily stores
therein such progra”EIHe€ﬁ§§aEXsE0rthQ90§P§2§0§stQ %gb@?%ﬁ!&%% 20948 -

operations as an operating systen1( 0S) 310, a groupware system 311, a mark

CertlflCatlQﬁgDEQﬁ@Ei@hs3éf gl eamERBgemehel, "piroees? &h@b?@ﬁe%£6anhn this
case, the OS 310 is a programfor realizing functions of | e managenent,

process nandgeteest mandgemente toapagereldt the patficemmaerkt manhagemene entire
enpl oyee term nal 111. The groupware system 311 functions 10 to perform

t ransf ed Oof seryerallOdata with inside and outside ny corporation to display
necessary data, and has an interface with the mark certification processor
314 to process aut henTheaMagk mansgemensnpzocessoy 231t detgrgiings data. In
this conjunction, the groupware system 311 is not 15 linmted to a specific
groupwar e sYBeERETHAL ﬁﬁ§ BeMmark F?SéSGFa§}§PéWP§éfP§ﬁ§19§ requesin
application, systemfor ndling the dl%hé data. .,In sone_cases, the mark

certificati 6RSPP c£§§9r €4 SRRy OB &S K @Bénééﬂtlépﬁpléégﬁ8ﬁ15§§ﬂéﬁﬁt

t.r.at 312 ts t
Croat e a deSPgR PP MM kaF§§V$tF§gF§ﬁ CeaneRnEdty RRFRRREdCat AR on

reduest 160 LRBCIREK ANIRCURAL (SRKRT 1ah LBAERER! Kes 3 Rt om the

mar k managenment server seal | ng processor rns opera

25 tions foheklignegp! eueentlBebdot bbbl Byl ihelnsigAha rge% @ ggal upon

digital data at "the enployee termnal 1 re speC| e mark
seal i ng prOQQ@SQheﬁlae€b§ﬂhﬁiﬁgnQﬁ@5%éhﬁe@hgh%ahegﬁh ,ugabkan@ Rk

corresponding to the -
mark management DB 210 based on the embedding operation,
transmits the mark to the request originator, and stores
20 log information transmitted at the time of affixing the
seal mark in the mark log management DB 212.

It is assumed that the mark management DB 210 can
be updated only by an authorized person. In this connec-
tion, the identity authentication information to be

25 embedded in the design is as shown in Fig. 6. A technique
for embedding specific information in image data is known

as "electronic watermarking". There are two ways of

watermarking, that is, invisible watermarking of embedding



" ID of the enpl oyee when a password for the enployee IDis entered, S
in a specific block, information obtained by encrypting sel ected d%gﬂﬂgﬁtmmz

- certification information and signature/seal information such as a sea
serial 5 nunber, etc. of the mark with use of a unique secret key, and
affixes the mark at a specified positiontthe docunent. The mark
certification processor 314 checks for a sender or contents of the digital
data recei véd‘-fgkmtarﬁom ihfusfean ¥ Halb e mapnehhadh| iean 1@3anndbre in
detail, the mark certification processor 314 displays necessary digital

dat a, displ£H§Q4R99%ﬁﬂn4§3PQﬂn?&ﬁﬂhk%uW%ﬁ?qmﬁ¥#¥ﬁﬁiQﬁ\%Wﬂﬁﬁﬁk%bin the mark
after decoded with use of a blic key previously distributed fromthe mark
managenent T 1ofH A0 cﬁ'g‘%] & VTP IR ARARART At iHMAR AR (B ST mht i on

e N VA, SRR ST M STl
| nf o mat 10 SDOUL (D0 St At o B, 117 oot AR Regibe ayed
di gi tal dataaEnd fPddd & fdif A, dard e idWRlY J $8S1 g When

judging invalid. The mark information storage 316 tenporarily stores

therein the yres knadk PuRlde dety €l ags afhdtheit? medfiE aieeiterfmisdl 1dd by
the mark certification processor 314. Wien a plurality of public keys are

requi red fomatogds r edtoniof wdecdrdamow ywieat hed imtad k otel fws etheon as

- 22 in network transactions between corporations, the public key DB 309

i s arranged des imn caamdet exbrewhdte modil ek witrhowal tridibbe. colmmsuckata on
network 120 so that the nmark public key managenent DB 211 can transmt
necessarh0 t RS publdertesis arpurnte gplimuch kisyf Pandatien feare B9sembeddedis t he
enpl oyee can | ook up these keys on the enployee ternminal 111. \Wen narks
are used onlBY iGPRP KDL rtEe PR relsidile tand pinyisihdks WakgrmRrking i ousl y
given to the enpl oyee termnal] 111 and how to store the public keys is not
10 |inited. “ﬁ"gfodgﬁﬁ)v%h%f’ eXarft® dt- data of the mark nmanagenent DB 210

ol bpet oo 05 sen FmaE SR R W S SRl P "

oo o r epR ey B QAT O ik RIEE 5680 (IRPE JORLEEEUiRA ©
o pooron, L e v : L el

ol o 1Y RO M C b D AT PR fihag o

of data of thig R kit dceddr BFRE el i ddh 2ilidy | futKen P ESENSn efpogh arent .

The mark public key managenent DB 211 stores théerein data nunmbers 501, mark

manager s 50ZnariaAGEr i dese Sata féited OPUPL 1 £ keinsiiies Wnas pubeosal |y
shown according to a 25 specific representation format. The mark public key

managenent D@ itb ithe gitbhlir enap opridsctedltc ey ampropdd terminehtity
aut henti cati on. When a corporation having a new mark was added or when the
public key datla WWn vitlee new public key is registered in the mark
20 public key management DB 211, and in the presence of a
public key transmission request, transmits the correspond-
ing public key to the request originator.
It is also assumed that, when receiving a public
key from a corporation outside my corporation, for the
25 purpose of preventing a third party impersonate the system
manager 100 of my corporation, my corporation performs the

identity authentication of the public key sender and then

accepts the public key stored in a floppy disk (FD) or the



- 23 nodified, the mark public key managenent DH 211 is updated. In this

connection, when an expiration date or the like is previously set @ .ﬂﬂf%mﬂ
public key data 504, the mark public key managenent DB 211 al so nm ggés e
expiration date 5 data. Fig. 6 shows an exanple of data of the identity
aut hentication data in the present enbedilfemt. Fig. 6 shows an exanple of
the identity authentication data when the mark managenent processor 221
enbeds the Hd&etity 10 authentication information in a seal inmage in
response to a request fromthe enplaoyee 110 in the mark nmanagenent server
101. Seal 1D 601, nanfig023 S&henaddcaddyeERowsd afe @Lrangssent &f dde are

managed by EMEIRHRE SETRGGRINt Koo khfoBY SR8 REDAIMENFod A6 SNARA
Flo B for Rahife. Jan Ty TRICY Saterianel  dnbais0s Fof Mo part  of
th | el ' [ int f

vi'siblo aat Srpgrpee ReRC'e g FediHFE ) o ERCER s, e ), B G

|nto LWo Of sERNGnkl R eadty d9nL! oY iR IR b U, S qTbedded

in specific one o ock. I'n'the case of a seal such as a corporation

seal , a sechindn a0bublec2Rey SRJUGY $9¥cdsaozhanse can be used as the
identity authentication information in some cases. Fig. 7 shows an exanple

of data of the docunenmhec@r iafrike Helgd tdald onn pricR ddsRTe Nl 22 HidisiBRls aVbr e
- 24 specifically, Fig. 7 shows an exanple of the docunent certification

dat a enbeddedrks régdsteat ioar relguestti dor mfewr Tegictrardon by apdanier 110
affixes a mark in digital data on the enployee termnal 111. 5 The nark
seal i ng 1fr oods@aomazk3 tof tihiee mamikl mameagesemtnslerver dldrypmsl acsegitsl D 701
mark sealing serial NO. 702, a creation date 703, expiration date 704, file
name 705, t&XRMhihe parksmanaddemgntalsegyex 104t @ Mank enedtiesh by7, with
use of a secret key nmanaged by the 10 nmark sealin%eprqcessor 313 at the

enpl oyee t eEMPRIALIDEY, igndhendesdgpe s the araupste PLiGHMARAL 0N as a mark
entity. As i.n the case of a.seal, imge 803 shown in Fig. 8 for exanple,
docunent ce ePﬁ&&?iBHtﬁﬁpﬁﬁﬁ€ﬁ¥&9iﬁ§QQﬂm§£$9?iQP§§H&§a PYe ERCTYRYHING t he
seal imge ot%gr t han_a bl ock 15 havi.n %hegig ntity authent.i cation

e

i nf or mat i on “QrBERAEAPhEPE FUTRERTHSE &; &St oA 707
includegsfogggéagggeofigfgrgq%ko&e | so-cal l ed "check sunm' of a character
e adde

data co as regarded as a ndneral value 20 and a conpressed docunent
having contents of di @hleAlnaddt @ealing processor 313 encrypts document
certification information containing featured data of a
document having a mark affixed thereupon as well as a
serial number with use of a secret key unique to the user,
20 embeds the encrypted document certification information and
serial number in the mark having the identity authentica-
tion information embedded therein, and affixes the mark at
a selected position in the document.
The mark certification processor 314 performs the
25 identity authentication operation by extracting identity
authentication information from a mark affixed in a

document, collating a public key attached thereto for

decoding the identity authentication information with a



Shown in Fig. 7 is an exanple of data of the mark | og managenent DB 212.

The mark sealing processor 313 of the enployee termnal 111 transnhtgmlmnz
- data as shown in Fig. 7 to the nmark nanagenent server 101 as |og
information 25 at the time of affixing a signature/seal, and the mark
management processor 221 stores the log i ormation in the mark |og
managenment DH 212. In this case, it is assuned that data necessary - 25
for the ideOUnPSRANKERG EM1dE XYy EFQnfshtinca tBuhlc ikpy HB IR 4d i ted
to the exanples of Figs. 6 and 7, but data for the authentication and the

certificati &hafdy GafciCrddcidenssn dihqrahetwann + deqpd ing @nd s ¥as+ on of
electronic 5 data at .the tine of obtaining the certification of |1S09001.
Fig. 8 shows"xard ég‘eofasseealc’far?(?lr?é:r“lfﬂel"ﬁ%ge (i'ie‘n IR rtes At hsRioRarent .

The identity .auth i.cati. i nf ti i dd in h [ i

801 a5 showtr i OGN SHFRAREE AR HEF SAHK Hgh 438 odiltfus| 3 10
di vi ded ignt ; t . jdent .t { i.cat.

" or mt 15 UYL IE Grld MBI S A G B Yo AR iR e 1 ¢

ones of the R4Sy g@ggnﬂ t Iﬂggg VIR i i d N such
a manner thaa?gthe irdgfrﬁsi ty aut %gntaltl(%é)tbi on I nfor ?arﬁqodrﬁ%liq{ésfélﬁgo%&ei In a

nane part argheriatd i HIO0 At tIHE R Umet \dertl 18 WAL IIHTBITE Atnd i di'e

case of the seal inmage 802 and the docunent certification information is

enbedded i n faomenihgheiaalk REAHix@d tie tIRaldddim@Emtds derddihgagfe of the seal
i mge 803. Wien the certification information is 20 decoded in the mark

certificati documents sertiif caft idne ierfirmass drewiittaluskl b itHeo rpal ian
enbedded in the corresponding block is automatically extracted. A design of
an i ndi wilddu&eypr iexatractdalg Ifeatheed dnficoyedt ian tironsadie idoagemetssi gn
exanple in the seal inmage 25 801. However, the design is not limted to the
desi gn exan@fdied witdedihe magk sepmpaning dde freadwgtedasind armaddion
corporation section seal or a sign may be enployed, or at the tinme of using
the design &FtFacsesoddiomofhsesdocyment withhdhe: Foatungdbnnfamatdan be
enployed. In _this connection, it Jj.s inportant that, the seal inmage design be
not a nere iFRaddSdEOCHReNR cﬁf&ﬂf&céé:d'loni neJe e igh é'é"ttrc?cd"ieiﬁegfd%o“h
reliable inpressi i f the tif.ication information 5 wer.e enbedded.
Expl anat i ongh\n ?na(r%%xt% %bé: heSde f%g 6 Jtnf?éldoeﬁ’ecrea%h@ﬁ%gﬁetﬂ?eerb’l é{:’ts‘rpglrﬂycmg'

aut hent iheat i;gn t?ﬁésﬁr"%@e! r&fa%%g_lrnsp@%%c‘@ t R He & U Re cﬁe@%ciqi Lo 19 9

shows an exanple of 1nitial ay sdreen inmge 1 n the present enbodi nent.

More 10 speginffio¢faltion’;| @ndd d&@%%yﬁ%ﬁ%xqwlt%eofca% Ig¥ i3~ di splay screen

i mge of the electronic authenticafionn system di splayed on the enpl oyee
term nal 11toifleddeficle,alans @re@t Hedsiae.Udahed pliliilalkedatst ddiagpl ay area

901 for display of a necessary digital
processor 315 receives the public key for decoding of the
identity authentication information from the mark manage-
20 ment server 101 and stores the public key in the public key
DB 3089.

A program for causing the employee terminal 111
to function as the mark registration processor 312, mark
sealing processor 313, mark certification processor 314 and

25 public key storage processor 315, is assumed to stored as
recorded in a magnetic disk or the like having a recording

medium such as a CD-ROM and then loaded in the memory to be

executed. The medium for recording the program may be any



15 docunent or the like, a mark function display area 902 having mark

function icons arranged thereon, and a basic function display arqgme 20“2
- having basic function icons of, e.g., OK cancel and file arrange her eon.
However, the area array of the initial screen 900 is given as nerely an 20
example and is not limted to the illustidted array. Fig. 10 is a flowchart
showi ng a procedure of mark regi stering operations in the present
embodi ment . "REAEMsBERPE Ehppy t Fi&P‘f@%shoms flows of mark registering
operations between the enpl oyee tenningl 111 and .mark 25 managenent server

‘a

101. When the enpl oyeBS18H0FP 4P EifcksS /o thEGCTPLRYIES BEFMSR Y 1 Lilhed-Pvar k
et on 1 St BB Sl 1, D, B85 skl 2,
(0,8 he o KIREETRE LU ACkSLeP LOGAL T B e
rom 't heormREdnEBsdheestack 3000 o BRETE, Betle) 205t al SR RS G4 A ne
registrati ORen8@ye3079r kfieBal Qeviddd bedRgMiht edciRnlech@AUest metpdi iJecat i on

confirmation request to the mail address 404 of the request “origi nator
(steps 1002aabds1B808).. WBehhatnmask deedirstdr &bl @8 ePshehS 20deslidnofast ke
enpl oyee term nal 111 receiving the confirmati on request transnits,
t oget her w fhrausedulih ekalheorddk theudesiganmaynblel erada indobahecgi stered
or to-be-nodified seal inmage design created with use of an inage scanner or
t he 15 |i keteomiihelnmephpoteagenethesd&orer 002 pdittepapl @4 tdved 1ik@5withhe
seal or signature inmage design may be created through digital data
processilfig bgeusé en amdggi sganogresBansdndegited tbemesot.s preparation
software in place of using the scanner. 20 The mark managenent server 101
when receiving the sedhej ga§elandunié ARk Wadgascompatisesati 6RTvedul t,
encrypts, at .the mark nagaggnent processor. 221, the identity authentication
h

i nf or mat i on1dARAI,SEYEE §RLAY OKefhEr ke mdfk USERaGonEiSPd@yvér 101

SRRt L R e R L ML PSR St
managerent na@hgsggrég%emgﬁggs ihef.or FRE' pAR HiG 1R K oRSotAlRRed o
15 comprises a keyboard or a mouse, is used for the employee
110 using the employee terminal 111 to enter data or
instructions. The communication network interface 303
performs data transfer with the mark management server 101
or employee terminal 111B via the communication network
20 120.

The public key DB interface 304 performs data
transfer when the public key DB 309 is present. The
storage device 305, which comprises a hard disk, floppy
disk or the like, is used to permanently store programs or

25 data to be used at the employee terminal 111.
The CPU 306 performs general control over the

constituent elements of the employee terminal 111 and

performs various sorts of calculating operations. The



' managenment DB 210 (step 1009), the created mark is distributed, together

with a public key for decoding the identity authentication informgti t
t he enpl oyee 110 of the request originator in the formof an flogalbglims\ﬁ 2002

(FD) 5 (step 1010). The enpl oyee 110 stores the distributed mark in the
enpl oyee terninal 111 (steps 1011 and T0#®) -~ Fig. 11 is a flowhart show ng
a procedure of mark sealing operations in the present enbodi nent. Mire

speci fi cal | jremory 307 SHSRROTAMY FLones LMFEhSUERIPH A docunent

8 P L SO SRR Sl ST
corr espondh g, 8, LG USSR IR 94 . o B S
e o be Hadf Nepe ticBtlcH Hitaelinm MM fx hadnk Snaftafit o PC o0

area 903 ¢ 0 i ke sel ected docunent data in the digital data display
5 dﬁ%gﬁ'3l A . .
area 901 (step 01). 20 When the operator clicks a mark call button in the

mar k function display 13f i¥0%addle tH S eAld NG B §akHUm Hok causes
appearance of input colums of the enployee ID 401 and password like a

processi ng $@a06%inRdFRanbibrsh Jf il nlarayemehtl?2 mivtesl) Manatfemdit Mar k
seal ing processor 313 collates the entered password with a correspondi ng
passwor d pr ewidodswice aratrthgemdnte tenperyfvarnt eyontall Lifl.tMdhesntdigteer m ning a
non- coi nci dence therebetween, the mark seal i ng processor _ 29 _ 313

di spl ays an employesedsagenaihdrldas, Theegmetpwarenisysteenc d Inci filemmteions

t her ebet ween, the mark sealing processor 313 displays the mark in the mark
col um (1 efre PEOLform KreBsiemh@f g idedr slafa neith dinsside aantbantsitdes

i nformati on enbed button, the mark sealing processor 313 causes appearance
of item col hSFPFELIRN it diisHliayamesessHr faton and ihas & ocessi ng

[ 1202 in Fig. 1 1107, and 1108). Wh h
ol ccts nocodbaTF AR Hn A0 MATkICSRF (AARIh PTOREARAT, Yebiiorg
i que. L0 oRETCRRS BYEE P CARIE o TURAT b A HaaD g | b DAY y
det ined t nmb t . : i 0, t] ' td
publ 1 ¢ Koy Forlocdl R herdbRis et s aF bl Pkl AL A A o
(steps 3E09 1tig ihelB)eo \éh%%éélefi%or %wca?féoﬁs?dftsﬁ SGAd MhyP G tel'txﬁg %

clicks a sealing button in the ma pl'ay area 902,

seal i ng proGasEYstahd s fil dSvTRIK A 4 e & Rasds | Y Inhddie
docunent (steps 1114 to 1116). 20 After the mark is affixed, the

il lustrated igigd@hec@idiadl Aavd bt ath dond Rasea0nNnand intixk tdwertficdavi ng
the informati on enbedded therein can al so be independently transmtted

wi t hout af f itdiong priveassde (3ddn rtaye o @amemdedenddnts appiniertion systgmbl i c
key unique to the enployee 25 and necessary for decoding of the docunent
certificati cmnning at itdve @8 M .acquired at the time of the identity
aut hentication wi thout being attached to the mark.

20 The a mark registration processor 312 acts to
create a design for mark registration, transmits a mark
registration request to the mark management server 101, and
receives a mark from the mark management server 101.

The mark sealing processor 313 performs opera-

25 tions for the employee 110 to digitally affix a signature
or a seal upon digital data at the employee terminal 111.
More specifically, the mark sealing processor 313 displays

necessary digital data, calls a mark corresponding to the



Fig. 13 is a flowhart show ng a procedure of - 30 identity

aut henticating operations in the present enbodinent. Fig. 14 shows i mages
of the processing display screens corresponding to the processi ngﬂfﬁdﬂﬁ%fmﬂz
Fig. 13 in the present enbodi nent. Wen the enployee 110 first 5 displays
digital data having a mark attached theréin=on the enployee termnal 111 as
in a processing screen inmage 1401 in Fig. 14 and then clicks a mark
confirmati oAPhALft She ERPLRYER WBEN R PASSYRIA SO&ssbe STPloyes dPs ifar k
confirmation itemcolums (steps 1301 .and 1302). 10 \Wen the enpl ayee, 110
clicks the ﬁ&FErFGen?WP?déutH€nFiégFFéglFt?iPF%ke%9%9?&%&%9WH?QE§%&S¢i nmage

1402 in Fig, 14, the nark certification processaqr_.314 .extracts the identity

aut hent i cat P¥n SPRESPIADg0F e eGHerh SOFEMENts CEF i3 SRT 1PN IRKRTMATIAR ¢ of
decodi ng of tge extrgcteg 15.i de t#%% auth%n%ication info%gpti nis

col I ated wi PR% SEIPREESSAECRG ;}&%P FEPM KU 38mpt 678 57 hal 111 or in
t he publ izc 3 to fd a hnej.den or n¢Qi:nci d h et ween
(step 1385) 5%??,(1%%&.”]0% %gleam%gjiknglg'zlnggebgtf\?\%e(r?%tl%gea%’o%\%gce%oq% Blic
keys, (he Mably GeiikblCabeoRaRi0aEs 30lspdtd sdeengesitlieg dantdey

aut hentication information extracte om t he rk, an I splays contents
of the decodeéumeéart.ity authentication information in such a nanner as to
be able to confirmthe contents |like a processing screen imge 1403 25 in
Fig. 14 (step 1306). Whenmdekecartifdcation priocaséic S 1dhehsukswear, a he
mark certification processor 314 displays an error nessage (step 1307).

Furt her, wheendesploayicog tiehd seoforthee shagealt lia taamecedmad iatatuhen
processor 314 - 31 nodifies the mark to such an invalid design, e.g.,
by erasilig iemployele itesgdenal dgdl pifndhe empdoyeehdrldon Moirmep im3E®tailhen it
is desired to ask its authorized user the 5 contents displayed as the

i dentity authenmagkt cextiffigatdon mrocessesn3ildnstiispl anshdengfisdyde sends a
mai | addressed to_a confirmation request. mai,l address given in the identity

aut hent i cat fdFitAtofR&@ oR1sPd ayisi $heordneRtidy avdhand iGaddery Wiodaa of
the identity .authenticati i 10 t lgmted to t . I f th
processing SoPBeATRRIIE DTS PAERASHEF BECGHSY PR WRRDAY . For
le, th : . [ in.t f ice_ Fig .15 i
P uehart PO A5 BRERAERRaY: Has Tl Rlb e Bl i ke badintboe ' ©
present jambadiiyRh! 105 I HAGyANIHE YRR, a6 AW A dd it on
operation fllow, the sdne parts as ose In the 1tdentity authenticating

operati on flefifeddaal iinS £ HeAat kC AFteIP Yaidied Qi ulePRF FHREL i 11302 i n

Fig. 13 are omtted in Fig. 15 Fig. 16 shows exanples of procéssing screen
I gggfs CO: r ﬁte;?{o atRARMLA O tiHke nﬁ&%eﬂs&ﬂaﬁﬂ@\ﬁrpfeﬂd}: mesdayd Rénd esent
enbodi nent .

the document certification information cannot be decoded

with use of the public key, checks on information about the
20 expiration date, file name, etc. of the displayed digital
data, and modifies the above design to an invalid design
when judging invalid.
The mark information storage 316 temporarily
stores therein the mark or public key called at the
25 employee terminal 111 by the mark certification processor
314.
When a plurality of public keys are required for

confirmation of the identity authentication information as



The enpl oyee 110 first clicks mark docunent certification itens on the

enpl oyee termnal 111 as in a processing screen image 1601 in Fig éﬁtéﬁ%‘ﬂ
. 1501). The 25 mark certification processor 314 extracts fromthe Da
public key necessary for decoding of the docunent information and the
docunent certification information, and @ cedes the docunent certification
I nformation (steps 1502 - 32 to 1504). Next, featured information is
extracted fASMNELYOrH tFansastions debwaan mw%m&mrﬂ@%fﬁqw t here
upon, and is conpared with the featured information 707 of 5 the docunent
certificati &Y PBoR0R iien adrangede & Msmaaneaahad e fihei %“Fb]d?}fﬁﬁ dence or
non- c0|nC|dence bet we the featured information (steps 1 05 aqE3150q2. As
a result, liﬁ GF SRS atdioRe & kM%%? mar

|nfornat|on ns hat the di gi tal ata of the unent is different
fromthe did EE’Z‘I é’tt tDr?e%t]t af fnans t'}?ﬁ? 5 SAYs W nar k

certificati c r .31 A g’y ais
nodi fi ed% %31 3: %%?s}' t% %élcegsﬁjgllr? o% g{r%y?rlt:{/sg ééfgal%gen%laf:or exa }{q ﬂﬂet
erasing the (o]¢ I t t eps
1507 and 150 \thégra\%?elt é'rorjcr)?(n %S%é(% ?\kc en%cne( th n the feature

i nformationg 1t1he WHeh RISl 2R 'ﬁedord?ﬁ‘aiﬁﬁ §%J§Hﬂéﬁor§%ﬂdf&fﬁnet,

i nformati on on expiration date, etc then the mark certification
processor 3thedipaplldys kdy® may be previously given to the employee
terminal 111 and how to store the public keys is not
10 limited.

Fig. 4 shows an example of data of the mark
management DB 210 in the present embodiment. The mark
management DB 210 stores therein employee IDs 401, seal IDs
402, names 403, mail addresses 404, department/position

15 information 405 and seal images 406 according to a specific
representation format. When a new mark was registered or
the existing mark department/position information 405 was
modified, for example, the mark management DB 210 is
updated.

20 Fig. 5 shows an example of data of the mark
public key management DB 211 in the present embodiment.

The mark public key management DB 211 stores therein data
numbers 501, mark managers 502, manager addresses 503 and
public key data 504 as integrally shown according to a

25 specific representation format. The mark public key
management DB 211 is a DB for managing the public key data
504 for identity authentication. When a corporation having

a new mark was added or when the public key data 504 was



20 docunent information |like a step processing screen inmge 1602 Oé
confirmati on (steps 1509 and 1510). When the expiration date 704 Ms 6[1‘4%;2(992
- expired, then the mark certification processor 314 nodifies the design to
an invalid design, for exanple, by erasing the seal image or 25 applying a
mark X to the seal inage (step 1508). rn23hrs connection, how to display
t he docunent certification result is not Ilimted to the processing screen
i mage exanpMmeddfipdy. the magk pukdiice keyhdapacemends PRy ldayi haipdatedys
given in the formof a sound. For the purpagse aof preventing . a third party
fromillegalPy t8d&l CRFNECFIONgn Whehy Adks GRd Tkl O d&kS Gﬂreg:.hq:&rl}‘i%drseasi ng
the security, hqwever, the password n be 5 nag in the formof an ID
card so tha&?%@ﬁsﬁ% S§4s r&\{’i\oes pﬁ@&c 3‘1‘?@' M& 1c ENSH BT PHRILS r om
the ID card rk certifj.cati,on processor,..314. l.n this case, when the
password is k%&e&gg‘&gl%?e P ptzé‘g, atlﬁé) %qetsy t@fn LBe JTruarlei'?élr dflfl‘-"r‘?:(:"z'zr eased. 10
For the purpagg of avoiding such illegal mark use that an unauthorized
person gets other's nmark having identity authentication information al one

embedded therein and gikeds @Q&M@E@%iéyamﬁngid¥1dé{§|yi!Eﬂé(i@éﬂ{ﬂﬁ?g of

his secret key to use it illegally, the mark sealing serial No. 15 2 for

exampl e is emhenedca¥ion dataaunhehe 9F et dnbodasndnte Marig hgving the
docunent certification information enbedded therein at the enpl oyee

term nal 1lkhotige ambiekag@dld oF e dlddN@itf0authentliomiictaldatd raeani tt ed
to the mark managenent server 101 as log history information, 20 whereby
such i | | egalthes macdkn mamageseingd prypoessagi 122 1t lembedy ithfeorideritdrtyi n t he mark
| og managenent DB 212. As has been explained in the foregoing, the

enmbodi méft @uthieaticeddon ilmfoxmadyiomasinodesesdplimaged im naspeasa 10 W t h
exanpl es of the corporation intra-net and 25 inter-corporation network.
However, th&egueséntfron &e enpleoyiest 11i0riinedheo mark Hanagementorseyrveror
exanpl e, the invention can be applied to general digital data for

transacti ond%n network such as an order sheet created when - 34 an

dLual Sonauct s SIS T S Sragh s, B RGeel L ST 52
FPIRREET L Ve R R i R i R
Pdentity sautfQUidse®r 221 with use of a secret key managed by the mark
management server 101, and then embedded as a mark entity.
Upon the embedding, as in the case of a seal image 802
shown in Fig. 8 for example, an invisible watermark is
embedded in a name part of the seal image and a corporation
20 name is embedded in the form of a visible watermark. That
is, the present invention is previously divided into two or
more blocks and identity authentication information is
embedded in specific one of the block. In the case of a
seal such as a corporation seal, a section of the
25 signature/seal in charge can be used as the identity
authentication information in some cases.
Fig. 7 shows an example of data of the document

certification data in the present embodiment. More



" tion information embedded therein and the mark certification processor 314
inthe formof a floppy disk (FD) or the like. The digital data ma)q)ﬁiﬂAR 2002
sonme cases, include contents of information including a signature for
attend 10 ance or vote confirmation, onlé the signature being digital data.
The digital data is not linmted to a docédfent but may include still inmage
data of a map or the_like or noving i mage data. A mark having signature
data for atEPREdfiéeadlyepBihdball 5ROWRY 2BeeKARRLRAI PLelhodPREMGRRager
termnal, the 15 database or the electroniﬁ bulletin or bqard., - 35
WHAT |'S CLAFREBLEZCation dphpt SMbREARIC8Ft APFURENEN CEFSEEALAGLOPr ovi di ng a
mark for data_certjificatjon sed on_a digit.al rk, conprlisi.ng:. .a.mck
nmanagenent bPSBEEQtFO?ZYh?nfgﬁeeﬁﬂggayﬁﬁ gatﬁfggﬁfFoﬁ gﬁfkrﬁ&tp&ﬁl5ﬁaa
mar k creatiqQn,demander in dema L', design to create a visible mark
on a displagaFﬁ PgsggﬁsSmpgoggﬁaﬁggwlgaggaééét; and a mark distributor
(200-222) for distribgtln d L e i t and the
vi si bl e rgrar k to a deng}r}gefﬂagkt g%%g%gg ggélcfggﬁog ‘52\95% gk}eagﬁgg?)&?grt h in

claiml, coppgin$hRY 219eeqdi-pprkey BBEA0EBEHLH1JahaRaS8eheing! QEiridi! he
decodi ng key therein and a decodi ng key managenent processor (222) for

transm ttingot heodecadcreakeynt BadePhoBal ekpiehtiBhk datent7oal, ¢evieces
connected to the mark managenent server. 3. A systemas set forth in claim
1 or 2, whepheamg 705¢atebmiviaiudbl yoseaagndigdtan daeadifepitayet hat the
certification information is enbedded in the created mark. 4. A system as
set forth i anfbamatipn270i,3witheneenofhe sectreti keyi managkedr byt the i s
obtai ned by encrypting information including a denander's feature with use
of a cryptogazphske}ing. prospssem 3d3sat tbet BmpAoyesi ferminali1da 4,
wherein the mark managenent processor (221) encrypts information including
demander' s 8bfethpBaelbedfi theusacsypPtrd 4nFprBgtapn RSy at Bagke #N& 1gYher
certification informati on of the demander in_response to . a mark updating

- 36 requedf ARdtBRpEASSt RE Bt AERlcAMAlEi 488 SROMRf dPndtPon & AoFenander’ s
mark design to create the rk. 6. .A system.as set forth in claimi,. 2, 3,
o 5 whePERRSLER ARCHBRBE FTRiEiRAFRCE: SAEPRDoFAfe . PRECHER L
managemnent pr 2 ds..in Lk _desi ot.her

Cort1'f1 oat i BnBEAtBRREAfoREF RaP Y thEAREAL HU20FsOary FORB0R T390 the
di'spl ay 15hahablifgOtRer ifehtl thCakkfRnkEEARTBY 4R rbimRistdefibadepe mr k.
7. A systemas sét tforth in cfarméo, erein the certiftication 1 nformation
and the ot hepeeihi,fication informati on are enbedded in different positions
divided in the mark. 8. A termnal device for attaching a mark for data
certification based ofha digital @atlk tfeaftuglet dnfédanatiodNINI7Siikgludenar k
processor (312) for transmitting a mark creation request to a digital mark
certificati dorseshmplef,oinfecmating bhosot-kallpgst enhaeckaskmibodi aed by
encrypting information including demander's feature with use of a

crypt ogr aphcheyagteredbsddicndet hddedr asf iregairdedi aSo_maumerailn vadwender ' s
mark desi gn, and for storing the mark therein; a decodi ng key database
(315) f@P rapd ¢ REMRAESSEIr drguRedsic bAVAH Ik EPnLentgefdd igalt datdar k;

and
Shown in Fig. 7 is an example of data of the mark

log management DB 212. The mark sealing processor 313 of
the employee terminal 111 transmits such data as shown in
Fig. 7 to the mark management server 101 as log information

25 at the time of affixing a signature/seal, and the mark
management processor 221 stores the log information in the
mark log management DB 212.

In this case, it is assumed that data necessary



a transmtter (303) for encrypting log information on the digital data mﬁt%

use of the cryptograph key, enbedding the encrypted |og infornmati qpﬁi MARhZBZ
- mark, and transmtting the mark together with the digital data. - 37 9.
An el ectronic seal authentication systemconprising: at |east one client
termnal; and at |east one mark nanageﬁeﬁ? Server for managing a mark to be

used at the client termnal, wherein the mark nagenent server,, when
recei v ing goﬁaFReré6F§FP§YiSHtBF“ﬁéﬂPFFEQtP&HnggﬁgggptfF@ﬁFﬂﬁéCGNHQH

t i |, enbeds | mat i i t.it th icati f

i gital dat A26r BREoR I LPRG LR ReaRd AP YREPEe FLAE - B GPRaC T oR dnBatded
k to th lient t i nal. ad_th lient term.nal .incl f

embeddi ng | AP5r BAEi BN HEBE4EAF§oPoR N0t IRerE " Cari ATASH B Yot FHOSH: gi ¢ a

data in th . f i it batch af ;

cat 2 11 el KoRdTAE5 LaE 08K QRTEBonk! et Aol bcklibnse

An el ect songgegeal aHbNenhiCal eBLayalal RheSEerklitiBatiofl deMrdoghhdr.ei

the neans for performng either one or both of the identity authentication

and docunent certificgfyQngCsaaias ekatibieB! 8 rse8ahimink RMarkddmagelshan
information necessary for identity authentication in one of blocks of data

of an i magetae Ehesbhmemboam@jnng t Paenidlentaitybuuatiénitd claltd onnf or mat i on
necessary for the docunent certification in another one of the bl ocks at

the tinme of ia¢ogmagibhe idoemweddedlin Audhgiat 3lealnrimaget 8Ot iagatshownret hod
for providing a mark for data certification based on a digital mark
conpri si ng: ia shepdta®ddy.of Ientbbddi rgseqr thiei eahiloimage- i38 prievfiousdlyi on
of a mark creation demander in a demander's mark design to create a visible
mar k onlf dddphded Antesyrsert BogenRA@ekss speghiast thegnddgndddy (1010) of

di stributing a decoding key for decoding of the mark and the visible mark
to a demand@ptiepgifpiapnddpfogmationaang: ROFuASNEeCerSAEH A% 10Mai m 11,

i si 1 st 1010 ft itti the d di t I it f
COmP 10 3SRt 1017) 2 LA PGS lecadibo oL L0 Al 1Y o
deced g ey, manaseIegL Gakakate | eh hiERoe LB IIE0U NS 8 oul ot

. d h . | . ! . . . . . f . . d d .
(ocoan2ed SIS ey AR, cHI° By o LA e

conpri shig %s%%e%eﬁ”‘"i&y&t hAghel %B%V%H O nl BClGHRG o3 idTRRMRS padeat ure

with use of a cryptograph key to Obtain the certification infornmation. 15.

A method asogeiikablie watehrtaFklhs 1a the ashdofC UMY isHald itagee B 02f
encrypting information including demander's other feature with use of the

crypt ogr aphakdy the doeainent! bertddridattiion it orffadrioat iien enbaddedldmader
in response to a mark updati ng request and enbeddi ng the ot her
certificati peripherait parti ofddeimndeals image dssiign the casst ©ft themar k. 16.
A nmethod as set forth in claim1l, 12, 13, 14 or 15, conprising a step of,
i n responseseglt imager BO3r.cakihen tdguesrt idiiceddiony infammatimrk igesi gn t he
ot her certifica
20 decoded in the mark certification processor 314 of the
employee terminal 111, information embedded in the corre-
sponding block is automatically extracted.
A design of an individual private seal has been
employed as the seal image design example in the seal image
25 801. However, the design is not limited to the design
example of the seal image 801, but a design such as a dated
corporation section seal or a sign may be employed, or at

the time of using the design as a corporation seal, its



- 39 tion information that it cannot be visually recognized on the displa

that the other certification information is enbedded in the mark 6}%(&200
- method as set forth in claim16, wherein the certification inforpa ion and
the other certification information are enbedded in different positions
divided in the mark. 18. A nethod for opéfating a terninal device for
attaching a mark for data certification_based on a digital mark to digital

data, conprFSFREra&isnefitigl Cpnober EARIRYELing IR FiHE COMRECTHeqidst to
a digital mark certification system faqr recejving fromthe systema nark
obt ai ned by i8ndPpREtAgti Fhat of edc LISy IfSHIRd & Hote JIeF S\l 9%se of
a cryptogragh ke%fgng enb ddin% &he certification informtion _in demander's
mar k- desi gn3€§Ad"s Bt SUFPNG ERE1IndMRIen SN 2S5t V6L & recei ving
and storing_a.,decodi ng _key f.or decodi ng_of the _mark;. and t .(1116) of
encrypt| ng FEY ARG AAEFERSIN™: 6 Aioris CHTEESReat iste T HRE Pt ogr aph
key, enbedd| t rypted log information in the mark, and transmtting
t he nark%tog%?ﬁegﬁﬁ??ﬁeﬁﬁe digital data. 19. A digital mark certification

program f or provi di ngggeBnsioh 4343, Gkl bl Halaen dbased e aplrdldidh

mar k, conprising: a ste 100 ing certification information of a

mark creati gf ¢eenedectirdndclanhdeititation 49stEd KndRYWrdadce Al a
visible mark on a display in response to denander's request; and a step

(1010) of dittler presient amoddsiend .key¥ilgar 9dehetlisn@nofexaiplEade dnd tizd
visible mark to a demander's term nal device. 20. A programrunning on a
term nal dedispligr satreanhiimgge rimr khieopresten tc embodimemniton Meaed on a
digital mark to digital data, conprising: a step (1011) of transmtting a
mark crd&t i specddicsllyo & igi.gidt showsr lanc exampleatoifo@nsigtidialr sidpliayg
fromthe systema mark obtained by encrypting information including
demander' s BEZeene image ofe the £leckxosdCaph theptded tdaie &YSTEM he
certification information in demander's mark design, and for storing the
mark therei f1ispléyed Crothe SMPloyse, teFmdddlstlddi-ng a decodi ng key for

decoding of the mark: anda;3480 Etiedh YocPNHRMLLI 4 O 41y 0N on
display area 901 for display of a necessary digital
15 document or the like, a mark function display area 902
having mark function icons arranged thereon, and a basic
function display area 903 having basic function icons of,
e.g., OK, cancel and file arranged thereon. However, the
area array of the initial screen 900 is given as merely an
20 example and is not limited to the illustrated array.
Fig. 10 is a flowchart showing a procedure of
mark registering operations in the present embodiment.
More specifically, Fig. 10 shows flows of mark registering
operations between the employee terminal 111 and mark
25 management server 101.
When the employee 110 first clicks a registration
button in the mark function display area 902 on the initial

screen 900 of Fig. 9, the a mark registration processor 312
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ment procgssor 221, the
identity authentication information with use of the secret
key of the mark management server 101 managed thereby, and

25 embeds the encrypted identity authentication information in
the received seal image design (step 1008).

After the mark management server 101 updates

information on the mark registered or modified in the mark
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identity authentication information, to the employee 110 of

the request originator in the form of an floppy disk (FD)

5 (step 1010). The employee 110 stores the distributed mark

in the employee terminal 111 (steps 1011 and 1012).

Fig. 11 is a flowchart showing a procedure of
mark sealing operations in the present embodiment. More
specifically, Fig. 11 shows flows of affixing a mark upon a

10 document having document certification information embedded
therein at the employee terminal 111. Fig. 12 shows images
of a processing display screen corresponding to the
processing flow of Fig. 11 in the present embodiment. By
referring to Figs. 11 and 12 and also Fig. 9, the afore-

15 mentioned processing flow will be explained.

The employee 110 first selects document data to
be sealed with use of a file button in the basic function
display area 903 to display the selected document data in
the digital data display area 901 (step 1101).

20 When the operator clicks a mark call button in
the mark function display area 902, the mark sealing
processor 313 causes appearance of input columns of the
employee ID 401 and password like a processing screen image
1201 in Fig. 12 (steps 1102 and 1103).

25 The mark sealing processor 313 collates the
entered password with a corresponding password previously

stored in the employee terminal 111. When determining a

non-coincidence therebetween, the mark sealing processor
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information embed button, the mark sealing processor 313
causes appearance of item columns of document certification
information as in a processing screen image 1202 in Fig. 12
(steps 1107 and 1108).

When the operator selects necessary items and
click an OK button, the mark sealing processor 313 encrypts
the selected document information and a secret key unique
to each employee for which a sealing serial number is
previously determined to embed the encrypted information in
the mark, and attaches a public key for decoding thereof to
display the mark in the mark column (steps 1109 to 1113).

When the operator selects a sealing position and
clicks a sealing button in the mark function display area
902, the mark sealing processor 313 affixes the mark at the
selected position in the document (steps 1114 to 1116).
After the mark is affixed, the illustrated order can be
transmitted. In this connection, the mark having the
information embedded therein can also be independently
transmitted without affixing the mark upon the document.

In this connection, the public key unique to the employee
and necessary for decoding of the document certification
information may be acquired at the time of the identity
authentication without being attached to the mark.

Fig. 13 is a flowchart showing a procedure of
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employee terminal 111 as in a processing screen image 1401

in Fig. 14 and then clicks a mark confirmation button, the
mark certification processor 314 displays mark confirmation
item columns (steps 1301 and 1302).

10 When the employee 110 clicks the mark identity
authentication item like a processing screen image 1402 in
Fig. 14, the mark certification processor 314 extracts the
identity authentication information from the mark (step
1303). The public key for decoding of the extracted

15 identity authentication information is collated with a
corresponding public key in the employee terminal 111 or in
the public key DB 309 to find a coincidence or non-
coincidence therebetween (step 1305).

When determining a coincidence between the above

20 public keys, the mark certification processor 314 decodes
the identity authentication information extracted from the
mark, and displays contents of the decoded identity
authentication information in such a manner as to be able
to confirm the contents like a processing screen image 1403

25 in Fig. 14 (step 1306). When determining a non-coincidence
therebetween, the mark certification processor 314 displays
an error message (step 1307). Further, when displaying the

error message, the mark certification processor 314
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to a confirmation request mail address given in the

identity authentication information. In this connection,
how to display a result of the identity authentication is

10 not limited to the examples of the processing screen image
of Fig. 14 but may be arbitrarily modified. For example,
the error message can be given in the form of a voice.

Fig. 15 is a flowchart showing a procedure of
document certifying operations in the present embodiment.

15 1In beginning steps of the document certifying operation
flow, the same parts as those in the identity authenticat-
ing operation flow, that is, parts corresponding to the
steps 1301 and 1302 in Fig. 13 are omitted in Fig. 15.
Fig. 16 shows examples of processing screen images corre-

20 sponding to the processing flow of Fig. 15 in the present
embodiment.

The employee 110 first clicks mark document
certification items on the employee terminal 111 as in a
processing screen image 1601 in Fig. 16 (step 1501). The

25 mark certification processor 314 extracts from the mark a
public key necessary for decoding of the document informa-
tion and the document certification information, and

decodes the document certification information (steps 1502
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5 the document certification information extracted from the
mark to find a coincidence or non-coincidence between the
featured information (steps 1505 and 1506).
As a result, determination of a non-coincidence
between the featured information means that the digital
10 data of the document is different from the digital data
thereof at the time of its creation. Thus the mark
certification processor 314 displays an error message such
as "this data is modified" and modifies the design to an
invalid design, for example, by erasing the seal image or
15 applying a mark X to the seal image (steps 1507 and 1508).
When determining a coincidence between the
featured information, the mark certification processor 314
further confirms information on expiration date, etc. If
OK, then the mark certification processor 314 displays the
20 document information like a step processing screen image
1602 for confirmation (steps 1509 and 1510). When the
expiration date 704 is already expired, then the mark
certification processor 314 modifies the design to an
invalid design, for example, by erasing the seal image or
25 applying a mark X to the seal image (step 1508). In this
connection, how to display the document certification
result is not limited to the processing screen image

example of Fig. 16. For example, the error message may be
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password is used, the password can be read out from the ID
card by the mark certification processor 314. In this
case, when the password is previously encrypted, the
security can be further increased.

10 For the purpose of avoiding such illegal mark use
that an unauthorized person gets other’s mark having
identity authentication information alone embedded therein
and embeds document information in the mark with use of his
secret key to use it illegally, the mark sealing serial NO.

15 702 for example is employed. When the authorized user
affixes the mark having the document certification informa-
tion embedded therein at the employee terminal 111, the
mark sealing serial NO. 702 is automatically transmitted to
the mark management server 101 as log history information,

20 whereby such illegal use can be checked by managing the log
information in the mark log management DB 212.

As has been explained in the foregoing, the
embodiment of the present invention has been explained in
connection with examples of the corporation intra-net and

25 inter-corporation network. However, the present invention
is not limited to the specific forms. For example, the
invention can be applied to general digital data for

transactions on network such as an order sheet created when
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like. The digital data may, in some cases, include
contents of information including a signature for attend-

10 ance or vote confirmation, only the signature being digital
data. The digital data is not limited to a document but
may include still image data of a map or the like or moving
image data. A mark having signature data for attendance or
open ballot may be transmitted to the manager terminal, the

15 database or the electronic bulletin or board.
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certification information of a mark creation demander in a
demander’s mark design to create a visible mark on a
display in response to demander’'s request; and

a mark distributor (200-222) for distributing a
decoding key for decoding of the mark and the visible mark
to a demander’'s terminal device.
2. A system as set forth in claim 1, comprising a
decoding key management database for storing the decoding
key therein and a decoding key management processor (222)
for transmitting the decoding key to a plurality of mark
terminal devices connected to the mark management server.
3. A system as set forth in claim 1 or 2, wherein it
can be visually recognized on the display that the
certification information is embedded in the created mark.
4. A system as set forth in claim 1, 2 or 3, wherein
the certification information is obtained by encrypting
information including a demander’s feature with use of a
cryptograph key.
5. A system as set forth in claim 1, 2, 3 or 4,
wherein the mark management processor (221) encrypts
information including demander’s other feature with use of
the cryptograph key to create other certification

information of the demander in response to a mark updating
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recognized on the display that the other certification

information is embedded in the mark.

7. A system as set forth in claim 6, wherein the
certification information and the other certification
information are embedded in different positions divided in
the mark.

8. A terminal device for attaching a mark for data
certification based on a digital mark to digital data,
comprising:

a mark processor (312) for transmitting a mark
creation request to a digital mark certification system,
for receiving from the system a mark obtained by encrypting
information including demander’s feature with use of a
cryptograph key and embedding the certification information
in demander’'s mark design, and for storing the mark
therein;

a decoding key database (315) for receiving and
storing a decoding key for decoding of the mark; and

a transmitter (303) for encrypting log
information on the digital data with use of the cryptograph
key, embedding the encrypted log information in the mark,

and transmitting the mark together with the digital data.
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109%& () - at least one client terminal; and

at least one mark management server for managing
a mark to be used at the client terminal,

wherein the mark management server, when receiv-
ing a mark registration or modification request from the
client terminal, embeds information necessary for identity
authentication of a digital data creator in the mark and
transmits the information-embedded mark to the client
terminal, and the client terminal includes means for
embedding information necessary for document certification
of the digital data in the mark and means for performing
either one of both of the identity authentication and
document certification of the digital data.
10. An electronic seal authentication system as set
forth in claim 9, wherein the means for performing either
one or both of the identity authentication and document
certification creates a visible seal mark by adding the
information necessary for identity authentication in one of
blocks of data of an image at the time of issuing the mark
and by adding the information necessary for the document
certification in another one of the blocks at the time of
sending the document.
11. A digital mark authentication method for provid-
ing a mark for data certification based on a digital mark
comprising:

a step (1008) of embedding certification
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dELVT! mark design to create a visible mark on a display in
response to demander’s request; and

a step (1010) of distributing a decoding key for

decoding of the mark and the visible mark to a demander’s
terminal device.
12. A method as set forth in claim 11, comprising a
step (1010) of transmitting the decoding key to a plurality
of mark terminal devices connected to the mark management
server from a decoding key management database for storage
of the decoding key.
13. A method as set forth in claim 11 or 12, wherein
it can be visually recognized on the display that the
certification information is embedded in the created mark.
14. A method as set forth in claim 11, 12 or 13,
comprising a step of encrypting information including a
demander’s feature with use of a cryptograph key to obtain
the certification information.
15. A method as set forth in claim 11, 12, 13 or 14,
comprising a step of encrypting information including
demander’s other feature with use of the cryptograph key to
create other certification information of the demander in
response to a mark updating request and embedding the other
certification information in demander’s mark design to
create the mark.
16. A method as set forth in claim 11, 12, 13, 14 or

15, comprising a step of, in response to the mark creation

request, embedding in the mark design the other certifica-
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17. A method as set forth in claim 16, wherein the
certification information and the other certification
information are embedded in different positions divided in
the mark.
18. A method for operating a terminal device for
attaching a mark for data certification based on a digital
mark to digital data, comprising:

a step (1011) of transmitting a mark creation
request to a digital mark certification system, for
receiving from the system a mark obtained by encrypting
information including demander’s feature with use of a
cryptograph key and embedding the certification information
in demander’s mark design, and for storing the mark
therein;

a step (1012) of receiving and storing a decoding
key for decoding of the mark; and

a step (1116) of encrypting log information on
the digital data with use of the cryptograph key, embedding
the encrypted log information in the mark, and transmitting
the mark together with the digital data.

19. A digital mark certification program for provid-
ing a mark for data certification based on a digital mark,
comprising:

a step (1008) of embedding certification

information of a mark creation demander in a demander’s
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mark design to create a visible mark on a display in
response to demander’s request; and

a step (1010) of distributing a decoding key for
decoding of the mark and the visible mark to a demander’s
terminal device.

20. A program running on a terminal device for
attaching a mark for data certification based on a digital
mark to digital data, comprising:

a step (1011) of transmitting a mark creation
request to a digital mark certification system, receiving
from the system a mark obtained by encrypting information
including demander’s feature with use of a cryptograph key
and embedding the certification information in demander’s
mark design, and for storing the mark therein;

a step (1012) of receiving and storing a decoding
key for decoding of the mark; and

a step (1116) of encrypting log information on
the digital data with use of the cryptograph key, embedding
the encrypted log information in the mark, and transmitting

the mark together with the digital data.



