SYSTEM AND METHOD FOR SENDI NG SECURE MESSAGES BACKGROUND Technical Field 5
The present invention relates generally to the field of comuni cations, and
in particular to a systemand nethod for sendi ng secure nessages.
Description of the Related Art Messages sent over communi cations networks
are typically encoded in order to provide one or nore cryptographic
services such as authentication, encryption and non- 10 repudiation. A
nmessage sender may digitally sign a nmessage prior to transmssion to a
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transm ssion. The sender al so encrypt the nessage in order to prevent
unaut hor i z 8K ERIOGNDF the nessage by a party other than the recipient.

In known systens, certificates are issued to users in order 15 to support
such crypt dgclapkdl Fidgér vi ces. The certificates conprise information that may
be wused in algorithnms that provide cryptographic services. For instance,
the cergificat emqmerqmén%enmmg ga&aléuy Méﬂﬁaa o@ceﬁamdn%aﬁsa{s 39& pft user
and a validity period for the certificate. Wwen the sender sen

message top@ﬁéubrﬂnb%@&mewnbmeﬁméibmsmnﬁagagnmgn@@mggpl|cat|on such as

M crosoft Qutl ookTM or Lotus NotesTM retrieves the certificates for the
reci pi entsp, Qgﬁﬁeﬁ%9q§§R&Q§ g§§sage to each recipient using information
extracted s. As an exanple, the nessaging application
may use public i nformation extracted fromthe certlflc te in order to
encrypt the nes §%F%SQ%QV@éPPB?@H?MK@%PFWW?%%?%@’ lysacededia @rdss t Key
Store that sRRRId R A%e @1‘3@ apih'?b Q- H8Es stugh %?aﬁtﬁ&ﬁlc% &n, L& ggﬁ{)ﬁ hid Hﬁ{ es.
t he certlflcate is not availabl'e in the Key Store, e 'sen be
able t¥ semuwﬁeotrireésa@eagﬁﬂendex oy digitalisf $1g1at:1 masggmder m/taadsabstsmn tlom or der
to do this the s o retrlev the red. certificates prjor to
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certificates, and then return to the nessagi ng application in order to 30
send t he n@g{g giyayptihe message in order to prevent unauthorized viewing of the message by a

party other than the recipient. In known systems, certificates are issued to users in order
15 to support such cryptographic services. The certificates comprise information that may be

used in algorithms that provide cryptographic services. For instance, the certificate may

comprise information such as a public key for a user and a validity period for the

certificate.

When the sender sends the message to one or more recipients, a messaging
20 application, such as Microsoft Outlook™ or Lotus Notes™, retrieves the certificates for
the recipients, and encodes the message to each recipient using information extracted
from the certificates. As an example, the messaging application may use public key

information extracted from the certificate in order to encrypt the message to the recipient.

Certificates may be stored in a Key Store that applications access in order to
25  retrieve the certificates. If the certificate is not available in the Key Store, the sender may
not be able to send the message until the certificate is made available. In order to do this,
the sender has to retrieve the required certificates prior to sending the message. If the
message has already been composed, the sender has to invoke a secondary application in
order to retrieve the certificates, and then return to the messaging application in order to

30 send the message.



The certificates may al so becone invalid over tinme. For instance, they may
be revoked if certain information, such as the private key associated with
the certificate, beconmes conpronm sed. They may al so sinply expire. If the
message is encoded with an invalid certificate, recipients may not be able
to aut henticate the sender or be able to 5 decrypt the nmessage if it was

signed or encry wWith a pri e key is associ ated vmth an invalid
public key. suwﬁ/it Gergghc Htawéraghcmnt Hwaﬁéawaéﬁt% URtAstenfe, e v igs
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nmessages. As an exanmple of a system and , initiation of
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reci pi ent argih retrl eved fro

store, from C%Flﬁc%’rlgmgécl’r}‘i Ifl?)éé?tsbes%’%t/ Ocaéléhc“ ?at‘?ﬁ’glsglé etriof i 83{)183 r equi re
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to retrieve the Va|ldlté status of each certificate. The nmessage is

encoded f oPiBZ8HNyAidgwgECT kexi pi ent using i nformation present in an
associ ated 15 certificate, and then sent to the message recipients. As a

further exgmﬁp@y@wﬁt@qg EJN?I; Ns provided a nmethod for sending an

el ectroni c message to an i ied reci p| ent using a sender system the

sender system {nglydiang @nﬁ‘a?est@z%hﬂg? 2’?‘?‘6 h&f‘%&&’l Qen’isha $R04S4s a?% stem

bei ng operative to access a ke e st rage o Securl
certificat m@va@ddm ahéitg\wedure messageenAsan é)hz@npd'ebﬁﬁ)dys%}n and nethadgoti he st eps
accessing the key store to determne if a
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present in the key store, the ressage application retrieving the security
certifi cateoredutificate mswgllﬁglcamﬂﬁqammr@qul@evtaédaﬁoﬁ, nge whebherervidatdat i on
of the retri.eved %Frtl icate,is regwr onth
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st or e, 1%t hetaideiyyieng hepprridathoncsosatsinigitng one or nore certifi cate
services for retrieving a security certificate

As a further example of a method there is provided a method for sending an
electronic message to an identified recipient using a sender system, the sender system
including a messaging application and the sender system being operative to access a key
store for the storage of security certificates associated with recipients, the method

20 including the steps of:

the messaging application accessing the key store to determine if a security

certificate associated with the identified recipient is present,

on condition that a certificate associated with the identified recipient is present

in the key store, the message application retrieving the security certificate, the
25 messaging application determining whether validation of the retrieved

certificate is required and, on condition that the validation is required, the

messaging application invoking a certificate validation process,

on condition that there is no security certificate associated with the identified
recipient present in the accessed key store, the messaging application

30 accessing one or more certificate services for retrieving a security certificate



2 associated with the identified recipient, the nessaging application
determ ning whether validation of the retrieved certificate is required
and, on condition that the validation is required, the nessaging
application invoking a certificate validation process, 5 on condition that
the retrieved certificate is valid, the nessaging application encoding the

el ectroni c message usi.ng.information contained in the retrieved . .
certificate, and tﬁ%oﬂégéaﬁﬂwé°&%ﬁPﬂ&gvﬁaﬂuge Hpﬁﬁhﬁﬁéyﬁﬁgﬁﬁgﬁ‘ﬁ%%%ﬁb%gto

the identified reghih&ntaliddQor St Be bUFEREN cRXNATRI 18 rQfuid ﬁﬁ&,%%oﬁ@?bﬁ R

provi ded a nmethod for sending an electronic nessage to an identified

reci pi ent using a Sendbdatiopds eaguirehehs emsepingypplmtion notakdigwcati fessagi ng
application and th er. system bei ng operative to access a key store
for the storage ofﬁgggﬁ&?PVm%grtificates associated with recipients, the
met hod including the steps of 15 the nessagi ng application accessing the
key stofe to det eren aeditforathstehe rditiyvedaefitfichicGat 8 @I8OGkaL L Whbcatibe
identified recipient is present, on condition that the security certificate
associated with th&PHERLG fleeironierrepasnpsing injeraration copainer dy fliggetiigacd
security certificalgi@ssoghated with the identified recipient to obtain a
retrieved certificate, or 20 on condition that the security certificate
associated with the identified recipient is not present, accessing one or
nmore certificate sbfuicswgingmppibatainsendiog tet ericedadnesngd foi thatdentifiet er mi ni ng
whet her validation,of.tge retrieved certificate is required and, on
condition that val'td&i%on is requi red, the nmessagi ng application invoking a
25 certificate validation process to obtain a valid retrieved certificate,

on conti tion thak atfhehdrekain@kad aGaedbd tad B prévilal 4 fhetliddgonRsgngiang _
application encoding the electronic nmessage using information contained in
the retri eCEHONSPEFTEE i @ idgntified recipient using a sender system, the sender system

including a messaging application and the sender system being operative to access a key
store for the storage of security certificates associated with recipients, the method

including the steps of:

15 the messaging application accessing the key store to determine if a security

certificate associated with the identified recipient is present,

on condition that the security certificate associated with the identified
recipient is present, retrieving the security certificate associated with the

identified recipient to obtain a retrieved certificate, or

20 on condition that the security certificate associated with the identified
recipient is not present, accessing one or more certificate services to

obtain the retrieved certificate,

determining whether validation of the retrieved certificate is required and, on
condition that validation is required, the messaging application invoking a

25 certificate validation process to obtain a valid retrieved certificate,

on condition that the retrieved certificate is valid, the messaging application
encoding the electronic message using information contained in the retrieved

certificate,



t he messagi ng application sending the encoded nessage to the identified
recipient. As a further exanple of a nmethod there is provided the above
nmet hod further including the steps, on condition that the retrieved
certificate is invalid, of the messaging application accessing one or nore
additional certificate services for obtaining a further 5 certificate
associated with the identified recipient to replace the retrieved . .
certificate. As!¥ PHstEBe pEaresaMing the cheyet REswee & Rreodeidgd fearighove
met hod in which the sender systemincludes a wreless handhel d devi ce and
a host system i : ' [RToTa I ' i &l
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t he host sysiwimgaihd siepslandionditonehdtheptéeved matiicaevs meslid, of tikOnstsagingg t he
key store, aqd éhe,host §Xsten1 yoaiﬁjn one. or. nmor.e ertificate.services.
As a fur t h8FPERUDF & B EC et HBef CAHEENTLBHER et 1t B dio 8 eh BEEF ur t her
including thefitat kisBbiadensh Ok idtifREereGPBRAS rfFadchBe R QBHEIARS Sage

usi ng the nmessagi ng application, the nessaging application accepting a
request fromthe user to send the 15 electronic nessage to the identified

reci pient; and A& ek agrmgleais methed Sreraisrervited the abovemethed & whichéhm ¢
message | Ssén(aexb st%ﬁpiinﬁluﬁgézéJWe}/esg Ra {dlg\gld' é%:%[%te'aglﬁg%ogtesg!stgfneme m@é%a ng Urt h.er
exanpl e of a systemthere 1Is prOV|de a system for sending an €tectronic
message t oagichtienedctithd sretticprisnitss huhdhely 8éraen, tirokiueledsdiandhe]d dkeye Biing e
accessible to qeternine ifég securit%éfertificate‘associated Wi th {he
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the identified recipient Is presernt 1nthe key store, to retrieve the
security certificate, to deternm ne whether validation of the retrieved 25
certificate is feqdinle eamdpleod acoethod there is patvidddghe abdganetbad fgtheequi r ed,
to invoke ertificate, vali.dation process, 4 messaging application
progran1coﬁ§h§51tg ngysgﬁsggndition that there is no security certificate
associated wth the identified recipient present in the key store, to
access one or nor e wgerdoniposhleahs elevir6@s nfeesagt @kihk &vd M@ssagidgayplidayion,

the messaging application accepting a request from the user to send the

15 electronic message to the identified recipient; and

the messaging application determining that the electronic message is to be sent

securely to the identified recipient.

As a further example of a system there is provided a system for sending an

electronic message to an identified recipient, the system including:

20 a key store accessible to determine if a security certificate associated with the

identified recipient is present in the key store,

messaging application program code operative, on condition that a certificate
associated with the identified recipient is present in the key store, to retricve
the security certificate, to determine whether validation of the retrieved

25 certificate is required and, on condition that the validation is required, to

invoke a certificate validation process,



certificate associated with the identified recipient, to determ ne whet her
5 validation of the retrieved certificate is required and operative, on
condition that the validation is required, to invoke a certificate
val i dati on process, nessaging application program code operative, on
condition that the retrieved certificate status is valid, to encode the

el ectroni c nessage using information contained in the retrieved
certificate, and 1DCIREBAGPPIELAHPPPTAHUT GRS RN edeendbiyay el hecdpeend
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System there 1 s proor abd RS A Tl o e WP
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the retrieved certificate is .invalid Ss. one or. nore certificate
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identifged recipi %ﬁldat@ol{@ﬂqh@s:&nm% cfeﬁmda% @s‘iequ%& bhd bﬁ&&@m 6% canditis g her
exanpl e of a systemthere is provided the above systeny the nessagi ng

appl i cati on progr dhutdbdealidatiphes reigmictdathi myokcodetibpee anlidetionproasuser to
conpose the el ectroni c nessage, 20 code operative to accept a request from

the user to send t ¥§$§§%@8Fﬁ gqﬁﬁﬁﬁgfgm%ﬂ%%$ ivkden &Lﬁﬁﬂn@%tb L &0t cqand

code operati ve tO sSage 1S e sent

securely to the uﬁﬁnhm&hﬁﬂuﬁQ&mﬂﬁaﬁknmﬂﬁtﬁcEM&ﬁ&ﬁénﬁ%@@ph@n@hﬁanﬁmﬁmem
there is provided a system for sendlngran electronlc 25 nmessage to an
1

identified reC|pléﬁﬂwﬂFﬁé“§V§F€ﬁ*@%ﬁ% §itacgpnda key store accessible to
determne if a security certificate associated with the identified

recipignt is pres‘?ﬂésség?n%%ﬁqﬂﬁﬁ o b éoagf'o@%rtl B4 SaR! th€ 81 doABy R Rl:aakam co code

operative, on condition urlt i cate associated with the
identified reC|p|ehﬂuﬂ$nﬁmbsemmmﬁio retrieve the security certificate
associated with the identified recipient to obtain a retrieved
certificate, ition
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certificat gsaef frtesintMdes messaging application program code operative, on condition that
the retrieved certificate is invalid, to access one or more certificate services for obtaining
15 afurther certificate associated with the identified recipient to replace the retrieved

certificate.

As a further example of a system there is provided the above system, the

messaging application program code further including:
code operative for a user to compose the clectronic message,

20 code operative to accept a request from the user to send the electronic message

to the identified recipient; and

code operative to determine that the efectronic message is to be sent securely

to the identified recipient.

As a further example of a system there is provided a system for sending an electronic

25  message to an identified recipient, the system comprising:

a key store accessible to determine if a security certificate associated with the

identified recipient is present in the key store,



obtain the retrieved certificate, nessaging application code operative to
determ ne whet her validation of the retrieved certificate is required and,
on condition that validation is required, to invoke a certificate

val idation process to obtain a valid retrieved certificate, 10 nessaging
application program code operative, on condition that the retrieved
certificate is valid, to encode the el ectronic nmessage using information
contai ned in tHESTAENE WPpHeativapgiagatade oaﬁlatlwes)@a@ilgngoa@pﬂtﬁteatep@ﬁym ogr am
code operative t.Q. , : < to.the identified racipient. 15
I n accordance vvircgrﬁﬁt(S ﬁg a%%g?ﬁ‘{aﬁ‘gg’?g}eg@‘?‘ﬁ@%ﬁﬁ%cﬁ%lic% ' Iqleegglﬂi éso 16‘?%\7? ed a
conputing devi seeupityogirafitgpe aducitte ovittoldt adantifigd valipiehteebbiafd catdsclior an
el ectronic nmessage _being sent . to an identified recipient, the };])rogram
product conpri sFAGiREEAGIr disionithatthosscunasriirateoeods b aiBdion
conputifng devi CRiclinel ﬁda&élﬁqgﬁbtvg@géélago LOGTESSAhOR ceARRLICRNQR RF 0gr am

code conprising: 20 code operati etermne If a security certificate
associ at ed wi t hobtam the denevefdi eedifieaed, pi ent is present in a key store, code
operative, on condition that the security certificate associated with the

identified recipient.is present, to retrieve the security.certificate
associ ated  wi t MeUREMEGBR FRIcagore Eposrti CBregmg Wisthy splifdinge (€
certificate, orrdeveanditifican i2beqdultdld ahdl®ns0aditioh Yh# QEiddiioaad Rqarenes at ed
with the identified recipient is not present, to access one or nore

certificate serifivekaa cgtigsetgivalidaionmeeseseipeabtai arvelif refeeesd ®rigfisgée. oper at i ve
to determ ne whether validation of the retrieved certificate is required

and, condi tiQr at, g dat i i j , LDy riiflcate
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is provided a comphititag vabiddewincedqtheo glcatrvpc atuyetgefusmgabioanatimgeonsdinet!

certificates for an electronic nessage being sent to an identified

reci pient, the ’ﬁrtﬁﬁf%ﬁvﬁfiﬁﬁf] fcaf‘hﬂélll(ﬁdi ng messagi ng application program

code enbodi ed on conputing device program product nedia, the nessaging
messaging application program code operative to send the encoded message to the

identified recipient.

15 In accordance with the teachings provided herein there is provided a computing
device program product for obtaining valid certificates for an electronic message being
sent to an identified recipient, the program product comprising messaging application
program code embodied on computing device program product media, the messaging

application program code comprising:

20 code operative to determine if a security certificate associated with the

identified recipient is present in a key store,

code operative, on condition that the security certificate associated with the
identified recipient is present, to retrieve the security certificate associated
with the identified recipient to obtain a retrieved certificate, or on condition
25 that the security certificate associated with the identified recipient is not
present, to access one or more certificate services 1o obtain the retrieved

certificate,

6



application program code including: code operative to determne if a
security certificate associated with the 10 identified recipient is
present in a key store, code operative, on condition that a certificate
associated with the identified recipient is present in the key store, to
retrieve the security certificate, to determ ne whether validation of the
retrieved certificate is required and, on condition that the validation is
required, to |nvo%@dﬁoé@@ﬂY¢Fb$¥@“Vﬁ¢WH@b@dthﬁgnvﬂdh@§%“0%@d@”6$@@d%|ve

on condition that %Q&‘Yc% e!n%lh@?caﬁﬁfﬁ&l Mt \%%tdlé (gﬂ I%a&ﬁl Iacﬁsf?)oh%ﬁda é’&t‘i{%]catet he

identified recipien rese céss one
certificate serV|C@Bﬁﬁmmamet@$eV|ng a securlty certlflcate aSSOCIated wth
the identified recipient, to determ ne whether validation of the retrieved

certificate 20 s required, rative, .on condjtion that ,the val.idation
is required, to In ?W%@C%WH@% PhLirEs Ry iIGRRTEN T CoREVIded 2SeEBH ilhee
with the t 3@@&% R98raRt PVHE&T PR Sinthd NEHIQ el dAIQ YRk &t RANARE!Ho e iR £l eSS

device including a nenory for storing a key store and including a nessaglng
appl i cat i opent &y arsigaali iyl rapipEingche mmgmlinpwggtenﬂu@mnmswilngeamé@athmndhel d

device to a ent,i fied recipient, the nessa ation |nclud|ng
code. oper arTgsty shEPRFEe] FRBR oyl SedFeT predfe PBe BRI AR 1t he
Identlfledmﬁﬂ&mQMQ@bgm&l&k&&ﬁﬂhdmg the key store, code operative, on
condition that a certificate associated with the identified recipient is

present in the key store, to retrieve the security certificate, to 7
det ermi ne whet her 598 PRRERE Hogktarmanc e ﬁ?%@w%ﬁﬁtf: pesaeiBtedavithedsi red and,

COﬂgltlon thaﬁd&ﬁﬁmﬁ?&g @ﬁhQ ﬂﬁénqgg%pgggu)to i nvoke a certificate

valldatlon process, er at on conditi'on that there is no security
certificate associated with 5 the identified recipient present in the key
store, to access onécopammwgoncemﬁﬁbmdatecsﬁﬁvﬂeesxmﬁmm&wthﬂevdﬂgﬁbd
security certlflcate .aSS.0Ci i denti {ed reci

det er ni ne whet her “CAPFRHP PB‘?‘?C‘E)tfm\t%Fekeryegf?‘Fet\?éﬁt”%‘? eSeEfty Cel%%cg"te to

determine whether validation of the retrieved certificate is required and, on
condition that the validation is required, to invoke a certificate validation

15 process,

code operative, on condition that there is no security certificate associated with

the identified recipient present in the key store, to access one or more

certificate services for retrieving a security certificate associated with the

identified recipient, to determine whether validation of the retrieved certificate
20 is required and operative, on condition that the validation is required, to

invoke a certificate validation process.

In accordance with the teachings provided herein there is provided a handheld
wireless device including a memory for storing a key store and including a messaging
application for sending an electronic message from the wireless handheld device to an

25  identified recipient, the messaging application including

code operative to determine if a security certificate associated with the

identified recipient is present in the key store,

code operative, on condition that a certificate associated with the identified

reciplent is present in the key store, to retrieve the security certificate, to



is required and operative, on condition that the validation is required, to
invoke a certificate validation process, 10 code operative, on condition
that the retrieved certificate status is valid, to encode the electronic
nmessage using information contained in the retrieved certificate, and code
operative to send the encoded nessage to the identified recipient. In
accordance wth the teachings provided herein there is provided a handheld
15 wirel ess devi celagaingvheher vitigpign ¢ighe satoeved gedifieatp is tegpedaeih ioAcl udi ng
a nessaging appli i f.ar.. sendi el.ect ronj [ESS fr -
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application incl udiragss,code operative to determne if a security
certificate associated with the identified recipient is present in the key
store, 20 code operative, .on condﬂtioq tqat the securit ,certific?te h
associ ated with tH&9e PRIALYS P8GoRUEPEHEh e EIsposSantty cebificale Aprogiatad gt
security certificah@iRagAE! Alffentbidient!iiénd IH§MAE] BAEREbRE &Mhofcd Obtain a
retrieved certificate, or on condition that the security certificate
associ ated with t Ivertifthatet sefviees foesipiveng 2 besuritt ceptifesdnessotistededdsde one or

nore certificate services t.o obtain the retriev ertificate, 25 cod
operative to dereriinerRent vy feniie hBEmeFYERAER PhULE G RIERHE | o
required and, on GoRAuirt@Bnd bigdratihal belabidion Gal @EWhl@diontiOrdqoMekeo a
certificate validation process to obtain a valid retrieved certificate, 8
code operative, o ke di Gerdlicaihetlidetien piecesseved certificate is valid, to
encode the electronic nessage using information contained in the retrieved

certi fff(pat e, and c%@@@rﬁ@ﬁ%}bh\bégn&if?m? %ﬁtﬁef}&n%{)ﬁog@&ﬁﬁé@éngéQamtlﬁ)

identified recipient. e appreciated, t Invention is capabl e of
ot her and di f f er e;rhc&ieghboldictmenit sjessugd using isfeveatidn detanddinaneretapabl e of
nodi fications in various respects, all wthout departing fromthe spirit
of the invention. SRIHEEE A4y, the drawings and description of the

preferred enbodi nents set forth below are to be regarded as illustrative

in nature and not cb@sbpdr&livod-selFthlchEld DRERGRIZTH GN @en e LRAMLNGS

In accordance with the teachings provided herein there is provided a handheld
15 wireless device including a memory for storing a key store and including a
messaging application for sending an electronic message from the wireless

handheld device to an identified recipient, the messaging application including

code operative to determine if a security certificate associated with the identified

recipient is present in the key store,

20 code operative, on condition that the security certificate associated with the
identified recipient is present, to retrieve the security certificate associated with
the identified recipient to obtain a retrieved certificate, or on condition that the
security certificate associated with the identified recipient is not present, to access

one or more certificate services to obtain the retrieved certificate,

25 code operative to determine whether validation of the retrieved certificate 1s
required and, on condition that validation is required, to invoke a certificate

validation process to obtain a valid retrieved certificate,



10 FIG 1 is an overview of an exanple comuni cation systemin which a
W reless conmunication device may be used. One skilled in the art wll
appreciate that there may be hundreds of different topol ogies, but the
system shown in FIG 1 hel ps denonstrate the operation of the encoded
nmessage processing systens and net hods described in the present

application. There may al so be many nessage senders and recipients. The
sinmple 15 syst eﬁPg%‘ER/%ati‘f‘r i G?nqit“i’léthﬁbfﬂ%l“l?tlfﬁ%‘idrcé?ttﬂf@(‘e‘fﬁplﬁr‘/ﬁb@é@ epldg theand

shows perhaps tRgFBst o éggaﬁ;\é%éﬁré &Wﬁ%ﬁ(ﬂﬁéozﬁwm i (G0N g&glrtlf\{,\%i%r fﬂﬁle

security is not general OWs an e-nal

Internet 20, a nessage server system 40, a wreless gat eway 85, wreless
infrastructure 90e gponitiveltesendibt wordded Gfessapd tathwnbedtdied ceripiant. cat i on
device 100. 20 An e mai | sender system 10 nmay, for exanple, be connected to
an ISP (Inter netAS nyi.ce Pr

er. of the.system 10 has an
account, |ocated W’ cr?pglo%dg%g}w “"B%@Bﬂ%‘f%?a@sr?ﬁ&&eéa“é gﬁgl‘? cal area
net wor ks ( LéiNbodlﬁfMitSQW.ie@x@raﬂ BethilCare By BN NSt mBBificAEorRINRBGHRedpRcit Nl
Internet 20 through a |arge ASP (application service Brow der) such as

Ameri ca mwﬂh@uf(dsz@@)tmgﬁ%% Ehegypiritiod dhq 1ﬁ"@ﬂ’i@ﬂar/’tccwdllillfplmi ¢ deavings adat t he 25
SySt ems s h@é@arl tnOIl:{)@ﬁ ?)ré”f@[ed {l‘ﬁﬁ(?cﬁ}q}ﬁp'g ﬁt OHE%E! W alg tO %%lﬁd%g 11“1%
al thoug

(WAN) ot her nt er ne e- nmal trans are comm
acconpl i sheﬁnanh'eau@hoﬂmteucneé. connected arrangenents as shown in FI G 1.
The nessage server 40 may be inpl enent ed, for exarrpl e, on a network

ComPU e M EESE R B A ORRANGT, 2 corputer il e an 1P or

exchan over t Internet 20. Al though other , nessagi ng. systens m ght not
r equi r a rressagg:‘ S FROVEY LAY Hooxamnle B MRUAISHH QRSB iicBhiCch uviEiess or

recei ving anfmbeRstd devi@NELNGe ﬁseﬁa'dne‘@kllied i 'EHEBAA %11%%&!?@&&9 gk grMnh an

account on a nessage server. Perhaps the two nost message Servers
are 5 M cr’@%I@Jirtdlﬂscﬁdrf@em%mldglbmtbmth@smtmm slﬁMvnTﬂnE% bhdpuddrsoratretedhe en

used in on ti et mail routers I|ver

mai 1 e SRR icbed SRS R g o Tranarhe B desor e i€ ey o
not dir ect;blysemk ayplRafih. €Thdie hlH§ FRBY Ban ) BESAYEsRUOGAB Ir 1@%0%9%&@' ow.
I\/Iessar%llg§ servers such as server 40 typically extend beyond just e-mail

endi ng andsteacBiownng FIEhbys far dbsiradyupispesen aniye anthshatyagsrinps thaost

prevalent Intemnet e-mail environment where security is not generally used.

FIG. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a
wircless gateway 85, wireless infrastructure 99, a wireless network 105 and a mobile

communication device 100,

20 An e-mail sender system 10 may, for example, be connected to an ISP (Internet
Service Provider) on which a user of the system 10 has an account, located within a
company, possibly connected to a local area network (LAN), and connected to the
Internet 20, or connected to the Internet 20 through a large ASP (application service
provider) such as America Online {AOL). Those skilled in the art will appreciate that the

25 systems shown in FIG. 1 may instead be connected to a wide area network (WAN) other
than the Internet, although e-mail transfers are commmonly accomplished through Internet-

connected arrangements as shown in FIG., 1.

The message server 40 may be implemented, for example, on a network computer

within the firewall of a corporation, a computer within an 1SP or ASP system or the like,



10 engi nes that have predefined database formats for data |ike cal endars,
to-do lists, task lists, e-nmail and docunentation. The wrel ess gateway 85
and infrastructure 90 provide a link between the Internet 20 and w reless
network 105. The wireless infrastructure 90 determ nes the nost |ikely
network for locating a given user and tracks the user as they roam between
countries or 15 networks. A nessage_is then delivered to the nobil e device
100 vi a wi fBf ads ag hgaagn sypdece foyemadl gphange o VERBE dntersbiibnd Fhqubothdr om a

base stati %bséa{%of’g{(@ifg]g{q%gﬁgmt@g u\‘i\i(?:ralkl 1&&3# S %xl% H'é&lﬂe ﬁ'x%‘t/)il Qedi@019qThe

particul ar net e vittuall ess he over ich
messages maynfipirekohangedn g\amdnpc&sarmm«ahémg@nmﬂ mﬁﬁlbmllydﬁa\las@(&nalé@wﬁth aghown
in FIG 1, a conposed e-ni l nﬁ§sa ge 15 is sent by the e-nmmil sender 10,

| ocat ed sOAETHHBY Y HRCEHEE FFvEr dethabg theriwosmpsl CORRPMBEISELTRSFYRT 156 ful Iy i n

the clear naBgsys @%cﬁd’n%gm LB uSHIRI §o ™M e f ﬁ‘r’&ﬁﬁ@cﬁ afd SHAGREY (SMTP)
RFC822 headers and ti purpose I nternet Ml tension (M ME) body parts

to define Wmmﬂ@mmnfnfm@mq mal toutmémagwte ar hierkaélvmemhlm Gbes mﬂcen:ahditewel I

known to those s led in the sa 15.25 arriyves . at the nessage
Sorver 9o BaBFottils Aot Bkt Rla; 1R B R R CarteER el WE R iR Mot or o
in a nMessagrssize pthceddsd ddsBONRY H@cﬁﬁag!e@ﬂig,élé&tv@ﬁ%uﬁlvﬂﬁﬁﬂez QO&?pi@ﬁl)l &dengoul 1"
nmessage access schenme, wherein the nobile device 100 nust request that

stored mes8aX@s ushe-nyt srndinerngycedivngrbangeo whudsrdynamicdatabebs Steradevi ce
100. S’P(fﬂa §ﬁ;§ﬁ&qﬁat9{ag% #J%%c{'n%d da tag%%)},ulggtssrfggéa{tggkg ?@1 ?c?ﬁg %%tgs ! ch are

addressed u I'c e-nma 8856¢rA ile
devi ce 10011st!;re1aa1®raecﬂ éﬁcﬁ&ﬁbrﬁzﬁmmdl ment described in further detail bel ow,
nmessages addressed to a nessage server account associ ated with a host

system such as hone, conputer _or office conputer el on t he user
o o bt e 10 TROPEEIED e o wdesm v tevide e SA OSSR BTS¢ he

nobi | e deviggndlfeRSs ﬁd@@f}éﬂ@ﬂ% TFF@%‘IM@Q ‘infi HhE56 d&%}iﬁ}h@s ﬁg%%sft likely
mechani smcontrolling t forwardi ng of nmessages to he nobi |l e devi e 100,

t he messagectwsik for lcmassg blgyvea umraamdltmtcb&jth@msmm‘sdhmmenbmmm @nntrgsher eof
is senlt to the . ,wr.el ess Ies i nfrastructure 90|ncludes

a series o’f‘etWSIf‘llﬁe& fn(gf‘ﬁéqggbg Rﬁf‘} é‘fhevf‘éedﬁg IPR ]l‘b Vg HWVIR SEER i ons coul d be

| nt egr at ediransmission, typically at a radio frequency (RF), from a base station in the wireless
network 105 to the mobile device 100. The particular network 105 may be virtually any
wireless network over which messages may be exchanged with a mobile communication

device,

20 As shown in FIG. 1, a composed e-mail message 15 is sent by the e-mail sender
10, located somewhere on the Internet 20. This message 15 is normally fully in the clear
and uses traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and
Multipurpose Internet Mail Extension (MIME) body parts to define the format of the mail
message. These techniques are all well known to those skilled in the art. The message 15

25 arrives at the message server 40 over a traditional Internet connection 25 and is normally
stored in a message store. Most known messaging systems support a so-called “pull”
message access scheme, wherein the mobile device 100 must request that stored messages
be forwarded by the message server to the mobile device 100. Some systems provide for
automatic routing of such messages which are addressed using a specific e-mail address

30 associated with the mobile device 100. In a preferred embodiment described in further
detail below, messages addressed to a message server account associated with a host

system such as a home computer or office computer which belongs to the user of a mobile

10



Services Digital Network (1SDN), Frame Relay or T1 connections using the
TCP/ I P protocol used throughout the Internet. As used herein, the term
"W reless network" is intended to include three different types of

net wor ks, those being (1) data-centric wireless 10 networks, (2)

voi ce-centric wireless networks and (3) dual -node networks that can

support both voi and.data, co ni cations over the s physi cal base
stati ons. Vlr%ilﬁgamdﬁg’l’@%h Olngl{%]rck“‘é'g? AEV Y, OB mag@gﬂfath%%Sé@cw? (1)
Code Divisireseinddl ti ple Access (CDVA) networks, (2) the G oupe Speci al
Mobil e or the d obal Systemfor Mbile Communications (GSM and the
General Packet Radi o Service (GPRS) networks, 15 and (3) future

t hi rd- gener at i orksgadjespet srsrecifiy kecEntism cedradhrathedprerdiog oGimsbsiges to

Evol ution DG 18844 deelis i Tel ni gat i ons stems (UMTS).
Sorme ol degtI exa?r)ﬁl) es 1%@%&%@%%3%% fcsi?ﬁle (&%ﬁ% 'I]ﬁ%éd Ph]eefﬁ%%rk?it“?%%ﬁ*gﬁll?adi 0

Net wor k5 andhdrére, isBentad A€ MrBask gntdNetyw &S, KihExaspasiaftrehdeno uries gentri c
data networ ks include . Perso.nafl Conmruni cati on Systens (PCS) networks |ike
GSM and TW%{}}&@W&IOWOW‘@ ess ievork A0 c K henesgnasations eovid be Fieesraednpl e
conmmuni cat iSeR/i &Y $¥iem1iNghHal L Rhe ALY aYg | bl e
conmmuni cat i onldevilgles. Thgﬂds@%?g’ é?hgf‘@ﬁ’g&@ @Sggﬁ)gﬁﬁgl;{%eegﬁ ar to
the FI G 1psyeecémsedghtovigheltubemtentiosts wyd hemBthe @rm &édickes h@workdriogr am
45, a nobile device cradle 65, a wireless virtual private netwrk (VPN)
rout er 75,113%11}1 eé(ﬁ%ﬂof”éﬁg#w%gff&‘@%y??é Fqk"oilri%%éfﬁﬁ et fate-rwiie wircless
comuni@at hewody (H8&icklntrddy NSl aREk b IRE An@ LA VRAI-MoBONEMBRLI AR MKt h FIG
1, FIG 2 represents an overview of a sanple network topology. Although

t he encodeRPEEdRHeveirodukditngosyensatomsmier thetshudphplssad hiafedatiesei n may be
applied to [ navi:ng. W, different topologies, h et wor f FIG
3PS tset uf PRk KR DAEE R IR i LS b SRR SR bR AR R St

ment i oned Aréat (GDMroMme:tw3ks (28 eshiotpd SPasil Nyisilesn 80 it syyahgal |y be a
cor porate 111%& or other LAN, but ma% I nstead be a home office conputer

or sonme ot opapEieRions (IaM rad the General Paskel Radicnbevise (FBRExutiwaged.
W t hi he t . 1,5 unni.ng. me
Loty w3 AR 30norRidBATERAAAES BEL KifantDs Dol TG SRRACT. |

i nterface Forluti¢tre(BIFSE) sykt/eivetsol levbhailigecenmmiicatbisBitshens (UNTREtSER: | N

t he system,qf FlI 2...the redirectiaon program 45 abl es redirection of
dat a iyt errso}g?ro%aﬂlf GSé)é Id@téifceﬁglctxﬁtwork mclee t%e Mob1tex€'}ﬂ Radio Network and the

DataTAC™ Radio Network. Examples of older voice-centric data networks include

Personal Communication Systems (PCS) networks like GSM, and TDMA systems.

20 FIG. 2 is a block diagram of a further example communication system including
multiple networks and multiple mobile communication devices. The system of FIG. 2 is
substantially similar to the FIG. 1 system, but includes a host system 30, a redirection
program 45, a mobile device cradle 65, a wireless virtual private network (VPN) router
75, an additional wireless network 110 and multiple mobile communication devices 100.

25 As described above in conjunction with FIG. 1, FIG. 2 represents an overview of a
sample network topology. Although the encoded message processing systems and
methods described herein may be applied to networks having many different topologies,

the network of FIG. 2 is useful in understanding an automatic e-mail redirection system

mentioned briefly above.

30 The central host system 30 will typically be a corporate office or other LAN, but

may instead be a home office computer or some other private system where mail

Il



5 a nobil e conmuni cati on device 100. Although the redirection programi45 is
shown to reside on the sane nmachine as the nessage server 40 for ease of
presentation, there is no requirenent that it nust reside on the nessage
server. The redirection program 45 and the nessage server 40 are designed
to co-operate and interact to allow the pushing of information to nobile
devices 100. In this installation, the redirection program45 takes 10
confi dent | AFCSHRES AGRCEE P chamict alV igp Yoy hasesysinp st the mepwee scrspeth f i ¢ user

and redir e(f’l_t,lll§lilil on Q4he EORAMEN ARG (GORRALALG hd iﬁt%%s%%ﬁgﬂ%g{skg geyhaes 100.

A nore detailed description of the redirection s y be found in
t he commonlistedssifgnie hokt tysdmSpakelsanRatandil wah 21On6Qdet 20t he the6Qdteaifent ") ,

entitled "Qystem and. Method for Pushing Informatjion From A Host System To
A Mobi | e e %g%{?ﬂilsﬁt‘%ﬂdw@ém &?ﬁé{]ﬁ?@?w%@?é&t%e@ SerY BAPE VRt Ess
and i ssgied aﬁ&lﬁl@%oﬁﬁxﬁhﬁ&%%n%yk@%@.nﬁltﬁ&ﬂghﬂﬁ@l‘é(ﬁ%%ﬂi(%ﬁ;g@%tﬁﬁ s shdwn 1£001,

whi ch is hereby incorporated into the present appli y reference.

Thi s push Teseteiithesamminagiisc as themedsesss skriceAd iy eepcotiiragntationphesss om and
encryption I t. eli.ver all information to nobi | e device, , thus
or et vel i SEPREM B Pinet bt be Pleamiieg o s Erdedi e Reihat Eidievi ce
100 associ dicatlestidehiciie 40asd d8)HEE D &opcteAnd SNOMBt toilIblehe Bustii}esfe may be
many altern%tlve,paths for getting information to the nobile device 100.

One’” net hod ™Mefnatigade Aybiladeraet 10n lomtis instrdlafipmitheredaostion pragem 45 tekesough a

52;; y ?ﬁ? 'O?@%tfﬁ%néﬁ ant %Bﬂgoﬁﬁ%gi'gfgorﬁ& | iﬁfo@%a%igxp b é’@%& pd u%eﬁgﬁé 1S BreBE it

I nformation updates”often perforimre I Ai ization of a
mobi | e devowehrol@h thei dolpdrhte fhestll sysibbite 36/iak 180 Campuiadet3kdwletdtipiioh e
system 30. The.cher(gEin 2% nethog fgrwﬁgta exchange i s over-the-air using
wirel ess nBERBHIEIPRSYEF TGP Haebe ToHRS HhRecommOndy axtnRd Hiited 8lates Paidits may
be acconpl § 3694 PHIRUGH4 PaWnEG] &SRy Pﬁ‘&st&ﬂ‘dﬁ@%&ﬁ’o@fer‘i’mlmﬁ%l‘hf@mﬁeﬁﬁq' tional
I nternet connection 95 to a wirel ess gateway and a wreless
i nf rast r uckimeAddost &zstamshr Abddbikbdste CoTheudiorioapdedée Havihg &l $issed/PN r out er

75 i s new,d he w.rel.ess. industry and i Les that a. VPN connection could
e establ | EREE I ARISEE PO I eCiane ASisuer Pl Sirter eodicionRAPd Tt o o
nobi | e devigpd, JAQh iTherePPaRbRIKAtEY int@ThelTidadt ﬂapmatﬁirﬁ%smy&%deo%%pu%ﬁ has
only recently been available and could be used when t'he new Internet

Prot ocol (FEinidnsrapvpses witplgs) frigndineesoding.conprésamadinvienelyptien toaktinoe tos.

;-g Id f o 2 gwl Fz)(f SLCA! inWihlaniBh 0¥ b A& 100 (a'é'gi@e, | tﬁusa&ggcg%gl?/sfzxge%dgl%%g Saé[ch'i%/nﬁlje\aail

to include each mobile device 100 associated with the host system 30.

20 As shown in FIG. 2, there may be many alternative paths for getting information
to the mobile device 100. One method for loading information onto the mobile device
100 is through a port designated 50, using a device cradle 65. This method tends to be
useful for bulk information updates often performed at initialization of a mobile device
100 with the host system 30 or a computer 35 within the system 30. The other main

25 method for data exchange is over-the-air using wireless networks to deliver the
information. As shown in FIG. 2, this may be accomplished through a wireless VPN
router 75 or through a traditional Internet conncction 95 to a wireless gateway 85 and a
wireless infrastructure 90, as described above. The concept of a wireless VPN router 75
is new in the wireless industry and implies that a VPN connection could be established

30 directly through a specific wireless network 110 to a mobile device 100. The possibility
of using a wireless VPN router 75 has only recently been available and could be used
when the new Internet Protocol (IP) Version 6 (IPV6) arrives into IP-based wireless

networks. This new protocol will provide enough IP addresses to dedicate an 1P address
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to every nobile device 100 and thus nmeke it possible to push information to
a nobile device 100 at any tine. A principal advantage of using this
wireless VPN router 75 is that it could be an off-the-shelf VPN conmponent,
thus it would not require a separate wreless gateway 85 and w rel ess
infrastructure 90 to be used. A VPN connection would 5 preferably be a
Transm ssion Control Protocol (TCP)/IP or User Datagram Protocol (UDP)/IP
connect i on'a @ciepiopde detiec Mibaslibas disked ppssible te peshipbimatielelpiceolin. [ a
w rel ess VEN:.75{A®S. ; i h Ny &0 Lhe 1. , .S the
st comoi Sotb Rl AE A B ERaReRart i AR BN LB TS Shove.

I n the aut dumtticoulied ahedi-tlersheif Stiacohpict, tRus i@ woarpas echuerenmcparaessage 15
10 | eaving thfﬂg-nail sender 10 arrives at the nessage server 40 and iis
redi r ect ed "B FhEAICWRYP? 8RY FRIcHt Biea A el o Re Usishi/h & TdeeectoORd thi s
redirecti Ogretﬁﬁ‘_g‘@l? b@laaﬁ§n§nl?i§siOMﬁffi‘&ePrgJé)_cbls(Trﬁ’Rgﬁ\6? Ilﬁaegata%%rrf Rdigat ed at

80, and a possibly proprietary conpression a encryption al gorithm can

t hen be apfl/PBHIR commketiorfogichadr thessagegcddirectin t¢ Hicsnaotdile, devimed 9l gdisa bei ng
read on the.npbi ice 100 are no J.ess, secure thap if they were read on
1573 deskt Siolor KEDAA Brosten sl v alith o BE HRerEhal s (Aot EEughe
exchanged Bainee®sh mbORINIBHLVAa6lcARd BROBERAMSRiRAAbSNE NDbI | e device 100
preferably use this nessage repackagi ng technique. Another goal of this
outer envelope is to maintain the addressigg i nformation of the original
nessage except HhBcsBwamticgedirgtionsysteeef TEi ' % aggmpessl e-mailancsgdgedis repl y
nmessag t Q.5 . 1 he..appk. i_at tinati .an ] ( "front
20 1, o + SR ¢ HRRIAR0 A P e e R BT R BB e S
e-mai | addredasctfongnogtaheddimhht eoddy dedcd 00, ahk disrddhectimaekasgdhceebsage to
appear as though the nessage originated fromthe user's desktop system 35
PO hor ¢ habCTHES KB B e IS PEb 46 GTSTeL A SetEt %ﬁ%@éib&@wptle‘fatw%@fzftfx@o and
cradl e 65 GENGRAHGhLYadrnhREn MRRAHLGHH M Bahe tibSa &P eGlh QRvRAL

of fers many adva t%éeé’fof enégFPnS 8 e-tinécégggaéxé%g%ge of ]ZSEﬁgrge

i tens. Formtiteges twiig teed on thehebidr devade IWdrasonalesdsgutathaashet wateseddPDAS)

and synchroni zation, the nost canmmn data exghanged over this lLink is

Por sonal | HPGH R VSN gC S TCBIM e s b ATREH EReHER R PR eERe
first timemkhédredabdploahds 45 And el BEEIR: deviteaBo bbbl yoieklis nibsfialeur € and
requires a large bandwidth to get | oaded onto the nobile device 100 where

it can be lgpedkasmatedingygd Apries gedrafalhis phisk cmvpjorsl is & meiniae thefasidrassingr 30
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allows reply messages to reach the appropriate destination, and also allows the “from”
20 field to reflect the mobile user’s desktop address. Using the user’s e-mail address from
the mobile device 100 allows the received message to appear as though the message

originated from the user’s desktop system 35 rather than the mobile device 100,

With reference back to the port 80 and cradle 65 connectivity to the mobile device
100, this connection path offers many advantages for enabling one-time data exchange of
25  largeitems. For those skilled in the art of personal digital assistants (PIDAs) and
synchronization, the most common data exchanged over this link is Personal Information
Management (PIM) data 55. When exchanged for the first time this data tends to be large
in quantity, bulky in nature and requires a large bandwidth to get loaded onto the mobile
device 100 where it can be used on the road. This serial link may also be used for other
30 purposes, including setting up a private security key 111 such as an S/MIME or PGP
specific private key, the Certificate (Cert) of the user and their Certificate Revocation

Lists (CRLs) 60. The private key is preferably exchanged so that the desktop 35 and

13



specific private key, the Certificate (Cert) of the user and their
Certificate Revocation Lists (CRCs) 60. The private key is preferably
exchanged so that the desktop 35 and 13 nobile device 100 share one
personality and one nethod for accessing all mail. The Cert and CRLs are
normal |y exchanged over such a |ink because they represent a | arge anount
of the data that is required by the device for SSMM, PGP and other public
key securi tyebiggerieed00 share @re Berpdrialist analt @ racthgpior abcsyapall nwil Ahetfiah t he
user atte send a secure nessage . to.one or nmore recipients. After
composi ng. ha CRbs SRt TelS EiRelTRET HFon §11BR Bt Tor b Geyf Uhdar
user att enpf thetdatssnds e 99 AFedRceSBl SHUIME, PGBANRE o8Rf p&lic 1@2%&&@9 by a
nmessagi ng application used by the user. The user nmay indicate that the

message i sMEE sent securely, for instance, by configuring the nessaging
application to 10 al ways send nessages securely. If the nessage is to be

sent segurely, | i gy . ar .
cortifisates (ohe) PESRSENEARPM AR AMVERRTS Ry ERmR B Genlidlscaug, 4 ¢
not avai | ablessagt heomessagiengeipieplsi dtar compoting tlesnédggcusdradtitrating it to egeli r ed
Cert was unava[labjelagﬂ}that %pe message cannot begient s§§yrel to the
reci pi ent s TRE GERFH TeHSEREFTIY & 83 Sgetsaee hesderdas amsad QPEY or

at t enpt topae%ideatb_ryiaeﬁ&@ssagﬁg@Eﬂwaﬁ@l@u@%ﬁm%k&r The v88dlaalde Rseage. |f
the Certs are available Tn"the Key Store, the nmessage riay be encoded in

accor dancemghsac iste bgsent sscypelef fr drtase drdcontigering tansesstgieg applicatien to
reci pights ver. 1f_one or of the.Certs are inyalid, the

roci pi St SUNEY: Ror BesHER SR el Up oo LG e Lt bh et E e

aut hent i cayslichgon SeoKes Key iStan ot ytriomuatai(0eds) RsddngeRan Yadesk tiessage,
since the nessage was encoded 20 using an invalid Cert. FIG 4 illustrates
a preferr e’ifck}’h%gﬂi Weifrers ngt axpdlalls, tha aassaginmamndicatianittigs theawsar Bahessages.

The user “RABASEECR JIRISANA A A At 1R Q0800 oHREPed &6 Pejcﬁ&t%}fté)\ljtlﬁ%ng a

messagi ng I cation. e user en se ion ed by the
nessagi ng reajppdnite dfhcomser wookideen haveitaktridahe neespipgsageusendiangmpenguence.

Vari ous. nessagi 25 applications provide the Send option in variqus ways,
such 3%5 t h%eHifgﬁrﬁg?feable ?@ﬁelaqunéa|8@?dl%“a %ﬁ%d?%&?rﬁraﬁ%%{a“@yn {iife
messagi ng REPkig&lthOfesdabe Mg teSRLodelFh GRIBSalcb 3 thl e LB IR Rrdnsed MdPE SENt
securely, the nmessagi ng

then transmitted to the recipients. However, if one or more of the Certs are invalid, the

recipients may not be able to decrypt the message and consequently authenticate the

sender’s identity contained in the encrypted message, since the message was encoded

20 using an invalid Cert.

FIG. 4 illustrates a preferred embodiment of a system and method for sending
secure messages. The user composes a message to send to one or more recipients using a
messaging application. The user then selects a Send option provided by the messaging
application in order to inifiate a message sending sequence. Various messaging
25  applications provide the Send option in various ways, such as through an option available

on a command menu provided by the messaging application.

If the user indicates that the message is to be sent securely, the messaging
application then proceeds to refrieve Certs associated with each of the recipients. There
are many ways in which the user may indicate that the message is to be sent securely.

30 The user may specify during message composition that the message is to be securely sent.

Alternatively, the user may indicate that messages sent from the messaging application
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application then proceeds to retrieve Certs associated with each of the
reci pients. There are many ways in which the user nmay indicate that the
nessage is to be sent securely. 30 The user nay specify during nessage
conposition that the nessage is to be securely sent. Alternatively, the
user may indicate that nessages sent fromthe nessaging application 14
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nmessagi ng application proceeds to retrieve the require S pr
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applications that request.them an, exappl there be a desi gnated
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messagjng .l catlon cGes v confiqured by t el .or

alter n!’;lési vgﬁ%@, {Ot‘%%b"gﬁ ﬂfeﬁ(ge%égﬁeriﬁ?sgg ‘Eplrég ?%@/110%{3%1% &é&ubl)y cinﬁteﬁlr#gggeegart ment
associ at edsawvicks thaeprosee Cefibeo hpiSicatdnsCRittregekiihess APyh danmpdd)kiede imayor der
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the requi r 882 égygnatel copifisatasrer provie! off a peleyodela Whish hoBEssagRg Cert i s
retrieved by thGBaSagin0 j:eat] - ahd.erpat :
applicatioﬂ*}hafnretri§§gsT ?%gﬁ%%bggﬁgﬁgagpe? %ﬁ%@? é%?%%dqgﬁgﬁﬁgation
| f a pl uratssogiatefl widttbbistg, @enssbaogerated by eviidd-ptitethat pevides sageCeraly be

encode usLn% eacﬂlgne ?&Athen1 ce the requiéég.CErts are retrieved from
the Cert S¥fVFEes et P e EyViRet Bal Hioracraseliy sRKEi e e cRey™ & Bt e, t hey
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over time for a nunber of reasons, Such as if the private key

department associated with the user. The list of Cert services may be ranked in order of

preference, as some Cert scrvices are more trustworthy than others. If the required Cert is

available on one of the Cert services, the Cert is retrieved by the messaging application,

20 or alternatively, by an application that retrieves Certs on behalf of the messaging

application. If a plurality of matching Certs are refrieved, then the message may be

encoded using each one of them.

Once the required Ceits are retrieved from the Cert Services, or if they were
already present in the Key Store, they may need to be checked for validity. The validity
25 of a Cert may change over time for a number of reasons, such as if the private key
associated with the Cert was compromised in some way, or if the Cert has simply expired.
If the message application determines that the Certs have not been validated for a period
of time, the Certs will have to be validated. For example, the security policy may require
that a Cert status be checked periodically, with the periodicity set by the security policy.
30 If the Cert hasn’t been validated within the specified period, the Cert is considered
“stale”, and the validity has to be determined prior to usage of the Cert. Typically, the

validity of a Cert may be checked through a CRIL or through a Cert Status Provider that
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associated wth the Cert was conprom sed in sone way, or if the Cert has
sinply expired. |[|f the nessage application determnes that the Certs have
not been validated for a period of tine, the Certs will have to be
val i dated. For exanple, the security policy may require that a Cert status
be checked periodically, with the periodicity set by the security policy.
30 If the Cert hasn't been validated within the specified period, the Cert
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attenpt to retrieve the Certs. Once the required Certs have been retrieved

and val i dat ed, agi a ation.th ceeds to encode the
message using i %‘anfi? t‘F‘Sﬁlq%%:"trﬁgﬁ E?"ﬁ”cglfc‘,'ﬁgé’é‘i)vﬁﬁétege FCRREE™E publ i ¢
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descri bed ﬁb@@épmn&SPW6Kﬂ§WtP@&W“ﬁ@lﬁ@@&ﬂ&d ﬂ@nnm$agmgamﬂmemmtgwyanwéeudate
any reffi e%{n&f I’tosn tfha is COI&P rcig po atforn h{:.mi%p tﬁgg%ﬁf%%ddc%@ brr%ngove Yir
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limt the scope of .the invention. O her variations of the systens and 15

met hods deB8Y Ppegiuiiseiemanrallateaspaie cates Yaigdersysing efiei Heake art and as
such are considered to be within the scope of the invention. For exanple

it should be ungg %ﬂém antdhﬁéthé&sec%cl ghtel(';b‘?n an)giisfc?{acgtohﬁ d‘?}é@’% of Bxdni}

processi ng descri herein may b ere r augnented and
still ach|@vbnehehdeanﬁ@ﬂnmuhcaw@eoﬁﬁuanmmh@m éxherplaeiptioisen fSlys ystrenscand

net ho di scl osed herejn may . used ffer C uters and
vt ob SRS S bRl alE Wil e FES i Mosa ok TR s Idh st Th F1 & b
Wth ref er eneRictd bGwilhin RacsmiBe ARvhES. 128 dkamplcdiaholTBde uiBEbsed
device and includes a transceiver 311, a mcroprocessor 338, a display 322,
non- vol at i fhat steps and the order of the steps in the processing described herein may be altered,

modified and/or augmented and still achieve the desired outcome,

As another example, the systems and methods disclosed herein may be used with
20  many different computers and devices, such as a wireless mobile communications device
shown in FIG. 5. With reference to FI1G. 5, the mobile device 100 is a dual-mode mobile
device and includes a transceiver 311, a microprocessor 338, a display 322, non-volatile
memory 324, random access memory (RAM) 326, one or more auxiliary input/output
(1/0) devices 328, a serial port 330, a keyboard 332, a speaker 334, a microphone 336, a

25  short-range wireless communications sub-system 340, and other device sub-systems 342.

The transceiver 311 includes a receiver 312, a transmitter 314, antennas 316 and
318, one or more local oscillators 313, and a digital signal processor (DSP) 320. The
antennas 316 and 318 may be antenna elements of a multiple-element antenna, and are
preferably embedded antennas. However, the systems and methods described herein are
30 inno way restricted to a particular type of antenna, or even to wireless communication

devices.
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menory 324, random access nenory (RAM 326, one or nore auxiliary

i nput/output (1/0O devices 328, a serial port 330, a keyboard 332, a
speaker 334, a mcrophone 336, a 25 short-range wirel ess comruni cations
sub-system 340, and ot her device sub-systens 342. The transceiver 311
includes a receiver 312, a transmtter 314, antennas 316 and 318, one or
more | ocal oscillators 313, and a digital signal processor (DSP) 320. The
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and data netamlclsspaﬁatarcemdammahenineﬁWoﬁkﬁsuBc, @paﬁa@nﬁammuemch)as boaer 319.
These voi ce_and dat a networks rrayige separate comruni cation .networks usi ng
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or they mayeth@mintegrated into a single wireless network. The transcei ver
311 is used to comunicate with the network 319, and includes 10 the
receiver 312, the transmtter 314, the one or nore |local oscillators 313
and the DSP 320he raescpgpr I0is jused iwend oy eaiel wathdhe @@@px}e?:m,gn@umd@s and

from tft? LHRNSE ?vacxgrlf tgé'?%ns%{ﬂﬂelg’% it n(gleaogiliorghcal %Ia(f(%rs]%li? gﬁml on
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be used t osegeridraiuenacypthenal singic bfcafm@dl:ﬂﬂﬁléﬂn@ohsermpmdmmgncﬁmn wiltetheoi ce
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bet Ween t h@r PSRe c8Rn3ditaansk Idhislabs QPLAGSEE8ns 3G xample, then a plurality of
local oscillators 313 can be used to generate a plurality of frequencies corresponding to
the voice and data networks 319. Information, which includes both voice and data
information, is communicated to and from the transceiver 311 via a link between the DSP

20 320 and the microprocessor 338.

The detailed design of the transceiver 311, such as frequency band, component
selection, power level, cte., will be dependent upon the communication network 319 in
which the mobile device 100 is intended to operate. For example, a mobile device 100
intended to operate in a North American market may include a transceiver 311 designed

25  to operate with any of a variety of voice communication networks, such as the Mobitex or
DataTAC mobile data communication networks, AMPS, TDMA, CDMA, PCS, etc.,
whereas a mobile device 100 intended for use in Europe may be configured to operate
with the GPRS data communication network and the GSM voice communication
network. Other types of data and voice networks, both separate and integrated, may also

30 be utilized with a mobile device 100,
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American market may include a transceiver 311 designed 25 to operate with
any of a variety of voice communication networks, such as the Mbitex or
Dat aTAC nobi | e ﬁwﬁﬁ%%ﬁw Batyrsrinstwisk s nelavAs, 3 DI acaprrcqures enis el |
wher eas a i i i ntendedf or i: LI ODE. figured to
oper at e m??ﬁh%ﬁggg%kéqggggnggﬁ%ﬁ%?bg??%ﬁMﬁg%ﬁgPEHgﬁgﬁ?ﬂ%Mégﬁ%ﬁgpé%%
comuni cat nemvorke tnubilk de@bdretre toppeacdbn diad @et@otk vstigceurighonalekisticanoh h

separate and |ntegrated, may alsp_ 30 be utjilized with a nobile devigce 100.
17 Dependi Hbmhffoaﬁg‘i%e‘f v&g%aﬂl FEDi AR it TGRS dak Ry O KHRO B A VOr

requi r eqrenb&ebofs asdolifi P 8 sHRUE& ok Qe Bi% AbHR HRIK: ARSPREYRIBLE, in the
Mobi t ex and Dat aTAC data networks, nobile JeV|ces are registered on the
net wor k usiypically weduguee aisdlesstibéii ideattitp modnlm@yB8IM Ys shahas emjuiied m edehtonobi | e

device. In _GPRS dat.a, networks, ver, netwrk 5 access is associated with
a subscri b8]|“’el_3|p adg(_éklmeo VECHB @Eﬁgeé’\?%‘@l."hﬁ?‘gﬂgl%’ﬁ%’@ﬁ‘ TPBIERCY T equi res
a subscri bamcti@ndf dny) ARG We@prableMmlthoMthe RINISIh REAW: @ndBllcQUHRE Wil be
operate a nobile device on a GPRS network. Local or non-network

communi cat Feable fourseyiash sny funcaens)innelyingeoopeuradstions oy aroudate hetwsihB bbvi ce,

A e netiiens GroLaie REvSHAB e
communt bat * S5GEAL R Fety BT R0 G, 8R0S0 O st SRR gay

requi red operations, such as 911' energency calling. After any required
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to the receiver 312, which 15 provides for signa I cation,” frequency
down convesgenn, 31bittane Hermpmmeimaeatien msebektil8nre rosted. to tanatcermyr H2swhphovi de
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manner, signals to be transmtted to the network 319 are processed,
i ncl udi ng the seficier gignahdlows more complex communication functions, such as digital

demodulation and decoding to be performed using the DSP 320. In a similar manner,

signals to be transmitted to the network 319 are processed, including modulation and

20 encoding, for example, by the DSP 320 and are then provided to the transmitter 314 for
digital to analog conversion, frequency up conversion, filtering, amplification and

transmission to the communication network 319 via the antenna 318.

In addition to processing the communication signals, the DSP 320 also provides
for transceiver control. For example, the gain levels applied to communication signals in
25 thereceiver 312 and the transmitter 314 may be adaptively controlled through automatic
gain control algorithms implemented in the DSP 320. Other transceiver control
algorithms could also be implemented in the DSP 320 in order to provide more

sophisticated controt of the transceiver 311.

The microprocessor 338 preferably manages and controls the overall operation of
30 the mobile device 100. Many types of microprocessors or microcontrollers could be used

here, or, alternatively, a single DSP 320 could be used to carry out the functions of the
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20 encodi ng, for exanple, by the DSP 320 and are then provided to the
transmtter 314 for digital to anal og conversion, frequency up conversion,
filtering, anplification and transm ssion to the conmunication network 319
via the antenna 318. In addition to processing the comunication signals,
the DSP 320 also provides for transceiver control. For exanple, the gain

| evel s appli.ed to connunication signals in 25 the receiver 312 and the
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networks 319. The microprocessor 338 also Interacts wth other device
subsyst emrskeybaeid 333, thhepelikepBdy tigmicrophvac RAM tBE Short-tre gaustnirivaroptions

i nput / Ok SUD 28 i al 330, th board 332,
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subsystem 340 and any ot her devi ce subsystens generally designated as 342.
Some of the subSyst efheshiessteh’ shbén 1S FR@rS surforeQimfingaiticdnclfddat ed

functions,  whereas ot her subsystenms may provide "resident" or on-device
f unct i ons. functions, whereas other subSystems may provide “resident” or on-device functions.
Notably, some subsystems, such as the keyboard 332 and the display 322 may be used for
both communication-related functions, such as entering a text message for transmission
20 over a data communication network, and device-resident functions such as a calculator or

task list or other PDA type functions.

Operating system software used by the microprocessor 338 is preferably stored in
a persistent store such as non-volatile memory 324. The non-volatile memory 324 may be
implemented, for example, as a Flash memory component, or as battery backed-up RAM.
25  In addition to the operating system, which controls low-level functions of the mobile
device 310, the non-volatile memory 324 includes a plurality of software modules 324A-
324N that can be executed by the microprocessor 338 (and/or the DSP 320), including a
voice communication module 324 A, a data communication module 324B, and a plurality
of other operational modules 324N for carrying out a plurality of other functions. These
30 modules are exccuted by the microprocessor 338 and provide a high-level interface
between a user and the mobile device 100. This interface typically includes a graphical

component provided through the display 322, and an input/output component provided
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Not abl y, sone subsystens, such as the keyboard 332 and the display 322 may
be used for both comrunication-related functions, such as entering a text
nmessage for transm ssion 20 over a data conmmuni cation network, and

devi ce-resident functions such as a calculator or task list or other PDA
type functions. Operating system software used by the m croprocessor 338 is
preferably stored in a persistent store such as non-volatile nenory 324.
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storage of PIM data items on the device. The PIM application p1eferab1y includes the
ability to send and receive data items, either by itself, or in conjunction with the voice and
data communication modules 324A, 324B, via the wireless networks 319. The PIM data
items are preferably seamlessly integrated, synchronized and updated, via the wireless

20 networks 319, with a corresponding set of data items stored or associated with a host
computer system, thereby creating a mirrored system for data items associated with a

particular user.

Context objects representing at least partially decoded data items, as well as fully
decoded data items, are preferably stored on the mobile device 100 in a volatile and non-
25 persistent store such as the RAM 326. Such information may instead be stored in the
non-volatile memory 324, for example, when storage intervals are relatively short, such
that the information is removed from memory soon after it is stored. However, storage of
this information in the RAM 326 or another volatile and non-persistent store is preferred,
in order to ensure that the information is erased from memory when the mobile device

30 100 loses power. This prevents an unauthorized party from obtaining any stored decoded
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15 The non-volatile nenory 324 preferably also provides a file systemto
facilitate storage of PIMdata itens on the device. The PIM application
preferably includes the ability to send and receive data itens, either by
itself, or in conjunction with the voice and data communi cation nodul es
324A, 324B, via the wireless networks 319. The PIMdata itens are
preferably seanl essly integrated, synchronized and updated, via the

wi rel ess 20r patialhy fecodadinfgimation byoemesipgndnsgorsehipfondbamobderdedect®d or
associ at ed (Wietxgm lehost conput er system thereby creating a mirrored system
for data itfems associated wth a particular user. Context objects
representing at |least partially decoded data itens, as well as fully
decoded dat a it &ivs modile dpvie¢ ed@blay bsthemedll Piyrichenimbivith dest emtdOByi n a

vol atil e anFI non- 35_persi,stent store such as the RAM 326. Such information
may i nst eaB'2FEedoIREG IO IRen hYRLIGe didlpev ekspyplahe sei pes A& thewhen

st or ages | NREUBUSyiEL Pod B118L LRh ¥ort BPE LomBUER syl dib: BliRed NHRIIALL Rk 3
renmoved from nmenory soon after It is stored. X—Slowever, storage of® this

i nf or mat i omajy rlsoive URAMo326blora waotohet prefdratdel eiramgh anorxt@ealsiestcent store i s

f d, der t. th he informatiqn i d f
When the. il TS aBdioekon g Tone vEead opharhoinbmpree it 1 aleRbr | zed
party fronrTaRtaidil dae A tiPmad bdesariRdoadth QlerPichiidl loyitdtas adade, w}%ich

1
information by renoving a nenory chip fromthe nobil e device 100, or
exanpl e. Tid molsisceirdavihnd thaoexehybgnganuaplion isjmotationivieate witetesanétpork

syst em py in _ Lce Q. i n. j.nterface cradle, which couples the
suri ol o L35G B Bfed HublhelPebt R Rilo BRT b SRPTE A0 E st or

system or HHyii€eddiilhietosenhatadadithe S30Q1 poag3@l B dxampsed USB esakloald user to
set preferences through an external device or software application, or to
downl oad o?lﬁélrdeéiﬂb‘llt@é\g‘fq 8¢ syt v equsppad FesjonRe et i on.  This wired

downl oad path nay be used to | oad an encryption key onto the device, which

is a nore secur ﬁd&ﬁ%ﬂﬁ%bﬁ@a@ioﬁ?‘&&%‘i‘&iﬁgmﬂ ! %Pl 80 d&gg\‘}\’ﬁﬂﬁ%i&@@dé@i@e fJwe

wirel ess network 10 319. Interfaces for other wre ad paths may be
provi ded ithraugh thohdtiverkdePothroupDOyn durilmad]/Of sohssenos28, istoegl thefsetiblgyoser i al

1 ety LB pera S e st R R A TRREEB AT HEOS es 324
may be | oagedblertissykiag IPuh@ideves 8y kQer in the non-volatile memory 324 or RAM
326. Such flexibility in application installation increases the functionality of the mobile
device 100 and may provide enhanced on-device functions, communication-related
functions, or both. For example, secure communication applications may enable
20 electronic commerce functions and other such financial transactions to be performed

using the mobile device 100.

When the mobile device 100 is operating in a data communication mode, a
received signal, such as a text message or a web page download, is processed by the
transceiver module 311 and provided to the microprocessor 338, which preferably further

25 processes the received signal in multiple stages as described above, for eventual output to
the display 322, or, alternatively, to an auxiliary 1/O device 328. A user of mobile device
100 may also compose data items, such as e-mail messages, using the keyboard 332,
which is preferably a complete alphanumeric keyboard laid out in the QWERTY style,
although other styles of complete alphanumeric keyboards such as the known DVORAK

30 style may also be used. User input to the mobile device 100 is further enhanced with a

plurality of auxiliary I/0 devices 328, which may include a thumbwheel input device, a
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t hrough the networks 319, through an auxiliary 1/0O subsystem 328, through
the serial port 15 330, through the short-range comuni cati ons subsystem
340, or through any other suitable subsystem 342, and installed by a user
in the non-volatile nmenory 324 or RAM 326. Such flexibility in application
installation increases the functionality of the nobile device 100 and may
provi de enhanced on-device functions, comunication-related functions, or
both. For &wahpides vgre@tupé swiehesn wakionpemliichagte.ofke mayp@ﬁéldwé IS

el ectroni Cmﬁf IFB‘%B{&‘%S& IQ h% c%ansrg%%g '[?lh c{)xhﬂ%%? 91)11 hcat ﬁ%%tl]‘_) ?tit o be

per f or med evi ce

operating namacﬂeimoémﬁnmnlcatlon node, a recelved signal, such as a t ext
nessage or a web page dommload is processed by the transceiver nDduIe 311
and provided to B acessor 338, which preferably. further

processes the r gﬁ “?%1Wﬁﬁﬁ@ﬁ@@“&Ph@é@C%EWH%§BFF%@H“Q560@3 f or

event ua Ob@e%ﬂ oﬁ&aﬁ&h@f tf’l& ﬁl%lbﬁ¥ deéiLe 15%rubst§1llt§ g@%ilé’ﬁb Yhe &a@a %d@%&b& iary 1/0

devi ce 328. user | e devi ce I'so conpose data items, such
as e-mai l ﬂr@Smaggsd 51gsalmgretmefei@é>%bb@mdp332 thc, srph:alodn 334 apd ebier alghylsdorconpl et e

al phanuner c keyboard | aid t al t ho her styles
of IOcomljl et %%?%h?fﬁﬁe%érﬁé%ésélﬁ’a@fwe{%/\g@fﬂ% %ﬁ%ﬂ &%ﬁdﬁit yl e mgy
al so be USﬁfbsyét’@rﬁﬁ shétPaa mcé ﬂ@sﬁgaléc@@@gf&&ﬁy&% 8y M bBehpRARARGRE Wi th
a plurality of aUXI|ISéK / O devices 328, may i nclude a thunbwhee

i nput devi te mebilezieviced@hphlthoughvaidear pudp sgemai @urtegt is grofereRleraceeippitshed t ch,
etc. ]E)e COMROSEdn %gﬁ‘ﬂles e@?@}% Q%Bfah%zﬂs T8 (188 t(ﬁg@ura%r%m tted

over t munrca n ne anscei ver 11. When

t he nobi | elndﬁxitlcieoﬂﬂi@ identiopel Btal gy partyg theQl e i oI &adal 10 Br dekevoitcheall 5
overal | operatjon of the _nobile device is substantially simlar to the data
mode, excefStaled WMAERR| fouespialtac Iaf%omp@ﬁf%@raﬁf*y%@nwba% Wiy thgoiepeaker

334 and VOlf€nahigRlSmb Ie atl(; %@%@e@%‘ng @%s%rﬁ sgﬁ@ﬁ{ g 8¢ dR¥% Al gphone 336.

Al ternative volice or au suc VOi ce nessage
recordi ng @aﬂﬁs@@tlemnfnmyata)lnmf abenmmphg neict ed] ami dmlbﬂey ntodni the doselay322100.
Al t hough voice or audio signal output is preferably acconplished 10

pr Y O ough e SReakel At SR B 2, TR A0 RS GBS 10
a voice Cadévacequ)O.OtIm% Kul@kesh S hay include an infrared device and associated circuits
and components, or a short-range RF communication module such as a Bluetooth™
module or an §02.11 module, for example, to provide for communication with similarly-
enabled systems and devices. Those skilled in the art will appreciate that “Bluetooth™ and
20 “802.11” refer to sets of specifications, available from the Institute of Electrical and
Electronics Engineers, relating to wireless personal area networks and wireless local area

networks, respectively.

The systems’ and methods” data may be stored in one or more data stores. The
data stores can be of many different types of storage devices and programming constructs,
25  such as RAM, ROM, Flash memory, programming data structures, programming
variables, ete. 1t is noted that data structures describe formats for use in organizing and
storing data in databases, programs, memory, or other computer-readable media for use

by a computer program.

The systems and methods may be provided on many different types of computer-
30 readable media including computer storage mechanisms (e.g., CD-ROM, diskette, RAM,

flash memory, computer’s hard drive, ctc.) that contain instructions for use in execution
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related informati on. For exanple, the m croprocessor 338, in conjunction
with the voice conmmunication nodule and the operating system software, nay
detect the caller identification information of an incom ng voice call and
display it on the display 322. 15 A short-range communi cati ons subsystem
340 is also included in the nobile device 100. The subsystem 340 may

i nclude an_ infrared device and associated circuits and conponents, or a
short - r ang&Y RIPreSHAIG BE{ahthgweribelss apgatiensanginglessnhtimsysioaarescgbedn

802. 11 nodylLe;, for exanple, to provide for communication with simlarly-
enabl ed systens and devices. Those skilled in the art will appreciate that
"Bl uet oot h" and 20 "802. 11" refer to sets of specifications, avail able from
the Institute oflhEkenputecatmpmantsEbefotaroniodslcEngheiees snd detaatricigres o

wirel ess personal, area networks and wirel ess | ocal area networks,

respect i vegﬁcngﬁ({eh‘éfﬂé]tlﬁ%be Seried HBBQ{Y ‘Hai’cl‘gl“f?gl‘y“ i gach Whedn PRI M ror e
data storege ol Gk Aele@FaShERBpHEHSHs. TRRMIEI ot &l BiMa LY BES oPhrozbRbAge
devi ces and progranm ng constructs, 25 such as RAM ROM Fl ash nenory,
progr anmi ngwﬁﬁiﬁ&b@tﬂﬁ et imded topy wyt effenda ghay aeifaibisessofietare operatien, aod eah hehat
data struc (] formats,for. use..in organi zing. and. st.oring data in
dat abases. "BPERCAEY TR iubl B toi Rl B sl e PGSR PRE A RIPO bR By 2
conput er peaf anas ahlhj&y sds@iBin dbfcNBL BQESpTaYizhS, 131:0Vih dgpleQdr MRDYordhftEer ent
types of conputer- 30 readabl e nedia including conmputer storage nechani sns
(e.g., CD HON lageaacs: deas qaiier bpead omprist godeconput er' s hard drive, etc.)
that contain instructions for use in execution 22 by a processor to
perform the nethods' operations and inplenment the systens descri bed

herein. The conputer conponents, software nodul es, functions and data
structures described herein may be connected directly or indirectly to
each other in order to allow 5 the flow of data needed for their
operations. It is also noted that a nodule or processor includes but is not
limted to a unit of code that perforns a software operation, and can be

i npl enented for exanple as a subroutine unit of code, or as a software
function unit of code, or as an object (as in an object-oriented

paradi gn), or as an applet, or in a conputer script |anguage, or as

anot her type of conputer code.
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23 WE CLAIM A nethod for sending an el ectronic nmessage to an identified
reci pient using a sender system the sender system conprising a nessagi ng
application and the sender system being operative to access a key store
for the storage of security certificates associated with recipients, the
met hod conprising the steps of (a) the messagi ng application accessing the
key store to det é:ane if a security certificate associated with the
identified recib)(f7 L4l present, (i) on condition that the security
certificate associated with the identified recipient is present,

retrieving it he SegfliohYoiG@hlinklaf A uroRE $OGLAAY i ddiyikbE rd I

reci pient to obtain la r%ltrilel\/%(% cerl?ﬁ??g%%%{&gﬁwﬁ@yhgﬁiéggﬁﬂ%ttu%fggqt hat the
security certif soskeswsspchasadendystent enpristiens ifesadinpeppbaion and theot
present, accessi n@gone r.nore certificate services to obt ai? t he

retrieved certiff f@fsm(()’?)?e‘a%?}%?rﬁ*"ﬁ‘? RRES HEY SiPaf FUARG YATa8E OF BREUFBL ri eved

certificate is eeaficsiedadbslated Qntlmsﬁgie!;ﬁsg)nqetlﬂahod/eéﬂ@%ﬁ@ﬁeis§ep5 gquired, the
nmessagi ng application invoking a certificate validation process to obtain

a valld retrieved Coidhbdeahap(ifhioa&endid hiakel ke fNRidifid FYSLousi
certificate is valid, the ssaging application encoding the el ectront c
message usi ng i nf or matrtibnatc essoaiatieldvith thetilentifiet ré@pient is prasedti cate, (d) the

nmessagi ng application,sending the encoded nessage to the identified
feci plent. " The metilod. 8F ol £ Becher e SHarrSP A e RO Bt on
condition that the retriexrdifie®fdeipibt® }%ese%t,lret\fﬁbi_ng;thé heuARSERG D
application accessing one or nore additional " certificate sérvices to
obtain a further retrieve#sseapteidriidathe idaptifiedreigenttie obletr @ womeyed
certificate. 3. The nethogd, of ¢l 6})I mIl in which the step of the nmessagi ng

. . . e, Or . . . .
application accessing oné or nore certificate services conprises the step
of accessing a certifiijcat en s&diedn that the security certificate associated with the

identified recipient is not present, accessing one or more certificate
services to obtain the retrieved certificate,

(b) determining whether validation of the retrieved certificate is required and,
on condition that validation is required, the messaging application
invoking a certificate validation process to obtain a valid retrieved
certificate,

(c) on condition that the retrieved certificate is valid, the messaging
application encoding the electronic message using information contained
in the retrieved certificate,

(d) the messaging application sending the encoded message to the identified

recipient.

2. The method of claim 1 further comprising the steps, on condition that the retrieved
certificate is invalid, the messaging application accessing one or more additional
certificate services to obtain a further retrieved certificate to replace the retrieved

certificate,

3. The method of claim 1 in which the step of the messaging application accessing
one or more certificate services comprises the step of accessing a certificate server

on a network accessible to the messaging application.
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on a network accessible to the nmessaging application. 24 4. The method of
claimtin which the step of the nessagi ng application accessing one or
nore certificate services conprises the steps of the nessaging application
accessing a list of certification services and selecting the one or nore
certificate services to access fromthe list. 5. The nethod of claim4 in
which the list of certification services is ranked and the selection of
the certifficat e Themathasicoffciadm t wewhich the sserdelttbe miepudingappheatoa dRE%EI26. The

met hod of clai myg.}) nY)m:' &pnﬁ(bd?c ?CE\?I %érﬁ)Qﬁ((??ﬁfe@%nggflh% m{g%%n Qﬁfdjtifcgt'l(ﬁ ate

services conprises 't certi

application ablecﬁﬁmn@ehmnwakadhhﬁ@mk&hﬁe§@nﬁmngnsy&menmcﬂnuﬁh&nﬂﬁthed of
claiml in which the |nvokeg_cert|f|cate val i dati on process conprises the
step of accessi fgvEctOrarssdieiiieditbcation 1ist and/or the step of

accessing a certificate status provider to validate the retrieved

certificate. 8. T-Egﬁlcﬂ'ﬁ)tdmla(ﬁfn Ll eh teNisBF EhfibRioh QER QY bR drfdi th@t e
conprises a tine value to i1ndicate previous validation and in which the

step of detern pélefiontodtimegertifeté stavicenfran thhestiedetermvieed betheirpildag.e is
required conprises the step of conparing a time period defined in a

security pgl ' Cy%l“ chola of ciaxm 1 in vbjlucl%ﬁ e s?eig)e%fm%eﬁgngﬁne N or%% V[\@' ch the

retrieved Certificate conprises a pu tep of

encodi ng the 6|Qﬁbk@@@ﬁnmﬁ&§&@%&Qﬂﬂﬁﬁhﬂ@@g&b@ﬁﬁtﬁ@Iaﬁewﬁgﬁpmphhﬁgaﬁhﬂ)

el ectroni c message using the public key. 10. The nethod of claiml in which
t he sender systB%ﬂ%@hﬁ?g@@éh%$VFﬁé¥§§@ﬂhandheld devi ce and a host system

t he nessagi ng application executing on the wireless handheld device, the

wirel ess handhetd. deMia&rReing 199%1@119{11% 1&%1{%@@&?ﬁfcaﬁe%aﬁﬁﬁmn@@&cﬁyﬁ em and

conprising one or nore nenory devices for storing the key store, and the
host system pr owmlplmgs dmtmoﬁmp@smr&adeKﬂes'ecramlouésst aritflor tiﬁndepnaf hod of
claim 10, the

met mpri sin he a) a user
composi ng the erediy Eebsus Jaherngttie bl IRie T iR rRUErSR. "(b) t ne
nmessagi ng application accepting a request fromthe user to send the
el ect roni cgmessagemetholi RE clagiantinfiigeh 1RGEPBIS ¢er@fichte comprises a time value to
indicate previous validation and in which the step of determining whether
validation of the retrieved certificate is required comprises the step of comparing a

time period defined in a security policy with the time value.

9. The method of claim 1 in which the retrieved certificate comprises a public key
and in which the step of encoding the electronic message comprises the step of

encrypting the electronic message using the public key.

10.  The method of claim 1 in which the sender system comprises a wireless handheld
device and a host system, the messaging application executing on the wireless
handheld device, the wireless handheld device being operable to connect to the
host system and comprising one or more memory devices for storing the key store,

and the host system providing one or more certificate services.

I1. The method of claim 10, the method further comprising the initial steps of:

(a) a user composing the clectronic message using the messaging application,
(b) the messaging application accepting a request from the user to send the

clectronic message to the identified recipient; and
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25 (c) the nessaging application determning that the el ectronic nessage is
to be sent securely to the identified recipient. 12. The nethod of claim
11, in which the step of the nessaging application determ ning that the

el ectronic nmessage is to be sent securely to the identified recipient
conprises the step of accessing information on the handheld wrel ess

device representing a security policy for electronic nmessages conposed on
the device. 13(CA sykaBpssEYNE sBpPlifaHen dplcanivater bl the plesisenie mopsagp is to be

identified recipient he. M. .Gomyi:sing:.. (@) a key store accessible to
determne if a secur??§3%%?????g§?g8g§§€§F§?§3£mﬁth the identified

recipient is present in the key store, (b) nessaging application program
code operaé?Ve,%?FFKgHQ%gE%?W$%nHIWﬁphﬁﬁéggé8ﬁ®fg%$%%¥$$@¥ﬁ%WEnbssociated
with the identidtiegtinhigChp BOtlebSomt flitpe if © Hekhi RV@ S (Belldhtifiad
certificate associated with the identified recipient to obtain a retrieved
certificate, or qIM§HEAMPHHRE thi 81§D hagces e Bdeuratioy oadig hqndbgldevisdessci at ed

with the identified.. LD I.S,.: : ent .. -

ertificate  soivy CouhFELBLEN sl NolRy PATRrobR ARSEES SABOR JRRE
application coddeviperati ve to determ ne whether validation of the
retrieved certificate is required and, on condition that validation is

required, inyoke a certificate validation process.to obtain a valid
otrteved dort 1 Prvsel F e BLgrdfricieiets R Grasdconet shevaitve, on
condi tion that thgpridigsrieved certificate is valid, to encode the

el ectroni c nessage using information contained in the retrieved

fhe encoded moohage’ 1 TS SasnT L A O e e O o
13 in which the syst gmiflentifled recpiept is pesemes sagiaygtore,

(b) messaging application program code operative,

(1) on condition that the security certificate associated with the
identified recipient is present, to retrieve the security certificate
associated with the identified recipient to obtain a retrieved
certificate, or

(ii) on condition that the security certificate associated with the
identified recipient is not present, to access one or more certificate
services to obtain the retrieved certificate,

(c) messaging application code operative to determine whether validation of
the retrieved certificate is required and, on condition that validation is
required, to invoke a certificate validation process to obtain a valid
retrieved certificate,

(d) messaging application program code operative, on condition that the
retrieved certificate is valid, to encode the electronic message using
information contained in the retrieved certificate, and

(e) messaging application program code operative to send the encoded

message to the identified recipient.

14. The systemn of claim 13 in which the system further comprises messaging
application program code operative, on condition that the retrieved certificate is

invalid, to access one or more certificate services to obtain a further retrieved
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application program code operative, on condition that the retrieved
certificate is invalid, to access one or nore certificate services to
obtain a further retrieved 26 certificate associated with the identified
recipient to replace the retrieved certificate. 15. The system of claim 13
in which the nessagi ng application program code operative to access one or
nore certificate services conprises code operative to access a certificate
server on a net #ofikicae easvsiafidevitly thetidentdipd agiipignidp penecet thoretria@d The system
of claim 13 in whi.gh the code to access one or nore certificate services
conprises code opera?|Ve to access a list of certification services and to
select the one or nore certificate services fromthe list. 17. The system
of claim 165i n Whesystérhef biagth 18fin edidh the oatiagmeseplicars pregraandodd and t he
code operative to select the certificate services froqlthe‘#gst Qon?rises
code oper ati ve PPaLY QALCHRANE BF PTG (et Beale Y IERTCORPTHE B94F WEERING 1 he
ranking. 18. The.gyst &RiffaCs@liaR dda hawbhi &elsiflc GPAE nRREIA ¥BlibRIRCCESS
the one or nmore certificate services conprises code operéilve to 1 nvoke a
certificate retrieving application. 19. The systemof claim 13 in which
the retrieVed céhebystaapéclonps iswdich the pededalageess one pmgpisatedifpiatevi ous
validation and !ferllvyc\'h é gorlln trhs% (c:ocgeeo teo t%etter ngegse }éx/q%t heri \éa\lllclng aeg'ifiocr]s ancdftot he
retrieved certificate 1 u?red’g%hﬁr?g%s cdde 388?&%? & 1% gonpare a
time period defdlagthd dheorseayickitifichelsesNcasifiom fHeeist.i me val ue. 20. The
systemof claim13 in which the retrieved certificate conprises a public
key and in mhicE the code operative to encode the el ectronic nessa
conprises tbde BB 0bClEE &nt YPichithelig od sertifisponieEdseds TRITKA a@fﬂ@le

public key. 21.cJfe3¥stem Mok é&-&-@ca%@semg]&fg-ﬂﬂ%éﬁm@{n@x&t&%corrpri ses

a wrel ess handheld” device and a host syste e nessagl ng application
program code exewmuttivego gelectithe cattifiedte sevivanadhddtdndesd cethetrheking.r el ess
handhel d devi ce being operable to connect to the host system and

conpri si ng,one or nore I Hﬂg)ievi es for ~stori.ng, the key store, and the
host systemi pr oﬁ%l%?yﬁée%ﬁﬁﬁgﬁ FEMBIEP e o owraIF 17 s the BrEbrmofd
certificate services comprises code operative to invoke a certificate retrieving

application,

19.  The system of claim 13 in which the retricved certificate comprises a time value to
indicate previous validation and in which the code to determine whether validation
of the retrieved certificate is required comprises code operative to compare a time

pertod defined in a security policy with the time value.

20.  The system of claim 13 in which the retrieved certificate comprises a public key
and in which the code operative to encode the electronic message comprises code

operative to encrypt the electronic message using the public key.

21, The system of claim 13 in which the sender system comprises a wircless handheld
device and a host system, the messaging application program code executing on
the wireless handheld device, the wireless handheld device being operable to
connect to the host system and comprising one or more memory devices for
storing the key store, and the host system providing one or more certificate

services.

27



27 22. The system of claim 21, the nmessaging application program code
further conprising: (a) code operative for a user to conpose the

el ectroni c message, (b) code operative to accept a request fromthe user to
send the electronic nessage to the identified recipient; and (c) code
operative to determne that the electronic nessage is to be sent securely
to the identified recipient. 23. The systemof claim22, in which the code
operative £é det'8esysienhglaimpg, themsssdeing wphesiingaopen edsduskait securel y
to the identifiggmpgﬁh i ent conprises code operative to access information
on the handhel d wirel'eSs device representing a security policy for

el ectroni c nessages o] o§§ghpq.the,g§vice. Zi"% %anutin _device program
product for obtai'ning VarTGesr th § FEALRLPRTSC ?1008? 4T OIS é’(?hassage bei ng
sent to an identh)f i edodesidpitBRlto abdiBt PFQUEATRE ORUSEr toGeRPIHeRIdgonRSsagi ng
application program code enbodi ed on conputing device program product
nedi a, the nessagi ngM§sHEE cathicdfcysifisg regiviesldendonpri sing:  (a) code

operative to d.egsr M B64d § e@atﬁ,%wawexn@@&ﬁgtftﬂecaéc%mgg@%sésg%@ﬂ bt e
identified reciprent s present Iin a key store, code operative, (i)
condition that the sesurdlyy therdddifiedtigesoci ated with the identified

recipient is present, to retrieve the security certificate associated with

the identif3ed TRekpi@nbf tRiMLL AnRviEcH Blelcdo@Y 8kra®@s thidet@@tiR, th@rthé i) on
condition that the security certificate associated with the identified
reci pi ent is notlepFedentessags inodessnigheursly thoheidgeyiigd ieeigtcat cypprcs £8de o
obtain the retrjey rtgf.i e ) ( j to ern et her
val i dation of t §¥%§F$?§%§%52@%5??#@&?@89??Qﬁggﬁ%?égﬁﬁﬁﬁg%gﬁ&g%ﬁgP??on t hat
val i dation is rsguritygshlicydoi slvakaiameseagdsi dohpatal malhiediaticen process. 25.
The program product of claim24 in which the conputing device program code

24, A computing device program product for obtaining valid certificates for an
electronic message being sent to an identified recipient, the program product
comprising messaging application program code embodied on computing device

program product media, the messaging application program code comprising:

(a) code operative to determine if a security certificate associated with the
identified recipient is present in a key store,
(b) code operative,

(1) on condition that the security certificate associated with the
identified recipient is present, to retrieve the security certificate
associated with the identified recipient to obtain a retrieved
certificate, or

(ii) on condition that the security certificate associated with the
identified recipient is not present, to access one or more certificate
services to obtain the retrieved certificate,

(c) code operative to determine whether validation of the retrieved certificate

is required and, on condition that validation is required, to invoke a

certificate validation process.

25. The program product of claim 24 in which the computing device program code
further comprises code operalive, on condition that the retrieved certificate is

invalid, to access one or more certificate services to obtain a further retrieved
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further conprises code operative, on condition that the retrieved
certificate is invalid, to access one or nore certificate services to
obtain a further retrieved 28 certificate associated with the identified
recipient to replace the retrieved certificate. 26. The program product of
claim 24 in which the conputing device programcode to access one or nore
certificate services conprises code operative to access a |list of
certification séevifical sssgiated wish drtidendiadnecipienhioriepleer hiefi¢tdarad ser vi ces
fromthe |ist. Cg%i.ﬁcg"@e program product of claim?24 in which the conputing
devi ce program code to access the one or nore certificate services

conpri ses code operative to invoke a certificate retrieving application.
28. The pr @gr amlihe pdogimaghodicabfmiid 2hinvkhieh thacomyhaingtdeeice efdprar edde to
certificate conprises a public key and in which the code operative to
encode the el ecBFdHf 8¢ Haeiy Iftftﬁ%%/ﬁ%eé‘@%,%ccea@ﬂéwéiﬁiovférailbe @rﬁé‘ﬁeﬁéta lishaf

el ectroni ¢ Messagei s didsdBes MR kQedite 01?%01' S cBﬁHwaﬂerQePg&qzﬁgn B claim

24 in which the conputing device programcode I's executab 0 W rel ess
handhel d devi celist he wirel ess handhel d devi ce being operable to connect to

a host system and conprising one or nore nenory devices for storing the

key store, ,and host syste rLavidin ne ,or nore certificate services.
50" The pr St amtBs BRI HORELRRISY 24 RevRRE IB o ab Skien B e S
further conpri aédegs theiohe 0PHRIrORES: ALY SerliQEs @riisifies EOICHIRARA 1 Moke 2

el ectronic nessage,. (ii) code operative to accept a request fromthe user
to send the el EBHFEHF Ectiiggaagaplicstiome i dentified recipient; and (iii) code
operative to determne that the electronic nessage is to be sent securely

to the idepgified. pRGLMH ?deucts&f‘clﬁn%h%ighm LRI A8Yd,58 LoFRELSI Ny a

menory for storing a key store an conprising a nessagi ng application for

sendi ng an el ectomopiisss apsbhgkeyf arahintwiech the code operative to encode the electronic
message comprises code operative to encrypt the electronic message using the

public key.

29, The program product of claim 24 in which the computing device program code is
exccutable on a wireless handheld device, the wireless handheld device being
operable to connect to a host system and comprising one or more memory devices
for storing the key store, and the host system providing one or more certificate

services.

30. The program product of claim 29, the computing device program code further

comprising:

(i) code operative for a user to compose the electronic message,
(i1) code operative to accept a request from the user to send the
electronic message to the identified recipient; and
(1i1) code operative to determine that the electronic message is to be
sent securely to the identified recipient.
31. A handheld wireless device comprising a memory for storing a key store and
comprising a messaging application for sending an electronic message from the
wircless handheld device to an identified recipient, the messaging application

comprising
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wi rel ess handhel d device to an identified recipient, the nessaging
application conprising 29 (a) code operative to determne if a security
certificate associated with the identified recipient is present in the key
store, (b) code operative, (i) on condition that the security certificate
associated with the identified recipient is present, to retrieve the
security certificate associated with the identified recipient to obtain a
retrieved certﬂﬁlcaﬁédt@@@QWWNanWUBﬁ@Hfﬁ@ﬂmvhavﬁﬁh@ﬁ%é@g@HWQ“@@ﬁh¢f|cate
associated with the ient | [esent, to access one or
nore certificate sef%ﬁ%@s mﬁggilsﬂg?ﬁgl?é¥lﬁ¥vgg certlflcate (c) code
operative to defigy m redombgdrivere, val i dation of the retrieved certificate is
required and, on condjtion that validation is required, to invoke a
certificate validati di pr@@é@g1@6“8%¥§Fﬁm@HV¥WPHIK@Fﬂﬁ%V%ﬁ“%@ﬁbfmicate (d)

code operative, on conditi@htat.d Sﬂﬂﬁp&ﬁéﬁﬁgxgﬁmQé%k%g&ﬁuyéﬁ%%%hg

encode the el ectronic nmessage using I nfo on contal ne retrleved

certificate, and (e) code agqera&aid wih the idenidicti hecipienadedtames sagevaio t he

identified recipient. .

certificate, or
(i1) on condition that the security certificate associated with the
identified recipient is not present, to access one or more certificate
services to obtain the retrieved certificate,

(c) code operative to determine whether validation of the retrieved certificate
is required and, on condition that validation is required, to invoke a
certificate validation process to obtain a valid retrieved certificate,

(d) code operative, on condition that the retrieved certificate is valid, to
encode the electronic message using information contained in the retrieved

certificate, and

(e) code operative to send the encoded message to the identified recipient.
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