SECURITY DETECTION METHOD, DEVICE, AND
APPARATUS

TECHNICAL FIELD

[0001] The present specification relates to the field of security technologies, and in

particular, to security detection methods, devices, and apparatuses.

BACKGROUND

[0002] Currently, Internet of Things (IoT) devices such as routers, home cameras,
smart watches, or smart wristbands are increasingly important in people's work or life,
which, however, is accompanied with more attack research and attempts against loT
devices. A low power consumption feature of [oT devices and other factors determine
that the IoT devices do not have a complex security detection function. Therefore, how

to ensure security of [oT devices becomes an urgent technical problem to be alleviated.

SUMMARY

[0003] To alleviate problems in related technologies, the present specification
provides security detection methods, devices, and apparatuses.

[0004] According to a first aspect of some embodiments of the present specification,
a security detection device is provided, where the security detection device is
configured to detect an [oT device in an [oT network, and the security detection device
includes the following: a software wireless unit, configured to monitor a wireless signal
sent by the IoT device to obtain a wireless message; and an analysis unit, configured to
determine a target running feature of the IoT device by using the wireless message, and
compare the target running feature with a historical normal running feature of the IoT
device to determine whether the IoT device runs abnormally.

[0005] Optionally, the target running feature/the historical normal running feature
includes one or more of the following: a quantity variation feature of loT devices in an
[oT network, an IoT device's wireless message recipient feature, an IoT device's
wireless message throughput variation feature, an IoT device's sign-in and sign-off time

feature, or an IoT device's service feature.



[0006] Optionally, the determine a target running feature of the loT device by using
the wireless message includes the following: if a verification code fails to be verified
by verification rules provided by a predetermined communications protocol, but is
subsequently verified by private rules, determining that the target running feature of the
IoT device includes transmitting a private message.

[0007] Optionally, the target running feature/the historical normal running feature
includes one or more of the following attack features: an attack instruction feature, a
specified attack behavior feature, or an interference signal feature.

[0008] Optionally, a hardware capability/a computing capability of the IoT device
is less than a specified parameter.

[0009] According to a second aspect of some embodiments of the present
specification, a security detection method is provided, and the method includes the
following: obtaining a wireless message of an IoT device, where the wireless message
is obtained by monitoring, by using a software wireless technology, a wireless signal
sent by the IoT device; and determining a target running feature of the IoT device by
using the wireless message, and comparing the target running feature with a historical
normal running feature of the IoT device to determine whether the IoT device runs
abnormally.

[0010] Optionally, the target running feature/the historical normal running feature
includes one or more of the following: a quantity variation feature of loT devices in an
IoT network, an IoT device's wireless message recipient feature, an IoT device's
wireless message throughput variation feature, an [oT device's sign-in and sign-off time
feature, or an IoT device's service feature.

[0011] Optionally, the determining a target running feature of the IoT device by
using the wireless message includes the following: if a verification code fails to be
verified by verification rules provided by a predetermined communications protocol,
but is subsequently verified by private rules, determining that the target running feature
of the IoT device includes transmitting a private message.

[0012] Optionally, the target running feature/the historical normal running feature
includes one or more of the following attack features: an attack instruction feature, a
specified attack behavior feature, or an interference signal feature.

[0013] Optionally, a hardware capability/a computing capability of the IoT device
is less than a specified parameter.

[0014] According to a third aspect of some embodiments of the present

2



specification, a security detection apparatus is provided, and the apparatus includes the
following: an acquisition module, configured to obtain a wireless message of an IoT
device, where the wireless message is obtained by monitoring, by using a software
wireless technology, a wireless signal sent by the 1oT device; and a determining module,
configured to determine a target running feature of the IoT device by using the wireless
message, and compare the target running feature with a historical normal running
feature of the IoT device to determine whether the loT device runs abnormally.

[0015] Optionally, the target running feature/the historical normal running feature
includes one or more of the following: a quantity variation feature of IoT devices in an
IoT network, an IoT device's wireless message recipient feature, an IoT device's
wireless message throughput variation feature, an [oT device's sign-in and sign-off time
feature, or an IoT device's service feature.

[0016] Optionally, the determining module is further configured to, if a verification
code fails to be verified by verification rules provided by a predetermined
communications protocol, but is subsequently verified by private rules, determine that
the target running feature of the IoT device includes transmitting a private message.
[0017] Optionally, the target running feature/the historical normal running feature
includes one or more of the following attack features: an attack instruction feature, a
specified attack behavior feature, or an interference signal feature.

[0018] Optionally, a hardware capability/a computing capability of the IoT device
is less than a specified parameter.

[0019] According to a fourth aspect of some embodiments of the present
specification, a security detection device is provided, including a software wireless
processor, a memory, a main processor, and a computer program that is stored in the
memory and that is capable of running on the main processor, where when executing
the program, the main processor implements the following method: obtaining a wireless
message of an IoT device, where the wireless message is obtained by monitoring, by
using the software wireless processor, a wireless signal sent by the IoT device; and
determining a target running feature of the IoT device by using the wireless message,
and comparing the target running feature with a historical normal running feature of the
IoT device to determine whether the IoT device runs abnormally.

[0020] Technical solutions provided in some embodiments of the present
specification can include the following beneficial effects:

[0021] In some embodiments of the present specification, the security detection
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device can be deployed in the IoT network. IoT devices in the IoT network transmit
data by using wireless technologies. The security detection device includes the software
wireless unit, and therefore, can monitor all wireless signals within a wireless coverage
area, so as to obtain wireless messages of the loT devices. In some embodiments, the
security detection device is used to perform security detection on the IoT devices in the
IoT network, without intruding or being in contact with the IoT devices or relying on
detection capabilities of the [oT devices. In addition, the security detection device can
detect whether the IoT devices run abnormally by obtaining target running features of
the IoT devices in combination with historical normal running features, thereby
implementing security detection on the IoT devices.

[0022] It should be understood that, the general description above and detailed
description below are explanatory and are merely examples, and constitute no limitation

on the present specification.

BRIEF DESCRIPTION OF DRAWINGS

[0023] Accompanying drawings included in the present specification and
constructing a part of the present specification show embodiments compliant with the
present specification, and explain principles of the present specification jointly with the
present specification.

[0024] FIG. 1A is a schematic diagram illustrating an IoT network, according to
some example embodiments of the present specification;

[0025] FIG. 1B is a schematic diagram illustrating an IoT network system,
according to some example embodiments of the present specification;

[0026] FIG. 1Cis ablock diagram illustrating a security detection device, according
to some example embodiments of the present specification;

[0027] FIG. 2 is a flowchart illustrating a security detection method, according to
some example embodiments of the present specification;

[0028] FIG. 3 is a hardware structural diagram illustrating a device including a
security detection apparatus, according to some embodiments of the present
specification; and

[0029] FIG. 4 is a block diagram illustrating a security detection apparatus,

according to some example embodiments of the present specification.



DESCRIPTION OF EMBODIMENTS

[0030] Example embodiments are described in detail here, and examples of the
example embodiments are presented in the accompanying drawings. When the
following description relates to the accompanying drawings, unless specified otherwise,
same numbers in different accompanying drawings represent same or similar elements.
Implementations described in the following example embodiments do not represent all
implementations consistent with the present specification. Instead, they are merely
examples of apparatuses and methods consistent with some aspects of the present
specification as set forth in detail in the appended claims.

[0031] The terms used in the present specification are merely for illustrating
specific embodiments, and are not intended to limit the present specification. The terms
"a" and "the" of singular forms used in the present specification and the appended
claims are also intended to include plural forms, unless otherwise specified in the
context clearly. It should also be understood that, the term "and/or" used here indicates
and includes any or all possible combinations of one or more associated listed items.
[0032] It should be understood that, although terms such as "first", "second", and
"third" are used in the present specification to describe various information, the
information is not limited by these terms. These terms are only used to differentiate
between information of the same type. For example, without departing from the scope
of the present specification, first information can also be referred to as second
information, and similarly, second information can also be referred to as first
information. Depending on the context, for example, the word "if" used here can be
explained as "while", "when", or "in response to determining".

[0033] FIG. 1A is a schematic diagram illustrating an IoT network, according to
some example embodiments of the present specification. The IoT network includes
multiple IoT devices, an [oT network main controller, and an external attacker device,
where the external attacker device is attacking two IoT devices. A smart home scenario
is used as an example for illustration in some embodiments shown in FIG. 1A. In actual
applications, the IoT network is further widely used in scenarios such as intelligent
industrial control scenarios or unmanned retail scenarios.

[0034] Manufacturers of [oT devices are diverse, and may not have capabilities and
initiatives to conduct security-related investment and research. Some IoT devices do

not even have a security detection function. As all operation code embedded in the IoT



devices are pre-stored, the IoT devices cannot flexibly update attack detection logic
even if they have the security detection function. The IoT devices usually have
relatively weak computing capabilities due to the low power consumption feature, and
cannot perform additionally complex security detection logic. Therefore, the security
detection function is usually relatively weak. Moreover, most attacks against the loT
devices occur at a communications protocol layer, and cause great difficulty to security
detection.

[0035] Based on such a situation, some embodiments of the present specification
propose a solution for configuring a control device on the [oT network considering that
it is relatively difficult to implement the security detection function on the IoT devices,
so that the [oT control device can implement security detection for each [oT device. In
the IoT network, different IoT devices may use different communications protocols.
However, most of the IoT devices communicate with each other by using wireless
signals, and most attacks against the IoT devices are performed on wireless channels.
[0036] FIG. 1B is a schematic diagram illustrating an IoT network, according to
some example embodiments of the present specification. In some embodiments, one
additional security detection device is added to the IoT network. The security detection
device can perform security detection on IoT devices in the [oT network. Therefore, the
security detection device does not intrude and is not in contact with the IoT devices,
and does not need to rely on detection capabilities of the [oT devices. Certainly, in other
examples, the security detection device can also be implemented by using a certain
existing device in the IoT network. However, it can be understood that the device
additionally provides a new security detection function for the IoT devices in the
original IoT network.

[0037] FIG. 1Cis ablock diagram illustrating a security detection device, according
to some example embodiments of the present specification. The security detection
device includes the following: a software wireless unit 101, configured to monitor a
wireless signal sent by the IoT device to obtain a wireless message; and an analysis unit
102, configured to determine a target running feature of the IoT device by using the
wireless message, and compare the target running feature with a historical normal
running feature of the IoT device to determine whether the IoT device runs abnormally.
[0038] For attacked IoT devices, some conventional security detection solutions are
to improve the IoT devices themselves in order to improve security protection

capabilities of the IoT devices. Due to the limitations of IoT devices, these loT devices
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have relatively weak security detection capabilities. Or, it can be understood that
hardware capabilities/computing capabilities of the IoT devices are lower than a
specified parameter. In solutions proposed in some embodiments, one new security
detection device is added, and is configured to detect IoT devices in the loT network.
The IoT devices in the IoT network send wireless signals. The security detection device
monitor all wireless signals within a wireless coverage area of the security detection
device, and identify whether the IoT devices are abnormal by using the wireless signals
obtained through monitoring.

[0039] In some embodiments, the security detection device includes a software
wireless unit. In specific implementation, a broadband software wireless tool such as a
universal software radio peripheral (USRP) and software defined radio (LimeSDR) can
be used. A function of the software wireless unit is to detect wireless signals at all
wireless frequencies in a security protection area, and distinguish and filter wireless
signals to restore wireless messages corresponding to communications protocols used
by each IoT device. The communications protocol used by the IoT device mainly
includes a Wi-Fi protocol, a Bluetooth protocol, or a Zigbee protocol, etc. Therefore,
wireless messages of all [oT devices and wireless messages sent by attackers in the [oT
network are collected and filtered by the unit. The software wireless unit can obtain
wireless messages sent by different IoT devices, and can further distinguish between
the wireless messages based on communications protocols used.

[0040] A wireless message acquisition result of the software wireless unit can be
output to the analysis unit. The analysis unit can determine the target running feature of
the IoT device by using the wireless message, and compare the target running feature
with the historical normal running feature of the IoT device to determine whether the
IoT device runs abnormally. Optionally, in some embodiments, the historical normal
running feature of the IoT device can be pre-analyzed. An analysis purpose is to
determine normal running cases of the IoT device in order to monitor, based on the
historical normal running feature, whether the IoT device runs abnormally.

[0041] Optionally, the historical normal running feature of the IoT device can be
implemented in multiple ways. As an example, running data of each IoT device in the
IoT network can be continuously monitored within a specific time range (it needs to be
ensured that the IoT device is in a normal running state), and a normal running feature
of the IoT device can be analyzed based on the running data. In some other examples,

the historical normal running feature can be obtained by obtaining and analyzing logs
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of the IoT device, or can be obtained by further combining test data of the IoT device
provided by a manufacturer of the [oT device. Alternatively, historical normal running
data of other IoT devices can be obtained in other ways, and the historical normal
running feature can be obtained through analysis in combination with correlations
between the [oT device to be monitored and the other devices.

[0042] In actual applications, if an attacker appears in the [oT network, a quantity
of IoT devices in the IoT network may change. For example, a new IoT device is added
as an attacker device, or an existing loT device turns offline after being attacked.
Therefore, the historical normal running feature of the IoT device can include a quantity
variation feature of IoT devices in an IoT network. The quantity variation feature
indicates an [oT device quantity variation in the IoT network in normal cases. For
example, a value of the [oT device quantity usually does not change from 10: 00 PM to
8: 00 AM, and in some time periods, for example, in daytime, the value of the IoT
device quantity usually decreases (for example, the quantity decreases as smart
wristbands worn by users is turned offline).

[0043] In some other examples, certain IoT devices may sign in or turn offline at a
fixed time. For example, in a home scenario, a user wears a smart wristband, and the
user is usually not at home in a certain time period. Consequently, such a device signs
in or signs off at a fixed time. Therefore, the historical normal running feature of the
IoT device can further include an IoT device's sign-in and sign-off time feature, and
whether the IoT device runs abnormally can be determined based on a sign-in and sign-
off time.

[0044] In other examples, wireless messages of an IoT device may be dedicated to
a certain IoT device. For example, in a home scenario, wireless messages of a camera
are usually sent to a router, and wireless messages of a smart wristband are usually sent
to a smartphone. If an IoT device with a fixed recipient sends wireless messages to a
newly added IoT device, the IoT device may run abnormally. Therefore, the historical
normal running feature of the IoT device can further include an IoT device's wireless
message recipient feature.

[0045] In other examples, a message throughput of [oT devices in the IoT network
is generally in a stable state in normal cases. For example, in a household, intelligent
industrial control, or unmanned retail store scenario, the throughput generated by [oT
devices from 10: 00 PM to 8: 00 AM is usually low, and no frequent communication

occurs. For example, a message throughput of a certain loT device is relatively stable
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in each time period of a day. If the [oT device is attacked, the [oT device may frequently
send wireless messages to an attacker device. Therefore, a throughput between loT
devices can be counted to further analyze a message throughput variation feature.
[0046] Wireless messages sent by an [oT device include data, and the data may be
processed by using rules (for example, some encryption algorithms) customized by a
manufacturer of the [oT device. In actual applications, not customized rules of all IoT
device manufacturers can be determined, and an actual service meaning of the data may
not be parsed. In the above-mentioned embodiments, the historical normal running
feature is used, which relates to a wireless message quantity variation and a wireless
message throughput variation, etc., but does not involve a specific service meaning in
the data. The data in the messages does not need to be parsed at a service layer.
Therefore, the historical normal running feature can be applied to all lIoT devices.
[0047] When the customized rules are known (for example, because the security
detection device and the IoT device are provided by a same manufacturer; or through
cooperation with a manufacturer of the loT device; or through cracking), the data in the
wireless messages sent by the IoT device can alternatively be formatted into data with
a service meaning. In this case, service data of the IoT device can be analyzed based on
historical running data and a service feature can be determined. For example, a service
feature of a smart wristband is sending a response result message or transmitting
collected data such as a quantity of steps and a heart rate after receiving an instruction
from an associated device. If it is identified that the smart wristband sends device
information of its associated device to other devices, the smart wristband may run
abnormally.

[0048] In actual applications, alternatively, the security detection device can
directly communicate with IoT devices. Some IoT devices have the security detection
function, and can detect whether the IoT devices themselves are attacked. The IoT
devices can notify the security detection device of attack information or transmit some
data. However, how to notify the security detection device after the IoT devices
discover that they are attacked becomes a difficult problem, because the entire IoT
devices are already controlled by the attacker, and data transmission to the security
detection device may be perceived by the attacker. Based on such a situation, some
embodiments provide solutions from a communications protocol perspective. Generally,
both communication parties transmit messages with data based on a communications

protocol, and the communications protocol is a series of rules agreed upon to ensure
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effective and reliable communication between both communication parties in a data
communications network. These rules include a message format, a sequence or rate,
data transmission confirmation or rejection, error detection, retransmission control, or
query, etc.

[0049] Generally, a message includes a verification code field used to check
whether the message is incorrect. A verification process can be as follows: A
communication sender calculates a verification code for to-be-transmitted data by using
a verification rule specified in a predetermined communications protocol. After
receiving the message, a communication recipient calculates a verification code for the
data in the message by using the verification rule, and determines through comparison
whether the calculated verification code is consistent with the verification code in the
message.

[0050] In normal cases, a verification code in a wireless message is generated by
using a verification rule of a predetermined communications protocol. Therefore, the
historical normal running feature can include the following: A verification code in the
wireless message is generated by using a verification rule of a predetermined
communications protocol. In some embodiments, to achieve private data transmission,
the IoT device can modify the verification code field based on private rules, so that a
verification code is different from the verification code generated by using the
verification rules specified in the communications protocol that may be controlled by
an attacker. The private rule is different from the verification rule specified in the
communications protocol, and specific implementation of the private rule can be
flexibly configured as needed in actual applications, so that a verification code
generated by using the private rule is different from the verification code generated by
using the verification rule specified in the communications protocol. Fields other than
the verification code field in the wireless message are generated by using the original
predetermined communications protocol. For example, the private rule can be
performing certain modification after a verification code is generated by using a
verification rule, for example, performing other conversion after a verification code is
generated by using a verification rule. Optionally, a character conversion relationship
can be set, and the verification code generated based on the verification rule can be
converted into other characters. In some other examples, the private rule can be
encrypting the alarm data by using a predetermined key and generating a verification

code for the encrypted data by using the verification rule. In some embodiments, the
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IoT device and the security detection device can pre-agree on a key (which can be a
symmetric key or an asymmetric key). In a verification code generation process, after
the predetermined key is used to encrypt the alarm data (a specific encryption algorithm
can be flexibly configured), a verification code can be generated for the encrypted data
based on the verification rule. In such a method, the verification code can be modified,
so that the security detection device can use the verification code to check whether the
data is incorrect. The attacker device will consider that an incorrect message is received,
without perceiving that the [oT device sends the alarm data. The IoT control device can
use the private rule to parse out the alarm data in the message, thereby implementing
secret alarm data transmission.

[0051] Therefore, the security detection device can receive various types of
messages sent by IoT devices. These messages include normal messages, and also
include secretly transmitted messages described in the above-mentioned embodiments.
The security detection device needs to identify the messages. Based on stipulations in
a communications protocol, after receiving a message, the security detection device
checks a verification code in the message by using a verification rule specified in the
communications protocol. As a verification code of an alarm message is modified, the
check fails. In the solutions of some embodiments, if the check fails, the security
detection device can parse the verification code by using a private rule. If the parsing
succeeds, it can be determined that the IoT device sends a private message. Therefore,
it can be determined that the target running feature of the IoT device includes
transmitting a private message, and secret data in the message can be further obtained.
The security detection device can know that the IoT device may be attacked. Further,
the security detection device can troubleshoot and block attack behavior.

[0052] In actual applications, if an attacker device needs to attack an IoT device,
the attack behavior may be slightly different from normal communication behavior.
Therefore, in some embodiments, attack-related features can be collected in advance.
In some examples, a wireless message sent by the attacker device to the [oT device may
include an attack instruction, such as a Deauth attack instruction in the Wi-Fi protocol.
Therefore, an attack instruction feature can be determined based on the attack
instruction. In some other examples, the attack behavior can include a replay attack, a
denial of service attack, and a password cracking attack, etc. A wireless signal feature
of such attack behavior can be obtained and set as an attack behavior feature. In other

examples, the attacker device may send interference signals to interfere with signal
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transmission of the IoT devices in the IoT network. Interfering methods may include
co-channel interference, adjacent-channel interference, out-of-band interference,
intermodulation interference, and blocking interference, etc. Therefore, an interference
signal feature can be determined.

[0053] It can be understood from the above-mentioned embodiments that, there can
be multiple running features. When the analysis unit analyzes the acquisition result of
the software wireless unit, the [oT device may have one target running feature that does
not match a historical normal running feature, or may have multiple target running
features that do not match historical normal running features. The analysis unit can
perform summarization, analysis, and decision-making, and further send a final analysis
result to a serving side.

[0054] Corresponding to the above-mentioned embodiments of the IoT network
system, the present specification further provides some embodiments of a security
detection method. FIG. 2 is a flowchart illustrating the security detection method,
according to some example embodiments of the present specification. The security
detection method can be applied to the security detection device shown in FIG. 1B, and
include the following steps:

[0055] Step 202: Obtain a wireless message of an loT device, where the wireless
message is obtained by monitoring, by using a software wireless technology, a wireless
signal sent by the [oT device.

[0056] Step 204: Determine a target running feature of the IoT device by using the
wireless message, and compare the target running feature with a historical normal
running feature of the IoT device to determine whether the IoT device runs abnormally.
[0057] Optionally, the target running feature/the historical normal running feature
includes one or more of the following: a quantity variation feature of loT devices in an
IoT network, an IoT device's wireless message recipient feature, an IoT device's
wireless message throughput variation feature, an [oT device's sign-in and sign-off time
feature, or an IoT device's service feature.

[0058] Optionally, the determe a target running feature of the IoT device by using
the wireless message includes the following: if a verification code fails to be verified
by verification rules provided by a predetermined communications protocol, but is
subsequently verified by private rules, determining that the target running feature of the
IoT device includes transmitting a private message.

[0059] Optionally, the target running feature/the historical normal running feature

12



includes one or more of the following attack features: an attack instruction feature, a
specified attack behavior feature, or an interference signal feature.

[0060] Optionally, a hardware capability/a computing capability of the IoT device
is less than a specified parameter.

[0061] Corresponding to the above-mentioned embodiments of the security
detection method, the present specification further provides embodiments of a security
detection apparatus and a device that applies the security detection apparatus.

[0062] Some embodiments of the security detection apparatus of the present
specification can be applied to electronic devices. The apparatus embodiments can be
implemented by software, hardware, or a combination of hardware and software.
Software implementation is used as an example. As a logical device, the apparatus is
formed by reading a corresponding computer program instruction in a non-volatile
memory to a memory by a main processor. In a hardware aspect, FIG. 3 is a hardware
structural diagram illustrating a device including a security detection apparatus,
according to some embodiments of the present specification. In addition to a software
wireless processor 300, a main processor 310, a memory 330, a network interface 320,
and a non-volatile memory 340 shown in FIG. 3, an electronic device including an
apparatus 331 in some embodiments generally can further include other hardware based
on actual functions of the device. Details are omitted here for simplicity.

[0063] FIG. 4 is a block diagram illustrating a security detection apparatus,
according to some example embodiments of the present specification. The apparatus
includes the following: an acquisition module 41, configured to obtain a wireless
message of an loT device, where the wireless message is obtained by monitoring, by
using a software wireless technology, a wireless signal sent by the IoT device; and a
determining module 42, configured to determine a target running feature of the [oT
device by using the wireless message, and compare the target running feature with a
historical normal running feature of the [oT device to determine whether the IoT device
runs abnormally.

[0064] Optionally, the target running feature/the historical normal running feature
includes one or more of the following: a quantity variation feature of loT devices in an
IoT network, an IoT device's wireless message recipient feature, an loT device's
wireless message throughput variation feature, an [oT device's sign-in and sign-off time
feature, or an IoT device's service feature.

[0065] Optionally, the determining module is further configured to, if a verification
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code fails to be verified by verification rules provided by a predetermined
communications protocol, but is subsequently verified by private rules, determine that
the target running feature of the IoT device includes transmitting a private message.
[0066] Optionally, the target running feature/the historical normal running feature
includes one or more of the following attack features: an attack instruction feature, a
specified attack behavior feature, or an interference signal feature.

[0067] Optionally, a hardware capability/a computing capability of the IoT device
is less than a specified parameter.

[0068] Correspondingly, the present specification further provides a security
detection device, including a software wireless processor, a memory, a main processor,
and a computer program that is stored in the memory and that is capable of running on
the main processor, where when executing the program, the main processor implements
the following method: obtaining a wireless message of an IoT device, where the
wireless message is obtained by monitoring, by using the software wireless processor,
a wireless signal sent by the [oT device; and determining a target running feature of the
IoT device by using the wireless message, and comparing the target running feature
with a historical normal running feature of the [oT device to determine whether the [oT
device runs abnormally.

[0069] For an implementation process of each step in the above-mentioned security
detection method and an implementation process of a function and role of each module
in the security detection apparatus, reference can be made to the implementation
process of the above-mentioned IoT network system. Details are omitted here for
simplicity.

[0070] The described apparatus embodiments are merely examples of apparatus
embodiments. The modules described as separate parts can be or does not have to be
physically separate, and parts displayed as modules can be or does not have to be
physical modules, and can be located in one location or distributed on a plurality of
network modules. Some or all of the modules can be selected based on actual
requirements to achieve the objectives of the solutions of the present specification. A
person of ordinary skill in the art can understand and implement some embodiments of
the present specification without creative efforts.

[0071] Specific embodiments of the present specification are described above.
Other embodiments fall within the scope of the appended claims. In some situations,

the actions or steps described in the claims can be performed in an order different from
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the order in some embodiments and the desired results can still be achieved. In addition,
the process depicted in the accompanying drawings does not necessarily need a
particular execution order to achieve the desired results. In some implementations,
multi-tasking and concurrent processing are feasible or can be advantageous.

[0072] Other implementation solutions of the present specification will readily
occur to a person skilled in the art upon consideration of the present specification and
practice of the specification as applied here. The present specification is intended to
cover any variation, use, or adaptation of the present specification that conforms to
general principles of the present specification and that includes common general
knowledge or a technical means in the art that is not claimed in the present specification.
The present specification and some embodiments are merely considered as examples,
and the actual scope and the spirit of the present specification are pointed out by the
following claims.

[0073] It should be understood that the present specification is not limited to the
precise structures that have been described above and shown in the drawings, and
various modifications and changes can be made without departing from the scope of
the present specification. The scope of the present specification is limited by the
appended claims only.

[0074] The previous descriptions are merely preferred embodiments of the present
specification, but are not intended to limit the present specification. Any modification,
equivalent replacement, or improvement made without departing from the spirit and
principle of the present specification shall fall within the protection scope of the

present specification.
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CLAIMS

What is claimed is:

1. A security detection device, wherein the security detection device is configured
to detect an Internet of Things (IoT) device in an IoT network, and the security detection
device comprises:

a software wireless unit, configured to monitor a wireless signal sent by the IoT
device to obtain a wireless message, wherein the wireless message comprises a first
verification code generated by the IoT device; and

an analysis unit, configured to:

determine a target running feature of the IoT device by using the wireless
message, wherein determining the target running feature of the IoT device
comprises:
generating a second verification code,
performing a security check of the wireless message based on the first
verification code and the second verification code,
determining that the security check fails,
responsive to determining that the security check fails, performing an
additional security check of the wireless message based on a private
verification rule,
determining that the additional security check succeeds, and
subsequent to determining that the additional security check succeeds,
parsing the first verification code to obtain a parsing result, and
obtaining a private message from the wireless message based on the
parsing result, and
compare the target running feature with a historical normal running feature of

the IoT device to determine whether the IoT device runs abnormally.

2. The device according to claim 1, wherein the target running feature or the
historical normal running feature comprises one or more of the following:

a quantity variation feature of IoT devices in an IoT network, an IoT device's
wireless message recipient feature, an IoT device's wireless message throughput
variation feature, an IoT device's sign-in and sign-off time feature, or an IoT device's

service feature.
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3. The device according to claim 1, wherein the target running feature or the
historical normal running feature comprises one or more of the following attack features:
an attack instruction feature, a specified attack behavior feature, or an interference

signal feature.

4. The device according to claim 1, wherein a hardware capability or a computing

capability of the IoT device is less than a specified parameter.

5. A security detection method, wherein the method comprises:
obtaining a wireless message of an Internet of Things (IoT) device, wherein the
wireless message is obtained by monitoring, by using a software wireless technology, a
wireless signal sent by the [oT device, and wherein the wireless message comprises a
first verification code generated by the IoT device; and
determining a target running feature of the IoT device by using the wireless
message, wherein determining the target running feature of the IoT device comprises:
generating a second verification code,
performing a security check of the wireless message based on the first
verification code and the second verification code,
determining that the security check fails,
responsive to determining that the security check fails, performing an
additional security check of the wireless message based on a private verification
rule,
determining that the additional security check succeeds, and
subsequent to determining that the additional security check succeeds,
parsing the first verification code to obtain a parsing result, and
obtaining a private message from the wireless message based on the
parsing result, and
comparing the target running feature with a historical normal running feature of the

IoT device to determine whether the IoT device runs abnormally.

6. The method according to claim 5, wherein the target running feature or the

historical normal running feature comprises one or more of the following:
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a quantity variation feature of IoT devices in an IoT network, an IoT device's
wireless message recipient feature, an IoT device's wireless message throughput
variation feature, an IoT device's sign-in and sign-off time feature, or an IoT device's

service feature.

7. The method according to claim 5, wherein the target running feature or the
historical normal running feature comprises one or more of the following attack features:
an attack instruction feature, a specified attack behavior feature, or an interference

signal feature.

8. The method according to claim 5, wherein a hardware capability or a computing

capability of the IoT device is less than a specified level.

9. A security detection apparatus, wherein the apparatus comprises:
an acquisition module, configured to obtain a wireless message of an Internet of
Things (IoT) device, wherein the wireless message is obtained by monitoring, by using
a software wireless technology, a wireless signal sent by the IoT device, and wherein
the wireless message comprises a first verification code generated by the IoT device;
and
a determining module, configured to determine a target running feature of the IoT
device by using the wireless message, wherein determining the target running feature
of the IoT device comprises:
generating a second verification code,
performing a security check of the wireless message based on the first
verification code and the second verification code,
determining that the security check fails,
responsive to determining that the security check fails, performing an
additional security check of the wireless message based on a private verification
rule,
determining that the additional security check succeeds, and
subsequent to determining that the additional security check succeeds,
parsing the first verification code to obtain a parsing result, and

obtaining a private message from the wireless message based on the
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parsing result, and
compare the target running feature with a historical normal running feature of the

IoT device to determine whether the IoT device runs abnormally.

10. A security detection device, comprising a software wireless processor, a
memory, a main processor, and a computer program that is stored in the memory and
that is capable of running on the main processor, wherein when executing the program,
the main processor implements the following method:

obtaining a wireless message of an Internet of Things (IoT) device, wherein the
wireless message is obtained by monitoring, by using the software wireless processor,
a wireless signal sent by the IoT device, and wherein the wireless message comprises a
first verification code generated by the IoT device; and

determining a target running feature of the IoT device by using the wireless
message, wherein determining the target running feature of the IoT device comprises:

generating a second verification code,
performing a security check of the wireless message based on the first
verification code and the second verification code,
determining that the security check fails,
responsive to determining that the security check fails, performing an
additional security check of the wireless message based on a private verification
rule,
determining that the additional security check succeeds, and
subsequent to determining that the additional security check succeeds,
parsing the first verification code to obtain a parsing result, and
obtaining a private message from the wireless message based on the
parsing result, and
comparing the target running feature with a historical normal running feature

of the IoT device to determine whether the IoT device runs abnormally.
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