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DBISCOVERING A SEMANTIC MEANING OF DATA FIELDS FROM
PROFILE DATA OF THE DATA FIELDS

CLAIM OF PRIORITY

This application claims priority to U.S. Patent Application Serial No. 62/855,233,
filed on May 31, 2019, as well as to U.S. Patent Application serial No. 16/794, 361, filed on
February 19, 2020, wherein the entire contents of each of these Patent Applications are
hereby incorporated by reference.

TECHICAL FIELD

This disclosure relates to the classification of data. More specifically, this disclosure
relates to classifying data fields by analyzing a data profile of the data and metadata of the
data fields.

BACKGROUNRND

A set of data can include data content stored in data fields. A data field can indicate a

type of the data content stored in that data field.

SUMMARY

The following systems and processes described in this disclosure can include one or
more of the following advantages. In many systems, existing data sets that can be very large
and undocumented. In some cases, if the data sets are labeled, the labels can be inconsistent
or technical in nature such that it is difficult to ascertain business information from the labels.
Due to legacy systems, and versioning of the systems over time, if can be difficult to
determine what each portion of the data set is in a practical context. There is a need to
develop annotation to such data sets.

These systems and processes are configured to rapidly and, in some cases,
automatically provide labels for daia sets. The system and processes descsibed in this
document are configured to perform a series of statistical checks on metadata and data
content of a data set in order to discover, classify, and label data content of the daia set.
Discovering data content includes determining that the data content {or data field) is present
in the data set. For example, the systems and processes described in this disclosure provide
for the labeling of data fields (e.g., columns in a table or a database) that is either non-labeled
or labeled in a non-meaningful way. These systems and processes are configured to discover

that particular data fields are present in the data set and label the particular data fields. To do
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this labelling, the systems and processes described in this document are configured to map a
descriptive definition to fields of the data set, such as by assigning business terms or domains
to the fields of the data sets. The labels that are generated for the data fields provide
information about the data content stored in the data fields. The information can indicate
what kind of data content is included in the data fields (e.g., phone numbers, first names,
dates, etc.).

The information can be used by computing systems for varicus applications. For
example, applications that can use the generated labels of data sets can include data quality
enforcement, personal data anonymization, data masking, personally identifiable information
(PII) reports, test data management, data set annotation, and so forth. For example, comment
data may include PII, and may require masking. In another example, the systems and
processes described in this document can provide a mechanism to label 3% party data from
different sources. This can be useful for systems in which the system administrator is
responsible for knowing and understanding what data is in the data set stored on the system,
such as for regulatory reasons.

In addition, the systems and processes described herein enable an infrastructure to be
built that allows data standards to be applied across many different data items from different
data sources. The infrastructure can be easily modified (e.g., by adding definitions to
classification tests through a user interface) so that additional tests can be added as new data
requirements are determined.

In an aspect, a system is configured for identifying a field included in one or more
data sets, with the field baving an identifier; and for that field: profiling, by a data processing
system, one or more data values of the field to generate a data profile; accessing a plurality of
fabel proposal tests; based on applying at least the plurality of label proposal tests to the data
profile, generating a set of label proposals; determining a similarity among the label
proposals in the set of label proposals; based at east on the similarity among the label
proposals in the set, selecting a classification; based on the classification, rendering a
graphical user interface that requests input in identifying a label proposal that identifies the
semantic meaning or determining that no input is required; identifying one of the label
proposals as identifying the semantic meaning; and storing, in a data store, the identifier of
the field with the identified one of the label proposals that identifies the semantic meaning.
The function of the preamble is to set forth the general technical environment of the

invention.
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In some implementations, profiling the one or more data values of the field includes
determining a format of a data value of the field. Profiling the data values of the field
includes determining a statistical value representing the data values included in the field. The
statistical value comprises at least one of a minimum length of the data values of the field, a
maximum length of the data values of the field, a most common data value of the field, a least
common data value of the field, a maximum data value of the field, and a minimum data
value of the field. Applying the plurality of label proposal tests includes: determining that the
field includes a primary key for a data set of the one or more data sets; and selecting a label
proposal test of the plurality of label proposal tests that are that is related to the primary key.
Applying the plurality of label proposal tests includes: performing a metadata comparison of
data values of the field to terms in a glossary of terms. Applying the plurality of label
proposal tests includes: determining, from the data profile, a pattern represented by the data
values stored of the field; determining a particular label that is mapped to the pattern; and
fabeling the field with the particular label. Applying the plurality of label proposal tests
includes: retrieving a list of values that are representative of a data collection; comparing the
data values of the field to the list of values; determining, in response to the comparing, that a
threshold number of the data values match the values of the list; and in response to the
determining, labeling the field with a particular label that specifies the data collection.
Applying the plurality of label proposal tests includes: generating at least two labels for the
field; and determining whether the at feast two labels are exclusive or inclusive of one
another.

In some implementations, the systern is configured to perform actions further
including: determining, in response to applying the plurality of label proposal tests, a
relationship between the field and another field of the one or more data sets. The relationship
includes one of an indication that a first data value the field determines a second data value
stored in the other field, an indication that the first data value correlates to the second data
value, or an indication that the first daia value is identical to the second data value. The
plurality of label propesal tests are each associated with at least one weight value, the method
further including: updating a weight value associated with at least one label proposal test; and
reapplying the label proposal test to the data profile using the updated weight value.

In some implementations, the actions are further including training the plurality of
fabel proposal tests using a machine learning process. The actions include retrieving, from a
data quality rules environment, one or more data quality rules that are assigned to the label
proposal specifying the semantic meaning; and assigning a data quality rule of the one or

3



Wy

10

20

30

WO 2020/243499 PCT/US2020/035226

more data quality rules to the field. Comparing the label proposals generated from the label
proposal tests includes: applying a score value to each label proposal; for each fabel of the
label proposals, combining the score values associated with that label; and ranking the labels
according to the score value associated with each label.

In some implementaticns, the actions are further including: receiving validation of the
fabel proposals from the plurality of label proposal tests; and responsive to receiving the
validation, weighting the plurality of label proposal tests with the label proposals. The data
store includes a data dictionary. In some implementations, the actions are further including:
outputiing the label proposals to a data quality rules environment. In some irnpiementations,
the actions are further including: reducing, based on the identified one of the label proposals,
a number of ervors for processing data for the field using data quality rules from the data
quality environment relative to ancther number of errors for processing the data for the field
without using the identified one of the label proposals.

In an aspect, system includes a data storage storing instructions; and at least one
processor configured to execute the instructions stored by the data storage to perform
operations including: identifying a field included in one or more data sets, with the field
having an identifier; and for that field: profiling, by a data processing system, one or more
data values of the field to generate a data profile; accessing a plurality of label proposal tests;
based on applying at least the plurality of label proposal tests to the data profile, generating a
set of label proposals; determining a similarity among the label proposals in the set of label
proposals; based at least on the similarity among the label proposals in the set, selecting a
classification; based on the classification, rendering a graphical user interface that requests
input in identifying a label proposal that identifies the semantic meaning or determining that
no input 18 required; identifying one of the label proposals as identifying the semantic
meaning; and storing, in a data store, the identifier of the field with the identified one of the
label proposals that identifies the semantic meaning.

In some implementations, profiling the one or more data values of the field includes
determining a format of a data value of the field. Profiling the data values of the field
includes determining a statistical value representing the data values included iu the field. The
statistical value comprises at {east one of a minimum length of the data values of the field, a
maximum length of the data values of the field, a most common data value of the field, a least
common data value of the field, a maximum data value of the field, and a minimum data
value of the field. Applying the plurality of label proposal tests includes: determining that the
field includes a primary key for a data set of the one or more data sets; and selecting a label
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proposal test of the plurality of label proposal tests that are that is related to the primary key.
Applying the plurality of label proposal tests includes: performing a metadata comparison of
data values of the field to terms in a glossary of terms. Applying the plurality of label
proposal tests includes: determining, from the data profile, a pattern represented by the data
values stored of the field; determining a particular [abel that is mapped to the pattern; and
fabeling the field with the particular label. Applying the phurality of label proposal tests
includes: retrieving a list of values that are representative of a data collection; comparing the
data values of the field to the list of values; determining, in response to the comparing, that a
threshold number of the data values match the values of the list; and in response to the
determining, labeling the field with a particular label that specifies the data collection.
Applying the plurality of label proposal tests includes: generating at least two labels for the
field; and determining whether the at least two labels are exclusive or inclusive of one
another.

In some implementations, the system is configured to perform actions further
including: determining, in response to applying the plurality of label proposal tests, a
relationship between the field and another field of the one or more data sets. The relationship
includes one of an indication that a first data value the field determines & second data value
stored in the other field, an indication that the first data value correlates to the second data
value, or an indication that the first data value is identical to the second data value. The
plurality of' label proposal tests are each associated with at least one weight value, the method
further including: updating a weight value associated with at least one label proposal test; and
reapplying the label proposal test to the data profile using the updated weight value.

In some implementations, the actions are further including training the plurality of
fabel proposal tests using a machine learning process. The actions mnclude retrieving, from a
data quality rules environment, one or more data quality rules that are assigned to the label
proposal specifying the semantic meaning; and assigning a data quality rule of the one or
more data quality rules to the field. Comparing the Iabel proposals generated from the label
proposal tests includes: applying a score value to each label proposal; for each label of the
fabel proposals, combining the score values associated with that label; and ranking the labels
according to the score value associated with each label.

In some implementations, the actions are further including: receiving validation of the
fabel proposals from the plurality of label proposal tests; and responsive to receiving the
validation, weighting the plurality of label proposal tests with the label proposals. The data
store includes a data dictionary. In some implementations, the actions are further including:
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outputting the label proposals to a data quality rules environment. In some implementations,
the actions are further including: reducing, based on the identified one of the labe] proposals,
a number of ervors for processing data for the field using data quality rules from the data
quality environment relative to another number of errors for processing the data for the field
without using the identified one of the label proposals.

In an aspect, a system includes means for identifying a field included in one or more
data sets, with the field having an identifier; for that field: means for profiling, by a data
processing system, one or more data values of the field to generate a data profile; means for
accessing a plurality of label proposal tests; means for generating, based on applying at least
the plurality of label proposal tests to the data profile, a set of label proposals; means for
determining a similarity among the label proposals in the set of label proposals; means for
selecting, based at least on the similarity among the label proposals in the set, a classification;
means for rendering, based on the classification, a graphical user interface that requests input
in tdentifving a label proposal that identifies the semantic meaning or determining that no
input is required; means for identifying one of the label proposals as identifving the semantic
meaning; and means for storing, in a data store, the identifier of the field with the identified
one of the label proposals that identifies the semantic meaning.

In some implementations, profiling the one or more data values of the field includes
determining a format of a data value of the field. Profiling the data values of the field
includes determining a statistical value representing the data values included in the field. The
statistical value comprises at least one of a minimum length of the data values of the field, a
maximum length of the data values of the field, a most common data value of the field, aleast
common data value of the field, a maximum data value of the field, and a minimum data
value of the field. Applying the plurality of label proposal tests includes: determining that the
field includes a primary key for a data set of the one or more data sets; and selecting a label
proposal test of the plurality of label proposal tests that are that is related to the primary key.
Applying the plurality of label proposal tests includes: performing a metadata comparison of
data values of the field to terms in a glossary of terms. Applying the plurality of label
proposal tests includes: determining, from the data profile, a pattern represented by the data
values stored of the field; determining a particular label that is mapped to the pattern; and
labeling the field with the particular label. Applving the plurality of label proposal tests
includes: retrieving a list of values that are representative of a data collection; comparing the
data values of the field to the list of values; determining, in response to the comparing, that a
threshold number of the data values match the values of the list; and in response to the
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determining, labeling the field with a particular 1abel that specifies the data collection.
Applying the plurality of label proposal tests includes: generating at least two labels for the
field; and determining whether the at least two [abels are exclusive or inclusive of one
another.

In some implementations, the system is configured to perform actions further
including: determining, in response to applying the plurality of label proposal tests, a
relationship between the field and another field of the one or more data sets. The relationship
includes one of an indication that a first data value the field determines a second data value
stored in the other field, an indication that the first data value correlates o the second data
value, or an indication that the first data value is identical to the second data value. The
plurality of' label proposal tests are each associated with at feast one weight value, the method
further including: updating a weight value associated with at least one label proposal test; and
reapplying the label proposal test to the data profile using the updated weight value.

In some implementations, the actions are further including training the plurality of
fabel proposal tests using a machine learning process. The actions include retrieving, from a
data quality rules environment, one or more data quality rules that are assigned to the label
proposal specifying the semantic meaning; and assigning a data quality rule of the one or
more data quality rules to the field. Comparing the label proposals generated from the label
proposal tests includes: applying a score value to each label proposal; for each iabel of the
fabel proposals, combining the score values associated with that label; and ranking the labels
according to the score value associated with each label.

In some implementations, the actions are further including: receiving validation of the
fabel proposals from the plurality of label proposal tests; and responsive to receiving the
validation, weighting the plurality of label proposal tests with the label proposals. The data
store includes a data dictionary. In some implementations, the actions are further including;
outputting the label proposals to a data quality rules environment. In some impiementations,
the actions are further including: reducing, based on the identified one of the label proposals,
a number of errors for processing data for the field using data quality rules from the data
quality environment relative to another number of errors for processing the data for the field
without using the identified one of the label proposals.

Other features and advantages of the system will become apparent from the following

description, and from the claims.

DESCRIPTION OF DRAWINGS
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FIGS. 1A-1B are block diagrams of 2 system for discovering, classifying and labeling
data fields by analyzing a data profile generated from data of the data fields.

FIGS. 2A-2F are block diagrams of showing how the execution system 202 profiles,
classifies, and labels data fields to identify a semantic meaning for the data fields.

FIGS. 3A-3G are block diagrams of the process for profiling, classifying and labeling
data fields to identify the semantic meaning of the data fields.

FIG. 4 is a flow diagram showing operations performed by logic engines of the
execution system for discovering, classifving and labeling data fields by analyzing a data
profile generated from data of the data fields.

FIG. 515 a block diagram of the process for profiling, classifying and labeling data
fields to identify the semantic meaning of the data fields.

FIG. 6A is a depiction of a user interface showing results of a data profiling process.

FIG. 6B is a depiction of a user interface showing results of a classification process.

FIG. 6C is a depiction of a user interface showing recommendations for labels of
discovered data fields.

FIG. 6D is a depiction of a user interface showing an example of results of labeling
the data fields.

FIG. 7 1s a flow diagram showing example processes for discovering, classifying and

tabeling data fields by analyzing a data profile generated from data of the data fields.

DETAILED DESCRIPTION

Referring to FIGS. 1A-1B, networked system 100 for discovering, classifying and
labeling data fields by analyzing a data profile generated from data of the data fields is
shown. The networked system 100 includes an execution system 102, one or more data
sources 112, a reference database 116, and a data dictionary database 114, The execution
system 102 is configured to receive source data from data source(s) 112a, 112b (collectively
data sources 112} in the networked system 100. The execution system 102 is configured to
profile source data received from the data sources 112 to generate a data profile representing
the source data of the data sources 112, The execution system 102 is configured to analyze
the profile data to discover, classify (e.g., test), and associate portions of the source data with
fabels representing the semantic meaning of those portions of the source data. A portion of
the source data can include a field in the source data. In other words, the execution system

102 uses the profile data to determine, using a plurality of classification tests, a semantic
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meaning for one or more fields of the source data. Classifying the source data comprises
associating a probability with the portion of the source data. The probability specifies a
likelihood that the portion of the source data corresponds 1o a label included in the data
dictionary database 114,

Generally, the execution system 102 includes a profile data module 104, 3
classification module 105, an testing module 106, an results corroboration module 108, and a
load data module 110, which together are configured to discover, classify, and label the data
fields of the data received from the data sources 112, A general description of the labeling
process by the execution systern 102 (also called the semantic discovery process) is now
described. The profile data module 104 receives source data 112 and generates profile data.
As subsequently described, the profile data includes metadata representing statistical
attributes of the scurce data and the fields of the source data. The profile data can also include
data specifying relationships {(e.g., statistical correlations, dependencies, and so forth)
between or among the fiefds of the sousrce data.

The classification module 105 classifies each field as having a data type {e.g., a date
field, a numeric field, a string, etc.}. The classification module checks the reference database
116 for a label index to determine whether the field (or other fields having a same field name)
have already been labeled with a semantic label.

Generally, each field in the data set is associated with an identifier, such as a field
name. The identifier can also include a field address specifying the location of the field in the
data set. For example, the identifier can specify what table the field is in and what column of
the table represents the field. In some iaplementations, the identifier is part of a label index,
which associates identifiers of each field with semantic labels for those fields. The identifier
can be the name of the field, a key value, or some other value that identifies the field.

The testing module 106 includes a plurality of classifiers each contfigured to operate
on data values of the fields, the field names, and the profile data for each field. The classifiers
{also called tests) of the testing module 106 each propose a label to be associated with the
field using different methodologies, described in greater detail below. The tests use the
dictionary of labels from data dictionary database 114 as a library of labels from which one or
more labels can be proposed as identifying the semantic meaning of the field being tested.
The tests may propose different labels from one another as a result of using the different
methodologies, or the proposed labels can the same from all the tests. The proposed labels
{and their scores, if applicable) from each test of the testing module 106 are sent to the results
corroboration module 108,
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The results corroboration module 108 buckets the proposed labels for a field into a
category based on an amount of similarity among the proposed labels of the tests. If the
proposed labels are ali the same, the amount of similarity is high and a match is found. The
results corroboration module 108 can also categorize the group of proposed labels for each
field from the testing module 106 as recommended (with one of the proposed labels being the
recommended label). The results corroboration module 108 can find that there is little
similarity among the proposals and suggest that a user investigate the results further. The
results corroboration module 108 can also categorize proposed labels from the testing module
106 as to be ignored, as subsequently described. The execution system 102 can receive
validation data (e.g., from a user through a user interface) validating a proposed label as
correctly identifying the semantic meaning of the field. Once validated, the proposed label 15
assigned to the field and the label index is updated to show that the field is associated with
the assigned label. The load data module 110 sends the label index to the reference database
116 for access by future iterations of the labeling process (also called the sematic discovery
process) or for access by downstream applications. The functions of the modules 104, 105,
106, 108, and 110 are subsequently described in greater detail with respect to FIGS. 2A-3G.

The data dictionary database 114 includes a list of labels that are candidate 1abels for
identifying the semantic meaning of fields of the source data. Each label of the data
dictionary database 114 is associated with one or more attributes. The attributes describe the
sernantic meaning of the label, and can include tags, associations, or other metadata that
provide context to the execution system 102 of what the semantic meaning of each label is.
For example, an attribute can include statistical metadata describing values of a given field, a
tag for a specific set of values for the field (e.g., alist of city names, zip codes, etc.), a
specified data format {e.g., a date format), a relationship between or among fields of a data
set, and so forth. During the testing {(classification) process, the execution system 102 is
configured to determine how closely the attributes of the label align with the attributes of the
fields of the source data. The classification tests are configured to analyze the profile data of
the fields and the content of the fields themselves to determine which labels of the data
dictionary database 114 identify the semantic meaning of the fields. The data dictionary
database 114 can be populated with a list of labels and label attributes prior to performing the
semantic discovery process by the execution system 102

As shown in FIG. 1A, the data dictionary database 114 is extensible, as new labels
can be added to the data dictionary database 114 as data with new semantic meanings are
processed by the execution system. In some implementations, a set of seed labels can be
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automatically provided to initialize the system, and additional labels can be added as needed
if the existing labels of the data dictionary database 114 do not identify the semantic meaning
of the fields. For example, if the execution system 102 fails to find a label in the data
dictionary database 114 having attributes that satisty the classification tests (e.g., a score for
each test is below a threshold value), the execution system 102 can prompt a user to define a
new label for the data dictionary database 114 as having attributes that correspond to the
unlabeled field. In subsequent tests, the execution system 102 is configured to propose the
newly defined label for labeling subsequent fields having similar attributes.

The execution system 102 18 configured to, either automatically or in response to user
input, tag the portion of the source data with one or more labels identifying the semantic
meaning of the portions of the source data. The discovery, classification, and labeling of the
source data can be iterated to improve the classification of the scurce data and increase the
accuracy of labeling the source data. The labels of the source data comprise metadata that is
associated with the source data as a label index, as subsequently described. Guce the
discovery, classification, and labeling of the source data are completed, the label index is
loaded into the reference database 116 for use by one or more downstream applications.

As shown in FIG. 1B, once the profiling, classification, and labeling of the source
data has been performed by the execution system 102, the load data module 110 can send
data to each of the data dictionary database 114 and the reference database 116. If additional
fabels are defined during or as a resuit of the semantic discovery process, the newly defined
labels are added to the data dictionary database 114 for use in future labeling by the execution
system 102 (e.g., by the testing module 106). In addition or in the alternative, the load data
module 110 sends label index data to the reference database 116. The label index describes,
for the source data, which label is associated with each field of the source data that has been
labeled by the execution systemy 102, For example, for each label, the label index can include
a list of each field that is associated with that label. Alternatively, the label index can
describe, for each field of the source data, which labels are associated with that field. The
fabel index is stored in the reference database 116. In a subsequent labeling process by the
execution system 102, the label index can be checked (e g, by the classification module 105)
to determine whether a particular field has already been labeled. This can cause the execution
systern 102 to bypass the testing process and simply label the field with the known label,
reducing an amount of data that are processed for labeling the fields. In some

implementations, the data indicating that a label has already been applied to the field {(ora
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stmilar field) can be used during the testing processes to increase the accuracy of the
classifiers of the tests, as subsequently described.

The tabel index can be provided to or retrieved by one or more downstream
applications for various uses. The label index provides a quick reference for the downstream
applications to determine the meaning of the data values of the dataset without the
downstream application having to analyze the dataset. For example, an application need only
refer to the label index to determine the semantic meaning of a field. The label index can
indicate whether a particular field includes personally identifying information (PH), and how
to mask the data of that field. The label index can indicate what the schema of the dataset 18
{e.g., whether the field is a primary or foreign key). The label index can indicate, though the
atiributes of the desigoated labels, what the semantic relationships between the fields are
(e.g., whether they correlate to one another, whether there is a dependency, and so forth}.
Because this semantic meaning is included in the attributes of each of the labels, the
application need only refer to the label index, rather than scan the dataset itself, to retrieve
semantic information. Reducing the amount of data to be processed by the downstream
application reduces processing recourses for the application, because only the label index is
needed to determine the semantic meaning for each field in the dataset. In an example, the
label index may indicate which fields in the dataset include PI. Without scanning each field
of the dataset, the application can mask just those fields with PII as needed. As such, the
application can access the data store storing the dataset fewer timnes, and less data can be
transmitted (reducing bandwidth usage).

In some implementations, the data dictionary can also be provided to the application.
The relatively small data footprint of the data dictionary and the label index can be useful in
situations where the dataset is large in size. The sizes of the label index and the data
dictionary each increase slowly relative to the size of the dataset itself. Rather than requiring
the entire dataset to be retrieved to provide adequate context to the application, the label
index and the data dictionary provide all the context that the application needs to access only
the relevant portions of the dataset. The application can simply refer to the label of a dataset
and the attributes of the label to determine the context of the field in the dataset.

The source data of the data source 112 can include several different kinds of data. In
one example, the source data of the data source(s) 112 includes tables with data fields. The
execution system 102 is configured to discover, classify, and label the data fields of the
tables. For example, the execution system 102 analyses the data content of each discovered

field of the source data and determines what the data content of the data field is representing,
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The execution system 102 classifies each data field by associating the data field with a2 known
fabel {e.g., by assigning it a probability value). The labeled data of the tables can be output to
a data storage 114 that is accessible by other applications and systems for operating on the
labeled data. The process of discovering, classifying, and labeling the data fields of data
tables is subsequently described in detail. Data sources 112 can include any type of
computing system. For example, data sources 112 can include mainframes, databases,
unstructured data supplied from a third party, data lakes, personal computers, high-scale
networks, and so forth.

In this disclosure, the processes for discovering, classifying, and labeling data fields
of data tables are used as examples to illustrate the functionality of the execution system 102
and the networked system 100. However, while data fields are one example of something that
the execution system 102 is configured to discover, classify, and detect, the execution system
102 can operate on other types of data. For example, the execution system 102 recetves
application data from an application. The execution system 102 is configured to discover,
classify, and label different data for the application. The data can include different files that
are stored and accessed for operating the application. The execution system 102 can be used
to discover PIH stored by applications, discover malware, changes to the application files, and
so forth. In another example, the execution system 102 can analyze files stored in a file
system {e.g., on a personal computer). The execution system 102 can scan the file system to
identify a particular file subset defined by the user. For example, a user might wish to remove
work files from a home computer before reformatting the home computer. The execution
system 102 can be configured to scan the file system of the home computer and tag all the
work files. The execution system 102 can be configured to label data for data subjects’ rights,
such as right to forget, data erasure, subject access requests, data correction requests, data
suspension, data portability, and consent. Numerous other applications are possible.

To discover, classify, and label portions of the source data (such as data fields), the
execution system 102 is configured to access a reference database 116 for one or more files
118, The files 118 provide the execution system 102 with context for performing the
discovery, classification, and labeling of the source data. In some implementations, the
reference database 116 can store a lookup table that stores relationships between values that
are found in entries of the data fields. For example, the data storage can include a lookup
table matching codes to a glossary of terms which can be referenced by the execution system
102 during discovering, classifying, and labeling of the source data. The files 118 of the
reference database 116 can include weight values used for classification. For example, the
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weight values can indicate to the execution system 102 the probability that two terms (2.2,

business terms) are related to one ancther for the source data 112 being labeled. These values
can be generated during an initial iteration of the discovering, classifving, and labeling of the
source data 118, and updated during subsequent iterations, either by the user or automaticaily.

The files 118 can be defined in advance of discovering, classifying, and labeling of

g
the source data by the execution system 102, during the discovering, classifying, and
labeling, or after the discovering, classifying, and labeling in an iterative process. A
development environment (not shown) of the networked system 100 can provide a means by
which the user can write to the reference database 116 or update files 118 of the data storage.
For example, the development environment can include a user interface that provides
feedback to a user of the execution systern 102, For example, the user interface of the
development environment can display reports showing how the execution system 102 is
performing, such as what data fields are labeled and with what probability each classification
is made by the execution system 102, Examples of feedback provided to the user and the user
interface are subsequently described in detail.

Generally, the execution system 102 comprises one or more processors configured to
execute the logic of the profile data module 104, the classification module 105, the testing
module 106, the resulis corroboration module 108, and the load data module 110 The
operations of each of the profile data module 104, the classification module 105, the testing
module 106, the results corroboration module 108, and the foad data module 110 can be
performed either by batch processing or in real-time. Additionally, the execution system 102
can perform the operations of each of the modules 104, 105, 106, 108, 110 either
approximately contemporaneously or during different time periods. For example, in some
implementations, the profile data module 104 generates profile data representing a profile of
the source data from the data sources 112 at a first time. At a later time, once all the data from
the data sources 112 for a given time period has been profiled by the profile data module 104,
the classification module 105, the testing module 106, results corroboration module 108, and
foad data module 110 can analyze the profile data to discover, classify, and label data fields
of the source data and load the data into the data storage 116 for one or more downstream
applications.

FIGS. ZA-2E are block diagrams of showing how the execution system 202 profiles,
classifies, and labels data fields to identify a semantic meaning for the data fields. Turning to
FIG. ZA, a process 200a for profiling the data sources by the profile data module 104 is

shown. The profile data module 104 is configured to receive (254) the source data (e.g.,
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tables, files, etc.) and generate a data profile of the source data. The profile data module 104
discovers (250} fields of the source data {e.g., one or more data sets). The profile data module
104 can discover fields by identifving rows of tables in the source data, finding field names,
references to fields, or using any similar process. The profile data module 104 determines
{258} statistical attribute(s) of the data fields and generates (260) profile data including those
statistical attributes. The profile data identifies patterns in the source data. More specifically,
the profile data includes statistics about the values of data fields of tables of the source data.
For example, the profile data can include information specifying whether the data values of a
data field include numerical data, character strings, etc. For example, the statistics about the
data values can include a maximum value, a minimum value, a standard deviation, a mean,
and so forth of the values that are included in each of the data fields (if the data are
numerical}. In some implementations, the statistics about the data can include how many
digits or characters are in each entry of the data values. For example, the data profile can
indicate that each data value of a data field includes seven (or ten) numbers, which may
provide a contextual clue indicating that the data field includes telephone numbers. For
example, the data profile can indicate that each entry of the data field includes a value from a
small set of values, which may be used to trigger comparisons to lookup tables by the testing
module 106

Data ingestion for the profile data module 104 includes analyzing the field names of
the fields, the location of the fields in the tables (or files in the file system), and analysis of
the schema of the data. In other words, data ingestion occurs at the field level, the dataset
fevel, and the schema level.

For the field level, the profile data module 104 analyzes the values of the fields and
entries of the fields to generate the profile data. The profile data module 104 can determine
whether the value of the field or its entries are null, blank, valid for a particular data type, and
so on. The profile data can include statistics on null percentages, blank percentages, and
value per field percentages. The profile data module 104 can also generate data indicate a
change of these percentages from a baseline percentage (which can be specified by a user
through the development environment or automatically generated). In another example, the
profile data can include an indication of whether the data of an entry is valid for implicit data
type. For example, if a data field is known to be a string field, but date data 1s found, 1t may
be inferred that the data are invalid for that entry. In another example, the profile data can

include an indication that data of an entry are valid for a specified format {e.g., two decimal
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places are required, but no explicit type is specified}. In some implementations, some of this
functionality is executed by the testing module 106 after the profile data are generated.

For the dataset level, the profile data module 104 can provide statistics that relate a
portion of the source data to the data set of the source data overall. For example, the profile
data module 104 includes an indication of natural key uniqueness and key cardinality. The
profile data module 104 indicates whether there exist duplicates on kev values of the source
data. The profile data module 104 indicates whether there are duplicates on approximate
natural key matches. The profile data module 104 indicates a count of records with one or
more of these features. In some imoplementations, this information is deterratned by the
results corroboration module 108 after, for example, a field is determined to be key values.

For the schema level, the profile data module 104 is configured to determine the
statistical information of a data field with respect to the source data over time. For example,
the profile data module 104 detects whether there are added or removed columns in a new
version of the source data. The profile data module 104 detects delimited fields. In some
implementations, the profile data module 104 performs a lineage count to determine whether
any records were dropped from a prior version of the source data. Other schema evolution
can be detected. In some implementations, this functionality is performed by the results
corroboration module 108 after data fields are discovered in the profile data.

In some implementations, the profile data can be improved if contextual data are
available 1o the reference database 116. For example, if the user specifies formats for one or
more data fields of the source data, the profile data can generate additional statistical
information about those data fields. This can be part of an iterative process. For example,
once a data field is discovered in a first iteration (but if classification fails for that iteration}, a
user might look at the data content of the data field and provide the execution system 102
with additional information for analysis by the profile data module 104 (and other data
modules). For example, if the user specifies that all data fields should include only numerical
data, the profile data module 104 can quickly determine what data is invalid and provide
statistical measures of the that information in the data profile.

The profile data module 104 generates the profile data from the source data by
scanning the entire data set of the source data before generating the profile data. The profile
data module 104 does not need to copy the entire data set from the source data, though this
could be performed to generate the profile data. Because the data sets can be large (e.g., many

gigabytes in size or even many terabytes in size), wholesale copying of the data to a local
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system: for analysis may be impractical. Generally, the profile data module 104 scans over the
source data during periods of low activity for the data sources.

Turning to FIG. 2B, a process 200b for classifying the data fields using the profile
data by the classification module 105 is shown. The classification module 105 is configured
to receive (262} the protile data and receive (264) the source data including the fields. For
each tield of the source data, the classification module 105 is configured to look up (266) the
fabel index including existing labels for discovered fields of the source data {e.g., from the
reference database 116). These labels can be from prior iterations of the labeling process or
the label index (e.g., an initial label index) can be manually generated, imported, or otherwise
acquired. However, a label index need not exist prior to performing the labeling process.

For a field, the classification module determines (268) whether the field is already
associated with a label in the label index. It a field has not yet been labeled, or if no label
index exists, the classification module 105 determines that no label was found for the field If
needed, the classification module 105 generates a new label index to populate with semantic
fabels. The classification module 105 performs (270} a classification of the field data type.
The classification can be based on the profile data of the field, the field name, and the values
of the field. For example, the classification module 105 can determine that a field is a “date”
field. In some implementations, the classification module 105 can determine that the field is a
numeric field, a string field, or other such data type. While the classification module 105
determines a data type for the field, the semantic meaning of the field {(and thus the semantic
label} is determined by the testing module 106, as subsequently described. For example, the
classification module 105 can determine that the field is a date field, and the testing module
106 determines that the dates of the date field are “Dates of Birth” for customers. In another
example, the testing module 106 determines that a numeric field is a “User ID” field. Many
other such examples are possible. The classification module 105 generates (272} classified
data to be sent to the testing module 106 as a classification output 276 for finding the
semantic meaning. The classified data is tagged with the data type determined by the
classification module 105.

If a label is found, the classification module generates (274) label data that can be
passed through the testing module 106 and the results corroboration module 108. The label
data informs the testing moduie 106 and the results corroboration module 108 that the field
has already been labeled. This can be used to weight the classifiers applied to the field or
suggest a label. However, the field can be re-classitied by the classification module 105 and
re-tested by the testing module 106 to confirm that the label is accurate and potentially update
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the label attributes of that label in the data dictionary database 114. For example, if the testing
module 106 finds the existing label to be a poor fit, a new label can be suggested. If a user
selects the existing label {e.g., as presented by the results corroboration module 108), the
label data can be used as a flag to the execution systern 102 that the label attributes of the
fabel in the data dictionary database 114 are not representative of the data values being
fabeled by that label, and these attributes can be updated.

In some implementations, the classification module 105 can be updated over multiple
iterations using machine learning approaches. For example, if a discovered field has already
been labeled, the classifier can determine that further classification can be bypassed. In
another example, a score that was applied to a field can be updated based on additional data
that is received from the data source 112 or from user input. The classification module 105
can determine that different test{s} should be performed by the testing module 108 in
comparison to a prior iteration. For example, if a fingerprint analysis was inconclusivein a
prior iteration, the classifier can determine that this test should be bypassed (or replaced with
another test) in a subsequent iteration.

Turning to FIG. 2C, a process 200c¢ for classifying the fields as being associated with
semantic labels by the testing module 106 is shown. The testing module 106 is configured to
classify the source data of the data set using the statistics in the profile data and using
additional contextual information provided in the reference database 116 (such as lookup
tables 442} The classification output 276 of the classification module 105 15 used to provide
the context of a data type for each field and to provide existing labels for the field (if any).
The testing module 106 is configured to receive candidate [abels 440 from the data dictionary
database 114. The candidate labels are a library of existing labels, each associate with one or
more attributes, that identify the semantic meaning of a data field {e.g, to a downstream
application or a user). As previously stated, the attributes associated with each label in the
data dictionary database 114 provide the semantic meaning of the label. The testing module
106 determines which of those candidate labels is the most closely associated with the
attributes of the data fields determined by the data profile, the field names, and the data
values of the fields.

The testing module 106 includes a plurality of tests (or classifiers), each executed by a
different testing module, for associating one or more labels with each field being tested. For
example, after fields of the data set are discovered by the profile data module 104, the testing
modules determine how closely the attributes of the field correspond to the attributes of each

of the candidate labels. Bach test uses different data and approaches to propose one or more
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fabels. Because the different tests use different approaches for classification, the proposed
fabels from each test may not necessarily be the same. The proposed labels are corroborated
identify the semantic meaning of the fields results in a much more robust determination of the
semantic meaning than using any single test because no single factor {e.g., a field name, or
the inclusion of a particular value or set of values in the field, etc.) is relied upon as indicative
of the semantic meaning for the field.

The testing of the data in each data field can include determinations of one or more of
population levels of data of data sets (how often values occur 1o the data field), discovered
data types (e.g., dates or numbers are held as strings), domains of the data field, discovery of
key fields, determinations of whether fields are single words or description fields, and so
forth. For example, the classification of the data can include date and time analysis. The
testing module 106 thus receives the profile data from the profile data module 104 and
performs a serigs of statistical-based functions to identify, classify, and test the field detaiis
against a set of known label types. The rules of the testing vary depending on the data type,
which can be identified by the classification module 105 in the classification output 276, or in
some cases be included in the profile data generated by the profile data module 104

The testing module 106 is configured to perform a plurality of different classification
tests on the field names and the entries in the data field to determine how to label the data
field. The testing module 106 receives the classification output 276, the candidate labels 440,
and the any reference data 442 from the reference database 116 and provides these data to the
tests. The tests include a pattern analysis 410, a business term analysis 414, a fingerprint
analysis 418, and a keyword search 422. As previously stated, while tables with field names
and field data are described as an illustrative example, the tests 410, 414, 418, and 422 of the
testing module 106 can be performed on other data types. Examples of classification tests that
are executed against the data fields and data entries of the source data can include a fuzzy
matching plan, a column data plan, a business term matching plan, keyword matching, a
fingerprinting plan (e.g., contextual data lookup), pattern matching, and corroboration.

The fuzzy matching logic of the testing module 106 includes logic for fuzzy matching
of field names from a dictionary of terms. Generally, fuzzy matching is configured to find a
match between a tfield name and a term 1o the dictionary when an exact match cannot be
found. The system finds dictionary terms that are less than exact. For example, the testing
module 106 sets the threshold of the fuzzy match to a percentage value less than 100, and the

dictionary database (e.g., database 116) will then return any matches in its memory
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corresponding to (e.g., greater than) that percentage. In some implementations, a probability
score is assigned to each maich. The probability score can be presented to the user.

The business term analysis 414 of the testing module 106 includes ogic for matching
a data field name to a business term that is known in a glossary of terms. Generally, the
business term can be placed in different contexts or business term groups. The testing module
106 performms a check to find the occurrence of a particular word or term within another word
or term. This can include references to a particular specification. For example, the testing
module 106 receive a specification indicating different abbreviations for street names, such as
“st”, “ln”, “ave”, “pl”, “ct”, and so forth. The testing module 106 performs a check to
determine whether any of those abbreviations is included within the data field. If one or more
of the data eleruents of the specification are included in the data field, the testing wodule 106
determines that the data field includes street names. This piece of information can be used on
its own, such as to determine that the data field includes street names and therefore should be
labeled as such. This piece of information can also indicate that the data field includes other
information, such as addresses. The testing module 106 uses the determination that there are
street names in a column in addition to other data to determine whether the daia field includes
addresses, street names only, or some other data. In another example, the phrase “date of
birth” could be recognized and associated with such a label. (ther matching strategies can
include matching using fuzzy matching, synonyms, etc. Generally, the testing module 106
associates a probability score with each ratch. The user can generate the specifications to
configure this logic, such as through the development environment.

The pattern matching analysis 410 of the testing module 106 uses the data content of
the fields (in addition to or instead of the field names). The types of pattern matching that are
used for the pattern matching can be determined by the testing module 106 based on the
results of the classification data 276. For example, the classification data 276 may identify a
data tyvpe of a field, such as that the data are numerical. In this example, the profile data also
indicates that each entry in the data field is 13-18 characters long. This may indicate to the
testing module 106 that the data field may be a credit card number data field. To confirm this,
one or more paitern tesis can be execuied by the testing module 106 against the data of the
suspect data field. For example, the first 4-6 digits for each entry can be checked against a
tabie of 1ssuer codes. The last number can include a check digit defined by a Luhn test. f a
threshold percentage of the entries for the data field satisfy each of these patterns, the testing
module 106 can conclude that the field holds credit card numbers, and associate the field

name with the appropriate label and probability. For the pattern matching logic, both the data
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itself of a given field and the patterns of the data in the field (e g, tdentified in the profile
data) can be used to discern which pattern tests to run and what labels to apply to the given
data field.

The testing module 106 determines (408) whether to perform a pattern analysis test
410 on the source data 112, The determination can be a result of the classification data 276.
The pattern match analysis 410 uses profile data to determine whether the source data 112
conforms to predetermined patterns that are indicative of a candidate field label. For example,
if the data of a field has a particular length and composition, the pattern match analysis 410
identifies a corresponding candidate label. The pattern score applied to the fabel canbe a
function of how close a match the identified pattern is to the predetermined pattern, how
distinctive the pattern is, or any number of factors. The weight can be adjusted as a function
of the distinctiveness of the pattern. For example, a very unusual pattern may correspond to a
higher weight value. If the values for a discovered field match the pattern closely (over all or
a portion of the values), the score can be higher than if only a small number of values match
the pattern.

The testing module 106 can include a keyword search test 422. The keyword test
(which is similar to the business term matching test) includes data based tests including
searches for particular keywords within data fields. For example, to find an address, the
testing module 106 searches for common address words, such as “street”, “road”, “avenue”,
etc. The test can be extended by the user, who can add new keyword files to a specification of
the reference database 116. The keyword tests can be used to find a word in a phrase or in
part of a word, such as for addresses and company names in which there is a imited set of
common words that can uniguely identify the data field.

The testing module 106 can determine (420) whether to perform a keyword analysis
422 on the field names. In this example, the testing module 106 would execute a keyword
matching test if some of the fields still are not associated with label values. The field names
{and possibly the field values) are checked for whether they include one or more keywords
from a table, which may assist the testing module 106 in associating a particular label with
the fields. The testing module 106 performs the keyword search 422 and generates a keyword
search score.

The testing module 106 can include a fingerprinting test 418 for analyzing the data
values of the source data. The logic of the fingerprinting generally includes a data lookup for
data fields as a whole. Fingerprinting logic includes data value-based tests. The logic of
fingerprinting data fields includes comparing a known list {e.g., from reference database 116)
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against the data of the data field to determine if the data of the data field correlates to the data
of the list. For example, data from the data field can be compared to a list of first nares, a list
of state names, a list of city names, and so forth. The fingerprints (known data lists) are
generally representative, rather than comprehensive. In other words, the fingerprint need not
include each and every example of a value that is a part of the set of the fingerprint.
Generally, the fingerprint can include selected example values representing approximately
the most common values that should appear in the data entries of the data field. For example,
the fingerprint does not need all possible first names in the U.S. for a first name table, but
rather a selected group of the most popular names can be sufficient. For example, a top 100
names generally gives sufficient data for showing a correlation between the data field and the
data fingerprint. The data fingerprints can be generated from master data. For example, a
system might include the 50-100 most populous U8, cities to check whether a data field
corresponds fo city names. A user can add new domains to a specification in order to increase
the functionality of fingerprinting tests for a particular system.

The testing module 106 determines (416) whether to check fingerprint tables for the
fields. Fingerprinting can work well in situations where there is a long list of possible values
for a field, but a few of the values are expected to be more common than others. For example,
city names, street names, and even first and last names are good candidates for fingerprinting
analysis. The testing module 106 performs the fingerprint analysis 418 and generates a
flngerprint score.

The testing module 106 determines (412} whether to run a business term analysis. A
business term analysis can be useful wheuo there are many unique terms io the source data 112
that may correspond to business terms for labeling the fields. If the business analysis is
performed, the testing module 106 performs 414 a business terms analysis by comparing the
field names to business terms to find matches and generate labels and their associated
probabilities. The result of the business terms analysis 414 is associated with a weight and
score, similar to the pattern match analysis 410.

The testing module 106 can be configured to compare results across tests to improve
results using corroboration logic. For exarnple, corroboration logic can be used to validate a
business term match using another classification test. For example, a test specifying that a
data field includes maiden name values shouid also pass a classification test of being a last
name field.

The testing module 106 is configured to execute machine learning logic in which
classifications of prior data sets {e.g., from a particular source) or of prior iterations of the
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same data set are remembered and influence which tests are selected for subsequent iterations
and how the probability values of those subsequent iterations are determined. The machine
learning fogic is trained on the data set and can apply the weights that are developed using the
training data to classify new data of the data set.

Fach of the tests 410, 414, 418, and 422 can output cne or more proposed labels for
the data field being analyzed. The tests 410, 414, 418, and 422 need not be in agreement.
Each proposed label can be associated with a score (not shown) and a weight value (not
shown). The score and the weights for each label can be used by the results corroboration
module 108 to suggest a particular fabel of the proposed labels as identifying the semantic
meaning of the field and to categorize the label (or bucket the label) into a category. The
category (subseguently described) indicates how much agreement there is among the tests
and thus suggests a confidence of the proposed label as identifying the semantic meaning of
the data for the field.

To execute the tests, the testing module 106 receives the data 276, 442, and 440 and
determines whether each test is to be executed. For example, a test can be not executed if the
type of data being received is not formatted for the particular test. Any combination of the
tests can be executed. The testing module determines (408) whether to execute a patiern
analysis 410, determines (412) whether to execute business term analysis 414, determines
{416) whether to execute a fingerprint analysis 418, and determines (420} whether to execute
a keyword search 422. Each test 410, 414, 418, and 422 generates one or more proposed

labels and outputs the proposed labels. The tests results including all the proposed labels are

joined (424} and sent to the results corroboration module 108 as test results 306,

In some implementations, subsequent tests can be performed if a result has not yet
been found from the earlier tests. In some implementations, the testing module 106 prepares
reference data by retrieving data from the reference database 116 based on the source data
112 being analyzed. For example, the testing module 106 can retrieve data from the reference
database 116 based on a location of the source data 112, table names in the source data, user
input, and so forth. The testing module 106 can determine which lookup tables are to be
accessed and checked against each field of the source data. The choice of lookups can be
performed based on the profile data received from the profile data module 104,

In some implementations, the testing module 106 determines whether to run a schema
analysis. The schema analysis can be used to analyze the source data 112 over time and asa
whole. For example, if fields are missing, added, deleted, and so forth, the information can be

used for labeling other data fields.
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In some implementations, once the tests have each been completed, the testing
module 106 combines the associated scores to generate a final score, which is shown with the
associated proposed label to which the score applies. In some implementations, upstream
scores affect downstrearm scores, so that the scores are not distinet from one another, but
represent a score that is updated as each analysis occurs. In some implementations, each
proposed label and its score are separately reported to the results corroboration module 108,
which then determines how to categorize the test results 306,

In some implementations, the order of the tests can be such that more processing-
intensive tests are scheduled last. The more time-~intensive tests can be a last resort if other
tests fail. Ordering tests in this way can reduce processing time on the execution system 102
for labeling the source data 112

TFurning to FIG. 2D, the results corroboration module 108 is configured to execute
corroboration togic. Once the testing module 106 has run classification tests for the source
data and determined probability values for fabels of data fields of the source data, the results
corroboration module 108 performs a check to determine whether the classified results are
indicative of a high confidence or whether fusther testing should be performed.

The results corroboration module 108 recetves the test results 306 of the different
tests executed on the source data by the testing module 106 and determines whether the
results corroborate or conflict with each other. The results 306 of the tests of the testing
module 106 are sorted into several classification categories by the results corroboration
module 108. The categories include a match category 290, a recommendation category 291,
an tnvestigate category 292, and an ignore category 293. Each of the categories is indicative
of a similarity among the label proposals in the test results 306. For example, of all the label
proposals are identical, the test results have a high level of similarity. If each label proposal is
voting mechanism by each of the test. Each label proposals is associated with a weighted
score value. If one label proposal of a test does not maich the others, but is associaied with a
relatively high score value and a large weight compared to the other proposed labels of the
other tests, then the similarity can be identified as being lower despite that three of four tests
are in agreement.

Depending on the category ideuntified, the results corroboration moduie 108 can either
automatically validate the label as identifying the semantic meaning of the field or it can
prompt a user to manually validate the label. Validation can be done through a client device

on a user interface, as subsequently described.
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The match category 290 is indicative of the highest level of confidence for a label
{e.g., a 100 match). In some implementations, matched labels are automatically included in
the metadata associated with the source data. However, the results corroboration module 108
can still be configured to present this result to a user for manual validation. Generally, a
match categorization indicates that all the executed tests proposed the same label. In some
implementations, the match category can be selected if the labels do not all match, but when
any dissenting labels were below a score threshold, indicating general agreement among the
tests.

The recommendation category 291 generally indicates that at least one label has a
high quality association to the data field. However, the recommended label is generally below
a threshold level set for a highest confidence, and further validation is preferred. In some
implementations, a recommendation category is indicative of several high quality labels
being associated with the data field. In some implementations, the resulis corroboration
module 108 ranks and lists the recommended labels, each with a probability score, which can
aid a user in selecting the best label(s) for the data field.

The investigate category 292 is indicative of a value or a data field having some
interesting statistical property that does not pass any particular test. For example, the data
field can appear as though it should have a meaning, but no tests have proposed labels, or
they have or the proposed labels have scores below a given threshold. For example, the data
field can include profile attributes indicating that the data field is a domain or field of
significance in the source data, but no labels are recommended (or recommended above a
threshold probability). Generally, such a result indicates that additional rules should be added
to the tests (e.g., the tests should be extended or changed somehow) and performed again.

The ignore category 293 indicates that a data field is either designated as uninteresting
or that the field triggered no tests and displayed no profile attributes suggesting that the data
field is significant. Generally, the ignore category is shown when the data received have
errors or have no discernable pattern. While the ignore category may indicate that a new label
should be defined, it generally indicates that the field includes miscellanecus data that has no
particular structure.

Generally, to categorize (e.g., bucket) the test results 306 into a category, the results
corroboration module 108 performs a process 285, The resuits corroboration module 108
compares {286) the test results from the field. For each field, the results corroboration module

assigns {288) the tests results 306 to a category based on the level of similarity.
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In addition to generating a classification file specifying a classification category, the
results corroboration module 108 is configured to generate other files. The other files include
a profile comments file. The profile comments file is a file that describes the resufts of the
classification analysis process. The other files include a discovery results summary, which
describes the combined output form the business term matching process and the
fingerprinting process.

The results corroboration module 108 is configured to determine whether there are
outliers for data values based on aggregates and ranges for each data field. Outliers include
data values that do not conform to an identified refationship or format for a data field. Results
corrcboration module 108 determines outliers are determined based on clustering and
predictions of relationships from the classification of the testing module 106.

The processes described above can be iterated to increase the accuracies of the
classifications and enable a user to update the classification tests to get better results. As
stated previously, in some implementations, machine learning logic can be used to train
classifier(s) during each iteration to facilitate this process. Generally, once the profile data is
generated by the profile data module 104, the processes of the testing module 106 and the
results corroboration module 108 are iterated; new protile data need not be repeatedly
generated unless the source data itself is updated.

Once the profile data module 104, the classification module 105, the testing module
106, and the results corroboration module 108 have generated labels for each of the data
fields, the load data module 110 can load the metadata including the label index into the
reference database 116. Turning to FIG. 2E, the load data module 110 executes a process 299
for updating the label index and loading the data into the reference database 116. The load
data module 110 receives (295} the field name and receives (296) the proposed label for the
field, which has been validated either manually or automatically. The load data module 110
joins {297} the field name and the proposed label. The load data module updates the label
index by associating the label with the field’s location in the daia set. The load data module
joins {298} the labels for the data sets being analyzed into a label index that can be referenced
for the data set by the execution system 202 and by downstream applications.

Generally the reference database 116 can be accessed by one or more downstream
computing systems for various applications. For exaruple, the generated labels of data sets
can be used for data quality enforcement, personal data anonymization, data masking, (PH)

reports, test data management, data set annotation, and so forth.
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The load data module 110 is configured to package the metadata and the source data
into a package that is usable by one or more other computing systems. For example, once the
profile data is generated, the operations of the classification module 105, the testing module
106 and the results corroboration module 108 can be each configured to run multiple
instances of their processes in parallel on different partitions of the source data. For example,
if the source data includes a plurality of tables, the source data can be partitioned by table.
The testing module 106 and the results corroboration module 108 can run instances of their
logical processes on a plurality of tables concurrently to increase throughput of the processes
of the execution system 102, Once the source data are labeled, the load data module 110 can
be configured to merge the partitions back together and store the labeled source data in the
reference database 116,

FIGS. 3A-3G are block diagrams of the process for profiling, classifying and labeling
data fields to identify the semantic meaning of the data fields. In the example of FIG. 3A  a
block diagram 300a shows that source data 302 is partitioned so that each table 302a, 302b is
processed in paraliel by the execution system 102, The source data 302 includes fields and
values of entries in the fields. As previously discussed, while tables and fields are shown as
examples of source data, the source data can include other types of data. The profile data
module 104 receives the source data 302 and stores index data 302¢ in the reference database
116. The index data 302¢ can be an index of the tables for the source data 302. The index
data 302¢ are later modified to include the labels for each of the fields in the source data 302
and thus becomes the label index. As shown in FIG. 3A, the index data 302¢ associates a
field name with a field location in the source data 302 for each field.

The source data 302 includes two tables, table 302a and table 302b. The first table
302a includes dates, city names, and alpha-numeric codes. The second table 302b includes
names, phone numbers, and dates. While it may be apparent to a user that the city names are
indeed city names, or that the phone numbers are indeed phone numbers, it might be harder
for user to determine the purpose of the alphanumeric codes or determine what the dates are
representing. The execution system 102 is configured to solve this issue by classitying each
of the fields of the first and second tables 302a, 302b as described previously.

Generally, the profile data module 104 first profiles all the tables of the source data
302 to determine statistical characteristics about the tables. Once the profile data 304a, 304b
has been generated for each of tables 302a, 302b, respectively, the execution system 102
partitions the first table 302a into a first partition 304a and the second table 302b into a

second partition 304b.
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As previcusly discussed, the profile data 304 includes statistical information about the
field names and the entries of each of the fields. For example, for table 302a, the profile data
304a identifies four fietds: Datel, DateZ, Place, and 13. The profile data module 104 has
determined that the data values (also called entries) of Datel include the same format:

i #HE . In praciice, the profile data module 104 can determine that nearly all the values
have this format, and discard outliers. In addition to determining a format of the values of
Datel, the profile data module 104 determined that the values of Datel all fall within 1-12 for
the first two digits. This data can indicate to the testing module 106 that the values of the
entries for Datel are dates.

Similarly, the profile data module 104 performs a format analysis and a statistical
analysis on each of the fields Date2, Place, and ID. Date2 also has a ##/##/##4## format for its
entries. The profile data module 104 has also determined that the values of the last four-digit
portion of Date2 are always greater than the corresponding values of the las four-digit portion
of the entries of Datel. This indicates that, if both Datel and Date2 include dates, that the
date values of Date2 are always later in time than the corresponding date values of Datel for
each entry in the table 302a. The profile data module 104 determines that Place is a character
string in which a two-character code always follows a first word. The profile data module 104
determines that 1D always includes an alphanumeric string of length 7, which may provide
clues to the testing module 106 that the value of ID is a code, user ID, etc.

The profile data module 104 also profiles table 302b to generate profile data 302b.
Generally, the tables 302a, 302b are profiled together before partitioning occurs. The profile
data module 104 determives that Last of table 302b includes a string, and that the value of
“Smith” is the most common entry (x2). The profile data module 104 determines that First of
table 302b includes a string, and that the value of “John” is the most common entry (x3). The
profile data module 104 determines that M/F includes a single character that is one of two
values: “M” or “F.” The profile data module 104 determines that the format of Number
includes (i y#H##-4HH and that the numbers within the parentheses (or the first three
numbers) are from a limited set. The profile data module 104 determines that Comment
includes a string, and that the furst two digits are between 1 and 12.

The profile data 304, once generated by the profile data module 104, is send to the
testing module 106, The testing module 106 13 configured to operate on the tables in paraliel
in partitions 306a and 306b. The profile data module 104 sends profile data 304 to the

classification module 10S.
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Turning to FIG. 3B, a block diagram 300b shows how the classification module 105
processes the profile data 304 and the source data 302 for classifying the type of data for each
field. The classification module 105 receives (401) the profile data 304 from the profile data
module 104 and the label index 220 from the reference database 116. The classification
module 105 selects (405) a field from the source data. In this example, field Datel is selected
for classification. The classification is performed on a field-by-field basis for the source data
302. The profile data 314 for the selected field are classified based on whether there is an
existing label for the field. Here, a status of field Datel is shown as <NOT YET LABELED>.
The classification module 105 classifies the field Datel to determine that the field is a date
field, and indicates any labels for the field (none are found in this case). These information is
the classification output 286 that is sent to the testing module 106,

TFurning to FIG. 3C, a diagram 300c¢ shows how the testing module 106 proposes
label(s) for the field Datel. This diagram 300¢ shows testing for a single field of the data set
at a first time T1. Testing is performed on field-by-field basis, but generally all fields are
tested for the data set. The testing module 106 generates classification outputs 306 by using
the clues provided by the classification output 286, the profile data 304, and data stored in the
reference database 116 including a lookup table 442, For example, as previously described,
the classification module 105 determines from the format of Datel of table 302a that the first
field is a “date” field. The additional information that the first portion is a number between 1-
12 {and that the systern uses U.S. date notation) further suggests that Datel 15 a date field.
The testing module 106 assigns a probability that Datel is a date field of 95. However, with
no further context, the testing module 106 cannot determine what kind of date the date field is
representing. The date field of Datel could include a date of signing up for a service, a date
of birth, a renewal date, and so forth. The testing module can determine that the Datel field is
a “Date of Birth” field because the tests use the contextual information of the reference
database 116 and the label table 440. The label table 440 includes the list of defined labels for
the data set being analyzed. The label table 440 can be amended as needed to add additional
tabels, as previously described. As shown in FIG. 3C, each label of the label table 440 as one
or more attributes which describe what features there are for the data that the label should be
describing. For example, a valid phone number has the first three digits from a set of possible
numbers in an areas codes table in the reference database. For example, a date for the Date of
Expiration field will always be later than the date in the Date of Birth field (if one exists).

These attributes, which indicate complex relationships among field values and other features
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of the data, indicate that the data have the semantic meaning identified by the associated
fabel.

To test the field Datel, the testing module 106 performs the tesis 410, 414, 418, and
422 in any combination as previously described. One or more labels are proposed by each
test. For example, the pattern match analysis 410 proposes a Date of Birth label proposal 318
with a score of 80 and a weight of 1.5. For example, the business term analvysis 414 proposes
a Date of Expiration label proposal 320 with a score of .75 and a weight of 1.1. For example,
the fingerprint analysis 418 proposes a Date of Birth label proposal 322 with a score of .60
and a weight of 1.75. For example, the keyword search analysis 422 proposes a Date of Birth
fabel proposal 324 with a score of 0 and a weight of .5. The weights can be predetermined
based on feedback applied to the execution system 102 by the user or can be automatically
adjusted by a machine learning process. The scores indicate how strong the proposal isby a
test. For exarmple, the score of 0 for the keyword search test 422 can be given because the
available data are not properly formatted for such an analysis to be used. Therefore, the
proposal for this test is discarded in this case. A score of 1, for example, indicates a high
confidence for the test that the proposed label is correct. For example, if all the attributes for
a particular label in the label table 440 are identified in the source data 302 and the profile
data 304 for the field Datel, the test can be certain that the particular label accurately
identifies the semantic meaning of the field.

The testing module 106 joins 424 the label proposals 318, 320, 322, and 324 into test
results 326. The test results 326 include the labels that are proposed and their associated
scores and weights. The results corroboration module 108 uses the scores and weights to
determine how similar the label proposals are to each other for categorizing the proposal into
a category.

Turning to FIG. 3D, diagram 300d shows a second time T2 after which each of the
fields of the source data have been tested. Test results 326 are shown for Datel, and these are
foined with other test results for other fields. For example, the testing module 106 determines
that Date? is a Date of Expiration with a 95 score, similar to the determination that Datel is a
Date of Birth. The testing module 106 bas additional context that this date is always after the
date value of Datel for each entry. Additional information can be accessed to further define
the date. In this example, the test proposes “Date of Expiration” as a potential field name.
The testing module 1006 assigns a score of 53 to DateZ for the label of “Date of Birth” based

on a fingerprint analysis.
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The testing module 106 performs a lookup based on the values in the entries of Place.
As previously described, the testing module 106 can use lookup tables, keyword matching,
fuzzy matching logic, etc. to determine that the values of the character string are city names,
and that the two-letter sirings in each entry represent state abbreviations. In some
implementations, the testing module 106 is configured to dissect the two portions of each
value of the entries of Place to determine that the entry values represent both city and state
names.

The testing module 106 refers to a particular lockup table provided for this source
data 302 by a systern administrator. Because this system is ingesting data froro a motor
vehicles department, one of the tables that is included by the user is a Driving License ID
table. The testing module 106 can determine that the formats of the values of 113 maich the
formats of the Driving License [Ds that are in the lockup table. In this case, a fingerprinting
algorithm is applied. While some matches are found between ID and the lookup table values,
in this example there are only a few matches. The testing module 106 assigns a corresponding
score of 62 to this label. A subsequent iteration in this example could provide additional
values for the fingerprinting algorithm to get a stronger match. However, in other examples,
the fingerprinting algorithm can provide a high-confidence match on a first attempt.

In parallel to analysis of table 302a in partition 306a, the testing module 106 is
configured to analyze the profile data for and content of table 302b in pastition 306b. In this
example, the testing module 106 applies one or more classifiers to Last of table 302b to
determine that the field represents last names. For example, the classification algorithms
described previously can be applied to the data of the table 302b. Because the most common
value (“Smith™} only occurs twice, the testing module 106 assigns the field a label of “Last
WName” with a low score of 35. However, for First, based on a similar analysis of a lookup
table, because the name “John” occurs more frequently (and is identified as a first name
value), the first name score is 85.

The testing module 106 performs a check against single character codes for the values
of M/F of table 302b. A gender designation table is found, and the values of M/F match those
specified in the table. M/F is assigned a label of “Gender” with a 98 score.

For Number, the testing module 106 determines that the format of each entry {or most
entries) corresponds to a phone mumber. As a second check, the first three digits are
compared to an area codes table. Because the first three digits of each value of Number match
values in the area codes table (not shown), the testing module 106 assigns a label of “phone

number” to Number with a 100 score. For Comment, the testing module 106 determines that
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no test has found a likely label. The test results 306 can be kept in partitions 306a, 306b based
on the tables being analyzed.

Turning to FIG. 3E, the diagram 300e shows how the results corroboration module
108 processes the test results 326 for the field Date 1. FIG. 3E shows a time T1 for
processing the particular field Date 1, as each field is categorized on a field-by-field basis.
The results corroboration module 108 receives, the test results 326 for field Datel.

The results corroboration module 308 compares the label proposals of the test results
326 to one another at module 286. The data of birth label proposal has a count of 3, while the
date of expiration iabel proposal has a count of 1. In some implementations, a simple voting
mechanism can be used to determine which label(s) should be shown to the user as the final
fabel proposed for identifying the semantic meaning of a field such as Datel. In some
implementations, the scores and weights can be used to determine which tabel is proposed
and what category is associated with the proposed label. For example, the results
corroboration module 108 can rank the proposed labels by their weighted scores and select
the highest ranked proposed label. In some implementations, all proposed labels are shown to
the user for validation (if more than one is proposed).

The results corroboration module 108 assigns the proposed label to a category based
on the similarity among the proposed labels by module 288. The category can be selected
based on the weight scores, counts for each proposed label, and so forth. A function of the
counts, scores, and weights can be used to assign the label proposal(s) for a field to one of the
categories 290, 291, 292, or 293. Here, because the proposed labels are not unanimous among
the tests, and because the dissenting test is associated with a high enough weighted score
value, the recommended category 291 is chosen (rather than the match category 290). The
results corroboration module will likely prompt a user to validate the categorized proposal
289,

A report generation module 380 can generate a report 381 showing how each of the
fields is categorized and with what label proposals. For example, a histogram is shown
including a count for each category and which fields and propoesed labels are in each
category. Generally, a low number of fields need to be investigated, while a high number of
fields have recommended proposals or matched proposals.

Turning to FIG. 3F, block diagram 300e shows a time T2 for the results corroboration
module after all the fields have associated categorized label proposals. The test results and
assigned categories 221 are sent to a test results validation module 399. The validation
module 399 can cause presentation of a user interface to a user, such as on a validation data
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source 111 {e.g, a client device). Validation data 309 are received via the source 111, and
the validated labels are assigned to the fields as assigned labels 308. Each field is associated
with one assigned label identifying the semantic meaning of the data of the field.

Turning to FIG. 3G, diagram 330f shows how the assigned fabels 308 for the fields of
the source data 302 are stored by the load data module 110 and how the label index is
updated/generated. The load data module 110 receives the index data 302¢ from the reference
database 116. The index 302¢ is used to generate, for each label in the data dicticnary
database 114, a location of every field assigned that label. The label index 310 shows this
association. When downstream applications manipulate the source data 302, the label index
can be referenced 310 to reduce errors in data handling and quickly look up the semantic
meaning for a given field without having to analyze the data further. This makes it possible
for downstream applications to screen personally identifving data, for example, without
actually accessing the data itself.

FIG. 4 is a flow diagram 400 showing operations performed by logic engines of the
execution system for discovering, classifying and labeling data fields by analyzing a data
profile generated from data of the data fields. As previously described, once an analysis has
been pertormed by the results corroboration module 108, the analysis can be repeated if the
results are inconclusive.

FIG. 5 shows a block diagram of the execution system 102 for discovering,
classifying and labeling data fields by analyzing a data profile generated from data of the data
fields is shown. The execution system 102 is shown in an example environment 500 in which
a particular field 208 is being labeled from source data 202 including fields 202a, 202b, and
202c. In this example, the extensibility of the system is shown, as a label has already been
associated with field 208.

In the example of FIG. 5, the source data 202 includes a field 208 called
“Field XYZ,” which is a technical field name. The execution systemn 102 is configured to
receive the source data 202 and label the field 208 with a business term that represents what
kinds of values are stored in the field. The field 208 includes data entries, such as data entry
210 which includes the string “Austin TX.”

The profile data module 104 is configured to receive the source data 202 and
generate profile data from the source data. While this example 1s constrained to a particular
data entry, the source data 202 typically includes many entries. Generally, the entries can be
scanned for statistical information. Once the profile data are generated for a field (or
generally, a table), the testing module 106 performs one or more classification tests, as
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described previcusly. The classification 106 can reference the reference database 116 1o
determine whether the field name “Field XYZ” already has a label. Tu this example, a direct
ookup result is found in a label index 154. The field name “Field XYZ” is known (e.g,bya
specification generated by a user or by some other means) to represent the field name of
“City Name.” Because this relationship is explicitly defined in the index 154, the testing
module 106 can score the relationship with a high confidence or pass the result to the results
corroboration module 108, The testing module 106 can use the knowledge of what a “City
Name” might be to make further determinations as to what value is included in the value 210.

The labels that are identified by the testing module 106 are sent to the results
corroboration module 108, The results corroboration module 108 categorizes the label into a
category “match” 218, determines whether the label should be automatically applied, and
requests validation if needed. The results corroboration module 108 corrcborates the different
classification tests as previously described to output a ranked list of recommendations for
fabeling the field 208. Once the label 220 is validated, the assigned label is sent to update the
index table 152 if needed. In some implementations, the attributes of the label City Name can
be updated based on the attributes of field 208.

Turning to FIG. 6A, a depiction is shown of a user interface 500 showing results of a
data profile process, such as by profile data module 104, The user interface 500 includes a
header 501 and rows 502a-e and columns 504, 506, 508, and 510. Each of the rows 502a-¢
represents a field of the source data 112, In some implementations, different rows represent
the same field (such as rows 502a and 502b}, but each row shows a ditferent detected
relationships between the field and other fields. For example, row 502a shows that the field
“Datel” correlates to the field “Date2,”

field “ID.”

while row 502b shows that field “Last” determines

Column 504 shows each of the fields of the source data 112. Column 506 shows the
kind of relationship that is detected between the field and a related field of the source data
112, shown in column 508. Column 510 includes the confidence score (e.g., probability) that
the fields of columns 504 and 508 are related to one ancther as indicated in column 506,

The relationships that are detected in the source data can be used by the testing
module 100 to determine label values for each of the fields. For example, determining that a
zip code field is related to a state field can provide clues as to what each field means in
practical terms. This is useful if names of the fields are technical or otherwise do not indicate

the type of data that are included in the fields.
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Turning to FIG. 6B, a depiction is shown of a user interface 520 including results of a
classification process of the testing module 106. A window 524 shows discovered fields
526a-e list. In this example, fields from columns 504 and 508 of FIG. 6A are included. Box
526a shows which fields have been analyzed by the testing module 106. In this example, field
“Patel” has been analyzed. In some implementations, each field can be selected to show
details about how the testing module 106 analyzes that discovered field and how the score is
generated. For example, the bold outline of buiton 526a shows that this button has been
selected.

Window 528 shows details of the analysis of the selected discovered field of window
524. Here, window 528 shows that four classifier tests are applied: pattern match analysis,
business terms analysis, fingerprint analysis, and keyword search. Each test is associated with
a corresponding weighted score. The final, adjusted score is also shown in box 536.

Window 534 shows a list 530 of candidate labels and their adjusted scores. Here, the
fabel “Date of Birth” is associated with a score of 95. A second label, “Date of Expiration,” is
associated with a score of 33. While the candidate labels are shown as ranked according to
their scores, the candidate labels can be shown in any order. The score of 95 matches the
adjusted score shown in window 528, The analysis performed and scores shown in window
528 are associated with the candidate label 532a “Date of Birth.”

Window 534 shows additional details about the classification process of the testing
module 106, For the number of proposed iabels can be shown. In this example, the number is
2. In another example, a number of iterations for analyzing one or more of the discovered
fields can be shown.

FIG. 6C is a depiction of a user interface 540 showing an example of the resulis of the
results corroboration module 108, The user interface 540 includes a proposed labels pane 542
in which labels that are likely to represent data ficlds are shown. A window 552 shows which
fields are discovered in the analysis as received by the results corroboration module 108, The
discovered field 554 has a name of “Place,” which is included in the profile data of FIG. 6A
and analyzed as described in relation to FIG. 6B. A proposed label 556 having a value of
“City Name” is recommended to the user as a iabel for a field “Place”

The recommended item information pane 544 includes data describing the discovered
field for which the label 1s recommended. For example, the current label(s) 558 assigned io
the field can be shown. In this example, the field is not yet labeled (possibly, user input i3

pending). The values of entries in the data field can be shown in pane 574, Links among
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fields can be shown in menu 572. In this example, values including “Albany,” “Boston,”
“Cleveland,” “Detroit,” “Evanston,” and “Fargo” are shown.

The profile summary pane 550 shows summary of the contents of the field. For
exarple, the summary pane S50 can include statistical data about the field, such as total
values, missing values, a number of distinct/unique values, minimum and maximum lengths
of the entries, the characters included in the entries, the data type(s) of the entries, and so
forth. In this example, the field to be labeled “genre” has 28 values, with 28 unique values.
All values are between 3 and 11 characters fong, and all are string type. These clues can be
used by the testing module 106 to determine that the label “genre” should be recommended,
in addition to the data of the entries.

The common values pane 548 shows which values are most common in the field and
their relative proportion of the values of the field. In this example, all different values of the
field occur a similar number of times.

The patterns pane 546 shows common patteras for each of the entries of the field. For
example, if a date were present, the pattern might include ##/##/###, as described above.
Here, there is no particular pattern which dominates the field, though values including a
pattern of “New 7 are the most common. While these particular profile data are shown in
panes 550, 548, 546, any data can be shown which can assist a user in approving a proposed
candidate name for the discovered field.

Turning to FIG. 6D, a depiction of a user interface 560 showing recommendations for
labels of discovered data fields. The user interface is presented in a tabular format in which
values of the table are interactive. Column 562 shows field names received in the source data.
Column 564 shows which labels have been assigned to the field. As described previously,
each field can be associated with more than one label. Column 566 shows a proposed label
for the field of column 562. Column 5608 identifies which test{s} were run by the testing
module 106 on the field, how strong the results are, and what category of recommendation is
made for the label. Column 570 shows and pending decisions for the user with respect to the
field of column 562. For example, the user might be prompted to accept/reject a proposed
fabel, rerun a test with updated parameters, and so forth,

In this example, in the final row, the discovered field “Datel,” which has been
discovered, profiled, classified, and labeled as described in relation to FIGS. 6A-6C, 15
shown. The field “Datel” is assigned a label of “Date of Birth.” As shown in column 568, the
category of the label is the “recommend” category, as the score associated with the candidate
fabel is 95, as shown in FIG. 6B. The analysis performed included pattern matching in
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addition to other analyses. The decision to assign a label to the field “Date?” is open, as a
fabel has been assigned and no further action is needed by the user.

FIG. 7 shows a flow diagram of the process 600 for labeling discovered fields with
candidate labels. The process 600 includes identitying (602) a field included in one or more
data sets, with the field having an identifier. The process 600 includes, profiling (604}, by a
data processing system, one or more data values of the field to generate a data profile. The
process 600 includes accessing (600) a plurality of label proposal tests. The process 600
includes generating (608) a set of label proposals based on applying at least the plurality of
fabel proposal tests to the data profile. The process 600 includes determining (610) a
similarity among the abel proposals in the set of label proposals. The process 600 includes
selecting (612) a classification based at least on the similarity among the label proposals in
the set. The process 600 includes determining (614) if user input is required. The process 600
includes rendering (616) a graphical user interface that requests input if user input is required.
The process 600 includes identifving (618) one of the label proposals as identifying the
semantic meaning. The process includes storing (620), in a data store, the identifier of the
field with the identified one of the label proposals that identifies the semantic meaning,

The techniques described above can be implemented using software for execution on
a computer. For instance, the software forms procedures in one or more computesr programs
that execute on one or more programmed or programmable computer systems (which can be
of various architectures such as distributed, client/server, or grid) each including at least one
processor, at least one data storage system (including volatite and non-volatile memory
and/or storage elements), at least one input device or port, and at least one output device or
port. The software can form one or more modules of a larger program, for example, that
provides other services related to the design and configuration of charts and flowcharts. The
nodes, links and elements of the chart can be implemented as data structures stored in a
computer readable medium or other organized data conforming to a data model stored in a
data repository.

In some implementations, the data processing system described in this specification
includes one or more aspects. In an aspect, a method iroplemented by a data processing
system for discovering a semantic meaning of data of a field included in one or more data
sets includes identifyving a field 1ncluded in one or more data sets, with the field associated
with an identifier. The method includes, for that field, profiling, by a data processing system,
one or more data values of the field to generate a data profile. The method includes, for that
field, accessing a plurality of label proposal tests, based on applying at least the plurality of

3

-3



Wy

10

20

30

WO 2020/243499 PCT/US2020/035226

fabel proposal tests to the data profile. The method includes, for that field, generating a set of
fabel proposals. The method includes, for that field, determining a similarity among the label
proposals in the set of label proposals. The method includes, for that field, based at least on
the similarity among the label proposals in the set, selecting a classification. The method
includes, for that field, based on the classification, rendering a graphical user interface that
requests input in identifying a label proposal that identifies the semantic meaning or
determining that no input is required. The method includes, for that field, identifving one of
the label proposals as identifying the semantic meaning. The method includes, for that field,
storing, 10 a data store, the identifier of the field with the identified one of the label proposals
that identifies the semantic meaning. The method includes, receiving a request to process the
one or more data sets including a particular identifier. The method includes accessing, in
response to the request, from the data store, the particular identifier and a particular label
associated with the particular identifier. The method includes determining, based on the
particular [abel, one or more data processing rules for processing at least a portion of the one
or more data sets. The method includes processing at least the portion of the one or more data
sets in accordance with the selected one or more data processing rules.

Generally, the stored identifier of the field with the identified one of the label
proposals that identifies the semantic meaning is an index such a label index. When the data
processing system is processing the fields of the data set, the data processing system does not
need to access the values of the field to determine how the values are to be processed. Rather,
the data processing system can simply access the associated label in the label index for the
filed and subsequently access a particular set of rules for processing the data {(e.g., a set of
data quality rules, data masking rules, and so forth). The particular set of rules is associated
with the label in the label index. Thus, the data processing system can more accurately
process the data set because the data processing system has selected the appropriate
processing rules for processing the values of the labeled fields. This reduces errors in
processing the data values of the fields for various applications, such as data masking,
schema analysis of the data set, applying data quality rules, selecting test data, and so forth.
For example, the label can be associated with atiributes {e.g., in the label table as previously
described) to indicate to the data processing system what the structure of the data setis {e.g.,
whether a field corresponds to a key value field). The data processing system can then
process the data set according to the atiributes associated with the label that labels the field.
These attributes, in this example, may be indicating that the field includes key values. Thus,

in an aspect, the stored identifier is used by the data processing system to access particular
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data processing rules or operations for processing the fields that are labeled by the proposed
fabels.

In an aspect, profiling the one or more data values of the field includes determining a
format of a data value of the field. In an aspect, profiling the data values of the field includes
determining a statistical value representing the data values included in the field.

In an aspect, the statistical value comprises at least one of a minimum length of the

data values of the field, a maximum length of the data values of the field, a most common

data value of the field, a least common data value of the field, a maximum data value of the
field, and a minimum data value of the field.

In an aspect, applying the plurality of label proposal tests includes determining that
the field includes a primary key for a data set of the one or more data sets and selecting a
label propesal test of the plurality of label proposal tests that are that is related to the primary
key.

In an aspect, applying the plurality of label proposal tests includes performing a
metadata comparison of data values of the field to terms in a glossary of terms.

In an aspect, applying the plurality of label proposal tests includes determining, from
the data profile, a pattern represented by the data values stored of the field, determining a
particular [abel that is mapped to the pattern, and labeling the field with the particular label.

In an aspect, applying the plurality of label proposal tests includes: retrieving a list of
values that are representative of a data collection, comparing the data values of the field to
the list of values, determining, in response to the comparing, that a threshold number of the
data values match the values of the list, and in respounse to the determining, labeling the field
with a particular label that specifies the data collection.

In an aspect, applying the plurality of label proposal tests includes generating at east
two labels for the field and determining whether the at least two labels are exclusive or
inclusive of one another.

In an aspect, the method includes determining, in response to applying the plurality of
fabel proposal tests, a relationship between the field and another field of the one or more data
sets. In an aspect, the relationship includes one of an indication that a first data value the field
determines a second data value stored in the other field, an indication that the first data value
correlates to the second data value, or an indication that the first data value is identical to the
second data value.

In an aspect, the plurality of label proposal tests are each associated with at least one

weight value. The method includes updating a weight value associated with at least one Iabel
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proposal test and reapplying the label proposal test to the data profile using the updated
weight value. In an aspect, the method includes training the plurality of label proposal tests
using a machine learning process.

In an aspect, the method includes retrieving, from a data quality rules environment,
one or more data quality rules that are assigned to the label proposal specifying the semantic
meaning, and assigning a data quality rule of the one or more data quality rules to the field.

In an aspect, comparing the {abel proposals generated from the label proposal tests
includes applying a score value to each label proposal, for each label of the label proposals,
combining the score values associated with that label, and ranking the labels according to the
score value associated with each label.

In an aspect, the method includes receiving validation of the label proposals from the
plurality of label proposal tests, and responsive to receiving the validation, weighting the
plurality of label proposal tests with the label proposals.

In an aspect, the data store includes a data dictionary.

In an aspect, the method includes outputting the label proposals to a data quality rules
environment. In an aspect the method includes reducing, based on the identified one of the
fabel proposals, a number of errors for processing data for the field using data quality rules
from the data quality environment relative to another number of errors for processing the data
for the field without using the identified one of the label proposals.

In an aspect, a data processing system for discovering a semantic meaning of a field
included in one or more data sets includes a data storage storing instructions and at least one
processor configured to execute the instructions stored by the data storage. The operations
include identifying a field included in one or more data sets, with the field associated with an
identifier. The operations include, for that field, profiling, by a data processing system, one or
more data values of the field to generate a data profile. The operations include, for that field,
accessing a plurality of label proposal tests, based on applying at least the plurality of label
proposal tests to the data profile. The operations include, for that field, generating a set of
tabel proposals. The operations include, for that field, determining a similarity among the
fabel proposals in the set of label proposals. The operations include, for that field, based at
least on the similarity among the label proposals in the set, selecting a classification. The
operations include, for that field, based on the classification, rendering a graphical user
interface that requests input in identifying a label proposal that identifies the semantic
meaning or determining that no input is required. The operations include, for that field,
identifying one of the label proposals as identifying the semantic meaning. The operations
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include, for that field, storing, in a data store, the identifier of the field with the identified one
of the label proposals that identifies the semantic meaning. The operations include, receiving
a request to process the one or more data sets including a particular identifier. The operations
include accessing, in response to the request, from the data store, the particular identifier and
a particular label associated with the particular identifier. The operations include determining,
based on the particular label, one or more data processing rules for processing at least a
portion of the one or more data sets. The operations include processing at least the portion of
the one or more data sets in accordance with the selected one or more data processing rules.

Generally, the stored identifier of the field with the 1dentified one of the label
proposals that identifies the semantic meaning is an index such a label index. When the data
processing system is processing the fields of the data set, the data processing system does not
need to access the values of the field to determine how the values are to be processed. Rather,
the data processing system can simply access the associated label in the label index for the
filed and subsequently access a particular set of rules for processing the data {e.g., a set of
data quality rules, data masking rules, and so forth). The particular set of rules is associated
with the label in the label index. Thus, the data processing system can more accurately
process the data set because the data processing system has selected the appropriate
processing rules for processing the values of the labeled fields. This reduces errors in
processing the data values of the fields for various applications, such as data masking,
schema analysis of the data set, applying data quality rules, selecting test data, and so forth.
For example, the label can be associated with attributes (e.g., in the label table as previcusly
described) to indicate to the data processing systern what the structure of the data setis (e.g.,
whether a field corresponds to a key value field). The data processing system can then
process the data set according to the attributes associated with the label that labels the field.
These attributes, in this example, may be indicating that the field includes key values. Thus,
in an aspect, the stored identifier is used by the data processing system to access particular
data processing rules or operations for processing the fields that are labeled by the proposed
fabels.

In an aspect, profiling the one or more data values of the field includes determining a
format of a data value of the field. In an aspect, profiling the data values of the field includes
determining a statistical value representing the data values included tn the field.

In an aspect, the statistical value comprises at least one of a minimum length of the

data values of the field, a maximum length of the data values of the field, a most common
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data value of the field, a least common data value of the field, 2 maximum data value of the
field, and a minimum data value of the field.

In an aspect, applyving the plurality of label proposal tests includes determining that
the field includes a primary key for a data set of the one or more data sets and selecting a
fabel proposal test of the plurality of label proposal tests that are that is related to the primary
key.

In an aspect, applying the plurality of label proposal tests includes performing a
metadata comparison of data values of the field to terms in a glossary of terms.

In an aspect, applying the plurality of label proposal tests includes determining, from
the data profile, a pattern represented by the data values stored of the field, determining a
particular label that is mapped to the pattern, and labeling the field with the particular label.

In an aspect, applying the plurality of label proposal tests includes: retrieving a list of
values that are representative of a data collection, comparing the data values of the field to
the list of values, determining, in response to the comparing, that a threshold number of the
data values match the values of the list, and in response to the determining, labeling the field
with a particular label that specifies the data collection.

In an aspect, applying the plurality of label proposal tests includes generating at least
two labels for the field and determining whether the at least two labels are exclusive or
inclusive of one another.

Io an aspect, the operations include determining, in response to applying the plurality
of label proposal tests, a relationship between the field and another field of the one or more
data sets. In an aspect, the relationship includes one of an indication that a first data value the
field determines a second data value stored in the other field, an indication that the first data
value correlates to the second data value, or an indication that the first data value is identical
to the second data value.

In an aspect, the plurality of label proposal tests are each associated with at least one
weight value. The operations include updating a weight value associated with at least one
fabel proposal test and reapplying the label proposal test to the data profile using the updated
weight value. In an aspect, the operations include training the plurality of label proposal tests
using a machine learning process.

In an aspect, the operations include retrieving, from a data quality rules environment,
one or more data quality rules that are assigned to the label proposal specifying the semantic

meaning, and assigning a data quality rule of the one or more data quality rules to the field.
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In an aspect, comparing the label proposals generated from the label proposal tests
includes applying a score value to each label proposal, for each label of the label proposals,
combining the score values associated with that label, and ranking the labels according to the
score value associated with each label.

In an aspect, the operations include receiving validation of the label proposals from
the plurality of label proposal tests, and responsive to receiving the validation, weighting the
plurality of label proposal tests with the label proposals.

In an aspect, the data store includes 2 data dictionary.

In an aspect, the operations include outputting the label proposals to a data quality
rules environment. In an aspect the operations include reducing, based on the identified one
of the label proposals, a number of errors for processing data for the field using data quality
rules from the data quality environment relative to another number of errors for processing
the data for the field without using the identified one of the label proposals.

In an aspect, one ot more non-trassitory computer readable media storing instructions
for discovering a semantic meaning of a field included in one or more data sets, the
instructions being executable by one or more processors configured to perform operations.
The operations include identifying a field included in one or more data sets, with the field
associated with an identifier. The operations include, for that field, profiling, by a data
processing system, one or more data values of the field to generate a data profile. The
operations include, for that field, accessing a plurality of label proposal tests, based on
applying at least the plurality of label proposal tests to the data profile. The operations
include, for that field, generating a set of label proposals. The operations include, for that
field, determining a similarity among the label proposals in the set of label proposals. The
operations include, for that field, based at least on the similarity among the label proposals in
the set, selecting a classification. The operations include, for that field, based on the
classification, rendering a graphical user interface that requests input in identifying a label
proposal that identifies the semantic meaning or determining that no input is required. The
operations include, for that field, identifying one of the label proposals as identifying the
semantic meaning. The operations include, for that field, storing, in a data store, the identifier
of the field with the identified one of the label proposals that identifies the semantic meaning.

Generally, the stored identifier of the field with the identified one of the label
proposals that identifies the semantic meaning is an index such a label index. When the data
processing system is processing the fields of the data set, the data processing system does not
need to access the values of the field to determine how the values are to be processed. Rather,
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the data processing system can simply access the associated label in the label index for the
filed and subsequently access a particular set of rules for processing the data (e.g., a set of
data quality rules, data masking rules, and so forth). The particular set of rules is associated
with the label in the label index. Thus, the data processing system can more accurately
process the data set because the data processing system has selected the appropriate
processing rules for processing the values of the labeled fields. This reduces errors in
processing the data values of the fields for various applications, such as data masking,
schema analysis of the data set, applying data quality rules, selecting test data, and so forth.
For example, the fabel can be associated with attributes {e.g., in the label table as previously
described) to indicate to the data processing system what the structure of the data setis (e.g.,
whether a field corresponds to a key value field). The data processing system can then
process the data set according to the attributes associated with the label that labels the field.
These atiributes, in this example, may be indicating that the field includes key values. Thus,
in an aspect, the stored identifier is used by the data processing system to access particular
data processing rules or operations for processing the fields that are labeled by the proposed
labels.

In an aspect, profiling the one or more data values of the field includes determining a
format of a data value of the field. In an aspect, profiling the data values of the field includes
determining a statistical value representing the data values included in the field.

Io an aspect, the statistical value comprises at least one of a munirourn length of the
data values of the field, a maximum length of the data values of the field, a most common
data value of the field, a least common data value of the field, a maximum data value of the
field, and a minimum data value of the field.

In an aspect, applying the plurality of label proposal tests includes determining that
the field includes a primary key for a data set of the one or more data sets and selecting a
label proposal test of the plurality of label proposal tests that are that is related to the primary
key.

In an aspect, applying the plurality of label proposal tests includes performing a
metadata comparison of data values of the field to terms in a glossary of terms.

In an aspect, applying the plurality of label proposal tests includes determining, from
the data profile, a pattern represented by the data values stored of the field, determining a
particular label that is mapped to the pattern, and labeling the field with the particular label.

In an aspect, applying the plurality of label proposal tests includes: retrieving a list of
values that are representative of a data collection, comparing the data values of the field to
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the list of values, determining, in response to the comparing, that a threshold number of the
data values match the values of the list, and in response to the determining, labeling the field
with a particular label that specifies the data collection.

In an aspect, applying the plurality of label proposal tests includes generating at least
two labels for the field and determining whether the at least two labels are exclusive or
inclusive of one another.

In an aspect, the operations include determining, in response to applying the plurality
of label proposal tests, a relationship between the field and another field of the one or more
data sets. In an aspect, the relationship includes one of an indication that a first data value the
field determines a second data value stored in the other field, an indication that the first data
value correlates to the second data value, or an indication that the first data value is identical
to the second data value.

In an aspect, the plurality of label proposal tests are each associated with at least one
weight value. The operations include updating a weight value associated with at least one
fabel proposal test and reapplying the label proposal test to the data profile using the updated
weight value. In an aspect, the operations include training the plurality of label proposal tests
using a machine learning process.

In an aspect, the operations include reirieving, from a data quality rules environment,
one or more data quality rules that are assigned to the label proposal specifying the semantic
meaning, and assigning a data quality rule of the one or more data quality rules to the field.

In an aspect, comparing the label proposals generated from the label proposal tests
includes applying a score value to each label proposal, for each label of the label proposals,
combining the score values associated with that [abel, and ranking the labels according to the
score value associated with each igbel.

fn an aspect, the operations include receiving validation of the label proposals from
the plurality of label proposal tests, and responsive to receiving the validation, weighting the
plurality of label proposal tests with the label proposals.

In an aspect, the data store includes a data dictionary.

In an aspect, the operations include outputting the label proposals to a data quality
rules environment. In an aspect the operations include reducing, based on the identified one
of the label proposals, a number of ercors for processing data for the field using data quality
rules from the data quality environment relative to ancther number of errors for processing

the data for the field without using the identified one of the label proposals.
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The techniques described herein can be implemented in digital electronic circuitry, or
in computer hardware, firmware, sofiware, or in combinations thereof. An apparatus can be
implemented in 3 computer program product tangibly embodied or stored in 2 machine-
readable storage device (e.g., a non-transitory machine-readable storage device, a machine-
readable hardware storage device, and so forth) for execution by a programmable processor;
and method actions can be performed by a programmable processor executing a program of
instructions to perform functions by operating on input data and generating output. The
embodiments described herein, and other embodiments of the claims and the techniques
described herein, can be implemented advantageously in one or more computer programs that
are executable on a programmable system including at least one programmable processor
coupled to receive data and instructions from, and to transmit data and instructions to, a data
storage system, at least one input device, and at least one output device. Each computer
program can be implemented in a high-level procedural or object oriented programming
fanguage, or in assembly or machine language if desired; and in any case, the language can be
a compiled or interpreted language.

Processors suitable for the execution of a computer program include, by way of
example, both general and special purpose microprocessors, and any one or mMore processors
of any kind of digital computer. Generally, a processor will receive instructions and data from
a read-only memory or a random-access memory or both. The essential elements of' a
computer are a processor for executing instructions and one or more memory devices for
storing instructions and data. Generally, a computer will also include, or be operatively
coupled to receive data from or transfer data to, or both, one or more mass storage devices for
storing data, €. 2., magnetic, magneto optical disks, or optical disks. Computer readable media
for embodying computer program instructions and data include all forms of non-volatile
memory, tncluding by way of example semiconductor memory devices, e.g., EPROM,
EEPROM, and flash memory devices, magnetic disks, e.g., internal hard disks or removable
disks; magneto optical disks; and CD ROM and DVD-ROM disks. The processor and the
memory can be supplemented by, or incorporated in special purpose logic circuitry. Any of
the foregoing can be supplemented by, or incorporated in, ASICs (application-specific
integrated circuits).

To provide for interaction with a user, embodiments can be implemented on a
computer having a display device, e.g., a LCD (liquid crystal display) monitor, for displaying
information to the user and a keyboard and a pointing device, e.g., a mouse or a trackball, by
which the user can provide input to the computer. Other kinds of devices can be used to
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provide for interaction with a user as well; for example, feedback provided to the user can be
any form of sensory feedback, e.g., visual feedback, auditory feedback, or tactile feedback;
and input from the user can be recetved in any form, including acoustic, speech, or tactile
input.

Embodiments can be implemented in a computing system that includes a back end
component, e.g., as a data server, or that includes a middleware component, e ¢., an
application server, or that includes a front end component, e.g., a client computer having a
graphical user interface or a Web browser through which a user can interact with an
implementation of embodiments, or any combination of such back end, middieware, or front
end components. The components of the system can be interconnected by any form or
medium of digital data comrmunication, e.g., a communication network. Examples of
communication networks include a local area network (LAN) and a wide area network
(WAN), e.g., the Internet.

The system and method or parts thereof may use the "World Wide Web" (Web or
WWW), which is that collection of servers on the Internet that utilize the Hypertext Transfer
Protocol (HTTP). HTTP is a known application protocol that provides users access to
resources, which may be information in different formats such as text, graphics, images,
sound, video, Hypertext Markup Language (HTML), as well as programs. Upon specification
of a link by the user, the client computer makes a TCP/IP request to a Web server and
receives information, which may be another Web page that is formatted according to HTML.
Users can also access other pages on the same or other servers by following instructions on
the screen, entering certain data, or clicking on selected icons. It should also be noted that any
type of selection device known to those skilled in the art, such as check boxes, drop-down
boxes, and the like, may be used for embodiments using web pages to allow a user to select
options for a given component. Servers run on a variety of platforms, including UNEX
machines, although other platforms, such as Windows 2000/2003, Windows NT, Sun, Linux,
and Macintosh may also be used. Computer users can view information available on servers
or networks on the Web through the use of browsing software, such as Firefox, Netscape
Navigator, Microsoft Internet Explorer, or Mosaic browsers. The computing system can
include clients and servers. A client and server are generally remote from each other and
typically interact through a communication network. The relationship of chient and server
arises by virtue of computer programs running on the respective computers and having a

client-server relationship to each other.

.
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Other embodiments are within the scope and spirit of the description and the claims.
For example, due to the nature of software, functions described above can be implemented
using software, hardware, firmware, hardwiring, or combinations of any of these. Features
implementing functions may also be physically located at various positions, including being
distributed such that portions of functions are implemented at different physical locations.
The use of the term “a” herein and throughout the application is not used in a limiting manner
and therefore is not meant to exclude a multiple meaning or a “one or more” meaning for the
term “a.” Additionally, to the extent priority is claimed to a provisional patent application, it
should be understood that the provisional patent application is not lirniting but includes

examples of how the techniques described herein may be implemented.
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Various embodiments have been described. The present invention may also (alternatively) be

described by the below numbered aspecis 1 1o 76,
ASPECTS

1. A method implemented by a data processing system for discovering a
semantic meaning of data of a field included in one or more data sets, the method including:
identifying a field included in one or more data sets, with the field associated with an
identifier; and
for that field:
profiling, by a data processing system, one or more data values of the field to
generate a data profile;
accessing a plurality of label proposal tests;
based on applying at least the plurality of label proposal tests to the data
profile, generating a set of label proposals;
determining a similarity among the label proposals in the set of label
proposals;
based at least on the similarity among the label proposals in the set, selecting a
classification;
based on the classification, rendering a graphical user interface that requests
input in identifying a label proposal that identifies the semantic meaning or
determining that no input is required;
identifying one of the label proposals as identifving the semantic meaning; and
storing, in a data store, the identifier of the field with the identified one of the

label proposals that identifies the semantic meaning.

2. The method of aspect 1, wherein profiling the one or more data values of the field

includes determining a format of a data value of the field.

3. The method of aspect 1, wherein profiling the data values of the field includes

determining a statistical value representing the data values included in the field.

4. The method of aspect 3, wherein the statistical value comprises at least one of a

minimum length of the data values of the field, a maximum length of the data values of the
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field, a most common data value of the field, a least common data value of the field, a

maximum data value of the field, and a minimum data value of the field.

5. The method of aspect 1, wherein applying the plurality of label proposal tests
includes:

determining that the field includes a primary key for a data set of the one or more data
sets; and

selecting a label proposal test of the plurality of label proposal tests that are that is

related to the primary key.

6. The method of aspect 1, wherein applying the plurality of label proposal tests
includes:
performing a metadata comparison of data values of the field to terms in a glossary of

terms.

7. The method of aspect 1, wherein applying the plurality of label proposal tests
includes:

determining, from the data profile, a pattern represented by the data values stored of
the field;

determining a particular label that is mapped to the pattern; and

labeling the field with the particular label.

8. The method of aspect 1, wherein applying the plurality of label proposal tests
includes:

retrieving a list of values that are representative of a data collection;

comparing the data values of the field to the list of values;

determining, in response to the comparing, that a threshold number of the data values
match the values of the list; and

in response to the determining, labeling the field with a particular label that specifies

the data collection.

0. The method of aspect 1, wherein applying the plurality of label proposal tests
includes:
generating at least two labels for the field; and

0
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determining whether the at least two labels are exclusive or inclusive of one ancther.

10. The method of aspect 1, further including:
determining, in response to applying the plurality of label proposal tests, a

relationship between the field and another field of the one or more data sets.

11. The method of aspect 10, wherein the relationship includes one of an indication
that a first data value the field determines a second data value stored in the other field, an
indication that the first data value correlates to the second data value, or an indication that the

first data value is identical to the second data value.

12. The method of aspect 1, wherein the plurality of label proposal tests are each
associated with at least one weight value, the method further including;
updating a weight value associated with at feast one label proposal test; and

reapplving the label proposal test to the data profile using the updated weight value.

13. The method of aspect 1, further inchuding training the plurality of label proposal

tests using a machine learning process.

14. The method of aspect 1, further comprising:
retrieving, from a data quality rules environment, one or more data quality rules that
are assigned to the label proposal specifying the semantic meaning; and

assigning a data quality rule of the one or more data quality rules to the field.

15. The method of aspect 1, wherein comparing the fabel proposals generated from
the label proposal tests includes:

applying a score value to each {abel proposal;

for each label of the label proposals, combining the score values associated with that
fabel; and

ranking the labels according to the score value associated with each label.

16. The method of aspect 1, further including:
receiving validation of the label proposals from the plurality of label proposal tests;

and

(4]
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responsive to receiving the validation, weighting the plurality of label proposal tests

with the label proposals.

17. The method of aspect 1, wherein the data store includes a data dictionary.

18. The method of aspect 1, further including:

outputting the label proposals to a data quality rules environment.

19. The method of aspect 18, further including:

reducing, based on the identified one of the Iabel proposals, a number of errors for
processing data for the field using data quality rules from the data quality environment
relative to another number of errors for processing the data for the field without using the

identified one of the label proposals.

20. A data processing system for discovering a semantic meaning of a field
included in one or more data sets, the system including:
a data storage storing instructions; and
at least one processor configured to execute the instructions stored by the data storage
to perform operations including:
identifying a field included in one or more data sets, with the field having an
identifier; and
for that field:
profiling, by a data processing system, one or more data values of the
field to generate a data profile;
accessing a plurality of label proposal tests;
based on applying at least the plurality of label proposal tests to the
data profile, generating a set of label proposals;
determining a similarity among the label proposals in the set of iabel
proposals;
based at least on the similarity among the label proposals in the set,

selecting a classification;

4]
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based on the classification, rendering a graphical user interface that
requests input in identifying a label proposal that identifies the semantic
meaning or determining that no input is required;

identifying one of the label proposals as identifying the semantic
meaning; and

storing, in a data store, the identifier of the field with the identified one

of the label proposals that identifies the semantic meaning.

21. The system of aspect 20, wherein profiling the one or more data values of the

field includes determining a format of a data value of the field.

22. The system of aspect 20, wherein profiling the data values of the field inclades

determining a statistical value representing the data values included in the field.

23 The system of aspect 22, wherein the statistical value comprises at least one of
a minimum length of the data values of the field, a maximum length of the data values of the
field, a most common data value of the field, a least common data value of the field, a

maximum data value of the field, and a minimum data value of the field.

24, The system of aspect 20, wherein applying the plurality of label proposal tests
includes:

determining that the fleld includes a primary key for a data set of the one or more data
sets; and

selecting a label proposal test of the plurality of label proposal tests that are that is

related to the primary key.

25. The system of aspect 20, wherein applying the plurality of label proposal tests
includes:
performing a metadata comparison of data values of the field to terms in a glossary of

terms.

26. The system of aspect 20, wherein applying the plurality of label proposal tests

includes:
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determining, from the data profile, a pattern represented by the data values stored of
the field;
determining a particular label that is mapped to the pattern; and

labeling the field with the particular label.

27. The system of aspect 20, wherein applying the plurality of label proposal tests
includes:

retrieving a list of values that are representative of' a data collection;

comparing the data values of the field to the list of values;

determining, in response to the comparing, that a threshold number of the data values
match the values of the list; and

i response to the determining, labeling the field with a particular label that specifies

the data collection.

28. The system of aspect 20, wherein applying the plurality of label proposal tests
includes:
generating at least two labels for the field; and

determining whether the at least two labels are exclusive or inclusive of one another.

29. The system of aspect 20, the operations further including:
determining, in response to applying the plurality of label proposal tests, a

relationship between the field and another field of the one or more data sets.

30.  The system of aspect 29, wherein the relationship includes one of an
indication that a first data value the field determines a second data value stored in the other
field, an indication that the first data value correlates to the second data value, or an

indication that the first data value 1s identical o the second data value.

31, The system of aspect 20, wherein the plurality of label proposal tests are each
associated with at least one weight value, the operations further including:
updating a weight value associated with at Jeast one label proposal test; and

reapplving the label proposal test to the data profile using the updated weight value.
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32. The system of aspect 20, the operations further including training the plurality

of label proposal tests using a machine learning process.

33 The system of aspect 20, the operations further including:
retrieving, from a data quality rules environment, one or more data quality rules that
are assigned to the label proposal specifying the semantic meaning; and

assigning a data quality rule of the one or more data quality rules to the field.

34 The system of aspect 20, wherein comparing the label proposals generated
from the label proposal tests includes:

applying a score value to each iabel proposal;

for each label of the label proposals, combining the score values associated with that
label; and

ranking the labels according to the score value associated with each label.

35.  The system of aspect 20, the operations further including:

receiving validation of the label proposals from the plurality of label proposal tests;
and

responsive to receiving the validation, weighting the plurality of label proposal tests

with the label proposals.

36, The system of aspect 20, wherein the data store includes a data dictionary.

37 The system of aspect 20, the operations further including:

outputting the label proposals to a data quality rules environment.

38, The system of aspect 37, the operations further including;

reducing, based on the identitied one of the label proposals, a number of errors for
processing data for the field using data quality rules from the data quality environment
relative to another number of errors for processing the data for the field without using the

identified one of the label proposals.
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39. One or more non-transitory computer readable media storing instructions for
discovering a semantic meaning of a field included iv one or more data sets, the instructions
being executable by one or more processors configured to perform operations including:

identifying a field included in one or more data sets, with the field haviog an
identifier; and

tor that field:

profiling, by a data processing sysiem, one or more data values of the field to
generate a data profile;

accessing a plurality of label proposal tests;

based on applying at least the plurality of label proposal tests to the data
profile, generating a set of label proposals;

determining a similarity among the label proposals in the set of label
proposals;

based at least on the similarity among the label proposals in the set, selecting a
classification;

based on the classification, rendering a graphical user interface that requests
input in identifying a label proposal that identifies the semantic meaning or
determining that no input is required;

identifying one of the label proposals as identifying the semantic meaning; and

storing, in a data store, the identifier of the field with the identified one of the

label proposals that identifies the semantic meaning.

40. The one or more non-transitory computer readable media of aspect 39,
wherein profiling the one or more data values of the field includes determining a format of a

data value of the field.

41 The one or more non-transitory computer readable media of aspect 39,
wherein profiling the data values of the field includes determining a statistical value

representing the data values included in the field.

42. The one or more non-transitory computer readable media of aspect 41,
wherein the statistical value comprises at least one of a minimum length of the data values of

the field, a maximum fength of the data values of the field, a most common data value of the
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field, a least common data value of the field, a maximum data value of the field, and a

minimum data value of the field.

43. The one or more non-transitory computer readable media of aspect 39,
wherein applying the plurality of label proposal tests includes:

determining that the field includes a primary key for a data set of the one or more data
sets; and

selecting a label proposal test of the plurality of label proposal tests that are that is

related to the primary key.

44.  The ove or more nou-transitory computer readable media of aspect 39,
wherein applying the plurality of label proposal tests includes:
performing a metadata comparison of data values of the field to terms in a glossary of

terms.

45, The one or more non-transitory computer readable media of aspect 39,
wherein applying the plurality of label proposal tests includes:

determining, from the data profile, a pattern represented by the data values stored of
the field;

determining a particular label that is mapped to the pattern; and

labeling the field with the particular label.

46, The one or more non-transitory computer readable media of aspect 39,
wherein applying the plurality of label proposal tests includes:

retrieving a list of values that are representative of a data collection;

comparing the data values of the field to the list of values;

determining, in response to the comparing, that a threshold number of the data values
match the values of the list; and

in response to the determining, labeling the field with a particular label that specifies

the data collection.

47. The one or more non-transitory computer readable media of aspect 39,
wherein applying the plurality of label proposal tests includes:

generating at least two labels for the field; and

NG
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determining whether the at least two labels are exclusive or inclusive of one anocther.

43. The one or more non-transitory computer readable media of aspect 39, the
operations further including:
determining, in response to applying the plurality of label proposal tests, a

relationship between the field and another field of the one or more data sets.

49 The one or more non-transitory computer readable media of aspect 48,
wherein the refationship includes one of an indication that a first data value the field
determines a second data value stored in the other field, an indication that the first data value
correlates to the second data value, or an indication that the first data value 1s identical to the

second data value.

50. The one or more non-transitory computer readable media of aspect 39,
wherein the plurality of label proposal tests are each associated with at least one weight
value, the operations further including:

updating a weight value associated with at least one label proposal test; and

reapplying the label proposal test to the data profile using the updated weight value.

51 The one or more non-transitory computer readable media of aspect 39, the
operations further including training the plurality of label proposal tests using a machine

learning process.

52. The one or more non-transitory computer readable media of aspect 39, the
operations further including:

retrieving, from a data quality rules environment, one or more data quality rules that
are assigned to the label proposal specifying the semantic meaning, and

assigning a data quality rule of the one or more data quality rules to the field.

53, The one or more non-transitory computer readable media of aspect 39,
wherein comparing the label proposals generated from the label proposal tests includes:

applying a score value to each label proposal;

tor each label of the label proposals, combining the score values associated with that

tabel; and
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ranking the labels according to the score value associated with each label.

54, The one or more non-transitory computer readable media of aspect 39, the
operations further including:

receiving validation of the label proposals from the plurality of label proposal tests;
and

responsive to receiving the validation, weighting the plurality of label proposal tests

with the label proposals.

535. The one or more non-transitory computer readable media of aspect 39,

wherein the data store includes a data dictionary.

56. The one or more non-transitory computer readable media of aspect 39, the
operations further including:

outputting the label proposals to a data quality rules environment.

57. The one or more non-transitory computer readable media of aspect 56, the
operations further including:
reducing, based on the identified one of the label proposals, a number of errors for
processing data for the field using data quality rules from the data quality environment
relative to another number of errors for processing the data for the field without using the

identified one of the label proposals.

58. A data processing system for discovering a semantic meaning of a field
included 1n one or more data sets, the system including:
means for identitying a field included in one or more data sets, with the field having
an identifier;
for that field:
means for profiling, by a data processing system, one or more data values of
the field to generate a data profile;
means for accessing a plurality of label proposal tests;
means for generating, based on applying at least the plurality of label proposal

tests to the data profile, a set of label proposals;
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means for determining a similarity among the label proposals in the set of
label proposals;

means for selecting, based at least on the similarity among the label proposals
in the set, a classification;

means for rendering, based on the classification, a graphical user interface that
requests input in identitying a label proposal that identifies the semantic meaning or
determining that no input is required;

means for identifying one of the label proposals as identifying the semantic
meaning; and

means for storing, in a data store, the identifier of the field with the identified

one of the label proposals that identifies the semantic meaning.

59.  The system of aspect 58, wherein the means for profiling the one or more data
values of the field includes:

means for determining a format of a data value of the field.

60. The system of aspect 58, wherein the means for profiling the data values of the
field includes:
means for determining a statistical value representing the data values included in the

field.

61.  The system of aspect 60, wherein the statistical value comprises at least one of
a minimum length of the data values of the field, a maximum length of the data values of the
field, a most common data value of the field, a least common data value of the field, a

maximum data value of the field, and a mimmum data value of the field.

62.  The system of aspect S8, wherein the means for applying the plurality of label
proposal tests includes:

means for determining that the field includes a primary key for a data set of the one or
more data sets; and

means for selecting a label proposal test of the plurality of label proposal tests that are

that is related to the primary key.
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63. The system of aspect 58, wherein applying the plurality of label proposal tests
includes:
means for performing a metadata comparison of data values of the field to terms tn a

glossary of terms.

64. The system of aspect 58, wherein applying the plurality of label proposal tests
includes:

means for determining, from the data profile, a pattern represented by the data values
stored of the field: and

means for determining a particular label that is mapped to the pattern; and

means for [abeling the field with the particular label.

65, The system of aspect 58, wherein the means for applying the plurality of label
proposal tests includes:

means for retrieving a list of values that are representative of a data collection;

means for comparing the data values of the field to the list of values;

means for determining, in response to the comparing, that a threshold number of the
data values maich the values of the list; and

means for in response to the determining, labeling the field with a particular label that

specifies the data collection.

66. The system of aspect 58, wherein applying the plurality of fabel proposal tests
includes:

means for generating at least two labels for the field; and

means for determining whether the at least two labels are exclustve or inclusive of one

another.
67. The system of aspect 58, further including:
means for determining, in response to applying the plurality of label proposal tests, a

relationship between the field and another field of the one or more data sets.

68.  The system of aspect 67, wherein the relationship includes one of an

indication that a first data value the field determines a second data value stored in the other
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field, an indication that the first data value correlates to the second data value, or an

indication that the first data value 1s identical to the second data value.

69. The system of aspect S8, wherein the plurality of label proposal tests are each
associated with at least one weight value, the system further including:

means for updating a weight value associated with at least one label proposal test; and

means for reapplying the label proposal test to the data profile using the updated

weight value.

70.  The system of aspect 58, the system further including:
means for training the plurality of label proposal tests using a machine learning

process.

71. The system of aspect S8, further including:

means for retrieving, from a data quality rules environment, one or more data guality
rules that are assigned to the label proposal specifying the semantic meaning; and

means for assigning a data quality rule of the one or more data quality rules to the

field.

72 The system of aspect 38, wherein the means for comparing the label proposals
generated from the label proposal tests includes:

means for applying a score value to each label proposal;

means for combining, for each label of the label proposals, the score values associated
with that label; and

means for ranking the labels according to the score value associated with each label.

73. The system of aspect 58, further including:

means for receiving validation of the label proposals trom the plurality of label
proposal tests; and

means for responsive to receiving the validation, weighting the plurality of label

proposal tests with the fabel proposals.

74. The system of aspect 58, wherein the data store includes a data dictionary.
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75. The system of aspect 58, further including:

means for outputting the label proposals to a data quality rules environment.

76. The system of aspect 75, further including:

means for reducing, based on the identified one of the label proposals, a number of
errors for processing data for the field using data quality rules from the data quality
environment relative to another number of errors for processing the data for the field without

using the identified one of the label proposals.

A number of embodiments of the invention have been described above. Nevertheless,
it will be understood by one of ordinary skill in the art that various modifications may be
made therefrom without departing from the invention which is defined by the scope of the

following claims including equivalents thereof.



