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and on the verifiability of the transaction. For example, if electronic commerce
can be easily conducted, then even the novice computer user will choose to
20 engage in such activities. Therefore, it is important that techniques be developed
to facilitate conducting such activities electronically.

The Internet facilitates conducting activities electronically, in part,
because it uses standardized techniques for exchanging information. Many
standards have been established for exchanging information over the Internet,

25 such as electronic mail, Gopher, and the World Wide Web (“WWW™). The
WWW service allows a server computer system (i.e., web server or web site) to
send graphical web pages of information to a remote client computer system. The
remote client computer system can then display the web pages. Each resource
(e.g., computer or web page) of the WWW is uniquely identifiable by a Uniform

30 Resource Locator (“URL”). To view a specific web page, a client computer
system specifies the URL for that web page in a request (e.g., a HyperText
Transfer Protocol (“HTTP”) request). The request is forwarded to the web server




the requested web page to the client conputer system Wen the client :
conput er Wa 920430 r ecei ves the web page, it typically dlmmpwmne web page

using a biggsipporté it A6 Page. S i ﬁﬁiwb@eﬁaegegeiv&&[ﬁ; rﬂgﬁ#y t:@gges
gr egoften Fq 8?13‘51 g’aﬂr&&bal? %ﬁn}gﬁ 1: §Zh e§t COMBWRTGh ot her
3 t ?ndar dﬁ sustemmccclm ﬁlorwdxpage,l—if ¥picallyodisplays ﬁnesﬂdnmedxsmg a bfowsegs th ?t t
quest to
tﬁeI Breg Wb?%wﬁépt, a V\%b %gaglgi%sgy lol&?s&?? o sen %ﬁe reg{udél?t to the
server %\ﬁ%ﬂ'ﬁ VP %o transfer to the client corrputer system an HTM
.docunent that defi nCurrenily,web pages. aneheftent definadyusing ddyperText Madmpent i s
s et | neq netfer (IEDMLEY EMoRgh Yiicr® Hondaids Moo \ap ) IRlaBHS HIMLICD Poge
that cont rp(S?%leFe ag gﬂﬁ%t“aﬂﬁs’gﬁrﬁ%‘” 8oWt? Bpee ls‘a&‘dg%fbr?&ﬁ’ at ur es.
is The HT mommakmcmwam ﬁURIbsowSerdoldmplawbmeaﬂmmmw&a on that
\s/&r)ver l?OfEEHﬂseﬂleEE e@f&ﬂg?wb&h pster Eeﬁwgﬁfé%reﬁxyﬁE%lﬁ?]td%W|d W de
ortiaqq |
el ecltoronl 5%%7&?%80% %@ttﬁﬁtﬁgﬁﬁ?ﬁgr%ﬁc‘#&npﬂ%s Wltkﬁ? ﬁd'FW‘?f‘gl s have
pr evi ousl| m doowmentiisweseived by ths,client sompitsn systemethedwowsendisplays has 20
e e
as well as %&g&%stgzgﬂt?&t F’S’ L, 5P ﬁ% ?9";5925 ration
has tr 38li tT‘!?nHI en,tdnax &E’Jﬁeoﬁ)ﬂﬂlm mebcnagss] a&yéﬂhﬁ%pn\ﬁb@fer f r aud.
e vater "'r"ﬁe“”.'ﬁ?‘??'éﬁﬂ“"‘mﬁm°m B e Lh froaiatfar
9 £ \Port ng? Wish pﬁPXRBfﬂxeinéqs??né'srpgﬁ%@y ggxéfug:

_)

Second, the voter, signs I n he R osi ng a

bal | ot, altP&andectingelectionio eommeres; en%aihesmft@g
si gnat ure hafvet;iievwﬁﬂy glerfanhed Amnvaliy ofvgr Heephdmeni omoavmityeﬂmemm ques,
an el g5t npah Qiffihit 9 t34E R ﬁiﬂ%teﬁ?et%?%ﬁoid%x%%a%q}e 5ol 95°°S° and

subject to, strict verijication rec&u‘hperrents ors are

unawar e of l%ﬁ%png‘ygqtgg]sc ¢ st enspr Q%%@%HWP%W% aspfavIdeY OF THE
| NVENTI ON security tonpreseqtevdtingf friind: | Vietentregistrationr kayi tradidionaliyuprovideda publ i c
key of a pfl ineadikd b Fotg(ﬁibnpi’ga'insﬁw H' f'l'#lgallgnfc‘aﬁ@{ﬂ oRA %i}ﬂ}
registrar. The regl st et erm nes er tne r glﬁstrant 1S glble
based on tiB ?%ﬂngiﬂ}' ggwodétﬁl’ RrOPesS: | ?'Sr fhg jvgier registers, Rpoviding thei it al |y
si gns the Youass ghatyre tofa registan| Sﬁconé,ghetvounmgnandaif the \peild,sort signssangned
public keymvelopéenclbéingatalal, aNowiigi the Woley’s sinatufe to later be compared to

the signature of the registrant. As with many electronic commerce techniques, an

electronic voting scheme must be easy for voters to use and access and subject to

‘strict verification requirements. To date, the inventors are unaware of any system
30 that fulfills these requirements.

SUMMARY OF THE INVENTION

Under one aspect of the invention, a registrant submits a public key
of a public/private key pair and identifying information to a registrar. The
registrar determines whether the registrant is eligible based on the provided

35 identifying information. The registrar digitally signs the public keys of eligible
registrants and forwards the signed public keys to an authenticating authority for
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BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings, identical reference numbers identify similar
elements or acts. The sizes and relative positions of elements in the drawings are
not necessarily drawn to scale. For example, the shapes of various elements and

30 angles are not drawn to scale, and some of these elements are arbitrarily enlarged
and positioned to improve drawing legibility. Further, the particular shapes of the
elements as drawn, are not interided to convey any information regarding the
actual shape of the particular elements, and have been solely selected for ease of
recognition in the drawings.

35 Figure 1 is a block diagram illustrating an environment for use with
an embodiment of the invention.
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25 is as “including, but not limited to.” |
The headmgs provided herein are for convenience only and do not
interpret the scope of meaning of the claimed invention.
Some of the detailed description provided herein is explicitly
disclosed in the commonly assigned U.S. Provisional Patent Application Serial
30 No. 60/149,621, filed August 16, 1999; much of the additional material will be
recognized by those skilled in the relevant art as being inherent in the detailed
description provided in the provisional patent applicatioij, or well known to those
skilled in the relevant art. Those skilled in the relevant art can readily implement
aspects of the invention based on the detailed description provided in the
35 provisional patent application. |
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30 someone else. Without these protocols, the organization can only assure that
votes credited to a person on their list of eligible voters are counted in the final
tally, but cannot ensure that the source of each vote is, in fact, the voter to whom

it is credited. _
The task of properly identifying the prospective registrant and
35 recording the public key of each prospective voter registrant is called the
registration process. Each organization or governing body must complete this
process at least once for each of its eligible registrants (e.g., voters). Moreover,
except under special circumstances, for example, when an eligible voter has lost
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25 the like. Aspects of the invention can be embodied in a special purpose computer
or data processor that is specifically programmed, configured or constructed to
perform one or more of the computer-executable instructions explained herein.
The invention can also be practiced in distributed computing environments where
tasks or modules are performed by remote processing devices, which are linked

30 through a communications network, such as a Local Area Network (LAN), Wide
Area Network (WAN), and the Internet. In a distributed computing environment,
program modules or sub-routines may be located in both local and remote memory -
storage devices. Thus, the invention is not limited to the World Wide Web or the
Internet.

35 Unless described otherwise, the construction and operation of the
various blocks shown in Figure 1 are of conventional design. As a result, such
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and Apparatus,” and assigned to the same assignee as this invention. Thus, the
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enpl oyi ng conpl ex elgkt bPhére registrar’s server computer systems 114 are also
coupled to the authenticating authority’s server computer system 108 and the voter
or client computers 102 via the Internet 106. The registrar’s server computer -
system 114 performs much or all of the registration process, verifying and
30 registering registrants (e.g., voters), digitally signing the registrant’s public keys
and passing the digitally signed public keys of eligible registrants to the
authenticating authority’s server computer system 108. A database 115, coupled
to the registrar’s server computer system 114, stores many of the web pages and
data exchanged between the registrar’s server computér 114, the voter computers
35 102 and the authenticating authority’s server computer 108.
The registrar’s server computer 114 includes a server engine 130, a
web page management component 132, a database management component 134,
as well as other components. The server engine 130 may perform, in addition to
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satisfied while maintaining the anonymity of the respondents. Under yet an

alternative embodiment, the system 100 may be used in the context of a lottery or

30 contest by controlling registration for the lottery or contest. The registration '

process can ensure that contestants meet certain eligibility criteria such as age or

residency requirements, while maintaining anonymity. In yet a further alternative

embodiment, the system 100 can be used in a licensing context, for example,

licensing individuals, cars, boats or other items.

35 Remote Electronic Registration
Figure 2 shows a mettiod of remote electronic registration 200, The

method is more convenient for the registrant than the other illustrated methods,
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public/private key pair generation software. Alternatively, the registrant 202 can
employ a previously generated public/private key pair that conforms to the
specifications of the authenticating authority 206 or registrar 204. Public/private
30 key pair encryption is known to those skilled in the art of encryption and, in the
interest of brevity, the details of such techniques will not be discussed.
In step 214, the registrant 202 submits identifying information and
the public key of the public/private key pair to the registrar 204. The identifying
information can comprise any data of a predetermined format, but typically will
35 include the registrant’s 202 name and address. The address can be a postal
address, e-mail address and/or some other address. For example, Universities may
prefer e-mail addresses, while municipalities may prefer common street addresses.
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can detect ao® sZOQtWIﬁDa eolldction @f all of the digitally signed public keys at the end
of a registration period, but can also supply the digitally signed public keys on an
individual basis as they are created. In step 228, the authenticating authority 206
30 receives the digitally signed public key from the registrar 204.
In step 230, the registrant 202 transmits an encrypted vote to the
authenticating authority 206, which receives the encrypted vote from the registrant
202 in step 232. In some cases it is possible to perform steps 230 and 232 prior to
step 228. However, the order depicted in Figure 2 can permit the authenticating
35 authority 206 to refuse to receive votes from registtants for which a digitally
signed public key has not previously been received.
In step 234, the anthenticating authority 206 authenticates the source
of the encrypted vote using the public key of the registrant 202 which was
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igitally aregiigantuvet e WoId Wil Wb Wing‘l\:? ildjﬁﬁﬁhtﬁ&ﬁﬁhﬁﬁ a?thﬂmgl gfypt .

t he aut hent I_ng, aut aut.henti c sour,ce

vote usi ng éﬂ%elg V@ uggﬁ/pﬁ'atlegléey RYF Eeperption§ o W&sregff% @ 20431
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t he protoc et £ oVl e usin of the
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of the regiPait 8!’3‘29]43}’5 ﬂﬁé’%@?&ﬁhﬁh%ﬂﬂ%k@ pair thet penfonastocthe registrasist i cat e
each vote @04t dremmhenticatingl awibosity’s BDG@bMﬁdamﬁfs CE“steﬁ'Q'l&)’ﬂfé% frahtcat i ng
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' : computer arts and wi 1 not be dlscussed f er m the mterest of brevity.

In step 316, the registrant transfers the hash of the public key to a
hash card 317. The hash card 317 is formed on a blank of tangible medium
capable of carrying the hash of the public key, as well as a signature of the

30 registrant. For example, the hash card 317 can be formed on a blank of paper,
poster-board, or card-board. The hash card 317 can alternatively employ some
destruction-resistant material, such as TYVEK (registered trademark of EL
DuPont deNemours and Company). ' The registrant can create or obtain the hash
card 317 in a variety of fashions. For example, the registrant can print a hash card

35 317 using a trusted printer on standard paper. The registrant can obtain a hash
card blank from publicly available sources such as driver’s license bureau, post
office, shop and/or supermarket. The registrant can be sent a hash card blank
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the encrypted votes, and decrypts the aggregation of encrypted votes in
step 238. wosHodRt i ng i s acconplished using the nultiwapcprosewmssr descri bed

ent it e et SheRR.CFhe R Blank %ﬁﬁ%ﬁ%&%f&%&%@%ﬁﬂ ﬁﬁ"
32462. 800198} bemted:@mlre&y bReﬁlﬁsqegﬁtrantonThﬂhgeh of 311% c keyesander

registrati mmeom @ kush ewrd Blanlcthedughprintifg awififg, aha@Rtic eftodMg of her

comon carr f"%ﬁﬁﬁg S generally nore secure than the nethod of
Figure 2, b can a ess convenient for the registrant. In step 308,

a regist¥ar 304 provinsep 318, dha eeistrant apphics the fRzistont s Wrsten SIENaEIR 10 ant over
the World \thelhashédurd dhaik thus tpegvidihg aawayate ident ?thbtre@stﬁmbomatala@%
Oy

20" genor al 1y ol B4 g eaBae S3 a%"?“@%‘f Q‘ﬁ&%‘%ﬁ"%% s

the rol es slsmé%‘gmfhlaqipmcwr,tm asthrengh thermails erlhesme gthebs can
vary to suidoninfun captier ineolving hand-delivdranTheE usd of Hthéd padty cotbier prodides r ant

t / t
key pai 10t iSO cor%%ﬁ‘?}%@*%@'s‘{%?‘{“@% *%Pﬁ‘ﬁ’u‘fﬁfhg VAPt P VAl e
aut hor i ty' Shghtly.sdac feglwaét 304 reegives the hash sardaht? f@ﬂgé%rat es a
hash of t h&egubdnwoze\m sﬂalpsm,rwe régictiar 304 enfess e heﬂabﬂﬁae Ipabliekéynintdre

conput er ar, st of brevity.
In step 31?%3%%%9&&?@9 cB fgmﬁ er s%‘%5%51#£§%%n?ﬁééﬁke to a hash
card 317. The hash cH’r‘H‘@PP tﬂb? eo‘i?g'étfé‘l%ﬁﬂ(“@fgfﬁlg Fgistiapti3 0fm

capabl e19f aceess ytong stdondhplsdse aif lhbeegmbiﬂm tm,cessaexavmlsbccﬁrd phase owel ur e of

the 30 regi Tt g @ blank
of paper, ré Ii‘ée)dr(mt#:a%{‘:d%i‘?&;‘l)a{n%X boar gﬁﬂﬁt@(%&% %z g{gg?g é rnatively
enpl oy somd tg‘é IiﬂB‘ﬁe Pg G TEY aﬁ‘ﬁ%‘d?‘?%ss 8F Registy W% ed

trademar k qiroﬁdobs thexePomt phhsblamhjp&geamglsﬁampﬁfmjn toTthe mgrgu'sutrm Imn create

or obtain t t he
regi strant ﬁ?wr*ﬁ?qeé‘ﬂ”}%w 5 5? Eﬁtﬁbsll?gn ?ﬁ? pri n n standard
paper. #he S agrlraéﬁt‘v@apaasbr@&ﬁs“a@m , the. pepistyas, 304 ffFGﬁ’fY‘ﬁ& ml iGyai | abl e
sour ces sud&cyafmml thesegistranti 302niaetdpld3adn speps334, did registras Bop deterhines

super mar Ketywhe /20431
PCT/ US00107955 ttﬁggﬁ Jﬁmﬁsﬁa@l@@ pﬁﬁm %Q gﬂfL bgnﬂc eibed b ﬁ% sone
pre-printe t |rﬁ$ls ga‘??“t?é"‘”’ﬁ?? FF‘F"@‘S‘? EFI CY ¢ The
hash of t heie}m!nha@ohey can be transferred to the hash card bl ank t hr ough
printings witing, nEOAEkSiRRACAHIR % does not correspond to the hash of the
public key, the registrar 304 rejects the registration in step 336, and can take
further steps to identify the source of the attempted fraud. If the received public
key does correspond to the hash of the public key, the registrar 304 digitally signs
the public key of the registrant 302 in step 338. In step 340, the registrar 304
30 provides the digitally signed public key to the authenticating authority 306, which
receives the digitally signed public key in step 342. Again, the registrar 304 may
transfer the digitally signed keys in one or more groups. In optional step 344, the
registrar 304 also provides the digitally signed public key to the registrant 302, as
a receipt of the registration process. This permits the registrant 302 or a third
35 party to later verify an election result. The registrant 302 receives the digitally
signed public key in step 348.
In step 348, the registrant 302 transmits an encrypted vote to the
authenticating authority 306, that receives the encrypted vote in step 350. In step
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306, encr vote | (P/
ices, SC; ools ver sl cense bureaus, hops and/or supermarkets

In step 408, the registrar 404 generates a public/private key pair for
the identified registrant 402. The public/private key pair may be generated after
the registrant 402 has been identified, or may be generated before the

30 identification. In step 412, the registrar 404 digitally signs the public key

' generated for the identified registrant 402. In step 414, the registrar 404 provides
the private key of the public/private key pair to the registrant 402. In optional step

416, the registrar 404 provides the digitally signed public key to the registrant 402

as a receipt of the registration process. As discussed above, the digitally signed

35 public key can later be used to verify the integrity of the election process. The
registrar 404 can give the registrant 402 the private key and digitally signed public

key on removable computer-readable media or via some secure channel. This
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previ ously aﬁ"%@‘e oél %‘2 éPP&E lsﬁg% &tahg gé‘gﬂ gﬁt?cgﬁﬂgéﬁﬂﬂogg ?I es the
registrant 492 # yOtehas |3991i5’§'?° 4¥ote ity TeCeIVed,o AT £aRoAIAYT phot o
i dentifi aat mnthenticamrgnherpbtes anﬂfawmugpehodeMdMB&pentryptedwateschaué

denti 11 cat i ipn Bk dved N Sﬁioarthé%ﬂféﬁﬂ CalfibiityOH06 3
OSP4 By s b efaﬁ?éﬁ "g,gss ‘Pn EHZL“
404 may  setDequypting is asconq)lsheé hsiug the meltigvaypirowcoledgscribeddn bl pateat process
faci it ?22 L “%‘Wa%“ g%tgﬂzozﬁf* *’g}tgﬁ %ﬁ%ﬁ‘i““ ;gjé‘gﬁ?t Shops
and/ or s H ’ﬁga 3

public/pri va‘iBGRéQOIHS) for the identified registrant 402. The
public/private key pair may be generated after the registrant 402 has been

identified, or may be generated before the 30 identification. In step 412,
the regi st r dnPrivate;imPerson Registiation he public key generated for the

identified registrant Fighde j rgh5$v§pa Ahéthod N6 ¥&itRkiOA" ¢ f{&) OYi-H&Son t he
ivate oyl ecRilie ARy bR 0 T
key to ti& rmestsequspol ﬁ@zllumtqi melheds, bubfomdseat ﬂ@gtogt @iémnmnmc ess.
di scussed above, the @ gtk gbkyﬂxélrégi%r%m%a@s X Qb PAPe keblistfatio formed t 0
verify the 'tgttﬁgrrv:'ggs}&ani 5 eIneep% alos?epD § IQ)C e reg: H'ar 404 prompts the registrant
502 to create a hash card 519. In step 512, the registrar 404 can provide
public/private key pair generation software to the registrant 502 if the registrant
30 502 does not already possess such software or a suitable public/private key pair.
In step 514, the registrant 502 generates a public/private key pair using the key
pair generation software. As discussed above, the order of the steps and the roles
of the registrar 504 and the authenticating authority 506 can vary. In step 516, the
registrant 502 produces a hash of the public key. In step 518, the registrant 502
35 imprints the hash of the public key on the hash card blank, as explained above in
reference to the method of Figure 3.
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Y ke Sorzesepn ﬁeleﬁ'sombé SeRDIitespatlie ey, IBOPHORAIREP | 1 | ed
March 24, SSGDﬂxe registrand04 treusnfits ao\VoficialyYstaEnel b(hthbﬁfﬂsimcmlédmRATUS

(Atty. DO%EE* ob¥he haiii 46ra t8 4R strahflsdif hYfitoBf of thef7g) sé&&h&??io%&isaiﬂeon Fi gure

ool ot anEoBHR SN2, EE g i -0y BT e Bk if b o, B M g4Zlent ¢
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secur e of registrar #04; digitally sipnshthes publig kcy)rﬁsﬂlateltgnbiemgtstreﬁt 802 vdmi ence. In -

step 568, oplitndlSpSi44 thefgisRaPY04fanTnitihe RAgIRIYSEned {%‘bh@'k @ e to the

Fegl st rant® 33‘6?“ 23‘?@5@@5 rhesiph ?’i‘?%“é?geg‘?ﬁmﬁ@%? M ds . s00
can provi d%mfﬁdlﬂ‘qtéﬁqw 542t 344end 344ican geensrbefors steps 533.ard 588 t he regi st rant
502 if the registrahi st3p 5482 titorpishal 404 temeinitd dhe digitallycsigred puklice or a

sui tabl e puf)tfll C}Mﬁhﬁc é?l%ﬁ{n 5'0% %Jh? Eslé’é&%l’v&? b&eﬂksélner afé‘gé

gener at es prrva

sof t war®. anﬂmtx é@éseéteabwe tsm@ 55566416 mlw?@té %ﬁ@nanas @R eneryptagd
vote to the authentlcatmg authority 506 which receives the encrypted vote in step

554. In step 556, the authenticating authorify 506 authenticates the source of the
encrypted vote using the public key of the registrant 502 which was digitally
signed by the registrar. The authentication validates the registrant’s digital
30 signature on the encrypted vote. Thus, the protocol authenticates the encrypted
vote using the public key of the registrant 502, which itself was authenticated
using the digital signature of the registrar 504. The authenticating authority 506
can authenticate each vote as the encrypted vote is received, or can delay
authenticating the votes until a voting period ends and all the encrypted votes have
35 been received. In step 558, the authenticating authority 506 aggregates the
encrypted votes, and decrypts the aggregation of encrypted votes in step 560.
Decrypting is accomplished using the multiway protocol described in U.S. patent
application Serial No. , filed March 24, 2000, and entitled
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all registration that operated in accordance with the claims to register registrants.
Accordingly, the invention is not limited by the disclosure, but instead its scope is
30 to be determined entirely by the following claims.
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vote using the public key of the registrant 502, which itself was

aut hent | s @@0436si ng the digital signature of the regi POTAISIGOMR? The

aut henticating authority 506 can authenticate each vote as the encrypted
vote is received, or can delay authenticating the votes until a voting
period ends and all the encrypted votes have 35 been received. In step 558,
the authenticating authority 506 aggregates the encrypted votes, and
decrypts the aggregation of encrypt&béiﬂﬁes in step 560. Decrypting is
acconpl i shed using the nultiway protocol described in U S. patent
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32462. 8001US). Siml ar i s described in commonly assigned
U. S. gatent appl atlo‘ﬁl@gﬁﬁ%ﬁ)@kﬁ%ﬂ 0. COPRESMEr ch 24, 2000, and s

entitl®d ' IVULTI V\AYI'QEEP_?EIE mmﬂte(w&lggannbcnﬂmhl‘df a

32462. 80 6f wdgistrhits @hko afﬁraﬂehaaﬂéi%fceﬁﬁhuﬁémohk Pitht @#&Imc VOTI NG
SCHEME, E b NG PERVANENT BALLOT STORAGE' (Atty. Docket .

32462- @30 *and in, commonly assigned provisional pat ent application

Serial S Nos. 60/ 126Tesgilying 3 peblikeysmndussociated ideatifying infammation of 2t Jeast | ed
Augutst 6 1GomkOSBtheAblububivy lof TBgiskrdrits tmshgiilambﬁd ;&mml (ﬂ?@mht @ficitiins,

practi \/; cr 0] us | ve pur poses
vari ou‘g %mﬁf h@tﬁgh}‘ P %Igﬁg Ca %I\/ﬁ h’(ﬁlﬁ i‘%f&{»ﬁ“ﬁ fromthe
spirit8and scope oforisaeh of the ohurality ofarsglﬁtrmts bhgltaébrmm&dl%ubﬂmd@ ifkilled
i n thesrdhehast ofithe pablic kepafi ﬁe&egﬁ&ﬁtq\ébﬁeﬁi hl%ﬁgm thé firftechanieinbf on can

be ap t I ary
Toter™ e%ﬁ“ﬁ‘““*suaf?%ﬁ*‘sf§%§}°ﬁs angle:q“%uc{ﬁ?(es be RS leiob BB . 2 1
vari odk Seend d of communications;#@dcan be combined to provide further

enbodizrents. All oprdvinhngﬂxwhgﬁil@ sigmredepublic kpyd tonin sudinticatingdifthority. and
publications referred to in this specification. are incorporated by

reference. Aspects of the invention can be nodified, if necessary, to
enpl oyl syst ens, ci Bcui t'Ehe mathod ofickpmsl, ﬁirﬂtdneompn'smgs patents, applications

d I T
and puplications tmmﬁguﬂe r¥§§n'mft‘ifttllf@ha§1n9f)ﬂie B2 @é”ﬁﬁhé& [s%hpn

These and_ot C to the i nve t.he '

above- %et’g‘fe ‘éeg{ﬂ’ég ﬁft gﬁt ﬁ?'ﬁmg%rfgr mmppications; qso'%?tn‘"g“ﬁq to the ter s

used 4hdublic key °5ﬂied’eash’wécpeu@dlﬂlmnghtthﬂasqcm¢dlmnl oficonpumpativingi ¢ -
enbodi nent s

1 3. The method of claim 1 wherein_ ré_ceiving a hash of a public key
2 and a written signature through a first channel of communications includes receiving
3 awritten message via a courier.

4. The method of claim 1 wherem receiving a public key and
associated identifying information through a second channel of communications
includes detecting a signal carried in at least one of an electrical, a magnetic, and an
electro-magnetic carrier.

oW N e
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di sclosed in the specification and the clains, but should be construed to
include all,hRgkstration that operated in accor dance W gciraidagoasal ms to
regi ster regi strants Accordingly, the invention is not limted by the
di scl osure, but instead its scope is 30 to be determ ned entirely by the
following clains. 17 WO 01/ 20431 PCTI USOQ 07987 CLAIMS 1 1. A nethod of
registration, conprising: 2 receiving a hash of a public key and a witten
si gnature of each of5.a a‘mlmét&bclbfcnhnrle@h&bhﬁmeslakhwmpﬁbﬂu kst amhannel

of comuyi IO i h\?ﬁglm?éib c key
and associ ated i ge y| ng I n?'?er rr%il on o?géeﬁ%l eas?ﬁgﬁoedsigrr%ﬁg% fl.,ll‘ ality
of regisi ré’ﬁwﬂ%ﬂ'&@&?&?@%lﬁannel of communi cations, 7 di fferent
fromthe first channel of conmunicati ons that excl udes hand- del | very; 8 for

each of the pluralit [egis signing the public key if

9 the hakh of the p |.c%§’rﬂ6£‘fh€3 %F%!’E‘g}‘\gedthroughtheflrst

channel »f 1o comnpmvﬂing)aach:ofItm;mgmmnts)atdnpypoﬁ)thecrdspgcm'b digitally

regi strapt i ough the 11 second channel of communi cations; and
SRR,

12 providin al |y signed public keys to an authenticating
authority. 1 2. The method of claim1l, further conprising: 2 rejecting the

registrapt if the hagh offeiRethodbf QaitfY, ffthéonipeRingt rant 3 recei ved

publ 1 ¢ by of the [ cFaTEpaYEHoRg M&Zé’ﬁfvﬁﬁ&%&é B rRARLehpel
public key o e rey

comuni cat iofigemniunikatighefonspmpdrimn tolths hash ofitler pblicrkeyaecdivag thrangbthef a

public Kgy firgt chafined ofebidoicatiggat ure through a first channel of
comuni cations includes receiving 3 a witten nessage via a courier. 1 4.

The nethod of claiml wherein receiving a public key and 2 associ at ed
identifying infornatgon tThHeahghodobslgxnd, fufther@mpafsimponmuni cat i ons

| udes., d |
et &2 ConaanS s crpbBRE e Yeelsfitins Teo? SubftSthe O PR 12D, B0 ﬂ%if‘&ﬁ’:d :
SERRRRRRIN 0%19 ﬂnplzgh Uwosyegnd hannet o Wﬁwnéfm&miﬁm
wher ei n & haedvidihg te lidsk of thel publils kyy andl writteh Biznuturd thesughi the firstichamiel bhe

regi st rapt scomié/a%gng‘hrough the first channel of

S. The method of claim 1, further comprising:

preventing the registrants from submitting the public key and associated
identifying information through the second channel of communications until after the
hash of the public key and written signature are received through the first channel of
communications.

[*. T R

10.  The method of claim 1, further comprising:
2 entering the hash of the public key received though the first channel of
communications into an electronic database,
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3 communi cations are non electronic. 1 6. The nethod of claim1, further
conpri si ngoor2og31ovi di ng each of the registrants a copy RIT/USAe0M98spect i ve
digitally 3 signed public key. 1 7. The nethod of claim1, further
conprising: 2 creating a hash of the public key received through the second
channel 3 of conmmuni cations for corrpari son to t he hash of the public key -
recei ved t hrough th I rst chan L ications. 1 B. The nethod of
claim 1} further coﬁb r?&mpﬁteéﬁ%‘{he E’ PSSt GORFRILS SFUSE ARAmMPULee
public keyomgistaswmmgmttanﬁbydent [ fy| ng i nformati on through the second

channel s of communi ol g 'Y phdlieg" offbtélefé'ﬂlﬁhﬂ iR BARRY reddiing 4! | ©
key and wrltte Si he 11T nél nlctlons 1
9. The tedh g ﬁﬁ?m&# smiited, by é@"é‘HE]F ﬁg:'n ghakrants
from submwmmuwmnpumluhngmgmhdnhvaﬂﬁom at ed 3 i dent ifying i nf or rrat i on
throughg t he second fdraeadl off afC QAR Nomitd 'd}“& fo?rvé;npne glﬂﬁﬁ? of the
public ;<e tten Si nat e,are recei ve h I 1.I's mnel of
5 comuhi éﬁcﬁ' 311'&({51 §i‘?‘|58y6? apsoriat pu;thay

entering trasmited by thhelopi!bﬂegtsnmﬂmw ‘aesbcbndunbmndleoﬁ camlnunicanmei of 3
corrrrunlg:arekgnamfr]{agdaﬁheé@ctron| c dat abase. 19 111111 WO 01/ 20431

PCTIUSP 07557 T Liay AT hanfa i e, T YRS SO VR ¥ o
vot er Rtkgirespestivesputdicdeeyrafithe Eﬁgl%’rranta:feﬂw hash of the p’nhhthkqf rwem& ffom ey - t hat
was traﬂS{Votd'QéglﬁVe?ﬂt herréﬁﬂhdi foatﬂé hbl'i@k’égﬁeéeifvéd &bﬁﬁhfe%tt&l st{aﬁt and

communigations 1nc ve of .at .l east sonme o e
pl ur al :lfy of voter # Vﬂg{'ggﬁt‘@g’?n‘y %&WBIW!‘&X%*P@H&WPW% e key
and associ at ed identlfyl ng information that was s transmtted by the voter

regi strant through ﬁSEOﬂF}gﬂ ?ﬂgﬂ@?k%a%b ,1' c 'ﬁﬂﬁn ﬂ ﬁh?ﬁ?udéogh

hand- del i yer 10 for ea c regi's fgitally
si gni ng I%E‘tﬂqfa}‘%"s'g'@&’wgteﬁG%qu@t‘?é?t%ﬁglﬁémﬁ%by 'strant if the hash of the
public 3<_ey recei vedcreating 4 thash P theopublicrieyi ieteined theoughetheaecond chankiel publ i c
key recgl ugeomnRiftidafidny fronipatiscif foPME ha@l'6¥ the public key received through the

‘5 first channel of communications.

13. A voter registration computer system, comprising:

a public key hash input subsystem that for each of a plurality of voter
registrants, electronically receives a hash of a public key that was transmitted by the
voter registrant through a first channel of communications including hand-delivery;

a public key input subsystem that, for each of at least some of the
plurality of voter registrants, electronically receives a public key and associated
identifying information transmitted by the voter registrant through a second channel
of communications excluding hand-delivery;

a digital signature subsystem that, for each of a number of the voter
registrants, digitally signs the respective public key of the voter registrant if the hash
of the public key received from the voter registrant comresponds to the public key
received from the voter registrant; and

W 0 N N W e W N e

i el b
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13 providing the digitally signed public keys to an authenticating

aut hority. wdorkgss1 The conput er - readabl e nedi um of cl ai m gdrvéwemsTont ent s

2 further cause the conputer to register voter registrants by: 3 creating a
hash of the public key received through the second channel 4 of

communi gat i ons for t v
t hrough_th b i rs%'ﬁ%{aﬂ%ﬁ?ghéﬁ :&E&gl cat | o esuﬁ%ﬂténg\ t\h/igt%’gl'&ﬁgégsl g%r ation
conput et ?!ﬁ‘ ﬁ% PRy beyé %20, ?PtVnput subsystem that for

each of a plurality of voter 3 registrants, electroni caIIy recei ves a hash

Fi v ot "onbnnel ot corkini G4P, BIEF FoATRR e apers ifipn G b T Aurh )

I nput s%s?ﬁﬂ@ﬁﬂﬂ&at for each of at |east sone of the 6 pI urality of

vgteﬁ{ ][e:glnst rants, kftémf elcy@sesaamgm iof thiepubhié lfé!&e&ﬁded 7
i i

second %:/ anngﬁé‘{)?@%&gﬂ%ﬂt&%@ﬁ# cﬁgmg'élé %P%S& éﬁ%‘fﬁg\@%‘t hagg“bel t al
si gnat ur® Pyblis through the first chanmehofrgommutications.y ot er

regi strants, dlgltally S|gns the respective public key of the voter
registrant if the hash é of the publi¢ key received fromthe voter
regi straht corresponkls t &\ Tthod of vpter gegistration, cORYRISEE: f r om t he vot er

regi strant; and 20 ]ﬂ:&eiwhitg al pintdlity o 1digitdllyl $ipndd piblic kéysLfrém\ViDrépistan 431

0 Sl ) A SRR 4 S A

further s 2 cbamml oﬁwonynuﬂcaxdmsﬂmmgng hhmydelmer}t dal thatr snhinittedothh pabliokeyt he
public y Eﬂ%ﬁﬂ e ﬂ{«ﬁ}é
conpari ‘;&;ncﬁﬂ% 0“ ?'}ﬁﬁgﬁﬁﬁ%\ﬁ ey re%:leél’fve Eroug1 ta# 5t

channel 'bf al“Sns 1 15. A net hod of voter registration,

conprisifg: 2 recel \ﬂauﬂgpxlacqtingmmhnberaifpuibl;é key bgcmptgdwdtepmd:ﬂelwdlfmmaf roma

regi strag, leadt %‘iﬁé %felﬁé 119511 t?f E%dtbﬁn&' Gi?ﬁg Pédeﬁehediguﬂlg & to a
egl s

respectlve ogle g l'ura |ty rants that a hash
of the plbPPE% sthrough a first s channel of communi cations |ncI udi ng

hand- deI ivery and that submtted the public key 6 corresponding to the

hash thrpugh’a secongy chagachegls GPIEHILS PR o FLbtH Y enbrylRvalEl  very:

and
2  are digitally signed by the respective voter registrants,

17. A computer-readable medium whose contents cause a computer
to register voter registrants by:

receiving a plurality of digitally signed public keys from a registrar,
where each of the digitally signed public keys belongs to a respective one of a
plurality of voter registrants that submitted a hash of the public key through a first
channel of communications including hand-delivery and that submitted the public key
corresponding to the hash through a second channel of communications excluding
hand-delivery; and

authenticating a number of public key encrypted votes received from at
least some of the plurality of voter reglstrants using the received digitally signed
public keys.

W 8 93 O W AW
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8 authenticating a nunber of public key encrypted votes received fromat 9
| east soWw©@ @2043he plurality of voter regi strants usi ngPchasesmson7ved
digitally signed 10 public keys. 1 16. The nmethod of claim 15 wherein the
public key encrypted votes 2 are digitally signed by the respective voter
registrants. 1 17. A conputer-readabl e nedi um whose contents cause a

conputer 2 to regjster voter regls nts by: 3 receiving a plurality of
digitally signed ptbli cIhSmpyterrea 4"2@?@@%0 f clpimnkh wheeearh ther public
di gi t a2 | key egeryptedviotdsark digitalhe Signebby theaespestiecvotecrepiserants. 2 5 plurality

of voter registrants that subnmtted a hash of the public key through a
first 6 channel of communi cations including hand-delivery and that

submitted the publ 1% ke vofer cegisteasion edinpyter systém, domyirisisiy: ough a second

channej of comuni gRidRPSuBNS teuﬂﬂﬁﬂrec%xdeer&d? %Hh a@@m | cati ng
a nunb;r ublic k.e n P S ved Lr sonme of
the pl ur&?’ﬁ &o& a\f8$‘é 3@?%? g h?t SIEDE! W’giicd‘iew ongs 40 dned i1
publ i c# k&¢spective ane of @ [pluratityl m'lvqtmgimmxmzmnmw Uﬁﬁﬂi 6Fﬂ&7pﬂblib8 The
conputer kepatfiigh mtuamﬁaepbﬁlcmnlﬂudm%ﬁs rinéltlﬂm pt ed

voter § cqpiibitet e mig S, Samkes ﬁé@ﬁ%&'é\aﬁ%%e eg'St s‘&‘ﬂ&?ét%ﬂnthat

recei ves’ camptweﬁumyexﬁlu@nghmd-dglnengmd public 3 keys froma registrar,
where gach of the g ghthahtication SUEYYsREDIbat alth¥StidatdsO Hémbér @fﬂﬁ)lif'c ctive

one of a [ e at e public
The gﬁ‘g’h&h Jf°¥ esqecég%fﬁgfn %fl%?g%f)tgt Q}H?P&E#Yfg%’ffgt dsMeyery and

that ‘6 &H?F?W d’fgllfélhélﬂpﬁ PR ;ck,QYFrespondl ng to the hash through a second

channel of 7 connunlcatlons excl udi ng hand-delivery; and 8 an

aut henti cati on sub gﬁ}%hat aut henticates a nunber of public key 9

encrypted votes r Yaieh weeistration compter, systera of iclaimi 19 whettein, theer

regi stz amublmkeynglcrypted Wetes arecdiyitallyckigried by die séspoativeproidriregik@aits. 1 20. The
voter registration conputer systemof claim19 wherein the 2 public key

encrypted votes are digitally signed by the respective voter registrants. 1
21. Ahethod of redi-st rAmethnd efongistrationy codprisingi vi ng a respective public

key for each of a jebeivitlgd despictive pasiid l?é?tfér eathl ¢¥'a PlafalinPbf Rkish@Asl Some of .
the plyrality of "f6F' eath D2 et least som¥ o’}'gthe plurality of registrants, verifying an
4 identity of the registrant in-person;
for each of the verified registrants, receiving a signature of the
registrant on a respective hash card including a written hash of the public key of the
registrant;

for each of the verified registrants, digitally signing the public key
received from the registrant if the hash on the hash card corresponds to the pubhc key
10 received from the registrant; and

- T

11 providing the dlgltally signed public keys to an authenticating authority.
1 22.  The method of claim 21, further comprising:
2 providing an acknowledged duplicate of the respective hash card to

3 each of the verified registrants.
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4 identity of the registrant in-person; 5 for each of the verified

regi strant Syo p2Res1vi Ng a signature of the 6 registrant poTmssoASWBLCLi ve
hash card including a witten hash of the public key of the 7 registrant;
8 for each of the verified registrants, digitally signing the public key 9
received fromthe registrant if the hash on the hash card corresponds to
the public key 1o received fromthe registrant; and 11 providing the

di gital lly signed pul3ic Jhymathpdof ck m@b@%@m@pamgon ty. 1 22. The

met hod &f claim 21, grovidingra copyefitsd ieepecBve dipitallly WWmMof

dupli cate %efl??ﬁ;%y@e hash card to 3 each he veriftied

regi st rant s (rriltil CcL M11111 111111 * MWD 01120431

PCT/ USOQ' 07987 1 23. The nethod of claim 21, furt her conprising: 2

provi di I copy of 44he Bgéﬂé @f%ﬁﬂ blic key to each of

3 the V(I;}?Ifled reglsz%"ranltﬁl fh%h Z‘ﬁssfurther
conprisitng: 2 rej ect™i g]@e,r@@;stgqqt gardidogs pateprrespend;oes
not cormesnnﬁdpuhllekeyMemabﬁbmﬁeyegmmtved from the registrant. 1 25. The

met hod of claim 21, further corrprising 2 providing a formfor creating the
hash card to at |east sone of the registrants. 1 26. The nethod of claim

21, furtiher conpri si3¥y: Ihpmthaﬂafg;lmbb@lﬁerpmpm!ngrlvate key pair

generation sof tware greviding 3 foeTor %&%ﬁngfthé st é‘é}ﬂ%rﬁ%ﬁst sbme/ of e
met hod qQf ¢l ai.m further conprising pronpting the registrants to

1,
gener at tﬁ?"%ﬁ card; and 3 pronpting the registrants to transmt the
public key. 1 28. The nethod of claim 21 wherein identifying the registrant
in- 2 person includ at Lol gi strant to a picture
i dent i f?‘cat i on and co%gﬁe?b&da&‘séﬂ’ ng)%’gg?l istrant to a
signatur®e of the pi GTOYIding e aoPY PEan pnzattzér.ema@mma@pnrseawam@nfedi um
whose cant leastssopmeusfatherepistiatitse r

Dﬂ

27.  The method of claim 21, further comprising:
prompting the registrants to generate the hash card; and
prompting the registrants to transmit the public key.

28. The method of claim 21 wherein identifying the registrant in-
person includes at least one of comparing the registrant to a picture identification and
comparing a signature of the registrant to a signature of the picture identification.

29. A computer-readable medium whose contents cause a computer
to register registrants by:

receiving a respective public key for each of a plurality of registrants;

for each of at least some of the plurality of registrants, receiving an
indication that an identity of the registrant has been verified in-person;

for at least a number of the verified the registrants, digitally signing the
public key received from the registrant if a public key hash submitted by the
registrant on a hash card including a written signature of the registrant corresponds to
the public key received from the registrant; and

YV 90 A L AW
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2 to register registrants by: 3 receiving a respective public key for each
of a plummoirg3nf registrants; 4 for each of at | east BOTESWIO798Re plurality
of registrants, receiving an 5 indication that an identity of the

regi strant has been verified in-person; 6 for at |east a nunber of the )
verified the regi sprowiding théi@itaaylsignaﬂgnblﬁ;gkéyseoaiaﬁﬂiahﬁcaﬂngxauﬂm@.ved from
the registrant if a public key hash submtted by the 8 registrant on a
hash card including a witten signature of the registrant corresponds to 9
t he public key rec30.vedHer ompm-ragalﬂbrmadumamﬂ claini 29) whose [confentsC L a s
WO Ollﬁolf&}hfg{lgﬁgg/ ﬁ&?ﬁt&&p‘e %&%}ﬂﬂm d| g| tally signed public keys to

an aut henticating aut dabl dium of claim
29 whose contents a“2°mﬂﬁ1?#lérp@ E@%gtaﬁe’%% 8? ldﬁpﬁ@é? géHEF%sQF%'%‘feants,
by: 3 authashacard 61t gachof thecvenified egistkantsyl edged dupl i cate of the respective
4 hash card for each of the verified registrants. 1 31. The
conput er -readabl e medi um of cl aim 29 whose contents 2 further cause the
conputkr to registakh re‘&lestcmpwr-r@;labls medlivot ioficlaime 2% yihose ontents t he

hash o5 tfifhdidatisectit dom! ﬁﬁr&p;eggggr& to the public key received
fromthe registrant. ﬁﬂ ih The co ea rredl m of claim?29 whose
contents 2 furthefIEHIE ﬁﬁglsE'B‘Pﬁr}E on ? cgrd gﬁy%trﬁogesw

aut onet i dethepubliskeyirensived fyam thexgsistrantm f or creating the hash card to 4

at |l east sone of the registrants. 1 33. A registration conputer system
conpri 5| ng: 2 a public key input subsgstemthat receives a respective

publ i clkey for 3 ®hch Hhe gomputerrsadables mediym; iof o¢laim 29 whose Gentegts
subsyss erﬁlttIMc,auéawheeaniputﬂ‘tcategim&égxmns (hfy the plurality of 5

regi styants, recei *‘%m@ﬂcdlﬂ‘jﬁﬁaﬁg%ﬂ“% t beﬁl\‘?%f &)é%ﬂfst 2% tﬁ ¥oant has

been ver|f ed 6 i erson signature su or at

| east 50&3? ere:gx §%49¥Sst r ant s i ndi cated as ‘having identit i es
verifled i n-person, digi taI ly signs the public -9 key received fromthe
registrant if a pv\% e‘& .hash subm tedt?é the re |strant on a 1o hash .
card ihcluding a O TR TSRy PUTPRHTS cor r esponds to the
public2zkey 11 recelpubhc key dnput subsygtent thatireceives alespectivgipublic ¥eyfei public

key ouj pldack obs pRirglity lof aégistfaays;des the digitally
' a tracking subsystem that, for each of at least some of the plurality of
registrants, receives an indication that an identity of the registrant has been verified
in-person; '

a digital signature subsystem that, for at least a number of the
registrants indicated as having identities verified in-person, digitally signs the public
key received from the registrant if a public key hash submitted by the registrant on a
10  hash card including a written signature of the registrant corresponds to the public key
11 received from the registrant; and
12 a digital signed public key output subsystem that provides the digitally
13 signed public keys to an authenticating authority.

- I B Y N

34. A method of voter registration, comprising;
2 receiving a plurality of digitally signed public keys from a registrar,
where each of the digitally signed public keys belongs to a respective one of a
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13 signed public keys to an authenticating authority. 1 34. A method of

vot er regi VddhbAp, conprising: 2 receiving a plurality pérgsdlotssy!y si gned
public keys froma registrar, 3 where each of the d| gl taI I y si gned publ i

keys beI ongs to a respectlve one of a 24 1 | | 1 11111 ! I
[t ZI]#L, 8./

reg| strant ﬁ%&uﬂ% AQ%] Em?%#%sfq 9‘5?’ é%t%ﬁér%iaeflts nﬁ%so\{?hgrﬂl%

regi stra¥ mmaﬁndh ﬁi‘ m’é@deﬁ hashhcad ta ﬂ"éf?ﬁéh'?regp alWEf‘E?Hl ng a

wittense Gs@gm wnd aqmﬂhaicwhhshmdﬁespdsm:kg & publés ke dicogorticallybsubinitted
el ectronj cgl k‘i@ﬂ%ﬁ%%e o &ﬁ‘rﬁ registrar by the registrant; and 8
aut henti cat1 ng a“nu {% 1’c ey encry ted votes received fromat 9
| east sohe of the pI F@%‘Fﬁdﬁeﬁé"%@éma"

digitally Seaﬂednelof the t;ilmehiyeyﬁvotkr Séglsu‘hnfﬁaﬁéiﬂgi thd réceiiedt digitalyn signed

conpri 556;9 g‘?yeach of a plurality of registrants, verifying an identity
of the Pegls ant in person; 4 for at |east sone of the plurality of
regi strants, producing a s public/private key pair; 6 for each of a nunber

of the vpter regi strafits Fﬁh’ e spective identities
verlfledzln person, \Egl tAyo ap \fﬁle%:gﬁ%%gmgéﬁi of the s re pectlve
produced® public/ pri V he e‘ﬂé’%

r espect i ¥ e registdant élpersdni;i c/ pri vat e key 1o pair to each of the regl strants

t hat hav,e had their fo?SQﬁQEis‘(esd naft gs Mfdlit) | 6 116%15 tradts P Sro@bing gl 12
prowdl ﬁlac/l |ta&% si gned pu to an authenticating authority.
1 36. A Bpve PA%t i on, corrprlsmg 2 receiving a plurality of
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36. A method of registration, comprising:

receiving a plurality of digitally signed public keys from a registrar,
where each of the digitally signed public keys belongs to a respective one of a
plurality of voter registrants that have had their respective identities verified by the
registrar in-person; and

authenticating a number of public key encrypted votes received from at

least some of the plurality of voter registrants using the received digitally signed
public keys.
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37.  Amethod of registration, comprising:
electronically receiving a public key and associated identifying data
from each of a plurality of registrants over at least one communications channel;
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6 aut henticating 8huntire afetisdlof cclisay ﬁn%ﬁ%wﬁi&&aﬂ?cf&dﬁrﬂ\é raom at -

ciort ] | foao et bl MG o AR, Rkl ol el 5081 oK 1 1

26 3 S ant name, a reglstrant address and a unique registrant identifier.

40. A method of voter registration, comprising:

receiving a plurality of digitally signed public keys from a registrar,
where each of the digitally signed public keys belongs to a respective one of a
plurality of voter registrants having different identifying data from the other voter
registrants; and

authenticating a number of public key encrypted votes received from at

least some of the plurality of voter registrants using the received digitally signed
public keys.
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