METHOD AND SYSTEM FOR PROTECTI NG | NTELLECTUAL PROPERTY | N SOFTWARE Fi el d of
the Invention 5This invention relates to the protection of intellectual
property related to software applications. Mre particularly, this
invention relates to nodifying material related to software to hide the
intellectual property. Still nore particularly, this invention relates to a
process fMETHOD AND §YSEEMEORPROTEGTING INTESIOECTUALORRQRERTYdNt he

intellectual property described tgg in. Prior Art Qut sourcing is
a conmon occurrence during the de of a product, especially for
software and I T projects, as an efficient way to acquire the proper

expertise to handle certain problens while mnimzing costs. By outsourcing
15 devel opment of certain conguelkhokthsf Invesfionem t o ot hers, a business can

bi omedt cal WopaRg R Bl 18 e oRiE0RrC sranTehla arabhat BHiaf on
nodel  ajpftwelie Spplicatidrize MRYE paRiBiMriyo fthishavemtivr fAilates t6 AhbuwyiRy heateAalt war e
experts. 20ln addition to outsourcing, businesses often collaborate with

ot her delalps tonseftvars to hidg doe dntellertbal msaperdy.pr Stilidronse parfisslaryo thisy and
too compl & h0fe| gE'tS'%J gro%&ls '?SPﬁaoHﬁyfgg"cﬁkaBséﬂe' %8éu$&ﬁg?bHr§)8mé%od£Pgs’

t he busi néss n€e t0 cooperatée wt hers, such as Su ractors,

devel ofodlide tHe intedlectua propurty. ddaeribed théreircol | abor ation, the business often
has to share confidential information and 25resources with the other

parlfi es. Bot h out sourcing and col | aboration require that content, or
information, must be shared betweerpgheapooperating parties. The sharing of
content or information |eads to the rlsﬁ that other party wll

m sappr opr i Detsvbeingiehl carmmein Geapmmcg divag 8 devslegnfand of taheroduct,

col |l aboration. .Therefore, businesses toda e stuck in a dilemma. The
busi acdspecialisfor Sofwarg andt B SrSipERs ateat ThcieRt WaYat afadlf FOE preRdlot i ng

the I niglepfdeldb Rémér&drtéihgpt@opémt wHi¥ Reininfishydesstsn B\ duiéaurBmgi on.
One wel I -known nethod for protecting information I's encryption. However,

endsy ptdayelapseentneft ceitainecompanentafi arsysteim tosothiess, eal bustnesanearm&cusart y.

Encryption nerel rotects the _content fro ei r Lved nder st ood
by un riesnwdae o el Bakluialnafh &' exndlthe”, Bl S5inie” £ MertheRrata
user, tddenpersl carmibchs drctheieveshrigst dfirermedic trahtrasnt hbdsh arkheutgdufcen does
not prevent an authorized party from m sappropriating the information.
Anot herthgsieveloppait eéthemoniering seBwarelp softvereeXPeAtS. particul ar to
sof tware devel opnent, is obfuscation. Obfuscation is the changi ng of source
code to prevent

20 In addition to outsourcing, businesses often collaborate with other groups on

certain projects. Sometimes, a product becomes too big and too complex for a
single business to develop all of the components. Thus, the business needs to
cooperate with others, such as subcontractors, to develop all of the components.
During the collaboration, the business often has to share confidential information and

25 -resources with the other parties.

Both outsourcing and collaboration require that content, or information, must
be shared between the cooperating parties. The sharing of content or information
leads to the risk that other party will misappropriate the Intellectual Property that

30 arises from the collaboration. Therefore, businesses today are stuck in a dilemma.
The businesses need to be able to share sensitive information while protecting the

Intellectual Property rights that may be included in the information.



10 subsequent users from understanding the entire process provided by the
software. For exanple, obfuscated source code nmay include variabl e nanes
that are disguised, workflows that are scranbled, and comments that are
removed. The objective of obfuscation is to prevent others fromreverse
engi neering the source code to understand and steal the intellectual
content of e sxmu:mvwodeethabffus pasdteoting finfofmation ¢e enorig@tiodoebBloweser, P
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di sclosure for a software syStemwitten in a natural |anguage

masquedgyelopmenjorithmis then applied to the original disclosure to
generate a new di scl osure. The new di scl osure has subject natter that is
different fromthe original disclosure. The system nmay then receive
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| om ng manner. Keywords are extracted fromthe original
di scl ozertain desigdedolutioms. dihaisi $hereeis aesltleogemeemlsforgeffmmdwmmqses Ahatew

di sclosure, is then generated, us he sel ect.ed nd t he
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keywor @pofilét hitfd @e fre@Mintention of the product. At the same time, the effective
technigues should preserve the functionality and technical specification disclosed in

30 the information.

Summary of the Invention
The above and other problems are solved and an advance in the art is made

by methods and systems in accordance with this invention. A first advantage of
2



the original disclosure are displayed to a user. The systemthen receives
the edited keywords fromthe user. In accordance wth further of these
enbodi ments, the extraction of the keywords may be perfornmed in the

foll ow ng manner. First, a vocabulary library is read fromnenory. A
keyword extraction algorithmis then 3 applied to the original disclosure

usi Ng th&nyas adl systerhs i akkoriamhct Mtk thisvimadmtionds dedtespecificdtiohs waittear dance
with further enbodi ments, the disclosure has originally bg?n documanéed in

use cadwe af natueal lasguagecaaydem seodifiechtas Biaskdhe amterli RERPSS 6f & FPFPQUP%V ntion,
the Se:ﬁ%?éh@ %d&énfag% c@?ﬂ?ﬁ‘ﬁ%ﬂ“ﬁ%@% i AR dRb R Wit fhik %Jéﬁﬁbf\gs fRgner. A

simla use case of the original disclosure
wi th eaglrds eodesrapibet Mediflediein emphadethatialipws fuwther development afathebase.
The word simlarity database stores. rel atiopships, between wo &ieand may
o1 o6 dsoures Spie I wHhaU reapalng the, S5l oUW, AQlo RUTRSRe; gl e Sourc?
enbodi s, the selection of the nodel tenplate may further include
determining a tenplate nodel that is a best match to the original

di scl osure based upon the simlarity value of each use case of the original
di scl osure d the tenplate del,. I n_accordan W th others.of t

enbod! nent s Tinabowt 800 BhepRavaTEanstiars Eaninas Sy podsaaihined R e e
foll OWda%ﬁiﬁBP%gste}'}hﬁu ¥ $oIBWIAG irh¥niéY ieasboraante With eamddRhettieofothegi nal
di scl osure and each use case of each of the nodel tenplates stored in a

menor y presenteineentiored Tl pioegssapeginsTh reseivinchen engisak diselasypritfor a

sel ecti ng one of . the npdel temnl I ccor, i: ofirent s
o thi STNGERVBIET HDIED & SarBYdRnoyEoso T EREREBring FAIRRATROMRT
manner .o idaT8ithe BRfiidl discloutad 4 Yevetdtorangwi disclosarel rDive mewodigcloudecy wor d
extraction algorithmis then applied to the new discl osure using the

vocabulhasy subjeetimaties that isr aiffeeentfsorseths eriginal\gisglosure.t N e 8¥FEMs Bld¥sur e.
Th iLive. - f ' h ' h
voer S HREh eV oL ROV RS oREoF RE s ibter! A calhobiagihReigort it e

di sigl osgrtReh apgiie t35thevstidinaldsevrch ddue teegenerde edodified Isousee codarars wi t h

sone of these enbodi nents, alternative V\ards for each of the.sepsjtive
H Rty

wor ds ZioavgEsien datd Thedcnvessig «ata dnglydes, infprmaiipn fr GonvgEing €Yy
sel ecti Qrﬁédiﬁ%&sﬁ?{:r&e%d@étﬁ PN NUAicd Bodee to replace the sensitive

wor d. € new disclosure is then altered by replacing the sensitive word
with the selected alternative word. 30 I n accordance with sone

enbodi nents of thig invention,_  a canmoufl agin lgorithmis a ied t he
ori gi nal sodf‘céc%a@”?% ‘Qﬂ&hé"PHiee eﬁﬁbq(#fgngggssggrtﬁg '5'38@] d&‘ o%géet%@] gi&dat a
I n jghe fhﬂhbp%mgilmmodifﬁaeswreé%éael@@gienérahé nicdiRey BRECUtABIesIdies ETHROde.

The recel ved source code is then parsed.” An equation is then 4 identified

i n the qumpiting b the: mogiies sourae goflpdday deariraoiie use abthegeanvessien defpia t he
identified e tion.and repl S e equation in the source code. The
ori gi naﬂeqﬁﬂﬁ%ﬁ?@r{?o%’ﬁﬁ&8§§E‘6%8F9nccﬁ ¢ nodi fied source code is identifiable
by a user key and a nunber generator function such as the Mersenne Tw ster
pseudo random generating . o . ,
In accordance with embodiments of this invention, the masquerading
25  algorithm may be performed in the following manner. Keywords are extracted from
the original disclosure. A model template is then selected using the keywords. A
new disclosure is then generated using the selected model template and the original

disclosure.

30 In accordance with some of these embodiments, the keywords extracted from
the original disclosure are displayed to a user. The system then receives the edited
keywords from the user. In accordance with further of these embodiments, the
extraction of the keywords may be performed in the following manner. First, a

vocabulary library is read from memory. A keyword extraction algorithm is then
3



5 algorithm One skilled in the art will recognize that other pseudo random
generating algorithns other than Mersenne Tw ster may be used w t hout
departing fromthis invention. In accordance with sonme enbodi nents, the

nodi fied equation is generated by 10 inserting an addition of a function
that returns a zero value to the equation. In accordance with sone

enbodi rpplied th hise wRginal eibcksuré ivging thegeowibalay libyanyearidithe kegywdresedrement s
in the equation. In accordance wth sorrg g_nbongi n&nﬁté of this invention, the
modi fi sletermined ol ascyeancamath BiythesRInBediments.sthie; disclogute Pas QlignalY: he

eq“ati%eﬂ%c{&;ﬁ&té@ﬂﬁué’é“éaég ry equation/ expression that is to 15 be

added. accordance wt urt her enbodi nents of the invention, the
generation of the nodified source code and conversion data further includes

Gongr ati on df BECRBiAMcecuth Baces of SrbeiTEBT G L3R bVanER: e defestOR et
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wi th some of these enbodinents, the nodi source code is génerated by

gener atdetgrnzinedifor backasisei caseudf the oniginalidisclosura withaegelt vae pager Afribei on
ith diff t ters. One skilled,] i . '

i RS Al TR S onRE PO Bphds: SEhe Ve SERRRN, FRugiile e

some egeds RS forhigdibetvede bR, ahbenggnpralidethef sinfiritpdialuesd slaur ce

code and conversion data includes the identification of a string in the
soufce aceauiance witlhisemiagf thesesembegiments, the splestienaiitheimode emriaie

nodi fie ce . I < | 3 ' .acenment
stri ng ey SR 086 bbb e P Eld ol Fof HeRFpicten I he fRbiRa
accor dafissosurehaeeliaiponrthedimitadity, valleeof eatlanserease sf thengriginalgdiscloatired by

generating a random nunber for each chargcter in the stri nd addjng the
randomarmi?rﬂ@ tempbaﬁeerm@éebdlnvapwdafm% it tfﬁ‘;'ﬁ'i,st QF thesg cﬁ’ﬁg%&%”il%g{ new
char act Settion of the mdd Pfﬁ&%ﬂﬁ@ﬁawbgﬁ éﬁgﬁns@bﬁ%@ﬁan&mﬁp fhBhfer. NWgRL i on,

the modi 11 ed sOuf Ce coge 'S’ save n eP a new file nane. T'n accordance with

sons ofsimiiarty aibe dif reathsuse lvasaesf thiel eriginakdissiosaeal ahdoeach Liserease &ft ori ng
otential fil na . bln.,accordance with sone,enbodi nents  of, this

" nvent 14616 9fBe ARGl (PSS SIoTediaireeBREF ik SSIBIe] Ak dbPlaYRd b i s

then prodssh éﬁtgwsnwn, §QBCHTY YRS bF B idBePlcngplarls, sour ce code and/ or

conpiling the nodified source code. The user key may be used for string
encryption, expression switch, expression constant addition and function

and f oat ur ednGEoRREERIATA S, b B et BE s ventintrReieY BT BSBR RSy
desgr i hptherateting the FdIRWIMG nitfiner] @ddeieanT spudifvedsbubdry lBharyns read frem
drawi ngs: 15Figure 1 illustrating a processing_systemthat executes,
i NSt r UINEBOLY-s ard extragiien alaositiyaris dhen ppeYed tether Rpw GisAGsHre ¢SK9ret hod
and/ or &y SFRALLIAN 6T 30 Hotd¥nhiRe the Seh@SRIWO s in the new disclosure. The
sensitive words from the new disclosure may then be displayed to the user. The
user may then input edits to the sensitive words. The new disclosure is then
25 modified with the received edits. In accordance with some of these embodiments,
alternative words for each of the sensitive words are determined and displayed to the
user. The user then inputs a selection of one of the alternative words to use to
replace the sensitive word. The new disclosure is then altered by replacing the
sensitive word with the selected alternative word.
30
In accordance with some embodiments of this invention, a camouflaging
algorithm is applied to the original source code to generate modified source code
and conversion data in the following manner. The process begins by receiving the

source code. The received source code is then parsed. An equation is then
4



Figure 2 illustrating a flow diagram of a process for nodifying information
about a software systemin accordance with an enbodi nent of this invention;
20Figures 3 and 4 illustrating a disclosure of a software systemto be

nodi fied by processes in accordance with an enbodi ment of this invention;
Figure 5 illustrating a flow diagram of a process for generating a masked

di scl osdurified an v pafsednscurck 86d©.s W iRodifiedrajuation st gemerated fréméahe
enbodi ment _of this_invention; 25Figure 6 illustrating a flow diagram of a

pr oces idarifiedxequatianm gnciRRiAces theo @auABoRi 8 clnes BPWCHoeRfnt The Q¥ dance
Wi th aRaRaRGY Sabsln il bk HMAH Surce code IEidHRiaBId by W3idd (e)arty 4 SP! Y
the e doc I'n 3 an ;

of use Cases o I scl osur unent shown I gur e
Fi gur e nimbdryeEnesatonfuretipn suek asfthe Mersenng Miwisteapseutid rareioph generating

accordance,. 30 w.th nbodi nment. of thi.,s ijnveniion; Fi gure 9

1 8ot PEATIMsang sKleddR T andvideseaice diRl ast PsHsinrandor BEpeiefiagang 4,
and of 4 ﬁl'wm%%'ﬂ%éﬁttﬁﬁﬁ Mersenné I TBMsRr Hial | B 8b6aWilbiA RERFGSS floPh this
extractihg and nodi fying sensitive words in a new di sclosure Tn accordance
wi t h ainvembiodi nent of this invention; 6 Figure 11 illustrating a

new di scl osure based upon a tenplate for the disclosure shown in Figures 3
and 4 generated in accordance with an enbodi nent of this invention; Figure

12 i |1 ustrafh Bgcsrddhed math £Imé RenbtRiImEhES Hes Hodlifkd &quitiopris gehvmateégbgct i ons
5 for sensitive words in accordance with an enbodi nent of this invention;

Fi gor e inseriing @ pdditing of al onctivmdhahrelims prarresyalpertogthee pguatign.ndai fi ed
sour ce cade e 2GR’ LBREe ShbBaiRtbriaP s "Rl tdYudtibRY R deMerated by
reordering the elements in the equation. In accordance with some embodiments of
this invention, the modified equation is generated by generating a switch case
including the equation and more than one secondary equation/ expression that is to
15  be added.

In accordance with further embodiments of the invention, the generation of the
modified source code and conversion data further includes the identification of a
function in the parsed source code, and the ge_neration of a modified function from
20 the identified function o replace the identified function in the modified source code.
In accordance with some of these embodiments, the modified source code is
generated by generating a switch case including the function and a secondary
function with different parameters. One skilled in the art will recognize that more
than one secondary function may be generated.
25
In accordance with some embodiments of this invention, the generation of the
modified source code and conversion data includes the identification of a string in
the source code and replacing the string with a replacement string in the modified
source code. In accordance with some embodiments, the replacement string is
30 received by invoking a string decryption function. In accordance with other
embodiments, the replacement string is generated by generating a random number
for each character in the string and adding the random number to an encoded value

of the character to form a string of new characters.
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Figure 14 illustrating a file including source code to be nodified; Figure

15 illustrating a flow di agram of a process for nodifying an equation in 10
t he received source code in accordance with an enbodi ment of this
i nvention; Figure 16 illustrating a file of nodified source code for

t he source code of Figure 14 that includes a nodified equation in
accor dance m aeobaidinge witro&omiet émbbdisnents erfithis invdntion: ¢hel ddifietssowteng a

fl ow di agram of a process for di fying function in t he recgejved
sour ce %088 AR OHBIRI. @ IV TS BAIBd: nih@oGprdace iBesOMen o FhesPe 18
illustr m@gg@ fe bl t j i i fdead
functi oeﬁﬁt? n ac@or’ an(ﬁ:eeewvw% g?ﬁé%éﬁﬁmt& Iigfér?rﬁt(gﬁ}wnedét%tﬁpglnf!@ﬂbfde%. Fi gure
19 illustrating a flow diagram of a process for encoding a new string in

accordance w th an, enbodinment of this invention; 20Figure 20 il|llustrating a
Lo di agr af GeoaRgRaeaUl pame; epbafeta o o8 doyemiar H1E JBRLFORIENORI  nan
embodi Iged iPEnéRpled nm_ﬁpta R8Y. The keVigtHeh BrovidddUfet frt Liser fr RehiémiRgof

modi fied source’code with nodified strings in accordance with this

i nvent it originpliseupce code andéan egmailipg the gnodifiedsgiur¢egodeulbe useadkeyi t h

his T RBhpe ke B stingeReRpudE" B le o pAREHE ARG sPnftasf SR8 Hz e .
for repinddaReidn ekitecro identifiers in the nodified source code in

accordance with an enbodi nent of this invention; Fi gure 24
il M@strating a portion of nodified source code with replacenent 30macro

identifiers as repl aced ig}igpﬁgéglg@ﬁgp\gftt etm%mhgr%ess illustrated in
- |

Figure 23; and Fi gures l"'ustrating di fied source code for
t he source Qqédealstveradvantages madlféabregeaiar aietidod and csystaaric eaceotdanas
enbodi r\;v?trtkt th?sf intvginﬁor% réll\l{ee teisccz)rri}jv:ad in the following detailed description and are shown

in the drawings:

15 Figure 1 illustrating a processing system that executes instructions stored in a
media to perform processes for providing a method and/or system in accordance
with this invention;

Figure 2 illustrating a flow diagram of a process for modifying information
about a software system in accordance with an embodiment of this invention;

20 Figures 3 and 4 illustrating a disclosure of a software system to be modified
by processes in accordance with an embodiment of this invention;

Figure 5 illustrating a flow diagram of a process for generating a masked
disclosure document from a disclosure document in accordance with an embodiment
of this invention;

25 Figure 6 illustrating a flow diagram of a process for extracting keywords from
the disclosure document in accordance with an embodiment of this invention;

Figure 7 illustrating a display of use cases of the disclosure document shown
in Figures 3 and 4;

Figure 8 illustrating a process for determining a model template in accordance

30  with an embodiment of this invention;

Figure 9 illustrating use cases of the disclosure document shown in Figures 3
and 4; and of model templates;

Figure 10 illustrating a process for extracting and modifying sensitive words in

a new disclosure in accordance with an embodiment of this invention;
6



Det ai | ed Description This invention relates to the protection of
intellectual property related to software applications. Mre particularly,
this invention relates to nodifying material related to software to hide
the intellectual property. Still nore particularly, this 5 invention
relates to a process for nodifying disclosure docunents and source code to
hi de the i niFigurectidalliupiratiey tay nas cdisbledutendrasied. upon a templateltfos the
invention is performed, by proceds)zes provided by instruyctions stor?’e& ?y a T
medi a CIRAIOSIR SBRWBUR E0WHS 3 bE JeORMRICd 1 RERFTIRAES M3 EMPERINERNPT10 be
stored ibvdriWar €, hardware, or software. Figure 1 illustrates processing
systemtq%é te{]alt eéxecutes the instructions to performthe processes for
provi di ng a Figatreok® idustfatingsy dispiay of thecmvddisclosuia with lalternativerselention®ne
ski Ileg in the art w.ll recogni zehthat the.exaﬁtftﬁonfi uration of each

pr o es SPTRENSIMENEIS N Becordanse dith a gmiedingeatel PEIRYEIHAL i on of the
executed pr W@ﬁ@eq;s'inuﬁﬁeﬁmpda%vuiéﬁmwoﬁ A HH6EddsO Porbherhfing ahidiied
Figure 1 is given by way of exanple only. ProcesSi ng syStem 100

i ncl udesuencadd inFACsoEdaTIoegvitinan enapadimens of i investior; a processor,

m croprocessor. of, an nbi pat.i f [ L.eL.Qprocessors that
execut e 1 no e i B0SAERTS BRERoMg BBEEE0R o BEduRUEREE 20 W ch ¢ he
present invegiurents @Rstrdiiy a90Rediagrdm ofeNprocels forlh@diyidg lampeduationtinut
(170 bus 1%@ Menory bus 110 conngcts CPU 105 to msrm?_lyie_g 120 and 125 to

t r 4Asnithe sreaalvathepures coden aseondange svith areembegiment affbisdmyention; |/ 0 bus
115 connect $; i 4 r ] t U 105
and the per FPaT JuliielB' B¢ 3 iFUEE S ped L8R bF (g DUl ¥B8R, &, /o
bus 11¥Figurd 1 ninatyingRidessa iidilifiery ehaatiomin @edoidanoe care embodimenstbiiivithded
into many other busses and the exact configuration is left to those skilled
i n t hethipdnvention; A non-volatile nemory 120, such as a Read Only Memory

(ROM, is cef § tg;gu@g,%rgﬁﬁg%au%i&%%m N@%-gmcééé &y ﬁ@@iﬁgmglé%ﬁétrah%

)

i nstructions eded to erate various sub-systens of
pr ases she gecapsacbsoUrte cadd in acbaranta evithyan embadireeniraf-this.in@mioski | | ed in

per  or m ¢ i 9TRCHS Bsraing sEOReER AT tad ) 95w ok 8 aeiBA coss

Meror y fi ki inistcBtdce WiHESH FhBdlimeRPeYth mvédtbn; Vol atil e memory 125
stores the instructions and data needed by CPU 105 to perform software

i nstructi onFigwe 18 tloskating e ftow diagrars gfrapessss ferengading aingy strisgsinem i n
accordance wth this inventi skilJ inthe 5 art will recognize
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t ransmi ssi orFigdired23 dliustrating d flom disgeampfozs gyecens foygeplasement of macro
identifiers in the modified source code in accordance with an embodiment of this
invention;
Figure 24 illustrating a portion of modified source code with replacement
30 macro identifiers as replaced in accordance with the process illustrated in Figure 23;
and
Figures 25-26 illustrating modified source code for the source code shown in

Figure 14 as generated in accordance with an embodiment of this invention.



Figure 2 illustrates a flow di agram of process 200 for providing a nethod
20 and/or systemin accordance with an enbodi nent of this invention. In the
shown enbodi nent, process 200 is stored as software instructions executed
by processing system 100 shown in Figure 1. Process 200 begins in step 205
by receiving a disclosure docunent or docunents for a software system The
di scl osure docunent (s) descri 2stailed Déseripiones for the system A further

di i 25 di scl d ts. is, i.d bel ith t
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then apphigoihenidecalpiopefi§drscAbsg frsrale nodi fied source code and
conversion data in step 225. "The nodified source code and conversi on data
are output in step 230. Enbodinents of 9 processes for performng the

canouf | agi ng al gagi.t hm descri e ] f Fl 13- 25.
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the basic reugbeediRgtsys@im 110D MR Jdnaal Proeesying amisiOPUystus. heput he
conponents of the proposed system 20 Document 400 | ncludes description 405
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http://ww/ darpa. m | /ipto/ Prograns/uvis/uvis.asp". 10

A non-volatie memory 120, such as a Read Only Memory (ROM), is

connected to memory bus 110. Non-volatile memory 120 stores instructions and

30 data needed to operate various sub-systems of processing system 100 and to boot
the system at start-up. One skilled in the art will recognize that any number of types

of memory may be used o perform this function.



Process 500, shown in Figure 5, is a process for applying a masquerader
algorithmto a docunent to generate a nasked docunment in accordance wth
this invention. For purposes of this invention, a nasked docunent is a
docunent that 5 describes a different systemthan the system described in

t he original docunent. However, the system described in the masked docunent
i ncl udes f urfctviotatile shemiogy 125, tducheas dandad Agcasise MepsargniRIEMY,r isbaldoi n t he

i ginal_d t. P 0,Regins in step 505 by extracting k d
1 om { RorBRFR ey 6o 140 xRl aia 2 Sres hedtatig o datEng
keywor deekdddsy TPefodeb Qerirhh sbtiare idrukliohs fbor Prosedtes! Sud 88 $ie0, the

keywords extracted fromthe docunent are displayed to a user. The user may
t hen edirpcessesierpraviting @ systgm 91 Becordance Wiig thig/inventionaGne slghedisethet o

For Scomshit se e i, Aoy drtho? hE ndt BhAReh s Bt e P S8 AVEE] oo
descr i hefhtie okt dnd feesrnt tys@uBba il Rfitas ThisiR ehsite te Msetkiliedl mhen

used to generate a masked docunent in step 525. The sensitive keywords nay
be replthe@& with suitable equival ent words that are found using a library
storing a thesaurus, simles, or other equivalent words in the description
and/ or use cases of the nodel tenplate. The replacing of the sensitive
keywor ds 20 |/@yebieept3(, keybdards1 3§, displagriald, aremorpl 48 agiwodedsvitddb0i s

iml to th | /ai | abl e | d j . t 530,
Serfdi ¢ 1476 F QUTRPEOLAP BELahe PbHPYIAES FABRA AU BuR Y 1549 ExaeR0q AL op
525. ARy j f i i vl t t

WTER] FOSTor 0 PAGHELISS BERSISEXaDs leply 305! Nfo TSRt gtpRuTen

i s descr elowwth reference to ure e extract sensitive
wor ds amny dénvce dhaipiransits andfor reseiveg Slata fsane (CP3 5105Th Keybeardnd§s idhan

input edits to th itive words in st 0. The edit
| ncor poPEER PRECSH O Theb uEeetins st rest Ened s e 48 20 105t put
in st emidiay a0 REEFBS UGSy BBESofM OPURIES bhi WdpIa) Rags6R BSs@8hn fat i s

an enbodi nent of a process Tor 30 extracting keywords froma disclosure
dodéner® user tacae. dMerwerynl 45 is Bi devige, that itemsitsok rraed@sdajarie and emp 605

about - S0 eRRH 080T Hsla R X Sheohl NTRRK Hovkiel 120 Sfbdeli BT 0EIda on "
about trizewoK fot eenemissisr BPgMtade dndl fromaitier prodessing systehwrdi nents, a
sel ection may be made between nmultiple libraries where each |ibrary stores

words related to specific technologies. In step 610, a keyword extraction

al gorithmi g | i HH&ST t aghnt plﬁg—;{ ds. xanpl e
of a keywor ?f@)%:e}r g? P%ﬁatgggao?@t&ﬁm I é'fnhgf %éy%%ﬁsaggo Iggf ac '%h ilra%ot% hm
(KE28) cesidon dystemt inhacqordaneavwithdan enobbddiaent wifithis insemticri.| &dbltiee fshownt he

Uni versi t f V\gi kat 0. ]ﬁ—48 ver, one skjlled in the art wl recogni ze t hat
ot her I;eDbtRIGERSHA0N 9 S1aTeR A5 TAIYVASE InSBUEtRnSIRIGCUIRsLRY PIORESPGM t hi s
i nventi , l4gorg r i X from
10" he STatem A3 SAoliA0n Fighr 110 TProBesd 200’ Begihg op (REBALS b iec8Ria

di scl odlisciosuras documest apre datumerdd for st efeRBe bpsteome efeodiistiasere st eps

620 and, 625 di, spl optional .keywords for the uge_cgses to a.user. The
user  t HORURIETES) AGRGeitks, M GPIRANES 05T FHteR « Ac fUer, drsusSRRaf
Af ber  idisidRMaiotaniiris Rehrolidedasblowhdtk RIgapd St Kiguped B amhdad.any stepmips used
to determ ne the keywords for
a masquerading algorithm is applied to the disclosure document(s). Embodiments of
a process for applying a masquerading algorithm are described below with reference
to Figures 5-12. A new disclosure document is output by the masquerading
algorithm in step 215.
30
In step 220, source code for a software system is received. The source code
may be in one or more files. A camouflaging algorithm is then applied to the source
code to generate modified source code and conversion data in step 225. The

modified source code and conversion data are output in step 230. Embodiments of
9



15 each use case in step 630 and process 600 ends. Figure 7 illustrates
keywords extracted from docunents 300 and 400. As di scussed above,
docurnents 300 and 400 describe an Utra-Vis system The words include words
in category 700, nodel tags 705, and use-cases 710. As can be seen, 20 the
words in categories 700 include nobile, gesture recognition, voice

r ecogniprocasseantbrvperiatmingt then caivimflagingg slgorithmh erek elesoribled f belowvhwith

ori gi nal discloere. Iﬁ$ége shown enbodi nents, the nodel tags include hand
and ar fefeEeRmia FigHres, 43-€a- r ecogni ti on, geo-registered icon, head nounted
di spl ay, and geo map. Each separate use case tag is a keyword specified for
each use case as shown in Figure 7. 25 Figure 8 illustrates process
800 t hat i s Afterembdifiedecedefis utpuic compiled sede dnanden geodeted drgnathe t o

t ked di sgl i d ] i f.thi
g oo So0ces s5e plgPignPh S80RS Bote Ly e dnEdervaror SRl dhiL of
ext r actopfuddafithtdi§orithAf Inostepe23BC TRRiKTuscatée oripiiedadodeartheh dutgutimdel 30
tenpl ates stored In nenory. The nodel tenplates are each a generic

descri ptepR48i Gomyentipoal processasumay be used inpervidestisoetfeeated cogmpiledsos,

ol o BRe| aii defo Rl o thesg isBerdks 4% BITRTICE bedilT Ao i 24007

dat abasgogest 20008hds.sim |l arity database. Simlarity nmeasurenents between
two nodels are based on the simlarity between use-cases of the two nodel s,
andOsinmilarity nmeasurenents between use-cases of the two nodels are based

on the sini 'Ii?{)lﬂFe#ﬁaganﬁtﬂf"‘ﬁﬁ&r%teedi%%%%&{méﬁ?t%%rﬁ?ﬁﬁé ré&pddifefy"for

nodels. 5 simlari measuri ng al gori represent's each nodel
(t he praoquoject.r oin tthe shewhoembeditnentyetnes disvibsurendeturnenis! aresenhsthe set

O o e e D S 20 135 SR32ab8 hEBLESER ShoBlert 5 Vit WRERing
Language (UML) format. In the shown embodiment, the disclosure documents are
15 expected to be in the UML use-case format. However, other formats may be used
without departing from this invention. Document 300, shown in Figure 3, includes
background 305 and program overview 310. Background 305 sets forth the problem
that the system is atiempting to solve as well as the basic requirements of the
system. Program overview 310 describes the components of the proposed system.
20 Document 400 includes description 405 and uses-cases 410. Description 405 gives
an overview of the objectives of the system. Use-cases 410 include individual use-

cases 411-414 which provide the exact functions that the system must accomplish.

In documents 300 and 400 an Urban Leader Tactical Response, Awareness,

25 and Visualisation (ULTRA-VIS) system is described. The ULTRA-VIS system is a
military application for providing devices that recognize hand gestures and/or audible
commands and provides the necessary information to handheld devices of other
soldiers in order to coordinate operations. Given the sensitive nature of this system,

a designer may not want corroborators to know the exact nature of the system. Thus,

30 the designer may want to use the masquerader algorithms in accordance with
embodiments of this invention. Documents 300 and 400 will be used in the following
discussion to provide an example of processes implemented in accordance with
embodiments of this invention. The ULTRA-VIS system example was obtained from

the reference “BAA 08-36, http://www/darpa.mil/ipto/Programs/uvisfuvis.asp”.
10



10si m(nmodel _1, nodel _2) = best match({ucX I UCX E nnodel _1}, { ucYJ ucY E
nodel 2}) where best match(setl, set2) is the matching algorithmfor the
assi gnment problem as referenced at

"http://en.w ki pedi a. org/ wi ki / Assi gnment _pr obl ent'. best match(setl, 15
set2) nethod assigns each elenment fromsetl to another el enent from set?2.
Each assignnment will give a simlarity value. This simlarity value between

t - AN | cul ated i.n the follow h. best
maten() i1 £505ess AR shSuRUn BRGL b S8 BrReeRriBbiatpg T ARRUERR ues
of the JgiritRth & QWHLﬁnérﬁzthéérﬁE‘ré&g'_ a rhagkéd Pochfient $RTREBRIancEWittF ithks| ari ty

between Set 1 and set 2. o he above best match() function requires
t he si nmventiony bart perpesescdihisvievention aseaskededocunentuisea dasementithatrity

is defi DV Si c.,1 c . 2) = S C radx | rax E rdy |
wor By, S5ErYs oS uMeintconstEn hap MRS byefBvCBSRD |n ¥ Bftotel gokbupshr him
for theAseicdniRNbydtenbigsBribaadint the masked datldent ihcladatefunstibak einifgrom a
predefined word simlarity database or froma word-simlarity nmeasuring

t ool . 3J0ithose spa@meyl by e Systanadesgribed ie the oRiginel desustangi fArcass 808sur e
and ea d LAARUEAE ST, € e Syl € ' ed pR ste
15, - ThedlEeih  HER" BABTPL “EREAy, FSRRBI T RN BBl GsIBHEC AR T 1O
t he masmisbdimeat of armocess fdragxt@2ng Aeyaordd isvddscribel ebeglow oxitis rafarensenpl y

return the tenplate with the highest simlarity value to generate the
mmdRed REHER. . TF4gRra Ogthe kRNGrap cxTACtash T 98 HOSUREN! FER I &¥e8d dance

i th ' ts 300 d 400; dt
ol o e A LEER S AR T eI L o e ¢  the

nodel tenplates. Ists a ds and use cases for the
di scl osed docunents 300 and 400. File 910 includes the nodel tags, category

ds, and botics .intelli t em desi gnat ed .
ol bt i kevwprds pré hanoused s pblan X ol RuttbiEe i, 308 vinal, -
next t Qochiment it 8&b-570. 14 8%0?%&;&&%5;:6%{53%@ IR Tehplatss b thorigihagor Y

keywords, and use cases for a flight sinmulfator. As can be seen from Figure
9 tihe glosument/disclasiuneds describech belthy adth raferemsel ot Bigbse 8ar dhgrmatabedon

e S bR L G Tob A b e lcR B BB sBb A2, Sherste e
| nt el b®feyiverds bedy BE reditded Wihatabld equbasitavorg thae sfessend disig] asur e.
o library storing a thesaurus, similes, or other equivalent words in the description
and/or use cases of the model template. The replacing of the sensitive keywords
20 may be performed using a search and replace process that is similar to those
commonly available word processing systems. In step 530, sensitive words are
extracted from the masked document generated in step 525. An embodiment for
extracting sensitive words from the masked document is described below with
reference to Figure 10. The extracted sensitive words are then displayed to the user
25 in step 535. The user may then input edits to the sensitive words in step 540. The
edits are then incorporated into the masked disclosure, and a masked disclosure is

output in step 545 and process 500 ends.

Figure 6 illustrates process 600 that is an embodiment of a process for

30 extracting keywords from a disclosure document in accordance with this invention.
Process 600 begins in step 605 by loading a vocabulary library into memory. The
library stores information about stored words including synonyms and hyponyms,

and other information about the relatedness between certain words. [n some

11



After the nodel tenplate is selected, the masked di sclosure is generated as
described in step 525 of process 500 (Figure 5). The generation nay be done
by word replacenment and/or m xi ng of use cases that are determ ned to be
rel ated using the best _match() process described above. After the masked

di sclosure is 20 generated, sensitive words in the masked di scl osure are
ext r actesabeaithents; aesarleld:tmdmay der enade ibetween aneltiple fibrariesswhet® eacht | s
an enbjﬁl nen of a { C;’fft % bl nI% and editing of sensitive words in
accord rﬁst"}‘ﬁ IDEEEROREES begi ns in step 1005 by I oading
a vocabul ary I|brary The I|brary 25 stores informati on about stored words
i ncl udi ng synonyns and hyponyns, and other information about the

reI at edness |nester & 0z & keyworbedieaction slgesithmiis ainplisd do thesdoaiments toay be

105, BRI e A BB BT bR OB

appl i ed(éyphﬁ'éme gxtractidreAlgorited KEACHesdrbedt at ietd://ativ. hid.cremed/ | wnucw)r ds
The word extraction al gorithm descrl bed above, in relation to process 600,

i s avail$ #yadableotiermthelbinjarsity wf IWalgiteat Jowrver. i skilsd inxtheaatti Wil
Al
extr acTeRoaiEENECHEr RefuwBla BdrBctir Moftiins $hiy HECasdd Wihott BRpHRRESCC (O

r ecognifecen tthistineertiem. wor stepxﬁ:t(adhe (mgcailtgm rétbms therwzonds@xWabtwuﬂ'om
departi hi.s inve ep 1015, .t he returns the

f th
Soh0T hE P diBsieg Therkaynords Exiraota b eanns of it s GRS eelao020,
the al t@EBaldkerathed ihodieb r@zsserrﬁlédms A Rhts, 568 B0CEn 750

similarity 5 libraries. These alternative words are displaye
The usaspiay optipoal bewmrdetfoome)marc@elsdnnatusee vidred user them aelecﬂshtdae

d_and d rd
Tooe.  HFILBEL A0 R WERaTe HESPaNE: et sBPRR: oAt s RS A S 100
whi ch idetémiihed) Beue 8iaxbdclién falgunthmeis Wsbd o \dste Attineeile heSore€ sbrl N

docunents 300 and 40 and the nodel tenplate for Intelbot. AS can be seen
f r din Fiegghdiseicasera S@@é%@%d riecesb0headdot and ULTRA-VI'S system were
nmerged to create masked disclosure 1100. Figure 12 illustrates nasked

di scl osure 1100 with alternatives 1205 provided for the sensitive words.
The user mayFigeeeTtillosteated Keywordd extrattedefrotrp doepents 300 aid 1400. As
occurrences 15 of a sensitive word or replace the sensitive word one

occur r &igeuisged abovgedoguments 3¢band 400 Q&%‘K'@& bHitreNis system. Theguersls: 3

|11 ust kabigge B 8§ﬁ§c%1§1889} meqw@%%ﬂagg%@ gRaus8lc tz%egr?%.es s £ah b@%%'egn' ng a

carmuflagl ng a gorlt urce’ code w regards to step 225 20
of 2pr otks @t i Fajegaric) 700 ircade alnmimb \gelsthEMesogmtAenl voice rBcogriten,1300

b 1 1305 b d I t 1310,
ooonlT it EsiRizatoR . MoRe! fadivats e Kegvorgor Hhe QEQUI s oSireh o 8 11 e
and i nsphiwd dniiqihBRtsTOME! iflict Haps CinehiR 'hanatsﬁdlé% reéB%ﬁiHBHd Rt of a

process for nodifying an equation is described below with réspect to Figure
15. Oneestgnilienl geotragisteredwicoh, head mounted display, and geo map. Each

separate use case tag is a keyword specified for each use case as shown in Figure 7.

USGI’

25
Figure 8 illustrates process 800 that is an embodiment of a process for
selecting a model template to generate a masked disclosure in accordance with an
embodiment of this invention. Process 800 begins in step 805 by comparing the
keywords extracted from the disclosure documents to keywords of each of the model
30 templates stored in memory. The model templates are each a generic description of
a particular product.

In one embodiment of step 805, the comparison is performed in the following

manner. A model similarity module includes a similarity-measuring algorithm, a
12 |



25 recogni ze that steps 1310 and 1315 nmay be perforned on any and/or all of
the equations found in the parsed source code. The parsed source code
is then searched for functions. A function is then found step 1320. The

function is then nodified and inserted into the nodified source 30 code in
step 1325. An enbodi ment of a process for nodifying a function is described
bel ow whddel tespate daialEz'aswaed 1& wonth esiraRariity ethtabaseh Similarityi (rieasurspentse t hat

st eps 320 an 1325 erforne and/or all of the ncti ons
ound Beweeh fub. g onthe g Bebised yisecasedae 1
Search%éeﬂé éha'élﬂﬁaan gornéy%%fﬁsﬁtsoﬁemeﬁ 5620866 AT the fd iInEddI§ dredr OUp
of ASClI aracters us as an identifier. Astring is then discovered in
step 1%36ed Dnethstsimitgrities hdétesendhie keydordsdofi the eksee@aeﬁm thenvorbideisd
source code in step 1335. An enbodi nent of a process for nodifying a 5
stang is described below with respect to Figure 19. One skilled in the art

w 'l recognitap &idfarify ms&ﬁﬁg a@@&.t&ﬁﬁfepfayeuﬁe &l @oded(the productfddrar al |

of the strings di scovered par sed source code. In step 1340, the
par sed the gisdiosird sldoumanis andda fr@@deld@mnlaueé@ a 16t 01@89m8§e§n6feaphu s

ot 1 LooRasg riahehisiindf o8 Sl The el Eifleafy R doeafthy )

repl acenent identifier is then determined and inserted into the nodified
source code in step 1342. An enbodi ment of process for nodifying an

i ddBtifi ers:nﬁm@lgwhwqi&bvvbaﬁmat@l@%%xw@xﬁ gadel 20, {weYlucY € | n step
1345, the parsed search code is sem’%%?cbi macro identifiers. A

repl acenent macro identifier is t hal c} m ned and inserted into the
nodi fi ed source code for a found macro identifier in step 1347. An

enbodi mrent of a process for o . identifier is descri l?ed bel ow

with raﬂmetbqs&ma@aﬁs@tmse@b:s the ma?qhmﬁ@nmcfor e asganEens Probleme

f d fil
e | REetefEed 8 il fon SRS e Ak s b E rOBIEP EoEQ mardhRR, ||| ©
t hesm@etQ)eMeﬂ&dEassgaa\eadhLmdmnt Iﬁ@nn aalll 10 khaotremelémest &pml 3612. &ath

1300 d 25 - | t | de 1400
et wies GBSO GV 51T oo ot ST i LELVeRR BFYIB0 e ow

Sour ce (sade v@iﬂOQeldé%dléﬁa f R rfomhgceéﬂagﬁaﬁn 'Be.ét@r’étéfﬁ?ttnéél%qﬂﬁﬁ ag! obal

definitions and a maln process to execute. | ect 10 i ncludes an
obj ect solution s thgidbetsuontf athsimilariy vakeest of taemamedt elemepts isgmaximized.and

"col l'i dg’ nition fi 1415 cIu es th | ons of the velocity
and col e dheh resmeseis the SRt beRERen B, EBbY et 2" 2 L1e 15
illgstrates process 1500 that is an enbodinent of a process for nodifying

an equation to include the equation in the nodified source code. Process 16
The above best_match() function requires the similarity value between every

two use-cases. The use-case similarity is defined by:

sim(uc_1, uc_2) = best_match({wordX | wordX € uc_1}, { wordY | wordY e uc_2})

25
where best_match(set1, set2) is the matching algorithm for the assignment problem,
and the word similarity value is taken from a predefined word similarity database or
from a word-similarity measuring tool.

30 In step 810, the similarity value between the original disclosure and each

model input is returned. These results are then displayed in step 815. The user

then inputs a selection template model for use in generating the masked disclosure

13



1500 begins in step 1505 by reading the equation to nodify fromthe parsed
source code. After step 1505, one or nore of the follow ng steps may be
used to nodify the equation. In step 1510, a constant formula is added to
the equation. ldeally, the constant formula is a function that returns a
zero value such that the addition of the 5 function to the equation does
not af fircdtep (620 esAltarnatifely, hmee@umessncammlmpmrpetarmfthe{ teopdatenwithnuthber
formul a i rovi there is a function {808 -
et RumBiaeR SYlary valts 1§ gendzate oe masked TAItNInber (432) funct | on i I}
return the val ue of 808. Therefore, 808 - 10 getNumber(432) will equate to
zero. Anot her manner for nodifying an equation is perforned in step
1515 I n st dpigurse1B iilmmmqmpﬂfsoaree wdaceordaace withi precese 880i on.

08Tyl R R g it GBS ol i, S0k

provi dfgasqmé BRbf RS kéwcfras aﬁadjsfeyctarsestfbetma@lb@ed dbbumieats IGEAnd @0ewi t ch
case is |nglenente i ncludi ng the original equatlon and one or nore 20

al t er ndil 1@q0@iud@$1§ e Thedel tagsn Hategory juardse @hd rru§e IF@Sge er & Eebies

h « h fl
o gor deSRpEs sYBiein RREIGHRSS - oibdf, S Sflf Bl i eadt N tRERY | 20°
det er migpevidbd ch QpErederid wid lsub,ecuselﬁld @15elmicamgtim optadhgs keywotde

original equation. Wien the switch cgse IS then generabed eg&[rg cenent of
t hdOor icgteaary kguwerds, agddiperasesar adlight simylaiefe fis saR B S808/Q Q‘é@es to

furt herg e gﬁm‘ila BB o ﬁﬂH%hbg&gofﬂméi*ﬁ&?lH&dé& Ggergat%?fohvwe?agee‘fn%r%eper

case inc or| gl nal” expr lon 1s locate the correct user key
and t hesimilarity fvaMem‘er eiabh @ugjeca of thw fligt siondiator.gd hergrea’mg simitarity oalueBr ocess

cquat | R4S IMGlept g thetiBe el o adtites muiie roete i Yok eaie
modi fi g é%(fla@lgabg@@ce with process 1500. In the shown velocity function,

function call 1605 replaces the constants of the equation in accordance
w tih step 1510. In the collide functlon swi tch case 1610 has been

gener at ed.  t cas 610 incl ud Qr i 12 of
 Phe swi ton AlisrangRoterBmuald Pl wlReL S Bl EnEEE
oper at Qfexctibed i sedp gRpalf avasd GOOI(Flgi,@éCB)d Fhé @ehefmm Pag.bddohddy, a
constant function has been added to equation 1620
word replacement and/or mixing of use cases that are determined to be related using
the best match(}) process described above. After the masked disclosure is
20 generated, sensitive words in the masked disclosure are extracted and may be
edited. Figure 10 illustrates a process 1000 that is an embodiment of a process for

extracting and editing of sensitive words in accordance with this invention.

Process 1000 begins in step 1005 by loading a vocabulary library. The library

25 stores information about stored words including synonyms and hyponyms, and other
information about the relatedness between certain words. In some embodiments, a
selection may be made between multiple libraries where each library stores words

related o specific technologies.

30 In step 1010, a keyword extraction algorithm is applied to the generated
masked disclosure to extract the sensitive words. The word extraction algorithm
described above, in relation to process 600, is available from the University of
Waikato. This Keyphrase Exiraction Algorithm (KEA) described at

hitp://www.nzdi.org/Kea/) may also be used to extract the sensitive words. However,
14




S5Figure 17 illustrates process 1700 that is an enbodi nent of a process for
generating a nodified function in accordance with an enbodi nent of this
invention. In step 1705, it is determned if the selected function is a
function call. If so, a switch case is generated for the function by step
1710 in the sanme manner as described with respect to step 1520 of process
1500 ( lBnegusldlledlin the st eyl t9cdpnizd that olbeewordeekirablionfalgbthmsotdyobei s a

class object, If the function.is a class objec equenger i ener at ed
For ¢ heSeR guious deaanes Epm g dngriead 1robhe 116 R aRp iametue Pe; . ¢ he
par affefs%f@iﬁeé Q%Jdén%ta@dbopffm&mné' e AnaskER AigdSsiras e afdeds10%, aRBt er s
of the cl ass. e function is then inserted as a swtch case of the swtch.
The pr altessative woeds rfoepdhe eserisilivee andrdef atehaleteminedngsiog wored imianity The

proper .function is then 15 provided switeh i dentifigr rapei er. The
pr oger E'Ewr{e(?’h f%\%%% agﬂﬁ'aiigﬁdﬁq{gﬁﬁrﬁrtgs?[ﬁﬁ&é‘? MNE NS f}?ﬁeﬁgﬁ'ﬁo&?’s@%{ §at a
for |akglecish aNanPaRSHRBEVE AWErdeMiSeplace the sEh&itive wérd bhdstheahsskkbe
class "conputation", which has sequencer 1805 added in accordance with step
1715. Ttissclesyais amengdpdagcordinglydn sieipg] 020, Beircesnl00dhemendeen nodified to
i nclude switch case 1810 in accordance with step 1710. Figure 19
illustrates process 1900 that is an enbodi ment for a process of encoding
strings in Fe@edNGifusiiatds anaskedodiso®stiredfl 100iwhichviend idistlodore aesived 900

begins in step 1905 bé reading a string in the %arsed ata. In step 1910, a
r

d
chdpacf@m e UL TRA-VIB sysiemsdipelened dn gocements, 38Pnd 698, and the daedelunber
nanper oPRERTPIrESpR," ARTRR 08 SaEh o FipGe f Mo doR R et
char actzed. UTTRAREIS systemcivere trieeged &pteeads ndekedrdistloslirecttitackiguré d2m ng a

o7 ne e ReeRed dheconct Bl AR BraAREE 1A B sl R el on
r eachedy, g5 0q§RsS,de1Hay SBRat gnéro@@héhﬁar #18s td/\V’@ﬁl@haéé bpfa& thd8calipsmeker s of

the string have lf:'Jeen replaced, an indication of the relationship between

t hasor idfianaénsitive mprdiod replacedhe ssenisittyei worst one @cckrrenee @by timesi torfogat a i n
step 1930 .anlcrimgr Oér:Fgas 1900, ends. Figure 20 illustrates process 2000
that i SN&ANBHBEERGREAPCYFN epl aci ng identifiers fromthe original source
code and storing the replaced identifiers in the nodified source code.

Process 2000 begins in step 2005 by reading an identifier fromthe parsed
sour ce code Figwe parifunieiedforoesss 439€ Ubat snansembadiment ¢fraiosesofdl 5 or

string of r | i : .0 ARt val ue
't o SBBNE eRTO TR aleriitbirp Pl SRR Eod RN Blibras D 225

i dept i fof protsss 200! (Figare 2) rmagcorbangs witht thlzaineentiors tRipcass 0 30 bebarsainl v,

t he name change dat abase 1s a topic-based dat abase %&gt i ncl udes, a

hi er ar &t§P ﬂépaé%pa@m e @‘?'W%fs‘ﬂéréevﬁch- otﬂ glep 131%inpayationis fegdnce.
The sel ! i?gldg,i har Ci i) i 1 he
nodi fi ggﬁégﬁ? e ?:%ddéal&ﬁes ep '28?%.9 %i@d‘??g%ﬁgﬂggwg? @dr i&gﬁ ?gﬁg Ptgte

bet weemadified sograstodel émstdp ¢81andAn benbodirment of a prdeess faremodiying @aned i n

t he conversion data jn, st 2020 and process 2000 ends., .Figure 21 X

i |l ust ﬁ%“@i‘oﬁ’ SPf'bﬁd i?ﬁ?f?‘?fé”' desi tﬂxca'?'ﬂu'?pg i cg)lnfaoﬂ("rqqg@ %gﬂlg'"wnere
t NgsSt LAGEIL thAE sRipsI1 890 /R A3 #PRha¢ald BBribirh&d e @nbesit/bepliasiethel N
ac%grdzgﬁce V{Atth procgss 1900 descri bedfaboge. Each stri gg has been nodified
t o havequiations faure withe pansedsovmerpodef i ed encodings. Figure 22 illustrates
the nodified source code after process 2000 descri bed above has been used
to replace the identifiers. Note the original identifiers have been

repl aced by TephREdOSolrct dode2d then searthedifér AhdtiohgstAguastidn fcemm 2300
for replacing macro identifiers in accordance with an enbodi nent of this

i nvent ifownd piapct¥20. 2Tbe furaiionds thers maifteshandjnsedsdiinty theraedified GeHEGes i er
! _ cE&d e
oo | (BRI e ti7E, AT emBBARHIEE & foceel Tol MM 1idBAR.

and/ or d&skctibed beldve withurespecoeFigave ng. a0gé ahilledsndpe arWidinrecbgnizadhat
identifier is read, a suitable substitute identifiﬁr IS [ea fr?ma nanme
change SteR2Aa3@ and 1325 mey be rRefen apy Ansern al Pfethedé-'rﬁlc&’@i‘% oundhiNaces

t he origj Qﬁgﬁ!' nodi fi ed source code in step 2315. An indication
of thetﬁgﬁgﬁﬁons ”nggpﬁéen the original identifier and the substitute
identifier is stored in the conversion data in 30 step 2320 and process
2300 ends. 15



Figure 24 illustrates nodified source code derived fromthe main
application 1405 of source code 1400. In Figure 24, the nmacros in main
application 1405 have been replaced with replacenent macros 2405. Figures
25 and 26 show the entire nodified source code derived from source code
1400. The above is a description of enbodinents of a systemfor nodifying 5
i nf or mat i on Ther paisedngpuroe odef isvthen sozpsched foan strivgenvhari puredseh af thisose

skilled,.in the art,.can and wil | i al ternative enhqdi nts, t hat .

SKi i metisdssiR, 3 4ti68 Aitolh ot ASCh HhaRieiEnEad Fs BRiAIRE  SMgis, .

cl ai meqhés didoovlray $i efeg a33andiThei SEingBikethed!l moglfikbednd InssBims thef t ware
conpri st ng. |1 nstructions for directi Nng a processi ng uni t to: b5receive a

or i gi nanodified |sevitee=code in siep fidbe Apnahediment of ghprocessfas dirdifyingg

subpeciig faRsbrided Btk MR o8B s Fiaenis: T oo S 36, SRt e "
recei vee@idrizé ahats sl¢peet 3301 antiot 33&iras dlet pBrfermas topmanyt Gaepdy alt of the
canoufl aging algorithmto said original source code to generate nodified

sour ce StHgs diseo\asad df Hieopargatd $OuEe effkerti ng bet ween sai d nodified source
code and said original source code; and a nedia readable by said
processing unit to store said instructions. 15 2. The systemof claiml
wher ei n sai dni sigpr 4840 otise f parsber searohr code isnséarchéd ofos identifiersectforg sai d
processin I d, modi fied source code to gggr ate

modPs i er&q%‘{égw\% d&gd@siocgg%l Jd%nﬁ ler is a word or string of characters to

identify a function, constant, and/or a value in the source code. A replacement
identifier is then determined and inserted into the modified source code in step 1342.
An embodiment of process for modifying an identifier is described below with respect
to Figure 20.
15
In step 1345, the parsed search code is searched for macro identifiers. A
replacement macro identifier is then determined and inserted into the modified
source code for a found macro identifier in step 1347. An embodiment of a process
for modifying a macro identifier is described below with respect to Figure 23.
20
In step 1350, all comments in the original source code are removed from the
modified source code. A new file name is then read from a library of possible file
names in step 1355 and the modified code is saved under the read file name in step
1360 and process 1300 ends.
25
Figure 14 illustrates original source code 1400 that will be used to provide
examples for the processes described below. Source code 1400 includes a main
application file 1405 that includes global definitions and a main process to execute.
Object file 1410 includes an object class “computation” that includes to attributes:
30 “velocity” and “collide”. Definition file 1415 includes the definitions of the velocity and

collide functions for use in the main process.

Figure 15 illustrates process 1500 that is an embodiment of a process for

modifying an equation to include the equation in the modified source code. Process
16



3. The systemof claim2 wherein said instructions to conpile said nodified
source code requires said conversion data to generate said executabl e code.
4. The systemof claim 1l wherein said instructions to apply said

masquer adi ng 25 al gorithm conprise: instructions for directing said
processing unit to: extract keywords fromsaid original disclosure, select
a nodell506rEgmsirustepgl 54 by keading dse egndtion to modify from the parsed sogreeer at e

i d di ' i d | ect del 30t I ' ds.
57" The coger eqeten 4508 e at kS of e BRI 1eBR S8 Py te Fagity 1R " °°
mesqueicaibfion. 2/ 1A%ibH YB1ROBPES Atant AYLMEY 688ed 96 (b RfikiDe, JakdiyRriAgessi ng

unit to: di spl ay said keywords extracted fromsaid original
di scl osonstant fermidaiis adndctiare thal setamns aparo orlugisuch that dbe @ddidipRceidbef r om

sai 8 kagsio BB EoN B AL ARl of bl Ao ERBuiriR St £t o
read acwAswpYhhamber farhally i pRVIdEIES foliows: . ~apply a
keyword extraction algorithmto said original disclosure 10using said

vocabul ary library, and determine said keywords fromsaid original
di scl osure. Assuming there is a function {808 - getNumber(432)}. With a correct user key,

the getNumber(432) function will return the value of 808. Therefore, 808 -
10  getNumber(432) will equate to zero.

Another manner for modifying an equation is performed in step 1515. in step
1515, zero equations are appended to the original equation. An exampile of a zero
eguation function is provided as follows:
15
{sin?x + cosZx - 1 = O} or {(p" - Ni(p-1) - p™' - p™? ... - p-1 =0}

Step 1520 provides another method for modifying the equation. In step 1520,
a switch case is implemented by including the original equation and one or more
20 alternative equations. The alternative equations may be generated by changing one
or more operators in the equation. Preferably, the camouflage algorithm includes a
hierarchy for the replacement of the operators to determine which operators will be
used to replace the operators in the original equation. When the switch case is then
generated, the placement of the original equation should be varied in the generated
25 switch cases to further hide the original equations in the modified software. The
proper case including the original expression is located by the correct user key and
the switch number through a fibrary number-generating function. Process 1500 ends

after the equation is modified.

30 Figure 16 illustrates the equations in definition file 1415 of source code 1400
that have been modified in accordance with process 1500. In the shown velocity
function, function call 1605 replaces the constants of the equation in accordance with
step 1510. In the collide function, switch case 1610 has been generated. Switch

case 1610 includes the original equation in case 4012 of the switch cases and a
17



7. The systemof claim6 wherein said instructions to extract said keywords

further conprise: 15instructions for directing said processing unit to:

determ ne at | east one use case fromsaid original disclosure, and

determ ne keywords for each said use case. 20 8. The systemof claim?7

wherein said instructions to select said nodel tenplate conprise:

i nst r ugecoms$ dquatidnrgeriaraigdshy d:hang'cr@ﬁimgparﬂtorst o thixoeigmahequationiiharity

val ue for each uae cas é)f Sld ori sclos eW|th
SWICR A OF2-oF

each uSECOH ra SNt fimetion e bieen agded 1 PR AIp

si m | anighy dat abase \/\herel n sal d word simlarity database stores
rel ati onshi p between words. 9. The systemof claim8 wherein said
i nstructions to select said nodel tenplate further conprise: 30instructions

modBl ot FOGSLEL MRS Plodiel 110 gratis o mbed A Rt B °

simla fgbh}éré)tmguﬁ nfodified furtstnCiSeccerd sredwith I8 mbodiraehtasiuihi mdnmh use
case of said | at e nodel . 10. The system of claim 8 wherein said

st r udn Rtaps (5, demalatemaingd ihelseleqted &inctionrs Rdunelinpealk elf so, a switch
case is generated for the function by step 1710 in the same manner as described

with respect to step 1520 of process 1500 (Figure 15). In step 1715, it is determined
10  if the function is a class object. If the function is a class object, a sequencer is
generated for the class. A sequencer is generated in the following manner. First,
the parameters of a function of the class are read and inserted as parameters of the
class. The function is then inserted as a switch case of the switch. The process is
then repeated for each of the functions of the class. The proper function is then
15  provided a switch identifier as a parameter. The prdper switch cases and sequences

are then stored in the conversion data for later use and process 1700 ends.

Figure 18 illustrates the class “computation”, which has sequencer 1805
added in accordance with step 1715. The equation “speed” in the original software
20  has been modified to include switch case 1810 in accordance with step 1710.

Figure 19 illustrates process 1900 that is an embodiment for a process of

encoding strings in accordance with an embodiment of this invention. Process 1800

begins in step 1905 by reading a string in the parsed data. In step 1910, a character

25 in the string is then selected. In step 1915, a random number generator generates a

random number. In step 1920, the generated random number is added to the

encoded value of the character to generate a new character. The new character

then replaces the original character forming a new string in step 1922. In step 1925,

process 1900 determines if the end of the string has been reached. If the end of the

30 string has not been reached, process 1900 repeats from step 1910. When all of the

characters of the string have been replaced, an indication of the relationship

between the original string and the new string is stored in the conversion data in step
1930 and process 1900 ends.

18



I nstructions for directing said processing unit to: di splay said
simlarity value of each use case of said original 5disclosure and each use
case of each of a plurality of nodel tenplates, and receive an input of

sai d sel ected nodel tenplate fromsaid user. 11. The systemof claim4
wherein said instructions to generate said new discl osure conpri se:

10i nst r uct i Gigureo0dillustrafesg peadedspl00e sthiabgsuant embodimeent fordoeplacing

i fic vocabul li b f , . pl keywpr d i
Poor R HoR! ool sbiR BER - staron uRlBils3e BEARiSs g he”
det er mMpsyifed SblirdeS cdis. dPrbBe SO0 DS i Sl 2005 Dy reading @nSHEARrOf

claim 1l wherein said instructions to generaté said new disclosure further
conpr i $rem thespansetlisousced oodeli Fot purppsesiad this sisaussion, aniidentdier s awag sai d

sengitive words from said. djscl. e, [ IV, L n f ILs . to said
SonBl 1 of Sl &F cheRea fsh 36 ,'ﬁ@ﬁ)’f%}‘g}ﬁ?@ﬁn&&/‘gﬁ%&‘@l Bip0 ', falke dn et O
13. Theoskc 660801 WHaH thelillewifsras tead) 4 suitable wibstilige idergifiselsateadsrird new
di scl osure further conprise: 25instructions for directing said processing

uni t t @ ngeedhange datakaseain stepdids IPraferabyn the nameickanag datpbaseiwia,
di spl ay,5ideBl" 84taBhEY 4P ifGudes £ HiltaRing® Betvel SAtHRrTOAUskOwRA

user,
object to signify inheritance. The selected substitute identifier replaces the original

10 name in the modified source code in step 2015. An indication of the relationship
between the original identifier and the substitute identifier is stored in the conversion
data in step 2020 and process 2000 ends.

Figure 21 illustrates a modified source code for main application file 1405
15 where the strings in the original main application file have been replaced in
accordance with process 1900 described above. Each string has been modified to
have characters with the shown modified encodings. Figure 22 illustrates the
modified source code after process 2000 described above has been used to replace
the identifiers. Note the original identifiers have been replaced by species of birds.
20

Figure 23 illustrates process 2300 for replacing macro identifiers in
accordance with an embodiment of this invention. Process 2300 begins in step 2305
by reading a macro identifier from the parsed source code. For purposes of this
discussion, a macro identifier is a word or string of character used to identify a

25 constant, andfor value in the source code having a global scope. When the macro
identifier is read, a suitable substitute identifier is read from a name change
database in step 2310. The selected substitute identifier replaces the original name
in the modified source code in step 2315. An indication of the relationship between
the original identifier and the substitute identifier is stored in the conversion data in

30 step 2320 and process 2300 ends.

Figure 24 illustrates modified source code derived from the main application
1405 of source code 1400. In Figure 24, the macros in main application 1405 have

19



receive a selection of one said alternative words for one of said
30sensitive words, and replace said one of said sensitive words with said
sel ected one of said alternative words in said new disclosure. 14. The
systemof claim 1l wherein said instructions to apply a canoufl agi ng
algorithmto said original source code to generate nodified source code and
conver igen réptmedqmm iremacémeht mecrosn 2406r Fguesst 2m gnda2@l showciheseéntge uni t
to: brece e sai d so az‘n&ﬁarse saic% iﬁg&ice code, identify an equation
in sai §°'6"(98é3° r@{@ SOYIGRSeR quation in said source from
sai d equat| on identified in said source code. 10 15. The systemof claim
14 wherein said instructions to apply a canouflaging algorithmto said

ori gi nal solihee abode isoagdescriptionmofi ¢inbddimwents eok @dsyatetn donvmodifgngdat a
co rls tructions for dj ectln sal I ocessi 0: ide a
eer kEyornalen Hene Pl sPhat, sPRtaRt b eBibiheldndbinoshenedlintte

modi fi 9@& &t ahd Wl dedBn alfeenatiet @ﬁbaauneéms nhaddiniihgecdm ttiginlentiohragcddtons to

nodi fy salid equation
forth in the following claims.

20



conprise: 20instructions for directing said processing unit to:

i nsert an addition of a function returning a zero value to said equation.
17. The systemof claim 16 wherein said instructions to apply a

canoufl aging 25 algorithmto said original source code to generate nodified
source code and conversion data conprise: instructions for directing said
pr oces$Vngt is ddimied:is: provi de a user key that may be used with a
library function to identify said equation fromsaid source code. 30 18.
The system of claim 14 wherein said instructions to nodi fy sai d equation
conpri ge: i o‘ﬂ‘ﬁﬂﬁ rder a
pl ural ?Ity o?%%%@nftegﬁﬁ] Jﬁgﬁigﬁ%%ﬁuqom él‘ e system orfiélc aim18
wherein said i nstirnslmdtionsf(nr(ﬁlzq:qhhg aapmmﬁgaxglltrtg aI gorithmto said

original source code to ener at e our ce.code and conversi on data
con‘gri se: 5instructi oﬁ%c BF adinend ‘ﬂﬁd%%lrﬂ% ?%88@‘@’?%3¥ﬁ3??‘ t o:

provide a user key' thgpphdaniiaktBeratimdgl Afgbhmom fsél@ﬂbﬁéﬂn@! YblsRure age
using a library functlon stored in nenory. 20. The system of claim 14

wher ei n sai d i nstgenetaterisney diselpsyresaherei gebieshmatiet ofrpaidseisclosure is
different from said new disclosure,
receive original source code for said software system,
10 apply a camouflaging algorithm to said original source code to
generate modified source code and conversion data for converting
between said modified source code and said original source code; and

a media readable by said processing unit to store said

instructions.
15 _
2. The system of claim 1 wherein said instructions further comprise:
instructions for directing said processing unit to:
compile said modified source code to generate modified
- executable code.
20

3. The system of claim 2 wherein said instructions to compile said modified

source code requires said conversion data to generate said executable code.

4, The system of claim 1 wherein said instructions to apply said masquerading
25  algorithm comprise:
instructions for directing said processing unit fo:
extract keywords from said original disclosure,
select a model template using said keywords, and
generate said new disclosure using said selected model

30 template and said keywords.

5. The system of claim 4 wherein said instructions to apply said masquerading
algorithm comprise:

instructions for directing said processing unit to:
21



I nstructions for directing said processing unit to: generate a switch
case including said equation and second equation having different el enents.
15 21. The system of claim 14 wherein said instructions to apply a

canoufl aging algorithmto said original source code to generate nodified
source code and conversion data conprise: instructions for directing said
processing unit to: display said keywords extractegy fruindsaid arigirial kitscléiae tomy be
used by a library function to 20identify said equation in said switch case.
22. The system of ac¥#¥8maNd wherein said instructions to apply a canoufl agi ng

algorithmto said origj RN If | rce code and
conversion data furt hgér)éaé%en%ﬁﬁég@ cﬁ%&ﬁg?@g@t | or@gﬁggﬂgﬁ g%tgi%%“sai d

processing unit to: identify a function in said source code, and

generate a mndified fupcti.on in sai.d soyr.ce cqde fromgsaid function., 30

33, The Bsyst dfiCoPYRIPE A £42i0h4r WhAraa S osirdiiansnto L5tasFPdakMiEs! agi ng
al gori %er#rﬁe?ai d original source code to generate nodified source code and
conversi o ata further conprise: instructions for directing said

processi ng unit tmstructions for giresling said prosessieg uiido: may be used by a

library function to identify said function fromsaid source code. 24.The
system of claim 22 Wné?%cﬁ ﬁ\égﬁﬁugﬂé ! r&&ﬁBHk"‘?%“%m fy said equation 5
conpri se: _ apply a keyword extraction algorithm to said original disclosure
10 using said vocabulary library, and
determine said keywords from said original disclosure.

7. The system of claim 6 wherein said instructions to extract said keywords
further comprise:
15 instructions for directing said processing unit to:

determine at least one use case from said original disclosure,

and
determine keywords for each said use case.
20 8. The system of claim 7 wherein said instructions to select said model template
comprise:
instructions for directing said processing unit to:
determine a similarity value for each use case of said original
disclosure with each use case of each of a plurality of model templates
25 using a word similarity database wherein said word similarity database
stores relationship between words.
9. The system of claim 8 wherein said instructions to select said model template
further comprise:
30 instructions for directing said processing unit to:

determine a template model that is a best match to said original
disclosure based upon said similarity value of each use case of said original

disclosure and each use case of said template model.

22



instructions for directing said processing unit to: generate a switch
case including said function and a second function having different
paranmeters in said source code. 10 25. The system of claim 24 wherein said
instructions to apply a canouflaging algorithmto said original source code
to generate nodified source code and conversion data further conprise:

i nst r uclp. onF heosystérmeasftolaig 8 avhdreinosadd fmsipctions to select said model template

provi de a user key that may be used by a library function to 15identify

sai d f GWERSISPMRIR sai d source code in said switch case. 26. The system of

el alm 16 wher el njgdhtebRg 1615} ARy sk BRAeEMnGaUr AUl | on compr | se-

instructions for directing sal ocessing unit to: 20add a plurality of
options for applicati disply said simitartty orlu pf eHeb gsatcase oif saidi erighsal
wherein said.instructions,to appl c fl agi | gori f.hm sai

ori §i nal soﬁyﬂo%ﬂémcﬁe&@n‘éﬁ% %%%ﬁ?qq%er%u%!g@?%[gg 8@8&’({5’1 r%lf%'&ér gpgn dat a
further conprise: 25i pgéivéahdAgut Sirsaitl E8leticdomddeteristeSrom Salthuigert 0:
provi de a user key that may be used by a library function to identify said

application of said function fromsaid plurality of options. 28. The

2l gor thim £ ensaelsth g sleibod: wRioho Seis BshRyPRe, & BeRBIRY I ABWIC L

conver gigdloglatxompriseer conprise: instructions for directing said
processing unit to: identify a string in said source code, and replace said

stribng with a repnsiestions f%'%&f@_f@“ﬂrﬁ%P@%ﬁi”@é”ﬂU&é. 29. The system of
O e L A AR RPN s B bl Rorilor O Lo
data further conprise:apply a keyword extraction algorithm to said new disclosure
using said vocabulary library, and
determine sensitive words in said new disclosure.
15
12. The system of claim 11 wherein said instructions to generate said new
disclosure further comprise:
instructions for directing said processing unit to:
display said sensitive words from said disclosure,
20 receive an input of edits to said sensitive words from said user,

modify said new disclosure with said edits.

13. The system of claim 11 wherein said instructions to generate said new
disclosure further comprise:
25 instructions for directing said processing unit to:
determine alternative words for each of said sensitive words,
display said alternative words for each of said sensitive words to
said user,
receive a selection of one said alternative words for one of said
30 sensitive words, and
replace said one of said sensitive words with said selected one

of said alternative words in said new disclosure.
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5instructions for directing said processing unit to: provi de a user
key that nmay be used by a library function to identify said string.

30. The system of claim 28 wherein said instructions to replace said string
10 conprise: instructions for directing said processing unit to: read said
repl acenent string froma replacenent string library. 31. The system
of cl ai1#h. 28 Thee sgstens aif cclains t1r mdtereinssaid insprliciionss & dpply iangat®uliagipgi se:

i nstructions for dlrectln sai d proces un|t to: erate a rando
nunber AGHTBELA0 CHH aiUpe outhe <GB, iy Benorate SRAE] GariirigRdRumbRr o
an enco@pderfdrPian &@msidddd character to generate a new character, and 20add

said new character to said string in place of said character. 32 The
system of cl ai m iastiuations forsdirettingssaidipracessingdnifdpl y a canouf | agi ng

algorithmto said origin o0 generate nodified source code and
congersi on data furth ?C@}Sﬁ%%ii%"“’% ﬁg%’r uctions for directing said
processing unit to: rq@rgé:ga@ s‘ddr@e peg® W th a new file name. 33. The

system of claim 32 wherein said i nstructijons to replace said file nane with
a new file nane conpriidentifganeauatieniinfgidisaures cede.idgl sai d processing unit

to: select anew file o broMaitd LA if LA SRRES roff daidt QfatRA O new

source code in a file™aving said new
identified in said source code.

10
15. The system of claim 14 wherein said instructions to apply a camouflaging
algorithm to said original source code to generate modified source code and
conversion data comprise:
instructions for directing said processing unit to:
15 provide a user key that identifies said equation from said source
code in said modified equation.
16. The system of claim 14 wherein said instructions to modify said equation
comprise:
20 instructions for directing said processing unit to:

insert an addition of a function returning a zero value to said

equation.

17. The system of claim 16 wherein said instructions to apply a camouflaging
25 algorithm to said original source code to generate modified source code and
conversion data comprise:
instructions for directing said processing unit to:
provide a user key that may be used with a library function to
identify said equation from said source code.
30
18. The system of claim 14 wherein said instructions to modify said equation
comprise:
instructions for directing said processing unit to:

reorder a plurality of elements in said equation.
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34. The system of claim 14 wherein said instructions to apply a

canoufl aging algorithmto said original source code to generate nodified
source code and conversion data further conprise: instructions for
directing said processing unit to: 5renove comments from said source code.
35. The systemof claim1 wherein said instructions further conprise:

I nstructions for directing said processing unit to:

t id ' dat ' K .and 10 i di id key . id
oo 195 ATROPYRETl TR0 DYAreRbABlR HISIQLRRR ¥ AR @ FIRYTHAS: | o

el al edidhthATRY Slid SGGHEN SpERIPICoRENE Jebfepatd! AtbdMicdl IHURG QYaRCagur @
for as war e system appl'yi ng a masquerading algorithmto said original
di scl ozoneetsivrgeataramepresenew di scl osure wherein subject matter of said

disclosure is different from.sai.d new, di sclosure; .receiving original source
codé for said sof"?%i&l‘é'ogﬁ‘?r ecling SahPLACRSSIRI MWt | agi ng al gorit hm to

said original source ¢pgfdé@ SG9RS RbEidERtiés eaidSeiliAdndRsIA santlsea@eer si on
data for converting between said nodified source code and said original

source code. 37colihaising adbirasy functiom SeredintremoBbnpr i si ng: conpi |'i ng said
nodi fied source code to generate nodified executable 25 code. 38. The
nmet hod of claim 37 wherein said step of conpiling said nodified source code

requi r es) saiTtheC apMens o rtidlat 34t @hepnRr i@ instrattioneciet altdifycsale. equation
10 comprise:
instructions for directing said processing unit to:
generate a switch case including said equation and second
equation having different elements.

15 21. The system of claim 14 wherein said instructions to apply a camouflaging
algorithm to said original source code fo generate modified source code and
conversion data comprise:

instructions for directing said processing unit to:
provide a user key that may be used by a library function to

20 identify said equation in said switch case.

22. The system of claim 14 wherein said instructions to apply a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprise:
25 instructions for directing said processing unit to:
identify a function in said source code, and
generate a modified function in said source code from said

function.

30 23. The system of claim 22 wherein said instructions to apply a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprise:

instructions for directing said processing unit to:
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30 39. The nethod of claim 36 wherein said step of applying said
masquer adi ng al gorithm conprises: extracting keywords from said ori gi nal

di scl osure; selecting a nodel tenplate using said keywords; and

generating said new di sclosure using said selected nodel tenplate and said
keywor ds. 40. The nethod of claim 39 wherein said step of applying said
masquer adi ng 5 al gori tohsviflard heer keypthias esay be usedlibyph diprawy fumictioh egwor ds
extracted fromsaid original disclosure to a user; and receiving an input
of edits to said iqafieald fHpetiansiem sAi@souURs oPde. The net hod of clai m 40
wherein said step of extracting said keywords conprises: reading a

vocabul ary library from nenory, appl ying a keyword extraction

al gori t24m t Thzaisystemi of ddind22cwbereie sad rngstattidng cdioamaldify ysaid bequagipnand
15det erm ni ng sai d keywords from said original disclosure. 42. The method
of @l ai®"™"SFherein said step of extracting said keywords further

conpri ses: instructions for diftiAGEal Bﬁbc@%sihgélﬁﬁt tgne use case from said
original disclosure; and 20deternm ni ng keywords for each said use case.

43. The nethod of cl aigengpateharawitchsaase dncludiog said dunctien swidda estend
tenpl ate conprises; .. . . er.m. ni L m,arity value for
each use case of ?g%cft@noqu&pq]gﬁfeé%rgi%a@%%&grgqmggﬁig%oggﬁé géég'casg of each of a

plurality of nodel tenplates using a word simlarity database wherein said

word simlarity database stores relationship between words. )
10 25. Thée system of claim 24 wherein said instructions to apply a camouflaging

algorithm to said original source code to generate modified source code and
conversion data further comprise:
instructions for directing said processing unit to:
provide a user key that may be used by a library function to
15 identify said function from said source code in said switch case.

26. The system of claim 18 wherein said instructions to modify said equation
comprise:
instructions for directing said processing unit to:
20 ~add a plurality of options for application of said function.

27. The system of claim 26 wherein said instructions to apply a camouflaging
algorithm to said original source code fo generate modified source code and
conversion data further comprise:
25 instructions for directing said processing unit to:
provide a user key that may be used by a library function to
identify said application of said function from said plurality of options.

28. The method of claim 14 wherein said instructions to apply a camouflaging
30 algorithm to said original source code fo generate modified source code and
conversion data further comprise:
instructions for directing said processing unit to:
identify a string in said source code, and

replace said string with a replacement string in said source code.
26



44. The nethod of claim43 wherein said step of selecting said nodel

tenpl ate 30 further conprises: determ ning a tenplate nodel that is
a best match to said original disclosure based upon said simlarity val ue
of each use case of said original disclosure and said tenpl ate nodel . 45.
The nethod of claim43 wherein said step of selecting said nodel tenplate
further conprises: displaying said simlarity value of each use case

of saiq original disclpsyre and each use, case of each of a plurality of
model 29np Jreosylnd of s, 28 gvisTet, Sa BRIaNons 36 by 3 Baiediioa: o
from S%{%ﬂﬁﬁr to Ahid ThRifEL Bedrcdf coba! 19 FRnahsteebdiid! ssufde Qodgeangat i ng
sai d ne I scl osure conprises: reading a donmaln specific vocabulary library
f r om mepovgrsicrodatpl fuither corkplis®sr d extraction al gorithmto said new

di scl osure using i hﬁ%gg’qg?&ué'%%”é%%Eﬁ#ﬁg%ﬂgg’%itﬁr m ning sensitive words

in Said new discl 3 m 46 wherein said step
of generating sai d neywrgiige! Peger k&§ thuf ey beoi®sd $8sa Ibrady fuviction %8i d
sensitive words fromsaid disclosure; receiving an input of edits to said
sensitive words fidetifsgpid sidRg.. nodi fying said new disclosure with said
edits. 2048. The nmet hod of claim46 wherein said step of generating said new
di scl osure further conprises: determ ning alternative words for each of
sai d sasitiThe wosieat ofi slalimy2& owvsereth aldidrinstrictineotalseplace esaitl sikingai d
sensitive words to said user; and

10 comprise:

instructions for directing said processing unit fo:

read said replacement string from a replacement string library.

31. The system of claim 28 wherein said instructions to replace said string
15  comprise:
instructions for directing said processing unit to:
generate a random number for each character in said string,
add said random number to an encoded version of said
character to generate a new character, and

20 add said new character to said string in place of said character.

32. The system of claim 14 wherein said instructions to apply a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprise:

25 instructions for directing said processing unit to:

replace a file name with a new file name.

33. The system of claim 32 wherein said instructions to replace said file name
with a new file name comprise:
30 instructions for directing said processing unit to:
select a new file name from a library of file names, and

store said new source code in a file having said new file name.
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25receiving a selection of one said alternative words for one of said
sensitive words, and repl aci ng said one of said sensitive words with
sai d sel ected one of said alternative words in said new di sclosure. 30 49.
The met hod of claim 36 wherein said step of applying a canoufl agi ng
algorithmto said original source code to generate nodified source code and
conver §4on daeasysiepr bf efaimr ¢4 evhénsin said irstuctiens ¢oeapphares camostlagingour ce
code; 3 dentifying an equation in said source cogde: and eneratin
a nodi ﬁ?gﬁllﬂé'ahgq  $aid Poriaingld soyigee sofe %n&raet&ualwﬁffﬁ FOHIGS i0de ANdai g
source&gd&si&l 35ha fhiABeMBIMpHs®f claim 49 wherein said step of applying a
canouflaging algorithmto said original source code to generate nodified
source code and dustiustionhs fordditestiogsaid pessessing unit to: provi de a user key

that may be used by a |ibr ar‘%’B{rﬁgﬁt itfogﬂFS%%g‘-"e%%fo}f’ﬂéei d equation fromsaid

souPce code from sai d OGP met hod of cl ai m 49
wherein said step of nodifying said equation conprises: inserting an

addition of a function returning a zero value to said equation. 15 52. The
net hod 38 ciTdiersysienyod claim whgrein sgidinsiipplisnsiyrtaet eaBefisegi ng al gorit hm
to said original ; £ 0. LE ource code and
Lo sar g ori gl nal i SHIchBoS Pkt ug WaidbfocBRghb' it

encrypt said conversion data using a key, and

10 providing said key to said user.

36. A method performed by a computer system for modifying material related to
computer software comprising:
receiving a original disclosure for a software system;

15 applying a masquerading algorithm to said original disclosure to
generate a new disclosure wherein subject matter of said disclosure is
different from said new disclosure;

receiving original source code for said software system; and
applying a camouflaging algorithm to said original source code to
20 generate modified source code and conversion data for converting between

said modified source code and said original source code.

37. The method of claim 36 further comprising:
compiling said modified source code to generate modified executable

25 code.

38. The method of claim 37 wherein said step of compiling said modified source

code requires said conversion data to generate said executable code.

30 38. The method of claim 36 wherein said step of applying said masquerading
algorithm comprises:
extracting keywords from said original disclosure;
selecting a model template using said keywords; and
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provi de a user key that may be used by a library function to identify 20
said equation fromsaid equation with said function. 53. The nethod of
claim49 wherein said instructions to nodify said equation conprise:
reordering of a plurality of elenments in said equation. 25 54. The mnet hod
of claim53 wherein said step of applying a canouflaging algorithmto said
ori gi nal source gztheratingyeaie newwedistldsbreedsing saitksalectedanodaldemplate anddat a
conpri ses: ) provi de a user key that may be used by a library
function to S¥EKEYWYIS0sai d equation fromsaid source code from said
equation having a reorder plurality of elements. e. 55. The nethod of
claim49 wherein said step of nodi fying said equation conpri ses:

gener at4ng dhewmethod af eclaine 139divhgraini shid riep iarapmying esaith dnasguaradinghavi ng
di fferent %&@%s 56. The nethod of claimb55 wherein said step of
appPyi AP’ PLEPMGT8®% gorithmto said original source code to

generate nodi fi edlignaying sHid keFrdrdd BYXRESIcANroM Saif Cdfijihaledisclosure fy @vi de a
user key that may be used by a library function to identify said equation

in said switusercaisk. 10 57. The nethod of claim49 wherein said instructions

to apply a camoufaging A RN LAGVIOSELE BUMIIAoRWIFEsGo0e to generat e

nodi fi ed source ohversion er conpriser identifying a
function in said source code, and generating a nodified function in said
source code fromsaid function. 15 58. The nethod of claim5b7 wherejn said

stdf ofttappiViengnethedeliaigy 49 whesein: aaldk tepaic tiaptingl saigukewverige to

genera_tc%rﬁmefsi ed source code and conversion data further conprises:

reading a vocabulary library from memory,
applying a keyword extraction algorithm to said original disclosure
using said vocabulary library, and
15 determining said keywords from said original disclosure.

42. The method of claim 41 wherein said step of extracting said keywords further
comprises:
determining at least one use case from said original disclosure; and

20 determining keywords for each said use case.

43. The method of claim 42 wherein said step of selecting said model template
comprises:

determining a similarity value for each use case of said original

25 disclosure with each use case of each of a plurality of model templates using

a word similarity database wherein said word similarity database stores

relationship between words.

44. The method of claim 43 wherein said step of selecting said model template

30 further comprises:
determining a template model that is a best match to said original
disclosure based upon said similarity value of each use case of said original

disclosure and said template model.
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provi de a user key that may be used by a library function to identify 20
said function of said source code fromsaid nodified function. 59. The

nmet hod of claim57 wherein said step of nodifying said equation conpri ses:
generating a switch case including said function and a second function
25having different paraneters in said source code. 60. The nethod of claim
57 wheysi. n Thicdmetieqd of ciinpl 43 wdhereinasaid fsteyiol getddlingi sdidnmaoded dechplategi nal
source code to generate nodified source code and conversion data further
conpr i S&dhersipRiga®e a user key that may be used by a library function to

identify said fungtd r sai QT € obfh S A il The
nmet hod of claim E@éﬂ\}\ﬂgpél ﬁagaﬁwg‘?'g)ﬁ \}(??J%mqﬁi ?émg@ié;i%wgqggti@gﬁqﬁ:rgﬁi ses:
addi ng a pl wisdlégure andagachouse ¢ase afpgadhoaitd plurality shimbdeliterapletes, and2. The

thod of claim 6l wherein said step pf applyi £l aging_al gorith
to 3aid origi nal "eeRINDS arLBlt of st eplicteiotel Brtbftam gt Uy 5~

conversion data further conprise: Provi di ng an user key that nay be
used by a library function to determ ne said function fromsaid source in
sai d pléx al iThe methgst phaleim BP9 whemia saist Bisp of generpiing saisheewidisdesiest ep
of appl inﬂc%‘ a _canoufl aging algorithmto said original source code to
gener a Wi ed source code and conversion data further conpri ses:

identifying a stirbading™ démeircspeoine vouddulay dbrapiieen ngerseiygd string with a
repl acenent string in said source code. 15 64. The npethod of claim 63

whdPein sai d ste@Polying beywerd exdrasiionagoagthm e saitRevodisaioguts HgNgal
source code sta?d gg&ﬁmérg IiEPéjrS/T éﬁ&i source code and conversion data further

conpri ses:
determining sensitive words in said new disclosure.

47. The method of claim 46 wherein said step of generating said new disclosure
15  further comprises:
displaying said sensitive words from said disclosure;
receiving an input of edits to said sensitive words from said user;

modifying said new disclosure with said edits.

20 48. The method of claim 46 wherein said step of generating said new disclosure
further comprises:
determining alternative words for each of said sensitive words;
displaying said alternative words for each of said sensitive words to
said user; and
25 receiving a selection of one said alternative words for one of said
sensitive words, and
replacing said one of said sensitive words with said selected one of

said alternative words in said new disclosure.

30 49. The method of claim 36 wherein said step of applying a camouflaging
algorithm to said original source code to generate modified source code and
conversion data comprises: '

receiving said source code;

parsing said source code;
30



provi di ng an user key that may be used by a library function to 20det erm ne
said string fromsaid source fromsaid replacenent string. 65. The nethod
of claim63 wherein said step of replacing said string conprises: reading
said replacenent string froma replacenent string library. 25 66. The net hod
of claim65 wherein said step of replacing said string conprises:
generating a randgentiffingan dquatioadi saitbsaatercode; sed d string; addi ng
sai d random nunber to an encoded versigon of sajd character tQ generate a

new character; a@@ngrliNggasmQiindyswaiian: B sal savwesieMhFait gauatian s

sai d char act&dniifidQ if SailhSoured kede0f claim 49 wherein said step of applying
a canoufl aging algori tlnm to sard original source code to generate nodified

source code and conversion data further conprises: replacing a file nane
with a_new file n 4 3 68. The nethod of claim 67 wherein said step of
FepPaciil s A MGBOHAAE HAITh 43 TRFR Salia SEPrt SpRbRDE SePatitfiadihhen
file n: rﬁﬁ%@ 44il" Sriinaf sbut® RBEBSto AftthepateC MdMHiaR SURGY cIdr gAdcode
in a fil®e having said new file nane. 69. "The nmethod of claim49 wherein

sai d stcepverfsicpgatai gognprisesiouf | agi ng al gorithmto said original source code

101 amovi ng commeRr e chriess KBLaAL GO Usby B REhebh hlrRGpn B RRNAE

f urt heisagpaRiatiinom said source code from said modified equation.

10
51. The method of claim 49 wherein said step of modifying said equation
comprises:
inserting an addition of a function returning a zero value to said
equation.
15

52. The method of claim 51 wherein said step of applying a camouflaging
algorithm to said origina! source code fo generate modified source code and
conversion data comprise:

provide a user key that may be used by a library function to identify

20  said equation from said equation with said function.

53. The method of claim 49 wherein said instructions to modify said equation
comprise:

reordering of a plurality of elements in said equation.

25
54, The method of claim 53 wherein said step of applying a camouflaging
algorithm to said original source code to generate modified source code and
conversion data comprises:
provide a user key that may be used by a library function to identify
30 said equation from said source code from said equation having a reorder

plurality of elements. e.

55. The method of claim 49 wherein said step of modifying said equation

comprises:
31



encrypting said conversion data using a key, and providing said key to said
user. 15 71. A systemfor nodifying material related to conputer software
conprising: circuitry configured to receive a original disclosure for a

sof tware system circuitry configured to apply a masquer adi ng
algorithmto said original 20disclosure to generate a new disclosure

wher ei n subj ect n@@nesating asswitchdeasa eluding saidi équationtanid secorsd dquation

di scl osure; CiLCcUi onf | ed to receive original source code for said
sof twar e sysﬁ%Jrﬁqggwge&&éh%H{s' circuitry configured to apply a

canoufl aging algorithmto said original 25source code to generate nodified
source code and conversion data for converting between said nodified source

code antP-sai rmgines oS dtipice Togeherein spitk S_:I?Bt@fnﬂﬁﬂwmgaiﬂcamﬁqi?gm_ o
s WGt tosaid. orialgal soufts Citdd Yo Ceher Hodified “SreE SRC AFRE ' ©

cl ai m 7@nmMeesien datacamprisé:r ucti ons to conpile said nodified source code
require said conversjon data to generat g9sai d execut abl e code. 74. The

system of cl ai m 7OYEiUsel ey Bat may Pp wssek by larary fepgion toaidentify

masquer adi NosAY @QLEHSHICHIR SWHBR caskl cUi try configured to extract keywords
fromsaid original disclosure; circuitry configured to sel ect a nodel

tenpl ate using said keywords, 5and circuitry configured to generate said
new di OSUuf.e Uusi sal d _sel ected nodel. .t.enpl ate and sai d keywords, 75.
ThaVsytem o hecl“&‘?tﬁﬁgc}zf’%mﬁ@%@ WP, Saidh 0P UUCloRs: GupRRlY ® CAPMIL agingy
masquerdigortintlte 0saitinBHEREP doPSe code to Cg![;ériéﬂafé Yn6Afibd daBiRee L dl SRIRY
sai d keywords extracted fromsaid original disclosure to a user; and
conversion data further comprise:
identifying a function in said source code, and
generating a modified function in said source code from said function.
15
58. The method of claim 57 wherein said step of applying a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprises:
provide a user key that may be used by a library function to identify

20  said function of said source code from said modified function.

59. The method of claim 57 wherein said step of modifying said equation
comprises:
generating a switch case including said function and a second function
25 having different parameters in said source code.

60. The method of claim 57 wherein said step of applying a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprises:

30 provide a user key that may be used by a library function to identify
said function from said source code in said switch case.

61. The method of claim 57 wherein said step of modifying said equation

comprises:
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circuitry configured to receive an input of edits to said keywords from

sai d user.

15 76. The system of claim 74 wherein said circuitry configured

to extract said keywords conprise: circuitry configured to read a

vocabul ary library from nenory; circuitry configured to
apply a keyword extraction algorithmto said 20original disclosure using
sai d vocabul ary |daddirey § phaality of options fanappligatiamobf saidddnetiondet er mi ne sai d
keywords from said original disclosure. 77. The system of claim 76
wherein said circuitry configured to extract said 25 keywords further

conpri i
fromsaid origina

The rﬁc% eHI bf ISR TE19WIRIein0 sHRE P T BpplyRRSta eBmoIMagRgse

di sclosure; and circuitry configuredto determ ne

keywor gigdrithme 4o hsaidi driginel sasiece 3@deg tatgensyaiee maedified Saurgy casler @d sai d
circuitry confi u&@dnbo selef%$§aid nodel tenplate conpri ses:

cirCuit V@B%?Wgﬁ e H2EHRfne a similarity value for each use case of
said original di SRS I RePaARTy Ust ARfebel uséd byfa AbRAryr Rinctiyn oo nodel
tenplates using a word simlarity database wherein said word simlarity

dat abase st sletermise seicbiusistion Femweaid spuwressin said phaalitynf opligns ¢l ai m 78
wherein said circuitry configured to select said nodel 5 tenplate further

conpri ses:

circuitry configured to determne a tenplate nodel that is

a best match to said original disclosure based upon said simlarity val ue
of 1%ach63use case of said original disclosure and said tenpl ateorlrj?ldej .

15

20

26

30

The method of claim 49 wherein said step of applying a camouflaging

algorithm to said original source code to generate modified source code and

conversion data further comprises:

64.

identifying a string in said source code, and

replacing said string with a replacement string in said source code.

The method of claim 63 wherein said step of applying a camouflaging

algorithm to said original source code to generate modified source code and

conversion data further comprises:

65.

66.

67.

providing an user key that may be used by a library function to

determine said string from said source from said replacement string .

The method of claim 63 wherein said step of replacing said string comprises:
reading said replacement string from a replacement string library.

The method of claim 65 wherein said step of replacing said string comprises:
generating a random number for each character in said string;
adding said random number to an encoded version of said character to
generate a new character; and

adding said new character to said string in place of said character.

The method of claim 49 wherein said step of applying a camouflaging

algorithm to said original source code to generate modified source code and

conversion data further comprises:

replacing a file name with a new file name.
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10 80. The systemof claim 78 wherein said circuitry configured to sel ect
sai d nodel tenplate further conprises: circuitry configured to
display said simlarity value of each use case of said original disclosure
and each use case of each of a plurality of nodel tenplates; and
15circuitry configured to receive an input of said selected nodel tenplate
fromsaid user. 81. The systemof claim74 wherein said circuitry

configured generat e, sai d w, di scl osure copprise: 20c¢jprcuitry configured
Co readts ddhe Medist ot PR SLLBHPIRG A FEROf FRARGRNSAR fie naméafiffi: o1y
confi gWeRHfilkS Iwm%rilgigﬁ-word extraction algorithmto said new disclosure

fi : . : : .
usi ng said vocabul ary rary; and circuitry configured to determ ne

sensi tive words iselesting awew disoamefram bragof fitneamest andof cl ai m 81
wherein said circuitry cqonfigured to gener sai d _new di.sclosure further
con‘Bri ses: s't'onrtg#%ain[e S%‘Uﬁ?icﬁggéﬁat@é gf“g@paﬁ?'i.@\?‘gfﬁ%ﬁ'g S ve words

fromsaid disclosure, circuitry configured to receive an input of edits to
said sensitive words 30fromsaid user, circuitry configured to nodify said
new di 89 osUhe wethod aptl claim 49 wdwremnh saigl stapmait aeplying: 81 cameulaaingai d

Ci reul Lo iR t9UESd LRgiRSNSbake TBuE 15 Yelicr e MBdiidd! ddlifle ST 5RES"
conversion data further comprise:
10 removing comments from said source code.

70. The method of claim 36 further comprising:
encrypting said conversion data using a key, and
providing said key to said user.
15
71. A system for modifying material related to computer software comprising:
circuitry configured to receive a original disclosure for a software
system;
circuitry configured to apply a masquerading algorithm to said original
20 disclosure to generate a new disclosure wherein subject matter of said
disclosure is different from said new disclosure;
circuitry configured to receive original source code for said software
system; and
circuitry configured to apply a camouflaging algorithm to said original
25 source code to generate modified source code and conversion data for

converting between said modified source code and said original source code.

72. The system of claim 71 further comprising:
circuitry configured to compile said modified source code to generate

30 modified executable code.

73. The system of claim 72 wherein said instructions to compile said modified

source code require said conversion data to generate said executable code.
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circuitry configured to determ ne alternative words for each of said
sensitive words; circuitry configured to display said alternative
words for each of said sensitive words to said user; 5circuitry configured
to receive a selection of one said alternative words for one of said
sensitive words; and circuitry configured to replace said one of said
sensi t ipde wWathes sybte i diafrel Ett whermie sdid seiraliny teemfigurece taoapislyi saidai d
new di sclosure. 10 84, The system of claim 71 wherein said circuitry

conf i gimasuesadipg AloHemRAAPLRAS g al gorithmto said original source code

to generate modi fciirﬁgiﬁ%ngjﬁu%bdl% Shrh egay\ﬁéﬁis%rﬁ%taﬁj §RAI $88lostres CUi LTy

configured to receive'sald source code; Tircuitry configured to parse said
source code; 15cicircuittyr gonfiguired)do esklect @ deodélf iemplatequsing osaid rkeysotidssour ce
code; and circuitry configured to generate a nodified equation in

sai 8 sour ce d%m sai d equation identified in said source code. 85. The

system of clai m 4§ @Ifigbridtochendthid ¥ai@ Min Gidtleduictusing shicPsdBcted
canoufl aging algorithmto Said original source code to generate nodified

source code and doedeltemplateand saithiseywersls. ~circuitry
configured to provide a user key that nay be used by a library function to
determ ne said equation fromsaid source code fromsaid nodified equation.

ggi d86-75.The THES lsgBlet 61l BlaimB824Wihvberiin saiddciecuityi déonfiguesd itguapplyt saigodi fy
10  masquerading algorithm comprises:
circuitry configured to display said keywords extracted from said
original disclosure to a user; and
circuitry configured to receive an input of edits to said keywords from
said user.
15
76. The system of claim 74 wherein said circuitry configured to extract said
keywords comprise:
circuitry configured to read a vocabulary library from memory;
circuitry configured to apply a keyword extraction algorithm to said
20 original disclosure using said vocabulary library, and
circuitry configured to determine said keywords from said original

disclosure.

77. The system of claim 76 wherein said circuitry configured to extract said
25 keywords further comprise:
circuitry configured to determine at least one use case from said
original disclosure; and
circuitry configured to determine keywords for each said use case.

30 78. The system of claim 77 wherein said circuitry configured to select said model
template comprises:
circuitry configured to determine a similarity value for each use case of

said original disclosure with each use case of each of a plurality of model
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equation conpri ses: circuitry configured to insert an addition
of a function returning a zero value to said equation. 30 87. The system
of claim86 wherein said circuitry configured to apply a canoufl agi ng
algorithmto said original source code to generate nodified source code and
conversion data conpri ses: circuitry configured to provide a user
key that mayeimplatesdudiyg aa | wordarsimilanityt database devherein ngaid awdree gimiladgty f r om

sai d source e fromsaid nodified equation with a zero function. 5 88. The
syst em of cl%?%?@@ HREFS t@éﬁsb'pcl?&!f’@%f‘r‘%’/orgﬁnfi gured to nodify said
equation conprises: circuitry configured to reorder of a plurality of

el enents in said equation. 89. The system of claim 88 wherein said

ci rcui tA9y cdrtfa gystent efcclaipp7§ whareincsaid ditcaginneprfigyoed tohseleot saiddnodélgi nal

sour.ce tCOdfagt? enerate.nodified source code and conversion data conpri ses:
ci r Gui t?’i‘/"p il u?re(f?r‘?%”ﬁﬁsovi de a user key that may be used by a library

function to det ergfcORryecdhfigRféd & eter@inessaitemplale Fhodel R4t iSlLP8sttRalcar sai d
equation of said source code fromsaid nodified equation. 15 90. The

system of cltaisaidarigingl disslossire based wponysaid simianit valupg abepely usaiapse
equati on congrl - . LIcul : i generate a switch case
i ncl udi ng Sa'&?gaﬁoéﬁ%qlpglndigﬂﬁggré(%r%g%lé3@{1’*)863&ﬁgqlclieﬁ.g different elenents. 20

91. The system of claim84 wherein said circuitry configured to apply a

canoufl agi ng algorithmto said original source code to generate nodified
soufce &hde HRuSYtametissiaim d8tvhereipsaid «dreuitry configured t selegt saigd meedeli gur ed

to ston I %%%y that nmay be used by a 25library function to
determtﬁg'%%l\éé&ga%a |onn rom said source code fromsaid

circuitry configured to display said similarity value of each use case of
said original disclosure and each use case of each of a plurality of model
templates; and
15 circuitry configured to receive an input of said selected model template

from said user.

81.  The system of claim 74 wherein said circuitry configured to generate said new
disclosure comprise:
20 circuitry configured to read a domain specific vocabulary library from
memory;
circuitry configured to apply a keyword extraction algorithm to said new
disclosure using said vocabulary library; and

circuitry configured to determine sensitive words in said new disclosure.

25
82. The system of claim 81 wherein said circuitry configured to generate said new
disclosure further comprises:
circuitry configured to display said sensitive words from said disclosure,
circuitry configured to receive an input of edits to said sensitive words
30 from said user,

circuitry configured to modify said new disclosure with said edits.

83. The system of claim 81 wherein said circuitry configured to generate said new

disclosure further comprises:
36



swi tch case. 92. The systemof claim84 wherein said circuitry
configured to apply a canouflaging algorithmto said original source code
to generate nodified source 30 code and conversion data further conprises:
circuitry configured to identify a function in said source code; and
circuitry configured to generate a nodified function in said source code
from sai d functi eircuitry9&nfigueed ytot dateahing ailterr@tiveheorisnfaraeacitiofceaidr y
configured to apply a,canouflaging algorithmto said original source code
to generatesﬁﬂﬁﬁg?ﬁﬁ”@%urce code and conversion data further conprise:

circuitry confi gty Gorifigufed tO Hisiiap saRPhltk@ative ajoraBYoP@adhesf £ida
S5library function to determ ne said function fromsaid source code from

sai d nodi f i eensitive wosds to said UBeE system of claim 92 wherein said circuitry

qentr ate a sui tofircdry HenEpaRH e tisBBotRR areny i sREMARE IR havi ng
di fferent pasrogis 6f Said Rehsitide SRS arcpde. 95. The system of claim 94
wherein said circuitry configured to apply a camuflaging algorithmto said

original source €bedtyocqdigsred do mealaceesrid oene Of 139id sgaskivg werisewion
data furt he%ag:g%@%tag :qnlebof said ?H&Wa&iw @g&%ﬁrﬁ%iﬁf}\egi\?digﬁ@‘ép%e a user key

that nmay be™U rary Tunction etermne sai unction fromsaid
source code in said switch case. 96. The system of claim 98 wherein
'sai“c)i Ci8r4(.:Ui t'I’rh)é Cs(gjfg'.]tfeln(ﬁJ u(r)fe dcletai% n%di‘L erse?;% dsgig %ﬂ&?ﬁr&rogogﬁg r[ai:ls% apply a
camouflaging algorithm to said original source code to generate modified source
code and conversion data comprises:
circuitry configured to receive said source code;
circuitry configured to parse said source code;
15 circuitry configured to identify an equation in said source code; and
circuitry configured to generate a modified equation in said source from

said equation identified in said source code.

85. The system of claim 84 wherein said circuitry configured to apply a

20 camouflaging algorithm to said original source code to generate modified source
code and conversion data comprises:

circuitry configured to provide a user key that may be used by a library

function to determine said equation from said source code from said modified

equation.
25
86. The system of claim 84 wherein said circuitry configured to modify said
equation comprises:
circuitry configured to insert an addition of a function returning a zero
value to said equation.
30

87. The system of claim 86 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source
code and conversion data comprises:
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circuitry configured to add a plurality of options for application of said
function. 97. The systemof claim96 wherein said circuitry configured
to apply a 25 canouflaging algorithmto said original source code to
generate nodified source code and conversion data further conprise:
circuitry configured to provide a user key that may be used by a library
function to det erircuirysandiglicedtta provide aaisdr geytizdti may bk used oy a libraryai d
nodi fied function., 3 98. The system of clai,m 94 wherein said circuitry
Cont i gur ed (GBI ' QeteRRer T, SHAEPRIOM AA 9 s Gots Mg apidBBREE cone
to gener at e JR@tibh QHNSPYERFfURRHEn.and conversion data further conprise: 39
circuitry configured to identify a string in said source code; and
circuitry configured to replace said string with a replacenent string in

said s ce -¢ode, 99..The. sY. of . cl ai wher ej r Ld, circid try.
confi gied (S SYESTE oA 2 et sAd S By el et S o
t o genejgubfoRedhiprigdssour ce code and conversion data further conprise:
circuitry configured to provide a user key that may be used by a library
function to det efifguiey santiowedita geerdemnot ai Rluaity: ofclen@ats ingsaid gayation.

repl acenent 10string. 100. The system of claim98 wherein said circuitry
configured to replace said string conprise: circuitry
confi g8%ed (The egdteani df rapinacédrewherdini saidf cirouitryr ephfigeneento 1applyi ag
library. 101. The system of claim98 wherein said circuitry configured to
reﬁpacé:agrégt&lagmg ﬁ@o(glgpfﬁrﬁosgald original source code to generate modified sodrce

code and conversion data comprises:
circuitry configured to provide a user key that may be used by a library
function to determine a proper order of said plurality of elements for said
equation of said source code from said modified equation.

15
90. The system of claim 84 wherein said cirCuitry configured fo modify said
equation comprises:
circuitry configured to generate a switch case including said equation
and second equation having different elements.
20
g1. The system of claim 84 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source
code and conversion data comprises:
circuitry configured to store provide a user key that may be used by a
25 library function to determine said equation from said source code from said

switch case.

92. The system of claim 84 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source
30 code and conversion data further comprises:
circuitry configured to identify a function in said source code; and
circuitry configured to generate a modified function in said source code
from said function.
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circuitry configured to generate a random nunber for each character in
20sai d string, circuitry configured to add said random nunber to an
encoded version of said character to generate a new character, and
circuitry configured to add said new character to said string in place of
said character. 25 102. The systemof claim84 wherein said circuitry
confi g@3ed tTheamystera ofinuaiim a8R nghetajor saildmeirouitryi doofiguredatto sapplgeacode
to generate di fi ed source cqde.and, conver n.data further.co rlse

e Sur cepeuseing. pBerligh: ©npaoudihe) SO 18 Beheiitel MEHERRSOUES: 0s.
The sysbg@Md c‘,‘drﬂ‘e%iéﬁaa%ﬁfrﬁief‘céﬁipqlsé' rcuitry confi gured to replace said
file name wth a new file nane conpri se: circuitry configured to
sel ect a new fi | eirouitty dardigured thstorg Rﬁ@VIdBIasUWn@ thatdnay be usedibyaitry

e, °" “odbrakdulsiiLib ORI e SR Pal i REPE, SRECHPRGE " o

apply a 5 cqﬁ@@qﬁé@mmoﬁ! gorithmto said ori g| naI source code to generate
nodi fi ed source code and conversion data further conprise: circuitry
configured to renove comments from said source code. 105. The system of

claim r i¢S) b1y CQRET gLr C
conve.ré]ao &ﬁ{é gtlg% df Qﬁ’n é@&bt&&r‘ré!:rtl #“;%HW g&%o@{rsa {oymoéﬁﬁggglg d key
t o sai Gquation comprise:

10 circuitry configured to generate a switch case including said function

and a second function having different parameters in said source code.

95. The system of claim 94 wherein said circuitry configured to appiy a
camouflaging algorithm to said original source code to generate modified source
15 code and conversion data further comprise:
circuitry configured to provide a user key that may be used by a library
function to determine said function from said source code in said switch case.

96. The system of claim 98 wherein said circuitry configured to modify said
20  equation comprise:
circuitry configured to add a plurality of options for application of said

function.

97. The system of claim 96 wherein said circuitry configured fo apply a
25 camouflaging algorithm to said original source code to generate modified source
code and conversion data further comprise:
circuitry configured to provide a user key that may be used by a library
function to determine said function in said plurality of options in said modified
function.
30

98. The system of claim 94 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source

code and conversion data further comprise:
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circuitry configured fo identify a string in said source code; and
circuitry configured to replace said string with a replacement string in

said source code.

99. The system of claim 98 wherein said circuitry configured to apply a

camouflaging algorithm to said original source code to generate modified source
code and conversion data further comprise:

circuitry configured to provide a user key that may be used by a library

function to determine said string from said source code from said replacement

string.

100. The system of claim 98 wherein said circuitry configured to replace said string

- comprise:

circuitry configured to read said replacement string from a replacement
string library.

101. The system of claim 98 wherein said circuitry configured to replace said string
comprise:
circuitry configured to generate a random number for each character in
said string,
circuitry configured to add said random number to an encoded version
of said character to generate a new character, and
circuitry configured to add said new character to said siring in place of
said character.

102. The system of claim 84 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source
code and conversion data further comprise:

circuitry configured to replace a file name with a new file name.

103. The system of claim 102 wherein said circuitry configured to replace said file
name with a new file name comprise:
circuitry configured to select a new file name from a library of file

names, and
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circuitry configured to store said new source code in a file having said

new file name.

104. The system of claim 84 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source

code and conversion data further comprise:
circuitry configured o remove comments from said source code.

105. The system of claim 71 further comprising:
circuitry configured to encrypt said conversion data using a key; and

circuitry configured to providing said key to said user.
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