1 SCANNI NG FOR W RELESS LOCAL AREA NETWORKS [ 00011 The invention generally
relates to wreless | ocal area networks (WLAN). In particular, enbodi nents
of the invention relate to power saving for one or nore client devices in
a wreless network. 5 [0002] Some wirel ess networks are based on a cel lular
architecture where the system is subdivilded into wireless network cells.
One type of wireless network cell, known as a basic service set (BSS),
contains client devices controlled by a wirel ess network access point

(AP), and anot her tYOENGING FEIFESSIRIELIOS k. SCAL ARPANEGSVARKSJependent
basic service set (I1BSS), contains client devices which are not controlled

by an acceggopp! ntThCllgV&Q%%DEl% V\?rgﬁé s toirBiaks ngM'aS:@aSne@?élrlf%gW%@Fﬁaﬁe Wi th

t he access point over ess communi cation C gatinme
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ot her client.devices over a common wireless comunication channel using a
tinme shar|%’tf“seéI’ﬂa?’n‘i"lre SEBFWVHOEE set identifier (SSID) is a |abel or name

t hat disti n%w shes one wireless network fromanother. Cient devices use
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usually a wred netwo entire i nterconnec i hc
the differtesic stbAdd we(BSS), thabins tRapdeticoseconibAdil Bﬁ:@&ﬁfele&@ meﬁws)rla@a:ebéﬁe
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devi ce, such as a wreéel ess-enabl ed apt op, a Wwrel ess-en one,
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soneti nes att ery- pover nes nay recelrve power from an
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deskt op cojrput er, recei V&é ower m an external source, 25 such as a

power out | lce%ﬂ’&yﬁa THBHC A lﬁé?"@p‘?tg‘?)‘riﬂ]teét s over @C%KK@P@GWITS@OOS] EP
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nmobi | e term nal, individual access poin transmt
for roam rgpelor name that distinguishes one wireless network from another. Client devices use the

15 SSID to establish and maintain connectivity. Wircless access points of different BSSs may
be connected via a distribution system (DS) that is usually a wired network. The entire
interconnected WLAN network, including the different WLAN cells, their respective
WLAN access points and the distribution system is known as an extended service set

(ESS). A client device may be able to switch between BSS mode and IBSS mode.

20 [0004] A client device may, or may not, be battery-powered. For example, a client
device, such as a wireless-enabled laptop, a wireless-enabled cellphone, a wireless-enabled
personal digital assistant (PDA), and the like, may sometimes be battery-powered, and at
other times may receive power from an external source, such as a power outlet. Other
client devices, such as a desktop computer, may receive power from an external source,

25 such as a power outlet, and may not have the option to be battery-powered.

{0005] EP1398912 discloses that, in response to a search process performed by a
mobile terminal, individual access points “APs” transmit AP data required for roaming
directly to the mobile terminal. The mobile terminal performs a passive scanning scarch or
an active scanning search for the peripheral APs at short time intervals, and obtains and

30 stores the latest AP data in an AP data table. However, when the passive scanner fails to



directly to the nobile termnal. The nobile termnal perforns a passive
scanni ng search or an active scanning search for the peripheral APs at
short tinme intervals, and obtains and 30 stores the |latest AP data in an AP
data tabl e. However, when the passive scanner fails to 2 obtain the AP
t hrough passi ve scanning, the active scarher perforns the active scanning.
Consequently, the passive scanning process is conpleted before the decision
to initiatebtaBCihk Ve HEARRIAGTSsBGRe, thO9ARlk sbameaxe@@n&%@Bétﬁﬂe%kaﬁn%m
enhance the batterg@llfetyne of battery-powered client 5 devices. S RY
[0007] | n &eBsnauanibe tvinassivaeceasipgprowks semplaskthtioiethededigon ta herate | s
provi ded a thod.in. a wreless device, the nmethod conprising: initiating
active sca%ﬁﬂ%ﬁc18¥n%fsn$§%ticular wi rel ess network name during passive
scanni ng f wirel ess local. area network 10 that matches a profile stored
inawrel E@é’gl ocalt "4 W%@Ltofﬁﬁﬁl?%lth%ﬁ?%“%&il tgpcoth haerycrsp e ¢livgt sai d
particul gr gwikgl ess network name, wherein active scanning for said
particular wireless network name conprises transmtting one or nore probe
requests. Sﬁﬁﬂ&gk. n accordance with another aspect of the present
invention, there 1's provided a wreless device conprising: a nenory
arranged t re profiles of.one or no w reless 15 | ocal .area networks;
LA b i
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active scannLaﬁ for wireless networks having a wreless network nane; and
a pr ocessoPartiGHar sirplessdicivotkeimpredurpgprpdrgesdntiog Soior wireheeciotabre reoderk

cara cony 1o AP EREoRY T o8 REEPRED neb LB P bl g TR ve

scanni ng byongaistheeait patibear #oeless Motwefkammd) ahepsik aéthatscamtiehes said profile
i ncludi ng sai.d particular w reless network nane, wherein active scanning
for said BEHEHEUYEFICsRHincEY FXame GRIIRISARERISEB NG e ST MoInBIRbE 15 §stene or
nore probe requests. 3 BRI EF DESCRI PTI ON OF THE DRAW NGS

[OOOiﬂ In accordance with another aspect of the present invention, there is provided a

wireless device comprising: a memory arranged to store profiles of one or more wireless

15 local area networks; a wireless local area network controller arranged to support passive
scanning for wireless networks matching a profile and arranged to support active scanning
for wireless networks having a wireless network name; and a processor, wherein said
memory is arranged to store executable code means which, when executed by said
processor, initiates active scanning by said controller for a particular wireless network

20 name during passive scanning by said controller for a wireless network that matches a
profile including said particular wireless network name, wherein active scanning for said

particular wireless network name comprises transmitting one or more probe requests.



[ 0009] Enbodi nents of the invention are illustrated by way of exanple and
not limtation in the figures of the acconpanying drawi ngs, in which |ike
ref erence nunerals indicate correspondi ng, anal ogous or simlar elenents,
and in which: 5 [0010] Figure 1 is an illustration of an exenplary

communi cations system according to som® embodi nents of the invention
[0011] Figure 2 is a block diagramof an exenplary client device, according
to some enbodinents of the invention; and [0012] Figure 3 is a flowhart

of an exenpRiry DESCRIGPTIONOEF PRIH DRABUTNgSa client 10 device, according to
sonme enbodi nents of the invention. [0013] It will be appreciated that for

si mpli ci ty[ewd ¢l achibdRhentd dUBE AR a8l BRI bySRAVY éx@mﬁi@aﬂcdirﬁ‘t” es have

not necessarily been drawn to scale. For exanple, "the dimensions of sone
of the el elmnasommyihpéigercagftreacednpaiyatg drewingsotnhelicle likereritrsnéecomumarhlari ty.

15 DETAILS, ,[0014] In the follow ng detailed descriptjopn, nunerous specific
details arléldgcéigj qaklrels%oqdrlpg,gp%}ggo%ggﬁ% " & I%e“?ﬁa(??é)ﬂgﬁhﬁﬁderstandi ng of
enbodi nept the_j nvention, However it w./I| be understood by those of

or di nary sﬁﬁﬁﬂ’l i n Figlrel s aflipstaen ofab e SRINALY OMMHECETIE SYESHPI SAOHIE be

practi ced WdHhRWmBJESENSBEGfihdenfghai | s. In other instances, well-known

met hods, procedures, conponents and circuits have not been described in

detail so t > r odi f the invention..[Q015
Frgare 11 OO B R B IR R PeBin i S R & a1
accor di ng é¢rbelitedis v tesinoéntioheardidivent i on. System 100 i ncludes a wirel ess

access point 25 (AP) 102 and a network gateway 104 coupled to AP 102 via

wired conn@otijons HiQfre Netavvwchaalo?waYxdfflarNgheiot 8bs pataaididisa dikd: may be
part of a "distribution systenf for AP 102. Non-limting exanples for

net wor k1 ¢adediggyacconding & soms enbasaasts of wyinventione Di gi tal Subscri ber Line
(ADSL) nodens, Asynchronous Transfer Mde (ATM network gateways, dial-up
nodens, sa0813]i t e vl e appuetietgd dhas dorSempliciésamdl ¢latitylof iilustration, elements

shown in the figures have not necessarily been drawn to scale. For example, the
dimensions of some of the elements may be exaggerated relative to other elements for

clarity.
15
DETAILS

[0014] In the following detailed description, numerous specific details are set forth in
order to provide a thorough understanding of embodiments of the invention. However it
will be understood by those of ordinary skill in the art that the embodiments of the

20 invention may be practiced without these specific details. In other instances, well-known
methods, procedures, components and circuits have not been described in detail so as not

to obscure the embodiments of the invention.

[0015] Figure 1 is an illustration of an exemplary communications system 100
according to embodiments of the invention. System 100 includes a wireless access point
25 (AP) 102 and a network gateway 104 coupled to AP 102 via wired connections 106.
Network gateway 104 and wired connections 106 may be part of a “distribution system”
for AP 102. Non-limiting examples for network gateway 104 are cable modems,
Asymmetric Digital Subscriber Line (ADSL) modems, Asynchronous Transfer Mode

(ATM) network gateways, dial-up modems, satellite modems, Integrated Services Digital



4 Network (1SDN) gateways, T-carrier 1 (Ti) nodens, and the like. It is
obvi ous that any other configuration of a distribution systemfor AP 102
is possible. [0016] AP 102 has at |east one antenna 108 and is configurable
to support at |east one wreless network nane, for exanple, at |east one
service set identifier (SSID). A non 5 e>61aust| ve list of exanples for
antenna 108 includes a dipole antenna, a nonopole antenna, a nultilayer

cerani ¢ anNetw@k (BIPWpgaswiRy €rdager i (an§ giodams Ganldandligdt B dbvichsIhatany
antenna, a _dual antenna, an omi directional antenna and any ot her swtabl e

ant enna. AF'i120%0%9”*10&9{Gdiégtﬁbwf&ﬁltsé(?tem[f@ON’]1@)@@@9%&?}? communi cat i ons
system 100 includes a wireless client device 110. 10 A non-exhaustive |i st
of exanpl eB016} cl Ant02dey ktlgast DOe rmchned K38 @udvik lcelhi?e@salﬂnab#o@doﬁtapieag,onea

irel - bl e h , I bl ed. I [
(PDR) -5 WPl o MG ol sl AL et SR i oL B 8 B A5 konol e

a W rel esseliab@fRatst o PEAMAAS fof hlmam&hFU%QH@l'ﬂgesa@&pgfe%Eenﬁg'élﬁghgpdﬁ‘é LRbRSS
client device. Client device 110 is able to exeCute a process to assoclate

itsel f withmugilaps cerantic wniepha slanat vm’ﬁﬁed~ﬁcant@ma,rmioep anisnied, iashot ahésringea 110
may becone r a el ess.n 0018]
Figure 2 |%&ﬁ§ﬁ% Ek%g|01angnr1(H:}n‘%cg nagﬁm e%%ﬁlda?v %tk’?r Wtaﬁlg\?p{%msil ) lgéé%?ydl ng to
sonme enbodinokit g refitet.he i nvention. Wreless client device 110 incl udes at

| east one antenna 201 coupled to a radio 202, which in turn is coupled to

a WLAN confopety er @%pla%%rﬁﬁ%ﬂ&itﬁlls ‘§§st§9 4 OWCI@&S GOKiPLiEd clien@ AR Y, 206

storing firmware 208 t 20 executed by W.AN controller 204. Wrel ess
client HévA@@nlexbausﬁ@b @@Feqf exapp s dersprenddyiceahld) includesn yirglkss-embbidddptiop,

processor 1 stor exe ble ¢ ecut ed by
processor %Vlvgt.e ief‘%g{%@{ d%; 8@‘2%0? Yo esﬁ'&i}c%gg%rﬁ?ﬁ‘agg gtléilw"ﬁk?n&gﬁ?gﬁlal er 204
and may bewables-émbledonddodamad, ah&_@@bssldhaﬁﬁﬂt_ganﬂi%c&ﬁ@lreai 1131eRE IMEAB-
controller_204. Client device 110 includes attery 216 to Erow de

power to ridaiEob@l) Phansnnd sny eBier stitablpavirpiesceipgbievian Glimt devier | B is208 and
212. W rel§8edhl §BlocaVb GBscbile IR I WHFo P NELi GRIRRAGEES FobBkambR!

clarity, are
15 chent devme 110 may become associated with AP 102 over a wireless network 112.

[6018] Figure 2 1s a block diagram of an exemplary client device 110, according to
some embodiments of the invention. Wireless client device 110 includes at least one
antenna 201 coupled to a radio 202, which in turn is coupled to a WLAN controller 204.
WLAN controller 204 may be coupled to a memory 206 storing firmware 208 to be

20 executed by WLAN controller 204. Wireless client device 110 includes a processor 210
and a memory 212 coupled to processor 210. Memory 212 may store executable code 214

to be executed by processor 210.

[6019] Processor 210 may be coupled to WLAN controller 204 and may be able to

control, at least in part, the operation of WL.AN coniroller 204. Client device 110 includes
25 abattery 216 to provide power to radio 202, WL AN controller 204, processor 210 and

memories 206 and 212. Wireless client device 110 may include other components that, for

clarity, are not shown.

[0020] A non-exhaustive list of examples for processor 210 includes a central
processing unit (CPU), a digital signal processor (DSP), a reduced instruction set computer

30 (RISC), a complex instruction set computer (CISC) and the like. Memories 206 and 212



[ 0020] A non-exhaustive |ist of exanples for processor 210 includes a
central processing unit (CPU), a digital signal processor (DSP), a reduced
instruction set conputer 30 (RISC), a conplex instruction set conputer
(CASC) and the like. Menories 206 and 212 5 may be fixed in or renovabl e
fromclient device 110. A non-exhaustiveSlist of exanples for nmenories 206
and 212 includes any conbination of the follow ng: a) sem conductor devices
such as regia§bheriked hpbcRBSvalle AnPE Yt ABARY V10, (B%ﬁxﬁﬁﬁhvgﬁ%\ﬂof%k%fnfebcm ly
erasabl e progranmabl e read only nenory devices 5 %E PROV), flash nenory
devi ces, nE¥WINaMQGs|280 aahdbiriratules snnermbipatteveidbe fqllv@ag) , synchronous
dynam ¢ random access nenory (SDRAM devices, RAMBUS dynam ¢ random access
menory ( RDRAM) devi ce)ss,errdmﬂdhetodémécersa;heh aq OpPRYersTRatoiies, chad baBamembat i C

nd che 1 ke 100N RN EbEi el crrebls rasshp e A AT R RTGHY JeHERL
(CD ROW5 and {ﬁ@ﬂom@ ﬂ%ﬁ%&ﬂorgﬂgﬁﬁéé ﬁ E%ia?gegpzalf&g@ﬁgeﬁs glxeﬂ@agd%& a

fl oppy disk, a magnetic tape, tive list
of exanpl es for(MYiR&M)as@Rhrdnogs dlyiﬁimara:hdpm acesstreemery (8DRISMirdedpa, e
antenna, a mul tjl ceram c aptenna, a plan inyerted-F antenpa, | oop
antenna, a shot%@ﬁgmﬁnﬁdﬁﬁ‘ O AERRRme r%&?%&%ﬂfﬁ%&’&%ﬁ%“&nd any
ot her suitable (FOREMRMor] QQ3k, fiakt AnddR aceMM G (SRARD, %Q%rs@lrs@fiﬁssor
210 and nenories 206 and 212 are functional bl ocks and may be i npl enented
in any physi cal busd{/SB) rempeabie pewiote and the 1ik) For exanpl e, radio 202, WAN
controll er 204, processor 210 and nenories 206 and 212 nay each be

i npl enrelt ed i n a separatieal devegs,auedaceanopict diskhnehdapiy mealory (CH Rolsi)t dndnal
di screte compory :@ Alternatively, sone of the functional blocks nay be
grouped in one ! ed circuit. Further nore, the functional blocks may

be parts of appllcatlon specific i egrated CII’CUItS ASIC), field
progranmabl e gate ar§ %I’(@W’@‘émﬁr eiadiatd disk ‘éSk amagnetic tape, and
the like.
[0021] A non-exhaustive list of examples for antenna 201 includes a dipole antenna, a

15 monopole antenna, a multilayer ceramic antenna, a planar inverted-F antenna, a loop
antenna, a shot antenna, a dual antenna, an omnidirectional antenna and any other suitable

antenna.

[0022] Radio 202, WLAN controller 204, processor 210 and memories 206 and 212

are functional blocks and may be implemented in any physical way in client device 110.
20 For example, radio 202, WLAN controller 204, processor 210 and memories 206 and 212

may each be implemented in a separate integrated circuit, and optionally in additional

discrete components. Alternatively, some of the functional blocks may be grouped in one

integrated circuit. Furthermore, the functional blocks may be parts of application specific

integrated circuits (ASIC), field programmable gate arrays (FPGA) or application specific
25 standard products (ASSP).

[0023] In the example of FIG. 1, AP 102 and client device 110 are both “802.11-
enabled”, which means that wireless communications therebetween are in accordance with
one or more of the following standards defined by the Institute of Electrical and Electronic
Engineers (IEEE) for Wireless LAN MAC and Physical layer (PHY) specifications.

30 However, it will be obvious to those of ordinary skill in the art how to modify the



25 standard products (ASSP)
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[0024]

In order to join a BSS managed by AP 102, i.e. to become connected to AP 102

over wireless network 112, client device 110 has to initiate and perform a “connectivity

sequence” with AP 102. In client device 110, WLAN controller 204 may perform the

connectivity sequence, optionally jointly with processor 210. The connectivity sequence

may include three consecutive processes — a “probing” process, an “authentication”

process and an “association” process.

[0025]

The probing process begins by having the client device transmit one or more

“probe request” frames over one or more communication channels defined by the

communication standard. Standard 802.11B, for example, defines 11 different

communication channels. The probe request frame contains information about client

device 110, such as which data rates are supported by client device 110 and to which SSID

client device 110 requests to connect. Client device 110 may send probe requests blindly,

without being aware whether an access point with the same SSID exists in its vicinity, and

without knowing what data rate is acceptable for that access point. For that reason, client

device 110 may send probe requests at the lowest data rate defined by the respective

25

[0626]

standard, e.g. 1 Mbps (Megabits per second).

I AP 102 receives a probe request frame on one of the communication

channels, it may reply to the probe request frame by transmitting a “probe response” frame

on that channel. A probe response frame includes information such as the SSID for which



client device 110 requests to connect. Cient device 110 may send probe
requests blindly, wthout being aware whet her an access point with the
same SSID exists inits vicinity, and wthout know ng what data rate is
acceptabl e for that access point. For that reason, client device 110 may
send probe requests at the | owest data rate defi ned by the respective 25
standard, e.g. 1 Mops (Megabits per second). [0026] If AP 102 receives a

probe reque%s)tl(}fzrxaﬂﬁnﬁgw@nat@xﬁestdﬁq) denaTTHEs S@igoRBd bg AN, Shedebn (MM vEIEP Y O
the probe request franme hy transnmtting a "probe response” frame on that

channel . AUBP@bEionEsp phyecal laeeipnaigds i nformation such as the SSID for
which 7 AP 102 is co_nfldgw(ed a tinmestanp, data rates supported by AP 102,
"beacon i ntf®R2VhI " Ifiokeotrdenidedr Oaewi s pgirelzd rebpones fiamkedrapsmited by[ D 2T, it

client device 110.receive ob on fra ran mtte by 02,
myexam n@ A aERE SRS Rk 452 Ritke LRTRUDLERE i aghted Tt
devi ce 140thelrob refiesh Rt Cexaffitesther NP mAKENIHRGRY ﬂ@flae'ﬁi&%ﬂ%?ﬁdr@é‘ﬁhﬁh@' uded
in the probe response frane and may exam ne the stren the signal

carryi ng t#el mpypeamige thogtreggihi Qféhelsmgnaiaylryldecthqjﬁamheghemt dewicedmbinmye t he
process fo{lec?@erw Bérr{g CRIltE"l eAﬁ)e 1%%%:35 0(|:208 ﬁ@ﬁg;\{qtl??&gp #(ﬁtl ng the probing

process, ient eV|ce and to get

per m ssi on onn / Thi s process gan have different f.armns,
0" Gependl HH28h A SBeuirige @&ﬁﬁam@ww&ﬁwe PHIE e PUPFIE PSrodATOF K. 1 n
one si npl eitS%Xﬁ:iﬁH't@ gbOferinf¥sfonRb @61 wﬁh'ﬁ@qi()zdem@ﬁro%é& JRNaSERG Rt forms,
"aut hentication request" frame to AP 102 and in response nmy receive an

"aut hent@ céapcading @@@@ngwtym@hmmndﬁpwacmzthe pértictlae nefutole nin @wtsirople

ciont - dev el TS ol R % LEORREL M P e ARl et

deVI ce 110APHX/)2 iand il RELorRe nﬁ@&@@‘dn&i arﬂfhuﬂ{eﬂﬁ&ﬁﬁmbﬁsﬁoﬁl%’sﬁﬂlﬁé fiogh AP 102, If
"association" frame. In response, AP 102 nay transmt an "associ ation

response” F andentiqaien resapasstEane gansehensievise 1l Qipkupission tq prangeiswidh AP on.
If the asslqpl gﬁéngtae‘% ¢eeHe qm?%%l_j)?@é 8&% Ie[gliacésg_sppnse frame may include

an associ at1 6n ent| 1 catl evice 110.
15 [0029] Client device 110 may initiate an association process by transmitting an

“association” frame. Inresponse, AP 102 may transmit an “association response” frame
that indicates the success or failure of the association. If the association succeeded, the
association response frame may include an association identification (AID) for client

device 110.

20 [0039] The total time to complete a full connectivity sequence, from the first probe
request to reception of the association response, may vary and may be as long as several
seconds, for example, 3 seconds. The probing process itself may take, for example, 1
second. The timing in which the different response frames arrive at client device 110
during the connectivity sequence is unknown, and therefore, during the entire connectivity

25 sequence, radio 202 may have to be able to receive signals and cannot be in a “sleep” state

to conserve power.

[0031] It may be desired to decrease the amount of power consumed by client device
110 while performing a connectivity sequence in order to conserve the power stored in

battery 216.



20 [0030] The total time to conplete a full connectivity sequence, fromthe
first probe request to reception of the association response, may vary and
may be as |long as several seconds, for exanple, 3 seconds. The probing
process itself may take, for exanple 1 second. The timng in which the
different response franes arrive at clief device 110 during the
connectivity sequence is unknown, and therefore, during the entire

connect i vi {0032p seTLeBOR] 1 saniad Bﬂﬁamamalﬂanv&sst poibe takbgitheadoRdRIny® a8l gnal s
and cannotlgg ina "sleep” state to conserve power. [0031] It may be
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points trafddit stbmamn"rrw heaesn attervalib sdaundddah |e¥chUdnﬁﬁ afne N"Thpatmbesoft 0
announce_t he exjstfence of and to synchronize wireless networks. The format
of beacon FRgHBYES ?fafefﬂﬁarget@saﬂoaﬁtaéwm@sz@%mnaﬁsn&apfﬁrﬁedd@tam“bpworlh@ter‘@tiz 11
standard. The beacon interval is included in each beacon frane. The nunber
of 5 tinme W83k beBorsen ftaareg@ﬂam@h@@ﬂn@trian@dﬁﬂsiSﬁiD@fﬁ’eSWﬁrsleselﬁ@wnédthEE as

"beacon Bea nes L AQr not i ncluyde .t SSI D
o raCor LRI For exdfiE Mo PR ARC] (BIERLIRYy AV Nl el BT pel Gl [
transm tt edapyorARntBR SENR bssotinrli et WRENEY Ketdddk 11PRYInGaakidh edch @e&ShD

associated with wireless network 112. In addition, each beacon frame al so
i ncl udes ai¥meralse m%ucwﬁuaéﬁm?smmhwauwedﬁm ofjadack] inteatah 8 the@cedse paiot als s

poi nt afg 1 ta&ﬁalati?afnls!ﬁ]flsswnatﬂﬁé’})fﬁ%‘BB%& A Offerlt B‘éw%?ﬁ%@@fn(%t}g%ke?cﬁk Rl

recei ving the beacon Prane rftsinte according to the
tinestanpIWMawhe1n®m&ﬂwkdkbeanmmg&méﬁﬂnnm%hmpnmﬁexahﬂ&d@mmimaﬁﬁﬁcnay

i ncl ude ot i nformati 034 evice 110 may | ook for a wrel ess
net wor K, @Pfﬁé’%&f Paéon\)scﬁ“éqsg‘é@’ mht‘-:‘?%&‘l? %@m%’é’ilng t echni ques known as
"active scanni.ng” passive scanning”". In 15 preparation, processor 210

may progr diP3lpr of¢1r“’élt éPVlﬁ%élQ/\Wéll%%%théW%S pﬁfatorkasfogmla Wigdesgdi ng t he
network’ s r@ﬁb% 19, M&@g‘regﬂﬂgg% lln%'ivnzagll‘act%c’é‘&a?rﬁhgga eﬂ’a Jvé/ E¥nfgHpPed tg

radi o 202, W contr may aut omati C y |n passiv scanni n
for thel5S preparation, processor 210 may program a profile of the wireless netwmk that is sought,

including the network’s SSID, to WLAN controller 204. Upon being operatively coupled
to radio 202, WLAN controller 204 may automatically initiate passive scanning for the
sought network. In passive scanning, WLAN controller 204 listens for beacon frames, one
communication channel at a time. If a beacon frame including the SSID of the sought

20 wireless network is received, WLAN controller 204 may initiate an authentication process
and, if the authentication process is successful, may initiate an association process with the
access point that sent the beacon frame. If a beacon frame not including any SSID is
received, WLAN controller 204 may initiate a connectivity sequence by sending a probe
request on the communication channel of the received beacon frame. If the profile in the

25 probe response matches the profile stored in WLAN controller 204, WLAN controller 204
may initiate an authentication process and, if the authentication process is successful, may
initiate an association process with the access point that sent the probe response. If the
profile in the probe response matches the SSID of the profile stored in WLAN confroller
204, but does not match other characteristics of that profile, or if the profile in the probe

30 response does not match the SSID of the profile stored in WLAN controller 204, then

WLAN controller 204 may proceed to passively scan on the next communication channel.



sought network. In passive scanning, W.AN controller 204 listens for beacon
frames, one communication channel at a tinme. If a beacon franme incl uding
the SSID of the sought 20 wirel ess network is received, WLAN controller 204
may initiate an authentication process and, if the authentication process
is successful, may initiate an associati gn process with the access point
that sent the beacon frane. If a beacon frame not including any SSID is
recei ved, @iaN deoitldd hety 204 prylefimtdtjesibe o tiaRn e ekinpley 3 sequasnder by
sending a ﬁéﬂgﬁ r§@¥est on the comunication channel of the received
beacon fr afe- N CORERIES 28 {9 EPPH hprige sucospdBlly pesepiaied avithuthe neushi marckssf i | e

stored in MLANCARLE %élﬂre}ég@ % 1'63/%@{%61%%}[]}}5] tﬁ!slcpg%d&ﬂéd BRYa bbb Et‘irﬁec?ﬂsh%%fi

aut henti cation process an ift I ONn process 1's success
may i nitifaner 24P iagsomisatri2dn), pliacessicail § i ntdygaleca@dsonabioiont firh asgbt t he
probe response., If the  profi in the prqobe respgnse matches the SSID of
the prof 7 | SR SIS ARNATED LN Icaniroli 204 i PGSOt fbtaddionn] Birsless

char act er i §/6% 18fscd RO P58 IS 12810 2d2 L4 i in the probe 30 response
does not match theseSSI [§)rgfloi§ héﬁgplraoﬁ%e ls%bg%g%gé%th%\LAN controller 204, then

channet . GO0 oot SEOH VR SFF bR, GRSS L e BF Rk el PRy o "

exanpl e, 3wsdesndsyorkamd N ANghiondtwolk wis 204 ailsbi¢,epar dlichaydig BuMcwesdful |y
associated wi.th the sou hi vvirgess . network. If no such report is received
during t hi®€IyFederT 4l e%@ Pisdefsredmenad of fnsd ofie frying addienal patgn n
processor 210%, client device 110 may take additional action, such as, for
5 exanpl®, [0Bidgr adfiewg 3iinedlonechart bt pxamplarvaoathotho by it lemented By client

addi ti onal y .y r.algs rk t I i radi,o 2 i,nto a

sl eep st atdca‘?%%&gsf“?‘@%ﬂa esﬁfmg:g\ﬁnﬁ)?éﬁ%%g%re gn\feglﬁé}s"eﬁg?ﬁu?g’é%%%(%?é43‘32{%i ng
when | ookiengedted bpprosessel €55 negtoanskelirnddéies sHu@Hnphet oo the mesiod of
unavai l abl. e, then client device 110 would be required to wait the full
predefi ned'#@8Fiod of tine before taking additional action. 10 [0036] Figure
3 is a flowhart of an exenplary nethod to be inplenmented by client device
110, accod®®H] t o AlGiE, elimbdpvient ¥ may steec & niadie thehincldes apatsicela vislea 4,

when epé gﬁ%,f&k%g%?g%gggﬁrco}&gﬂem_cause client device 110 to i npl enent

e
t he nmetho

[0038] At 304, client device 110 may initiate active scanning for the particular
wireless network name during passive scanning for a wireless network that matches the
profile stored in WLAN controller 204 at 302. Active scanning for the particular wireless
network name may include transmitting one or more probe requests, each of the probe

20 requests transmitted on a different communication channel.

[0039] In active scanning, WLAN controller 204 does not wait for the receipt of a
beacon frame in order to transmit the probe request. Moreover, WLAN controller 204
reports back to processor 210 as soon as WLAN controller 204 has succeeded in
discovering an access point with the particular wireless network name in the probe requests
25 of the active scanning. Similarly, WLAN controller 204 reports back to processor 210 as
soon as WLAN controller 204 has failed to discover any access points with the particular
wireless network name in the probe requests of the active scanning. Consequently, if no
access point with the particular wireless network name has been discovered due to the
active scanning, client device 110 will be notified of such sooner than if it had relied only

30 on passive scanning.



[0037] At 302, client device 110 nmay store a profile that includes a
particular wireless 15 network nane in WLAN controller 204. [0038] At 304,
client device 110 may initiate active scanning for the particular wreless
networ k name during passive scanning for_a wreless network that matches
the profile stored in WLAN controller 204 at 302. Active scanni ng for the
particular wireless network nane nmay include transmtting one or nore
probe requédd] eatftprofestirelpredeeve2@ respauesthat indi@nesh ik @ndiscadicf f18r ent
comuni cati on channel... | 0039 {n active scanning, WAN controller 204 does

not wai t f?)crcefsrl%oqﬂéd’@fhp‘ﬁw@?“ ulapwirelsss petyiek nameichesked 9t 89@nBiocessehal Gr obe

request. MneQu6eH thd¥ANVEQhhRlLI1880204 reports back to processor 210 as
soon as V\LAN?controI | er 204tnﬁa§asucceeded in discovering an access point

ith th heul ' K in _th b ts 25 of th
hotive oot S e pFE R e 8 T ab s R B SRUES HRTE §Pocessor
210 as Sosught MrANaepRY b Qbdref cREA dodize flad hed st B HEAVHF 2 BMYrofit&RF $he

points with the particular wreless network nanme in the probe requests of
the activeWSeEannsiyorkssh dgisent hgme,ithe pepr sararkplecpaidmthes wisclessaepuenks cul ar

W rel ess r i scovered due to the active scanning,
b bl iiRy WEh OS5 3

client device "of such sooner than if it had relied

esponse +MOFHF nai BAFEERE Rdachiomat BaRk PGS BE bl ol 3o e
par ti cul arclitint @865 1 NEWPpK: AAFE 00 GRBGKEEpAa18 6310, Qﬁif%}%ﬁa%ﬁfnfg%‘épsorﬁ@ﬂmépor t
t he passjve, scanning at 308. [0041] Menory 212 nay store profiles of nore

t han on&’ wilicaf dgdeqbidmrxreigadie 292 dpiaghtactimostaispadpisemedhegwthodfofHigwat.
device 110p : L : n . el netaor ks, at
the user's on%%&ﬁgu%@%ﬂr%sg? %%I%%%agg%&gﬁﬁg%{ ﬁlgesﬁl E%gsrfg aétgegnpﬁ?%rgtﬁ%e i 13?3 t he
user may weslWotkpusinheathdsan pP@4ahitl f there are no additional wireless
networks to be sought (checked at 309), then client device 110 may put

radi o 202 [0043] a slfeepe steateitidhalddDelcAf dc@hokk @R QRhOlch SN at BOB), thehO
client device 110 may put radio 202 into an active state and resune the
met hod of JHieglf1es may resume the method at 302 to store a different profile with a different

15 wireless network name in WLAN controller 204. This may cause WLAN controller 204 to

perform passive scanning for wireless networks that match the different profile.

[0044] If, however, processor 210 receives a response that indicates discovery of one
or more access points with the particular wireless network name (checked at 306), then the
passive scanning, if successful (checked at 312), ought to result in association of client

20 device 110 and the wireless network at 314. If passive scanning is not successful (checked
at 312) despite the discovery of one or more access points with the particular wireless
network name via active scanning, this is an indication that the profile stored in WLAN

coniroller 204 at 302 is misconfigured (316).

[0045] In the event of a misconfigured profile, client device 110 may post an error to
25 the user indicating an invalid configuration in the profile, and/or may automatically omit
that profile from further scans until the user has edited the parameters of the profile

(perhaps changing the authentication setting or the encryption setting).

[6G46] While certain features of the invention have been illustrated and described
herein, many modifications, substitutions, changes, and equivalents will now occur to

30 those of ordinary skill in the art within the scope of the appended claims.



The sl eeping duration may be increased with each unsuccessful attenpt to
find the wireless network, until it reaches an upper limt. [0043] If
there are additional wireless networks to be sought (checked at 309), then
client device may resune the nethod at 302 to store a different profile
with a different 15 wirel ess network nane in WL.AN controller 204. This may
cause WLAN controller 204 to perform sive scanning for wrel ess
networks that match the different profile. [0044] If, however, processor
210 recejyves a response that indicates discovery of one or nore access

poi nts vi-AMehe particul ar wirel ess network nane (checked at 306), then the
passi ve scanning, if successful (checked at 312), ought to result in

associ atjon of cli En&1 20 device 110 and the wirel ess network at 314. If
passi ve scanni figPFROh2 Wiesesdavific ({ theieanethod campysiBgispi t e t he di scovery
of one or nore accgssRQIARES Whih | Gl | £S% tﬁ’é@’fs@@ via
active scanning, this 1i gaan I ndi Cg%@#@%ﬁ%ﬁ#h?l%%fég}ee stt‘g% In %E
control | er 204pasiveS@nhnmgrfose snfelaysiteed]l {84 69twofl004 31 thhnmihtvheey prifiloftomd

m sconfigured profil.e .client device 110 ost, an error to 25 the yser

i ndi cating an ﬁﬁy‘gﬁl?lﬁgsé%ﬁ] ia%flﬁﬁ?“g% @ﬂ&?%%?%g‘gfsf’lt@t Sﬁlﬁ&FBYe Frapning and Said
automati cal |y gudtite sdaaingRk®@pér@nici QOhEMENGat SHROSoHNM hmd R8idYsshilehas
edited the paranmeters of the profile (perhaps changing the authentication

setting or theoansisymsashpaseeulpmyirelessoseprkwiiniee certain features of the

i nventi on have be il - eseri Cherein, many nodifications,
substituti ons. chansush SEhiEAEH R oL RRE L REH e B oo Y sy
ordi nary ski |l ltrdnemittieg ané ominbrd frobéigeqgaeape of the appended clains. 11
Clains: 1. Anethod in a wireless device (110), the method conpri sing:
initiating active scanning (304) for a particular wreless network nane
during 2Zpassi VEhesnethod oficibon 1 pfundheedodssridigeal area network (112) that

mat ches a profilev%tored .Jn a wireless |ocal area network control]er (204)
so that said acti ACHEEMIGRESHNE SSUPHE FE8inpae recemtn dgespoasopipnsaided

concurrently af3OMBnRALMhatifHitdtPEa rREKoREQLIL Sy GRORE b idw AL d

particular wreless netwrk nane
particular wireless network name.

3. The method of claim 2, further comprising:
storing a different profile with a different wireless network name in said
wireless local area network controller (204); and
during passive scanning for a wireless local area network matching said
different profile, initiating active scanning for said different wireless network name
(309) so that said active scanning for said different wireless network name and said
passive scanning for said wireless local area network matching said different profile

are performed concurrently at another point in time.

4. The method of claim 2, further comprising:

putting a radio (202} of said device (110) into a sleep state (310).

5. The method of claim I, further comprising:
following receipt of a response from said active scanning that indicates
discovery of one or more access points (102) with said particular wireless network
name, identifying that said profile is misconfigured (316) if said passive scanning

fails to result in an association.



wherein active scanning for said particular wreless network nane conprises
transmtting one or nore probe requests. 2. The nethod of claim1, further
conprising: aborting said passive scanning (308) upon receipt of a response
fromsaid active scanning that indicates a failure to discover any access
points with said particular wireless network name. 3. The nmethod of claim
2, further conprising: storing a diffenﬁ?t profile with a different
wireless network nane in said wreles ocal area network controller

(204); d durin assj ve nning for a wireless |ocal area network
mat chi nggsai d Adﬁgf‘ﬁ‘éﬁséiﬁi“cﬁfbﬁ)lcﬁ %Pﬁ‘i“& ating active scanning for said
different wireless, pRLWPY {(2172?%ang(eéqglto§@pl%hgcfs o? %hgo%&é/@irél%?sqelfﬂ%éaor

said different wireless network name and ‘sal passi ve scanni ng sai d
wirel ess | ocalnehweksiet2or k mat ching said different pr ofile are perforned
concurrently at anothe in t thod of claim2, further
conprising: putti nagwge{ﬁé%@(%gi %?ZSCt‘é’g‘?(s‘é’i”HOﬁ 2@% a(riaf@f %?uc?pﬁﬂgf@é‘ﬁ state
(310). 5. Theschmiih@ebratirdibRindtlorké Hatdh@le £HIPId HdNGranked toMpPert L&GRI Pt of
a response fromsaid active scannin that indi cates discovery of one or

more access pocAIENg icazzylr@/lmsmefs}mras aifing & wicglesphetsiosls sametandr k  nane,
identifying that aa¢ gﬁr(ﬁ)l]‘(: 13) is msconfigured (316) if said passive
scanning fails to i ndan association. 12 6. A wireless device (110)

conprising: a memowleréiaka) memang(ed?.) i@ afrhig tprsaié basunblonee dlical®(X 4)
wirel ess | ocal area . networ a wreless |ocal area network

control | er (20&11}1°%rwl%ﬁﬁlgeéacmgg Ehﬁ%@m%&@s (270), 18iiatRsiaREvS wanpne by said
et s T AR 0 PSSR, PRRAL 05 s SR8
said controller {204) for a wireless network that matches a profile including said
particular wireless network name so that said active scanning and said passive
scanning are performed concurrently at some point in time,
wherein active scanning for said particular wireless network name comprises

transmitting one or more probe requests.

7. The wireless device (110) of claim 6, wherein said code means (214), when
executed by said processor (210), causes said controller (204) to abort said passive
scanning upon receipt of a response from said active scanning that indicates a failure

to discover any access points (102) with said particular wireless network name.

8. The wireless device (110) of claim 7, wherein said code means (214), when
executed by said processor (210), stores a different profile with a different wireless
network name in said wireless local area network controller (204) and initiates
active scanning for said different wireless network name during passive scanning for
a wireless local area network matching said different profile so that said active
scanning for said different wireless network name and said passive scanning for said
wireless local area network matching said different profile are performed

concurrently at another point in time,



a processor (210), wherein said nenory (212) is arranged to store
execut abl e code neans (214) which, when executed by said processor (210),
initiates active scanning by said controller (204) for a particular

wi rel ess network name during passive scanning by said controller (204) for
a wreless network that matches a profile including said particular

W reless network nanme so that said acti scanni ng and sai d passive
scanning are perforned concurrently at sone point in tine, wherein active

scannlng for s artic r mnreless networ k nane conprises transmtting
one or nore pr‘gﬁ%a g&d@%@’ﬁéeme IPRCORTSIngs o gel clemeanp {2 gy exqeytabiegly a
wherein said gﬁqg t 1Q)
causes said cgﬁﬁrol §%é%% %deM@ﬁQEPFéaI ‘g%§§¥¥§ﬁbgéﬁﬁ%@ﬁgﬁﬁ%gﬂgr%32?
of a response fhethml shany ant ofmaissdnniSng that indicates a failure

di scover any access points (102) wth said particular wreless netmork
name. 8. The wirel ess device (110) of claim7, wherein said code neans
(214), wHen ezketommauhi@yiosayslelpr(wféssmprisiﬁg@) Jeastt oreasirdesdidefiee €nt0) profi l e
with a different §|reless tmp $ in said wreless |ocal area network
control l er (2045 tPﬁWVPEFQ aURI? e scanning for said different wireless
networ k name during passive scanning for a wreless |ocal area network

mat ching said different profile so that said active scanning for said
different wirel ess network name and sai d passive scanning for said

wirel ess |l ocal area network matching said different profile are perforned
concurrently at another point in tine. 13 9. A machi ne readabl e nedi um
conpri sing program code neans (214) executable by a processor (210) of the
device (110) of any one of clains 6 to 8 for inplenenting the nmethod of
any one of clainms 1 to 5. to. A conmunication system (100) conprising at

| east one wirel ess device (110) according to any one of clains 6 to 8.



