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QUANTUM KEY DISTRIBUTION PROTOCOL

[001] The present application relates to a system, apparatus and method for quantum key

distribution using a quantum key distribution protocol.

Background

[002] Quantum key distribution (QKD) is a secure communication method which
implements a cryptographic QKD protocol involving components of quantum mechanics for
distributing cryptographic keys. It enables two parties to produce a shared random secret key
or cryptographic key known only to them, which can then be used to encrypt and decrypt
messages. The BB84 QKD protocol is a well-known QKD protocol using photon

polarisation bases to transmit the information. The BB84 QKD protocol uses a set of bases
including least two pairs of conjugate photon polarisation bases (e.g. a set of bases including,
without limitation, for example a rectilinear photon basis (e.g. vertical (0°) and horizontal (90°)
polarisations) and diagonal photon basis (e.g. 45°and 135° polarisations) or the circular
basis of left- and right-handedness etc.) In the BB84 protocol, QKD is performed between a
sender device or intermediary device (e.g. referred to as Alice) and a receiver or first device
(e.g. referred to as Bob or Carol). The sender device and receiver device are connected by a
quantum communication channel which allows quantum information (e.g. quantum states) to
be transmitted. The quantum channel may be, without limitation, for example, an optical fibre
or optical free space. Furthermore, the sender device and receiver device also communicate
over a non-quantum channel or public classical channel, without limitation, for example a fibre
optic channel, telecommunications channel, radio channel, broadcast radio or the internet
and/or any other wireless or wired communications channel and the like. Sheng-Kai Liao, et.
al. "Satellite-to-ground quantum key distribution”, Nature volume 549, pages 43-47, 07
September 2017, describes satellite-based QKD system using the BB84 protocol for
distributing keys, where a satellite free-space optical quantum channel is produced using a
300-mm aperture Cassegrain telescope, which sends a light beam from a Micius satellite (e.qg.
Alice) to a ground station (e.g. Bob), which uses a Ritchey Chretien telescope for receiving

the QKD photons over the satellite free-space optical quantum channel.

[003] Although the security of the BB84 protocol comes from judicious use of the quantum
and classical communication channels and authentication and the like, both the sender or
intermediary device distributing the cryptographic key and the receiver device receiving the
cryptographic key know the cryptographic key that the receiver device will eventually use.
This means that the sender or intermediary device distributing the cryptographic key to the
receiver device has to be a trusted device in a secure location in order for the receiver device

to be able to trust that they may use the resulting cryptographic key. This may be fine should
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both the sender and receiver device use the resulting cryptographic key for cryptographic
operations therebetween, e.g. for encrypted communications and the like with each other.
However, if the sender or intermediary device is only distributing keys to one or more receiver
devices in which the receiver devices may use the resulting cryptographic keys with one or
more other receiver devices, then it is often not acceptable that the sender or intermediary
device has access to the resulting cryptographic keys, this is an insecure system and cannot
be trusted.

[004] There is a desire for a more improved QKD protocol that does not rely on the
intermediary device being a fully trusted device by a first device and second device requiring

a shared key or shared cryptographic key for cryptographic operations therebetween.

[005] The embodiments described below are not limited to implementations which solve

any or all of the disadvantages of the known approaches described above.

Summary

[006] This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed subject matter, nor is it intended to
be used to determine the scope of the claimed subject matter; variants and alternative
features which facilitate the working of the invention and/or serve to achieve a substantially
similar technical effect should be considered as falling into the scope of the invention

disclosed herein.

[007] The present disclosure provides method(s), apparatus and system(s) of quantum key
distribution between a first device and a second device via an intermediary device using a
quantum key distribution protocol. The quantum key distribution protocol enables the
intermediary device to send randomly generated first and second secret symbol strings to the
first device and second device, respectively, over respective quantum channels. Further
processing of the first and second secret symbol strings is performed by the intermediary
device via respective classical communication channels with the first and second devices.
The intermediary device generates a third symbol string for sending via a classical
communication channel to the second device. The third symbol string is based on combining
a set of symbols of the first secret symbol string with a set of symbols of the second secret
symbol string in such a way that enables the second device to retrieve a fourth set of symbols
based on using its received second symbol string. The combining of the set of symbols of the
first secret symbol string and the set of symbols of the second secret symbol string may be
based on, without limitation, for example one-time-pad encryption/decryption, masking,

exclusive OR (XOR) operations on bits when symbols converted to bits, or extended XOR
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operations on symbols or obfuscated set of the first secret symbols. The second device is
configured to perform a reverse set of operations to extract a fourth set of symbols using
symbols from the successfully received second secret symbol string. The symbols of the
fourth set of symbols correspond to symbols of the first set of symbols. From this, the first
and second devices may perform symbol (or bit) sifting using the received first set of symbols
at the first device and the fourth set of symbols generated at the second device for
determining a common set of sifted symbols from which a cryptographic key may be derived
by the first and second devices. The cryptographic key is only known to the first and second
devices, thus, they can perform cryptographic operations with each other. The first and
second devices can then determine a cryptographic key in a quantum-safe manner even
when the intermediary device is not a trusted device.

[008] In afirst aspect, the present disclosure provides a computer-implemented method of
quantum key distribution between a first device and a second device, the method, performed
by an intermediary device, comprising: transmitting a first secret symbol string over a first
guantum channel to the first device, each symbol of the first secret symbol string modulated
by a basis state randomly selected from a set of bases; transmitting a first basis set over a
first communication channel to the first device, the first basis set comprising data
representative of the randomly selected bases used to modulate each symbol of the first
secret symbol string; transmitting a second secret symbol string over a second quantum
channel to the second device, each symbol of the second secret symbol string modulated by
a basis state randomly selected from the set of bases; transmitting a second basis set over a
second communication channel to the second device, the second basis set comprising data
representative of the randomly selected bases used to modulate each symbol of the second
secret symbol string; generating a third symbol string based on combining the first and
second secret symbol strings; transmitting to the second device, via the second
communication channel, data representative of the third symbol string; wherein the first
device and second device perform a quantum key exchange based on: the first device using
the received first basis set to determine a first received set of secret symbols comprising
symbols of the first secret symbol string transmitted over the first quantum channel that were
successfully received by the first device; the second device uses the received second basis
set to determine a second received set of secret symbols comprising symbols of the second
secret symbol string transmitted over the second quantum channel that were successfully
received by the second device; the second device generates a fourth set of symbols based on
combining the second received set of secret symbols with the received third symbol string,
wherein one or more symbols of the fourth set of symbols correspond to one or more symbols
of the first symbol string; the first device and second device performing symbol sifting
operations over a third communication channel between the based on the first received set of
secret symbols at the first device and the fourth set of symbols at the second device for
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generating a common set of sifted symbols for forming a cryptographic key at the first and
second devices.

[009] Preferably, the method further comprising: receiving from the first device, over the
first communication channel, data representative of the symbol positions of the symbols in the
first secret symbol string transmitted over the first quantum communication channel that were
successfully received by the first device; generating a first set of symbols based on those
symbols of the first secret symbol string that correspond to the received data representative of
the symbol positions of symbols from the first secret symbol string successfully received by
the first device; receiving from the second device, over the second communication channel,
data representative of the symbol positions of the symbols in the second secret symbol string
transmitted over the second quantum communication channel that were successfully received
by the second device; generating a second set of symbols based on those symbols of the
second secret symbol string that correspond to the received data representative of the symbol
positions of symbols from the second secret symbol string successfully received by the
second device; and said generating the third symbol string further comprising generating the

third symbol string based on combining the first set of symbols and second set of symbols.

[0010] Preferably, the method further comprising, prior to transmitting the randomly selected
bases to the first device, performing said receiving from the first device, over the first
communication channel, data representative of the symbol positions of the symbols in the first
secret symbol string transmitted over the first quantum communication channel that were

successfully received by the first device.

[0011] Preferably, the method further comprising, prior to transmitting the randomly selected
bases to the second device, performing said receiving from the second device, over the
second communication channel, data representative of the symbol positions of the symbols in
the second secret symbol string transmitted over the second quantum communication
channel that were successfully received by the second device.

[0012] Preferably, the method further comprising the first device and second device
performing a quantum key exchange based on: the first device forms the first received set of
secret symbols based on the received first basis set and the symbols that were successfully
received from the first secret symbol string transmitted over the first quantum communication
channel, wherein each symbol of the first received set of secret symbols is a symbol of the
first secret symbol string that was successfully received by the first device in which the basis
used for receiving said symbol matches the corresponding basis in the received first basis set
used to transmit said symbol; the second device forms the second received set of secret

symbols based on the received second basis set and the symbols that were successfully
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received from the second secret symbol string transmitted over the second quantum
communication channel, wherein each symbol of the second received set of secret symbols is
a symbol of the second secret symbol string that was successfully received by the second
device in which the basis used for receiving said symbol matches the corresponding basis in
the received second basis set used to transmit said symbol; the second device generates the
fourth set of symbols based combining the second received set of secret symbols with the
received third symbol string, wherein one or more symbols of the fourth set of symbols
correspond to one or more symbols of the first set of symbols; the first device and second
device performing symbol sifting operations over the third communication channel
therebetween based on the first received set of secret symbols at the first device and the
fourth set of symbols at the second device for generating a common set of sifted symbols for

forming a cryptographic key at the first and second devices.

[0013] Preferably, said generating the third symbol string further comprising: in response to
determining the length of the first set of symbols is less than the length of the second set of
symbols: truncating the second set of symbols to the length of the first set of symbols; and
generating the third symbol string based on combining the first set of symbols with the
truncated second set of symbols; and in response to determining the length of the second set
of symbols is less than the length of the first set of symbols: truncating the first set of symbols
to the length of the second set of symbols; and generating the third symbol string based on

combining the truncated first set of symbols with the second set of symbols.

[0014] Preferably, said generating the third symbol string further comprising: in response to
determining the length of the first set of symbols is less than the length of the second set of
symbols: adjusting the second set of symbols by removing an agreed set of symbols from the
second set of symbols until the adjusted length of the adjusted second set of symbols is the
same as the first set of symbols; and generating the third symbol string based on combining
the first set of symbols with the adjusted second set of symbols; and in response to
determining the length of the second set of symbols is less than the length of the first set of
symbols: adjusting the first set of symbols by removing an agreed set of symbols from the first
set of symbols until the adjusted length of the adjusted first set of symbols is the same as the
second set of symbols; and generating the third symbol string based on combining the

adjusted first set of symbols with the second set of symbols.

[0015] Preferably, generating the third symbol string further comprises one or more from the
group of: generating the third symbol string based on performing an XOR operation using
data representative of a first set of bits and a second set of bits, the first set of bits based on
converting each of the symbols in the first set of symbols to a string of bits and the second set

of bits based on converting each of the symbols in the second set of symbols to a string of
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bits; generating the third bit string based on performing one time pad encryption operation(s)
using data representative of, at least in part, the first set of symbols and the second set of
symbols; and generating the third symbol string based on performing any other type of
operation for obfuscating one or more symbols of the first set of symbols using the second set

of symbols.

[0016] Preferably, the second device generating the fourth symbol string further comprises
one or more from the group of: generating the fourth symbol string based on performing an
XOR operation using the second received set of secret symbols and the received third symbol
string; generating the fourth symbol string based on performing one time pad decryption
operation(s) using the received second set of secret symbols and the third secret symbol
string; and generating the fourth symbol string based on performing any other type of
operation for extracting one or more symbols of the first secret symbol string using the second

received set of secret symbols and the third symbol string.

[0017] Preferably, generating the third symbol string further comprises one or more from the
group of: generating the third symbol string based on performing an XOR operation using
data representative of, at least in part, the first secret symbol string and the second secret
symbol string; generating the third symbol string based on performing one time pad
encryption operation(s) using data representative of, at least in part, the first secret symbol
string and the second secret symbol string; and generating the third symbol string based on
performing any other type of operation for obfuscating one or more symbols of the first secret

symbol string using the second secret symbol string.

[0018] Preferably, the second device generating the fourth symbol string further comprises
one or more from the group of: generating the fourth symbol string based on performing an
XOR operation using data representative of, at least in part, the second secret symbol string
and the third symbol string; generating the fourth symbol string based on performing one time
pad decryption operation(s) using data representative, of at least in part, the second secret
symbol string and the third secret symbol string; and generating the fourth symbol string
based on performing any other type of operation for extracting one or more symbols of the
first secret symbol string using data representative of, at least in part, the second secret

symbol string and the third symbol string.

[0019] Preferably, the first device and second device performing symbol sifting operations
over the third communication channel therebetween based on: the first device forms a first
matching basis set based on the first received set of secret symbols, wherein the first
matching basis set includes all the basis states the first device used to receive the symbols of

the first received set of secret symbols that match the corresponding basis states of the
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received first basis set used to transmit said symbol of the first set of symbols; and the first
device sends over the third communication channel data representative of the first matching
basis set to the second device; the second device forms a second matching basis set based
on the second received set of secret symbols, wherein the second matching basis set
includes all the basis states the second device used to receive the symbols of the second
received set of secret symbols that match the corresponding basis states of the received
second basis set used to transmit said symbol of the second set of symbols; the second
device sends over the third communication channel data representative of the second
matching basis set to the first device; the first device generates a first common set of sifted
symbols based on discarding each symbol in the first received set of secret symbols in which
the corresponding basis in the first matching basis set is different to the corresponding basis
in the received second matching basis set; the second device generates a second common
set of sifted symbols based on discarding each symbol in the fourth set of symbols in which
the corresponding basis in the received first matching basis set is different to the
corresponding basis in the second matching basis set; and the first and second devices
forming a cryptographic key based on the first and second common set of sifted symbols,

respectively.

[0020] Preferably, the first and second device perform error detection and/or correction on
the first and second common sets of sifted bits.

[0021] In a second aspect, the present disclosure provides a computer-implemented method
of quantum key distribution between a first device and a second device, the method,
performed by the first device, comprising: receiving, from an intermediary device, over a
quantum channel a first secret symbol string, wherein the intermediary device modulated
each symbol of the first secret symbol string using a basis state of a basis selected at random
from a set of bases for transmission over the quantum channel; demodulating the received
first secret symbol string, where each received first secret symbol is demodulated using a
basis state of a basis selected at random from the set of bases; receiving, from the
intermediary device, data representative of a first basis set over a first communication
channel, the first basis set comprising data representative of the randomly selected bases
used by the intermediary device to modulate each symbol of the first secret symbol string;
determining a first received set of secret symbols from the received first secret symbol string
that are successfully received using the received first basis set; performing sifting operation(s)
with the second device using the first received set of secret symbols of the first device and
another set of secret symbols determined by the second device for generating a common
sifted set of symbols for forming a cryptographic key with the second device, wherein the
other set of secret symbols are associated with the first received set of secret symbols; and

the second device determines the other set of secret symbols based on, at least in part, a
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second secret symbol string received by the second device over a second quantum channel
from the intermediary device and, at least in part, a third secret symbol string received by the
second device over a second communication channel from the intermediary device, wherein
the third secret symbol string is based on a combination of, at least in part, the second secret
symbol string and the first secret symbol string, and the second device generates the other
set of secret symbols based on a combination of the received third secret symbol string and,

at least in part, the second secret symbol string.

[0022] Preferably, the method further comprising transmitting, to the intermediary device,
over the first communication channel, data representative of the symbol positions of the
symbols in the first secret symbol string that were successfully received by the first device

over the quantum communication channel.

[0023] Preferably, the method further comprising, prior to receiving the first basis set,
performing said transmitting from the first device to the intermediary device over the first
communication channel data representative of the symbol positions of the symbols in the first
secret symbol string successfully received by the first device over the quantum

communication channel.

[0024] Preferably, the method further comprising the first device and second device
performing a quantum key exchange based on: forming the first received set of secret
symbols based on the received first basis set and the symbols that were successfully
received from the first secret symbol string transmitted by the intermediary device over the
quantum communication channel, wherein each symbol of the first received set of secret
symbols is a symbol of the first secret symbol string that was successfully received by the first
device in which the basis used for receiving said symbol matches the corresponding basis in
the received first basis set used to transmit said symbol; wherein the second device forms a
second received set of secret symbols based on a received second basis set and the symbols
that were successfully received from the second secret symbol string transmitted by the
intermediary device over the second quantum channel, wherein each symbol of the second
received set of secret symbols is a symbol of the second secret symbol string that was
successfully received by the second device in which the basis used for receiving said symbol
matches the corresponding basis in the received second basis set used to transmit said
symbol; and the second device generates the other set of symbols based on combining the
second received set of secret symbols with the received third symbol string, wherein one or
more symbols of the other set of symbols correspond to one or more symbols of the first set
of symbols; and performing symbol sifting operations with the second device over the third

communication channel based on the first received set of secret symbols at the first device



10

15

20

25

30

35

WO 2021/090025 PCT/GB2020/052826

and the other set of symbols at the second device for generating a common set of sifted

symbols for forming a cryptographic key at the first and second devices.

[0025] Preferably, the combination of the second secret symbol string and the first secret
symbol string comprises generating the third symbol string using an XOR operation on data

representative of the second secret symbol string and the first secret symbol string.

[0026] Preferably, generating the third symbol string further comprises one or more from the
group of: generating the third symbol string based on performing an XOR operation using
data representative of, at least in part, the first secret symbol string and the second secret
symbol string; generating the third symbol string based on performing one time pad
encryption operation(s) using data representative of, at least in part, the first secret symbol
string and the second secret symbol string; and generating the third symbol string based on
performing any other type of operation for obfuscating one or more symbols of the first secret

symbol string using the second secret symbol string.

[0027] Preferably, the second device generating the other symbol string further comprises
one or more from the group of: generating the other symbol string based on performing an
XOR operation using data representative of, at least in part, the received second secret
symbol string and the received third symbol string; generating the other symbol string based
on performing one time pad decryption operation(s) using data representative, of at least in
part, the received second secret symbol string and the received third secret symbol string;
and generating the other symbol string based on performing any other type of operation for
extracting one or more symbols of the first secret symbol string using data representative of,

at least in part, the received second secret symbol string and the received third symbol string.

[0028] Preferably, performing the symbol sifting operations with the second device over the
third communication channel further comprising: forming a first matching basis set based on
the first received set of secret symbols, wherein the first matching basis set includes all the
basis states the first device used to receive the symbols of the first received set of secret
symbols that match the corresponding basis states of the received first basis set used by the
intermediary device to transmit said symbol of the first secret symbol string; and transmitting
to the second device over the third communication channel data representative of the first
matching basis set, wherein: receiving from the second device over the third communication
channel data representative of a second matching basis set, wherein the second device forms
the second matching basis set based on the second received set of secret symbols, wherein
the second matching basis set includes all the basis states the second device used to receive
the symbols of the second received set of secret symbols that match the corresponding basis

states of the received second basis set used by the intermediary device to transmit said
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symbol of the second secret symbol string; generating a first common set of sifted symbols
based on discarding each symbol in the first received set of secret symbols in which the
corresponding basis in the first matching basis set is different to the corresponding basis in
the received second matching basis set, wherein the second device generates a second
common set of sifted symbols based on discarding each symbol in the other set of secret
symbols in which the corresponding basis in the received first matching basis set is different
to the corresponding basis in the second matching basis set; and forming a cryptographic key
based on the first common set of sifted symbols, wherein the second device forms the

cryptographic key based on the second common set of sifted symbols.

[0029] Preferably, the method further comprising performing error detection and/or
correction with the second device on the first and second common sets of sifted symbols.

[0030] In a third aspect, the present disclosure provides a computer-implemented method of
quantum key distribution between a first device and a second device, the method, performed
by the second device, comprising: receiving, from an intermediary device, over a quantum
channel a second secret symbol string, wherein the intermediary device modulated each
symbol of the second secret symbol string using a basis state of a basis selected at random
from a set of bases; demodulating the received second secret symbol string, where each
received second secret symbol is demodulated using a basis state of a basis selected at
random from the set of bases; receiving data representative of the randomly selected bases
used to modulate each symbol of the second secret symbol string by the intermediary device;
determining a second set of secret symbols from the received second secret symbol string
that are validly received based on comparing the randomly selected bases used to
demodulate the second secret symbol string and the received randomly selected bases used
to modulate the second secret symbol string; receiving, from the intermediary device, data
representative of a third symbol string, the third symbol string generated by the intermediary
device based on a combination of, at least in part, the second secret symbol string and a first
secret symbol string, the first secret symbol string sent from the intermediary device to the
first device over another quantum channel; determining a fourth set of secret symbols based
on combining, at least in part, the received third symbol string with the received second set of
secret symbols; and performing sifting with the first device using the fourth set of secret
symbols and another set of secret symbols determined by the first device for generating a
common sifted set of symbols for forming a cryptographic key, wherein the other set of secret
symbols are associated with the first secret symbol string that is determined to be validly
received by the first device.

[0031] Preferably, the method further comprising transmitting, to the intermediary device,

over the second communication channel, data representative of the symbol positions of the
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symbols in the second secret symbol string that were successfully received over the quantum

channel.

[0032] Preferably, the method further comprising, prior to receiving the second basis set,
performing said transmitting from the second device to the intermediary device over the
second communication channel data representative of the symbol positions of the symbols in
the second secret symbol string successfully received by the second device over the quantum

communication channel.

[0033] Preferably, the method further comprising the first device and second device
performing a quantum key exchange based on: forming a second received set of secret
symbols based on the received second basis set and the symbols that were successfully
received from the second secret symbol string transmitted by the intermediary device over the
second quantum channel, wherein each symbol of the second received set of secret symbols
is a symbol of the second secret symbol string that was successfully received by the second
device in which the basis used for receiving said symbol matches the corresponding basis in
the received second basis set used to transmit said symbol; and the second device generates
the fourth set of symbols based on combining the second received set of secret symbols with
the received third symbol string, wherein one or more symbols of the fourth set of symbols
correspond to one or more symbols of the first set of symbols; and wherein the first device
forms the first received set of secret symbols based on a received first basis set and the
symbols that were successfully received from the first secret symbol string transmitted by the
intermediary device over the other quantum communication channel to the first device,
wherein each symbol of the first received set of secret symbols is a symbol of the first secret
symbol string that was successfully received by the first device in which the basis used for
receiving said symbol matches the corresponding basis in the received first basis set used to
transmit said symbol; performing symbol sifting operations with the first device over the third
communication channel based on the first received set of secret symbols at the first device
and the fourth set of symbols at the second device for generating a common set of sifted

symbols for forming a cryptographic key at the first and second devices.

[0034] Preferably, the combination of the second secret symbol string and the first secret
symbol string comprises generating the third symbol string using an XOR operation on data

representative of the second secret symbol string and the first secret symbol string.

[0035] Preferably, generating the third symbol string by the intermediary device further
comprises one or more from the group of: generating the third symbol string based on
performing an XOR operation using data representative of, at least in part, the first secret

symbol string and the second secret symbol string; generating the third symbol string based
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on performing one time pad encryption operation(s) using data representative of, at least in
part, the first secret symbol string and the second secret symbol string; and generating the
third symbol string based on performing any other type of operation for obfuscating one or

more symbols of the first secret symbol string using the second secret symbol string.

[0036] Preferably, generating the fourth symbol string further comprises one or more from
the group of: generating the fourth symbol string based on performing an XOR operation
using data representative of, at least in part, the received second secret symbol string and the
received third symbol string; generating the fourth symbol string based on performing one
time pad decryption operation(s) using data representative, of at least in part, the received
second secret symbol string and the received third secret symbol string; and generating the
fourth symbol string based on performing any other type of operation for extracting one or
more symbols of the first secret symbol string using data representative of, at least in part, the

received second secret symbol string and the received third symbol string.

[0037] Preferably, performing the symbol sifting operations with the first device over the third
communication channel further comprising: the first device forming a first matching basis set
based on a first received set of secret symbols, wherein the first matching basis set includes
all the basis states the first device used to receive the symbols of the first received set of
secret symbols that match the corresponding basis states of the received first basis set used
by the intermediary device to transmit said symbol of the first secret symbol string; and
receiving at the second device over the third communication channel data representative of
the first matching basis set; transmitting to the first device over the third communication
channel data representative of a second matching basis set, wherein the second device forms
the second matching basis set based on the second received set of secret symbols, wherein
the second matching basis set includes all the basis states the second device used to receive
the symbols of the second received set of secret symbols that match the corresponding basis
states of the received second basis set used by the intermediary device to transmit said
symbol of the second secret symbol string; generating a second common set of sifted
symbols based on discarding each symbol in the fourth set of secret symbols in which the
corresponding basis in the received first matching basis set is different to the corresponding
basis in the second matching basis set, wherein the first device generates a first common set
of sifted symbols based on discarding each symbol in the first received set of secret symbols
in which the corresponding basis in the first matching basis set is different to the
corresponding basis in the received second matching basis set; and forming a cryptographic
key based on the first common set of sifted symbols, wherein the second device forms the

cryptographic key based on the second common set of sifted symbols.
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[0038] Preferably, performing error detection and/or correction with the second device on the

first and second common sets of sifted symbols.

[0039] In a fourth aspect, the present disclosure provides a computer-implemented method
of quantum key distribution between a first device and a second device, the method
comprising: transmitting, by an intermediary device, a first secret symbol string over a first
guantum channel to the first device, each symbol of the first secret symbol string modulated
by a basis state randomly selected from a set of bases; transmitting, by the intermediary
device, a first basis set over a first communication channel to the first device, the first basis
set comprising data representative of the randomly selected bases used to modulate each
symbol of the first secret symbol string; transmitting, by the intermediary device, a second
secret symbol string over a second quantum channel to the second device, each symbol of
the second secret symbol string modulated by a basis state randomly selected from the set of
bases; transmitting, by the intermediary device, a second basis set over a second
communication channel to the second device, the second basis set comprising data
representative of the randomly selected bases used to modulate each symbol of the second
secret symbol string; generating, by the intermediary device, a third symbol string based on
combining the first and second secret symbol strings; transmitting, by the intermediary device,
to the second device, via the second communication channel, data representative of the third
symbol string; determining, by the first device, a first received set of secret symbols using the
received first basis set, the first received set of secret symbols comprising symbols of the first
secret symbol string transmitted over the first quantum channel that were successfully
received by the first device; determining, by the second device, a second received set of
secret symbols using the received second basis set, the second received set of secret
symbols comprising symbols of the second secret symbol string transmitted over the second
quantum channel that were successfully received by the second device; generating, by the
second device, a fourth set of symbols based on combining the second received set of secret
symbols with the received third symbol string, wherein one or more symbols of the fourth set
of symbols correspond to one or more symbols of the first symbol string; performing, by the
first device and second device, symbol sifting operations over a third communication channel
the based on the first received set of secret symbols at the first device and the fourth set of
symbols at the second device for generating a common set of sifted symbols for forming a

cryptographic key at the first and second devices.

[0040] Preferably, the method further comprising: transmitting, by the first device, over the
first communication channel to the intermediary device data representative of the symbol
positions of the symbols in the first secret symbol string transmitted by the intermediary
device over the first quantum communication channel that were successfully received by the

first device; generating, at the intermediary device, a first set of symbols based on those
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symbols of the first secret symbol string that correspond to the data representative of the
symbol positions of symbols from the first secret symbol string successfully received by the
first device; transmitting, by the second device, over the second communication channel to
the intermediary device data representative of the symbol positions of the symbols in the
second secret symbol string transmitted by the intermediary device over the second quantum
communication channel that were successfully received by the second device; generating, at
the intermediary device, a second set of symbols based on those symbols of the second
secret symbol string that correspond to the received data representative of the symbol
positions of symbols from the second secret symbol string successfully received by the
second device; and said generating, by the intermediary device, the third symbol string further
comprising generating, by the intermediary device, the third symbol string based on

combining the first set of symbols and second set of symbols.

[0041] Preferably, the method further comprising: prior to transmitting the randomly selected
bases to the first device, performing said receiving from the first device, over the first
communication channel, data representative of the symbol positions of the symbols in the first
secret symbol string transmitted over the first quantum communication channel that were
successfully received by the first device; and prior to transmitting the randomly selected
bases to the second device, performing said receiving from the second device, over the
second communication channel, data representative of the symbol positions of the symbols in
the second secret symbol string transmitted over the second quantum communication

channel that were successfully received by the second device.

[0042] Preferably, the method further comprising the first device and second device
performing a quantum key exchange by: determining, by the first device, a first received set of
secret symbols based on the received first basis set and the symbols that were successfully
received from the first secret symbol string transmitted over the first quantum communication
channel, wherein each symbol of the first received set of secret symbols is a symbol of the
first secret symbol string that was successfully received by the first device in which the basis
used for receiving said symbol matches the corresponding basis in the received first basis set
used to transmit said symbol; determining, by the second device, a second received set of
secret symbols based on the received second basis set and the symbols that were
successfully received from the second secret symbol string transmitted over the second
quantum communication channel, wherein each symbol of the second received set of secret
symbols is a symbol of the second secret symbol string that was successfully received by the
second device in which the basis used for receiving said symbol matches the corresponding
basis in the received second basis set used to transmit said symbol; generating, by the
second device, the fourth set of symbols based combining the second received set of secret
symbols with the received third symbol string, wherein one or more symbols of the fourth set
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of symbols correspond to one or more symbols of the first set of symbols; performing sifting
operations between the first device and second device over the third communication channel
based on the first received set of secret symbols at the first device and the fourth set of
symbols at the second device for generating a common set of sifted symbols for forming a

cryptographic key at the first and second devices.

[0043] Preferably, said generating the third symbol string further comprising: in response to
determining the length of the first set of symbols is less than the length of the second set of
symbols: truncating the second set of symbols to the length of the first set of symbols; and
generating the third symbol string based on combining the first set of symbols with the
truncated second set of symbols; and in response to determining the length of the second set
of symbols is less than the length of the first set of symbols: truncating the first set of symbols
to the length of the second set of symbols; and generating the third symbol string based on

combining the truncated first set of symbols with the second set of symbols.

[0044] Preferably, said generating the third symbol string further comprising: in response to
determining the length of the first set of symbols is less than the length of the second set of
symbols: adjusting the second set of symbols by removing an agreed set of symbols from the
second set of symbols until the adjusted length of the adjusted second set of symbols is the
same as the first set of symbols; and generating the third symbol string based on combining
the first set of symbols with the adjusted second set of symbols; and in response to
determining the length of the second set of symbols is less than the length of the first set of
symbols: adjusting the first set of symbols by removing an agreed set of symbols from the first
set of symbols until the adjusted length of the adjusted first set of symbols is the same as the
second set of symbols; and generating the third symbol string based on combining the

adjusted first set of symbols with the second set of symbols.

[0045] Preferably, generating the third symbol string further comprises one or more from the
group of: generating the third symbol string based on performing an XOR operation using
data representative of a first set of symbols and a second set of symbols, the first set of
symbols based on converting each of the symbols in the first set of symbols to a string of
symbols and the second set of symbols based on converting each of the symbols in the
second set of symbols to a string of symbols; generating the third symbol string based on
performing one time pad encryption operation(s) using data representative of, at least in part,
the first set of symbols and the second set of symbols; and generating the third symbol string
based on performing any other type of operation for obfuscating one or more symbols of the
first set of symbols using the second set of symbols.
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[0046] Preferably, the second device generating the fourth symbol string further comprises
one or more from the group of: generating the fourth symbol string based on performing an
XOR operation using the second received set of secret symbols and the received third symbol
string; generating the fourth symbol string based on performing one time pad decryption
operation(s) using the received second set of secret symbols and the third secret symbol
string; and generating the fourth symbol string based on performing any other type of
operation for extracting one or more symbols of the first secret symbol string using the second

received set of secret symbols and the third symbol string.

[0047] Preferably, generating the third symbol string further comprises one or more from the
group of: generating the third symbol string based on performing an XOR operation using
data representative of, at least in part, the first secret symbol string and the second secret
symbol string; generating the third symbol string based on performing one time pad
encryption operation(s) using data representative of, at least in part, the first secret symbol
string and the second secret symbol string; and generating the third symbol string based on
performing any other type of operation for obfuscating one or more symbols of the first secret

symbol string using the second secret symbol string.

[0048] Preferably, the second device generating the fourth symbol string further comprises
one or more from the group of: generating the fourth symbol string based on performing an
XOR operation using data representative of, at least in part, the second secret symbol string
and the third symbol string; generating the fourth symbol string based on performing one time
pad decryption operation(s) using data representative, of at least in part, the second secret
symbol string and the third secret symbol string; and generating the fourth symbol string
based on performing any other type of operation for extracting one or more symbols of the
first secret symbol string using data representative of, at least in part, the second secret
symbol string and the third symbol string.

[0049] Preferably, the first device and second device performing symbol sifting operations
over the third communication channel therebetween based on: the first device forms a first
matching basis set based on the first received set of secret symbols, wherein the first
matching basis set includes all the basis states the first device used to receive the symbols of
the first received set of secret symbols that match the corresponding basis states of the
received first basis set used to transmit said symbol of the first set of symbols; and the first
device sends over the third communication channel data representative of the first matching
basis set to the second device; the second device forms a second matching basis set based
on the second received set of secret symbols, wherein the second matching basis set
includes all the basis states the second device used to receive the symbols of the second

received set of secret symbols that match the corresponding basis states of the received
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second basis set used to transmit said symbol of the second set of symbols; the second
device sends over the third communication channel data representative of the second
matching basis set to the first device; the first device generates a first common set of sifted
symbols based on discarding each symbol in the first received set of secret symbols in which
the corresponding basis in the first matching basis set is different to the corresponding basis
in the received second matching basis set; the second device generates a second common
set of sifted symbols based on discarding each symbol in the fourth set of secret symbols in
which the corresponding basis in the received first matching basis set is different to the
corresponding basis in the second matching basis set; and the first and second devices
forming a cryptographic key based on the first and second common set of sifted symbols,

respectively.

[0050] Preferably, the first device and second device performing symbol sifting operations
over the third communication channel therebetween based on: generating, by the first device,
a first basis flag set based on the first received set of secret symbols and the received first
basis set, wherein the first basis flag set includes an indication of each valid and invalid
symbol of the first received set of secret symbols based on comparing the received first basis
set with the basis set used by the first device to demodulate the symbols associated with the
first received set of secret symbols; and sending, from the first device over the third
communication channel, data representative of the first basis flag set to the second device;
generating, by the second device, a second basis flag set based on the second received set
of secret symbols and the received second basis set, wherein the second basis flag set
includes an indication of each valid and invalid symbol of the second received set of secret
symbols based on comparing the received second basis set with the basis set used by the
second device to demodulate the symbols associated with the second received set of secret
symbols; sending, from the second device over the third communication channel, data
representative of the second basis flag set to the first device; generating, by the first device, a
first common set of sifted symbols based on discarding each symbol in the first received set
of secret symbols in which the corresponding indication in the first basis flag set is different to
the corresponding indication in the received second basis flag set; generating, by the second
device, a second common set of sifted symbols based on discarding each symbol in the
fourth set of secret symbols in which the corresponding indication in the second basis flag set
is different to the corresponding indication in the received first basis flag set; performing error
detection and correction between the first and second common sets of sifted symbols to
generate a common set of sifted symbols; and generating a cryptographic key at the first and

second devices based on the common set of sifted symbols.

[0051] Preferably, each symbol represents 2" binary bits, for n>1.
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[0052] Preferably, each symbol represents a binary bit for n=1.

[0053] Preferably, the method of the first, second, third or fourth aspects further comprising
generating a first secret symbol string by randomly selecting a symbols using a random

number generator.

[0054] Preferably, the method of the first, second, third or fourth aspects further comprising
generating a second secret symbol string by randomly selecting symbols using a random

number generator.

[0055] Preferably, the random number generator is based on one or more from the group of:
a cryptographic random number generator; a quantum qubit random number generator; or

any suitable random number generator.

[0056] Preferably, the set of bases comprises at least two bases, each basis comprising at
least two basis states, wherein the at least two basis states of each basis are orthogonal and
the at least two basis states of said each basis are non-orthogonal to the at least two basis

states of another basis of the set of bases.

[0057] Preferably, the set of bases comprises two bases and each basis of the set of bases

comprises two basis states.

[0058] Preferably, the set of bases for modulating symbols for transmission over the first or
second quantum channel comprises at least two bases from the group of: a rectilinear basis;
a diagonal basis; a spherical basis; a circular basis; and/or any other type of basis comprising

at least two basis states.

[0059] Preferably, the first and second quantum channels are optical quantum channels and
the set of bases comprises at least two bases from the group of: a rectilinear photon

polarisation basis; a diagonal photon polarisation basis; a spherical photon polarisation basis;
a circular photon polarisation basis; and any other type of photon basis comprising two basis

states.

[0060] Preferably, the first communication channel is based on a classical communication

channel formed between the intermediary device and the first device.

[0061] Preferably, the method of the first, second, third or fourth aspects, the second
communication channel is based on a classical communication channel formed between the

intermediary device and the second device.
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[0062] Preferably, the classical communication channel is based on one or more types of
communication channels from the group of: optical communication channel; free-space
optical communication channel; wireless communication channel; wired communication
channel; radio communication channel; microwave communication channel; satellite
communication channel; terrestrial communication channel; optical fibre communication
channel; optical laser communication channel; any other type of one or more optical, wireless
and/or wired communication channel(s) for transmitting data between devices; and two or
more optical, wireless and/or wired communication channel(s) that form a composite

communication channel for transmitting data between devices.

[0063] Preferably, the method of the first, second, third or fourth aspects, a quantum
communication channel is based on one or more types of quantum communication channels
from the group of: optical quantum communications; free-space optical quantum
communications; optical fibre quantum communications; optical laser quantum
communications; any other type of quantum communications for transmitting data over a

quantum communication channel between devices.

[0064] Preferably, the method of the first, second, third or fourth aspects, where the
intermediary device is a satellite apparatus, the first device and second device are satellite
ground stations or devices, wherein the first quantum communication channel is a free-space
optical quantum communication channel, the second quantum communication channel is a
free-space optical quantum communication channel, and the first and second communication

channels are non-quantum satellite communications channels.

[0065] Preferably, the method of the first, second, third or fourth aspects, wherein the
intermediary device is a ground station or device, the first device and second device are
satellites, wherein the first quantum communication channel is a free-space optical quantum
communication channel, the second quantum communication channel is a free-space optical
quantum communication channel, and the first and second communication channels are non-

quantum satellite communications channels.

[0066] Preferably, the method of the first, second, third or fourth aspects, wherein the
intermediary device is a terrestrial communication apparatus, the first device and second
device are terrestrial devices, wherein the first quantum communication channel is a fibre
optic quantum communication channel, the second quantum communication channel is a fibre
optic quantum communication channel, and the first and second communication channels are

classical terrestrial communications channels.

[0067] Preferably, the method of the first, second, third or fourth aspects, wherein the

intermediary device is a terrestrial communication apparatus, the first device and second
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device are terrestrial devices, wherein the first quantum communication channel is a free-
space optic quantum communication channel, the second quantum communication channel is
a free-space optic quantum communication channel, and the first and second communication

channels are classical terrestrial communications channels.

[0068] Preferably, the method of the first, second, third or fourth aspects, wherein the
intermediary device is a terrestrial communication apparatus, the first device and second
device are terrestrial devices, wherein the first quantum communication channel is a free-
space optic quantum communication channel, the second quantum communication channel is
a fibre optic quantum communication channel, and the first and second communication

channels are classical terrestrial communications channels.

[0069] Preferably, the method of the first, second, third or fourth aspects the first and second

communications channels are encrypted communication channels.

[0070] Preferably, the method of the first, second, third or fourth aspects further comprising
encrypting transmission data or messages prior to transmitting said data or messages to: the
first device over the first classical communication channel; or the second device over the

second classical communication channel.

[0071] Preferably, the method of the first, second, third or fourth aspects, wherein one or
more authentication protocols are used by the intermediary device and the first or second
device for authenticating the intermediary, first or second devices prior to communicating over

the first or second communications channels.

[0072] Preferably, the method of the first, second third or fourth aspects, further comprising
authenticating the first and second device prior to transmitting data to the first and second

device over the first and second communication channels, respectively.

[0073] Preferably, the method of the first, second, third or fourth aspects further comprising
selecting a decoy state protocol from a set of decoy state protocols for use in transmitting
data over the first or second quantum channels.

[0074] In a fifth aspect, the present disclosure provides an intermediary apparatus
comprising a processor unit, a memory unit, and a communication interface, the processor
unit connected to the memory unit and the communication interface, wherein the processor
unit, memory unit and communication interface are adapted to implement the computer-
implemented method according to the first aspect, one or more features thereof, one or more

features herein, combinations thereof, modifications thereto and/or as described herein.
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[0075] In a sixth aspect, the present disclosure provides an apparatus comprising a
processor unit, a memory unit, and a communication interface, the processor unit connected
to the memory unit and the communication interface, wherein the processor unit, memory unit
and communication interface are adapted to implement the computer-implemented method
according to the second aspect, one or more features thereof, one or more features herein,

combinations thereof, modifications thereto and/or as described herein.

[0076] In a seventh aspect, the present disclosure provides an apparatus comprising a
processor unit, a memory unit, and a communication interface, the processor unit connected
to the memory unit and the communication interface, wherein the processor unit, memory unit
and communication interface are adapted to implement the computer-implemented method
according to the third aspect, one or more features thereof, one or more features herein,

combinations thereof, modifications thereto and/or as described herein.

[0077] In an eighth aspect, the present disclosure provides a system comprising: an
intermediary device comprising an apparatus according to the fifth aspect; an first device
comprising an apparatus according the sixth aspect; and a second device comprising an
apparatus according to the seventh aspect; wherein the intermediary device, first device and
second device are configured to communicate with each other for establishing a shared a

cryptographic key between the first and second devices.

[0078] In an ninth aspect, the present disclosure provides a system comprising an
intermediary device, a first device and a second device, wherein the intermediary device, first
device and second device are configured to implement the corresponding steps of the
computer-implemented method according to the first, second, third and/or fourth aspects, one
or more features thereof, one or more features herein, combinations thereof, modifications

thereto and/or as described herein.

[0079] Preferably, the system of the eighth or ninth aspects wherein the system is a satellite
quantum key distribution system comprising a plurality of satellites, each satellite including the
functionality of an intermediary device, each satellite in communication with one or more
ground receiving stations, and each ground receiving station including the functionality of the

first and/or second devices.

[0080] In an tenth aspect, the present disclosure provides a computer-readable medium
comprising computer code or instructions stored thereon, which when executed on a
processor, causes the processor to perform the computer implemented method according to
the first and/or fourth aspects, one or more features thereof, one or more features herein,

combinations thereof, modifications thereto and/or as described herein.
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[0081] In an eleventh aspect, the present disclosure provides a computer-readable medium
comprising computer code or instructions stored thereon, which when executed on a

processor, causes the processor to perform the computer implemented method according to
the second and/or fourth aspects, one or more features thereof, one or more features herein,

combinations thereof, modifications thereto and/or as described herein.

[0082] In an twelfth aspect, the present disclosure provides a computer-readable medium
comprising computer code or instructions stored thereon, which when executed on a
processor, causes the processor to perform the computer implemented method according to
the third and/or fourth aspects, one or more features thereof, one or more features herein,

combinations thereof, modifications thereto and/or as described herein.

[0083] In an thirteenth aspect, the present disclosure provides a computer-readable medium
comprising computer code or instructions stored thereon, which when executed on a
processor, causes the processor to perform the computer implemented method according to
the fourth aspect, one or more features thereof, one or more features herein, combinations

thereof, modifications thereto and/or as described herein.

[0084] The methods described herein may be performed by software in machine readable
form on a tangible storage medium e.g. in the form of a computer program comprising
computer program code means adapted to perform all the steps of any of the methods
described herein when the program is run on a computer and where the computer program
may be embodied on a computer readable medium. Examples of tangible (or non-transitory)
storage media include disks, thumb drives, memory cards etc. and do not include propagated
signals. The software can be suitable for execution on a parallel processor or a serial
processor such that the method steps may be carried out in any suitable order, or

simultaneously.

[0085] This application acknowledges that firmware and software can be valuable,
separately tradable commodities. It is intended to encompass software, which runs on or
controls “dumb” or standard hardware, to carry out the desired functions. It is also intended to
encompass software which “describes” or defines the configuration of hardware, such as HDL
(hardware description language) software, as is used for designing silicon chips, or for

configuring universal programmable chips, to carry out desired functions.

[0086] The preferred features may be combined as appropriate, as would be apparent to a

skilled person, and may be combined with any of the aspects of the invention.

Brief Description of the Drawings
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[0087] Embodiments of the invention will be described, by way of example, with reference to

the following drawings, in which:

[0088] Figure 1ais a schematic diagram illustrating an example QKD system for

implementing an example QKD protocol according to the invention;

[0089] Figure 1b is a schematic diagram illustrating another example QKD system based on
the QKD system of figure 1a for implementing another example QKD protocol according to

the invention;

[0090] Figure 1c is a schematic diagram illustrating another example satellite QKD system
based on the QKD system(s) of figures 1a or 1b for implementing a further example QKD

protocol according to the invention;

[0091] Figure 1dis a schematic diagram illustrating another example terrestrial QKD system
based on the QKD system(s) of figures 1a, 1b or 1¢ for implementing another example QKD

protocol according to the invention;

[0092] Figures 2a and 2b is a flow diagram illustrating an example QKD process for

implementing an example QKD protocol according to the invention;

[0093] Figures 2c to 2e is another flow diagram illustrating a further example QKD process
based on the QKD process of figures 2a and 2b for implementing another example QKD

protocol according to the invention;

[0094] Figures 3a and 3b is a flow diagram illustrating an example intermediary device QKD
process for implementing corresponding portions of an example QKD protocol with a first and

second device according to the invention;

[0095] Figures 3c and 3d is a flow diagram illustrating an example first device QKD process
for implementing corresponding portions of the example QKD protocol of figures 3a and 3b

with the intermediary device and second device according to the invention;

[0096] Figures 3e to 3g is a flow diagram illustrating an example second device QKD
process for implementing corresponding portions of the example QKD protocol of figures 3a

to 3d with the intermediary device and first device according to the invention;

[0097] Figure 4ais a schematic diagram illustrating an example computing system, device or
apparatus for use in implementing one or more portions of an example QKD protocol

according to the invention; and
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[0098] Figure 4a is a schematic diagram illustrating an example QKD system for use in

implementing an example QKD protocol according to the invention

[0099] Common reference numerals are used throughout the figures to indicate similar

features.

Detailed Description

[00100] Embodiments of the present invention are described below by way of example only.
These examples represent the best mode of putting the invention into practice that are
currently known to the Applicant although they are not the only ways in which this could be
achieved. The description sets forth the functions of the example and the sequence of steps
for constructing and operating the example. However, the same or equivalent functions and
sequences may be accomplished by different examples.

[00101] The present disclosure provides method(s), apparatus and system(s) of quantum key
distribution between a first device and a second device via an intermediary device using a
quantum key distribution protocol. The quantum key distribution protocol enables the
intermediary device to send randomly generated first and second secret symbol strings (e.g. n
bit(s) per symbol are represented by M=2" different symbols, where nz7) to the first device
and second device, respectively, over respective quantum channels, and further processing
of the first and second secret symbol strings is performed by the intermediary device via
respective classical communication channels with the first and second devices, where the
intermediary device generates a third symbol string for sending via a classical communication
channel to the second device. The third symbol string is based on combining a set of
symbols of the first secret symbol string with a set of symbols of the second secret symbol
string in such a way that enables the second device to retrieve a fourth set of symbols based
on using its received second symbol string. The combining of the set of symbols of the first
secret symbol string and the set of symbols of the second secret symbol string may be based
on, without limitation, for example one-time-pad encryption/decryption, masking, exclusive OR
(XOR) operations on bits when symbols converted to bits, or extended XOR operations on

symbols or obfuscated set of the first secret symbols.

[00102] The second device is configured to perform a reverse set of operations to extract a
fourth set of symbols using symbols from the successfully received second secret symbol
string. The symbols of the fourth set of symbols correspond to symbols of the first set of
symbols. Neither the first device nor the second device send any information to the
intermediary device that enables the intermediary device to know or determine exactly what
the first and second devices successfully received. Thus, only the first and second devices

fully know which symbols (or bits) of the first symbol string were successfully received by both
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the first and second devices. This information is not shared with the intermediary device.
From this, the first and second devices may perform symbol (or bit) sifting using the received
first set of symbols at the first device and the fourth set of symbols generated at the second
device form determining a common set of sifted symbols from which a cryptographic key may
be derived by the first and second devices. The cryptographic key is only known to the first
and second devices, thus, they can perform cryptographic operations with each other. The
first and second devices then determine a cryptographic key in a quantum-safe manner even

when the intermediary device is not a trusted device.

[00103] Combining the set of symbols of the first secret symbol string with the set of symbols
of the second symbol string may be performed using, without limitation, for example:
exclusive or (XOR) operations on the sets of symbols of the first and second symbol strings
(e.g. converting the symbol strings into bit strings and performing bitwise XOR); extended
XOR operations on the sets of symbols of the first and second symbol strings (e.g. using a
mathematically defined extended set of "symbol XOR" operations on symbols that preserve
the mathematical properties of bitwise XOR operations); one-time-pad encryption of the set of
symbols of the first secret symbols using the set of symbols of the second secret symbols;
any other encryption operation on the set of symbols of the first symbol string such that the
second device is able to decrypt and retrieve set of symbols of the first symbol string using
the set of symbols of the second symbol string successfully received by the second device.

[00104] A quantum communication channel(s) may comprise or represent a communication
channel capable of transmitting and/or receiving at least quantum information. Examples of a
quantum communication channel or quantum channel that may be used according to the
invention may include or be based on, without limitation, for example on one or more types of
guantum communication channels associated with the group of: optical quantum
communications; free-space optical quantum communications; optical fibre quantum
communications; optical laser quantum communications; communications using
electromagnetic waves such as, without limitation, for example radio, microwave, infra-red,
gigahertz, terahertz and/or any other type of electromagnetic wave communications;
communications based on electron spin and the like; any other type of quantum
communications for transmitting and receiving data over a quantum communication channel
between devices. It is noted that one or more types of quantum communication channel(s)

may be capable of transmitting and/or receiving non-quantum or classical information.

[00105] A standard, classical or non-quantum communication channel(s) may comprise or
represent any communication channel between two devices that at least is capable of
transmitting and/or receiving non-quantum information. Examples of standard, classical

and/or non-quantum communication channels according to the invention may include or be
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based on, without limitation, for example on one or more types of communication channels
from the group of: any one or more physical communication channel(s); optical
communication channel; free-space optical communication channel; wireless communication
channel; wired communication channel; radio communication channel; microwave
communication channel; satellite communication channel; terrestrial communication channel;
optical fibre communication channel; optical laser communication channel;
telecommunications channels; 2G to 6G and beyond telecommunications channels; logical
channels such as, without limitation, for example Internet Protocol (IP) channels; any other
type of logical channel being provided over any standard, classical or non-quantum physical
communication channel; one or more other physical communications or carriers of data such
as, without limitation, for example avian carriers, paper, sealed briefcases, courier or other
delivery service and the like; any other type of one or more optical, wireless and/or wired
communication channel(s) for transmitting data between devices; and/or two or more optical,
wireless and/or wired communication channel(s) that form a composite communication
channel for transmitting data between devices; and/or any combination of two or more
standard, classical or non-quantum communication channel(s) that form a composite
communication channel for transmitting and/or carrying data between devices; combinations
thereof, modifications thereto, and/or as described herein and the like and/or as the
application demands. It is noted that one or more types of standard, classical or non-
quantum communication channel(s) may be capable of transmitting and/or receiving quantum

information.

[00106] The intermediary device may comprise or represent any device or apparatus,
component or system that is adapted to, configured to, includes the capability of: establishing
a quantum communication channel with one or more other communication devices and/or
transmitting data over the quantum communication channel with the one or more other
communication devices and, also, establish one of more non-quantum, standard or classical
communication channels with said one or more other communication devices for
transmitting/receiving data to/from said one or more other communication devices for
implementing the QKD protocol according to the invention. Examples of an intermediary
device as described herein and/or according to the invention may include, without limitation,
for example a satellite or apparatus/components thereof, a ground station or
apparatus/components thereof, a relay station, repeater, telecommunication apparatus,
network apparatus, network nodes, routers, and/or any apparatus, communication device,
computing device or server and the like with a communication interface configured for and/or
including functionality of, without limitation, for example a non-quantum, standard or classical
communication interface for communicating over non-quantum, standard or classical
communication channel(s); and a quantum communication interface for communicating over
quantum channel(s).

26



10

15

20

25

30

35

WO 2021/090025 PCT/GB2020/052826

[00107] The first or second communication device (also referred to herein as first or second
device) may comprise or represent any device or apparatus with communication
components/systems or communication capabilities configured to at least receive data over a
quantum communication channel and/or establish one or more non-quantum, standard or
classical communication channels with an intermediary device and/or other devices for
implementing the QKD protocol according to the invention. Examples of a first or second
communication devices according to the invention may include, without limitation, for example
a satellite and/or apparatus/components thereof, a satellite ground receiving station and/or
apparatus/components thereof, optical ground receiving station, user device,
telecommunication apparatus, network apparatus, network nodes, routers, and/or any
communication device, computing device or server and the like with a communication
interface configured for and/or including functionality of, without limitation, for example a non-
quantum, standard or classical communication interface for communicating over non-
quantum, standard or classical communication channel(s); and a quantum communication

interface for communicating over quantum channel(s).

[00108] Figure 1a is a schematic diagram illustrating an example quantum key distribution
system 100 that performs a QKD protocol according to the invention. The QKD system 100
includes an intermediary device 102a, a first device 102b and a second device 102¢ in
communication with each other. The first and second devices 102b and 102c may require a
shared key that is facilitated by at least the intermediary device 102a. The intermediary
device 102a is configured to generate random symbol strings/streams and transmit these to
the first and second devices 102a and 102c according to the QKD protocol over first and
second quantum communication channels 104a and 106a, respectively. The intermediary
device 102a also communicates with the first and second devices 102b and 102c over first
and second non-quantum or standard/classical communications channels 104b and 106b,
respectively, for exchanging further key and protocol data. Once all the required key and/or
protocol data has been exchanged between the intermediary device 102a and the first and
second devices 102b and 102c, the first and second devices 102b and 102c communicate
with each other over a third hon-quantum or standard/classical communications channel 108
to establish a common secret set of symbols from which a common cryptographic key or final
cryptographic key (e.g. Cr) may be agreed upon and/or derived and the like for use by the
first and second devices 102b and 102c¢ in, without limitation, for example cryptographic
operations/communications between the first and second device 102b and 102c. The QKD
protocol ensures that the final cryptographic key Cr can be agreed upon that the intermediary
device 102a cannot derive even though it generated the first and second secret symbol

strings for each device 102b and 102c.
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[00109] For simplicity, the intermediary device 102a is referred to as Alice 102a, the first
device 102b is referred to as Bob 102b and the second device 102c is referred to as Carol
102c. The implementation of the QKD protocol with respect to Alice 102a, Bob 102b and
Carol 102c¢ is described, without limitation, for example in five main protocol parts or portions
based on the following: a first protocol part describing a first set of key exchange interactions
between Alice 102a and Bob 102b; a second protocol part describes a second set of key
exchange interactions between Alice 102a and Carol 102c¢; a third protocol part describes
third set of key exchange interactions between Alice 102a and Carol 102c; a fourth protocol
part describes fourth set of key exchange interactions by Carol 102c; and a fifth protocol part
describes a fifth set of key exchange interactions between Bob 102b and Carol 102¢ for
forming the common/shared key of the QKD protocol between Bob 102b and Carol 102c.
The following QKD protocol parts are described, without limitation, for example in relation to
Alice 102a, Bob 102b and/or Carol 102¢ based on the following:

[00110] In the first part of the QKD protocol, Alice 102a and Bob 102b perform a first set of
key exchange interactions in which Alice 102a and Bob 102b exchange a first secret symbol
stream or string (e.g. Sg). Each symbol in the first secret symbol stream (e.g. Sg) may
represent n bit(s), so each symbol may be one of M=2" different symbols where n=1. Alice
102a randomly generates the symbols for the first secret symbol stream (e.g. Sg), or
randomly generates a bit string/stream that is converted into the first secret symbol stream
(e.g. Se). Alice 102a sends the first secret symbol string, Sg, (e.g. 1,000,000 bits, when n=1)
to Bob 102b over a first quantum channel 104a. For each symbol in Sg that is sent to Bob
102b, Alice 102a randomly selects a basis from a set of bases (e.g. B) for modulating said

each symbol for transmission over the first quantum channel 104a.

[00111] For example, the first quantum channel 104a may be, without limitation, a free-space
optical quantum channel or a fibre optical quantum channel between Alice 102a and Bob
102b, where Alice 102a has a quantum optical transmitter and Bob 102b has a quantum
optical receiver. The set of bases B includes at least two different bases. Each of the bases
includes a set of basis states for representing each of the different M=2" symbols of the first
secret symbol string. Each set of basis states for each basis includes M=2"different basis
states. The basis states for each basis may be orthogonal. The basis states for a first basis

may not be orthogonal to one or more basis states of a second basis of the set of bases.

[00112] The set of bases B may include two or more bases, without limitation, for example, a
rectilinear optical polarisation basis, a diagonal optical polarisation basis, angular optical
polarisation basis, and/or any other suitable optical basis for converting the symbols into
modulated symbols for transmission over a quantum channel. Although optical quantum

channels and corresponding bases for transmitting symbols over said optical quantum
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channel are described, by way of example only the invention is not so limited, it is to be
appreciated by the skilled person that the QKD protocol according to the invention may be
used over any type of quantum communication channel between Alice 102a and Bob 102b

and/or as the application demands.

[00113] Bob 102b demodulates each symbol of the first secret symbol string, Sg, received via
the first quantum channel 104a by randomly selecting a basis from the set of bases B (e.g.
Bob 102b has the same set of bases B as Alice 102a) that is used to demodulate the
received symbols from the first quantum channel 104a. Typically, a symbol is successfully
received when the output or measurement of the demodulator of Bob 102b clearly indicates
data representative of one of the basis states of the selected basis that Bob 102b randomly
selected. Thus, a symbol is successfully received when the measurement output of the
demodulator indicates a symbol has actually been received in relation to the basis states of
the selected basis used. This means that a successfully received symbol output by the
demodulator will be either: 1) a symbol that is the same symbol as the transmitted symbol
because the selected basis (or basis state) used by the demodulator matches the selected
basis (or basis state) used to originally modulate the transmitted symbol; and 2) a symbol that
is a different symbol as the transmitted symbol because the selected basis (or basis state)
used by the demodulator did not match the selected basis (or basis state) used to originally
modulate the transmitted symbol. That is, a successfully received symbol is a symbol output
or measurement from the demodulator in which a matching basis or an unmatched basis is
used compared with the basis used for modulating and transmitting the symbol. An
unsuccessfully received symbol is when the measurement output of the demodulator is below
predetermined basis state thresholds indicating no symbol is received in relation to the
selected basis used. This means a symbol has not been received at all in relation to the
selected basis used. For example, when the measurement of the received symbol is greater
than or equal to a basis state threshold corresponding to a basis state of the selected basis,
then a symbol has been successfully received. For example, the measurement of the
received symbol reaches a basis state threshold corresponding to a basis state of the
selected basis, then the symbol has been successfully received. A symbol is not successfully
received when the output or measurement of the demodulator of Bob 102b is below or does
not reach a basis state threshold corresponding to a basis state of the selected basis. A
symbol is valid, when the symbol is successfully received and when the basis (or basis state)
used to modulate and transmit the symbol is the same as the basis (or basis state) used to
demodulate the transmitted symbol. A symbol is invalid, when the symbol is successfully
received and when the basis (or basis state) used to modulate and transmit the symbol is the

different to the basis (or basis state) used to demodulate the transmitted symbol.
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[00114] In particular, if Alice 102a and Bob 102b chose the same basis for modulating a
symbol for transmission and demodulating the transmitted symbol, respectively, then
quantum physics states that there is a high probability that the basis state of the symbol
received by Bob 102b will be the same as the transmitted basis state used for transmitting the
symbol by Alice 102a, i.e. is validly and successfully received. The symbol is valid because
the basis used by Alice 102a for transmission is the same basis used by Bob 102b when
receiving the transmitted symbol. If Alice 102a and Bob 102b chose a different basis for
modulating a symbol for transmission and demodulating the transmitted symbol, respectively,
then quantum physics states that there is a low probability that the basis state of the symbol
received by Bob 102b will be correlated with the transmitted basis state used for transmitting
the symbol by Alice 102a, but instead will be a random selection from the possible basis
states in that basis, i.e. is successfully received, but invalid because the

received/demodulated symbol is different to the original symbol that is transmitted.

[00115] Given that there may be losses in the quantum channel, including the quantum
transmitter and receiver, it is to be expected that some of the symbols transmitted by Alice
102a over the first quantum channel 104a are not successfully received by Bob 102b. Thus,
Bob 102b determines the symbol numbers or locations within the first secret symbol string
(e.g. Ss) that Bob 102b successfully receives. Bob 102b then sends to Alice 102a over a first
classical communication channel 104b an indication of successfully received symbols (e.g. Is)
that includes, without limitation, for example data representative of the symbol numbers (e.g.
bit numbers) of the successfully received symbols (e.g. #2, #718, #2818, ...) Note, the
symbol numbers do not indicate which basis Bob 102b used or which basis states Bob 102b
actually assigned to each received symbol or even which symbols were received. Rather, the
data representative of symbol numbers or locations are simply an indication that Bob 102b

managed to demodulate those corresponding symbols and map them to a basis state.

[00116] For example, when n=1 bit per symbol i.e. a symbol is a bit (e.g. two symbols are
used to represent the bits '0' and "1}, if Alice 102a sends a first secret bit string or stream of
1,000,000 bits over the first quantum channel 104a, then, when Bob 102b randomly selects
the basis from the set of bases B for demodulating the bits of the first secret bit string, Bob
102b may only, without limitation, for example successfully receive around 1000 bits due to
atmospheric losses and/or other losses of the first quantum channel 104a. So, Bob 102b will
send a set of indicative values (e.g. Ie) of approximately 1000 values representing the bit
numbers or bit positions of the bits in the first secret bit string that Bob 102b successfully

received.

[00117] Both Alice 102a and Bob 102b may discard all the other symbols (e.g. bits) from the
first secret symbol string (e.g. Se) that Bob 102b did not successfully receive. This means
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that Alice 102a may generate or form a first set of secret symbols (e.g. Xs) from the first
secret symbol stream (e.g. Sg) that were successfully received by Bob 102b using the
received symbol numbers representing the symbols Bob 102b successfully received.
Similarly, Bob 102b may discard all the unsuccessfully received symbols resulting in a first

received set of secret symbols (e.g. Xar).

[00118] Alice 102a then sends to Bob 102b over the first classical communication channel
104b a first set of bases (e.g. Bg) corresponding to each basis state that Alice 102a used to
transmit the corresponding symbol of the first set of secret symbols (e.g. Xg) in its original
transmission (e.g. Sg) over the first quantum channel 104a to Bob 102b. Bob 102b then
compares the basis that Bob 102b used to demodulate each symbol with the corresponding
basis in the received set of bases (e.g. Bs) sent by Alice 102a. Thus, Bob 102b may form a
first set of basis flags (e.g. BFg) including a plurality of indications/flags corresponding to each
symbol of the first received set of secret symbols (e.g. Xgr), where each indication/flag for a
symbol includes data representative of whether that symbol in the first received set of secret
symbols (e.g. Xsr) was validly received or not based on the comparison of bases (e.g. an
indication/flag of '1" indicates a validly received symbol, an indication/flag of '0' indicates a
symbol not validly received). Thus, Bob 102b may also form a valid received set of secret
symbols (e.g. Ver) comprising only those symbols in which Bob 102b used a matching basis
during demodulation of the original first secret symbol string (e.g. Se). For example, when
n=1, Bob 102b may find that around 500 bits of the 1000 "successfully" received bits from the
received first secret bit string have the same basis are valid.

[00119] In a second part of the QKD protocol, Alice 102a and Carol 102¢ perform a second
set of key exchange data interactions. For example, Alice 102a sends a second secret
symbol string (e.g. Sc) (e.g. also 1,000,000 bits, when n=1) to Carol 102c over a second
guantum channel 106a. For each symbol in the second secret symbol string (e.g. S¢) that is
sent to Carol 102¢, Alice 102a randomly selects a basis from the set of bases B for
modulating said each symbol for tfransmission over the second quantum channel 106a. For
example, the second quantum channel 106a may be, without limitation, for example a free-
space optical quantum channel between Alice 102a and Carol 102¢c, where Alice 102a has a
guantum optical transmitter and Carol 102c has a quantum optical receiver. Carol 102c
demodulates each symbol received via the second quantum channel 106a by randomly
selecting a basis from the set of bases B that is used to demodulate the received symbols

from the second quantum channel 106a.

[00120] Typically, as for Bob 102b, a symbol is successfully received when the output or
measurement of the demodulator clearly indicates data representative of one of the basis

states of the selected basis that Carol 102c randomly selected. Given that there may be
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losses in the quantum channel, including the quantum transmitter and receiver, it is to be
expected that some of the symbols transmitted by Alice 102a over the second quantum
channel 106a are not successfully received by Carol 102c. Thus, Carol 102c¢ determines the
symbol numbers or locations within the second secret symbol string (e.g. Sc) that are
successfully received. These symbol numbers will be different to those sent by Bob 102b.
Carol 102c then sends to Alice 102a over a second classical communication channel, set up
between Alice 102a and Carol 102c, an indication of successfully received symbols (e.g. Ic)
that includes, without limitation, for example data representative data representative of the
symbol numbers (e.g. bit numbers) of the successfully received symbols (e.g. #3, #141,
#5926, ...) Note, the symbol numbers do not indicate which basis Carol 102¢ used or which
basis states Carol 102¢ actually assigned to each received symbol or even which actual
symbols were received. Rather, the symbol humbers or locations are simply an indication
that Carol 102¢ managed to demodulate those corresponding symbols and map them to a

basis state.

[00121] For example, when n=1 bit per symbol (e.g. two symbols are used to represent the
bits '0" and '1"), if Alice 102a sends a second secret bit string or stream of 1,000,000 bits over
the second quantum channel 106a, then in practice, when Carol 102¢ randomly selects the
basis from the set of bases B for demodulating the bits of the second secret bit string, Carol
102c may only, without limitation, for example successfully receive around 1000 bits due to
atmospheric losses and/or other losses of the second quantum channel 106a. So, Carol 102¢
will send approximately 1000 values in via set Ic representing the bit numbers or bit positions

of the bits in the second secret bit string that Carol 102¢ successfully received.

[00122] Both Alice 102a and Carol 102c may discard all the other symbols (e.g. bits) from the
first secret symbol string (e.g. Sc) that Carol 102¢ did not successfully receive. This means
that Alice 102a may generate or form a second set of secret symbols (e.g. Xc) from the
second secret symbol stream (e.g. Sc¢) that were successfully received by Carol 102¢ using
the received symbol numbers in Ic representing the symbols Carol 102c successfully
received. Similarly, Carol 102c may discard all the unsuccessfully received symbols resulting

in a second received set of secret symbols (e.g. Xcr).

[00123] Alice 102a then sends to Carol 102¢ over the second classical communication
channel 106b a second set of bases (e.g. Bg) corresponding to each basis state that Alice
102a used to transmit the corresponding symbol of the second set of secret symbols (e.g. Xc)
in its original transmission (e.g. Sc) over the second quantum channel 106a to Carol 102c.
Carol 102c then compares the basis that Carol 102a used to demodulate each symbol with
the corresponding basis in the received second set of bases (e.g. Be¢) sent by Alice 102a.

Thus, Carol 102c may form a second set of basis flags (e.g. BFc) including a plurality of
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indications/flags corresponding to each symbol of the second received set of secret symbols
(e.g. Xer), where each indication/flag for a symbol includes data representative of whether
that symbol in the second received set of secret symbols (e.g. Xer) was validly received or
not based on the comparison of bases (e.g. an indication/flag of 1" indicates a validly received
symbol, an indication/flag of '0' indicates a symbol not validly received). The second set of
bases B¢ can be used by Carol 102¢ to check which symbols of the second received set of
secret symbols (e.g. Xer) were validly received. Thus, Carol 102¢c may also form a valid
received set of secret symbols (e.g. Ver) comprising only those symbols in which Carol 102¢
used a matching basis during demodulation of the original second secret symbol string (e.g.
Sc) that Alice 102a used for modulation of those symbols. For example, when n=1, Carol
102c may find that around 500 bits of the 1000 "successfully" received bits from the second

secret bit string have the same basis and so were validly received.

[00124] In a third part of the QKD protocol, a third set of key exchange interactions is
performed in which Alice 102a sends Carol 102¢ data representative of the first set of secret
symbols (e.g. Xs) that Bob 102b indicated to Alice 102a have been successfully received by
Bob 102b. Alice 102a does not know which symbols of the first set of secret symbols (e.g.
Xg) that Bob 102b validly received. Rather, Alice 102a sends Carol 102c¢ the first set of secret
symbols (e.g. Xs) using a masking or encryption approach to protect the first set of secret
symbols (e.g. Xg). In particular, Alice 102a generates a third secret symbol string (e.g. Cgc)
based on Alice 102a performing a set of processing operations 107 for combining the first set
of secret symbols (e.g. Xg) with the second set of secret symbols (e.g. Xc) using one or more
combining operations. The first set of secret symbols (e.g. Xs) correspond to those symbols
from the first secret symbol string (e.g. Sg) that Bob 102b indicated to Alice 102a were
received successfully by Bob 102b (e.g. in the above example, when n=1, roughly 1000 bits
were received successfully by Bob 102b). The second set of secret symbols (e.g. Xc)
correspond to those symbols from the second secret symbol string (e.g. Xc) that Carol 102¢
indicated to Alice 102a were received successfully by Carol 102c (e.g. in the above example,

when n=1, roughly 1000 bits were received successfully by Carol 102c).

[00125] For example, the one or more processing operations 107 performed for combining
the first and second sets of secret symbols (e.g. Xe and Xc) may include, without limitation, for
example, one or more processing operations of: when n=1, then symbol strings are bit
strings, and the one or more symbol operations include a bitwise XOR operation 107a
performed between the first set of secret bits (e.g. Xg) and the second set of secret bits (e.g.
Xc) producing a third secret bit string Cec (e.9. Cec = X8 XOR Xc); when n>1, the first and
second sets of secret symbols (e.g. Xs and X¢) may be converted to bit strings and the one or
more symbol operations may include a bitwise XOR operation performed between the first set

of secret bits (e.g. Xap) and the second set of secret bits (e.g. Xcp), resulting in a third secret
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bit string (e.g. Ceeb = Xen XOR Xeb), which may be re-converted into the third secret symbol
string (e.g. Cec); an extended XOR operation, with equivalent properties as a bitwise XOR,
may be performed directly on the corresponding symbols of the first and second sets of secret
symbols (e.g. Cec = Xg extXOR Xg); one-time-pad (OTP) encryption operations 107b on the
first set of secret symbols (e.g. Xs) using the second set of secret symbols (e.g. Xc) as the
OTP, or using an OTP or key that was previously exchanged with Carol 102¢ (e.g. Csc =
OTPe(Xg, Xc)) ; and/or any other masking or obfuscation operation using the first and second
sets of secret symbols (e.g. Xs and Xc) for producing a third secret symbol string (e.g. Cgc),
from which Carol 102c may derive a received first set of secret symbols (e.g. Xg/') using
Carol's 102¢ received set of secret symbols (e.g. Xer). Alice 102a sends the third secret
symbol string (e.g. Cec) to Carol 102¢ over the second classical communication channel
106b.

[00126] For the above example, when n=1 and the first set of bits and the second set of bits
each equals 1000 bits, Alice 102a performs a bitwise XOR between the first set of bits (e.g.
bits successfully received by Bob 102b) and the second set of bits (e.g. bits successfully
received by Carol 102¢) producing a third secret bit string (e.g. Cec). Alice 102a sends the
third secret bit string (e.g. Cec) to Carol 102¢ via the second classical communication channel
106b.

[00127] In a fourth part of the QKD protocol, a fourth set of key exchange interactions is
performed by Carol 102c. Once Alice 102a sends Carol 102c¢ the third secret symbol string
(e.g. Crc), Carol 102c performs a set of corresponding processing operations 109 for
generating a fourth set of secret symbols (e.g. Xg:') using the received second set of secret
symbols (e.g. Xer), which Carol 102¢ successfully received, and the received third secret
symbol string (e.g. Cec). The fourth set of secret symbols (e.g. Xs:') includes symbols from
the first secret set of symbols (e.g. Xer). For example, if Alice 102a performed an XOR
operation 107a using the first and second sets of secret symbols (e.g. Xe and Xc) to produce
the third set of secret symbols (e.g. Cgc), then Carol 102¢ can perform an XOR operation(s)
109a for generating a fourth set of secret symbols (e.g. Xgr'), where the XOR operation(s)
109a operates using the received third secret symbol string (e.g. Cec) and the received
second set of symbols (e.g. Xer), i.€. the fourth set of secret symbols Xg/' = Cac XOR Xer. For
example, when n=1, the symbol strings are bit strings and Alice 102a uses the bitwise XOR
operation 107a to generate a third secret bit string (e.g. Cec = Xe XOR X¢) using the first set
of bits (e.g. Xs) and second set of bits (e.g. X¢). Carol 102¢, on receiving the third secret bit
string (e.g. Cec), performs a bitwise XOR operation 109a using the received third secret bit
string (e.g. Cec) and the received set of secret symbols (e.g. Xer) to generate a fourth secret
bit string (e.g. Xer' = Cec XOR Xer), which includes data representative of bits from the first
secret bit string (e.g. Xg). For example, Xg' = (Xs XOR Xc)} XOR Xer = (X8 XOR (X¢ XOR
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Xcr) = X, when no errors occur in the successful symbols that Carol 102c receives. If there
are errors in the successful symbols that Carol 102c receives, then only those symbol
positions of the symbols that Carol 102¢ validly receives (e.g. Ver) in Xg:" will correspond to

the same symbol positions in Xg.

[00128] In another example, when n>1, Alice 102a may have converted the first and second
sets of secret symbol strings into bit strings in which a bitwise XOR operation is performed
between the first set of secret bit strings and the second set of secret bit string, resulting in a
third secret bit string, which may be re-converted into the third secret symbol string. Thus,
Carol 102¢c may perform a similar set of operations, by converting the received third secret
symbol string into a received third secret bit string and perform a bitwise XOR operation using
the received third secret bit string and the received second set of secret bits (converted from
the received second set of secret symbols) to generate a fourth secret bit string, which is
converted to a fourth secret symbol string. Alternatively, Alice 102a may use one or more
extended XOR operations performed on the corresponding symbols of the first and second
sets of secret symbols to generate the third secret symbol string. Carol 102¢, may then
perform similar one or more extended XOR operations using the received third secret symbol
string and the received second set of secret symbols to generate the fourth symbol string.
Alternatively or additionally, Alice 102a may have used OTP encryption operations 107b on
the first set of symbols (e.g. Xg) using the second set of symbols (e.g. X¢) (or an OTP
exchanged with Carol 102c) to generate the third secret symbol string (e.g. Csc = OTPEe(Xsg,
Xc)), in which Carol 102¢c performs OTP decryption operations 109b on the received third
secret symbol string (e.g. Cee) using the received second set of symbols (e.g. Xer) (or an OTP
exchanged with Alice 102a) to generate the fourth secret symbol string (e.g. Xe' = OTPp(Cgec,
Xecr)). Simply put, Carol 102¢ performs the required symbol operations required to generate a
fourth secret symbol string (e.g. Xe') from the received third secret symbol string (e.g. Cgc)
using, without limitation, for example the received second set of secret symbols (e.g. Xer),
where the fourth secret symbol string (e.g. Xgr') includes data representative of one or more

symbols of the first secret symbol string (e.g. Se) or first set of secret symbols (e.g. Xg).

[00129] It is noted that the received second set of secret symbols (e.g. Xer) includes only
those symbols that Carol 102c considered were received successfully, but which have not
been checked as valid. Thus, using an XOR or some of the above operations, some of the
symbols in the received second set of secret symbols (e.g. Xcr) may be invalid because Carol
102c may have used a different basis compared with the basis that Alice 102a used to
transmit these symbols. This means that the corresponding symbols of the fourth secret
symbol string (e.g. Xer') may be invalid. However, there will be a portion of symbols in the
fourth secret symbol string (e.g. Xe') that are valid, which have positions in Xs,' that

correspond to the positions of the valid symbols in the received second set of secret symbols
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(e.g. Xcr) ie. the valid received second set of symbols (e.g. Ver). The valid symbols of Xg/'
will be the same as the corresponding symbols of the first set of secret symbols Xg. The valid
symbols of the fourth secret symbol string (e.g. Xar') correspond to the valid second received
set of secret symbols that Carol 102¢ checked with the received set of bases B¢ from Alice
102a.

[00130] In a fifth part of the QKD protocol, a fifth set of key exchange interactions between
Carol 102¢ and Bob 102b are performed. In particular, Carol 102c and Bob 102b perform
symbol sifting (or bit sifting) or key exchange operations with each other using a third
communication channel 108 in which Alice 102a is not a party to. For example, during the
first part of the QKD protocol, Bob 102b used the received first set of bases Bg from Alice
102a and the set of bases Bob 102b used when receiving the symbols in the received first set
of secret symbols (e.g. Xar) to determine a first set of basis flags (e.g. BFg) (or list of matching
bases). That is, Bob 102b formed a first set of basis flags (e.g. BFg) including a plurality of
indications/flags corresponding to each symbol of the first received set of secret symbols (e.g.
Xgr), where each indication/flag for a symbol includes data representative of whether that
symbol in the first received set of secret symbols (e.g. Xgr) was validly received or not based
on the comparison of bases (e.g. an indication/flag of '1" indicates a validly received symbol,

an indication/flag of '0" indicates a symbol not validly received).

[00131] Similarly, Carol 102¢ also used the received second set of bases B¢ from Alice 102a
and the set of bases Carol 102c used when receiving the second symbol string to determine a
second set of basis flags (e.g. BFc) (or list of matching bases) including data representative
of a whether each symbol in the received second set of secret symbols (e.g. Xer) was validly
or not validly received. That is, Carol 102c formed a second set of basis flags (e.g. BFc)
including a plurality of indications/flags corresponding to each symbol of the second received
set of secret symbols (e.g. Xer), where each indication/flag for a symbol includes data
representative of whether that symbol in the second received set of secret symbols (e.g. Xer)
was validly received or not based on the comparison of bases (e.g. an indication/flag of '1'
indicates a validly received symbol, an indication/flag of '0" indicates a symbol not validly

received).

[00132] Bob 102b sends the first set of basis flags (e.g. BFg) (e.g. first set of matching bases)
to Carol 102c and Carol 102c sends the second set of basis flags (e.g. BFc¢) to Bob 102b over
the third communication channel 108. For example, in the above example, when n=1, and if
Bob 102b successfully received 1000 bits (some of which are valid or invalid), then the first
set of basis flags (e.g. BFg) includes 1000 indications/flags corresponding to the 1000 bits,
each indication/flag representing whether the corresponding bit was validly received or not.

Similarly, if Carol 102¢ successfully received 1000 bits, then the first set of basis flags (e.g.
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BFc) includes 1000 indications/flags corresponding to the 1000 bits, each indication/flag

representing whether the corresponding bit was validly received or not.

[00133] On receiving the second set of basis flags (e.g. BF¢) from Carol 102¢, Bob 102b
forms a first common set of secret symbols (e.g. CSg) by comparing each basis flag in the
first set of basis flags (e.g. BFg) with each basis flag in the received second set of basis flags
from Carol 102c (e.g. BFc) and discards those symbols from the valid first received set of
secret symbols (e.g. Ver) where the corresponding basis flags from the first and received
second sets of basis flags (e.g. BFs and BFg) do not match. The undiscarded or remaining
symbols of the valid first received set of secret symbols (e.g. Ver) forms the first common set
of secret symbols (e.g. CSg) for Bob 102b. Similarly, receiving the first set of basis flags (e.g.
BFg) from Bob 102b, Carol 102¢ forms a second common set of secret symbols (e.g. CSc) by
comparing each basis flag in the received first set of basis flags (e.g. BFg) with each basis
flag in the second set of basis flags (e.g. BF¢) and discards those symbols from the fourth
secret symbol string (e.g. Xs:') where the corresponding basis flags from the received first set
of basis flags (e.g. BFg) and second set of basis flags (e.g. BF¢) do not match. The
remaining symbols in the fourth secret symbol string (e.g. Xs:') forms the second common set
of secret symbols (e.g. CS¢) for Carol 102¢c. For example, when n=1, in the above example
the valid first received set of bits for Bob 102b may be, without limitation, for example around
500 bits. Thus, on average approximately half these bits may have matching basis flags
between Bob 102b and Carol 102¢, such that the first common secret bit string is

approximately 250 bits.

[00134] Bob 102b and Carol 102¢ now have a common set of secret symbols (e.g. CSg and
CS¢), Bob has a first common set of secret symbols (e.g. CSg) and Carol has a second
common set of secret symbols (e.g. CS¢). Although the first common set of secret symbols
(e.g. CSg) may be the same as the second common set of secret symbols (e.g. CSc¢), they
may not necessarily be the same due to errors from transmission or measurement during
demodulation and the like. Thus, Bob 102b and Carol 102c may perform error detection
and/or correction in relation to the first and second common sets of secret symbols (e.g. CSg
and CSc¢) over the third communication channel 108. For example, the error detection and
correction of the first and second common sets of secret symbols (e.g. CSe and CSc¢) that
takes place between Bob 102b and Carol 102c may be based on, without limitation, for
example how error detection and correction of the first and second common sets of secret
symbols is implemented or performed using the standard Decoy State Protocol or the
Standard BB84 Protocol and the like. However, in those cases Alice 102a knows the
cryptographic key and the error detection and correction are made between Alice and Bob
and Alice and Carol rather than by Bob and Carol as in the QKD protocol according to the

present invention. Nevertheless, these types of error detection and correction can be
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adapted for use by Bob 102b and Carol 102c¢ for performing error detection and correction of
the first and second common sets of secret symbols (e.g. CSg and CS¢) and result in a
common set of secret symbols from which a cryptographic key, e.g. a final cryptographic key
Cr, may be produced for Bob 102a and Carol 102c. From this, a final cryptographic key Cr
may be derived by the Bob 102b and Carol 102¢ that is only known to the Bob 102b and
Carol 102c, thus, they can perform cryptographic operations with each other using a
quantum-safe cryptographic key (e.g. Cr). The QKD protocol according to the invention
enables Bob 102b and Carol 102c to determine a cryptographic key in a quantum-safe

manner even when Alice 102a is not a trusted device.

[00135] For example, assuming that Alice 102a randomly generated the first and second
secret symbol strings (e.g. Se and S¢) appropriately (e.g. not all the same symbol), then even
though Alice 102a knows all the symbols (e.g. bits when n=1) that were sent to both Bob
102b and Carol 102c, there is approximately a 1/2" probability that any of those symbols sent
will have a validly matched basis by Bob 102b and Carol 102c. This means that Alice 102a
can deduce almost no information on what Bob 102b and Carol 102¢ have shared in the fifth
part of the QKD protocol according to the invention and so will not be able to derive the
agreed final cryptographic key Cr determined by Bob 102b or Carol 102¢c.

[00136] A modification to the QKD system 100 implementing the QKD protocol according to
the invention for improving or enhancing the security strength of the cryptographic key
determined by the QKD protocol may include Bob 102b and Carol 102¢ already having a pre-
shared key or secret that is unknown to Alice 102a. Once the cryptographic key is
determined according to the QKD protocol as described herein based on the common set of
secret symbols or sifted symbols (e.g. CSg and CS¢). Then, both Bob 102b and Carol 102¢
can further encrypt this cryptographic key to generate a final shared cryptographic key by
encrypting or processing the cryptographic key using the pre-shared key or secret and one or
more cryptographic algorithms or methods. For example, cryptographic algorithms or
methods may include, without limitation, any encryption algorithm or operation such as, by
way of example only but not limited to, OTP encryption, AES encryption, any other encryption
algorithm and the like and/or as the application demands. For example, the pre-shared key or
secret may be a OTP shared between Bob 102b and Carol 102c in a quantum-safe manner
and the encryption method may use OTP encryption to generate the final shared
cryptographic key. Other cryptographic methods or algorithms may include, without limitation,

for example AES encryption or a one-way hash function.

[00137] In another modification to the QKD system 100 implementing the QKD protocol
according to the invention for improving the security strength of the cryptographic key

determined by the QKD protocol may include both Bob 102b and Carol 102c being configured
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to use, without limitation, for example a Cryptographically Secure Pseudo Random Number
Generator (CSPRNG) with a pre-shared initial state to generate a final shared cryptographic
key based on performing OTP encryption (e.g. XOR) on the cryptographic key determined
from the common sets of sifted symbols (e.g. CSg and CS¢) and the CSPRNG output.
Alternatively or additionally, Bob 102b and Carol 102c may be configured to use their
respective CSPRNG outputs to selectively throw away bits from the cryptographic key to
generate the final shared cryptographic key. In this example, the security strength depends
on that of the CSPRNG rather than a pre-shared key or secret.

[00138] Figure 1b is a schematic diagram of a further example QKD system 110 that uses the
QKD protocol as described in figure 1a according to the invention. For simplicity, reference
numerals from Figure 1a will be used for similar or the same components. In this case, Bob
102b (first device 102b) and Carol 102¢ (second device 102c) may use two different providers
of QKD services or at least two different intermediary devices 102a and 102d (e.g. A1 and
A2), for obtaining cryptographic keys (e.g. C1 and Cz) from each. The at least two different
intermediary devices 102a and 102d (e.g. A1 and A2) are configured to perform a first QKD
protocol instantiation 110a and a second QKD protocol instantiation 110b, respectively, with
Bob 102a and Carol 102¢ based on the QKD protocol as described with reference to figure
1a. Thatis, each of intermediary devices 102a and 102b may provide Bob 102b and Carol
102c with two different sets of first and second secret symbol strings that Bob 102a and Carol
102c use and process when performing the two QKD protocol instantiations 110a and 110b to
generate two common sets of sifted symbols and hence agree on first and second
cryptographic keys (e.g. C1 and C»).

[00139] In this example, Bob 102b and Carol 102¢ perform the first QKD protocol instantiation
110a of the QKD protocol as described with reference to figure 1a with intermediary device
102a (e.g. A1), where Bob 102b and Carol 102c, at the end of the QKD protocol agree on a
first cryptographic key (e.g. C4). Bob 102b and Carol 102¢ also perform the second QKD
protocol instantiation 110b of the QKD protocol as described with reference to figure 1a with
intermediary device 102b (e.g. A2) in which Bob 102b and Carol 102c agree on a second
cryptographic key (e.g. C2). It can be seen that Bob 102b and Carol 102¢ have the same sets
of cryptographic keys Cy and C: after performing the QKD protocol of figure 1a with the two
different intermediary devices 102a and 102d. The intermediary devices 102a and 102d do
not know the information that resulted in the second cryptographic key Cz and first
cryptographic key C4, respectively.

[00140] Thus, Bob 102b generates a final cryptographic key Cr based on performing final key
processing operations 112 including, without limitation, for example an XOR operation(s)

112a similar modulo arithmetic operation(s) using the first and second cryptographic keys
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(e.g. C1 and C») to generate the final cryptographic key Cr (e.g. Cr = C1 XOR Cy); and/or
encryption operations 112b such as, without limitation, for example a One-Time Pad
encryption 112b using the first and second cryptographic keys (e.g. Cr = OTPg(C4, C2));
and/or any other suitable cryptographic operation (e.g. hash functions and the like) and the
lie and/or as the application demands. This generates a final cryptographic key Cr for Bob
102b that is unknown to the first and second intermediary devices 102a and 102d. Similarly,
Carol 102c can also generate a final cryptographic key Cr based on final key performing
operations 114 including, without limitation, for example an XOR operation(s) 114a similar
modulo arithmetic operation(s) using the first and second cryptographic keys (e.g. Cy and Cy)
to generate the final cryptographic key Cr (e.g. Cr = C1 XOR Cy); and/or encryption
operations 114b such as, without limitation, for example a One-Time Pad encryption 114b
using the first and second cryptographic keys (e.g. Ck = OTPg(C4, C2)); and/or any other
suitable cryptographic operation (e.g. hash functions and the like) and the lie and/or as the
application demands. This generates a final cryptographic key Cg for Carol 102¢ that is
unknown to the first and second intermediary devices 102a and 102d. Thus, Bob 102b and
Carol 102¢c compute the same final cryptographic key Cg based on using agreed
cryptographic keys C1 and C> computed using two different instantiations 110a and 110b of
the QKD protocol according to the invention and computed based on secret symbol strings
from two different sources or intermediary devices 102a and 102d. The final cryptographic
key Ck or new shared key between Bob 102b and Carol 102¢ is unknown to either the first
intermediary device 102a or the second intermediary device 102d. The resulting final
cryptographic key Cr is provably secure as long as the two intermediary devices 102a and

102d do not collude with each other directly or indirectly through other devices.

[00141] Figure 1c is a schematic diagram of an example satellite QKD system 120 for
implementing the QKD protocol as described with reference to figures 1a and/or 1b according
to the invention. For simplicity, reference numerals of figures 1a and 1b may be used for the
same and/or similar components. In this example, the satellite QKD system 120 includes a
plurality of satellites 122a to 122n and a plurality of ground receiving stations 124a-124c.
Each of the satellites 122a-122n may include componentry, apparatus and/or functionality for
implementing an intermediary device 102a configured to implement the QKD protocol as
described with reference to figures 1a-1b and/or figures 1d to 4b, combinations thereof,
modifications thereto, and/or as described herein. Furthermore, each of the ground receiving
stations 124a-124c¢ may include componentry, apparatus, and/or functionality for
implementing the functionality associated with the first device 102b (e.g. Bob 102b) and/or the
functionality associated with the second device 102c (e.g. Carol 102c) for performing the QKD
protocol as described with reference to figures 1a to 1b and/or figures 1d to 4b combinations

thereof, modifications thereto, and/or as described herein.
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[00142] First and second ground receiving stations 124b and 124c¢ may require a shared
secret key that is delivered by one of the satellites 122a of the plurality of satellites 122a-
122n. The satellite 122a may include at least a quantum communication interface 126 (e.g.
quantum transceiver or other communication device) for transmitting and/or receiving
data/control signals over first and second quantum channels 104a and 106b to and/or from
ground receiving stations 124b and 124c. The satellite 122a may further include at least a
non-quantum communication interface 128 (e.g. standard or classical communication
interface) for transmitting and/or receiving data/control sighals over first and second non-
quantum (e.g. standard or classical) communication channels to and/or from ground receiving
stations 124b and 124c. The ground receiving stations 124b and 124c¢ may include, without
limitation, for example at least a quantum communication interface 125a and 127a (e.g. a
quantum transceiver and/or communication device), respectively, for transmitting data/control
signals to satellite and/or receiving data/control signals transmitted by the satellite 122a over
quantum channels 104a and 106a, respectively. The ground receiving stations 124b and
124c¢ may further include, without limitation, for example a non-quantum communication
interface/transceiver 125b and 127b, respectively, for receiving and/or transmitting
data/control signals with satellite 122a over first and second non-quantum communication
channels 104b and 106b. In addition, the ground receiving stations 124b and 124c may
further include, without limitation, for example further non-quantum communication
interface(s) 125c and 127c for establishing a third non-quantum communication channel 108
and transmitting/receiving data/control signals over the third non-quantum communication

channel 108 with each other.

[00143] The first and second quantum channel(s) 104a and 106a are required for the QKD
protocol as described with reference to figures 1a-1b and 1d to 4b, and/or as described
herein. In the satellite QKD system 120, the first and second quantum channel(s) 104a and
106a may be, without limitation, for example free-space optical quantum channels between
the satellite 122a and the first and second receiving ground stations 124b and 124c,
respectively. The quantum communication interface 126 of the satellite 122a may be, without
limitation, for example a satellite optical transceiver, satellite optical telescope
transmitter/receiver, optical quantum transceiver 126, and/or any other quantum transceiver
as the application demands. The satellite optical transceiver may include the functionality of,
by way of example only but not limited to, satellite optical telescope transmitter, lasers,
beacon lasers, downlink lasers, downlink beacon lasers, weak coherent pulse sources, and/or
corresponding optical laser transmitting components and the like. The first and second non-
quantum communications channels 104b and 106b may be, without limitation, for example
satellite optical and/or satellite wireless communications channels between the satellite 122a
and the first and second ground receiving stations 124b and 124c. The quantum
communication interfaces 125a and 127a of the first ground receiving station 124b and
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second ground receiving station 124c, respectively, may include, without limitation, for
example at least an optical satellite transceiver, or optical satellite receiver telescope /
transmitter telescope and the like, optical receiver telescope, laser receivers, beacon laser
receivers, downlink laser receiver, downlink beacon laser receiver, weak coherent pulse
receiver, and/or any suitable quantum transceiver configured for receiving photons emitted by
the quantum communications interface 126 of satellite 122a, combinations thereof,
modifications thereto and/or as the application demands. The non-quantum communication
interfaces 128 of the satellite may include, by way of example only but not limited to, wireless
and/or radio satellite communications interfaces and/or optical satellite communication

interfaces and the like.

[00144] The non-quantum communication interfaces 125b and 127b of the ground receiving
stations 124b and 124c may include, by way of example only but not limited to, corresponding
wireless and/or radio satellite communications interfaces and/or optical satellite
communication interfaces in relation to the non-quantum communication interfaces 128 of the
satellite 122a. The non-quantum communication interfaces 125¢ and 127¢ of the ground
receiving stations 124b and 124c may include, by way of example only but not limited to,
wireless and/or wired communications interface(s) configured for establishing a wireless
and/or a wired communication channel 108 therebetween; fibre optic communications
interfaces configured for establishing optical fibore communication channel 108 therebetween
(e.g. optical fibre, dark fibre and the like); corresponding wireless and/or radio
communications interfaces; optical communication interfaces and the like; and/or any other
suitable non-quantum communication interface for communicating with each other as the

application demands.

[00145] Thus, the satellite QKD system 120 may be configured to and/or operate to
implement the QKD protocol according to the invention as described in figures 1a-1b, 1d
and/or figures 1d —4b and/or combinations thereof, modifications thereto, and/or as herein
described. For example, the QKD protocol may be implemented by satellite QKD system 120
in which a shared key is required between ground receiving stations 124b and 124c, in which
the satellite 122a may operate as Alice 102a, the first ground receiving station 124b may
operate as Bob 102b, and the second ground receiving station 124c may operate as Carol

102c when performing the QKD protocol according to the invention as described herein.

[00146] Although the example satellite QKD system 120 and QKD protocol according to the
invention of figure 1c describes using satellite 122a as the intermediary device (e.g. Alice)
and the ground stations 124b (e.g. Bob) and 124c¢ (e.g. Carol) as the first and second device,
respectively, this is described in figure 1c, by way of example only and the invention is not so

limited, it is to be appreciated by the skilled person that there are many variations and/or
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systems that may implement the QKD protocol according to invention, for example, the QKD
protocol according to the invention may operate in the opposite direction from ground
station(s) to satellite(s) in which case the quantum communication interface of a satellite may
be, without limitation, for example a satellite optical transceiver, satellite optical receiver
telescope, optical quantum transceiver and/or any other quantum transceiver as the
application demands. The satellite optical transceiver may include, by way of example only
but not limited to, optical receiver telescope, laser receivers, beacon laser receivers, uplink
laser receiver, uplink beacon laser receiver, weak coherent pulse receiver, and/or
corresponding optical laser transmitting/receiving components and the like. The first and
second non-quantum communications channels may be, without limitation, for example
satellite optical and/or satellite wireless communications channels between the satellite and
the ground receiving station(s). The quantum communication interface of the ground
receiving station may include, without limitation, for example at least an optical satellite
transceiver, or optical satellite receiver telescope / transmitter telescope and the like, ground
station transmitter telescope, laser, beacon laser, uplink laser, uplink beacon laser, weak
coherent pulse source and/or any suitable quantum transceiver configured for transmitting
photons for reception by the quantum communications interface of the satellite, combinations
thereof, modifications thereto and/or as the application demands. The non-quantum
communication interfaces of the satellite may include, by way of example only but not limited
to, wireless and/or radio satellite communications interfaces and/or optical satellite

communication interfaces and the like.

[00147] Although the example satellite QKD system 120 and QKD protocol according to the
invention of figure 1¢ describes using satellite 122a as the intermediary device (e.g. Alice)
and the ground stations 124b (e.g. Bob) and 124c (e.g. Carol) as the first and second device,
respectively, this is described in figure 1c, by way of example only and the invention is not so
limited, in another example, the intermediary device may be a ground station or device, the
first device and second device may be satellites that require cryptographic keys distributed
from the ground station using the QKD protocol according to the invention. In this case, the
first quantum communication channel maybe a free-space optical quantum communication
channel, the second quantum communication channel may be a free-space optical quantum
communication channel, and the first and second communication channels are non-quantum
satellite communications channels. The third communication channel may be a satellite-to-

satellite communication channel and the like.

[00148] Figure 1d is a schematic diagram of an example terrestrial QKD system 130 for
implementing the QKD protocol according to the invention as described with reference to
figures 1a-1c and/or figures 2a to 4b, combinations thereof, modifications thereto, as

described herein and/or as the application demands. For simplicity, reference numerals of
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figures 1a and 1b may be used for the same and/or similar components. In this example, the
terrestrial QKD system 130 includes an optical intermediary device 132a and first and second
optical devices 132b and 132c. The optical intermediary device 132a is communicatively
coupled with the first and second optical devices 132b and 132c via, without limitation, for
example corresponding optical fibre and/or optical fibre network(s) 134a and 134b,
respectively. The optical intermediary device 132a is configured to establish and/or
transmit/receive data over a first optical fibre quantum channel 104a with first optical device
132b. Similarly, the optical intermediary device 132a is configured to establish and/or
transmit/receive data over a second optical fibre quantum channel 106a with second optical
device 132b. In addition, the optical intermediary device 132a is configured to establish
and/or transmit/receive data over a first optical fibre channel 104b with first optical device
132b. The optical intermediary device 132a is configured to establish and/or transmit/receive
data over a second optical fibre channel 106b with second optical device 132b. Furthermore,
the first and second optical devices 132b and 132c are configured to establish and/or
transmit/receive data over a third communication channel 108 with each other. The third
communication channel may include, without limitation, for example a wired and/or wireless
communication channel, an optical communication channel, an optical fibore communication

channel and/or any other suitable non-quantum communication channel.

[00149] The optical intermediary device 132a may include componentry, apparatus and/or
functionality for implementing, without limitation, for example intermediary device 102a
configured to implement the QKD protocol as described with reference to figures 1a-1c¢ and/or
any other intermediary device for implementing the QKD protocol as described with reference
to figures 2a to 4b, combinations thereof, modifications thereto, and/or as described herein.
Furthermore, each of the first and second optical devices 132b and 132c may include
componentry, apparatus, and/or functionality for implementing the functionality associated
with the first device 102b (e.g. Bob 102b) and/or the functionality associated with the second
device 102c (e.g. Carol 102c) for performing the QKD protocol as described with reference to
figures 1a to 1b and/or figures 1d to 4b combinations thereof, modifications thereto, and/or as
described herein.

[00150] Thus, the terrestrial QKD system 130 may be configured to and/or operate to
implement the QKD protocol according to the invention as described in figures 1a-1c and/or
figures 2a —4b and/or combinations thereof, modifications thereto, and/or as herein described.
For example, the QKD protocol may be implemented by terrestrial QKD system 130 in which
a shared key is required between first and second optical devices 132b and 132c¢, in which
the optical intermediary device 132a may operate as Alice 102a, the first optical device 132b
may operate as Bob 102b, and the second optical device 132c may operate as Carol 102c

when performing the QKD protocol according to the invention as described herein.
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[00151] Alternatively or additionally, the QKD protocol may be used, without limitation, for
example in any type of terrestrial QKD system with a plurality of terrestrial network devices
and a plurality of user devices in communication with each other. Each terrestrial network
device includes components and/or apparatus with the functionality of an intermediary device
102a and each user device includes the functionality of the first and/or second devices 102b
and 102c. For example, a first user device may include the QKD protocol functionality of Bob
102b whilst a second user device includes the QKD protocol functionality of Carol 102c.
Alternatively or additionally, the first user device may include the QKD protocol functionality of
both Bob 102b and Carol 102¢ and the second user device may include the QKD protocol
functionality of both Bob 102b and Carol 102c. This is because the first user device may take
on the role of Bob 102b and the second user device may take on the role of Carol 102¢
and/or vice versa during implementation of the QKD protocol according to the invention.
Furthermore, the first and second user devices are configured to receive data transmitted
over a quantum channel from the terrestrial network device(s). In addition, the first and
second user devices may be configured, without limitation, to receive and transmit data over
one or more classical or non-quantum communication channels. For example, the first user
device may be linked to the terrestrial network device by, without limitation, for example a
fibre optic channel (e.g. over optical fibre and/or dark optical fibre), similarly the second user
device may be linked to the terrestrial network device by, without limitation, for example
another fibre optic channel (e.g. over optical fibre or dark optical fibre). Each of first user
device and second user device may be configured receive data via, without limitation, for
example a quantum optical fibre channel from terrestrial network devices over an optical fibre,
whilst using the optical fibre to receive and transmit data via a standard optical fibre

communication channel.

[00152] For example, the QKD protocol may be used, without limitation, for example in a
terrestrial QKD system in which the intermediary device may be a terrestrial communication
apparatus, the first device and second device may also be terrestrial devices, where the first
quantum communication channel is a free-space optic quantum communication channel, the
second quantum communication channel is a free-space optic quantum communication
channel, and the first and second communication channels are classical or standard
terrestrial communications channels. Alternatively, the first and second communication
channels may be any standard communications channels. The third communication channel

may also be a standard communications channel and the like.

[00153] In another example, the QKD protocol may be used, without limitation, for example in
a terrestrial QKD system in which the intermediary device is a terrestrial communication
apparatus, the first device and second device are terrestrial devices, where the first quantum

communication channel is a free-space optic quantum communication channel, the second
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quantum communication channel is a fibre optic quantum communication channel, and the
first and second communication channels are standard communications channels and/or
terrestrial communications channels. The third communication channel may be a standard

communications channel and the like.

[00154] Although the QKD protocol may be described as being performed using a satellite
QKD system 120 or a terrestrial system 130 as described with reference to figures 1c and 1d
and/or as described herein, this is by way of example only and the invention is not so limited,
it is to be appreciated by the skilled person in the art that the QKD protocol may be
implemented on any type of apparatus or intermediary device in communication with at least
a first communication device and a second communication device, as long as the
intermediary device and the first and second communication devices are adapted to, capable
of, or configured to communicate over one or more quantum communication channels and
one or more non-quantum/classical communication channels and/or as the application
demands for implementing the QKD protocol as described with reference to figures 1ato 1d,
2a to 4b, and/or according to the invention, combinations thereof, modifications thereof,

and/or as described herein and/or as the application demands.

[00155] Figures 2a and 2b are a flow diagram illustrating an example QKD protocol process
200 according to the invention that is being performed by an intermediary device, a first
device and a second device, in which the first device and second device require a shared key.
The QKD protocol is configured to enable the intermediary device to provide secret symbols
to each of the first and second device, but does not reveal information to the intermediary
device about the common shared secret used to generate the shared key between the first
and second device. This provides the advantage that the intermediary device does not need
to be fully trusted. Nevertheless, intermediary device is trusted only in so far as being able to
generate random symbols or bits for use in generating one or more secret symbols for the
first and second devices and/or randomly selecting a basis from a set of bases for quantum
modulation and the like using one or more random number generators. Furthermore, each of
the first and second devices also require a random number generator capable of randomly
selecting one or more bases from a set of bases for quantum demodulation and the like. In
any event, it is assumed that the intermediary device, the first and second devices include the
required componentry and/or apparatus and the like for implementing QKD protocol process
200.

[00156] The QKD protocol process 200 may be generalised and described, without limitation,
for example using an M-ary symbol scheme in which each symbol represents n bit(s) and so
there are M=2" different symbols for n=7. Binary symbols occur when n=1, where there are

M=2 different symbols in which each symbol represents a binary bit represented by, without
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limitation, for example a '1' or '0". A symbol string or stream comprises or represents a series
of symbols. For example, when n=2, then there are 4 symbols (e.g. 81, S2, S3, S4), each
representing 2 bits and a string of 10 random symbols may be represented as a series of
symbols such as, without limitation, for example {S1, S2, S3, 82, S3, S1, S4, S3, S2, S3}.
When n=1, a bit string or stream comprises or represents a series of bits, for example, a
string of 14 bits may be represented as a series of bits, without limitation, for example
{1,0,1'0,"1''0,1''0,"1"','1,'0",'0","1","1"}, which may also be represented as 10101010110011.

[00157] For simplicity, the general steps of the QKD protocol 200 will be described, without
limitation, for example with reference to a simple example implementation of the QKD
protocol using binary symbols, i.e. when n=1 and there are M=2 different symbols in which
each symbol represents a binary bit represented by, without limitation, for example a'1' or '0'.
For the simple example, the intermediary device is referred to as Alice (e.g. A), the first device
is referred to as Bob (e.g. B), and the second device is referred to as Carol (e.g. C). Table 1
illustrates an example set of bases including, without limitation, for example a rectilinear basis
and a diagonal basis that is used by Alice, Bob and Carol for modulating/demodulating the
secret bits (e.g. signal bits) transmitted/received over first and second quantum

communication channels.

Signal bitmiueﬁ

ng

Sending basis
Phnto polarization seng

Measuring basis

Photon polarization measured

st
-t
)
o
fus

Correspanding bt value g 1 ?

Table 1.: Examples of using rectilinear basis and diagonal basis

[00158] Note the table symbols indicate the agreed modulation of a signal bit or bit and a
basis (by convention) to generate a photon polarization of one of four possible states. When
measured with the same basis, the same state should be received in which the corresponding
bit value is the same as the signal bit value of the bit sent. When measured with a different
basis an indeterminate result (e.g. '?") will be received of either possible polarization with

approximately equal likelihood.

[00159] The QKD process 200 may include the following steps of:
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[00160] In step 201, sending or transmitting, by an intermediary device, a first secret symbol
string or stream over a first quantum channel to the first device. Each symbol of the first
secret symbol string is modulated by a basis state randomly selected from a set of bases.
The first secret symbol string is generated by the intermediary device using a random symbol

generator and the like.

[00161] For example, Alice (e.g. intermediary device) generates a random secret bit string for

Bob (e.g. first device) based on:
A g 1 1 ¢ 1 ¢ 0 1

[00162] The randomly generated bit string 01101001 is used by Alice as the first secret bit
string for sending to Bob. Alice sends the first secret bit string 01101001 based on randomly
selecting a basis from the set of bases (e.g. rectilinear basis or diagonal basis) for each bit of

the first secret bit string resulting in:
A+ A+ X XX X+

[00163] Thus, each bit of the first secret bit string is modulated by the corresponding basis

state of this randomly selected set of bases, and Alice sends to Bob the following photon

polarisations over the first quantum channel:

ave T2NTNAAT

[00164] Bob (e.g. the first device) receives the modulated first secret bit stream and

demodulates the received first secret bit string, where each received first secret bit is
demodulated using a basis state of a basis selected at random from the set of bases. In this
example, it is assumed for simplicity that the quantum channel is nearly loss-fee, so in
essence Bob "successfully" receives all bits, but may not necessarily use the correct basis for
each bit as Bob randomly selects a basis from the set of bases. Bob's random measuring

basis is:

B o+ XXX+ X+ -+
[00165] Thus, Bob measures the following photon polarisations:

o T AN/

[00166] In this example, all bits are successfully received, i.e. successfully measured as being
one of the four possible photon polarisations (or basis states). This results in Bob
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"successfully" receiving the set of bits 00101011. In practice, there may be unsuccessfully
received bits due to losses in the quantum channel (e.g. atmospheric losses etc.), these will
be detected because the output or measurement of the demodulator would indicate neither of
the expected photon polarisations or a measurement below the detectable threshold for
determining a photon polarisation etc., however, the unsuccessfully received bits would be
filtered out and the remainder of the QKD protocol would focus on the successfully received

bits and their bit locations etc.

[00167] It is noted that the set of bases is the same set of bases used by the intermediary
device, the first device and the second device. The set of bases includes at least two bases,
each basis including at least two basis states, where the at least two basis states of each
basis are orthogonal and the at least two basis states of said each basis are non-orthogonal

to the at least two basis states of another basis of the set of bases.

[00168] As an example, the set of bases may include two bases and each basis of the set of
bases may include two basis states. Alternatively or additionally, the set of bases for
modulating bits for transmission over the quantum channel may include, without limitation, for
example at least two bases from the group of: a rectilinear basis; a diagonal basis; a spherical
basis; a circular basis; an angular basis; and any other type of basis comprising two basis

states.

[00169] As a further example, the quantum channel may be, without limitation, for example an
optical quantum channel and the set of bases may include, without limitation, for example, at
least two bases from the group of: a rectilinear photon/optical polarisation basis; a diagonal
photon/optical polarisation basis; a spherical photon/optical polarisation basis; and any other

type of photon/optical basis including two basis states.

[00170] In step 202, sending or transmitting, by the intermediary device, a first basis set over
a first communication channel to the first device. The first basis set includes data
representative of the randomly selected bases used to modulate each symbol of the first

secret symbol string.

[00171] In this example, Alice (e.g. intermediary device) sends the following basis set to Bob

(e.g. the first device):

A->B -§~* ,_,é_,, N “‘i“"

[00172] In step 203, sending or transmitting, by the intermediary device, a second secret

symbol string over a second quantum channel to the second device. Each symbol of the
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second secret symbol string is modulated by a basis state randomly selected from the set of
bases.

[00173] For example, Alice (e.g. intermediary device) generates a random secret bit string for

Carol (e.g. second device) based on:
A i 0 1 ¢ ¢ 1 0 0O

[00174] The randomly generated bit string 10100100 is used by Alice as the second secret bit
string for sending to Carol. Alice sends the second secret bit string 10100100 based on

randomly selecting a basis from the set of bases (e.g. rectilinear basis or diagonal basis) for
each bit of the second secret bit string resulting in:

A+ XXX+ XX

[00175] Thus, each bit of the second secret bit string is modulated by the corresponding basis

state of this randomly selected set of bases, and Alice sends to Carol the following photon

polarisations over the second quantum channel:
ase T=NA7T127

[00176] Carol (e.g. the second device) receives the modulated second secret bit stream and
demodulates the received second secret bit string, where each received second secret bit is
demodulated using a basis state of a basis selected at random from the set of bases. Carol's

random measuring basis is:

C -+ X

[00177] Thus, Carol measures the following photon polarisations:

c T/ -ANA/SSS

[00178] In this example, all bits are successfully received, i.e. successfully measured as being
one of the four possible photon polarisations (or basis states). This results in Carol

"successfully" receiving the set of bits 10100000.

[00179] In step 204, sending or transmitting, by the intermediary device, a second basis set

over a second communication channel to the second device. The second basis set includes
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data representative of the randomly selected bases used to modulate each symbol of the

second secret symbol string.

[00180] In this example, Alice (e.g. intermediary device) sends the following basis set to Carol

(e.g. the second device):

AC A+ =+ X X X + X

[00181] In step 205, generating, by the intermediary device, a third symbol string based on

combining the first and second secret symbol strings. For example, generating the third bit
string based on combining the first and second secret strings may further include, without
limitation, for example one or more processing operations from the group of: generating the
third symbol string based on performing an XOR operation using data representative of, at
least in part, the first secret symbol string and the second secret symbol string; generating the
third symbol string based on performing OTP encryption operation(s) using data
representative of, at least in part, the first secret symbol string and the second secret symbol
string; and generating the third symbol string based on performing any other type of operation
for obfuscating one or more symbols of the first secret symbol string using the second secret
symbol string.

[00182] For example, Alice (e.g. the intermediary device) generates a third bit string based on
an XOR of the first secret bit string with the second secret bit string (e.g. 01101001 XOR
10100100 = 11001101). The third bit string generated by Alice is 11001101.

[00183] In step 206, sending or transmitting, by the intermediary device, to the second device,

via the second communication channel, data representative of the third symbol string.

[00184] For example, Alice (e.g. the intermediary device) sends the third bit string over the

second communication channel to Carol (e.g. second device) based on:
A-»C 1 1 ¢ ¢ 1 1 0O 1

[00185] In step 207, determining, by the first device, a first received set of secret symbols
using the received first basis set. The first received set of secret symbols includes symbols of
the first secret symbol string transmitted over the first quantum channel that were successfully

received by the first device.

[00186] For example, Bob (e.g. the first device) determines a first received set of secret bits

using the received first basis set received in step 202. The first received set of secret bits are
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those bits that Bob validly and successfully received compared with the received first basis

set. In this case, Bob determines the successful bits that were received include:

g 0 . 1 . . 0 . 1

where "." indicates an invalid bit that Bob did not correctly measure or demodulate with the

correct basis.

[00187] In step 208, determining, by the second device, a second received set of secret
symbols using the received second basis set. The second received set of secret symbols
including symbols of the second secret symbol string transmitted over the second quantum

channel that were successfully received by the second device.

[00188] For example, Carol (e.g. the second device) determines a second received set of
secret bits using the received second basis set received in step 204. The second received
set of secret bits are those bits that Carol validly and/or successfully received compared with
the received second basis set. In this case, Carol determines the successful bits that were

received include:

c 1 . 1 6 0 . . 0

where "." indicates an unsuccessfully received bit or invalid bit that Carol did not correctly

measure or demodulate with the correct basis.

[00189] In step 209, generating, by the second device, a fourth set of symbols based on
combining the second received set of secret symbols with the received third symbol string.
One or more symbols of the fourth set of symbols correspond to one or more symbols of the

first symbol string.

[00190] For example, the second device generating the fourth symbol string may further
include, without limitation, for example one or more processing operations from the group of:
generating the fourth symbol string based on performing an XOR operation using data
representative of, at least in part, the second secret symbol string and the third symbol string;
generating the fourth symbol string based on performing one time pad decryption operation(s)
using data representative, of at least in part, the second secret symbol string and the third
secret symbol string; and generating the fourth symbol string based on performing any other

type of operation for extracting one or more symbols of the first secret symbol string using
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data representative of, at least in part, the second secret symbol string and the third symbol

string.

[00191] For example, Carol (e.g. the second device) generates a fourth bit string based on an
XOR of the received third bit string with the second received set of secret bits (e.g. 11001101
XOR 1.100..0). The fourth bit string generated by Carol is 0.101..1.

[00192] In step 210, performing, by the first device and second device, symbol sifting
operations over a third communication channel based on the first received set of secret
symbols at the first device and the fourth set of symbols at the second device for generating a
common set of sifted symbols for forming a cryptographic key or shared cryptographic key at
the first and second devices.

[00193] For example, Bob (e.g. first device) and Carol (e.g. second device) communicate
basis matching information including data representative of the fourth bit string generated by
Carol and the first received set of bits successfully received by Bob. Note, this basis
matching information does not include information about the basis state and/or received bit
apart from an indication that a bit in a particular bit position in the first and second secret bit
strings were received successfully and validly. For example, Bob and Carol exchange the

following basis matching information based on:
B-»C ok . ok . . ok . ok

C=28B ok . ok ok ok . . ok

[00194] Based on this information, both Bob and Carol may determine those bits that were
successfully and validly received without Alice knowing which bits Bob and Carol successfully
and validly received. Thus Bob and Carol can compute the common set of bits by comparing
the above received sets of bits and using only those that match, this results in the following
common matching set of bit positions:

B,C ok . ok . . . . ok

[00195] Carol computes a common set of bits based on using only those bits in the fourth bit
string with a corresponding common matching bit position from the set of matching bit
positions. Similarly, Bob compute a common set of bits based on using only those bits in the

first received set of bits with a corresponding common matching bit position from the et of
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matching bit positions. This results in a common set of bits that are the same at Carol and
Bob, which is:

g o . 1 . . . . 1

[00196] The first communication channel may be, without limitation, for example based on a
classical or non-quantum communication channel formed between the intermediary device
and the first device. The second communication channel may be, without limitation, for
example based on a classical or non-quantum communication channel formed between the
intermediary device and the second device. The third communication channel may be based
on, without limitation, for example a classical or non-quantum communication channel formed

or established between the first device and the second device.

[00197] As an example, the above example QKD protocol process 200 is when each symbol
represents 2" binary bits, for n>=1. When each symbol represents a binary bit for n=1, the
steps of the QKD protocol process 200 may be based on the following: transmitting a first
secret bit string over a first quantum channel to the first device, each bit of the first secret bit
string modulated by a basis state randomly selected from a set of base; transmitting a first
basis set over a first communication channel to the first device, the first basis set comprising
data representative of the randomly selected bases used to modulate each bit of the first
secret bit string; transmitting a second secret bit string over a second quantum channel to the
second device, each bit of the second secret bit string modulated by a basis state randomly
selected from the set of bases; transmitting a second basis set over a second communication
channel to the second device, the second basis set comprising data representative of the
randomly selected bases used to modulate each bit of the second secret bit string; generating
a third bit string based on combining the first and second secret bit strings; transmitting to the
second device, via the second communication channel, data representative of the third bit

string.

[00198] The first device and second device perform a quantum key exchange based on: the
first device using the received first basis set to determine a first received set of secret bits
comprising bits of the first secret bit string transmitted over the first quantum channel that
were successfully received by the first device; the second device uses the received second
basis set to determine a second received set of secret bits comprising bits of the second
secret bit string transmitted over the second quantum channel that were successfully received
by the second device; the second device generates a fourth set of bits based combining the
second received set of secret bits with the received third bit string, wherein one or more bits

of the fourth set of bits correspond to one or more bits of the first bit string; the first device and
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second device performing bit sifting operations over a third communication channel between
the based on the first received set of secret bits at the first device and the fourth set of bits at
the second device for generating a common set of sifted bits for forming a cryptographic key

at the first and second devices.

[00199] It can be seen that the QKD protocol process 200 minimises interactions between the
intermediary device and the first and second devices, which means the intermediary device
receives nearly no information associated with what secret symbols the first and second
devices validly received, which means this may result in a higher level of security than those
QKD protocols that share information with the intermediary device. However, this tradeoff is
typically at the expense of reliability and/or a reduction in the number of viable symbols that
may be used for generating the common set of sifted symbols and subsequent formation of
the cryptographic key using the common set of sifted symbols. The reliability and/or viable
symbols successfully and validly received of the QKD protocol process 200 may be further
improved whilst being provably secure and not impacting the security of the QKD protocol
process 200 by having the first and second devices share a "small amount" of information
associated with the successfully received symbols at the first and second devices (e.g.

successfully received symbol positions) with the intermediary device.

[00200] Figures 2c, 2d and 2e are a flow diagram illustrating another example QKD protocol
process 220 according to the invention in which the reliability of the QKD protocol 200 as
described with reference to figures 2a and 2b is further improved. The QKD protocol 220 is
based on the QKD protocol 200 of figures 2a and 2b but with further modifications and/or
additional steps. As described with reference to figures 2a and 2b, the QKD protocol process
220 is also performed by an intermediary device, a first device and a second device. The
QKD protocol 220 is configured to enable the intermediary device to provide secret symbols
to each of the first and second device in a more reliable or robust manner in relation to QKD
protocol process 200 as described with reference to figures 2a and 2b. Referring to figures

2c, 2d, and 2e, the QKD protocol 220 includes one or more of the following steps of:

[00201] In step 221, sending or transmitting, by the intermediary device, a first secret symbol
string over a first quantum channel to the first device. Each symbol of the first secret symbol

string modulated by a basis state randomly selected from a set of bases.

[00202] In step 222, sending or transmitting, by the first device, over the first communication
channel to the intermediary device a first set of symbol positions associated with the
successfully received symbols of the received first secret symbol string. The first set of

symbol positions including data representative of the symbol positions of the symbols in the
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first secret symbol string transmitted by the intermediary device over the first quantum

communication channel that were successfully received by the first device.

[00203] In step 223, sending or transmitting, by the intermediary device, a first basis set over
a first communication channel to the first device. The first basis set is determined by the
intermediary device and includes data representative of the randomly selected bases used to
modulate those symbols of the first secret symbol string corresponding to the received first

set of symbol positions.

[00204] Prior to transmitting the first basis set to the first device, the intermediary device
receives from the first device, over the first communication channel, the first set of symbol
positions including data representative of the symbol positions of the symbols in the first
secret symbol string transmitted by the intermediary device over the first quantum

communication channel that were successfully received by the first device.

[00205] In step 224, generating, at the intermediary device, a first set of symbols based on
those symbols of the first secret symbol string that correspond to the received first set of
symbol positions. The received first set of symbol positions including data representative of
the symbol positions of symbols from the first secret symbol string that were successfully

received by the first device.

[00206] In step 225, sending or transmitting, by the intermediary device, a second secret
symbol string over a second quantum channel to the second device. Each symbol of the
second secret symbol string modulated by a basis state randomly selected from the set of

bases.

[00207] In step 226, sending or transmitting, by the second device, over the second
communication channel to the intermediary device a second set of symbol positions. The
second set of symbol positions including data representative of the symbol positions of the
symbols in the second secret symbol string transmitted by the intermediary device over the
second quantum communication channel that were successfully received by the second

device.

[00208] In step 227, sending or transmitting, by the intermediary device, a second basis set
over a second communication channel to the second device. The second basis set including
data representative of the randomly selected bases used to modulate each of those symbols
of the second secret symbol string corresponding to the received second set of symbol

positions.
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[00209] Prior to transmitting the second basis set to the second device, the intermediary

device receives from the second device, over the second communication channel, second set
of symbol positions including data representative of the symbol positions of the symbols in the
second secret symbol string transmitted by the intermediary device over the second quantum

communication channel that were successfully received by the second device.

[00210] In step 228, generating, at the intermediary device, a second set of symbols based on
those symbols of the second secret symbol string that correspond to the received second set
of symbol positions. The received second set of symbol position including data
representative of the symbol positions of symbols from the second secret symbol string

successfully received by the second device.

[00211] In step 229, generating, by the intermediary device, a third symbol string based on
combining the first set of secret symbols and the second set of secret symbols. The first set
of secret symbols is derived from the first secret symbol string in step 224. The second set of
secret symbols is derived from the second secret symbol string in step 228. The intermediary
device generating the third symbol string may further include, without limitation, for example
one or more combining or processing operations from the group of: 1) generating the third
symbol string based on performing an XOR operation using data representative of a first set
of bits and a second set of bits, the first set of bits based on converting each of the symbols in
the first set of symbols to a string of bits and the second set of bits based on converting each
of the symbols in the second set of symbols to a string of bits; 2) generating the third symbol
string based on performing an extended XOR operation using data representative of a first set
of symbols and a second set of symbols, wherein the extended XOR operation is configured
to preserve the properties of a bitwise XOR operation; 3) generating the third bit string based
on performing one time pad (OTP) encryption operation(s) using data representative of, at
least in part, the first set of symbols and the second set of symbols; and/or 4) generating the
third symbol string based on performing any other type of operation for obfuscating, masking,
encrypting one or more symbols of the first set of symbols using the second set of symbols,
wherein the second device is capable of reversing these operations based on the successfully

received symbols of the received second symbol string.

[00212] In step 230, sending or transmitting, by the intermediary device, to the second device,

via the second communication channel, data representative of the third symbol string.

[00213] In step 231, determining, by the first device, a first received set of secret symbols
using the received first basis set. The first received set of secret symbols including data
representative of symbols of the first secret symbol string transmitted over the first quantum

channel that were successfully received by the first device.
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[00214] In step 232, determining, by the second device, a second received set of secret
symbols using the received second basis set. The second received set of secret symbols
including data representative of symbols of the second secret symbol string transmitted over

the second quantum channel that were successfully received by the second device.

[00215] In step 233, generating, by the second device, a fourth set of symbols based on
combining the second received set of secret symbols generated in step 232 with the received
third symbol string. One or more symbols of the fourth set of symbols correspond to one or

more symbols of the first secret symbol string.

[00216] The second device generating the fourth symbol string may further include, without
limitation, for example one or more processing operations from the group of: 1) generating the
fourth symbol string based on performing an XOR operation using the second received set of
secret symbols and the received third symbol string; 2) generating the fourth symbol string
based on performing an XOR operation using data representative of a second received set of
secret bits and a received third bit string, the second received set of secret bits based on
converting each of the symbols in the second received set of secret symbols to a string of bits
and the received third bit string based on converting each of the symbols in the received third
symbol string to a string of bits; 3) generating the fourth symbol string based on performing an
extended XOR operation using data representative of the received second set of secret
symbols and the received third symbol string, where the extended XOR operation is
configured to preserve the properties of a bitwise XOR operation; 4) generating the fourth
symbol string based on performing OTP decryption operation(s) using the received second
set of secret symbols and the third secret symbol string; 5) generating the fourth symbol string
based on performing any other type of operation for determining/extracting one or more
symbols of the first secret symbol string using the second received set of secret symbols and
the third symbol string.

[00217] In step 234, performing, by the first device and second device, symbol sifting
operations over a third communication channel based on the first received set of secret
symbols at the first device and the fourth set of symbols at the second device for generating a
common set of sifted symbols for forming a cryptographic key at the first and second devices.

The symbol sifting operations may also be based on the received first and second basis sets.

[00218] For example, the first device forms a first matching basis set based on the first

received set of secret symbols. The first matching basis set includes all the basis states the
first device used to receive the symbols of the first received set of secret symbols that match
the corresponding basis states of the received first basis set used to transmit said symbol of

the first set of symbols. The first device sends over the third communication channel data
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representative of the first matching basis set to the second device. The second device forms
a second matching basis set based on the second received set of secret symbols. The
second matching basis set includes all the basis states the second device used to receive the
symbols of the second received set of secret symbols that match the corresponding basis
states of the received second basis set used to transmit said symbol of the second set of
symbols. The second device sends over the third communication channel data

representative of the second matching basis set to the first device.

[00219] In another example, generating, by the first device, a first basis flag set based on the
first received set of secret symbols and the received first basis set. The first basis flag set
includes data representative of an indication of each valid and invalid symbol of the first
received set of secret symbols. The first basis flag set is determined based on comparing the
received first basis set with the basis set used by the first device to demodulate the symbols
associated with the first received set of secret symbols. Sending, from the first device over
the third communication channel, data representative of the first basis flag set to the second
device. Generating, by the second device, a second basis flag set based on the second
received set of secret symbols and the received second basis set. The second basis flag set
includes data representative of an indication of each valid and invalid symbol of the second
received set of secret symbols. The second basis flag set is determined based on comparing
the received second basis set with the basis set used by the second device to demodulate the
symbols associated with the second received set of secret symbols. Sending, from the
second device over the third communication channel, data representative of the second basis

flag set to the first device.
[00220] In step 235, generating, by the first device, a first common set of sifted symbols.

[00221] For example, should a first and second matching basis sets be formed in step 234,
the first device generates the first common set of sifted symbols based on discarding each
symbol in the first received set of secret symbols in which the corresponding basis in the first
matching basis set is different to the corresponding basis in the received second matching

basis set.

[00222] For example, should a first and second basis flag set be formed in step 234, the first
device generates the first common set of sifted symbols based on discarding each symbol in
the first received set of secret symbols in which the corresponding indication in the first basis

flag set is different to the corresponding indication in the received second basis flag set.

[00223] In step 236, generating, by the second device, a second common set of sifted

symbols.
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[00224] For example, should a first and second matching basis sets be formed in step 234,
the second device generates a second common set of sifted symbols based on discarding
each symbol in the fourth set of secret symbols in which the corresponding basis in the
received first matching basis set is different to the corresponding basis in the second

matching basis set.

[00225] For example, should a first and second basis flag set be formed in step 234, the
second device generates a second common set of sifted symbols based on discarding each
symbol in the fourth set of secret symbols in which the corresponding indication in the second

basis flag set is different to the corresponding indication in the received first basis flag set.

[00226] In step 237, the first and second devices perform error detection, correction, and/or
privacy amplification using the third communication channel between the first and second
devices in relation to first and second common sets of sifted symbols to obtain a common set

of sifted symbols at both the first and second devices.

[00227] In step 238, at each of the first and second device, forming a final cryptographic key
using the common set of sifted symbols, where the final cryptographic key at the first device is

the same as the final cryptographic key at the second device.

[00228] The communications over one or more of: the first quantum channel, the second
quantum channel, the first communication channel, the second communication channel
and/or the third communication channel; may be, without limitation, for example encrypted
communications with pre-shared keys between the corresponding intermediary device, the
first device, and/or the second device and/or as the application demands. Alternatively or
additionally, the communications over one or more of: the first quantum channel, the second
quantum channel, the first communication channel, the second communication channel
and/or the third communication channel; may be, without limitation, for example authenticated
and/or encrypted communications with pre-shared authentication and/or encryption keys
between the corresponding intermediary device, the first device, and/or the second device

and/or as the application demands.

[00229] Figures 3a and 3b is a flow diagram illustrating an example intermediary QKD
protocol process 300 for an intermediary device performing QKD protocol process(es) 200
and 220 as described with reference to figures 2a to 2e. It is assumed that the intermediary
device is performing the QKD protocol according to the invention with a first device and a
second device. The intermediary device is in communication with the first device and the
second device for distributing secret symbols therebetween. The first and second device
require a shared key or shared cryptographic key based on the distributed secret symbols in

which the shared key or shared cryptographic key is unknown to the intermediary device.
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The first device performs the reciprocal portions of the QKD protocol according to the
invention with the intermediary device and the second device based on based on, without
limitation, for example first device QKD process 320 as described with reference to figures 3¢
and 3d. The second device performs the reciprocal portions of the QKD protocol according to
the invention with the intermediary device and the first device based on, without limitation, for
example first device QKD process 340 as described with reference to figures 3e to 3g. The
intermediary QKD protocol process 300 performed by intermediary device includes the

following steps of:

[00230] In step 301, generating a first secret symbol string based on the output of a random

symbol generator and the like.

[00231] In step 302, transmitting a first secret symbol string over a first quantum channel to
the first device, each symbol of the first secret symbol string modulated by a basis state

randomly selected from a set of bases.

[00232] In step 303, generating a second secret symbol string based on the output of a
random symbol generator and the like. The second secret symbol string different to the first

secret symbol string.

[00233] In step 304, transmitting a second secret symbol string over a second quantum
channel to the second device. Each symbol of the second secret symbol string modulated by

a basis state randomly selected from the set of bases.

[00234] In step 305, receiving from the first device, over a first communication channel, first
set of symbol positions including data representative of the symbol positions of the symbols in
the first secret symbol string transmitted over the first quantum communication channel that

were successfully received by the first device.

[00235] In step 306, receiving from the second device, over the second communication
channel, a second set of symbol positions including data representative of the symbol
positions of the symbols in the second secret symbol string transmitted over the second

quantum communication channel that were successfully received by the second device.

[00236] In step 307, generating a first set of symbols based on the first set of secret symbol
positions and the first secret symbol string. The first set of symbols including those symbols
of the first secret symbol string that correspond to the received first set of symbol positions.

The first set of symbol positions including data representative of the symbol positions of

symbols from the first secret symbol string successfully received by the first device.
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[00237] In step 308, generating a second set of secret symbols based on the second set of
secret symbol positions and the second secret symbol string. The second set of symbols
including those symbols of the second secret symbol string that correspond to the received
second set of symbol positions. The second set of symbol positions including data
representative of the symbol positions of symbols from the second secret symbol string

successfully received by the second device.

[00238] In step 308a, which may be optional, adjusting the first and/or second sets of secret
symbols to be equal. Should the number or length of the first set of secret symbols be
different to the second set of secret symbols, then generating the third symbol string may
further include adjusting the number or lengths of the first set of secret symbols and/or the
second set of secret symbols to be equal. This may be based on an adjustment protocol that
is also known by both the first and/or second devices so that they can adjust or correlate the
first and/or second sets of symbol positions that have been retained in the first and second

sets of secret symbols.

[00239] For example, the adjustment of the first and/or second sets of secret symbols may
include, without limitation, for example: in response to determining the length of the first set of
symbols is less than the length of the second set of symbols, then truncating the second set
of symbols to the length of the first set of symbols, generating the third symbol string based
on combining the first set of symbols with the truncated second set of symbols. In response
to determining the length of the second set of symbols is less than the length of the first set of

symbols, then truncating the first set of symbols to the length of the second set of symbols.

[00240] Alternatively or additionally, the adjustment of the first and/or second sets of secret
symbols may include, without limitation, for example: in response to determining the length of
the first set of symbols is less than the length of the second set of symbols, then adjusting the
second set of symbols by removing an agreed set of symbols from the second set of symbols
until the adjusted length of the adjusted second set of symbols is the same as the first set of
symbols. In response to determining the length of the second set of symbols is less than the
length of the first set of symbols, then adjusting the first set of symbols by removing an
agreed set of symbols from the first set of symbols until the adjusted length of the adjusted

first set of symbols is the same as the second set of symbols.

[00241] In step 309, sending or transmitting a first basis set over the first communication
channel to the first device. The first basis set including data representative of the randomly
selected bases used to modulate those symbols of the first secret symbol string

corresponding to the received first set of symbol positions.
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[00242] In step 310 sending or transmitting a second basis set over the second
communication channel to the second device. The second basis set comprising data
representative of the randomly selected bases used to modulate those symbols of the second

secret symbol string corresponding to the received second set of symbol positions.

[00243] In step 311, generating a third secret symbol string based on combining the first set
of secret symbols and second set of secret symbols. For example, generating the third secret
symbol string may be based, without limitation, for example on performing an XOR operation
using data representative of a first set of bits and a second set of bits, the first set of bits
based on converting each of the symbols in the first set of secret symbols to a string of bits
and the second set of bits based on converting each of the symbols in the second set of
secret symbols to a string of bits. In another example, generating the third bit string may be
based on, without limitation, for example performing OTP encryption operation(s) using data
representative of, at least in part, the first set of symbols and the second set of symbols.
Although XOR operations and OTP encryption operations are described, this is by way of
example only and the invention not so limited, it is to be appreciated by the skilled person that
any other suitable operations may be used to generate the third symbol string based on the
first and second sets of secret symbols such as, without limitation, for example performing
any other type of operation for masking, encrypting, obfuscating one or more symbols of the
first set of symbols using the second set of symbols such that the second device may derive
the first set of symbols using a received second set of symbols determined by the second

device.

[00244] If step 308a is not performed, as it is optional, generating the third secret symbol
string may optionally include, prior to or after the combining operation, without limitation, for
example checking whether the number or length of the first set of secret symbols is different
to the second set of secret symbols, adjusting the number or lengths of the first set of secret
symbols and/or the second set of secret symbols to be equal. This may be based on an
adjustment protocol that is also known by both the first and/or second devices so that they
can adjust or correlate the first and/or second sets of symbol positions that have been

retained in the first and second sets of secret symbols.

[00245] For example, the adjustment of the first and/or second sets of secret symbols may
include, without limitation, for example: in response to determining the length of the first set of
symbols is less than the length of the second set of symbols, then truncating the second set
of symbols to the length of the first set of symbols, generating the third symbol string based
on combining the first set of symbols with the truncated second set of symbols. In response to
determining the length of the second set of symbols is less than the length of the first set of

symbols, then truncating the first set of symbols to the length of the second set of symbols,
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and generating the third symbol string based on combining the truncated first set of symbols

with the second set of symbols.

[00246] Alternatively or additionally, the adjustment of the first and/or second sets of secret
symbols may include, without limitation, for example: in response to determining the length of
the first set of symbols is less than the length of the second set of symbols, then adjusting the
second set of symbols by removing an agreed set of symbols from the second set of symbols
until the adjusted length of the adjusted second set of symbols is the same as the first set of
symbols, and generating the third symbol string based on combining the first set of symbols
with the adjusted second set of symbols. In response to determining the length of the second
set of symbols is less than the length of the first set of symbols, then adjusting the first set of
symbols by removing an agreed set of symbols from the first set of symbols until the adjusted
length of the adjusted first set of symbols is the same as the second set of symbols, and
generating the third symbol string based on combining the adjusted first set of symbols with

the second set of symbols.

[00247] In step 312, transmitting to the second device, via the second communication

channel, data representative of the generated third secret symbol string.

[00248] The first device and second device, once they receive the corresponding sets of
secret symbols and basis sets, perform a quantum key exchange based on, without limitation,
for example, the following operations performed by the first and second device including: the
first device using the received first basis set to determine a first received set of secret
symbols comprising symbols of the first secret symbol string transmitted over the first
quantum channel that were successfully received by the first device. The second device uses
the received second basis set to determine a second received set of secret symbols
comprising symbols of the second secret symbol string transmitted over the second quantum
channel that were successfully received by the second device. The second device generates
a fourth set of symbols based on combining the second received set of secret symbols with
the received third symbol string, where one or more symbols of the fourth set of symbols
correspond to one or more symbols of the first symbol string. The first device and second
device performing symbol sifting operations over a third communication channel between the
based on the first received set of secret symbols at the first device and the fourth set of
symbols at the second device for generating a common set of sifted symbols for agreeing

upon and/or forming a shared or final cryptographic key at the first and second devices.

[00249] Figures 3c and 3d is a flow diagram illustrating an example first device QKD protocol
process 320 for a first device performing a QKD protocol process based on QKD process(es)

200 and/or 220 as described with reference to figures 2a and 2b and/or QKD protocol as
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described with reference to figures 1a to 1d, combinations thereof, modifications thereto
and/or as described herein. It is assumed that the first device is performing a QKD protocol
according to the invention with an intermediary device and a second device. The first device
is in communication with the intermediary device and the second device in which the first and
second device require a shared key or shared cryptographic key based on distributed secret
symbols from the intermediary device. The resulting shared key or shared cryptographic key
is unknown to the intermediary device. The intermediary device is performing the reciprocal
steps of the QKD protocol according to the invention based on intermediary QKD process 300
as described with reference to figures 3a and 3b, which is based on intermediary device
operations of the QKD protocol process(es) 200 and 220 of figures 2a and 2b and/or QKD
protocol of figures 1a to 1d, combinations thereof, modifications thereto and/or as described
herein. The second device is performing the reciprocal steps of the QKD protocol according
to the invention based on second device QKD process 340 as described with reference to
figures 3e to 3g, which is based on the second device operations of QKD protocol
process(es) 200 and 220 of figures 2a and 2b and/or QKD protocol of figures 1a to 1d,
combinations thereof, modifications thereto and/or as described herein. The first device QKD

protocol process 320 performed by the first device includes the following steps of:

[00250] In step 321, receiving, from an intermediary device, over a quantum channel a first
secret symbol string, wherein the intermediary device modulated each symbol of the first
secret symbol string using a basis state of a basis selected at random from a set of bases for

transmission over the quantum channel;

[00251] In step 322, demodulating the received first secret symbol string, where each
received first secret symbol is demodulated using a basis state of a basis selected at random

from the set of bases.

[00252] In step 323, generating a first set of symbol positions including data representative of
the symbol positions of the symbols in the first secret symbol string received over the first

quantum communication channel that were successfully received by the first device.

[00253] In step 324, transmitting, to the intermediary device, over a first communication
channel, the first set of symbol positions. The first set of symbol positions including data
representative of the symbol positions of the symbols in the first secret symbol string that

were successfully received by the first device over the quantum communication channel.

[00254] In step 325, receiving, from the intermediary device, data representative of a first
basis set over the first communication channel. The first basis set including data

representative of the randomly selected bases used by the intermediary device to modulate
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those symbols of the first secret symbol string corresponding to the first set of symbol

positions.

[00255] In step 326, generating or determining a first received set of secret symbols from the
received first secret symbol string that are successfully received using the received first basis
set. For example, this may include generating or determining the first received set of secret
symbols from the received first secret symbol string that are validly received based on
comparing the randomly selected bases used to demodulate the first secret symbol string and

the received randomly selected bases used to modulate the first secret symbol string.

[00256] In step 327, performing sifting operation(s) with the second device over a third
communication channel using the first received set of secret symbols of the first device and
another set of secret symbols determined by the second device for generating a common
sifted set of symbols with the second device. The other set of secret symbols are associated

with the first received set of secret symbols.

[00257] For example, the second device determines the other set of secret symbols based
on, at least in part, a second secret symbol string received by the second device over a
second quantum channel from the intermediary device and, at least in part, on a third secret
symbol string received by the second device over a second communication channel from the
intermediary device. The third secret symbol string is based on a combination of, at least in
part, the second secret symbol string and the first secret symbol string. The second device
generates the other set of secret symbols based on a combination of the received third secret
symbol string and, at least in part, the received second secret symbol string. Thus, the other
set of secret symbols include one or more symbols associated with the first secret symbol

string and hence the first received set of secret symbols.

[00258] In step 328, generating a first common set of sifted symbols based on the performed
sifting operation(s) with the second device. The second device has also generated a second
common set of sifted symbols.

[00259] In step 329, performing error correction and/or detection with the second device on
the first common set of sifted symbols. The second device performs reciprocal or

corresponding operations on the second common set of sifted symbols. The resulting error
detected/corrected common set of sifted symbols (if there are not too many errors detected)

forms a common set of sifted symbols that are the same at the first and second devices.

[00260] In step 330, agreeing or forming a cryptographic key with the second device based on

the common set of sifted symbols derived in step 329.
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[00261] The steps 327 to 330 may further include, without limitation for example, the first
device and second device performing a quantum key exchange based on: the first device
forms a first received set of secret symbols based on the received first basis set and the
symbols that were successfully received from the first secret symbol string transmitted by the
intermediary device over the quantum communication channel, wherein each symbol of the
first received set of secret symbols is a symbol of the first secret symbol string that was
successfully received by the first device in which the basis used for receiving said symbol
matches the corresponding basis in the received first basis set used to transmit said symbol.
The second device forms a second received set of secret symbols based on a received
second basis set and the symbols that were successfully received from the second secret
symbol string transmitted by the intermediary device over the second quantum channel,
wherein each symbol of the second received set of secret symbols is a symbol of the second
secret symbol string that was successfully received by the second device in which the basis
used for receiving said symbol matches the corresponding basis in the received second basis
set used to transmit said symbol. The second device generates the other set of symbols
based on combining the second received set of secret symbols with the received third symbol
string, where one or more symbols of the other set of symbols correspond to one or more

symbols of the first set of symbols; and

[00262] Steps 327 to 330 may further include, without limitation, for example, performing
symbol sifting operations with the second device over the third communication channel based
on the first received set of secret symbols at the first device and the other set of symbols at
the second device for generating a common set of sifted symbols for forming a cryptographic

key at the first and second devices.

[00263] Step 327 may further include, without limitation, for example the steps of: forming a
first matching basis set based on the first received set of secret symbols, wherein the first
matching basis set includes all the basis states the first device used to receive the symbols of
the first received set of secret symbols that match the corresponding basis states of the
received first basis set used by the intermediary device to transmit said symbol of the first
secret symbol string; and transmitting to the second device over the third communication

channel data representative of the first matching basis set.

[00264] The first device further receives from the second device over the third communication
channel data representative of a second matching basis set, wherein the second device forms
the second matching basis set based on the second received set of secret symbols, wherein

the second matching basis set includes all the basis states the second device used to receive

the symbols of the second received set of secret symbols that match the corresponding basis
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states of the received second basis set used by the intermediary device to transmit said

symbol of the second secret symbol string.

[00265] Generating a first common set of sifted symbols based on discarding each symbol in
the first received set of secret symbols in which the corresponding basis in the first matching
basis set is different to the corresponding basis in the received second matching basis set,
wherein the second device generates a second common set of sifted symbols based on
discarding each symbol in the other set of secret symbols in which the corresponding basis in
the received first matching basis set is different to the corresponding basis in the second

matching basis set.

[00266] Forming a cryptographic key based on the first common set of sifted symbols,
wherein the second device forms the cryptographic key based on the second common set of

sifted symbols.

[00267] Figure 3¢ is a flow diagram illustrating an example second device QKD protocol
process 300 for a second device performing QKD protocol process 200 and/or 220 as
described with reference to figures 2a and 2b. It is assumed that the second device is
performing a QKD protocol according to the invention with an intermediary device and a first
device. The second device is in communication with the intermediary device and the first
device in which the first and second device require a shared key or shared cryptographic key
based on distributed secret symbols from the intermediary device. The resulting shared key
or shared cryptographic key is unknown to the intermediary device. The intermediary device
and the first device are configured to perform the reciprocal steps of the QKD protocol
according to the invention. For example, the intermediary device may be configured to
perform the portions of the QKD protocol based on intermediary QKD process 300 as
described with reference to figure 3a, which is based on the QKD protocol process(es) 200
and 220 of figures 2a and 2b and/or of figures 1a to 1d, combinations thereof, modifications
thereto and/or as described herein. The first device may be configured to perform the
portions of the QKD protocol based on first device QKD process 3XX as described with
reference to figure 3b, which is based on the QKD protocol process(es) 200 and 220 of
figures 2a and 2b and/or of figures 1a to 1d, combinations thereof, modifications thereto
and/or as described herein. The second device QKD protocol process 300 performed by the

second device includes the following steps of:

[00268] In step 341, receiving, from an intermediary device, over a second quantum channel
a second secret symbol string, where the intermediary device modulated each symbol of the
second secret symbol string using a basis state of a basis selected at random from a set of

bases.
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[00269] In step 342, demodulating the received second secret symbol string, where each
received second secret symbol is demodulated using a basis state of a basis selected at
random from the set of bases.

[00270] In step 343, generating a second set of symbol positions including data
representative of the symbol positions of the symbols in the second secret symbol string
received over the second quantum communication channel that were successfully received

by the second device.

[00271] In step 344, transmitting, to the intermediary device, over a second communication
channel, the second set of symbol positions. The second set of symbol positions including
data representative of the symbol positions of the symbols in the second secret symbol string
that were successfully received by the second device over the second quantum

communication channel.

[00272] In step 345, receiving, from the intermediary device, data representative of a second
basis set over the second communication channel. The second basis set including data
representative of the randomly selected bases used by the intermediary device to modulate
those symbols of the second secret symbol string corresponding to the second set of symbol

positions.

[00273] In step 346, generating or determining a second received set of secret symbols from
the received second secret symbol string that are successfully received using the received
second basis set. For example, this may include generating or determining the second
received set of secret symbols from the received second secret symbol string that are validly
received based on comparing the randomly selected bases used to demodulate the second
secret symbol string and the received randomly selected bases used to modulate the second

secret symbol string.

[00274] In step 347, receiving, from the intermediary device, data representative of a third
symbol string. The third symbol string generated by the intermediary device based on a
combination of, at least in part, the second secret symbol string and a first secret symbol
string. The first secret symbol string sent from the intermediary device to the first device over

a first quantum channel.

[00275] For example, in step 311 of process 300, the third symbol string was generated by
the intermediary device based on, without limitation, for example one or more from the group
of: generating the third symbol string based on performing an XOR operation using data
representative of, at least in part, the first secret symbol string and the second secret symbol

string; generating the third symbol string based on performing one time pad encryption
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operation(s) using data representative of, at least in part, the first secret symbol string and the
second secret symbol string; and generating the third symbol string based on performing any
other type of operation for, without limitation, for example masking, encrypting, obfuscating

one or more symbols of the first secret symbol string using the second secret symbol string.

[00276] In another example, in step 311 of process 300, the third symbol string may be
generated based on, without limitation, for example performing one or more of: an XOR
operation using data representative of a first set of bits and a second set of bits, the first set of
bits based on converting each of the symbols in the first set of secret symbols to a string of
bits and the second set of bits based on converting each of the symbols in the second set of
secret symbols to a string of bits; OTP encryption operation(s) using data representative of, at
least in part, the first set of symbols and the second set of symbols; and/or generating the
third symbol string based on performing any other type of operation for masking, encryption,
obfuscating one or more symbols of the first set of symbols using the second set of symbols,
where the second device may demask, decrypt and/or de-obfuscate the first set of symbols

from a received third symbol string using corresponding received second set of symbols.

[00277] In step 348, generating or determining a fourth set of secret symbols based on
combining, at least in part, the received third symbol string with the received second set of

secret symbols.

[00278] For example, the second device determines the fourth set of secret symbols based
on, at least in part, a second secret symbol string received by the second device over a
second quantum channel from the intermediary device and, at least in part, on a third secret
symbol string received by the second device over a second communication channel from the
intermediary device. The third secret symbol string is based on a combination of, at least in
part, the second secret symbol string and the first secret symbol string. The second device
generates the fourth set of secret symbols based on a combination of the received third
secret symbol string and, at least in part, the received second secret symbol string. Thus, the
fourth set of secret symbols include one or more symbols associated with the first secret

symbol string and hence the first received set of secret symbols.

[00279] In another example, the second device may generate the fourth symbol string based
on, without limitation, for example one or more operations from the group of: generating the
fourth symbol string based on performing an XOR operation using the second received set of
secret symbols and the received third symbol string; generating the fourth symbol string
based on performing one time pad decryption operation(s) using the received second set of
secret symbols and the third secret symbol string; and generating the fourth symbol string

based on performing any other type of operation for extracting one or more symbols of the
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first secret symbol string using the second received set of secret symbols and the third

symbol string.

[00280] Additionally or alternatively, for example, generating the fourth symbol string further
includes, without limitation, for example, one or more from the group of: generating the fourth
symbol string based on performing an XOR operation using data representative of, at least in
part, the received second secret symbol string and the received third symbol string;
generating the fourth symbol string based on performing one time pad decryption operation(s)
using data representative, of at least in part, the received second secret symbol string and the
received third secret symbol string; and generating the fourth symbol string based on
performing any other type of operation for extracting one or more symbols of the first secret
symbol string using data representative of, at least in part, the received second secret symbol

string and the received third symbol string.

[00281] In step 349, performing sifting with the first device using the fourth set of secret
symbols and another set of secret symbols determined by the first device for generating a
common sifted set of symbols. The fourth set of secret symbols are associated with the first
secret symbol string that is determined to be validly received by the first device. The fourth

set of secret symbols are associated with the first received set of secret symbols.

[00282] In step 350 generating a second common set of sifted symbols based on the
performed sifting operation(s) with the first device. The first device has also generated a first

common set of sifted symbols.

[00283] In step 351, performing error correction and/or detection with the first device on the
second common set of sifted symbols. The first device performs reciprocal or corresponding
operations on the first common set of sifted symbols. The resulting error detected/corrected
common set of sifted symbols (if there are not too many errors detected) forms a common set
of sifted symbols that are the same at the first and second devices.

[00284] In step 352, forming or agreeing on cryptographic key with the first device based on
the resulting common set of sifted symbols (i.e. the error detected/corrected common set of
sifted symbols.)

[00285] The steps 349 to 352 may further include, without limitation for example, the second
device forming a second received set of secret symbols based on the received second basis
set and the symbols that were successfully received from the second secret symbol string
transmitted by the intermediary device over the second quantum channel. Each symbol of
the second received set of secret symbols is a symbol of the second secret symbol string that

was successfully received by the second device in which the basis used for receiving said
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symbol matches the corresponding basis in the received second basis set used to transmit
said symbol. The second device generates the fourth set of symbols based on combining the
second received set of secret symbols with the received third symbol string, where one or
more symbols of the fourth set of symbols correspond to one or more symbols of the first set

of symbols.

[00286] The first device forms the first received set of secret symbols based on a received
first basis set and the symbols that were successfully received from the first secret symbol
string transmitted by the intermediary device over the first quantum communication channel to
the first device, wherein each symbol of the first received set of secret symbols is a symbol of
the first secret symbol string that was successfully received by the first device in which the
basis used for receiving said symbol matches the corresponding basis in the received first

basis set used to transmit said symbol.

[00287] Thus, step 349, may further include, without limitation, for example performing symbol
sifting operations with the first device over the third communication channel based on the first
received set of secret symbols at the first device and the fourth set of symbols at the second
device for generating a common set of sifted symbols for forming a cryptographic key at the

first and second devices.

[00288] Step 349 may further include, without limitation, for example performing at the second
device, receiving at the second device over the third communication channel data
representative of a first matching basis set, where the first device forms the first matching
basis set based on a first received set of secret symbols, wherein the first matching basis set
includes all the basis states the first device used to receive the symbols of the first received
set of secret symbols that match the corresponding basis states of the received first basis set

used by the intermediary device to transmit said symbol of the first secret symbol string.

[00289] The second device forms a second matching basis set based on the second received
set of secret symbols. The second matching basis set includes all the basis states the
second device used to receive the symbols of the second received set of secret symbols that
match the corresponding basis states of the received second basis set used by the
intermediary device to transmit said symbol of the second secret symbol string. The second
device transmits to the first device over the third communication channel data representative

of a second matching basis set.

[00290] Step 349 may further include, without limitation, for example generating at the second
device a second common set of sifted symbols based on discarding each symbol in the fourth
set of secret symbols in which the corresponding basis in the received first matching basis set

is different to the corresponding basis in the second matching basis set. The first device
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performs similar operations based on, without limitation, for example generating a first
common set of sifted symbols based on discarding each symbol in the first received set of
secret symbols in which the corresponding basis in the first matching basis set is different to

the corresponding basis in the received second matching basis set.

[00291] In step 327 to 330 of process 320 of figures 3¢ and 3d or step 349 to 352 of process
340 of figures 3e-3g, rather than generating first and second matching basis sets, the first
device and second device may performing symbol sifting operations over the third
communication channel based on, without limitation, for example: generating, by the first
device, a first basis flag set based on the first received set of secret symbols and the received
first basis set. The first basis flag set includes an indication of each valid and invalid symbol
of the first received set of secret symbols based on comparing the received first basis set with
the basis set used by the first device to demodulate the symbols associated with the first
received set of secret symbols. Sending, from the first device over the third communication
channel, data representative of the first basis flag set to the second device. Generating, by
the second device, a second basis flag set based on the second received set of secret
symbols and the received second basis set. The second basis flag set includes an indication
of each valid and invalid symbol of the second received set of secret symbols based on
comparing the received second basis set with the basis set used by the second device to
demodulate the symbols associated with the second received set of secret symbols.
Sending, from the second device over the third communication channel, data representative
of the second basis flag set to the first device. Generating, by the first device, a first common
set of sifted symbols based on discarding each symbol in the first received set of secret
symbols in which the corresponding indication in the first basis flag set is different to the
corresponding indication in the received second basis flag set. Generating, by the second
device, a second common set of sifted symbols based on discarding each symbol in the
fourth set of secret symbols in which the corresponding indication in the second basis flag set
is different to the corresponding indication in the received first basis flag set. Performing error
detection and correction between the first and second common sets of sifted symbols to
generate a common set of sifted symbols. Generating a cryptographic key at the first and

second devices based on the common set of sifted symbols.

[00292] Figure 4a is a schematic diagram of an example computing system 400 for use in
implementing and/or performing a QKD protocol according to aspects of the invention.
Computing system 400 may be used to implement one or more aspects of the systems,
apparatus, methods, QKD protocol(s), QKD protocol process(es), intermediary device(s), first
and second device(s), and/or use cases as described with reference to figures 1a-3e,
combinations thereof, modifications thereto, as herein describe and/or as the application

demands. Computing system 400 includes a computing device or apparatus 402 (e.g.
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intermediary device, first and/or second device(s)). The computing device or apparatus
includes one or more processor unit(s) 404, memory unit 406 and a communication interface
409 including, without limitation, for example, a first communication interface 408 and/or a
second quantum communication interface 410, a random symbol/number generator 405 in
which the one or more processor unit(s) 404 are connected to the memory unit 406, the
communication interface 409 (e.g. the first communication interface 408 and the second
quantum communication interface 410), and the random symbol/number generator. The
communications interface 408 may connect the computing device or apparatus 402 with one
or more other computing devices and/or apparatus (e.g. intermediary device, first and/or
second device(s)) (not shown) to establish, form and/or communicate over a first and/or
second communication channels via the first communication interface 408 and/or establish,
form and/or communicate over a first and/or second quantum channels via quantum
communication interface 410. The first communication interface 408 may connect to one or
more communication networks, without limitation, for example one or more satellite networks,
one or more telecommunication networks, one or more fibre optic networks and the like for
implementing one or more aspects, features of the QKD system and/or QKD protocol, QKD
protocol process(es) as described with reference to figures 1a to 3g according to the invention
as described herein, combinations thereof, modifications thereto as the application demands.
The quantum communication interface 410 may connect over one or more quantum
communication channel(s), without limitation, for example with one or more other devices,
guantum communication network 416 and/or the like for implementing one or more aspects,
features of the QKD system and/or QKD protocol, QKD protocol process(es) as described
with reference to figures 1a to 3g according to the invention as described herein,
combinations thereof, modifications thereto as the application demands. The memory unit
406 may store one or more program instructions, code or components such as, by way of
example only but not limited to, an operating system 406a for operating computing device
402, and a data store 406b for storing computer program instructions, executable code, code
and/or components associated with implementing the functionality and/or one or more
function(s) or functionality associated with one or more QKD systems, one or more QKD
protocol(s); one or more QKD process(es), one or more intermediary devices, one or more
first and/or second devices, one or more method(s) and/or process(es) of performing a QKD
protocol according to the invention, system(s)/platforms, combinations thereof, modifications
there to, and/or as described herein with reference to at least any one of figure(s) 1a to 3g.

[00293] Figure 4b is a schematic diagram of another example QKD system 420 for facilitating

and/or implementing the QKD protocol and/or process(es) thereto according to the invention.

The system 420 may include a plurality of computing devices or apparatus 402 that includes

one or more of a plurality of intermediary devices 422a to 422n, one or more of a plurality of

first devices 424a-424m, one or more of a plurality of second devices 426a-426l, and/or one
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or more of a plurality of devices 428 including the functionality of a first and a second device
that are configured to operate and/or implement the corresponding steps and/or functions of
the QKD protocol according to the invention for distributing secret symbols and/or generating
a shared secret between at least one first device and at least one second device of the one or
more of a plurality of first devices 424a-424m, one or more of a plurality of second devices
426a-4261, and/or one or more of a plurality of devices 428. The device(s) 422a-422n, 424a-
424m, 426a-426| and/or 428 of system 420 may be configured to implement the QKD
protocol, QKD protocol process(es), aspects thereof and/or further include functionality
associated with the QKD systems, intermediary device(s), first device(s) and/or second
device(s), QKD protocol(s), QKD process(es), systems, apparatus, one or more method(s)
and/or process(es), combinations thereof, modifications thereto and/or as herein described
with reference to any one of figures 1a to 4a.

[00294] In the embodiment described above the server may comprise a single server or
network of servers. In some examples the functionality of the server may be provided by a
network of servers distributed across a geographical area, such as a worldwide distributed
network of servers, and a user may be connected to an appropriate one of the network of
servers based upon a user location.

[00295] The above description discusses embodiments of the invention with reference to a
single user for clarity. It will be understood that in practice the system may be shared by a

plurality of users, and possibly by a very large number of users simultaneously.

[00296] The embodiments described above are fully automatic. In some examples a user or

operator of the system may manually instruct some steps of the method to be carried out.

[00297] In the described embodiments of the invention the system may be implemented as
any form of a computing and/or electronic device. Such a device may comprise one or more
processors which may be microprocessors, controllers or any other suitable type of
processors for processing computer executable instructions to control the operation of the
device in order to gather and record routing information. In some examples, for example
where a system on a chip architecture is used, the processors may include one or more fixed
function blocks (also referred to as accelerators) which implement a part of the method in
hardware (rather than software or firmware). Platform software comprising an operating
system or any other suitable platform software may be provided at the computing-based

device to enable application software to be executed on the device.

[00298] Various functions described herein can be implemented in hardware, software, or any
combination thereof. If implemented in software, the functions can be stored on or transmitted

over as one or more instructions or code on a computer-readable medium. Computer-
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readable media may include, for example, computer-readable storage media. Computer-
readable storage media may include volatile or non-volatile, removable or non-removable
media implemented in any method or technology for storage of information such as computer
readable instructions, data structures, program modules or other data. A computer-readable
storage media can be any available storage media that may be accessed by a computer. By
way of example, and not limitation, such computer-readable storage media may comprise
RAM, ROM, EEPROM, flash memory or other memory devices, CD-ROM or other optical disc
storage, magnetic disc storage or other magnetic storage devices, or any other medium that
can be used to carry or store desired program code in the form of instructions or data
structures and that can be accessed by a computer. Disc and disk, as used herein, include
compact disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy disk, and blu-
ray disc (BD). Further, a propagated signal is not included within the scope of computer-
readable storage media. Computer-readable media also includes communication media
including any medium that facilitates transfer of a computer program from one place to
another. A connection, for instance, can be a communication medium. For example, if the
software is transmitted from a website, server, or other remote source using a coaxial cable,
fiber optic cable, twisted pair, DSL, or wireless technologies such as infrared, radio, and
microwave are included in the definition of communication medium. Combinations of the

above should also be included within the scope of computer-readable media.

[00299] Alternatively, or in addition, the functionality described herein can be performed, at
least in part, by one or more hardware logic components. For example, and without limitation,
hardware logic components that can be used may include Field-programmable Gate Arrays
(FPGAs), Application-Program-specific Integrated Circuits (ASICs), Application-Program-
specific Standard Products (ASSPs), System-on-a-chip systems (SOCs), Complex

Programmable Logic Devices (CPLDs}), etc.

[00300] Although illustrated as a single system, it is to be understood that the computing
device may be a distributed system. Thus, for instance, several devices may be in
communication by way of a network connection and may collectively perform tasks described

as being performed by the computing device.

[00301] Although illustrated as a local device it will be appreciated that the computing device
may be located remotely and accessed via a network or other communication link (for

example using a communication interface).

[00302] The term 'computer’ is used herein to refer to any device with processing capability

such that it can execute instructions. Those skilled in the art will realise that such processing
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capabilities are incorporated into many different devices and therefore the term 'computer’

includes PCs, servers, mobile telephones, personal digital assistants and many other devices.

[00303] Those skilled in the art will realise that storage devices utilised to store program
instructions can be distributed across a network. For example, a remote computer may store
an example of the process described as software. A local or terminal computer may access
the remote computer and download a part or all of the software to run the program.
Alternatively, the local computer may download pieces of the software as needed, or execute
some software instructions at the local terminal and some at the remote computer (or
computer network). Those skilled in the art will also realise that by utilising conventional
techniques known to those skilled in the art that all, or a portion of the software instructions
may be carried out by a dedicated circuit, such as a DSP, programmable logic array, or the
like.

[00304] It will be understood that the benefits and advantages described above may relate to
one embodiment or may relate to several embodiments. The embodiments are not limited to
those that solve any or all of the stated problems or those that have any or all of the stated

benefits and advantages. Variants should be considered to be included into the scope of the

invention.

[00305] Any reference to 'an' item refers to one or more of those items. The term 'comprising’
is used herein to mean including the method steps or elements identified, but that such steps
or elements do not comprise an exclusive list and a method or apparatus may contain
additional steps or elements.

[00306] As used herein, the terms "component" and "system" are intended to encompass
computer-readable data storage that is configured with computer-executable instructions that
cause certain functionality to be performed when executed by a processor. The computer-
executable instructions may include a routine, a function, or the like. It is also to be
understood that a component or system may be localized on a single device or distributed

across several devices.

[00307] Further, as used herein, the term "exemplary" is intended to mean "serving as an

illustration or example of something".

[00308] Further, to the extent that the term "includes" is used in either the detailed description
or the claims, such term is intended to be inclusive in a manner similar to the term

"comprising” as "comprising" is interpreted when employed as a transitional word in a claim.
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[00309] The figures illustrate exemplary methods. While the methods are shown and
described as being a series of acts that are performed in a particular sequence, it is to be
understood and appreciated that the methods are not limited by the order of the sequence.
For example, some acts can occur in a different order than what is described herein. In
addition, an act can occur concurrently with another act. Further, in some instances, not all

acts may be required to implement a method described herein.

[00310] Moreover, the acts described herein may comprise computer-executable instructions
that can be implemented by one or more processors and/or stored on a computer-readable
medium or media. The computer-executable instructions can include routines, sub-routines,
programs, threads of execution, and/or the like. Still further, results of acts of the methods can

be stored in a computer-readable medium, displayed on a display device, and/or the like.

[00311] The order of the steps of the methods described herein is exemplary, but the steps
may be carried out in any suitable order, or simultaneously where appropriate. Additionally,
steps may be added or substituted in, or individual steps may be deleted from any of the
methods without departing from the scope of the subject matter described herein. Aspects of
any of the examples described above may be combined with aspects of any of the other

examples described to form further examples without losing the effect sought.

[00312] It will be understood that the above description of a preferred embodiment is given by
way of example only and that various modifications may be made by those skilled in the art.
What has been described above includes examples of one or more embodiments. It is, of
course, not possible to describe every conceivable modification and alteration of the above
devices or methods for purposes of describing the aforementioned aspects, but one of
ordinary skKill in the art can recognize that many further modifications and permutations of
various aspects are possible. Accordingly, the described aspects are intended to embrace all
such alterations, modifications, and variations that fall within the scope of the appended

claims.
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