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e3e\j z@vT|i -1_ Method and Apparatus for WatermarKking Viaves dulye08gnt hesi s
Archl tectures FIELD OF THE | NVENTI ON Tﬂml Immjﬁmmﬂm‘“mventl on relates to the
parti cul acTiSGsy&ioe s
for watermarking digital audio signals. BA(KEROUND The rapi d devel opment of
conmput er networks and the increased use of nultinmedia data via the Internet

“‘have resulted in the exchange of digital 1z‘sormati on becom ng 10 faster and

nore conveni ent. However, the open environtent of the Internet creates
consequenti al pmmdﬂrﬁldﬁﬁﬁdﬂitdl%ﬁwméhﬁmmﬁ’% Wavetatilé SyHiNelis Arefitbcdles
particular the unlawful distribution of digital nulti rredla wor ks w t hout
aut hori sation of the owners. To di ssuade and perhaps elimnate il egal

copying, a ne ening and assisting in the enforcenent
of copyri ght Sﬂ(ﬁ@cg Fﬁg suc %ﬁ 15 Digital watermarking is a

t echni que t hatThwasedeaecinvenidhirélgtes & the deRISGE diglta$ auli® kigaa) ;{chés@iﬁg%ﬁ 1of

mul timedi a data, i ncluding audio, inmage and video data. t er mar ki ng
directly erﬁbec@-f%#}'rtpWemﬁpbwmmﬁklﬁgrﬁlgﬂﬂlWQdIOSISQﬂhaI medi a and seeks to
mai ntain the presence of the information in the nedia, even after

mani pul ations are applied to 20 the watermarked data. Wth respect to
digital audio EAG(GROUNBr mar k shoul d be inaudi ble and robust agai nst

-different att d |l usion to defeat the er maki ng. furthernpre,
wat er mark det g@?q 3Rt aPEF‘Emé‘gﬁ?‘@H‘HG%‘P‘%VWPWéﬁPm ingreassgvies ehmpitimedia
.copyright. St'adtawartﬁm'iem&wmkumﬁgutI ixthdie bEGH Rﬂﬁ%niaﬁf)ﬁg{bgkﬁg:g ed to

be an integral part of several contr o I nCer nat1 ona
such as JPEG 2fast20@0 mord comEGiest. Hyweva) thy opewénvironmentof the lmepéticeshtes

di-rectly to data sam hensel ves, whether .this be stil]. edta,
vi deo f)r/arres o?°”5?ﬂﬁﬁ°gﬁgmﬁ%regﬁgwg\f‘«??mé}ﬁ@ﬁa@%‘i WREKS; ap mtR?“&HH‘F g!?s t he
i ssue of audi oAl BisEIbHLEHTS di E‘gﬁrrﬁulﬁin@ﬁfa%orﬁ#@itﬂo&%hﬂldﬁat%tof‘%‘{eaé\bﬁe?é e,

30 but a formof representing t audi o data for later reproduction
accordi ng to aTpdissusdernd Berhapts eliminase illegalmanyinga naedaexists for sténgtheningandi o

wher caq synt netpeti Bipf SR RbdeRl ot RS elieedh BEpkd o™ S0, 1S Th

Musical Inggrunment Digital Interface (MD') have correspondl ng requirenents
that are several .orders of, mag n|t e | ower for the sane audi o, data. M DI
audio files ar 918%1 whtermarki d%a i thaphasdapt ied 1 pddrgas this problem imct yal

di d
audi 0 sounds), rdier bfihifR X a%}%‘u&lm %lﬁlzb %Exﬁ% tﬂﬁNxUE& H£9S Wetrmblii,

messages, to rep oduce t at a synthesi ser Instructions &ont ain
much smal | er admenhhymrbbdsmpphght infodinaticteinto the lodginakmediasand sésiks tosmmntam

generates actu soundcﬁ.fté om.t eulnst ucti.ons in.a M Dl zaglofll
o bl ook di adieanraRceet e Aoy by migefi ity b 2plisdsgna
conputer 739. Ma&mardaﬁlwlbﬁ%sﬁdwﬂl itd) aedib d6Q, & Rterfark shoaivde M DI

output 740 to a synthesiser 720. Alter natlvel the 10 synthesis nmay be

per formed usi nipandiblsand rebustiagainst dﬁ@tﬁmyﬁmksa@d ecdlysion todefeabibput er 740,

whi ch nmay have t I 40,
t he synt hesi se?"% e?%?ucg au ?x%?oé&t\pzﬁ%&fﬂﬁl?P&ggtﬁ)ﬂgé&gpyn%bgﬁ%ﬁgﬁehﬁﬁﬁ 2730
for ﬁx anpl e. Enﬁmadhlpgndl popyrighl St;l[lﬂmhbndtgﬁﬁl-Waﬁaum&dg}e&ndldgyas considered
synt hesi ser-archjtecture 15 specifijcation that requjre

sof t ware synt hé%"“s%"rmfeﬁmélﬁb%Bgfe"F’fai CRiHPYiRns tQ int MIMW&%WE%

i nstrument g5t 02860 gi&f MPEd 4nd downl oaded to a
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Typically, watermarking is applied directly to data samples themselves, whether this
be still image data, video frames or audio segments. However, such systems fail to
address the issue of audio coding systems, where digital audio data is not available,

30 but a form of representing the audio data for later reproduction according to a protocol
is. It is well-known that tracks of digital audio data can require large amounts of

storage and high data transfer rates, whereas synthesis-architecture coding protocols

R
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synt hesi ser besides the standard 128 instruments provided bys yhg 200D
system The DLS file format stores both sanples of digital sound data and
~articul ati owomarssysters to create at | east one sound instrunpgt/sgIdioos
articulation paraneters include 20 i nformati on about envel opes and | oop
points. For further information, reference is nade to "Downl oadabl e Sounds
" Level 1, Version 1.0", The M DI Manufacturers Association, CA USA 1997.
Downl oadabl e Sound is expected to becone a2mew standard in the nusical

i ndustry, becaus fd R va es. one hand. .when
conpared with 4] Ia?ﬂﬁ_@ﬁgg@?‘%’g?ﬂ%ﬂ%i&ﬁwwgwgg?%ﬁggﬁ% an 25
unlimted soungkqpit@eite tha®arddeiétal dratrs BFBRAESiItAB dowarofthe kife hvilio data t he
ot her hand, when conpared with sanpled digital audio, it has true audio

interactivity YHPIaudiofesasenetfilesmadeentirelyofsarapled audia data (icapaciuahandics. | n

this connectio e . | [ aital ' er marking 30
t echni ques, di 8? n\gp), gﬂ%%{?@} %&%tﬁégs e"a@ﬁtrﬁ‘ly %‘ﬂgg °§’[’\g[\‘/j|1£"g gagé\%gocﬁeﬁ?o duce

chal | enge bgcatipeutiiteddnBire suticsigéninsirtions dohki mush stislier aRbEtSENSi ti ve
than the human vi sual ;}éstem HVS). An ideal watermark is inaudible and

robust, By ina&¥mpled padiojdata. That is, aesmthesisergencpates eamalsonadsdeomibedi f f er ence
in relation to; 1. Qi: 1 gl L.Q: S¢ign | ' ' . r ess
is meant that sgﬁ&ﬁ%r&ngw gllug}of llgcg{g[ 7@%4]%18%%@5%%2%?5 %lfé’,?gmenove
Wi t hout dest r ogystem 70@ bhsedtonzaphirsonal epnaguter Ther Fhe sompuaercMOrhas aMIDYs a
.conflict between i.naudibility, one nd and, r obu ess on the other
in 5 existing é‘l‘}ﬁ"if%?e\kg?té?aﬁﬁf |‘%&V¢‘S§H‘P¥Pﬂﬁj§ to fRynthesiser Zi({' erpagively; @ﬁf{ ed by
the speci o Ci kguHiALHEE be peraRd biha WsoBhfedd (1Rt TWn) 31T e Shnier !

s, but rons to

are not conplete digital audio_sanp I nstead contaln instruc
create audi o dg48, whinh gaysave e MIPDIdnteifgcee dn sesporiserto thepviBMcdstwations FdOkthe

enbeddi ng and extractin Q syste f W audio. fqormats, |i S, i ch

al so effecti velswtﬁﬁrﬁﬂ 8@%%*?&@?‘8%%&%@%??0%3&? ﬁqulfetr§/l§:§1n%F6ﬂ\é\@Fness
of watermarks. SUMMARY In accordance with a first aspect of the invention,
there is disclosed a nethod of 15 enbedding a digital watermark in digital

audi o data codd&pardinguposyHDhd2ownrlpadable Sonad (IPLS} isarsunthesiee-architasture

i ncl udes t st.ep.: ' 1 1.0 : L Qi wat er mar k
in sanpl e ggt asg%éﬁgar@wg%%ﬁg%gr ane eegrss%%%%ng{?%% g%lgﬁ P&g}%chi tecture
format. 20 Prefcompbhents.t DESpethitcladditidnatimstrithents tose definediagt dovaloadedt g
the digital waterpark in . the sanple a. Preferably,. redu cy adaptive
coding is used sﬁéggﬁs%rh’e%{h?ﬁ the %ﬁlg%ﬂﬁm‘mﬂ%f’é‘?‘é dypy "gﬁgﬂﬁgiﬁﬁﬁl% udes
the step of hi g h {CH t ' salll pgmers
by creating vi S?%F}J;}gf%?g}t%?g?%tsgﬁng‘} s gf glgltiﬂﬁg‘llﬁcggﬁ% %%d:gthggét%?

to create at least one sound instrument. The articulation parameters include

20 information about envelopes and loop points. For further information, reference is
made to “Downloadable Sounds Level 1, Version 1.0”, The MIDI Manufacturers
Association, CA, USA, 1997. Downloadable Sound is expected to become a new
standard in the musical industry, because of its specific advantages. Onthe one hand,
when compared with MIDI, DLS provides a common playback experience and an

25  unlimited sound palette for both instruments and sound effects. On the other hand,
when compared with sampled digital audio, it has true audio interactivity and, as

noted hereinbefore, smaller storage requirements.

In this connection, when compared with digital video and image watermarking
30 techniques, digital audio watermarking techniques provide a special challenge
because the human auditory system (HAS) is much more sensitive than the human

visual system (HVS). An ideal watermark is inaudible and robust. By inaudibility is



énbeddi ng the digital watermark in the W virtual paranetersys &y bbos
further, the nmethod nay include the step of extracting one or nore coded
-hits from waiegommedsed sanpl e data, the virtual instrunment crepipesgngndent
upon a wat er marked coded bit sequence. The nethod may al so i nclude the step
of hiding the waternmarked coded bit 30 sequence in the articul ation
"paraneters. Mre preferably, it includes the step of enbedding the

wat er mar ked coded bit sequence in the virtohal parameters. The digital 25

July 2003 -4 LAl i e . [.Qr . gt ad . mar k
may” be encrypt SUAbBpL e aRel nd BRIFRCELPRNLSN 1 BE il bl YpATs
generating t he |@iegingakstyeBe ratukttesslié meat thAt3he watehtaR id difficilteanddlealiyvi di ng
the digital audio data coded using a synthesiser architecture formaf into

the sanpl e dat dampessibledo semovegvithaup desyrayingshehast audie signal) Theredn dowevarod nay
i ncl ude the st i . - trak si r apl t he
digital audio dat gscaﬁé@g%g%éa@%msagﬁpﬂlﬁng&_@?%ﬁ %WSP% %Er‘@rﬂ&o@gﬂh

wavet abl e (¥) exlscihgaudiodvammarkimgefeelimiples. Thitdyfirtharledihslicatedg thd¥pSgial | N
accordance with a second aspect of the invention, there is disclosed an

appar at us conf ifGHBEaREeEsE by Wil pudisy forgaats swriag DL, avhigh age nat rompletert a
coded using a : b SEI: i f; : t i ncl udes: a
devi ce for eméog%%?%l?%@@sef’%gﬂgggre??g%ﬁtgp u?sﬁt]e |néi Fgfc%ggn&ér K in sanple
data of the synthesiser-architecture format; and a device for enbeddi ng at

"l east a portion_of the digital, ermark jn articul ation aneters of the
synt hesiser-ar&h“@e%ﬁﬁdé:ll%yﬁﬁﬂ%%mmw %?%Mews?W%&ﬂwa%ct of
the inventign, hems rbowd feldpadas kO %Jhidﬁra%reﬂ&ﬁ?&éi’ﬂﬂﬁireﬁi‘h@ oIkt
conput er readabl'e nmedi um having a conputer programrecorded therein for
embeddi ng a di dietw¢eninawdibitivykandroblstiessof watdimarkkat a coded using a

synt hesi ser-architecture format. The conputer program product includes: a
nodul e for enbedding at |east a portion of the digital watermark in sanple

data of the 25 symMIaRYer-architecture format; and a nodul e for enbeddi ng

at least a portion of the digital watermark in articul ati on paraneters of
t he synt hesi serIngceordancerwithea figst aspect of thesinyentioantbereis disclasedamethodebect of

the | fign. o ool . . . bl
et er mar k. {Fom VRN s Mgl AR o (0 aRlio B/ (s Byt

synt hesi ser - ar carchitscture foriat. nhle méthed inehies therstdplafeembdddingt at feastaf portion of
detecti t K f t.icul ati f t ked

i gi tal udio dBF SEahuATLRkdn Situcleionl AR arich AR pEemeitEs PRE BheS8Rec1 | ng
a wat ermark frogpmadRlre félglag Of 25 July 2003 -5

20  Preferably, the method includes the step of adaptively coding the digital watermark in
the sample data. Preferably, redundancy adaptive coding is used based on a finite

automaton.

Preferably, the method includes the step of hiding the digital watermark in the
25 articulation parameters by creating virtual parameters. It may also include the step of
embedding the digital watermark in the WT virtual parameters. Still further, the
method may include the step of extracting one or more coded bits from watermarked
sample data, the virtual instrument created dependent upon a watermarked coded bit
sequence. The method may also include the step of hiding the watermarked coded bit
30  sequence in the articulation parameters. More preferably, it includes the step of

embedding the watermarked coded bit sequence in the virtual parameters. The digital



the watermarked digital audio data coded using a synthesiser-architecture
format; and verifying the watermark by conparing the detectedéﬁﬁ%fr Ks.
- Preferably, the nethod includes the step of replacing the wat X om
the sanple 5 data with a correspondi ng wat ermark enbedded in the
articulation parameters if the watermark -ffomthe sanple data is not
“avail abl e or has been nodified. The watermark fromthe sanpl e data

preferably i éiﬁﬁfl: i i &

i ncl ude the gfajtép 0 egggrag‘gﬁh%q%%ﬁ%&ﬁﬁggt@v‘gﬁﬁﬁ%%%%ﬁgﬁﬁgn teE%é/ or the
digital watewdlltk. 10 Preferably, the nethod includes the step of dividing
the watermarked digital audio data coded using a synthesiser-architecture
format into the sanple data and the articul ation paraneters. 15 Optionally,
the met hod i neéieesy, iemethed irtludy sepof 5&&@1@'@%@&&&&%&. §i rHfPA1so VDT €
preferably, the digital audio data coded using a synthesiser-architecture
format i sSwavedleds the g¥epypf dividiog dredligitsl evdinatatarcadeq using dsywthesssabl e sound

(DLS). 20 In accordance w.t fifth aspe of .the.invention, there is

G 5ol osed an Earar Smglinyfe atmeis ARRRGR o H Rt B k1 r om

wat er mar ked di gital audi o data coded using a synthesiser-architecture
format. The apparatus includes: a device for detecting a watermark from
articul ation Cﬁﬁmﬁéy,éh%mefhodmﬁwm@bdmm dfiegibedding adlaybaek-eontd signalsi ng a
synt hesi ser-architecture format; a device for detecting a watermark 25 from
sanpl e data of the watermarked digital audio data coded using a

synt hesi geor ﬁrmgﬁetabtat, ldfjeedi’g'ml rmtliokcaat‘aicoaled ayihgg sjrmhesiﬁrihawﬁuagutmmmr ma ][ k Ey
conparing the detected watermarks. |In accordanc ith a sjxth aspect of the
i nvention, tﬁ’@vétagie QY Trausie gnd mase pisfapbly @ aﬁﬁ?‘ﬁﬁ%@lﬁc‘iﬁ[\%r extracting
a digital watermark from wat er marked digital audio data coded using a

synt hesi ser-architecture format. The conputer program product includes: a
nmodul e for ddhactdrdanca witht secandkaspectnfdnd invedtmni therepadmoiosed an afpatdtes 25
July 2003 -6 watermarked. dj gi.tal, audi o data. coded. usin .

synt hesi ser - a?PBﬁg‘er f%?'@b‘?‘iﬁﬂlﬁﬁfﬂ AR é“&‘@ftalo”é‘g?c‘?qt%go‘%d\)ﬁ‘t“@ranar k from
sanpl e daka QinihBEseerk@HiRBRKEH ALY TR apphdhR iA@hdesCESHd D BEbBdding at
synthesi ser-afchitecture format; and a nodule for verifying the waternark
by conpari ng ledsta gertiontod thedigisal veat@emarlsingripie GrrsoRbpFyoeORr-Arhiterngg NGS A
smal | nunber i f in i ! [ r.el ter with
ot erence t o ARG A0S A cpltlghBe Bhlc bRl OTRE ALV IRHELRR | T 1
for enbeddi ngrtidudation pagamiéterswatiey syathissisérrarditesavefainae audio (W) in
accordance with a first enbodi mrent of the invention; Fig. 2 is a detailed
bl ock di agram of an adaptive-bit coding nodule 130 inplenented in the

wat er mar ke mMgddi Rac¥ SEifa MirdRspect 3ftﬁ1%'i19v nfloh,Shére ¢ BibQosHddU APy 2 finite
aut omat on nodul e 220 1 npl enent eé In the adeaptlve- bit codi ng nodul e 220 of
Fig. 2; 15 Fipgogram roduddbeving edoimputk radidalg)e aredofm haying awementsr piogiany nodul e

140 i npl emented i.n Lhe.wat er park enbeddi ng, systemof. Fig,. 1. Fig..5.is a
bl ock di agr arfFeirdsd @Vgefr\ﬁﬁrm%%@flg g%ggl%“%fe% mggﬁﬁaia\?m é?tﬁ‘rﬂ’g%d ¥9'%m
wat er mar ked \Wlsyatdkider-dtcligeird fdiﬁﬁt.“ﬁ’lﬁéb(ﬁﬂ}ﬁﬁ@l%%@ﬂﬁﬁdﬂﬁ& iMcl@festd@odule
invention; Fig. 6 is_a block diagramof an exanple of a conputer system

wi th whi ch t Her ombeddingistieast 8 perionied the digital yeatermgplgin sample dda of thej g, 7 s a
bl ock di ra 0 i . . er.
DETAl LD oo iorRef ARG Bl hd SHIAT RERERAMEAORAT ABHAAIE .
for digital aligital widralaainkirtiguladonmirahetbisef (MIgynilrsisatarahiticoire foralatidi ng
downl oadabl e sounds, are

In accordance with a fourth aspect of the invention, there is disclosed a method of

extracting a digital watermark from watermarked digital audio data coded using a
30 synthesiser-architecture format. The method includes the steps of: detecting a

watermark from articulation parameters of the watermarked digital audio data coded

using a synthesiser-architecture format; detecting a watermark from sample data of



described hereinafter. Correspondingly, a nmethod, an apparatus, and a
conput er program product for extracting digital audio waternmar flrg&b

-wat ermarked WI fornmat audi o are al so described. In the foll ow gJuy
description, nunmerous specific _ , 10 details are set forth including
content addressing techniques. It will beSapparent to one skilled in the
“art, however, that the present invention nmay be practised without these
speci fi ¢ det ghd %atehﬂa&%@gf itaRIRNERS codll sine PN HeSREMEifitcRl e ﬁ%ae%ﬁgr' bed
in detail so as not to obscure the present 1nvéntion. 15 The waternmar
enbeddi ng andveeifting ttei wagermyesk byrsompariigithae detected mateamiaddi nent s of t he

i nvention are advantageous in that a watermark is inaudible wthin its host
signal and difficult or inpossible to renove by unauthorised access.
Further, the Pﬁ@ﬁe%@&l‘fe 5ol fnchRRk kive e (51%%1%&5@%@«%@1%5}9 HoREtheREMPRN Such
as the owner of the copyright in the audio work, and it Is robust against

i nci dent al ardata wite atcpuesponding vaterinarisembolded in the aftigulasign pgrasteeters ifghe on,

conponents of the systemare descri.bed as..npdul es., A no , and in

particular | et FORLRE SO TRl P SRR P AR v RS Mar 6 or

sof tware. |n whemsk FoR] Be SANHIR dafh prORbEy indludePirDSRpEivel PO sequente! t i on

t hereof, that usual I% perfornms a particular function or related functions.
m

I n the har dwakhe methe@mayincludeghe biep of decrypiingt the Adaptinely eadedbif prquenresi gned

for use with L, C n  nmodul es. For exanple, a nodule may be
i npl enent ed uagl?/tr%)gthaﬂl(gg&eit ear%éerﬁjeac ‘roni ¢ conmponents, or it can forma portion

of an entliore electronic circuit such as an Application Specific Integrated
Circuit (ASIC). Nunerous other possibilitjes, exist. Those skilled jn the
art will appr%efeaatbéy,t%methﬁé inghades the-step %ﬁ 5&% t?lﬁm%ﬁﬁ@e dé%taga%%o

combi nati on : Lpal qgglq t into th L aRaf0h ybeddi ng
Wat er mar ks igée\t)él]'@%g%gﬁg%{gggﬁ%%s a&% octglg?[ggrlgn%togsa @ystgm (gr enbeddi ng
a wat er mar k If6culaticpapametersal WI audio file 110. Again, a W audio file

contains two parts: articulation paraneters and sanple data, or only
contains articulation paraneters such as MDI. Unlike 5 traditional sanpled

di gi tal audi aptidialls e hludatiaclidesahdStep bfibtractihg a plagbidicdnd] ﬁFﬁé&ﬁ' ent
conponents. To the ctontrary, the WI articul ati on paranmeters control how
sounds are played or reproduced. An original WI audio 110 is input to a

290" and canpiidokiits R Snd ERualiafiiatPediel Ul S Rhins SR URNAR BIFHE' 3
i s divided i nisvava@ablee Bt andRrdhdansre pudfatabhn a dewvalvatishle samdqDEs)s 124 and

122. The articul ation paraneters 122 are input to a paraneters hiding
nodul e 140, and the sanple data 124 are input to an adaptive-bit coding

nodul e 13§, : P Fojal tdi ng and
5. adapt Fge- it e eSS iR ool o e e R o K126

enbedded i nt cconfigusdnp kxtrath b digidhwateanarktfrans vaksmagked eligitati andio datalgeded
articulation parameters, 122 . dif ferent enbeddin dul es. 130, 140

Pr 00655t hom o & SIS EEHEbP Jorml ! he PRI DAHOCHA BT ISR Rad out put s
142, 132. 20 ddeetingaRvdtd@rabk frofOatifdatiditptrand3f dfihdaaRansReddilithll uio
automaton and is depicted in greater detail in Fig. 2. The adaptive-bit

codi ng modul edatBeodsd aging assynhesperear i clEmoIrmal ardgvies forgletacting a (aparmark

Basi cal | y4¢ t hy €13 . . ' audi o
sanpl e da 5a ?ﬁmggg kﬂeep a<1;‘1elc'|9fnt gggﬁ?e?“%%%ﬁ\é’?‘@gnp l(lé( d%é%ﬂée;d%%%%ym%gﬁaa
architecture format; and a device for verifying the watermark by comparing the

detected watermarks.

In accordance with a sixth aspect of the invention, there is disclosed a computer
30  program product for extracting a digital watermark from watermarked digital audio
data coded using a synthesiser-architecture format. The computer program product

includes: a module for detecting a watermark from articulation parameters of the



of a binary sequence of the watermark 212. This is described In greater
detail 25 hereinafter with reference to Figs. 2 and 3. The vvatgimr kgq]d30

- sanple data 132 is provided as input to both a coding-bit extr ‘Uha dul e
150 and an integrating nodule 160. This nodul e 150 extracts the coded-bit
~sequence of the watermarked sanple data 182. The output of the coding-bit
30 extracting nodule 150 is input to the paraneters-hiding nodule 140, as
wel | . As desqy] r einafter J Lo W] tp Fig. 4)
t he paranet eﬁg%t%lﬁ%rﬁ%l (rﬁ;g@% Iagglffg{he%%lg%g% %gfﬁ &%1 ']'ésrl %’r&a?‘ﬁbhgtg‘%t,ﬁ{egfﬁgﬁ?tf ? necessary
t he wat er mar kasdutofte defeicting a waterm8rksfesn emaplealatat dfehsvahtermark ke digitalgidéo dat a

132, into the articuylation paraneters 122. The wajermrked arijcul ation
par anet er s 1 Aptaaded HE0e a@&ﬂﬁ?ﬁéﬁfﬂ@&?%%ﬂﬁ%ﬂi& &lggvleaf%wlfwng Ahs he
wat er mar ked \S;Mrﬂﬁ Ih34rinc e dbaEEg“atd ygodul e | 60 produces a

wat er mar ked audl o %g% gsl% tE}gc()lut put R’%& t he enbeddi ng system 100 by
integrating 5 the watermarked sanple data 132 and the articulation

paranmeters 1 i i . ackages the wat ermarked
articul ati onﬂﬁg}éﬁmﬁﬁ@t@ﬁ&ﬁ%ﬁﬁwgml e data 132 in standard W
audi o form adaphil WEmBkf ofHIatnREbE Gie 2PRNEON FeQlesctibed hereafiekwithagr am
illustrating in greater detail the adaptive-bit coding nodule 200 (i.e.,
130 in Fig. Ipferadiceto i drawingsipmdickat a are al so coded according to the
HAS, so as tqg..ensure.m,ni.mal distortion of.original. sanple data, The
wat er mark 212 ¥ Braﬁoé%cg%% g ¢ "lsﬁyystierﬁl 0_5FmB?ckié’?%/dlggalfél%e‘g?tegéacrhs Bt of the
sequence 1912 waRtadlegudio CWITY) abRLebfane: With a irstleftbodibight of feiiffentidd0. The
particular location in the sanple 15 point is determ ned bﬁ%({'he finite
qg,kgL

aut omat i on ( AR hisdudetailed bl agramqfian adapsiveditpodinggnedule 420 wnplementedy t he
sanpl e | ocati. gﬁ?gr anple points is determ ned by

t he redundanclgggéﬁ%{té#@ae&%gmeg%ﬁﬁg u eoggi%ﬁﬂependent on the HAS 250. 20 As
shown in Fi g.Fig,3 ishestaie tjagtano6f 4 fimité autoinetoauheduid 220 mmdethent@®Pih thad a sanpl e

frame 210 (124) of W audio ta. are input to the sanple-locating nodul e
230. The out RfEPRYe-biheo %ﬁ!ogﬂeiéaﬂfﬁgg-ﬁmdm e 230 is input to a redundancy

adapti ve jgodiyyg m%%e%aﬂ%ﬁ%loc‘kmi%%rg:og q f‘é&%ﬁ‘été&@ﬁidi@h&hdﬁ@fﬁ@ ifPlefidftely 250.

The redundancy adaptive codi ng 240 produces” the wat er narked sanpl e
frame 242 as thewatemmprikt enoffedding spStemcddtig e codi ng nodul e 200 (130).

Adaptive-bit godin as, ;.however . | ow L nmunit.y to.manipul ations. Enbedded
A or 1 on daf BB RIER PR tvafibior Ry Pl B GRS Bl oy
operations. Af@pimatRedMT R1D fohckedBndedwith b SeddBe dnidadino Of hie\i@edtion;
considerations. Firstly, unlike 30 saggz: ed digital audio, WI audio is a

par anet er i sedigi @istahlogk dipgramsef qurexpmply aft4 comnuter sygemawkth ydichthe ypi cal
si gnal prﬁceseﬁﬁﬁgiiﬁl&?t@g&%@véacﬂéﬁhmﬂis addi ng noi se and resanpling.

Secondly) the size o wave sanple 210 in WI audio is small, and




03 -10 therefore it is unsuitable to enmbed a waternark ingshgysaeel e in
the frequency domain. Thirdly) to ensure robustness, the vvatermar ked bit
.sequence ofwcemyses data is enbedded into the articul ation papERiPfogogk22 Of
WI audio. If the sanple data are distorted, the enbedded information can be
used to restore the coded bits of the 5 sarrpl e data 124. The operation or
“functionality of a finite automaton M i npl enented by the nodul e 220 can be
descri bed as a qui ntupl e: = <X, Y, S 8,7~ 10 15 (1) vvhere X is a

non-enpty fini flnlte set
(the out put aI}tE)l az?si 61%)%&@%&“%@%‘90%%%&;3&%‘[% ‘Wlsﬁeg’sggf&? ﬁge e al phabet
of M, 8: S xXomiput&r.i s a single-valued mapping (the next state function of
M and ~,: S xX--~S is a single-valued mappi ng (the output function of

The el emants X, Y, S 8, and ~, are expressed as follows: X = {0, 11}, (2)
Y = {yl, yz, vy , S1, Sx, Ss, Sa}, (4) s;+1=s {s;, x},
and (s) 20 25 é&'ﬂﬁhﬂf%%@ﬁ@)%) where vy; (i =1,2,3,4) is the nunber
of sanpl e i nAaméthad, aarapparatmyexid af dompoen pm@mﬂﬂrdﬁgcttﬂ)t gﬁalraﬁdnlaondl ng to

rel evant states, x is.,the ele and has, a value o 1 (r =0
- 4) is five t?’ﬁ’@gﬁg %Wegg[;r@gﬁbé@ﬁgug& me “9915 downloagable poynds, are
espectively, afidribe hcteififer! ChirédhbndihglyCa mih 44 ga{pggm,r@{dga coffip@fdam 300

of the finite autonaton o . Each
state transiti progran progiuctfor extractihg dxgaamﬂm\haedmﬂksaﬂwmwa&rtnhrmdmput

extending fromthe current state,t The initial state So
310 makeg a tp]gﬂﬁglia ﬁf"’éﬁ(’t‘ﬁ 8aﬁ‘é&‘8r} @Zﬂ-ﬂﬁ Fscflﬂ‘ib‘lﬁ’ nymerqus gpecificat e
52330 for (¥. J&mssarefs&@m%?c% Epéin bfidre iﬂg'teéhnic{aeétﬁ%&lflbéggq &gga o

state S2 330 for . The state S 320maesatran tion to s
for 10 or to sﬂmﬁﬂ@ﬂ p3be agrhoweverTthat thepresegineentionniay de practised without 11

transitionto fo t Sl 3 for 00. [TJhe.state $S4
350 makes a tran5| e%&ic th ?&F mstﬁceg,r»%‘%lg-k%qji%qé ?sﬁ%n?t(ﬂ“% éﬂ}ppendi X
A contains an &aaﬁpbasﬂéttadbsmre/me«pﬁﬁeﬁtgnmﬁﬁﬂ | ow-bit data hiding to enbed

a watermark into WI sanpl e data. Paraneters-H ding Mdule 400 Fig. 4 is a
bl ock diagramillustrating in greater detail the paraneters-hiding nodule

15  The watermark embedding and extracting systems according to the embodiments of"

the invention are advantageous in that a watermark is inaudible within its host signal
and difficult or impossible to remove by unauthorised access. Further, the watermark
can be easily extracted by an authorised person such as the owner of the copyright in
the audio work, and it is robust against incidental and intentional distortions.

20
In the following description, components of the system are described as modules. A
module, and in particular its functionality, can be implemented in either hardware or
software. In the software sense, a module is a process, program, or portion thereof,
that usually performs a particular function or related functions. In the hardware sense,

25 amodule is a functional hardware unit designed for use with other components or
modules. For example, a module may be implemented using discrete electronic
components, or it can form a portion of an entire electronic circuit such as an
Application Specific Integrated Circuit (ASIC). Numerous other possibilities exist.
Those skilled in the art will appreciate that the system can also be implemented as a

30 combination of hardware and software modules.



400 (i.e., 140 of Fig. 1 ). In particular, to ensure the r@sukiy2sos of the
wat er marked 10 WI audi o 162, the paraneters-hiding nodule 400 enbeds the
wat er mar k MQoq 4586, and if necessary the watermarked bit segquauos/odhy,
into the WI articulation paraneters (414, 122). The watermark 412 and

wat er mar ked bit sequence 410 are input to an encrypting nodul e 420, which
encrypts themand forns a data stream Preferably, DES encryption is

i npl emented by the nmodul e 420. However, nédnmerous 15 other encryption

t echni ques, i ngl.udi I MRt ] ndard (AES) such as LOK197,
Twofi sh and S(-,Pryfic “.@gﬁ\égﬁﬁ%ﬁé@ﬁ‘m t hout departing fromthe
scope and spi rFig, 1ofs atbiecki diagedth o0 8 sysldie fofbnibeddifis b Hatrhafe I 28R ta8 lofigthhft are
input to a nodule 430 for generating WI 20 virtual paranmeters. The virtual
par anet ers ar eWdsadiorfye d i efstinea \}Htg@dmaﬁlrz@gntam swe presi prtiqulasion paraneters

articul ation par r I Tet er r .1 he nodul e
330 from the VO SERPEidhts, OrhY bodlRh aBUEHT Slandlb AN & RASF Olils"s
provi ded td a traditidnel shéddplddadigieatiredid) the sdniyste dah &f AR andib dilé fre narthecul ati on

parameters 414 to gr oduce wat ﬁr rrgr ked articul ation paranmeters 442 dependent
on the .25 watRIFYAieOt SOMBORFats. Hiorthe eontianie the/Wd agticniatinn Rasarastess crutzpl Bownhi ch

are preferabl ysaR8d P bRYeddr rertolydyl Ng nodul e 420 before being input to the
nodul e 440. Bes((:)ause aPt g%fersﬂgo ér%o’t know the | ocation of the virtual

paranmeters, the enbedded data are difficult to detect and renove in the
presence of atfacks. he. ot.her. hand, enbeddi ng.both the termark 412
and the wat er niP REEDA} B Isaélaﬁ’ehgés ppt ‘ior?'t@nleﬂﬁew%ﬁﬂ NPGP&#Z&WM aneters
414 ensur ey t herolsdes BffclafoPhari bRl 124 afi d f " isnHehe W
sanpl e data 124, 25 Jul ymggaors WO 00/ 3%53?%%?‘%%&5%83@%2%1&% X B

cgnt ains an Ex@n'lginai VOT apdip 4@ iscdivided ?tm@nm}e-ganen@whglaﬁbn-mmmerwr amet e(r:I S.
T addi j. a i
2 et or k¢ HETROReMR T2 E N £7F, IR0 p byl S pacdmbies LB IR RO i dips o °°

i mpossi bl e to hiditig\eodufe 140aaid the issinple deta €198 ardinithiean adaptvebitantimgd per son
can easily extra&h the watermark, Still further, it is robust agal nst
]

i nci dental andmpfiled39.oAdvatermarls 12 is also inpys takinth the nagametessibidivggnder mar ks
from Wat er paar k s j i c i agr f i ystem
500 or extyackPR s ey Eaimofulet |8, 107 Enis BYCHD ' GuERiiE 190 itbched

accor dance wi t intciths satople detatiGd; buiittis alstembedded énto HixOartieultiomparameétetsdari al | y
brocess | mpl enopdiiesembedy e Bpesion A0 FReErR pm AR 2alifh FPEHYF: Wioded.
15 The wat er mafdsdelddarm Whtdmarked iofitpufiNYd, 132. @ content-extracting nodul e

S20, which produces watermarked articul ati on paraneters 522 and wat er mar ked

sanple data. 524 as its output. This nodul e 520 inplenents the inverse

ti f Wale j i 5 jpdudi
S50 s di vieq THEMBIEELE LN ERH38 hasdd B o Bite AAEmMBRERTH dfellin® ! ©
articul ati on pgrearetetaib irbPig. 2. he adaptivesbitrdodihg module 13hpradhads wateemparkedi ded

D et o & 522 SHHE AFOAARA Gt Balipals) s HatE NF D moRPHR B TR A | on

530. The det eciygy; I EEIR% Riatnat §on
532 and water lrzlggﬁ?girér?ggléggmg%&g pzisttt%slya‘%ﬁlt pu .Kitigof%g%%onglie:?ggdg ?ftgghk
det ecting and eta bingrysgquande pEthe vatermark 520 Thiscs described inygreataedetail ect i ng

nodul e 530, perfornsa.the. i rse rat o of the paraneters-hiding nodul e
140. It fi%ﬁs E‘ﬁrg"\?ft?{]ﬁ%#]p%%?%cﬁetgﬁ%s?ﬁa%dgiypts the virtual paranmeters and

extracts the waternmark and

The watermarked sample data 132 is provided as input to both a coding-bit extracting
module 150 and an integrating module 160. This module 150 extracts the coded-bit
sequence of the watermarked sample data 132. The output of the coding-bit

30  extracting module 150 is input to the parameters-hiding module 140, as well. As
described hereinafter in greater detail with reference to Fig. 4, the parameters-hiding

module 140 embeds the watermark 140, and if necessary the watermarked coded-bit



wat er mar ked coded bits of W sanple data. The code-bit detegs juig2088iul e 540
perfornms the inverse operations of nodule 130. It |ocates the positions of
..codi ng bitsv®w/dsassed on the finite autonaton, determ nes thecyaldseoepst he
bits corresponding to binary watermark sequence based on the redundancy
techni que and the HAS, and recovers the waternmark. 25 July 2003 WO

* 001 45545 PCT/ SG9/ 00004 -13 The encrypted watermark information in the
virtual parameters of the articulation paPameters is detected, as is the

dot ecti ng moddries B p8RaRatits e fa 19 AR FrubRhRon iREniRAL 0L L
524, if avai | dffleavaturhiacktediastiquiapioh gedmasers 142dre input fiethe itk grufinPmatalel 160,550
as well. The veri f%#l&]ﬁrmdul e 550 caonpares _the watermark sequence in the

sanpl e data 52408 vajermarked sampladafeddi dhe sucerating medule 160 producese

paranmeters to i (2510 I t . 4 has
suffered di st o‘yf‘tﬁﬁé\%kégw}t@gﬁv&a%?ggmﬁrﬂi’t@ggﬁgﬁggb%lﬁgg y%%gﬁggﬁggrg & he
modul e 5405 t hthe watesmarkedk smhpleodata §32 indsthe afticakatios parametse 42, OTHeest ore t he

coding-bit informatjion in t sanpl e data 524 1Q and nmpke the detection in
the restored dategratiag modyle; @8 renaekages the yyateymasked agtioylaton parameters 14 and

det ected wat er%@ﬁ%edeggg@?erdanﬁhﬁ.sﬁH{lé?waau&iB?ofHRdu' e 540 with the

information 542 e n the articulation paranmeters 522. Authorisation
of Playback 15 Optionally, the enbedding system 100 enbeds an i nfornation

flag to controE !th.e @uﬂe[ Ohtli@mthat an aut hori sed user can pl ayback

the WI audi o. ve-2l 2 i sed user, the WI' audi o can be played a
fixed nunbgy Ofig! 9 NRSHIGUX! dlkighs G0 siiAtih at@ it (HYRGY tiv@-ﬁﬁt%ﬂ{?%’ln@& id he
nunper of repeal times is built into%lﬁeépgl ay tools. \Rhen t he a oho IS

u
about to be pl280e., 13dindiat k)oBits of the samplodatasare plse codwl ateordingsd thoHASy

each use, the remaLni [ o bl .1.0..b Crl Nt s.aqhf It
reaches to zer%o, ﬁﬁhgbs%g"r‘@ c‘:ﬂ?ladrl&bﬂ"toéggﬁgé@glﬁwleg%ﬁgl g@%gg%&i zé?rﬁ%ddi ng
and p , det ect progessétbaseostiingdf bimirp set@ences, Eschctit of the segifenty/2 12 vephocsn

nodul es used to enbed, and deﬁ%ect watermarks _in the articul ati on paraneters,

i .e. another vfQrresRendingit of thesample paints 20 dhe particplar logation,in the sample o5

The foregojqg i : k j i h
wator v kL of Sl iR Rc by (o AnlyR Ekastthn (/0 ACKAC 220 SAMBHIAS e 1y
det ect ed and elocations ere. defsrmined blylthe saniple locitingy meditle 230. Thenumberrdfisamplean be

i npl emented using a ut er, syst such,as. t he,..general -pburpose.c ut er
shown T Fi g ot SO by S eATharBeE nasblive i pisble P4 BERBaS SR,

i npl enent ed asthieEHASBS®, Or a conputer program executing on the conputer.
The nethod or process steps for enbeddi ng and extracti ng watermarks to and
froma W audio are effected by instructions in the 25 July 2003 WO

007 4554 PRT! SER QMDA Fig 17 (RO O teliblive AnfonfedSn inS B Yholad b BEmBRTRHeS
Agai n) the software nay Be i npl enmented as one or nore nodules fTor

i npl enent i ng t BE0 (2dyefWTsdudmsdataldrainpusto the sample-locating module 230. The output

of the sample-locating module 230 is input to a redundancy adaptive coding module

240, which also receives input based on the HAS 250. The redundancy adaptive
coding module 240 produces the watermarked sample frame 242 as the output of the
25  adaptive coding module 200 (130).

Adaptive-bit coding has, however, low immunity to manipulations. Embedded
information can be destroyed by channel noise, re-sampling, and other operations.
Adaptive-bit coding technique is used based on several considerations. Firstly, unlike

30  sampled digital audio, WT audio is a parameterised digital audio, so it is difficult to
attack using typical signal processing techniques, such as adding noise and re-

sampling. Secondly, the size of a wave sample 210 in WT audio is smali, and



nodule is a part of a conputer programthat usually perforns sup20ed3 cul ar
function or related functions. 5 In particular, the software nmay be stored
. in a conputweo ot/&s3skbl e medi um i ncluding the storage devi cespdgscdorobsd
herei nafter. The software is |oaded into the conputer fromthe conputer
readabl e nedi um and then the conputer carries out its operations. A

© conput er program product includes a conputer readable nmedi um having such 10
software or a conputer programrecorded o0t that can be carried out by a
conputer. , T f eyl I Wi er
preferably ef ?ggggﬁ%g\}sé{ﬁé&ggg%us a{lgé)eg%\ggtges ?gl?&g%%hgil%g&aﬁ%%gx racting
wat er mar ks t o dondhird. r Ditirdiy, Wb easinte cobutnasse thie Gnbet havitet bitt Sequeniod ofiafpid dat0f the -
i nvention. 15 The, c yter, system 600 includes the conputer 602, a video

di splay 616, dh amb?fig{éﬁ le‘e\}hfcé@ﬁ&tmn poemetess 124 @f W baudion & the pampledata gret em
600 can have aiifofld tdWiiibiliePfnrfiidifibn il Plsc BY Hesfite 1HATRHED B1E drlie
printers, laser printers, plotters, and other reproddction devicCes

connect ed t50 tdampiecdgpuii®4. 602. The conputer system 600 can be connected to
one or nore other conputers via a communication interface 608A 20 using an
appropriate conmuni cati on channel 630 such as a nodem conmuni cati ons path,
an electronic ; | ; i rea
net wor k { LAI C,ﬂget ,giélog;?iégi dr?g'? é\%ﬂffot&%ﬁhlﬁ%@ﬁgﬁﬁlﬁ%{x g%ne:ﬂéﬁigh{%? (‘))? tﬂ[mﬁg@z}urlﬁer net .
The conput er 6229 danbk dgswibed asequintipledr ocessing units) (sinply referred to

as a 25 processor ei r 04, a nenory 606 that may include random
access nenory (RAM ané%gagt%&sy menory {ROM . input/output (10O a(l)

interfac esl(ﬁogﬁlﬁ&@i 2 Q8fn-cnpty ?biﬁﬁe st (e fids %ﬁﬁgbet %?ﬂ{)gﬁsr ﬁ ﬁoﬁf@ﬁlﬁtggfeu% age

devi ces gener y represent ed‘my a bl'ock '612°1n Fig. e sto

devi ces) 612 csh(tboostput alpliabohef M), Shis amoofentptye fihivé sed\(fhn gtatesalphabetnf M), sc, a
hard di sc drivg, neto-optical disc drive CD- eti.g 30 e or
any other of agrﬁi%{)—g%qﬁf SW@%—'%‘P%‘W@‘%& @5%&&‘8&%*?%@%&?8% f‘#‘? ose
skill ed i n theisalingle-valied whipidP Ale YRLAPAABAR G SO0/ 00004 -15
Preferably, the system 600 al'so includes a MDI interface 640, which can
connect to an external synthesiser (not shown). Mire preferably, the system
600 can ingl udg, a .sound 40,. .whi ch may . al i npl ement the M DI _

i nterface. f#heﬁ%ﬂ?fﬁ%‘ér’é%%ogc%ﬂq lcgﬁteﬁprgsséﬂ@ g‘ﬁmr“@pr oduce audi o signal’s
and nmay i ncor por at exa= p(gl’ill}g-i n synthesiser 5 (e.g. a wavetable 9

synt hesi ser). Each of the conponents 604 to 612 and 640 is typically
connected to one or Yiof®, B Ysye}.ot her devices via a bus 614 that in @Gdrn
can consi st of datas=af§r§s§ ng control buses. Numerous other deviggs can
be enpl oyed as part”of °he"c§r§h &t system 600 10 including a video tapture
card, for exanple. She=8 {$;x}jaiderface 610 is connected to ~ ' _J th¢)video

di splay 616 and provides video signhals fromthe conputer 602 for di SE)| ay an
the video & splay 6%6" MiSex}i nput to operate the computer 602 can be(6)

provi ded by ong,or ofe . . devi Vi i.n face.6 . exanpl e)
an operator caWhglgélr'TRhe 1@%&5&@" e&r?é%%‘iﬁg pﬂiﬂkﬁ{lﬁaﬁagéfgg&?eoiﬁé% as the
nouse 620 to pemyedling biocbréspodding Rerelevamiftes, RGP the Bletneny 6f Xrn 88 d vahse Npl y
provided for illustrative purposes and ot her confiqurations can be enpl oyed
wi t hout depart PR OF Lobn( Fid -4 dpkivetypessef states @rreﬁmam\ﬁeﬁs PRPL thepdikler s

wi th which the I . tsed include | BMPC/ ATs or 20
conpati bl es, oﬁ%@%ﬁ%gfﬁt@%ﬁaﬂﬁa@am ly of PCs, Sun Sparcstation
(TM, a woRkstation or the |ike. Many such conputers use graphi cal
operating syst such a Cros {,ndows 95 and 9 faor | e.. The
foregoing is rrgllggls'fgeetﬁ?%r %“ﬁ”&? g{lélgwwgo&te@tom?fgtpg “\ﬁd’t‘ﬁ)&%ﬂ?sc‘%p{cﬁg

enbodi nent s of if by BNEABK k@id tHERYIBR iPihaichied Sdth alsiftiedkaded aifo WilDGERERS Of
t he enbodi nents are resident as software or a 25 programrecorded on a hard

di sk drive (gemsteading fepmpthetcusrenisiase txthement state.FThe ingtjal state B3 10 snaben e r

dabl di . i
| oropdi ato Stapaen kel Si<5A2b for et/ i bilfe BARE TN THOfare 1320
may be accagpl ingdkesl a wRahsidok teitRETocom oLt stite BE30D fior 6p6ThestariRBY0 makesancer t

with the hard disk drive 612. 30
transition to state S; 340 for 10 or to state S4350 for 11. The state S; 340 makes a




tn sonme instances, the program nmay be supplied to the user esgggdedogn a
CD-ROM or a floppy disk (both generally depicted by block 612), or

.al ternati viG/0W45545d be read by 25 July 2003 WO 00/ 45545 PEOTRE9000904
216 the user fromthe network via a nodem devi ce connected to the conputer,
for exanple. Still further, the conputer system 600 can | oad the software

" from ot her conputer readable nmedium This may include nmagnetic tape, a ROM
or integrated circuit, a magneto-optical -Hl-sk, a radio or infra-red

transm ssion h i ut er
eadabl o card LASHOLPRIEREGRFOPPRIGEE SPOA BP00 The SR 350 RekpLY

i ncl udi ng enuittankitiamsnitssKifankl amnd statef i3 €oror). r ecor ded on web sites and the
| i ke. The foregoing is nerely exenplary of relevant conputer readable

medi ums. Ot her conputer readabl e nediunms may be practi sed without departing

fromthe scope : 'ééfﬁaigg LY, ' : tiem heddi ng

wat er mar k dat aAﬁr%tq%&gl aud?r%)g?ﬂpgé; &{éﬁg&g’ftc}glc ilﬁé%\/%g?pegrlﬁ%ar{m ata f rom an
enbeddi ng W camhied afwatermiask inef WiTr sachpleoddéent Mark (WI). I n the foregoing
manner, a method, an apparatus, and a conputer program product for 15

di gital audi o wat ermarki ng of wavetable (W) audio are discl osed.

Cor r espondi ngl%ﬂ_@a@l}n@ggm@@w atus, and a conputer program product for
extracting di gﬂl_ al’ audi o waternmarks from waternmarked WI audi o are

di scl osed. WhiFig. 4bisiaplockdiggram flinstratingin greatescietaiirthe panamettrshidingendodule Wi | |
be apparent to se i dd. inth rt.in vi of this disclaosure, that
NUNEer ous chang%&sor@ﬁd}gdr(odﬁﬁgﬁf) i grégqr@ﬁ@arcgnenﬁléreﬁﬂl%@fbwtpm thevatenmarked g £ r om
the scope mnd Wil dudio 162, {he@atafiéfitd-hidihg module 400 AABERALY witefmBRANY

LowBit Coding Based on FA and HAS The basic idea in lowbit coding’is to

enbed a wat er mndif necessarythe watesmarkedhbit sequencerstfcinge thendT) astielationgni fi cant
bit of each s a}SH?L:h&Qrf g@h{,‘ trllzgy il'%g, GrtGHall 5B hdShdtbrfhe ﬁifgeﬁﬁgh%'e Q?gé?el t he

wat er mar k. For® exanp biI't's per sanpl e represen east
four bits can inputtsen edaryptingdnodyld 420, whichremeryipts thma and doreus aldutastekabect i on

in lowbit coding i by reading. out the val ue, fr the low bits. The
stego key is t Pﬁ’ﬁﬁewﬁﬁgl ?%wtﬁ%%em&% &B: PHEVeR IUMBEIUS way
to enbed a ¢ oAl ke i i

tranont ssi o SBEeahy b ccRN, BAMIREhOAnGR Ao Afial GOOSS) fich os

channel capaciYQK39h Tyeofskopd Sempentncaibigpragisedingseadiwithopt depading drapt the
redundancy | ow: hi b K t. based on a finite automati on (FA) and HAS
is: 20 (1)Conv%cgpaf“ﬁ&e)s%ﬁgtt%gﬁrﬁ"?g%gsage into a binary sequence; (2)Determ ne
the values of the elenents in the FA that is, the nunmber ofsanple points

that are junped off cqrrespondi ng% rel evant states: . _state 00ys ;. state
0125y, : stat eTheWT artiqylglion pergme géﬂéﬂmmpqtﬁeamﬂmmﬁﬂ OR 8eASERNgOVTO and 1

bit to b - L0 Qﬂqﬁﬂ i s : dded
nlunbe? fgrﬁirbgl t. g‘oﬂa%%ée}?e?rrﬁane t g&ul—&g&t;ﬁrg?ﬁ%tgle?b(e?? vavatggfé E%(ﬁgegf tehe
bi nary sequencstreaoyintosthe Ml agiculatiomparametels. e sines pdranteters anegeperpediby i n
the WI I ta: | ed d 44k i 44k Hs I

for a oy sel ostecmrylroreo fEom BT 2y fition pardiieerd ade 55 BubR Brdla AT U
val ute A ?f t hepfovitiRl @ #fothle 4D fort ditbeliding thy wateahatk Intoithé\arficilbgsn got o next
poi nt, else

et

parameters 414 to produce watermarked articulation parameters 442 dependent on the
25  watermarked coded bit sequence 410 and the watermark 412, which are preferably
encrypted by encrypting module 420 before being input to the module 440. Because
attackers do not know the location of the virtual parameters, the embedded data are
difficult to detect and remove in the presence of attacks. On the other hand,
embedding both the watermark 412 and the watermarked bit sequence 410 into the
30 articulation parameters 414 ensures the correction of detected distortions of

watermarks in the WT sample data 124,



(b) Step over v, (i =1, 2, 3, 4,) nunber of points and reppmggy bbE3 | onest
bit of r, (j = 0,1J nunber of points by the bit of the binary sequence; 5
(c) Repeat WR0045548 | bits in bi nary sequence are processed. PCT/SG99/80004
Appendi x B The basic idea in paraneters hiding is to enbed the watermark
information into the articul ation paraneters of WI audi o by generating
virtual paraneters. To illustrate 5 this, wnl oadabl e Sounds (DLS) Level 1
are considered as the W audio to show how*to hide watermark information in
the articul ati % BEIneliss anle (1) Encrypt
t he waterrrark@?ﬁgk?y sequence é;ﬁdfp%a%fceﬁr%ngr&&%%%ﬁ‘\ggf?@&?&g%gﬁ%gl (2)
Segnent the emperapptessl data streaminto n parts; 10 (3) Create a virtual
instrument in the DLS file, and use its paraneters to hide the waternark
informati on. The virtual instrument collection to hide watermark

i nformation caphehputétRRA éMbelidat s‘ygﬂehpl’ﬁi‘) ofﬁgs'—i §;|'4 ad%‘ﬁtagb&ﬁﬂ orbPiléd 2 | nam
“Instrument nanme" <dlid> (watermark Info I nsh> watermarklnfo

part 2) LIST watgmarluhgnsmagndlblkwqhhuts(hnatmmgmlanﬁd;ffpmittor pessiblerto
t k | nf f t 5 T “rgn, 30 ...
LISt Tart <arebdy daputinyid o J3hE0 R fuhsd BEon Sl s tsPlibe o

PCT/ SG99/ 00004y ateifatiaiStil: fuftherAit igiiobast agémﬁrimmftﬂ gndirtériiohal dist@tigRsrar k in
digital audio data coded using a synthesiser-architecture format, said

met hod including the steps of 5 enbedding at |east a portion of said

di gi tal water @t far BHRUECRLR bl epﬂE '! REy RAyF aneters of said

synt hesi ser - archf tectur e ing to claim1,
further ine¢l udiipe nslaebl@dkehagl&malﬂarcbquondmgdymn Sad toraixfradting awadterfad®lt K i n

d le d
said sample ago% from watermarked WT audio 510 in accordance with a second embodiment. This

system 500 performs substantially the inverse operation of the embedding system 100.
In the extraction process implemented by the system 500, the original WT audio is not
needed.

15
The watermarked WT audio 510 is input to a content-extracting module 520, which
produces watermarked articulation parameters 522 and watermarked sample data 524
as its output. This module 520 implements the inverse operations of the integrating
module 160. That is, the watermarked WT audio 510 is divided into its component

20  parts, sample data 524 and articulation parameters 522. The watermarked sample data
524 are provided to a coding-bit detecting module 540, and the watermarked
articulation parameters 522 are provided to a module for detecting embedded
information 530. The detecting module 530 produces watermarked coded bit
information 532 and watermark information 542 at its output to the coding-bit

25  detecting and verifying modules 540 and 550, respectively. The detecting module
530 performs the inverse operations of the parameters-hiding module 140. It finds the
virtual parameters, decrypts the virtual parameters and extracts the watermark and
watermarked coded bits of WT sample data. The code-bit detecting module 540
performs the inverse operations of module 130. It locates the positions of coding bits

30  based on the finite automaton, determines the value of the bits corresponding to
binary watermark sequence based on the redundancy technique and the HAS, and

recovers the watermark.



3. The nethod according to claim2, wherein redundancy adap2s gy 2688 ng i s
used based on a finite automaton. 4. The nethod according to claiml1,
~further i nMOUW4A3#5t he step of hiding 15 said digital water TRER/SGH/eAdL
articulation parameters by creating virtual paraneters. The nethod
according to claim4, further including the step of enbedding said digital
"watermark in said virtual paraneters. 20 g The met hod according to claim4
or 5, further including the step of extra # ng one or nore coded bits from
wat er mar ked s B legergpled wat@lrvinfdralioPAAERirRABp S ARaLRGS dRReRISRrUPON a
wat er mar ked coded bit_sequence. 7. The nmethod according to claim®6, further
i ncl udi ng t he patamstess issjetctrg, as-is the watormagk segukecs in thecapdinigtbits ofithersemplen sai d

articul ation a [S; .. dhe.. Qr.4din o claign 7. further

i ncl udi ng the%g{aeprﬁ%§°é%‘g”d‘a‘?eﬁ%“@@“@&ﬁ?&%ﬁﬁgﬁ%‘%’%ﬁf%e watgmatked | 1 sai d
virtual parangimple da05H) if BReildbtd, Batthds pryvitiedds inputtotheverifping@aodule $5ver

i ncluding the step of encrypting said digital watermarked coded bit

sequence. 5 23sWelly Theyerifyng moduly A0 pemaprses the weteamparg sequenreinthesample
furth [ | ' . ' j i ai..tal.. K. 11..Th
e e e oL SIS 58 ) A B,

of generati ng theivatetihgiki af theatacsrmarkiéd sadmple BaR 574 thaoshffeeeidistoftiand endogy one
of clainms 1 to 11, further incl u%i gg the step of dividing said digital
audi o data codeterinariseayense ranpatibe detested hy theamodule 541 tha watarmarkedicedingnpl e

data and sai db?.rsie.g&é#é:,@gﬁ?& e fRbBrehe LM -bitT&}Srﬂgfogggét%&?@Bﬂgﬁﬁm any

one of clains furt I ncl udi ng t step o
pl ayback- dént ran nsakgnbe detédotion fintherestdred datac Similarly, the verifyingpmoddle 652i ns 1 to

13, wh i id.15.di gital di t ded ' ]
synt hegir g:ap- ZS’%P#F%@F@%&C&& v ?rl’qgg( X %&Hﬁg #ﬁtﬂﬁﬁgﬂﬁmﬁ@}em withtheat us
configured to iffgp@gtich ﬂﬂézﬁ@ddd&@ﬁﬁh@&&i&uhﬂoﬂt}%@ier@ﬂi o data coded using a

synt hesi ser-architecture format, said apparatus including: 20 nmeans for

enbedding at |least a portion of said digital watermark in sanple
Authorisation of Playback
15  Optionally, the embedding system 100 embeds an information flag to control the

~
—

number of times that an authorised user can playback the WT audio. That is, for an
authorised user, the WT audio can be played & fixed number of times determined by
the WT audio owner. Detection of the number of repeat times is built into the play
tools. When the WT audio is about to be played, the control information is first

20  detected. After each use, the remaining number of times to be played decrements. Ifit
reaches to zero, the particular WT audio cannot be played back. Embedding and
detecting the control information is carried out by the same modules used to embed
and detect watermarks in the articulation parameters, i.e. another virtual instrument is
generated for the control signal.

25
The foregoing embodiments of the invention are advantageous in that watermark
information can be inaudibly embedded in WT audio and robustly detected and
extracted. Preferably, the embodiments of the invention can be implemented using a
computer system, such as the general-purpose computer shown in Fig. 6. In

30  particular, the systems of Figs. 1 and 5 can be implemented as software, or a computer
program, executing on the computer. The method or process steps for embedding and

extracting watermarks to and from a WT audio are effected by instructions in the



data of said synthesiser-architecture format; and neans for25%sdedodag at
| east a portion of said digital watermark in articul ati on paraneters of
sai d synt h®Q WS44G chitecture format. 25 16. The apparatus BEESEAHY4 o
claim15, further including nmeans for adaptively coding said digital
watermark in said sanple data. 17. The apparatus according to claim 16,

" wherein redundancy adaptive coding is usegsbased on a finite automaton.
-22 18. The apparatus according to claim 15, further including nmeans for
hi di ng sai d disgfttvate thattaze parried dut by sheccompiuter ulAgainpthesaftemetmasbdy creati ng
virtual paraneters. 19. The apparatus. according to claim 18, rther
el i ng. rean@PlGiontasiAs aF A el BB To b e e e Procestbien: Thatds, a
paramet ers. 2Qnodlii€isa Pt GHatdmpGePprdafich {Hat ﬁéumy;_bér?orﬁfs agp%mcfu%tﬁmcﬁo or

i ncluding means for extracting one or nore coded bits from water mar ked
sanpl e data, galatedfinatipas. 10 paraneters created dependent upon a

wat er mar ked coded bit sequence. 21. The apparatus according to claim 20,
further including nmeans for hiding said waternmarked coded bit sequence in
sai d arti cul atfnQartRalaRRE Séfeward May Be stoRAR i ARBMBALS rRAANE HieBfhn, Incthdhgn 21,
further including nmeans for enbeddi ng said watermarked coded bit seqUence
in said virtudhe praragadedices desgibed herempfer: skhesofiwersrisiioaded inte theicompateor 22,

further includ r | sSalj i_qi t ermarked coded bit
Coquonce. |50 SR HECR e SAEE HRULAD R et hBluet LBl L BRGHS.
i ncl udi ng nmeans cbmputen progrdns prydsaiinthaieg b campivei eadablkmediam HdvingogweRr at us

according to an¥mone of clainms 15 to 24, further 25 inc|uding neans for
gener at i ng0s ai WHIVAES PrA CRPBRULS PERGTam pesorded ondtthat cap bs catried oyt Byy2 cOmBWPr. one

of clainms 15 tpyAne o?kﬁé&%pu&&ﬁédﬁ%??rg?ﬁﬁ?g egl{oﬂ.th{'d;r%%%aﬁl?i&%ewsgi tal audio”

data coded usihg a synt hesi'ser 0 sard sanpl e data
and sai d arti cadvattageoupsapparatises for embddding and extracting watermarks to and from a

WT audio in accordance with the embodiments of the invention.

15  The computer system 600 includes the computer 602, a video display 616, and input
devices 618, 620. In addition, the computer system 600 can have any of a number of
other output devices including line printers, laser printers, plotters, and other
reproduction devices connected to the computer 602. The computer system 600 can
be connected to one or more other computers via a communication interface 608A

20  using an appropriate communication channel 630 such as a modem communications
path, an electronic network, or the like. The network may include a local area
network (LAN), a wide area network (WAN), an Intranet, and/or the Internet.

The computer 602 includes: a central processing unit(s) (simply referred to as a

25  processor hereinafier) 604, a memory 606 that may include random access memory
(RAM) and read-only memory (ROM), input/output (10) interfaces 608A and 608B, a
video interface 610, and one or more storage devices generally represented by a block
612 in Fig. 6. The storage device(s) 612 can consist of one or more of the following:
a floppy disc, a hard disc drive, a magneto-optical disc drive, CD-ROM, magnetic

30 tape or any other of a number of non-volatile storage devices well known to those
skilled in the art.



27. The apparatus according to any one of clains 15 to 26, 32003

I ncl udi ng nmeans for enbeddi ng a pl ayback-control signal. 25 July 2003 WO
-00/ 45545 - Y9 0@EPF4SE9/ 00004 28. The apparatus accordi ng to RQy/SGe®00004
tlaims 15 to 27, wherein said digital audio data coded using a

synt hesi ser-architecture format is wavetable (W) audio. 5 29. A conputer
program product having a conputer readabl e nedi um having a conputer program
recorded therein for enbedding a digital “Waternark in digital audio data

coded using a éﬁyfgﬁbf}g {h\%ggs:tgﬁx%hbtaﬁfi tiﬁérg.gie%gﬁ\glﬁl ’i%tgxg%& SRR cal ?:&gxgg?t(r]tno

product includin ns for enbeddi I a portion o

di-gi tal wat er nmrekterml syntipdssen@bashotvny aMdresptefelubdy, skg sydteh 60eindncuded mat ;
and neans for enbgeddi at..l.east a portion of |d digital watermark in
articul ation ﬁ&%ﬁ@f‘ie‘g@&?ﬂw g%&fé%m%ﬂh {UM%Pe%BF?W.CW‘@O. The
conput er prograniHted Was/oPFepridit i Dei G f ' Ll s for
adapti ve coding sgird di iotg? V@F g%%fﬁ@% @gﬁaysg%@?%g? gﬁﬁtﬁ.@%ﬁgﬁﬁp
conput er pbogr(em dwevkiahle synthesiderhg to claim 3 0, wherein said redundancy

adaptive coding is used based on a finite automaton. 20 32. The conputer
program product according to claim29, further including nmeans for hiding

o o ! . . . t ! PrEh
said digital vaig bﬁ_ﬁ}%‘éomﬁoﬁlsdﬁ(ﬂ% 682 b GMéﬁéﬁggccgﬁe&é’d {'dne bk Blrevdf tua

paranmeters. 25 33. e _conputer program pro Ing to clarm3Z,
further incl udhegthaedavices via adwis 6di4ithagingainccad iconsistlof \datagadudxess, and coairol

virtual para S Al (o} er program product .according to claim 32
or 33, furt hgfb%?‘%c NHR eﬁaﬂrr]og'%%sde$ 13%5 BRP 5&"?%@88718&& Pfﬁ’ﬁrcgn@&fgay S22 604 r om
wat er mar ked s dnglhding atvitleo 3Aptan) ddrd/ fdrtexamplea TAEW{dRb InterfRed 61 id epnReRAto UpoON
a‘ wat er mar ked tﬁOd'Ed H{ t se%lence. .. 25 July 2003
e video display 616 and provides video signals from the computer 602 for display
on the video display 616. User input to operate the computer 602 can be provided by
one or more input devices via the interface 608B. For example, an operator can use

the keyboard 618 and/or a pointing device such as the mouse 620 to provide input to
15  the computer 602.

The system 600 is simply provided for illustrative purposes and other configurations
can be employed without departing from the scope and spirit of the invention.
Computers with which the embodiment can be practised include IBM-PC/ATs or

20  compatibles, one of the Macintosh (TM) family of PCs, Sun Sparcstation (TM), a
workstation or the like. Many such computers use graphical operating systems such
as Microsoft Windows 95 and 98, for example. The foregoing is merely exemplary of
the types of computers with which the embodiments of the invention may be
practised. Typically, the processes of the embodiments are resident as software or a

25  program recorded on a hard disk drive (generally depicted as block 612 in Fig. 6) as
the computer readable medium, and read and controlled using the processor 604.
Intermediate storage of the program and any data fetched from the network may be
accomplished using the semiconductor memory 606, possibly in concert with the hard
disk drive 612.

30
In some instances, the program may be supplied to the user encoded on a CD-ROM or

a floppy disk (both generally depicted by block 612), or alternatively could be read by



WO 00/ 45545 PCTJISE91 00004 -2435. The conputer program proghigily 2683r di ng
to claim34, further including neans for hiding said watermarked coded bit
. sequence i NYQY/H54r ticul ation paraneters. 5 36. The conput erPGHISHOQAG04
product according to claim35, further including neans for enbedding said
wat er mar ked coded bit sequence in said virtual paraneters. 37. The conputer
"~ program product according to claim35 or 3g. further 10 including neans for
encrypting said digital watermarked coded bit sequence. 38. The conputer
progr am pr oduche weciomithgynetwork wr mm@ieor d88¢e doungdest toitic¢anshutey, foeans f ar

ti id digi t k. 15 39, T duct
coor fi ng t o srfe SEH i seprendstor S GR oot F P Oy
generating saicgmgiet Feﬁbaﬂl‘@hﬁﬂiﬁﬁfz. Sﬁtﬁg%agmﬁu&&ﬂ?gﬁeﬁé tdpe OPR O Bf Ritkgfed

according to any one of clains 2 39, further including means™for
di vi di ng sai d citcgjt, mahagaeto-eptisal disk; adedionsiinfrp-red 2ansmissine shanael betweéentthe t ur e

f i id le d d id icul ati 41.. Th
comput er | pp oo AHPRELAGORE: dPvFe g Gouiiies rEadabls c8lA SR A'OBEMEIAGae, g 1o,
i ncl udi ng nmeange fnedrneé? ARG Ustkanetsandthdivp a4l ¢RAREHiSSios dhdahformBtidtérecotB& on

conput er program product according to any one of clainms 29 to 41, wherein
said digital avebisgesiandthe siledThefaregaing isrmerelyiexemplarcofirelevanticompaterat i s

A et nod of et Rt Tng Gitedonfnh talipic Rednd B s Uit a0

data coded usidefarting fomhthe iscope-add epirit ©f therigventdioaat , sai d nmet hod i ncl udi ng
the 5 steps of detecting a watermark fromarticul ati on paraneters of said
wat er mar ké@ di gital audio data coded using a synthesiser-architecture

for mat; det ectd g Y HiHiBIKe WAHRAAS 13 dvPbu il WAl SiRkied di oi tal

audi o data coded using a synthesiser-architecture tornmgt; and verifying
sai d wat er mar kwitgrnadngate firogn sméndbettding Waldawdia Slerinrdfaredad Kenbdand k) d
according to claim43, further including the step of replacing the

wat ermark from said sanple data with a correspondi ng wat ernark enbedded in
sai d articul atinqRe gAY @Asnek, 2 ﬁ@ﬂh@d,\/@i@rﬁaﬁm, dndanechijuter RohiA pestfudt fob 15
not available or has been nodified. 45. e met hod according to claim43 or
44, whereil$ sadigitalaudip iwaterurarking obwpvetabla(WT) rauqhg@&dlsdowda'gowemdlmﬁed

bit sequence. car I h ] b [ , e 4di ng
the step of dea(:&lg%ﬁi?’na& ag §?‘%ﬁf§ﬁ§|@t f@%ﬁéﬂ%x&%gé&gx fdrgasl‘:pé ﬁ"gr? (’:{{er H&@%%gﬁwa g&lréc? hod
according to cwatefimatks fiomAaterarkddeWT awrliolaiieriisclosed. sWhile ohlychestmaliptuintbgr sai d
digital water ngtr e&boﬁi?nents are described, it will be apparent to those skilled in the art in view of

this disclosure that numerous changes and/or modifications can be made without

20  departing from the scope and spirit of the invention.



48. The method according to any one of clainms 43 to 47, furbdhghybpesudi ng
the step of dividing said watermarked digital audio data coded using a
-synt hesi sewostoabsasect ure format into said sanple data and Saicesgbsbgepd ation
paranmeters. 30 49. The nethod according to any one of clains 43 to 48,
further including the step of extracting a playback-control signal. 25
“July 2003 -26 50. The nethod according to any one of clains 43 to 49,
wherein said digital audio data coded usi-h§ a synthesiser-architecture is
wavet abl e (W) audio. 51. An apparatus configured to extract a digital

wat ermark from wat ermar ked di gital audio data coded using a

synt hesi ser-architecture format, said apparatus including: neans for
detecting a watermark fromarticul ati on paranmeters of said watermnmarked
digital audio data coded using a synt eppendix Architecture format; neans for
detecting a watermark from sanpl e data of said watermarked digital 10 audio
data coded using a synthesiser-architecture format; and neans for verifying

sai d wat er srar RefyhdanepBowBit Catidg Bab@icdiEFA wad BIASRr ks. 52. The appar at us
according to claim5]1, further including nmeans for replacing the waternark
from sai d sanphebssig ideaiin lowabit sediag ifdaembed asasermarkdnicarsisiorignl b sai d
articulation LSadcd oS i .S_not
avai l abl e or E%ga%g%%eﬁr%%{ ?lglgg&ng@h%?@hiéﬂélg% ﬁ@hgbci%%eﬁgb m 51 or
gz, wher ei n sabrflespehdingns thefwarermasiaFe edahd plej incl 16ckbiss pon sﬂdfplptréprhésbmm&fjeg

it .. 2054 T t ' t ' t ' [
Teans for dectierh o SR apwed vy EBadhe Vrematt dRe Biddn atr AECHOPER af us
accordi ng{ho [ oI i i 2 ing said
i g tal o or it cshisitis athe ) Yeb IR oLV VELEBORRAD IO Blts “Ph RN 1D T
55, further i tidpoditiog ofsberaltered bith iaw-biy cedingla simpde way ke eémbédydateintoaudi o
data coded usin synt hesi ser - ar.chitecture f.ornmat. i.nto saitghg.anale dat a
and said arti g%ﬁ?t&ﬁ%ﬁo 33& gan| eearpg_fleggl all’ ranges of Nansmission Fates wi 1git

communication modes. Preferably, the channel capacity can be 8kbps in an 8kHz

sampled sequence and 44kps in a 44kHs sampled sequence for a noiseless channel

15  application.

An example procedure of redundancy low-bit coding method based on a finite
automation (FA) and HAS is:

20 (1) Convert the watermark message into a binary sequence;
2) Determine the values of the elements in the FA, that is, the number of
sample points that are jumped off corresponding relevant states:
» : state 00
Y, : state 01
25 ys . state 10
Yq . state 11
3) Determine the redundant number for 0 and 1 bit to be embedded:
¥,: the embedded number for O bit; and
r; - the embedded number for 1 bit.
30 4 Determine the HAS threshold T;
5) For each bit of the binary sequence corresponding to watermark message

and the sample point in the WT sample data.



57. The apparatus according to any one of clainms 51 to 56, fﬁ]@gﬁo
i ncl udi ng neans for extracting a playback-control signal. - q:;>38. The
appar at us a¥@0dsF§ to any one of clains 51 to 57, wherein sgéfl,ség(g%@b; al
audi o data coded using a synthesiser-architecture format is wavetable (W)
.audio. 59. A conputer program product for extracting a digital watermark
from 10 waternarked digital audio data coded using a

synt hesi ser-architecture format, said conpdter program product including:

. nmeans for detecting wat i at L.ph ranet ers .of . sai
wat er mar ked di gital gat}di oegg?g&ctg%g@lgﬁ% ‘f%ﬂea‘i 85‘#?%@%‘?15&0% ﬂ’lq‘%ﬁp‘d%r e
format; means for detecti tigesholdel, éf4vaF theh gotd RO, elaé a of said

wat er mar ked di gital di o dat a coged sing a synthesiser-architecture
format; and neans fo ver?%?i"?f@”é i=d1'l’v;4§t4@)rwhr@f%P@Wadrwcséhﬁlommdﬁt ed
wat er marks. 15 20 60. Theg i I : ; (el o claimb59,
further including neans fﬁ%?’%?‘ﬁg@ﬁg%ﬂ@%@%R‘?ﬁf%ﬁq%é%q%g%qgﬁ‘bﬁ% dat a
with a correspondi ng(@at eRepeak uetital ddeih binargaeqhencd dre praveksed, par aneters if
said watermark fromsaid sanple data is not avail able or has been nodifi ed.
61. The conputer program product according to claimb59 or 60, wherein said
wat ermark from sanple data includes an adaptively coded bit sequence. 62.
The conputer program product according to claim6l1l, further 25 including
means for decrypting said adaptively coded bit sequence. 63. The conputer
program product according to claimb59 or 62, further including neans for
decrypting said digital watermark. 64. The conputer program product
according to any one of clainms 59 to 30



63, further including neans for dividing said waternmarked diggiulyoGudi o
data coded using a synthesiser-architecture format into said sanple data
-and sai d aMO ®H5845i on par anet ers. Repl acenent Sheet 25 JulkgTA00%00088_ 65.
The conputer program product according to any one of claims 59 to 64,
further including means for extracting a playback-control signal. 66. The
) conmput er program product according to any Sﬁne of clains 59 to 5 65, wherein
said digital audio data coded using a synf esi ser-architecture is wavetabl e
(WI) audi o. .A3nF. Al Ol L. A5l . AsAY. Al . AAbﬁ?ud&M Al Fr. ABCF A
Y. AY. Af F. A3[3 A Fr.AY,. Al .Al A3
. AU3. A&% AY_. A3. AVY ASF AsL2 A3{Y Ahl IMITCF2FD
JVWKY- - | wr mhc? alca
a] ca] ca] ca] ca] E‘éﬁkf%@?‘&ﬁ]‘%‘&]e@fég] eHtETRark ffTmRetiopdnpdhs caj ca]
ca] ca] ca! nf E\A’Cbﬁ!&dﬂi’m& nsticth b WAkl fdrealing hialbr plabead ord makead cal cal
ca] ca] caj ca] caLW]£ca] ca ca] cal ca 4) a] C ica] ca] ca] ca! HAD6
] Tt] #iﬁt$si§$$i$ pwrioadablepqunds djeyel a]e@aqwe@qrechgs(:@pm(aaqteaq sl;p]w:a] cg] c
a] ca] ca] ca] ca 051 1d11
111 23_44576: GW%&@@ﬁgk@@@ﬁ%% %@?EM&T%} ca] ca] ca] ca] ca]
ca] ca] ca] ca] C Y edollowingatep ahgea;]ecﬁ]um{] ca] ca] ca] ca]ca]ca]ca]ca]cal 99: Q
» <<==->Y>>V???+@aoAn AABB! BAD' DDDe
F[ FFF| wr mhe Y] (it a] dencemt é%a%tp%aﬂeEpw@qw@a}%ve@mw%rwe@maq ca] ca
] ca] ca] ca] ca] ca] 113JJJJL
LLLLLLLMAN] Na %%hﬁ@&mlg%eg @2?* ? Zé%@ ’ca] cal] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ci) Ca(Bita] @mlmmmmmmb&fwhﬂ@mﬂwmtwm@% RRRS]
SSTT’>UUU\/V\X/VV\BXX5YYYZ+Zu Z[ ] wnhc”Y] ] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]calc
a] ca] ca] ca] ca] ca] caf plenmar a"maa'f’Ea] ca] ca] ca] ca] ca]calca]calcal [\\T]\]_ ]~~~
&ar aabj bbbbceeG f f f 9hhhh8iiii{vql gb] X] ca] ca] ca] ca] ca] ca] ca] ca] ca] c*a] ca]
ca] ca] ca] ca] ca| ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca](ca ca] ca] ca]ca]c”alij@Q jkke

Il mmnmhn o\o riyaldnggrument collection to hxde waterm: ormation can be described as
tbtyttttvviwg xsni d_Z] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] c\aﬁéﬁgf’éa] ca] ca] ca]ca]ca] ca]ca]ca]ca]cal xfz{W{||}b}o}}}GI$&TUU3
8ztoje [V]mm] ca] ca] ca] ca] caV]ca] ca] cal] ca] ca] ca] c”a] ca] ca] caU] ca] ca]ca]ca]c
a] ca] ca] ca] ca] ca] ca] ¢ca] ca] ca] ca] ca] ca! PYH JOZ[ / <cDOx V*n{vql gb] X] ] ca] ca] ca] c
a] ca] ca] ca] ca]le a‘]ﬁ:a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]c
aV] ca] caV] ca] ca! A"j bxsni d_Z]]] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] caj ca ca] ca] ca] ca] ca] ca]ca]ca] ca]ca]ca]cal 7C _7LO al nj } xs
ni d_Z]]]ca] ca] ca] ca] ca] chrod|Instiumehtedmel] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal ¢
a] ca] ca] ca] ca] ca] cal ¢alcal calca!. aH
—LOO]BI ! %)x} Lsn]hc] ]X] ] %M?@%&" '?@&]“g%?%})ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] cggd ca] ca] ca]ngﬁc} termaeRinfapgdbyal ca! x$h0x&p4Y?T4uQ} xsni d_Z] ] ] ca] ca
] ca] ca] ca] ca] ca] ca] ca! a] ca] ca] ca] cal ca] ca] ca] ca] ca] ca] ca]ca]ca] ca]ca]ca
] ca] ca] ca] ca] ca] ca!
#f QL{~| w mhc”Y] ] ] ca] ca] ca] caj qipal ca] caV] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] caf‘caﬁ: g’fca] cal ] +kn. tw LQ#} 1{~| wnhc”~Y]]]ca] ca]c
a] ca] ca] ca] ca] ca] caV] ca] ca] ca] ca] cedgnb} ¢witemarka Infapart]3)a] ca] ca] ca] ca] ca] ca]
ca] cal] ca] ca] ca] cami}*?" 109’ () - &109%&

1%)%&] ()] Ly]:LO%]& () - I}FFI 10%{& () - Iﬁ]‘—'ﬁé@&ﬂﬁ"{“}“‘f&fggﬁﬁa () - SSLO%& ()- s
109 ()- !'§BF"10% & ()-3 910%& ()<wlr£k9° rafermmrkA g,;gd‘;fg{’/g) ()- F.s10%& ()-
109& ()-(- 109%&' ()-33& 109%& (%45 10%&' ()-D JSTUdE:/ 10
10ss?y10%&' ()-3: Y109&' ()-8910 %/rgna 10%&' ()-S510%&' ()-3

30 v
LIST ‘lart’
<art1> (watermark Info part »)



1098 ()-UVW--rP1/ f10%& ()- !'\l,%0% ()-3 10% ()- ! L! 109%5)&i200d } L! 10%
& ()-M110%& ()- 10-nfaBl/ f10( 10%& ()-9' & 10%& ()-$10%& ()-|"10%& () -
10% () - ! NWOLOP®Ss4s) - EwbdEL/ 10 810%& ()-37ml0% ()-  5@LO¥RISH9/00004
f210%&' ()- 010%&' ()-,/M 10%&' ()- bh~\= f

&10%G& ()-1°110%: & ()-& ! 10%& ()- &SHl 10%45& ()- 10 10 10 |:10%& ()-

hf NDE-\ = f:1109%G& ()-S109G& ()- S109G& ()- 1096G& ()-Y 1096G& () -

10938 ()-3.CaB~\= f $Z10%G& ()-Y" 10%& (39- @

"10% / & () - 1098 (b#lgg/@&' ()-310%& ()- ClaB~\= f3

0109 () - - F" 100 TP D F 10% r & ()- *310%6% () -

1. A method of embedding a digital watermark in digital audio data
coded using a synthesiser-architecture format, said method including the steps of'
5 embedding at least a portion of said digital watermark in sample data and
articulation parameters of said synthesiser-architecture format.

2. The method according to claim 1, further including the step of
adaptively coding said digital watermark in said sample data.
10

3. The method according to claim 2, wherein redundancy adaptive coding
is used based on a finite automaton.

4, The method according to claim 1, further including the step of hiding

15 said digital watermark in said articulation parameters by creating virtual parameters.

5. The method according to claim 4, further including the step of
embedding said digital watermark in said virtual parameters.

20 6. The method according to claim 4 or 5, further including the step of
extracting one or more coded bits from watermarked sample data, said virtual

parameters created dependent upon a watermarked coded bit sequence.

7. The method according to claim 6, further including the step of hiding
25  said watermarked coded bit sequence in said articulation parameters.

8. The method according to claim 7, further including the step of

embedding said watermarked coded bit sequence in said virtual parameters.

30 9. The method according to claim 7 or 8, further including the step of
encrypting said digital watermarked coded bit sequence.



(109G ()- & G'109%G& ()-HuV7 10% ()-s$109%& ()- 10 10 10! a37Y"10%& ()-F 3

10962& ()-3 f2109G& ()-WDdEUV7  109& ()- 109& ()-109& ()- 109%& ()-9-
109& () - Y3109& ()-g60 dEUV7 9! 109& () - 109& ()-! 109& () - Y109& July 2003
MLOY& ()- 109& ()- ![""#] #dEuV7 2109& ()-/ 109& ()-.F"109%& ()-'

109 ()-s& 109 ()-"- 109%& () - ]##$S$$$$$$%gbc $10%g&' ()- 10 10

10" 9MLOYR () - 7109& () - &6109%& () - 4109%& () - SSNIBG ' (}[ <nbC z

Toveg () ((Lrsere 1 5) Rhaifadbitdy %@%ﬁ%@i&%ﬁé e step of
& ()- ! & 1098Miypling saidl AIMMRAEIMAK10%G8 () -7, |, p,----.uV7C

910%& ()-910%@& ()- SL10%& ()-Y 10%& ()-s 10%& ()- $109%& ()-
10-.}.. N /O0GOdE7C 9F109%& ()-sm 109& ()-- 109%& () -

109&' 109&' 0%&'
8 ()- 5%’85 109 &,( % : %f ol ?:l(h?e f%}ﬁ&% %t]c&r olcﬁi&jone of cl%ﬁnslp?{? 16;, further including

10" &10%&' §) - FHOSE) O gehedating Xéinﬂagltalwatetmark
s%0%z& ()-!s%0%u& ()-910%Z& ()-Z10%ZN& ()-Y
12.  The method according to any one of claims 1 to 11, further including
the step of dividing said digital audio data coded using a synthesiser-architecture
format into said sample data and said articulation parameters.
10
13.  The method according to any one of claims 1 to 12, further including

the step of embedding a playback-control signal.

14,  The method according to any one of claims 1 to 13, wherein said
15  digital audio data coded using a synthesiser-architecture format is wavetable (WT)

audio.

15.  An apparatus configured to embed a digital watermark in digital audio
data coded using a synthesiser-architecture format, said apparatus including:
20 means for embedding at least a portion of said digital watermark in sample
data of said synthesiser-architecture format; and
means for embedding at least a portion of said digital watermark in

articulation parameters of said synthesiser-architecture format.

25 16.  The apparatus according to claim 15, further including means for

adaptively coding said digital watermark in said sample data.

17.  The apparatus according to claim 16, wherein redundancy adaptive

coding is used based on a finite automaton.
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5 19.  The apparatus according to claim 18, further including means for

embedding said digital watermark in said virtual parameters.

20.  The apparatus according to claim 18 or 19, further including means for
extracting one or more coded bits from watermarked sample data, said virtual

10  parameters created dependent upon a watermarked coded bit sequence.

21.  The apparatus according to claim 20, further including means for

hiding said watermarked coded bit sequence in said articulation parameters.

15 22.  The apparatus according to claim 21, further including means for

embedding said watermarked coded bit sequence in said virtual parameters.

23.  The apparatus according to claim 21 or 22, further including means for
encrypting said digital watermarked coded bit sequence.
20

24.  The apparatus according to claim 18 or 19, further including means for

encrypting said digital watermark.

25.  The apparatus according to any one of claims 15 to 24, further
25  including means for generating said digital watermark.

26.  The apparatus according to any one of claims 15 to 25, further
including means for dividing said digital audio data coded using a synthesiser-
architecture format into said sample data and said articulation parameters.

30
27.  The apparatus according to any one of claims 15 to 26, further

including means for embedding a playback-control signal.
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having a computer program recorded therein for embedding a digital watermark in
digital audio data coded using a synthesiser-architecture format, said computer
program product including:
10 means for embedding at least a portion of said digital watermark in sample
data of said synthesiser-architecture format; and
means for embedding at least a portion of said digital watermark in

articulation parameters of said synthesiser-architecture format.

15 30.  The computer program product according to claim 29, further

including means for adaptive coding said digital watermark in said sample data.

31.  The computer program product according to claim 30, wherein said
redundancy adaptive coding is used based on a finite automaton.

20
32.  The computer program product according to claim 29, further
including means for hiding said digital watermark in said articulation parameters by
creating virtual parameters.
25 33.  The computer program product according to claim 32, further

including means for embedding said digital watermark in said virtual parameters.

34, The computer program product according to claim 32 or 33, further
including means for extracting one or more coded bits from watermarked sample data,

30 said virtual parameters created dependent upon a watermarked coded bit sequence.
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5 36.  The computer program product according to claim 35, further

including means for embedding said watermarked coded bit sequence in said virtual

parameters.

37.  The computer program product according to claim 35 or 36, further

10  including means for encrypting said digital watermarked coded bit sequence.

38.  The computer program product according to claim 32 or 33, further
including means for encrypting said digital watermark.

15 39.  The computer program product according to any one of claims 29 to
38, further including means for generating said digital watermark.

40.  The computer program product according to any one of claims 29 to
39, further including means for dividing said digital audio data coded using a

20  synthesiser-architecture format into said sample data and said articulation parameters.

41.  The computer program product according to any one of claims 29 to
40, further including means for embedding a playback-control signal.

25 42,  The computer program product according to any one of claims 29 to
41, wherein said digital audio data coded using a synthesiser-architecture format is
wavetable (WT) audio.

30
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detecting a watermark from articulation parameters of said watermarked
digital audio data coded using a synthesiser-architecture format;

detecting a watermark from sample data of said watermarked digital audio
data coded using a synthesiser-architecture format; and

10 verifying said watermark by comparing said detected watermarks.

44,  The method according to claim 43, further including the step of
replacing the watermark from said sample data with a corresponding watermark
embedded in said articulation parameters if said watermark from said sample data is

15 not available or has been modified.

45.  The method according to claim 43 or 44, wherein said watermark from

sample data includes an adaptively coded bit sequence.

20 46.  The method according to claim 45, further including the step of
decrypting said adaptively coded bit sequence.

47.  The method according to claim 43 or 46, further including the step of
decrypting said digital watermark.

25
48,  The method according to any one of claims 43 to 47, further including
the step of dividing said watermarked digital audio data coded using a synthesiser-
architecture format into said sample data and said articulation parameters.
30 49.  The method according to any one of claims 43 to 48, further including

the step of extracting a playback~control signal.
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means for verifying said watermark by comparing said detected watermarks.

52.  The apparatus according to claim 51, further including means for
replacing the watermark from said sample data with a corresponding watermark
15  embedded in said articulation parameters if said watermark from said sample data is

not available or has been modified.

53.  The apparatus according to claim 51 or 52, wherein said watermark
from sample data includes an adaptively coded bit sequence.
20
54.  The apparatus according to claim 53, further including means for

decrypting said adaptively coded bit sequence.

55.  The apparatus according to claim 51 or 54, further including means for

25  decrypting said digital watermark.

56.  The apparatus according to any one of claims 51 to 55, further
including means for dividing said watermarked digital audio data coded using a
synthesiser-architecture format into said sample data and said articulation parameters.
30
57.  The apparatus according to any one of claims 51 to 56, further

including means for extracting a playback-control signal.
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15 60.  The computer program product according to claim 59, further
including means for replacing the watermark from said sample data with a
corresponding watermark embedded in said articulation parameters if said watermark

from said sample data is not available or has been modified.

20 61.  The computer program product according to claim 59 or 60, wherein

said watermark from sample data includes an adaptively coded bit sequence.

62.  The computer program product according to claim 61, further
including means for decrypting said adaptively coded bit sequence.
25
63. The computer program product according to claim 59 or 62, further

including means for decrypting said digital watermark.

64.  The computer program product according to any one of claims 59 to
30 63, further including means for dividing said watermarked digital audio data coded
using a synthesiser-architecture format into said sample data and said articulation

parameters.
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66.  The computer program product according to any one of claims 59 to

S 65, wherein said digital audio data coded using a synthesiser-architecture is wavetable

(WT) audio.



