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Document Name: DESCRIPTION
[Title of Invention]

LOG INFORMATION CREATION DEVICE, LOG
INFORMATION CREATION METHOD, RECORDING MEDIUM
HAVING LOG INFORMATION CREATION PROGRAM
RECORDED THEREIN, AND INFORMATION PROCESSING
SYSTEM
[Technical Field]

[0001]

The present invention relates to a log information
generation apparatus and the like that generate log information
representing a history of processing executed in an information
processing apparatus.

[Background Art]
[0002]

PTL 1 discloses a time coincidence method which enables
synchronization of times of respective processing apparatuses
included in an information processing system. The information
processing system includes a timer master processing apparatus
which broadcasts a time of a local apparatus via a transmission
line, and a timer slave processing apparatus which receives the
time being broadcast via the transmission line. The timer master
processing apparatus transmits (in this case, broadcast-transmits)
time data Ta in the local apparatus, and time data Tb to each timer
slave processing apparatus at a regular time interval. The timer
slave processing apparatus receives the time data Ta at a time ta,
and receives the time data Tb at a time tb. When a difference
between a differential (ta-tb) and a differential (Ta-Tb) is within a

permissible range, the timer slave processing apparatus sets the
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time data Tb as a time in the local apparatus.
[0003]

PTL 2 discloses a time synchronization processing
apparatus which enables times to be synchronized. The time
synchronization processing apparatus includes a packet receiving
unit, an arrival time recording unit, a clock rate estimation unit,
and an offset estimation unit. The packet receiving unit receives
a time synchronization packet transmitted from a master computer
at a predetermined interval. The arrival time recording unit
stores an arrival time when the time synchronization packet is
received. The clock rate estimation unit gains an arrival time
when the time synchronization packet transmitted at a
predetermined interval arrives, and estimates a clock rate from an
interval of the arrival time. The offset estimation unit calculates
an offset value for correcting a time, based on the estimated clock
rate.

[Citation List]
[Patent Literature]
[0004]

PTL 1: Japanese Laid-open Patent Publication No.
HO05(1993) -298268

PTL 2: Japanese Patent Publication No. 4931108
[Summary of Invention]

[Technical Problem]
[0005]

However, even when the apparatus disclosed in either PTL 1
or PTL 2 is used, both apparatuses sometimes have a difficulty of
arranging an order of historical log of processing (e.g.,

communication processing) executed in a plurality of information
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processing apparatuses, in accordance with an order of occurrence
of the processing. A reason for this is that, even when times in
respective information processing apparatuses are synchronized by
use of the apparatus disclosed in either PTL 1 or PTL 2, times in
the respective information processing apparatuses are not
necessarily synchronized in the case where certain processing is
executed.

[0006]

Thus, one of objectives of the present invention is to
provide a log information generation apparatus and the like that
generate log information which enables a correct arrangement of
an order of logs related to communication processing executed in a
communication network in accordance with an order of occurrence
of the communication processing.

[Solution to Problem]
[0007]

As an aspect of the present invention, a log information
generation apparatus including:

time provision means for providing time information
including a second time in the log information generation
apparatus to a difference calculation apparatus in accordance with
communication start information transmitted to a plurality of
information processing apparatuses communicably connecting to a
communication network at a start of communication processing via
the communication network, the difference calculation apparatus
calculating a difference between a input first time and a reference
time; and

log information generation means for generating log

information associating arranged time with an content of
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communication processing, the arranged time obtained by
arranging a time of the communication processing based on the
difference calculated for the second time by the difference
calculation apparatus.

[0008]

In addition, as another aspect of the present invention, a log
information generation method including:

providing time information including a second time in an
information processing apparatus to a difference calculation
apparatus in accordance with communication start information
transmitted to a plurality of information processing apparatuses
communicably connecting to a communication network at a start of
communication processing via the communication network, the
difference calculation apparatus calculating a difference between a
input first time and a reference time; and

generating log information associating arranged time with a
content of communication processing, the arranged time obtained
by arranging a time of the communication processing based on the
difference calculated for the second time by the difference
calculation apparatus.

[0009]

In addition, as another aspect of the present invention, a
program conversion program including:

a time provision function for providing time information
including a second time in the log information generation
apparatus to a difference calculation apparatus in accordance with
communication start information transmitted to a plurality of
information processing apparatuses communicably connecting to a

communication network at a start of communication processing via
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the communication network, the difference calculation apparatus
calculating a difference between a input first time and a reference
time; and

a log information generation function for generating log
information associating arranged time with an content of
communication processing, the arranged time obtained by
arranging a time of the communication processing based on the
difference calculated for the second time by the difference
calculation apparatus.

[0010]

Furthermore, the object is also achieved by a
computer-readable recording medium that records the program.
[Advantageous effects of Invention]

[0011]

A log information generation apparatus and the like
according to the present invention can generate log information
which enables a correct arrangement of an order of logs related to
communication processing executed on a communication network
in accordance with an order of occurrence of the communication
processing.

[Brief Description of Drawings]
[0012]

[Fig. 1] Fig. 1 is a block diagram illustrating a
configuration of a log information generation apparatus according
to a first example embodiment of the present invention.

[Fig. 2] Fig. 2 1is a flowchart illustrating a flow of
processing in the log information generation apparatus according
to the first example embodiment.

[Fig. 3] Fig. 3 is a diagram conceptually illustrating an
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example of log information.

[Fig. 4] Fig. 4 is a diagram conceptually illustrating an
example of communication start information.

[Fig. 5] Fig. 5 is a diagram conceptually illustrating an
example of time information.

[Fig. 6] Fig. 6 is a diagram conceptually illustrating an
example of time information.

[Fig. 7] Fig. 7 is a block diagram illustrating a
configuration of a log information generation apparatus according
to a second example embodiment of the present invention.

[Fig. 8] Fig. 8 1is a flowchart illustrating a flow of
processing in a log information generation apparatus according to
the second example embodiment.

[Fig. 9] Fig. 9 is a block diagram schematically illustrating
a hardware configuration of a calculation processing apparatus
capable of achieving log information generation apparatuses
according to the first and second example embodiments.

[Example Embodiment]
[0013]

Next, example embodiments of the present invention will be
described in detail with reference to the drawings.
[0014]

<First example embodiment>

A configuration of a log information generation apparatus
101 according to a first example embodiment of the present
invention is described in detail with reference to Fig. 1. Fig. 1 is
a block diagram illustrating a configuration of the log information
generation apparatus 101 according to the first example

embodiment of the present invention.
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[0015]

The log information generation apparatus 101 according to
the first example embodiment of the present invention includes a
time provision unit (time provider) 102 and a log information
generation unit (log information generator) 103.

[0016]

An information processing system 204 includes the log
information generation apparatus 101, a communication network
201, a plurality of information processing apparatuses (e.g.,
information processing apparatuses 202), and a difference
calculation apparatus 203. The log information generation
apparatus 101 can communicably connect to the information
processing apparatus 202 and the difference calculation apparatus
203 via the communication network 201. In the information
processing system 204, each information processing apparatus may
include the log information generation apparatus 101.

[0017]

In the following description, it is assumed, for convenience
of description, that the log information generation apparatus 101
is included in an information processing apparatus, and can read a
time (represented as a “second time”) calculated in the information
processing apparatus.

[0018]

The log information generation apparatus 101 receives
communication start information (described later with reference to
Fig. 4) which is transmitted to the plurality of information
processing apparatuses 202 communicably connecting to the
communication network 201, for example, when communication

processing starts via the communication network 201. The log
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information generation apparatus 101 reads a second time in
response to the received communication start information, and
transmits time information (described later with reference to Figs.
5 and 6) including the read second time to the difference
calculation apparatus 203 via the communication network 201.
[0019]

When receiving time information (described later with
reference to Figs. 5 and 6) including a time from the information
processing apparatus 202, the difference calculation apparatus 203
calculates a difference between the time in the received time
information and a referential time (hereinafter, represented as a
“reference time”), and transmits difference information
representing the calculated difference to the information
processing apparatus 202 via the communication network 201.
For example, the difference calculation apparatus 203 may be an
NTP server which arranges a time, or a server related to the
information processing apparatus 202 communicably connecting to
the communication network 201. NTP represents an abbreviation
of network time protocol.

[0020]

A reference time may be, for example, a time calculated in
the difference calculation apparatus 203, a time calculated in the
NTP server, or a time received from the information processing
apparatus 202 as described later. A reference time is not limited
to the examples described above.

[0021]

The log information generation apparatus 101 receives the

difference information transmitted by the difference calculation

apparatus 203, calculates an arranged time representing an
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arranged second time by arranging the second time, based on the
received difference information, and generates log information
(described later with reference to Fig. 3) representing
communication processing executed via the communication
network 201, based on the calculated arranged time.

[0022]

The log information generation apparatus 101 executes
processing as described later with reference to Fig. 2, for example,
in the information processing apparatus 202 being capable of
communicating via the communication network 201.

[0023]

Log information is described with reference to Fig. 3. Fig.
3 is a diagram conceptually illustrating an example of log
information.

[0024]

The log information associates a time (in this case, an
arranged time in the information processing apparatus 202) of
communication processing, an apparatus identifier of a
communication destination in the communication processing, and
information representing a processing content related to the
communication processing with one another in relation to the
communication processing executed by the information processing
apparatus 202 via the communication network 201.

[0025]

The log information exemplified in Fig. 3 associates a time
“12:23:34.123456”, a communication destination “PC2”, and a
processing content “transmission” with one another. This
represents that, for example, the information processing apparatus

202 has transmitted data to the communication destination “PC2”
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at a time (in this case, 12:23:34.123456) calculated in the local
apparatus. Numbers written after a decimal point as a time in log
information represent a number of seconds below one second. In
the log information exemplified in Fig. 3, for example, “123456”
are indicated in microseconds. Moreover, the log information
exemplified in Fig. 3 associates a time “12:44:34.345678”, the
communication destination “PC2”, and a processing content
“reception” with one another. This represents that, for example,
the information processing apparatus 202 has received data from
the communication destination “PC2” at a time (in this case,
12:44:34.345678) calculated in the local apparatus.

[0026]

A time does not necessarily need to be in microseconds, and
may be in seconds or milliseconds. Log information is not
limited to the examples described above.

[0027]

Communication start information will be described with
reference to Fig. 4. Fig. 4 is a diagram conceptually illustrating
an example of communication start information.

[0028]

Communication start information is information transmitted
(in this case, broadcast-transmitted) to the plurality of information
processing apparatuses 202 communicably connecting to the
communication network 201, when communication processing
starts via the communication network 201. As exemplified in Fig.
4, communication start information is, for example, an ARP packet
which specifies an [P address allocated to a communication
destination. The communication start information exemplified in

Fig. 4 associates a processing type of a processing content, an
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apparatus identifier (an information transmission source in Fig. 4,
e.g., a MAC address) of an information processing apparatus being
a transmission source that transmits the communication start
information, and an apparatus identifier of an information
processing apparatus being a destination with one another. The
communication start information exemplified in Fig. 4 associates a
processing type “ARP”, an information transmission source
“PCIMAC?”, and a destination “FFFFFFFFFFFF” with one another.
This represents that communication processing is “ARP”, an
apparatus identifier of an information processing apparatus being
a transmission source is “PCIMAC?”, and an apparatus identifier of
an information processing apparatus being a destination is
“FFFFFFFFFFFF”. For example, when an apparatus identifier of
an information processing apparatus being a destination is
“FFFFFFFFFFFF”, the apparatus identifier “FFFFFFFFFFFF”
represents transmission (in this case, broadcast-transmission) to
the plurality of information processing apparatuses 202
communicably connecting to the communication network 201.
Communication start information is not limited to the examples
described above.

[0029]

Note that ARP represents an abbreviation of address
resolution protocol. MAC represents an abbreviation of media
access control.

[0030]

Time information will be described with reference to Figs. 5
and 6. Figs. 5 and 6 are diagrams each conceptually illustrating
an example of time information.

[0031]
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The time information is information including a time related
to the log information generation apparatus 101. The time
information is, for example, information associating an apparatus
identifier of an information processing apparatus being a
transmission source with a time related to the log information
generation apparatus 101. The time information may further
associate a date with communication start information
(exemplified in Fig. 4) being a trigger for generating the time
information.

[0032]

For example, the time information exemplified in Fig. 5
associates a transmission source “PC1”, a date “2015/12/4”, a time
“12:23:34.123456”, a processing type “ARP”, an information
transmission source “PCIMAC”, and a destination
“FFFFFFFFFFFF” with one another. The time information
represents that the information processing apparatus 202
identified by the apparatus identifier “PC1” transmits time
information including the date *“2015/12/4” and the time
“12:23:34.123456” that are the date and time in the log
information generation apparatus 101 to the difference calculation
apparatus 203. Further, this represents time information
transmitted in response to the communication start information
(i.e., information associating the processing type “ARP”, the
information transmission source “PCIMAC”, and the destination
“FFFFFFFFFFFF” with one another) exemplified in Fig. 4.

[0033]

Similarly, the time information exemplified in Fig. 6

associates a transmission source “PC2”, a date “2015/12/4”, a time

“12:23:35.876543”, a processing type “ARP”, an information



10

15

20

25

13

transmission source “PCIMAC?”, and a destination
“FFFFFFFFFFFF” with one another. The time information
represents that the information processing apparatus identified by
the apparatus identifier “PC2” has transmitted time information
including the date “2015/12/4” and the time “12:23:34.876543”
which are the date and time related to the log information
generation apparatus 101 to the difference calculation apparatus
203. Further, this represents time information transmitted in
response to the communication start information (i.e., information
associating the processing type “ARP”, the information
transmission source “PCIMAC”, and the destination
“FFFFFFFFFFFF” with one another) exemplified in Fig. 4.

[0034]

When receiving time information a plurality of times, the
difference calculation apparatus 203 identifies communication
start information of a plurality of times, based on at least the
processing type and the information transmission source in the
communication start information within the received time
information. For example, referring to the time information
exemplified in Figs. 5 and 6, each piece of time information
includes communication start information associating the
processing type “ARP”, the information transmission source
“PCIMAC”, and the destination “FFFFFFFFFFFF” with one
another. The processing type and the information transmission
source included in the time information exemplified in Fig. 5 have
the same values as those of the processing type and the
information transmission source included in the time information
exemplified in Fig. 6, respectively. Therefore, the difference

calculation apparatus 203 determines that the time information is
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transmitted in response to the communication start information
exemplified in Fig. 4. When one of the processing type and the
information transmission source 1is different, the difference
calculation apparatus 203 determines that the time information is
transmitted at a plurality of times in response to another
communication start information. In other words, when time
information includes communication start information being a
trigger for transmitting the time information, the difference
calculation apparatus 203 can distinguish the communication start
information being a trigger for transmitting the time information.
The difference calculation apparatus 203 can distinguish the
communication start information even when the time information
is transmitted to the communication network 201 a plurality of
times.

[0035]

Next, processing in the log information generation
apparatus 101 according to the first example embodiment of the
present invention will be described in detail with reference to Fig.
2. Fig. 2 is a flowchart illustrating a flow of processing in the
log information generation apparatus 101 according to the first
example embodiment.

[0036]

For convenience of description, it is assumed that the
information processing apparatus 202 executes communication
processing via the communication network 201.

[0037]

When  starting communication processing via the

communication network 201, the information processing apparatus

202 transmits (in this case, broadcasts), for example,
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communication start information (exemplified in Fig. 4) serving to
specify an information  processing apparatus being a
communication destination to all the information processing
apparatuses communicably connecting to the communication
network 201. For example, when starting communication
processing via the communication network 201, the information
processing apparatus 202 broadcasts an ARP packet serving to
specify an IP address allocated to a communication destination to
all the information processing apparatuses communicably
connecting to the communication network 201. Hereinafter, for
convenience of description, it 1is assumed that “broadcast
information” is information transmitted to all the information
processing apparatuses 202 communicably connecting to the
communication network 201.

[0038]

IP is an abbreviation of Internet protocol.

[0039]

In the log information generation apparatus 101, the time
provision unit 102 determines, regarding all the information
processing apparatuses 202 communicably connecting to the
communication network 201, whether or not communication start
information transmitted at a start of communication processing is
received, for example (step S101). When communication start
information is the communication start information exemplified in
Fig. 4, the log information generation apparatus 101 determines
whether or not received communication information 1is
communication start information, for example, based on whether
or not a destination 1is “FFFFFFFFFFFF” in the received

communication information.
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[0040]

When receiving broadcast information (YES in step S101),
the time provision unit 102 reads, for example, a second time from
an information processing apparatus including the log information
generation apparatus 101, and transmits (or provides) time
information (exemplified in Figs. 5 and 6) including the read
second time to the difference calculation apparatus 203 (step
S102). The second time may be a time calculated in the log
information generation apparatus 101, or a time calculated in the
information processing apparatus 202 including the log
information generation apparatus 101.

[0041]

The difference calculation apparatus 203 receives the time
information (exemplified in Figs. 5 and 6) transmitted by the log
information generation apparatus 101, calculates a difference
between a time (hereinafter, “referred to as a first time”) included
in the received time information, and the reference time, and
generates difference information representing the calculated
difference.

[0042]

When time information includes communication start
information, the difference calculation apparatus 203 may set, as a
reference time, a first time included in time information first
received regarding the communication start information. In this
case, the difference calculation apparatus 203 generates difference
information representing that there is no difference for the time
information first received regarding the communication start
information. By setting the first time included in first received

time information as a reference time, the difference calculation



10

15

20

25

17

apparatus 203 does not need to calculate a reference time in the
local apparatus. This brings about advantageous effects that a
configuration of the difference calculation apparatus 203 can be
simplified.

[0043]

Furthermore, when time information includes
communication start information, the difference calculation
apparatus 203 may set, as a reference time, a minimum first time
among first times included in time information received regarding
the communication start information.

[0044]

The difference calculation apparatus 203 transmits the
generated difference information to the log information generation
apparatus 101. In other words, in the information processing
system 204, the difference calculation apparatus 203 transmits, to
the information processing apparatus 202 which has transmitted
time information, difference information generated regarding the
time information. As described above with reference to Figs. 5
and 6, the difference calculation apparatus 203 may distinguish
communication start information being a trigger of transmitting
time information. In this case, the difference <calculation
apparatus 203 generates difference information for each piece of
communication start information.

[0045]

In the log information generation apparatus 101, the log
information generation unit 103 obtains the difference information
generated by the difference calculation apparatus 203 (step S103).
When communication processing is executed in the information

processing apparatus 202 including the log information generation
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unit 103, the log information generation unit 103 generates log
information (exemplified in Fig. 3) associating an arranged time,
which is obtained by arranging a time of the communication
processing based on the obtained difference information, with a
processing content in the communication processing (step S104).
In this case, the log information generation unit 103 reads, as a
time of the communication processing, a time calculated by the
information processing apparatus 202 including the log
information generation apparatus 101. More specifically, when a
second time is ahead of a reference time, the log information
generation unit 103 calculates, as an arranged time, a time delayed
for a difference calculated by the difference calculation apparatus
203 from a time of communication processing. When a second
time is behind the reference time, the log information generation
unit 103 calculates, as an arranged time, a time advanced by a
difference calculated by the difference calculation apparatus 203
from a time of communication processing.

[0046]

Next, an advantageous effect related to the log information
generation apparatus 101 according to the first example
embodiment of the present invention will be described.

[0047]

The log information generation apparatus 101 according to
the first example embodiment of the present invention can
generate log information which enables a correct arrangement of
an order of logs related to communication processing executed on
the communication network 201 in accordance with an order of
occurrence of the communication processing. A reason for this is

that, when a difference between a time referred to by a local
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apparatus and a reference time is calculated according to broadcast
information transmitted at a start of communication processing,
and log information representing the communication processing is
generated, the log information is generated in accordance with an
arranged time in which the time of the communication processing
is arranged based on the difference.

[0048]

<Second example embodiment>

Next, a second example embodiment of the present
invention based on the above-described first example embodiment
is described.

[0049]

In the following description, characteristic parts according
to the present example embodiment are mainly described, and
repeated descriptions are omitted by giving the same reference
signs to configurations similar to those in the first example
embodiment described above.

[0050]

A configuration of a log information generation apparatus
111 according to the second example embodiment of the present
invention will be described in detail with reference to Fig. 7. Fig.
7 is a block diagram illustrating the configuration of the log
information generation apparatus 111 according to the second
example embodiment of the present invention.

[0051]

The log information generation apparatus 111 according to
the second example embodiment of the present invention includes
a time provision unit (time provider) 102, a log information

generation unit (log information generator) 113, a time
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arrangement unit (time arranger) 114, and a determination unit
(determiner) 115. The log information generation apparatus 111
may further include a time calculation unit (time calculator, time
generation unit, time generator) 116.

[0052]

An information processing system 205 includes the log
information generation apparatus 111, a communication network
201, a plurality of information processing apparatuses (e.g.,
information processing apparatuses 202), and a difference
calculation apparatus 203. The log information generation
apparatus 111 can communicably connect to the information
processing apparatuses 202 and the difference calculation
apparatus 203 via the communication network 201. In the
information processing system 205, each information processing
apparatus may include the log information generation apparatus
111. The communication network 201 may include a network
switch 206 communicably connecting each of the information
processing apparatuses 202 in the information processing system
205.

[0053]

The time calculation unit 116 calculates (generates) a
second time in the log information generation apparatus 111.
The log information generation apparatus 111 does not necessarily
need to include the time calculation unit 116. For example, the
information processing apparatus 202 may have an aspect of
including the time calculation unit 116 and the log information
generation apparatus 111. In this case, the log information
generation apparatus 111 reads the second time calculated

(generated) by the time calculation unit 116.
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[0054]

Next, processing in the log information generation
apparatus 111 according to the second example embodiment of the
present invention will be described in detail with reference to Fig.
8. Fig. 8 is a flowchart illustrating a flow of processing in the
log information generation apparatus 111 according to the second
example embodiment.

[0055]

The log information generation apparatus 111 receives
information about communication executed via the communication
network 201.

[0056]

In the log information generation apparatus 111, the
determination unit 115 determines whether or not the received
communication information is broadcast information (step S111).
The broadcast information 1s communication data whose
destinations are the plurality of information processing
apparatuses 202 communicably connecting to the communication
network 201. Whether or not communication data are broadcast
information may be determined, for example, based on whether or
not a destination is “FFFFFFFFFFFF”, as illustrated in Fig. 4.
The broadcast information is, for example, communication start
information (exemplified in Fig. 4) transmitted at a start of
communication processing.

[0057]

When the communication information is broadcast
information (YES in step S111), the time provision unit 102 reads,
for example, a time (i.e., the above-described “second time”)

calculated in the time calculation unit 116, and generates time
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information (exemplified in Figs. 5 and 6) including the read
second time. The time provision unit 102 provides the generated
time information to the difference calculation apparatus 203 (step
S112).
[0058]

In the log information generation apparatus 111, the time
arrangement unit 114 obtains difference information transmitted
by the difference calculation apparatus 203 in reply to the time
information transmitted by the time provision unit 102 (step S103),
and arranges the time calculated in the time calculation unit 116
based on a difference represented by the obtained difference
information (step S114). When the difference information
represents that the second time is behind a reference time, the time
arrangement unit 114 executes an arrangement of advancing the
time calculated by the time calculation unit 116 by the difference
represented by the difference information. When the difference
information represents that the second time is ahead of the
reference time, the time arrangement unit 114 executes an
arrangement of delaying the time calculated by the time
calculation wunit 116 by the difference represented by the
difference information. The time arrangement unit 114 arranges
the time calculated by the time calculation unit 116, for example,
by changing the time calculated by the time calculation unit 116 at
a time.

[0059]

Thereafter, the log information generation wunit 113
generates log information (exemplified in Fig. 3) associating a
time of communication processing, a time measured by a time (i.e.,

a time after arrangement) calculated by the time calculation unit
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116, and a processing content related to the communication
processing with one another (step S115).
[0060]

As described above in the first example embodiment, the
time provision unit 102 may provide time information including a
second time, in reply to not only communication start information
transmitted at a start of communication processing in the
communication network 201, but also broadcast information
transmitted in the communication network 201 (e.g., broadcast
information transmitted when the information processing
apparatus 202 is activated). In this case, the number of times of
arranging the second time increases. Therefore, regarding
processing other than communication processing as well, the log
information generation apparatus 111 according to the present
example embodiment can generate log information which enables a
correct arrangement of an order of execution of the processing.
[0061]

Furthermore, an advantageous effect exerted 1in the
following case will be described. In this case, the
communication network 201 is achieved by an aspect in which each
of the information processing apparatuses 202 in the information
processing system 205 communicably connects to the network
switch 206. Moreover, processing of synchronizing times is
achieved by broadcast information described in each example
embodiment of the present invention (e.g., the communication
start information exemplified in Fig. 4). The log information
generation apparatus 111 according to the present example
embodiment can synchronize times in the respective information

processing apparatuses 202 in the information processing system
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205 more accurately. A reason for this will be described as
follows.
[0062]

For convenience of description, it is assumed that an error
of approximately 1 second per day occurs in an information
processing apparatus. In this case, an error of approximately 14
microseconds per second occurs in the information processing
apparatus. For example, when Active Directly 1is used,
synchronization processing is executed at certain intervals (e.g.,
one of 64 to 1024 seconds), and therefore, an error of one of 8§96 to
14336 microseconds occurs in the information processing
apparatus.

[0063]

In contrast, when communication processing of broadcast
information is performed via the network switch 206, a time (i.e.,
a communication delay time) required for the communication
processing is approximately several tens of nanoseconds at most.
Therefore, when times in the information processing apparatuses
are synchronized by an aspect in which broadcast information is
communicated via the network switch 206, an error caused by the
synchronization is approximately several tens of nanoseconds at
most, and is smaller than an error resulting from synchronization
by Active Directly.

[0064]

Next, advantageous effects related to the log information
generation apparatus 111 according to the second example
embodiment will be described.

[0065]

The log information generation apparatus 111 according to
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the second example embodiment can generate log information
which enables a correct arrangement of an order of logs related to
communication processing executed on the communication network
201 in accordance with an order of occurrence of the
communication processing, and which is related to the
communication processing. A reason for this is similar to the
reason described in the first example embodiment.

[0066]

Furthermore, the log information generation apparatus 111
according to the second example embodiment can synchronize the
information processing apparatus 202 communicably connecting to
the communication network 201 not only with respect to log
information representing processing related to communication but
also with respect to processing other than communication
processing. A reason for this is that a time calculated by the
time calculation unit 116, which calculates a time related to the
information processing apparatus 202, is arranged by a difference
between a second time and a reference time. More specifically,
when a second time is a difference behind a reference time, the
time arrangement unit 114 advances, by the difference, a time
calculated by the time calculation unit 116. Alternatively, when
a second time is a difference ahead of a reference time, the time
arrangement unit 114 delays, for the difference, a time calculated
by the time calculation unit 116. Therefore, the time calculated
by the time arrangement unit 114 1is arranged and, thereby,
synchronization becomes possible not only for processing related
to communication but also for processing other than

communication.

[0067]
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(Hardware Configuration Example)

A configuration example of hardware resources that achieve
a log information generation apparatus according to each example
embodiment of the present invention will be described, the log
information generation apparatus achieved by using a calculation
processing apparatus (information processing apparatus,
computer). However, the log information generation apparatus
may be achieved by using physically or functionally at least two
calculation processing apparatuses. Further, the log information
generation apparatus may be achieved as a dedicated apparatus.
[0068]

Fig. 9 is a block diagram schematically illustrating a
hardware configuration of a calculation processing apparatus
capable of achieving log information generation apparatuses
according to the first and second example embodiments of the
present invention. A calculation processing apparatus 20
includes a central processing unit (CPU) 21, a memory 22, a disk
23, a non-transitory recording medium 24, a communication

interface (hereinafter, expressed as. “communication I/F”) 27, and

a display 28. The calculation processing apparatus 20 may
connect an input apparatus 25 and an output apparatus 26. The
calculation processing apparatus 20 can execute

transmission/reception of information to/from another calculation
processing apparatus and a communication apparatus via the
communication I/F 27.
[0069]

The non-transitory recording medium 24 is, for example, a
computer-readable Compact Disc, Digital Versatile Disc. The

non-transitory recording medium 24 may be Universal Serial Bus
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(USB) memory, Solid State Drive or the like. The non-transitory
recording medium 24 allows a related program to be hold-able and
portable without power supply. The non-transitory recording
medium 24 is not limited to the above-described media. Further,
a related program can be carried via a communication network by
way of the communication I/F 27 instead of the non-transitory
recording medium 24.

[0070]

In other words, the CPU 21 copies, on the memory 22, a
software program (a computer program: hereinafter, referred to
simply as a “program”) stored in the disk 23 when executing the
program and executes arithmetic processing. The CPU 21 reads
data necessary for program execution from the memory 22. When
display is needed, the CPU 21 displays an output result on the
display 28. When a program is input from the outside, the CPU
21 reads the program from the input apparatus 25. The CPU 21
interprets and executes a log information generation program (Fig.
2 or Fig.8) present on the memory 22 corresponding to a function
(processing) indicated by each unit illustrated in Fig. 1, or Fig. 7
described above. The CPU 21 sequentially executes the
processing described in each example embodiment of the present
invention.

[0071]

In other words, in such a case, it is conceivable that
the present invention can also be made using the log information
generation program. Further, it is conceivable that the present
invention can also be made wusing a computer-readable,
non-transitory recording medium storing the log information

generation program.
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[0072]

The present invention has been described wusing the
above-described example embodiments as example cases.
However, the present invention is not limited to the
above-described example embodiments. In other words, the
present invention is applicable with various aspects that can be
understood by those skilled in the art without departing from the
scope of the present invention.

[0073]

A part of or all of the above-described example
embodiments may be described as the following supplementary
notes. However, the present invention exemplarily described in the
above-described example embodiments is not limited to the
following.

[0074]

(Supplementary note 1)

A log information generation apparatus comprising:

time provision means for providing time information
including a second time in the log information generation
apparatus to a difference calculation apparatus in accordance with
communication start information transmitted to a plurality of
information processing apparatuses communicably connecting to a
communication network at a start of communication processing via
the communication network, the difference calculation apparatus
calculating a difference between a input first time and a reference
time; and

log information generation means for generating log
information associating arranged time with an content of

communication processing, the arranged time obtained by
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arranging a time of the communication processing based on the
difference calculated for the second time by the difference
calculation apparatus.
[0075]

(Supplementary note 2)

The log information generation apparatus according to
supplementary note 1 further comprising:

time calculation means for calculating a time, and

time arrangement means for arranging time calculated by
the time calculation means based on the difference calculated by
the difference calculation apparatus, wherein

the log information generation means sets the time
calculated by the time calculation means to the arranged time after
the time arrangement means arranges a time calculated by the time
calculation means.
[0076]

(Supplementary note 3)

The log information generation apparatus according to
supplementary note 1 or supplementary note 2 further comprising:

determination means for determining whether or not
communication information received via the communication
network is the communication start information, wherein

the time provision means provides the time information
when the communication information is determined to be the
communication start information.
[0077]

(Supplementary note 4)

The log information generation apparatus according to

supplementary note 3, wherein
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the determination means determines whether or not the
communication information is broadcast information whose
destination is a plurality of information processing apparatuses
communicably connecting to the communication network, and

the time provision means provides the time information
when the communication information is determined to be the
broadcast information.
[0078]

(Supplementary note 5)

The log information generation apparatus according to any
one of supplementary notes 1 to 4, wherein

the time provision means provides the time information
including the second time, an apparatus identifier of the
information processing apparatus transmitting the communication
start information, and a type of processing executed for the
communication start information.
[0079]

(Supplementary note 6)

An information processing system comprising:

the log information generation apparatus according to any
one of supplementary notes 1 to 5; and

the difference calculation apparatus for calculating the
difference from the reference time based on the time information
provided by the log generation apparatus.
[0080]

(Supplementary note 7)

The information processing system according to
supplementary note 6, wherein

the time information associates the second time and the
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communication start information with each other, and

the difference calculation apparatus sets minimum second
time to the reference time, the minimum second time being
minimum in the second time included in the time information
associated with certain communication start information.

[0081]

(Supplementary note 8)

The information processing system according to
supplementary note 6, wherein

the time information associates the second time and the
communication start information with each other, and

the difference calculation apparatus sets the second time to
the reference time, the second time included in the time
information input earliest in the time information associated with
certain communication start information.

[0082]

(Supplementary note 9)

The information processing system according to any one of
supplementary notes 6 to 8 further comprising:

a network switch for relaying communication executed via
the network switch among the plurality of information processing
apparatuses, wherein

the communication start information is transmitted to the
plurality of the information processing apparatuses communicably
connected via the network switch.

[0083]
(Supplementary note 10)
A log information generation method comprising:

providing time information including a second time in an
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information processing apparatus to a difference calculation
apparatus in accordance with communication start information
transmitted to a plurality of information processing apparatuses
communicably connecting to a communication network at a start of
communication processing via the communication network, the
difference calculation apparatus calculating a difference between a
input first time and a reference time; and

generating log information associating arranged time with a
content of communication processing, the arranged time obtained
by arranging a time of the communication processing based on the
difference calculated for the second time by the difference
calculation apparatus.

[0084]

(Supplementary note 11)

A recording medium storing a log information generation
program, the program causing a computer to achieve:

a time provision function for providing time information
including a second time in the log information generation
apparatus to a difference calculation apparatus in accordance with
communication start information transmitted to a plurality of
information processing apparatuses communicably connecting to a
communication network at a start of communication processing via
the communication network, the difference calculation apparatus
calculating a difference between a input first time and a reference
time; and

a log information generation function for generating log
information associating arranged time with an content of
communication processing, the arranged time obtained by

arranging a time of the communication processing based on the
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difference calculated for the second time by the difference
calculation apparatus.
[0085]

This application is based upon and claims the benefit of
priority from Japanese patent application No. 2016-124737, filed
on June 23, 2016, the disclosure of which is incorporated herein in
its entirety.

[Reference signs List]
[0086]

101 log information generation apparatus

102 time provision unit

103 log information generation unit

201 communication network

202 information processing apparatus

203 difference calculation apparatus

204 information processing system

111 log information generation apparatus

113 log information generation unit

114 time arrangement unit

115 determination unit

116 time calculation unit

205 information processing system

206 network switch

20 calculation processing apparatus

21 cpu

22 memory

23 disk

24 non-transitory recording medium

25 input apparatus



26 output apparatus
27 communication if

28 display
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[Document Name] CLAIMS

[Claim 1]

A log information generation apparatus comprising:

time provision means for providing time information
including a second time in the log information generation
apparatus to a difference calculation apparatus in accordance with
communication start information transmitted to a plurality of
information processing apparatuses communicably connecting to a
communication network at a start of communication processing via
the communication network, the difference calculation apparatus
calculating a difference between a input first time and a reference
time; and

log information generation means for generating log
information associating arranged time with an content of
communication processing, the arranged time obtained by
arranging a time of the communication processing based on the
difference calculated for the second time by the difference
calculation apparatus.

[Claim 2]

The log information generation apparatus according to
claim 1 further comprising:

time calculation means for calculating a time, and

time arrangement means for arranging time calculated by
the time calculation means based on the difference calculated by
the difference calculation apparatus, wherein

the log information generation means sets the time
calculated by the time calculation means to the arranged time after
the time arrangement means arranges a time calculated by the time

calculation means.
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[Claim 3]

The log information generation apparatus according to
claim 1 or claim 2 further comprising:

determination means for determining whether or not
communication information received via the communication
network is the communication start information, wherein

the time provision means provides the time information
when the communication information is determined to be the
communication start information.

[Claim 4]

The log information generation apparatus according to
claim 3, wherein

the determination means determines whether or not the
communication information 1is broadcast information whose
destination is a plurality of information processing apparatuses
communicably connecting to the communication network, and

the time provision means provides the time information
when the communication information is determined to be the
broadcast information.

[Claim 5]

The log information generation apparatus according to any
one of claims 1 to 4, wherein

the time provision means provides the time information
including the second time, an apparatus 1identifier of the
information processing apparatus transmitting the communication
start information, and a type of processing executed for the
communication start information.

[Claim 6]

An information processing system comprising:
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the log information generation apparatus according to any
one of claims 1 to 5; and

the difference calculation apparatus for calculating the
difference from the reference time based on the time information
provided by the log generation apparatus.

[Claim 7]

The information processing system according to claim 6,
wherein

the time information associates the second time and the
communication start information with each other, and

the difference calculation apparatus sets minimum second
time to the reference time, the minimum second time being
minimum in the second time included in the time information
associated with certain communication start information.

[Claim 8]

The information processing system according to claim 6,
wherein

the time information associates the second time and the
communication start information with each other, and

the difference calculation apparatus sets the second time to
the reference time, the second time included in the time
information input earliest in the time information associated with
certain communication start information.

[Claim 9]

The information processing system according to any one of
claims 6 to 8 further comprising:

a network switch for relaying communication executed via
the network switch among the plurality of information processing

apparatuses, wherein
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the communication start information is transmitted to the
plurality of the information processing apparatuses communicably
connected via the network switch.

[Claim 10]

A log information generation method comprising:

providing time information including a second time in an
information processing apparatus to a difference calculation
apparatus in accordance with communication start information
transmitted to a plurality of information processing apparatuses
communicably connecting to a communication network at a start of
communication processing via the communication network, the
difference calculation apparatus calculating a difference between a
input first time and a reference time; and

generating log information associating arranged time with a
content of communication processing, the arranged time obtained
by arranging a time of the communication processing based on the
difference calculated for the second time by the difference
calculation apparatus.

[Claim 11]

A recording medium storing a log information generation
program, the program causing a computer to achieve:

a time provision function for providing time information
including a second time in the log information generation
apparatus to a difference calculation apparatus in accordance with
communication start information transmitted to a plurality of
information processing apparatuses communicably connecting to a
communication network at a start of communication processing via
the communication network, the difference calculation apparatus

calculating a difference between a input first time and a reference
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time; and

a log information generation function for generating log
information associating arranged time with an content of
communication processing, the arranged time obtained by
arranging a time of the communication processing based on the
difference calculated for the second time by the difference

calculation apparatus.



