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CLAIMS: 

 1. A computer-implemented method for improving security of smart contract, 

comprising:  

 obtaining, by a blockchain node, a first transaction and a second transaction, wherein: 

 the first transaction comprises an address of a smart contract in the blockchain 

pointing to executable code of the smart contract, one or more first parameters invoking the 

smart contract and a first transaction value, and  

 the second transaction comprises the address of the smart contract in the 

blockchain pointing to executable code of the smart contract, one or more second parameters 

invoking the smart contract, and a second transaction value;  

generating, by the blockchain node, a protection condition for the first transaction that 

limits execution of the smart contract, based on the first transaction;  

selecting, by the blockchain node, the first and second transactions in a random order; 

and  

 in response to selecting, by the blockchain node, the second transaction before 

selecting the first transaction: 

  updating, by the blockchain node, a first world state of the blockchain to a first 

transitional state by updating a balance of the smart contract based on the second transaction 

value; 

  updating, by the blockchain node, the first transitional state to a second world 

state by calling the executable code of the smart contract according to the address in the 

blockchain and the one or more second parameters; 

  updating, by the blockchain node, the second world state to a second 

transitional state by updating the balance of the smart contract based on the first transaction 

value; 

  determining, by the blockchain node, whether the second transitional state of 

the blockchain satisfies the protection condition; 

  in response to determining that the second transitional state of the blockchain  

does not satisfy the protection condition:  

reverting, by the blockchain node, the blockchain from the second 

transitional state to the second world state,  
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recording, by the blockchain node, the execution of the second 

transaction corresponding to the second world state into a new data block without executing 

the first transaction, and  

discarding by the blockchain node, the first transaction.  

 

 2.  The method of claim 1, further comprising: 

 in response to determining that the second transitional state does not satisfy the 

protection condition, returning an execution exception to a computing device that submitted 

the first transaction.  

 

 3.  The method of claim 1, wherein: 

 the protection condition is associated with a price range, an amount range, or a time 

range of transacting an item.  

  

 4.  The method of claim 3, wherein: 

 the first transaction is associated with a purchase order of the item at the price range; 

and 

 the second transaction is associated with a sales order of selling the item. 

 

 5.  The method of claim 1, wherein: 

in response to selecting the first transaction before the second transaction, executing 

the first transaction if the protection condition is satisfied, and then executing the second 

transaction, and recording the executions of the first and the second transactions into a new 

data block for adding to the blockchain. 

  

 6.  The method of claim 1, wherein:  

 obtaining the first transaction and the second transaction comprises obtaining the first 

transaction and the second transaction from a pool database.  

 

7. The method of claim 1, further comprising:  

 in response to determining that the second transitional state satisfies the protection 

condition, executing the first transaction after the execution of the second transaction, and 

recording the executions of the second and the first transactions into a second new data block 

in an order of the executions for adding to the blockchain. 
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 8. A system for improving security of smart contract, comprising one or more 

processors and one or more non-transitory computer-readable memories coupled to the one or 

more processors and configured with instructions executable by the one or more processors to 

cause the system to perform operations comprising:  

obtaining, by a blockchain node, a first transaction and a second transaction, wherein:  

the first transaction comprises an address of a smart contract in the blockchain 

pointing to executable code of the smart contract, one or more first parameters invoking the 

smart contract and a first transaction value, and  

 the second transaction comprises the address of the smart contract in the 

blockchain pointing to executable code of the smart contract, one or more second parameters 

invoking the smart contract, and a second transaction value;  

generating, by the blockchain node, a protection condition for the first transaction that 

limits execution of the smart contract, based on the first transaction;  

selecting, by the blockchain node, the first and second transactions in a random order; 

and  

 in response to selecting, by the blockchain node, the second transaction before 

selecting the first transaction: 

  updating, by the blockchain node, a first world state of the blockchain to a first 

transitional state by updating a balance of the smart contract based on the second transaction 

value; 

  updating, by the blockchain node, the first transitional state to a second world 

state by calling the executable code of the smart contract according to the address in the 

blockchain and the one or more second parameters; 

  updating, by the blockchain node, the second world state to a second 

transitional state by updating the balance of the smart contract based on the first transaction 

value;  

 determining, by the blockchain node, whether the second transitional state of the 

blockchain satisfies the protection condition; 

 in response to determining that the second transitional state of the blockchain does not 

satisfy the protection condition: 

reverting, by the blockchain node, the blockchain from the second 

transitional state to the second world state,  
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recording, by the blockchain node, the execution of the second 

transaction corresponding to the second world state into a new data block without executing 

the first transaction, and  

discarding by the blockchain node, the first transaction.  

  

 9.  The system of claim 8, wherein the system is further caused to perform: 

  in response to determining that the second transitional state does not satisfy the 

protection condition, returning an execution exception to a computing device that submitted 

the first transaction.  

  

 10.  The system of claim 8, wherein: 

 the protection condition is associated with a price range, an amount range, or a time 

range of transacting an item.  

  

 11.  The system of claim 10, wherein: 

 the first transaction is associated with a purchase order of the item at the price range; 

and 

 the second transaction is associated with a sales order of selling the item. 

  

 12.  The system of claim 8, wherein the system is further caused to perform: 

in response to selecting the first transaction before the second transaction, executing the first 

transaction if the protection condition is satisfied, and then executing the second transaction, 

and recording the executions of the first and the second transactions into a new data block for 

adding to the blockchain. 

  

 13. A non-transitory computer-readable storage medium configured with 

instructions executable by one or more processors to cause the one or more processors to 

perform operations comprising:  

 obtaining by a blockchain node, a first transaction and a second transaction, wherein: 

 the first transaction comprises an address of a smart contract in the blockchain 

pointing to executable code of the smart contract, one or more first parameters invoking the 

smart contract and a first transaction value, and  
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 the second transaction comprises the address of the smart contract in the 

blockchain pointing to executable code of the smart contract, one or more second parameters 

invoking the smart contract, and a second transaction value;  

generating, by the blockchain node, a protection condition for the first transaction that 

limits execution of the smart contract, based on the first transaction; 

selecting, by the blockchain node, the first and second transactions in a random order; 

and  

 in response to selecting, by the blockchain node, the second transaction before 

selecting the first transaction: 

  updating, by the blockchain node, a first world state of the blockchain to a first 

transitional state by updating a balance of the smart contract based on the second transaction 

value; 

  updating, by the blockchain node, the first transitional state to a second world 

state by calling the executable code of the smart contract according to the address in the 

blockchain and the one or more second parameters; 

  updating, by the blockchain node, the second world state to a second 

transitional state by updating the balance of the smart contract based on the first transaction 

value;  

 determining by the blockchain node, whether second transitional state of the 

blockchain satisfies the protection condition; 

 in response to determining that the second transitional state of the blockchain  does 

not satisfy the protection condition:  

reverting, by the blockchain node, the blockchain from the second transitional 

state to the second world state,  

recording, by the blockchain node, the execution of the second 

transaction corresponding to the second world state into a new data block without executing 

the first transaction, and  

discarding by the blockchain node, the first transaction.  

 

 14.  The storage medium of claim 13, the processor is caused to further perform: 

  in response to determining that the second transitional state does not satisfy the 

protection condition, returning an execution exception to a computing device that submitted 

the first transaction.  
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 15.  The storage medium of claim 13, wherein: 

 the protection condition is associated with a price range, an amount range, or a time 

range of transacting an item.  

  

 16.  The storage medium of claim 15, wherein: 

 the first transaction is associated with a purchase order of the item at the price range; 

and 

 the second transaction is associated with a sales order of selling the item. 

 

 17.  The storage medium of claim 13, wherein the processor is caused to further 

perform: 

 in response to selecting the first transaction before the second transaction, executing 

the first transaction if the protection condition is satisfied, and then executing the second 

transaction, and recording the executions of the first and the second transactions into a new 

data block for adding to the blockchain. 

 

 


