WD 2006/ 019854 PCT/ US2005/ 024912 MEMORY HAVI NG RFI D
TAG DECRYPTI ON TECHNI QJE FOR USE W TH THE MEMORY, AND
MEMORY READER OR WRI TER FOR USE W TH THE MEMORY FI ELD
OF THE | NVENTI ON 100011 The present invention rel ates
WO 280602985+ y havi ng a Radi o Frequency | denti f PEHP$2§95/024912
(RFID) tag, a decryption technique for use with the
menory, and a nenory reader and/or witer for use
with the menory. BACKGROUND OF THE | NVENTI ON [ 00021
RFID is a technique in which an RFID reader (also
known as an RFID interrogator or RFID scanner or RFID
detection device) obtains information stored in an
RFID tag. RFID tags generally include an antenna and
an RFID chip. Typi cal ly, the RFID reader enmts a

r adi of requenc The RFID tag receives th
L AHSIOR HANING BFORTAS xmﬂwmm UEKOR USE,
uses WIETHTHFMEMORYs AN eREADER OB\WRITER

RFI D tag. Anot heFOWWITPRFHEM&’Q’IORXom as an
active tag, contains its own energy source. In either
case, the RFID chip, typically a circuit including a
menory, nodul ates a response to the signal, which

FIPLESQP THE INVBRtOst ed by the RFID reader. Typically,
the RFID chip uses this technique to send, as the

0005S PR 5tEsenBiflvéntibmtdldiésaa bintim ot PR irpla R FroqieRey IMenHicition
[ bgck to the RFJID reader, \/\holg}(c:)h cr(f)gde can b%: u?ed f or

(REESTHIR)! FdectyBlior BUHYLR Y U3 WRA#RSmemory, and a memory reader and/or

writer for use with the memory.

BACKGROUND OF THE INVENTION

[0002] RFID is a technique in which an RFID reader (also known as an RFID interrogator or
RFID scanner or RFID detection device) obtains information stored in an RFID tag. RFID
tags generally include an antenna and an RFID chip. Typically, the RFID reader emits a
radiofrequency signal. The RFID tag receives the signal. One type of RFID tag, known as a
passive tag, uses the signal as a source of energy to power the RFID tag. Another type of
RFID tag, known as an active tag, contains its own energy source. In either case, the RFID
chip, typically a circuit including a memory, modulates a response to the signal, which
response is detected by the RFID reader. Typically, the RFID chip uses this technique to
send, as the response, an identification code stored in the memory back to the RFID reader,

which code can be used, for example, for inventory purposes.



-1 WD 2006/ 019854 PCT/ US2005/ 024912 [0003] Severa
docunents discuss RFID use in the conputer or nenory
medium fields. For exanple, U S. Patent No. 5,949, 335
(Maynard) discloses an RFID taggi ng system for
WORpGOEBShet wor k asset's, wherein operation ofCH§R005/024912
asset can be automatically inhibited absent

conpl etion of a predeterm ned comruni cati ons sequence
between the asset and an RFID host. U. S. Patent No.
6,424,262 B2 (Garber, et al.) discloses use of RFID
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menory stick, ConpactFl ash card, and Secure Digital.
COTRIAH RS NEISHORIVATRSLS CRD STRHECR GNP 814 3585 6a7) be SitomagE I ml@llaléed absent
foregoing, in one aspect, the present invention
compmttamed afpeedsigppingd epanmunipatiens SEAREYE betveen ge assepndpyBFID
Menory Stick, flash nenory, etc.) with an RFID tag.
hosT hie.S. Rtk Nea§,424,0621BR ¢Gaberacthid il disdogeh asenafiiRIill, whatginthe item
For exanple, the nenory nmediumcould be a CD, and the
mafhd, Bricagmprld fa@rlipbi sRicanmd&hl And @CTeWoris/em2RFAD(Kollar, et
chip, wherein the RFID antenna could be printed on
a_].)'dﬁéaﬁ)sé;[an a0 thideiaciidago REhface hwierahtiacdigdle hiay bl dor example, a
antenna. The RFID tag could be used for inventory
CDPBVRR iR Srory fick A rRetFIRA cal fhads Bk Digigd e&li on
devi Ce- so, a nenory reader (e.g., drive, DVD
drive, Menory Stick reader, flash nenory reader
etc.) could also be equipped with a RFID detection

SURBYARS oF MRETRYNToN

[0004] In view of the foregoing, in one aspect, the present invention relates to supplying a

memory medium (e.g., CD, DVD, Memory Stick, flash memory, etc.) with an RFID tag. The
RFID tag could be attached to the memory medium. For example, the memory medium could
be a CD, and the RFID tag could comprise an RFID antenna and an RFID chip, wherein the
RFID antenna could be printed on'the CD, and then the RFID chip attached to the antenna.
The RFID tag could be used for inventory purposes, in conjunction with a RFID detection
device. Also, a memory reader (e.g., CD drive, DVD drive, Memory Stick reader, flash
memory reader, etc.) could also be equipped with a RFID detection device. The memory
reader could then determine whether or not to read the memory medium in accordance with
the RFID detection. And, optionally, the memory reader could perform decryption in

accordance with the RFID detection.



reader could then determ ne whether or not to read the
menory nediumin accordance with the RFID detection.
And, optionally, the nenory reader could perform
decryption in accordance with the RFID detection. -2
W2000088H#1.9854 PCT/ US2005/ 024912 100051 | n BGTHR5/024912
aspect the present invention relates to a system
conprising (a) a nmenory; (b) an RFID tag; (c) a

menory reading unit that is configured to read
information that is stored by the nmenory; (d) an RFID
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configured to read information that is stored.?y a.
readrfgmp thg memyyy By the mpspyry Eeading goig H accerfiaee mathdginfqgplip read

to read information that is stored by an RFID tag; and
from( &y RFID thechyypt RBW teading it is configured to decrypt .

the information read fromthe nenory by the nenory

reading unit in accordance with the information read

fromthe RFID tag by the RFID reading unit. [0007] In
[0005] ith betansth&rekpas pleCiresehiavention edtited I0\ie Appasnuy @hppiisisg (2) a

a apparatus conprising (a) menory reading means for
men%ﬁ}?%amgg Lk HaDB Ak diab rda8 iSoAh AP Myt & HBREDEYa mEBdry; (b) an
RFID reading unit that is configured to read information that is stored by an RFID tag; and (c)
a decryption unit that is configured to decrypt the information read from the memory by the

memory reading unit in accordance with the information read from the RFID tag by the RFID

reading unit.

[0007] In still another aspect, the present invention relates to a apparatus comprising

(a) memory reading means for reading information that is stored by a memory; (b) RFID
reading means for reading information that is stored by an RFID tag; and (c) decryption.
means for decrypting the information read from the memory by the memory reading means in

accordance with the information read from the RFID tag by the RFID reading means.

[0008) In a still further aspect, the present invention relates to a method comprising

(a) retrieving information from a memory; (b) retrieving information from an RFID tag; and



readi ng means for reading information that is stored
by an RFID tag; and (c) decryption. neans for
decrypting the information read fromthe nmenory by the
menory readi ng means in accordance with the
VOR0toa8FoNn read fromthe RFID tag by the RAG/PRAE0S12
nmeans. ]0008] In a still further aspect, the present
invention relates to a nmethod conprising (a)
retrieving information froma nenory; (b) retrieving
information froman RFID tag; and -3 WD 2000/019854
(©) E%H§é g‘ngﬁéig%gl]oﬁ ret(’ig‘)edqﬁ)‘;ﬁ bﬁ@'iﬂe%r} ilﬁedcéd%zﬁfzmtlh e information
retrieve romthe menory 1 n accordance with the
i nf ormat i etrieved fromthe RFID tag. 100091 In
'e“§¥?9%%8Nﬁ§gqgé§%ct, the present invention relates to a
systemconprising (a) a nenory; (b) an RFID tag
attached to the nenory; (c) an encryption unit that is
configured.to encrypt inforpation so that the . .
[00@H clnyfst w@tehspEGHeDE BIFSTAMVFRIBEIRES BAYSIPEamPEHes (2) 2
decryption being performed in accordance with
mermerfyotbran REID b tidohed 1o thomemiey; RIFpDercapiion Hait ha is gonfigured to
witing unit that is configured to wite information '
enctypt infremaeorosoythdt olie gtcgptedaenfomtviorican latgebe dagrypiedt dd decryption
information fromthe encryption unit is witten by the
bein! pekfoffledUR iatcokdanthreithiTerimation otaiaédfrérg the RIFOID16E} ahdi(da
still further aspect, the present invention relates to

writill BRRRL3E é@ﬁf@m@@ td WHiRGnibahatioB REThY RichidRy 56 &0fagt GWherein the
encrypting information so that the encrypted

enc 'gpfe [ ¥Bioh 200 3 RE enGiftion R & wii (e b9 e WillrlgQmhith8 iHGnemory
erforned i n accordance with information retrieved

for lt&%E% an

[0010] In a still further aspect, the present invention relates to an apparatus comprising (a)
encryption means for encrypting information so that the encrypted information can be
decrypted, the decryption being performed in accordance with information retrieved from an
RFID tag attached to a memory; and (b) writing means for writing the encrypted information

to the memory for storage.

[0011] In yet another aspect, the present invention relates to a method comprising (a) writing
first information to an RFID tag for storage, the RFID tag being associated with a memory;
(b) encrypting second information so that the encrypted second information can later be
decrypted, the decryption being performed in accordance with the first information; and

(c) writing the encrypted second information to the memory for storage.



RFID tag attached to a nenory; and (b) witing nmeans
for witing the encrypted information to the nenory
for storage. 1001 11 In yet another aspect, the
present invention relates to a nethod conprisin éa)
WPi2006/0¢P85% i r st i nformation to an RFID tag de“?%B‘ﬁ@é?”
‘the RFID tag being associated with a nenory; (D)
encrypting second information so that the encrypted
second information can |ater be decrypted, the
decryption being perforned in accordance with the
first information; and (c) witing the encrypted
second information to the nenory for storage. -4 WO

[00?%??{%%}9 gﬁ ﬁfuﬁﬁqjatyﬁég 8}?6/ é)ggs%ﬁ)t]igven[igrpgega]teslt@ Flg iﬁ)tepgﬂtu%tfgljndse with a

r aspec _ ent invention re
tel e(av’gfpgu; i%‘é %ﬁr&fr%gs C%iﬁ)ri\é\dlﬁltg :E@ glf’l o‘éﬁ?clglggxéfé ovg’t?'% gste co;’rj}g Euarcraé?l ttoupserform one
confjigured to perf.ormone f (i) readi.ng from.an .
of @mde% trogh ap.optfral digq and KQ&&?@%’@@ é’?% AT Rgtigah digy (b) an

optical disc; (b) an RFID interrogator that is ) )

RFEbmtargestecthatds eigingd inetsinintoenation Baman REHP treaggpciated with
associated with the optical disc; (c) a decryption

the gptidal dibat(c)iagiecrypifidngumitghiat incopgurgdto depriypirinferaronressidrom the
fromthe optical disc by the opticcal disc drive in

optiaglatiscbaniccopiicilhlidclieive inf mrordirice with liteain foadatfanabtdiked from the
RFID tag by the RFID interrogator, and (d) an out put

RFIMYag b (RRAID inemdgdaguy Bd (§)anuiphtiniathaiigémkiguk®to dudgut a signal
television in accordance with the decrypted

for MR HQEVIBEA Pcédr@ct Rah BRCIYRbic® hidhiation b8 e3dechpBSunit.
and ot her objects, aspects, advantages and features of
the present invention will beconme nore apparent from
the follow ng detail ed description of the presently

[()OP.{] e’f"heegg S% other objects, aspects, advantages and features of the present invention will
become more apparent from the following detailed description of the presently preferred

embodiments taken in conjunction with the accompanying drawings.



enbodi nents taken in conjunction with the acconpanyi ng
drawi ngs. -5 WD 2006/ 019854 PCT/ US2005/ 024912 BRI EF
DESCRI PTI ON OF THE DRAW NGS 100141 FIG | is a

schemati ¢ di agram showi ng an enbodi ment of the present
WOetstoii$i i ncl udi ng a menory, RFID tag, ‘;’)52003/024912
reader, and RFID reader; [0015] FIG 2 is a schematic
di agram showi ng an RFID tag for use in the present

i nvention; 100161 FIG 3 is a schenmatic diagram

showi ng an RFID chip for use in the present invention,
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optrca rumw tagfor use in the
ntion Wi th an op
00§ R i C‘F‘é‘éca"é?g’?%rsg"%‘ég iy @i 3L pREer i Eion
. [00181 FI G IS a schematjc di how ng a flash -
inclydipg RyMemay, gﬁDF@ﬂ 5‘?”8@”1"64‘” &ggﬁﬁﬁm{a & present
i nvention; 100191 FIG 6 is a schematic diagram
showing a hard drive with an RFID tag.for use in the
present invention; [0020] FIG 7 is a schematic view
[0085j0IiCh @ iamsabratili diegram ofiowihgampRERkiag farweeintthapresent invention;
including a nenory/RFID reader connected to a
conputer; -6 W 20061019854 PCT/ US2005/ 024912

[0016] FIG. 3 is a schematic diagram showing an RFID chip for use in the present invention;

[0017) FIG. 4 is a schematic diagram showing an optical medium with an RFID tag for use
in the present invention, along with an optical disc drive with an RFID reader for use in the

present invention;

[0018] FIG. 5 is a schematic diagram showing a flash memory with an RFID tag for use in

the present invention;

[0019] FIG. 6 is a schematic diagram showing a hard drive with an RFID tag for use in the

present invention;

[0020] FIG. 7 is a schematic view showing an embodiment of the present invention including

a memory/RFID reader connected to a computer;



100211 FIG 8 is a schematic view show ng anot her

enbodi nent of the present invention including a
menory/ RFI D reader with built-in decryption; 100221

FIG 9 is a schematic view show ng yet another
woboionsst of the present invention includiMg/Es2099(024912
pl ayer including both a nenory/RFID reader and a
decryption conmponent; 100231 FIG 10 is a schematic
view show ng a nenory witer for witing to a nenory

in accordance with the present invention; 100241 FI G
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use venti on menory an
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present invention, where the nenory also stores a

counter. DETAI LED DESCRI PTI ON OF THE PREFERRED

EMBCODI MENTS 100261 Fig. | shows an enbodi nent of the
[0023] cElen P is hchpmitisrviewy phopyieg yef prptics empedimertif ghe pgsgpdiyention

| represents a nenory or nenory nmedium Menory | could
incloding a AAD playafindiinking boflpe mematy/REBrreaicr angh 4 deeryption component;

i nformati on. Exanples of nenory 1 include a CD, DVD,

or other optical nedium as well as flash nenory,

Menory Stick, and hard drive. -7 WO 2006/ 019854

[00?5-]7}61@52@ 05 QRAA1R vidwhdWingAl th@ndrd wiritd -forlwritipft6 h@Rery in
nuneral 2 represents an RFID tag. RFID tag 2

ace %@W'tﬂe rg&gp,méﬁgnan antenna and an RFI D chi p.

preferably is attached to menmory 1. For

[0024] FIG. 11 is a schematic view showing a memory and RFID tag for use in the present

invention, the memory and RFID tag being separate from one another.

[0025] FIG. 12 is a schematic view showing an RFID chip for use in the present invention,

where the memory also stores a counter.

DETAILED DESCRiPTION OF THE PREFERRED EMBODIMENTS

[0026] Fig. 1 shows an embodiment of the present invention. In that ﬁAgure, reference
numeral 1 represents a memory or memory medium. Memory 1 could be é memory of the
type that stores digital information. Examples of memory 1 include a CD, DVD, or other

optical medium, as well as flash memory, Memory Stick, and hard drive.



exanpl e, where nenory 1 is a CD or DVD, to attach the
RFID tag to the CD or DVD, the antenna could be
printed directly on the CD or DVD, and then the RFID
chip could be attached to the CD or DVD. A | ayer
WOoQ0d/o8sfpl aced over the antenna and RFI D chiQI/$B005/424912
if someone tried to renove the RFID tag fromthe CD or
DVD, it would be destroyed. Fig. 4 schematically

shows a case where RFID tag 2 is attached to nenory 1,
and nenDry | is an optical mediumsuch as, for

A 0(?2{72%30 'ne ! %@E?%quygu? l.la92 re?{égﬂsezgﬁg# %R?ﬁ'pt\ﬁ@ 2 %aeferably
CoBREYE 7 %’&"a@@a'ﬂ\ﬂﬁ o égﬁgelbnt s lof2 vk {aaheﬁe%}é popy L For

and nenory is a hard drive, 10028
eXATRR| i WhEEE an‘BWé(v‘e‘F a Ghor DYy 1o aftay the ma'@s é‘tﬂ’é 840 DVD, the

menory 1; as an alternatlve RFID tag 2 coul d be
anisapsegonldeberrpipd i byonithe £ o RUM apd thep ¢he RAID chioepgid be
Fig. 2 schematically depicts RFIDtag 2 in nore
attahbtdiid the CP ar D f Adayee couldbeplased @venimantenna 20d RFID chip so that
represents an antenna of RFID tag 2, while reference
if someeicatrie® b rempvethe RIFED &g froHhD CEhondD WD, it eulddg.dedt Q8D IFig. 4
Fig. 3 schematically depicts RFID chip 21 in nore

scidgtadidily shéwd hadse fvh & REID 126k anaehed UERA@Y 12Md memory | is an
represents a nenory of RF]D chip 21. Information can

oph&l %&ﬁﬁ)dsublpast Rir Sx AFBHIBIYGD oADYDC &g isnehdhsificallydhows a case
exanpl e, an encryption or decryption code or key. Fig.
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schematically shows a case where RFID tag 2 is attached to memory 1, and memory | 1s a

hard drive.

[0028] It is not required, however, that RFID tag 2 be attached to memory 1; as an alternative,

RFID tag 2 could be séparate from memory 1, as shown in Fig. 11.

[0029] Fig. 2 schematically depicts RFID tag 2 in more detail. In that figure, reference
numeral 20 represents an antenna of RFID tag 2, while reference numeral 21 represents an

RFID chip of the tag.

[0030] Fig. 3 schematically depicts RFID chip 21 in more detail. In that figure, reference
numeral 22 represents a memory of RFID chip 21. Information can be stored in this memory,

and can include, for example, an encryption or decryption code or key. Fig. 3 depicts the case



where menory 22 stores a key 23 for use in decrypting

i nformati on such as, for exanple, information stored
in menory 1. Such a key may be, for exanple, 32 bits

or 128 bits in length. The information stored in
WOrM6eP19834 coul d al so be used to encrypt i nf oPGHY$264$/024912
such as information to be stored on the nenory

medi um [0031] Returning to Fig. 1, reference nunera

3 represents a nenory reader for reading the contents
of menory 1. For exanple, where nenory | is a flash

oA s BGOSR o AL oS e e

. Jeader 3 .could be r DVD dr.ive, urse _

BRI Pt GoPeon g e Rrn B ity Srutlhy FOP3F 128 e
RIWCD. drive or RRWDVD drjve al so. Reference n ral

length, Ih¢ g&@magmaﬁorﬁémnf:@a@/ COPlgra?sPé’SdfF%’g‘o ﬁﬁ@tf%@*m such
RFI D reader 4 may be an industry standard RFID reader,

as igfogmatiqgria be slgred gndhempmeydriiigocunent ed protocol for
interrogating RFID tags. Alternatively, RFID reader 4
may enpl oy a non-standard, propriety protocol. This
| atter approach woul d prevent people with standard

[00RA Retuaeietd §id. N prefepbicanmnergl 3 represaed 4 membryoeadef-fobDraadigg the
2. 10032] Reference nuneral 5 represents an optiona

corfeniy fddmoay 1 OForBREMP I, WhaBeheohD isadRiEmerdonyNinmeR reader 3
device, i.e., a nenory/ RFID reader. In such a case,

couTEFDS MasB nffbrireh&r, méeexhelﬂmgq Uk hsiRed £0Bl & IPED hdrAGD eder 3

to one another or integral. For exanple, where nenory

cou c?@éjaeéD%ﬁ .ﬁggﬁ‘@ri\%p tdfcc@llrsgirﬁeﬁ%(?& [eh&er SRGLI H'e%‘éjlﬁémﬁ'g&m%?n% part

e attac to or pan o rrve. Such i1s's

o b PRIVl FETDRACARAS g 89 ELR: LERSES o

separ a or ex
for Pe%digllg ?(Q’EB ?a% flqiﬁﬁerggdext ? mrg? oLy in%gs%%es&ngdrd RFID reader, e.g., one

using a publically-documented protocol for interrogating RFID tags. Alternatively, RFID

reader 4 may employ a non-standard, propriety protocol. This latter approach would prevent

people with standard RFID readers from obtaining information from RFID tag 2.

[0032] Reference numeral 5 represents an optional combination of memory 3 and RFID
reader 4 into one device, i.e., a memory/RFID reader. In such a case, memory 3 and RFID
reader 4 could be could be attached to one another or integral. For example, where memory
reader 3 is an optical disc drive, RFID reader 4 could be attached to or part of that drive.
Such is shown in Fig. 4. Alternatively, memory reader 3 and RFID reader 4 could be

separate. For example, RFID reader 4 could be disposed adjacent to memory reader 3.



-9 WD 2006/ 019854 PCT/ US2005/ 024912 100331 Fig. 7
schematically depicts a deploynent of the Fig. |

enbodi ment in conjunction wth a conputer. Reference
nunmeral 400 represents the conputer. Exanples of such
WO 2069p85€r i ncl ude a personal conputer or aPEEPRIHAR4912
conputi ng device. Reference nuneral 600 represents a
decryption unit or decryption software for use with or
in conputer 400. In operation, RFID reader 4 uses

RFID to obtain information stored in nenDry 22 of RFI D

o885 S e o EIR R SRR ABFE TR B goioncion

menory 1. The information retrieved from Y. ? %
with qnipapr2Refsregee nyzpsyal 289 reprggentp the CPWPB‘th’iaBW es of such a
retrieved fromnenory | are transferred to the
compntguineiudya persaal eameRufes opa RITEENal EEIIRE Atcey Refergyg numeral
then decrypts the information stored in nenory 1, as
600 bdpaésaesla Bycrypienoniy or éxdetios sofiwera for osadutic er micompitied00. In
information stored in nenory 22 of RFIDtag 2 (e.g.

opb@ior RFID a&dabt @kREIDY oBkliDinfeadasn dored 608drhoryi2g of RFID tag
depicts an alternate enbodi nent, which differs from

2, Ebkey23. MERGY rédaer 3 pleforyiph k&ﬂm@%bér@tﬁdfﬁd ob&froih®&rmation stored in
reaching the conputer. Here, reference nuneral 601

mé'rﬁ(?g eSept ﬁ)forﬁ)agﬁpfembk(pﬂoﬂ Mhdmdr 8 o IREMVIBE 9 (e.g., key 23) and the

rmati on obtai ned by nenory reader 3 fronlnenory 1

milormzalo%(f%r ? racﬂ%m\’\fnyﬂo fé?é FQ!EE&Q(] Qp{h@'c&ﬂgutp}ywﬂa:ﬁ Qterface 410.

rom nmenory t1 onal y

. 3 RF{ reader n (? t [
D%@T“ﬁ‘gv @D% 1!;\6“61%0% @ée gy onnﬁtﬁ(la st(% ol gx{lé/ %J]osl’)%tatd bgt
metrr?org ?enggtfielrn a%co;dance with the information stored in memory 22 of RFID tag 2

(e.g., key 23), as obtained by RFID reader 4.

[003‘4] Fig. 8 depicts an alternate embodiment, which differs from Fig. 7 in that the
decryption performed before reaching the computer. Here, reference numeral 601 represents
a decryption unit that decrypts information obtain.ed by memory reader 3 from memory 1 in
accordance with information obtained by RFID reader 4 from memory 22 of RFID tag 2.
Optionally, memory reader 3, RFID reader 4, and decryption unit 601 may be in an integral

unit 5 that provides output to computer 401.

[0035] Of course, the invention is not limited to using a computer. Fig. 9 shows an alternate
embodiment where reference numeral 5 is an integral unit 5 such as a DVD player, which

comprises a DVD drive as memory reader 3, an RFID reader 4 attached to memory reader 3,

-10-



[00351 O course, the invention is not limted to

using a conputer. Fig. 9 shows an alternate

enbodi ment where reference nuneral 5 is an integral

unit 5 such as a DVD player, which conprises a DVD

W0 R0p6/0ESienory reader 3, an RFID reader 4 SRGIASRYF3812
menory reader 3, -10 WD 2006/ 019854 PCT/ US2005/ 024912
and the decryption unit 601. The output of the DVD

pl ayer is supplied to a television 402 for view ng.
Menory | for use with this enbodinent is, for exanple,

ancﬁﬁ? gff%ﬁ)gflttlﬁlg HmY\?ﬁ{ e’l‘he r%%)dn g} t?u DW%]%IHQ ?s s%n Cféﬁ% ?Qelevxslorr 402 for

| Rent pro bseru
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or associated with the disc, the DVD drive §

disg eontrans cayrypied informagiop this emipdimenighovidesaryppiu %W?Jhﬁeasy-‘o use
601 decrypts the disc in accordance with the

copiymfaeatian sehemicr RFADREAGST # afjtains infprmaties fiepoREID REL that pitached
is not present, then the DVD drive will not be able to

or adsciayedtwithathe dishiube DgDadrivet(memdiygeadef dyreatissid dige, amd there
tel evision. 10036] Fig. 10 schematically depicts a

decsysbetiif 601 deesparthddisd il acsoedancy Wil tHe ihfagnition fuseRFID tag 2. If
the present invention. In that figure, reference

the PHIFEY RIFID/ta gl RRHoE préscit, ARINARYDWID drive wilf @bt bebRIB|d€srypt, and thus
nmemory writer 7 coul'd be a device for creating CDs or

p]a)D\thSdlscofor‘ag})i&Bﬁkﬂeﬁelb%snﬁgu| d be part of a nenory RI'W
devi ce such'as a RRWoptical drive (e.g., CD-R Wor

DVD-R'W. Reference nuneral 8 schemati cal | y
represents this optional nenory R/'Wdevice, which

IOO%é] ICI% lgs l%iscg‘%r%an/\#% sgas sry§1iewr!a ? lgrggt)aln%g tl%eomérggry/rE‘FI}B t;}lg for use in
the present invention. In that figure, reference numeral 7 depicts a memory writer. For
example, memory writer 7 could be a device for creating CDs or DVDs, or optionally it could
be part of a memory R/W device such as a R/W optical drive (e.g., CD-R/W or DVD-R/W).
Reference numeral 8 schematically represents this optional memory R/W device, which
includes a memory reader in addition to the memory writer 7. Memory writer 7 writes
information for storage by memory 1. Preferably, the information is encrypted, and RFID tag
2 contains information (e.g., a key) used for decrypting the encrypted information, as

discussed above. RFID writer 14 writes information to the memory of RFID tag 2, such as

the key discussed above.

[0037) Other refinements of the invention are possible. For example, since the RFID tag can

be written to, one could have an indexing system which would permit a specified number of
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information for storage by nenory 1. Preferably, the
information is encrypted, and RFID tag 2 contains
information (e.g., a key) used for decrypting the
encrypted information, as discussed above. RFID
WPI20050198% wri tes information to the menory OfCTHES2p95(024312
2, such as the key discussed above. 100371 O her
refinements of the invention are possible. For
exanpl e, since the RFID tag can be witten to, one
coul d have an indexing systemwhich would permt a
accggsectofai neainory mediunoduch as dnloptid REOH 2B Ddevice, after which the
PCT/ US2005/ 024912 accesses to a nenory medi um such as
enceyptiop irif@ralatich Si6re@lon MHRFIPY 8L WoEIA be dfab &Y, eé@@ﬂt&hyﬂﬁ@blmg the disc
encryption i nformation stored on the RFID tag woul d be

or iérAGr9 devis SRRtk APIY, atHBBRbIEBe HRGed] B§mesOEacBITRY
deV|cee For exarrpﬂea a DVD coﬁ% §ee pl 5§edm10 t“%gguga

n h
coutﬁtﬁgﬁggii E)W%]EF}% > ng et?e Rﬁﬂjp{ € Aﬁ%xﬁl;(ﬁg S’Pt)}’]% t]?c ion 8Xde n the

RFlﬂ'@x epr \BEA]P b& a?ed\/\ﬁllglqum the g[lé‘eﬁeq\he él? Ve 2% ne% ; py;e)Bgn code need not

natively, ry I 0h CO
or it could

but a ) , ) .
be %Qéﬁ’sa P BB ., B 0 e dp Fetiggomy 4 porion of
encryptio ode need be erased, or scranbled. Fig. 12
the G FwlRD Festn 99 Brepreetorspramblefo Figmbhichematiralr fepiethths,
where the _nenory 22 also contains a counter 24 that is
afore'Png@Pe%K}Fﬂ%ﬁép,eﬁ@rﬁ the MEMERE2 2N dostapis ayceunterd4 that it biset by
predeterm ned nunber of plays, RFID witer 14 or the
one packdinfetPe Y Duispthyed, Aforthepadgtrainedmasbert dfgldyeyRKIDOMiter 14
the menory of the RFID chip. | NDUSTRI AL APPLI CABI LI TY

or the like may be used to, for example, erase the key from the memory of the RFID chip.

INDUSTRIAL APPLICABILITY
[0038] The present invention provides a memory with an RFID tag, the RFID tag containing
information that is used in decryption of the memory, and thus has use as a copy protection

scheme.

CONCLUSION

[0039] Except as otherwisc disclosed herein, the various components shown in outline or in
block form in the figures are individually well known and their internal construction and
operation are not critical either to the making or using of this invention or to a description of

the best mode of the invention.

-12-



100381 The present invention provides a menory with an
RFID tag, the RFID tag containing information that is
used in decryption of the nenory, and thus has use as

a copy protection schene. CONCLUSION 100391 Except

ves 206/ho834 se di scl osed herein, the various ®SHFIOEHP24912
shown in outline or in block formin the figures are

i ndividually well known and their interna

construction and operation are not critical either to
the making or using of this invention or to a

description of the best ggde of .the.i ven%ion -%2 VO
004 olihryreimEnecibe Pmbednsals 95 g Present ryABHOTAY R BERficscribed above

specific enbodi nrents of the present invention have |

in dpeidyit widkkerunderstoas dhnkthisi descaiption is merely fgripurnoges pf dBISE 1D
that this description is nerely for purposes of

Various tietlifiatticns of andaaqiivelentrstrdéthies atrrespendafs tathe dsplfsedispents of
structures corresponding to the disclosed aspects of

the prefRerpd ehbsdimente maiditiornd thosendeadtibict bigrve nmytble @sde by those skilled
descri bed above nay be nmade by those skilled in the

in tiRfakt »Witﬁohp&’épaﬁiﬂﬁ &lohi thE sfifieNthdyee®ni ihbdntioh whith ipdamentn the
invention which is defined in the follow ng clains,

follé\;‘iﬁ%éﬁﬁlﬁ’se RfscMaio? inich if B vRAcrdarthlestoides: iRRRERTIN so as to

Intérpretfation so as to enconpass such nodifications

enceshs Sk YRR b s HE L4t ffent dfhcfdrdd M SHEET
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1. A systemconprising: a nenory; an RFID tag; a
menory reading unit that is configured to read
information that is stored by said nenory; an RFID
reading unit that is configured to read information
that is stored by said RFIDtag; a decryption unit
that is configured to decrypt the information read
fromsaid nenory by said nenory reading unit in
accordance with the information read fromsaid RFID
tag by said RFID reading unit; and an RFID witing
unit that is configured to erase the infornmation that
is stored by said RFID tag to prevent the decryption

by sai d decryption unidy. AEgstem according to
Caimi1l, mherein saidggégélﬁag—rs attached to said
nmenory . A systemaccording to laim1l, wherein said
nehoﬁ;ﬁy?tgms“é’%’&s’é‘& fromthe group consisting of CD,
DVD, flash nenory, Menory Stick, optical disc, and
haa hethorje. 0 -14 4. A systen1according to daima1,
wherein said nenory reading unit optically
an RFID tag;
a memory reading unit that is configured to read information that is stored by said
memory;
an RFID reading unit that is configured to read information that is stored by said
RFID tag;
a decryption unit that is configured to decrypt the information read from said
memory by said memory reading unit in accordance with the information read from said
RFID tag by said RFID reading unit; and

an RFID writing unit that is configured to erase the information that is stored by

said RFID tag to prevent the decryption by said decryption unit.

2. A system according to Claim 1, wherein said RFID tag is attached to said

memory.

3. A system according to Claim 1, wherein said memory is selected from the group

consisting of CD, DVD, flash memory, Memory Stick, optical disc, and hard drive.
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reads the information that is stored by said nenory.
5. A systemaccording to Claim1l, wherein said nenory
is an optical nmenory nedium and wherein said nenory
reading unit is part of an optical disc drive. 6. A
system according to Claimb5, wherein said RFID reading
unit is part of the optical disc drive. 7. A system
according to Caimb5, wherein said RFID reading unit
is attached to the optical disc drive. 8. A system
according to Claim1, further conprising a nenory
witing unit for witing information to said nenory
for storage. 9. An apparatus conprising: a nenory

readi,n ' ' : [ : [ [
i A Gt dechitile LIERTL VGR o} iR, ReTRN Bl
is configured to re information that is stored by an
reads g ID?Q"H@%"B&@19‘5St‘%¥e§ilg§5i3%}%fnre&?r¥lnit that is configured
to decrypt the information read fromthe nenory by
said menory reading unit in accordance with the
information read fromthe
5. A system according to Claim 1, wherein said memory is an optical memory

medium, and

wherein said memory reading unit is part of an optical disc drive.

6. A system according to Claim 5, wherein said RFID reading unit is part of the

optical disc drive.

7. A system according to Claim 5, wherein said RFID reading unit is attached to

the optical disc drive.

8. A system according to Claim 1, further comprising a memory writing unit for

writing information to said memory for storage.

9. An apparatus comprising:
a memory reading unit that is configured to read information that is stored by a

memory;

an RFID reading unit that is configured to read information that is stored by an

RFID tag;
-15-



RFID tag by said RFID reading unit; and an RFID
witing unit that is configured to erase the
information that is stored by the RFID tag to prevent
the decryption by said decryption unit. 10. An
apparatus conprising: nmenory reading nmeans for reading
information that is stored by a nenory; RFID reading
nmeans for reading information that is stored by an
RFID tag; decryption neans for decrypting the
information read fromthe nmenory by said nenory
readi ng nmeans in accordance with the information read
fromthe RFID tag by said RFID reading neans; and

RFID witin ns f
e R EeodipfA dPdybilfe 'ﬁ&?f‘@%?';%%a. et
mem;za,s.sgsftm%ﬁésﬁzwa;wnw@c B ARkl Rt

information froman RFID tag; decrypting the

RFIDitad by sed RFTD reddingawet ahd om t he nenory in accordance
wth the information retrieved fromthe RFID tag; and

er aﬂ?léﬁﬂ) Wegink bR iR &ﬁf@ﬁfémté basdht Difbagation thatéystoded by
t he ecryptlon -16-

the RFID tag to prevent the decryption by said decryption unit.

10. An apparatus comprising:

memory reading means for reading information that is stored by a memory;

RFID reading means for reading information that is stored by an RFID tag;

decryption means for decrypting the information read from the memory by said
memory reading means in accordance with the information read from the RFID tag by said

RFID reading means; and

RFID writing means for erasing the information that is stored by the RFID tag to

prevent the decryption by said decryption means.

11. A method comprising:

retrieving information from a memory;

retrieving information from an RFID tag;

decrypting the information retrieved from the memory in accordance with the
information retrieved from the RFID tag; and

erasing the information from the RFID tag to prevent the decryption.

-16 -
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12. A nmethod according to Claim1l, wherein the
information retrieved fromthe RFID tag conprises a
key used for said decrypting. 13. A system conpri sing:
a menory; an RFID tag attached to said nmenory; an
encryption unit that is configured to encrypt
information so that the encrypted information can

| at er be decrypted, the decryption being perfornmed in
accordance with information obtained fromsaid RFID
tag; and a witing unit that is configured to wite
information to said nenory for storage, wherein the
encrypted information fromsaid encryption unit is

wijtten b aid .witin it to sai.

ot bt o relpcitohain t CUTRED hahete R MG frel e from he

erase the information fromsaid RFID tag to prevent
RFIDtthecaganrisppa kenused for saiddecrdiinaccor di ng to O ai m 13,

wherein said nenory is selected fromthe group

consi sting of CD, DVD, flash nenory, Menory Stick,

optical disc, and hard drive. 15. A system according

t o;Cl Rig codfpbigyn said witing unit is part of an
op%ical I'SC Ive, and said witing unit optically
wites information to said nenory for storage. -17- 0O
16* MAMQYSt em according to C aim13, wherein said

menory is an optical disc.
an RFID tag attached to said memory;

“an encryption unit that is configured to encrypt information so that the encrypted
information can later be decrypted, the decryption being performed in accordance with
information obtained from said RFID tag; and

a writing unit that is configured to write information to said memory for storage,
wherein the encrypted information from said encryption unit is written by said

writing unit to said memory for storage, and

wherein an RFID writing unit is used to erase the information from said RFID tag

to prevent the decryption.

14. A system according to Claim 13, wherein said memory is selected from the

group consisting of CD, DVD, flash memory, Memory Stick, optical disc, and hard drive.

15. A system according to Claim 13, wherein said writing unit is part of an optical

disc drive, and said writing unit optically writes information to said memory for storage.
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17. A systemaccording to Caim 16, wherein said RFID
tag conprises an antenna that is printed on said
optical disc. 18. An apparatus conprising: encryption
means for encrypting information so that the encrypted
informati on can be decrypted, the decryption being
perfornmed in accordance with information retrieved
froman RFID tag attached to a nenory; witing means
for witing the encrypted information to the nenory
for storage; and RFID witing neans for erasing the
information fromthe RFID tag to prevent the
decryption 19. A nethod conprising witing first

f tion to t

poktngt Staporpeife ff CRih TRl b G nonE e onkial 85
informati on so that the encrypted second |nfornat|on
can |later be decrypted, the decryption being
performed in accordance with the first information;
wrii7t i Agystdne aeroodiyg teedlage d 6nethérminerideR Flbhiag Gomhlésqﬁrém‘?nna
for storage; and erasing the first information from

that ist ﬁltéaFdn[%aI@@tchI @sgvent the decryption. 18 0 20. An

pparatus for use with a television, said apparatus
conprising: an optical disc drive that is configured
to performone of (a) reading froman

18. An apparatus comprising:

encryption means for encrypting information so that the encrypted information can
be decrypted, the decryption being performed in accordance with information retrieved
from an RFID tag attached to a memory;

writing means for mitiﬁg the encrypted information to the memory for storage; and

RFID writing means for erasing the information from the RFID tag to prevent the

decryption.

19. A method comprising:

writing first information to an RFID tag for storage, the RFID tag being associated
with a memory;

encrypting second information so that the encrypted second information can later
be decrypted, the decryption being performed in accordance with the first information;

writing the encrypted second information to the memory for storage; and

erasing the first information from the RFID tag to prevent the decryption.
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optical disc and (b) reading fromand witing to an
optical disc; an RFID interrogator that is configured
to obtain information froman RFID tag associ ated
with the optical disc; a decryption unit that is
configured to decrypt information read fromthe
optical disc by said optical disc drive in accordance
with the information obtained fromthe RFID tag by
said RFID interrogator; an output unit that is
configured to output a signal for the television in
accordance wth the decrypted information from said
decryption unit; and RFID witing neans for erasing

they i REQ [agﬁsﬂupﬁ)r%@wlﬂmel@ﬁlsiant 264 dﬂ)aﬁi’[&V@ﬂi pristig:

decrypti apparatus according to d ai m 20,

S DARRRR R LERNY oSl e r%%gﬁfga ARRRE i n

attached to the_ optical  disc. -19-
optical disc and (b) reading from and writing to an optical dlSC

an RFID interrogator that is configured to obtain information from an RFID tag

associated with the optical disc;
a decryption unit that is configured to decrypt information read from the optical

disc by said optical disc drive in accordance with the information obtained from the RFID
tag by said RFID interrogator;

an output unit that is configured to output a signal for the television in accordance
with the decrypted information from said decryption unit; and

RFID writing means for erasing the information from the RFID tag to prevent the

decryption.
21. An apparatus according to Claim 20, said apparatus being a DVD player.

22. An apparatus according to Claim 20, wherein said RFID tag is attached to the

optical disc.
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