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The invention relates to security trusts. More particularly, the invention relates
to allowing code signed by a master key to grant trust to an arbitrary second
10 key, and allowing code, referred to as an antidote, also signed by the master

key to revoke permanently the trust given to the secondary key.
DESCRIPTION OF THE PRIOR ART

15 Simply speaking, computer systems are at a state such that companies can
relatively easily distribute a lot of code to a lot of end users. To protect their
code or their product from hackers and unknown impurities, such companies
typically apply a security mechanism. An example of a security mechanism is
trust using Certificate Revocation Lists (CRL).

20
In this context, the definition of trust has two parts. The first part is
establishing identity of a participant. Typically, the participant has, as an
analogy a letter of introduction signed by some other entity. The signing entity
is typically referred to as a certificate of authority, or CA. The certificate of

25 authority, or simply, certificate establishes the participant’s name and



signature. O her ternms used interchangeably with certificate are naster
key, super key, and systemcertificate. Therefore, the participant's
identity weooa/oodleéter of introduction signed by a CA 5 TieeTasoond2part is
a statement of trust, which according to the anal ogy above nmy be a letter
stating trust the (Bartlm pant. That is, the first step is to establish
identity &fgnatyer tOtigrdarms alﬁddtlmtercﬂmmgadbslt\sph icertifivaty aee master keyvi ded
stating trust such identity. The identity and the agreenent together work
t o est abl sspet kagt and&yEteumc&rtiqumite.aITmméﬁthesFaﬁﬁj‘ﬁ@tl&erd%hﬁﬁﬁ isvg, an
exanple of an inplementation of trust is acconplished by using CRL's. The

use of CRlgtierio$ intlududtied sidrida 591§0Ael eased software. Associated with the
rel eased software is a systemcertificate. This certificate along with a

plurality of other 15 certificates reside in a certificate database. The
use of certificates is adaptable to be applied to rel eases of additional
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work to establish trust. |
10
From a typical computer system’s perspective, an example of an
implementation of trust is accomplished by using CRL’s. The use of CRL’s is
bundled with the released software. Associated with the released software
is a system certificate. This certificate along with a plurality of other
15 certificates reside in a certificate database. The use of certificates is
adaptable to be applied to releases of additional software released by the
same entity that released the first system code. Sometimes they are
referred to as patches. Signed patches mean for the end user to trust the

patches as well as the originally signed software.

20
Another level of complexity is added by desiring partner or vendor code to be
released with the original system code. In order for all three types of code,
original system code, patches, and partner code to work together seamlessly,
they all currently need to be signed by the same certificate.

25



25 2 WD 03/003176 PCT/US01/17128 Currently, in the event that the partner
code is faulty and was signed by the certificate, then the system code and
its patchweoanesia¢ | eopardy. The current renedy is to no@ciyusoheripsart ner
code for corrections and re-release it. However, because the erroneous
partner code was signed by the certificate, 5 the certificate' s power nust
be revoke@Urralvkinihetauerd dhaj thecpartnes gssigeis faulipasdswas gignegrnthal to the
signed original systemcode and any of its signed patches. A second naster
key or ceeeftificaiar hendbesysterbeodeandits patcbegare At jeapairdy.n@he sygesn code,
Its patches, and the corrected partner code prior to their re-release. 10
Qbvi ousl yremedy e dasimuglifyotite gafrinssir edeoforgicoaleclipas esmand-neideacieet) is a
redundant process that can prove crippling and prohibitively expensive for
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and cannot be revoked in a tinely an I Cl ent  manner.

Gifiin, Baich8BNEUBcoHd madlef kel ortHifiGATE edfi%oDe tHreated to sign the

original system code, its patches, and the corrected partner code prior to their
re-release.

10
Obviously, re-releasing good software (original system and patches) is a
redundant process that can prove crippling and prohibitively expensive for a

company.

15 It is also a major task for a company to re-release corrected partner software

when the partner software is of a large quantity, which is typically the case.

It is could also be very detrimental to a company should its partner provide
code unbeknownst to the company or to the partner until after its release
20 contain code that is offensive and cannot be revoked in a timely and efficient

manner.

R. Sudama, D. M. Griffin, B. Johnson, D. Sealy, J. Shelhamer, and O. H.
Tallman, U.S. Patent No. 5,619,657 (Apr. 8, 1997) discloses a method for
25  providing a security facility for a network of management servers utilizing a

database of trust relations to verify mutual trust relations between



Tall man, U. S. Patent No. 5,619,657 (Apr. 8, 1997) discloses a nethod for

25 providing a security facility for a network of managenent servers
utilizi ngve odadabase of trust relations to verify nutual PcwaiSoveii2gi ons
between 3 WD 03/003176 PCT/US01/ 17128 nanagenent servers. The disclosure
consists of a nethod for providing security for distributing nmanagenent
oper at i onshamagameninpaivens.s die alisadosyret esngigtsva & msthayl fompromidikgof

mutual ly trusting, mutually authenticating nanagenent services to dispatch

oper at i onsetoriyefozcdistlibudisyg Mmaspgcenmt dpdratibnautrheng icanhpomestsdott aust are
established on every transmssion link froma point of submssion to a
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managenent operations on a selected host. 10 However, Sudana et a
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on a selected host.

10 However, Sudama et al requires the prior art standard technique of querying a
database to the trusted identification of concern and does not comprise

revoking trust.

M. Gasser, A. C. Goldstein, C. W. Kaufman, and B. W. Lampson, U.S. Patent
15  No. 55,224,163 (June 29, 1993) discloses a method for delegating
authorization from one entity in a distributed computing system to another in a
single computing session through the use of a session public/private
encryption key pair. At the end of the computing session. the private
encryption key is erased and terminates the computing session.
20
Gasser et al addresses security on a temporary, or session basis. In addition,
the user is required to certify that the workstation in question possessing the

private encryption key is authorized to speak on the user's behalf.

25 It would be advantageous to provide an elegant, simple, and efficient means

to revoke the trust previously granted to partner code.



Gasser et al addresses security on a tenporary, or session basis. In
addition, the user is required to certify that the workstation in question
possessi ngotohwo31ps i vat e encryption key is authorized to speakiSonitibe user's
behal f. 25 It woul d be advantageous to provide an el egant, sinple, and
efficient neans to revoke the trust previously granted to partner code. 4
WO 03/003176 PCT/US01/17128 It woul d be advantageous to all ow partner code
to be signed by its own, unique certificate so as not to inpact the
rel ease oft wbbkr beoalyasitageslidyo atibhepadeaet icbieabese shgridd wyuitsl o,
advant ageous to revoke a m nor key for destroying trust of partner code
and reassugiyuRe BEMIfiBhIzOE0 Y nbOtIAPhct THeStelbfse of Bgdredods siarld bed
partner code, rather than re-releasing or shipping all code signed by a
master  KeyherkerfidMMARY OF THE | NVENTI ON A net hod and apparatus is provided
that essentially adds two elenents of functionality to a client. The first
el emerg of functionality allows code signed 15 by a master key to grant
power, or trust to an arbitrary second, or mnor key. The second el ement of
functi onaji Htgaldeoé{\‘f\/a91? ousShGE 6% 5%?1%&@&%%?&%@% ﬁh&n&géa%ﬁ g master
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key to prec ecl permenent|y.
code and reassign a new minor key to grant trust to corrected or modified
partner code, rather than re-releasing or shipping all code signed by a master
key.
10

SUMMARY OF THE INVENTION

A method and apparatus is provided that essentially adds two elements of
functionality to a client. The first element of functionality allows code signed
15 by a master key to grant power, or trust to an arbitrary second, or minor key.
The second element of functionality allows code, referred to as an antidote,
signed by a master key to preclude giving power to a specific secondary key

permanently.

20 The master key is used to sign only extremely small elements of code. These
code elements convey either a grant or denial of trust for a secondary key.
The fact that these sections of code are small and simple ensures no errors

are made in the code and hence the master key never needs to be revoked.



20 The master key is used to sign only extrenely small el enents of code.
These code el enents convey either a grant or denial of trust for a
secondar ywkeg/0031The fact that these sections of code are ®calusoand2si npl e
ensures no errors are made in the code and hence the nmaster key never
needs to be revoked. 5 WD 03/003176 PCT/USO1/17128 The idea of the

anti dote Thetidea of tke ardidobe ipchahriart! gandrd eerfmaneatly sterdedafioy key. Once
the antidote is applied by rerunning the trust code, the secondary key

wi || nevesedumdanpitgy mDreceethioearitidote (srapplishbe reindiecthevieust dodle, aasle
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BRIEF DESCRIPTION OF THE DRAWINGS

10

Fig. 1 shows a schematic diagram of a trust system according to the prior ar;

and

Fig. 2 shows a schematic diagram of a trust system according to the

15  invention.

DETAILED DESCRIPTION OF THE INVENTION

20 A method and apparatus is provided that essentially adds two elements of
functionality to a client. The first element of functionality allows code signed
by a master key to grant power, or trust to an arbitrary second, or minor key.
The second element of functionality allows code, referred to as an antidote,
signed by a master key to preclude giving power to a specific secondary key

25  permanently.



The second el ement of functionality allows code, referred to as an
antidote, signed by a nmaster key to preclude giving power to a specific
secondar ywkeg/001%6 per manently. 6 WO 03/ 003176 PCT/ US01/ 17P28/UuStherie®mst er
key is used to sign only extrenely small el enents of code. These code

el ements convey either a grant or denial of trust for a secondary key. The
fact that these sections of code are snall and sinple ensures no errors 5
are made in the code and hence the master key needs never to be revoked.
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secondary key. Once the antidote is applied by rerunning the trust code,
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the 10 code fragnment is run as an upgrade to conbat a security” bréach that
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upgraded client from paying attention to the trus code that has been
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Exanpl e Probl'em The 1 nvention can be un y an exanple probl em and
its solution. The exanple is of a client shipping software to end users
and the client's partner desiring to ship software that can be viewed as
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secondary key will never have any effect. From a usage perspective, the
10 code fragment is run as an upgrade to combat a security breach that was
discovered. The upgrade running the antidote permanently prevents the

upgraded client from paying attention to the trusted code that has been

breached. This makes the granted trust benign once it is breached.

15 Example Problem

The invention can be understood by an example problem and its solution.
The example is of a client shipping software to end users and the client’s
partner desiring to ship software that can be viewed as an add on to the
client’s software. The problem can arise when both the client software and

20 the partner software are each signed by a single master key.

Referring to Fig. 1, the prior art teaches a master key 100 signs system code
101 of a client. At some point later in time, the client releases an additional
patch of code 102 that is also signed by the master key 100 to ensure that all

25 code works in unison.



101 of a client. At some point later in tine, the client rel eases an
additional patch of code 102 that is also signed by the master key 100 to
ensur e t O 0alob317€5 code works in unison. 7 WO 03/003176 PCT/US8017124128
Wen it is desired to ship or release partner code 103 of the client that
is associated wwth or added on to the client code the master key 100 al so
signs th¥Wheir itisrdesigs toshipSucteleasmiagneotods t0& ofrtise eliektetnal@® can be
viewed as dangerous because the partner code 103 m ght have errors. This
can be 5 pssadigtedawitly of mddbil encioehetulient bede dhid mersteddy 108 alse sighar ge body
of code. The problem arises when the client has distributed code (101-103)
and sonme thef patreemesdentd3.c8deh $i3Birigs104bY tiye mEteciasy £00 Ea1® bprisesdr e
according to the prior art is to correct the errors in the partner code
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di stributed code (101-103) containing the corrections and agai n signed by

the mast e?a#@ﬁl&%ro@ﬂééﬁméﬂvﬁe‘ﬁ tﬁ?@mn%r 8689'1@@‘1@‘?%%@%’&}%%& dde preferred

enbodi ment of thé invention, a solution to the is as follows.
Referring to Fig. 2, the partner creates a secondary or mnor key 200. The
client provides enpomernent or trust code 201 signed by the master key 100
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prior art is to correct the errors in the partner code 103 and subsequently
10 redistribute the entire amount of previously distributed code (101-103)

containing the corrections and again signed by the master key 100.

Solution to Example Problem

According to the preferred embodiment of the invention, a solution to the
15 problem is as follows. Referring to Fig. 2, the partner creates a secondary
or minor key 200. The client provides empowerment or trust code 201
signed by the master key 100 that essentially allows trusting the minor key
200 with power substantially close to the power of the master key 100.
The empowerment code 201 signed by the master key 100 together with
20 the pariner code 103 signed by the minor key 100 make trusted partner

code 202.

To revoke the trust created by use of the minor key empowerment code
201 signed by the master key 100 and the partner code 103 signed by the

25 minor key 100, code referred to as antidote code 203 is created, signed by



code 202. To revoke the trust created by use of the mnor key enpowernent
code 201 signed by the master key 100 and the partner code 103 signed by
the 25 nwoas/obays 100, code referred to as anti dote code 203/Ussvcriesmt ed,
signed by 8 WO 03/003176 PCT/US01/17128 the master key 100, and

di stributed when necessary to users of the trusted partner code 202. A

smal | pi ethee nfas&e]plk%ycaOOQanE’rohzgrbm@omhbntrwde@ear;(ﬁPuQe@d@f/tdestuswdtrust 3)
code 204 is provided for the client's system 205. This APl 204 is al so

si gned byphhRefBSE8dsey 100. The enpowernent code 201 and the antidote
code 203 each make calls to this APl to ensure that the system 205 has the
ability to add or destroy the trust granted by the m nor key 200. 10
According to the preferred enbodi nent of the invention, inplenentation is

o e

the snall iece of antidote co 03 that each. mak t.he API
204. 19 tﬁgdgr%ﬁiﬁ &royidesyfare g‘bﬁﬂltsofﬁﬁtﬁén,@% veeélngﬁil is g0

antidote code is witten in, but not limted to the Java or JavaScrlp
progr anmi Atgneshyaties master rkeyny 08t hdhegemprawepoeposedeod@] and iteenot ed
that the granting and revoking of trust according to the invention is
antidote code 203 each make calls to this API to ensure that the system
205 has the ability to add or destroy the trust granted by the minor key
200.
10
According to the preferred embodiment of the invention, implementation is
as follows. First the add/destroy trust AP| 204 is added to the system 205.
Then the client simply writes the small piece of empowerment code 201
and the small piece of antidote code 203 that each make calls to the API
15 204. In the preferred embodiment, any of the APIl, empowerment, and

antidote code is written in, but not limited to the Java or JavaScript

programming languages, or in any other general purpose code.

It is noted that the granting and revoking of trust according to the invention is
20 performed outside of the standard infrastructure as in using certificates and
revocation lists as according to the prior art. Also, it is noted that according to
the invention, the master key or certificate is trusting code, as opposed to

trusting another certificate or key as according to the prior art.



20 perforned outside of the standard infrastructure as in using
certificates and revocation lists as according to the prior art. Also, it
i s not ed wbhas/emieording to the invention, the master keyPom/uset/1iipg cate is
trusting code, as opposed to trusting another certificate or key as
according to the prior art. 9 WD 03/003176 PCT/US01/17128 It is noted that

the i nventis ot emtnhé imemtibh okbeos reiey thegtardald garehanschariém
certificate revocations lists, whereby validating a particular certificate
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preferred enbodinent of the invention,” an upgrade is downl oaded to the end
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been applied, the system 205 will continue to honor the revocation of

trust by the m nor key 200. 15 According to the preferred enbodi nent of the
i nventio af ter Eev%cati on of the mnor key 200 and when tge art ner
ddbat W

feel s coﬂﬂscreq{@ & aatideteiande 433 desHpPyinadréslde Mers PAWR BRor key is

i ssued and the adding of trust can be reinstated. 20 It is noted that if a
cl i ent hdkerempoplesneitt erde 20 hiagetheo métheth Gigred pafrinatecode 203

making the added trust. That is, the antidote code 203 has permanence
10 meaning that when the system 205 encounters trusted partner code 202
signed by the minor key 200 at a later point in time and after the antidote
code 203 has been applied, the system 205 will continue to honor the

revocation of trust by the minor key 200.

15 According to the preferred embodiment of the invention, after revocation of
the minor key 200 and when the partner feels confident about redistributing
modified code 103, a new minor key is issued and the adding of trust can

be reinstated.

20 It is noted that if a client has multiple partners, then in one embodiment of the

invention, each partner can have its own unique minor key.

10



i nvention, each partner can have its own uni que m nor key. 10 WD 03/003176
PCT/ US01/ 17128 An End User's Perspective According to the prior art, an
end user wo opioenent ed with di al og boxes asking the end u®em/ushetties or not
the end user trusts code about to be |oaded or run. Such dialogs typically
confuse the end user. 5 According to the preferred enbodi nent of the

i nvent i onAn EmchUskerd Bgrdpecdge are avoi ded. When an end user requests the
upgrade containing the partner code add on, the end user actually receives

the si gnedic¢drgindneo thas peior key) aergpeiveseend predentutt! withe didlggasboxdy t he
m nor key) partner 10 code, w thout receiving any questions. The end user

exper i en%%fﬁg%e% BBLE QfftheNyr ﬁetiltﬁé P U ﬁE@fs c88E PRVELSH Ye partner

code all ing together seam essly. Althoug e I nvention has been

per sons. na20sarbh, b AR GRS cobRuPiHd SHRRe TS Thvention

pertains will appreciate that various nodifications and enhancenents nmay
be made without departing fromthe spirit and scope of the clains that

fol | ow. ZR 11 WD 03/ 003176 PCT/US01/17128
ccording to the preferred embodiment of the invention, such dialog boxes

are avoided. When an end user requests the upgrade containing the
partner code add on, the end user actually receives the signed (by the
master key) empowerment code and the signed (by the minor key) partner
10 code, without receiving any questions. The end user experiences the
system code, any additional patches, and powerful partner code all

working together seamlessly.

Although the invention has been described in detail with reference to
15 particular preferred embodiments, persons possessing ordinary skill in the art
to which this invention pertains will appreciate that various modifications and
enhancements may be made without departing from the spirit and scope of

the claims that follow.

20

11



CLAIMS 1. A method for granting trust to and revoking said granted trust
froman 5 arbitrary secondary key by a master key, conprising: providing
enpower mewD 0soaH76i gned by said nmaster key to grant trust PCTaSeai™28
arbitrary secondary key; and providing anti dote code signed by said naster
key to revoke said granted trust to said arbitrary key; 10 2. The nethod
of Claiml1, wherein said revocation of said granted trust by said antidote

code is permanent. 3. , The nethod of Claim1, wherein anount of said
enpower ment code is 15 significanQlyAH®R8 |, and wherei n anpunt of said
antidote code is significantly small. 4. The method of Caim1l, wherein

said antidote code is run as upgrade software to conbat a security breach.
20 5. The nmethod of Claim4, wherein said antidote code is downl oadabl e. 6.

ascoctat i wi ¢ Bamlo o SPRNIH Mleolorttd Folddnd sl SR YuSHSuets) o0sa7e

. f im1, wherei id t d
PCT/USDL! Jt4afy choolB8rye) 85 a%alhAkd), Lonfiisin sai d empower ment “an

providing empowerment code signed by said master key to grant trust
to said arbitrary secondary key; and
providing antidote code signed by said master key to revoke said
granted trust to said arbitrary key;
10
2. The method of Claim 1, wherein said revocation of said granted trust

by said antidote code is permanent.

3. . The method of Claim 1, wherein amount of said empowerment code is
15 significantly small, and wherein amount of said antidote code is significantly

small.

4. The method of Claim 1; wherein said antidote code is run as upgrade

software to combat a security breach.

20
5, The method of Claim 4, wherein said antidote code is downloadable.
6. The method of Claim 1, comprising a plurality of secondary keys each
associated with each of a plurality of partner entities.

25
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are general purpose code and witten in any of, but not limted to: the
Java | anguage; and JavaScript. 5 8. An apparatus for granting trust to and
revoki ng waiod/oggiant ed trust from a partner of a system uPcmgsal/nass er key,
conprising: a mnor key associated with said partner; general purpose
empower nent entity associated with said mnor key, 10 said entity signed
by said nfast erlinathed $4CHkigr Anvhekpin saist empowsinmieptiand entidotgesmstenl

pur pose antidote entity associated with said m nor key, said entity signed
by sai d rstgenekahypurppss adde radokitien inainy afr but ot linnitest tof r om sai d  part ner;
and an interface to said systemfor granting trust and revoking trust of
said 15 part rtbe Javailahguege;famde si gned by said naster key. 9. The
apparatus of Claim8, wherein: said systemconprises systemcode; said
partner conpriksaSedpt.ner code; 20 said enpowernment entity conprises
general purpose enpowernent code; said antidote entity conprises general
purpoge antidote code; and said interface is an application program
interface (APlI). 25 10. The apparatus of Caim 8, wherein application of

; 2ir ?raﬁgﬁllt St € AN BpbYratQ¥ §6¢ HIAREnGRRIE EALAETeO8kiRG sdicP JRAIES TRBE SR T LY

a partner of a system using a master key, comprising:

a minor key associated with said partner;

general purpose empowerment entity associated with said minor key,

10  said entity signed by said master key for said granting trust to said partner;

general purpose antidote entity associated with said minor key, said
entity signed by said master key for said revoking said granted trust from said
partner; and

an interface to said system for granting trust and revoking trust of said

15 partner, said interface signed by said master key.

9. The apparatus of Claim 8, wherein:
said system comprises system code;
said partner comprises partner code;
20 said empowerment entity comprises general purpose empowerment
code;
said antidote entity comprises general purpose antidote code; and

said interface is an application program interface (API).

25 10. The apparatus of Claim 8, wherein application of said antidote entity

overrides application of said empowerment entity permanently.
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13 WO 03/003176 PCT/US01/17128 11. The apparatus of Caim 8, adaptable for
adding at a later point in tine an additional partner, corresponding

addi ti onawormerl7key signed by said nmaster key, a correspemdisagiadgi ti onal
enpower ment entity signed by said 5 naster key, and a correspondi ng
additional antidote entity signed by said master key. 12. The apparatus of
Caim9, wherein said enpowernent and antidote code are witten in any of,
but not limted to: 10 the Java | anguage; and JavaScript. 13. The

appar at usj1of Qe apBarattie bECiaisas cadumamerioe atidienf att & later psingir fimeant | y
sinple and said antidote entity is significantly sinple, thereby 15

el i ni nat igHg agBRRINaY PalrirRy, teFre8pbRdingldddifibRariiasakes Qfnéd dynsdid wher ein
said enpowernent entity uses sald systeminterface to effect said grant of

said tru al ' Hiti ' Ry f ef f ect
said r evgﬁ%?ti@gﬂ(egf bgcacﬁgé v rant e%agﬂrjﬁlgtn Hﬁg@p@% {ﬁ]ﬁ?ﬁ@ a:S u@sﬁgf%ggfd?n 8,

wher eigh 3ALGePRYY dfit a' CorfdgintthPYddRioHal BRELBES enfty signed by said

master key.

12.  The apparatus of Claim 9, wherein said empowerment and antidote
code are written in any of, but not limited to:
10 the Java language; and

JavaScript.

13. The apparatus of Claim 8, wherein said empowerment entity is
significantly simple and said antidote entity is significantly simple, thereby

15  eliminating opportunities for error.

14.  The apparatus of Claim 8, wherein said empowerment entity uses said
system interface to effect said grant of said trust, and said antidote entity uses
said system interface to effect said revocation of said granted trust.

20
15.The apparatus of Claim 8, wherein said minor key is created by said

partner.
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