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WD 2005/ 091743 PCT/ US2004/ 040108 | MPROVED CARGO

HANDLI NG SECURI TY HANDLI NG SYSTEM AND METHOD 5
WEBAOKERAWND This invention relates to the proceeFES200#040108

systens of determ ning what cargo is safe to pass

through trans shi pment points including shipping port

a articular application to seaports
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shi prents handl ed by sANDMETHOD. 10 It has becone
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contai ners. WO 2005/091743 PCT/ US2004/ 040108 .
One easy example is the vulnerabilities of coffee beans in their route to the U.S.

Port workers in Brazil load containers filled with coffee beans onto ships, which bring
them to the port of Bayonne, N.J. Port workers there load it onto trucks operated by a
separate company. Finally, the beans end up at a Sara Lee roasting facility in Moonachie,
NJ. '

The coffee itself isn't the risk. It's that the containers themselves that can be
tampered with, and terrorists could open the containers at various points en route to store

weapons or other materials in the containers.
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One potential help is to have sensors attached to
cargo containers transmt real tinme data via satellite
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Contrabands, drugs and illegal substances together with components that
can be used to manufacture or assemble weapons of mass destruction, are
shipped separately to avoid suspicion and detection. (An example is the
smuggling of component substances that can be used to manufacture bombs. For
example, Nitrate has traditionally been imported for use as fertilizer in farms.
However, this chemical is also used for the manufacture of bombs. Unless

certain business rules are defined to determine the acceptable amount of these
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Any solution should therefore scale to the needs and
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i n‘plthuég‘ft§ %ﬂ{ge uﬁ-(gpnqlrst}&g axgeﬂg}e%?]fq.'m@]ppg:gon servfces, %order posts
etc. The mega-economies, by bounding themselves to create a security corridor
on the trade routes, are effectively shutting out the developing economies that
can ill-afford to acquire and implement sophisticated and expensive solutions
that can comply with their emerging security standards. There is no hard and fast
solution model that will apply to all economies. Any solution should therefore
scale to the needs and capacities of the country (or even the specific port) that

will implement them.

Economic Implications. The implications of not complying with the

emerging standards for maritime security can be staggering. For developing
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emergi ng standards for maritinme security can be
staggering. For developing 3 WO 2005/091743

wEADs82ED4/ 040108 countries whose mai n expor PCT/ERI04/040108
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PECRIYOBITELAECHI | ed bl ock di agram i ndicating how
conmponents and processes affect each other in
preferred enbodi nents of the invention. SUMVARY OF THE
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erﬂmmbﬁtgoﬁﬁiehh{réﬁtlgﬁ a transshipnent point to do gammma
raynllélgofectl on of cargo containers, and provides a
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contai ner. Additional sources as well as "thesaurus"
25 data checking is done in a security nodule to make

i ofile devel oped based on the
Wcum&gﬁ%%ﬁwﬁwﬁgﬁg and severity of the
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valype gargo figasshipmacnt withgomgidegien of preutte ltrpliss upen mlneeablhty ofa

transshipment point to do gamma ray inspection of cargo containers, and provides a

framework in which such inspections can be limited to improve commercial conditions
and throughput of the port. Cargo documentation is first input into the system and
profiles generated for each cargo container. Additional sources as well as “thesaurus”
data checking is done in a security module to make adjustment to the risk profile
developed based on the documentation. The nature and severity of the inspections
performed on the cargo are adjusted in accord with the profile developed as determined
by a set of “business rules” within the security module.

Additional features are described which enhance use of the system and detail the

inventive methods applicable thereto.
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Addi ti onal features are described whi ch enhance use of
the systemand detail the 30 inventive nethods

wappbkioged e t hereto. 4 WO 2005/ 091743 PCT/ US20PdT1/04000810108
DETAI LED DESCRI PTI ON OF THE PREFERRED ENMBCODI VENTS.
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method initially assigned to the shipment is carried out as indicated by the system, based
on the initial and now confirmed security profile.

The risk management module, preferably a software-enabled engine, will extract
the appropriate information from the documentation submitted and input in step 13 and

step 14 of the business process. It develops a scaled risk profile where high risk is at one
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method initially assigned to the shipnent is carried
out as indicated by the system based on the initial

wae@snoovuEonfirmed security profile. The risk PCT/US2004/040108
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amslfagos fracddutes 25assadtivated gﬁhedeqarocmip&s tnaynn@lhé@eonﬁzcatmn of
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10UBET9 of 23 8RB verGRNGRCOL SR néktshﬁﬁi@ Gfid ﬂﬁ%’a?osﬁ lafibKed to pass
cargos, the inspection is said to have fal
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clu e confiscatjon of 15 t r n t|f| ation
ot a0 e ERe S48 ¥ Bioetitn iRl Phmitiihns oFRpedfon
m8thbesbRdd BhAEEIaR/idubl reqhBemdifts. Wordep i/ SHRYE ‘é§th819tles may opt to
unacceptabl e risks in the cargo, the cargo is allowed
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sﬂLH i l?ﬁlt n%ggg %tde%rﬁ%m%fth ect spp%ge 1 @‘@E}V{}ﬁﬁa"e% Be

VI reqU|rene

apmlied. CG)ﬂhEt pertsmyy optifot selecBle E@mﬁmglahd Shy[pFets FRERAEERr low or
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n(bvqi fﬂép@%tﬁ ilhjofher pofgsimpeopiderrandomseanming dn sorae instances a
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S my O or s Ive SC
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Stil r ports may t for random scannin
S0 rrek}sﬁ %ﬁ]g% greagleveloped barsJed on available information m%he thesaurus and

the knowledge base. Each of the data recorded in these repositories may be assigned

numeric values that will indicate the nature of their relevance in relation to risk factors.
For example, the data “Iraq” may be assigned a numeric value of 100 based on a scale of
1 — 100 because of the current security risk potential of that country. Another example

may be the chemical substance plutonium, which is an active ingredient in the



port may change its scanning activities pursuant to
changes in perceived risk. In all 25 instances, any

wao@piogizasis result will require manual / physi caPCT/US2004/040108
i nspection of the cargo. Risk profiles are devel oped
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. ' f 100 d

e A8 AUIEELE JBLUE: AR BB e it fudr S, o
pmﬁld dfthe sliphichlis A rEREd W@B@&sﬁem "Bt R8mbleCa SABMLEAI mobile
terbSt ance plutonium which is an active ingredient in

SRBORES\JONTING BY fiom (4Enaoaysgtbonsh MothK onsamay he tissignedfthe

s. On the other hand, non-risky data may
fo@é%@@gm@%bl ower nuneric values. For exanple, the

dBiaga/Uoneept Mol Rick wakiegned a val ue of RPmhitsNd (N1 S
ch shipnent islthen profiled based on the

Chighevant data lor cdfcept sAstamamrﬁtadlngparmmslslpmnmstfﬁnh China
docunents. Usijng the nuneric va ed to e
data or concept, a 5 pro ?Fge%qalr%%o@ﬁl%fﬂéﬁ E

Noite&loe¢h by thel sysig@m RoDuenaRPbeistiss #aHcRiRAkg ooctn North Korea,
nobil e tel ephones comng in from China, passi ng

through North [Korea may |Rnddssiugnedits h@cleafrqvmgymmagly shlpment
profile: Datal/|Concept R Sthatnogrllglgjlga ‘?Féeog?ﬂ%%ﬁséf %oug}rtgxs countryls

maj or trading jpartner, sh

general |y congl|i dered nedldmlae&ahlg}pﬁgm Korea 100 Due
A(_E-_y_h%mbar go—on North Korea and
Mgbiladskepbgncst s nucPBar prdgbileieleahgnestirpfrequently hised as
ori gi nates or |passes thr HI% r
consi dered hi gh-risk. Mbi eaflol? gogﬁgﬁ@tg %ﬁol\%ﬁ}”’ileélts of these

t el ephones ar g frequent | |ydevikesa@somdaines asedras chduits for
bonbs. Al so, shipnments gf these deyvices are sonetines
used as conduilts for snu¥gEHEE sRallerefecipaiseapipment. However,

equi pnent. However, ther EH%
i nporters who |have good tﬁ%@ords Sihgﬁ%&té (ﬁterSWEOhave

rating is assi|gned. good records. Thus, a high-risk rating is assigned.

Based on this profiling, the shipment may then be evaluated using the defined
business rules. In the above example, 2 out of the 3 data or concepts derived from the
submitted documentation are high-risk, while the remaining 1 is medium risk. This
profile may be defined in the business rules as a high-risk shipment and therefore must
pass through the container inspection system.

Another example is a shipment of microchips coming into the port of Los Angeles
from Singapore shipped by a Company XYZ who has been exporting these chips to the
US regularly for the last 10 years without any untoward incidence. The system may

create the following profile for this shipment:
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eval uated using the defined business rules.
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cont ai ger}ai nspecti on sysg echnot er exanpﬁ % grecor orthe
shi prrent of m grochi ps colastnkﬁyerarso the port of Los
L o ar o bl o mnad Iy, A Ay N7 V%hﬁ
I I UIII (1 Ily Ul © LI} o0 — ,
W‘ﬂ}éc}b@%n expor | ingciphese ’@h%ﬁi‘a‘i%ﬁ’eflﬁle re@'teé é@l??&fﬂ}}s type
for the last 1D years W I hodinR&y ebl&ﬁygfg]qce.
The system may|create the f0|}])OWI ng orofll or this

Siggaparent: 7 WD 2008/ ommmmmueammmam -shipment

Dat a/ Concept R sk Val ue Xg?zlb nB 0 The
conpany has haf no deroga’(néP?Fth% Oyig mgﬁ’érgol ast 10

year $he Meated proMe fdilihd FEVE i ?nc’l f%%l?%h&??g fdvir gisk category for

i nci dence of "‘this type of sh nent ausi n
thiseshiprnent. Thuek theShusipapoukes ma"yrallswcﬁmﬁns ghlpm@it easrpams shraugh a
shi pment inspection of all outgoing cargo. The
%?tg?ﬂed profile for the above exanple clearly shows a

| oW Thé Kolﬁﬁ&?ﬂﬁﬁa)éwf)fkr is 1lhﬁh‘§te§ mbm%ﬂ fﬁﬁ‘i? .2 /118 what we call a
busi ness rules may allow for this shi pass

SAﬁEg}gsgq;plgtlon 1L daving rﬂg‘ee nfinecomponents.n SAF E&Emrakaam for the system

wh b B ORF-U bBlaiia Vi B hesmuliebeimiP ot Binaoay oo

naoAF-foDYsis is§stém Mg lilﬁ:uﬁ@ﬁtl}t B&r@t)@ ifthat¥Rerd Syl B $OHIe variation in this
preferred enmbodi nent, but the reader will recognize

systear withput leavieg thy inyantive hernds of thindescrgtiane ifhesomponents include
ar{:%{pﬁ‘géﬁzité( dRRSHALER ﬁ”[g 2 el'gnx@vtfmo{ﬁ eavbﬁSgS%‘%%h of all

doaumntatma td chendsuritly mdaluse dﬂecsremmty afddulEhgiliGReRaBEbS
qcl ude . an appropriate data interface 22 to allow for
il grpentsd inssaftnswe 98 @RSl RIFDQRe|compuiRERlAdeRTeT Bistorp This data

intdMcs %ﬁig raistoyfof@ﬂfﬁlnﬁrélﬁ%{%% b}%wn' dnd 110 AT glpgrtkacl h1at a worldwide

pr efera I nN"so on a
SAEEﬁyﬂsmmmxrrpcﬂnj haagmpl@ténmdm Tate risk stamapenddtit $odl§ié<ﬁnponent 23 of the

|nterfa§1ﬁvvlll al so_ for co ni cati on between_ and
SeEPEY R oSty

thgsaps| Qe 26 which contains information regarding
alternative names of cargos and associated information, business rules module 27 which

describe situations in which cargos may or may not pass, a knowledge base module 23
which supports the other tools, and categorization and alerts component 29 which is a
real time knowledge base supplementing the knowledge base module.

An important feature or component of the SAFESys solution framework 21 is the
container inspection 24. This requires the ability to have gamma radiation scanning 31 of
cargo containers which otherwise would need to be opened. A molecular analysis of the
contents of the cargo container is available through such scanning as is well understood
in the art. Manual inspection 32 is also required to supplement the gamma radiation

scanning. Additional components including X radiation scanning, acoustic scanning,
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SAFESys sol ution can be inplenmented. The risk
managenent tools conponent 23 of the security nodul e

W@ omsiost7e3 of a t hesaurus nodul e 26 whi ch cont aP€@BUS2004/040108
information regarding 15 alternative nanes of cargos

R LR TE T RATE R T -
cdifthorRAs 3 ard KIRAVhEHIERiRABEnS R oBertB 4 a\P@El?JS‘ nSHBRY I

the other tools, and categorization and alerts
cupwyoisetetthe migmhationi asnangstrvasibus ports dod dovkkaly thetsystem to respond

ti.ng the know edge base nodule. An i nportant
PR AP ARl SRR ERS S sreet R eqisaments
thdfirdlB ol iR odPut GF S ABESystORRohI On 24. This requires
the ability to have gamra radi ati on scanni ng 31 of

car g Bign8 hmwletianfranewerk s brokewdown inde dorteeptvel components

cul nal.ysi s, of. t tents,of the .
R85t RS bPB e S0BRSTb b i
aridsdedbirhtiomRdies Hipap4s.i l deftgindhtes thdduiinal e RA%dIARamALlY 3nd the
al sgQ required to suppl enent the ganma radi ation

Mgy SRIRHNS ReRYi qonsiitte the Aa itenface; biefithidisvept yrefemeda t Thoncontent

I R LN e T -
ddvesiqur pointle thalybesghleénEithe indsifeysirateclalgipas blethdequate, the
nd al erts and notifications conmponent 34

t 33
Ca%‘cg% olr;,gg H‘Fﬁ_&% apspeetion gdbattimiccat e t he i nformation
anonghd infel Kibn i?@flro%/ér defl vt ﬁ%rﬁag)ﬁ/or\?w X’f(]&]lg gﬁeﬁ&ms 42 to

respond dynam cal and i nteractive €r suc
detgratinerwhatitic datimems esd whethgoothemuies heedbtotteaipplial 1 ioto

he .out f the SAFES | ution. Fig,.3 th .
b s A HE b ol o i
PR RThformaien &r&%ﬁﬁﬁﬁﬁovg\f}@é Yt Bfeﬁh%ﬁ%ll?gltét? g\@afg%%ltﬂﬁ'

data interface 40 through h the
daggetoas atatainds, githeri aghysicdBinsgenticreot ather pracess mbp be diastiquted at this

S B e I R L M R

krpvatdtg e 47 %i&%ﬁﬁﬁé 88 FoRMintRniaHbn HBf SX&h8Tources,
is extracted fromt d

: he manifests and decl arations an
whigh peayaupdgtecirgiopinadiel informatieryinithe thesairesif nedessang  Additional

i f ecl.aratj ons. arg i nadeguat .the .c 0
oA B Bl YA, SR AR MY S ieiSed %y
detdthranérwhether the shipassnt SIRAuRT BGEshediat thid iRl TOH iebakif of the

the thesaurus 42 to deternm ne what the data nmeans and

kngdeqgerobdatped byt the shinseent to this o) # pewiileisicreated for the container
o AR cnd b oo ARy P
cregtedyfmamalimkerosmionyngy s reqhiead. |1 ahaklant, the profil€Rtre@Rddd in the
kn%fwledge base. Business rules 44 are applied against the profile and the information in
the manifest for this particular shipment at point 5. Either physical inspection 47 and/or
gamma ray scanning 48 is then undertaken unless the profile shows an extremely unrisky
cargo and shipper as well as other earmarks of a safe cargo transaction. An inspection
report 49 as well as any alerts and notices that are required are then developed based on

the output from the previous process. Any changes in the profile that need to be updated
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dangerous materials, either a physical inspection or

ot her process may be instituted at this decision
W@eIsH09243 The i nformati on generated to this poPET/USH04/040108

passed t hrough the know edge base 43 which nmay be

RS A B RO AT AR % i
uéddas atahsisort thidRERERADY to BubiHesielRall/or 3RRIMAbrs FoRMIrR reports and

.perfornmed based on this information and a deci sion
indenmgtion ragardingdheshipmentahet her t he shi pnent shoul d be

st op t .S.point. On the basi.s of the .k dge .
obt g pPcsh e ehg the ikeb a3 8 sl elepFong RN i ovides
advancé BEb@shtioaron the skipfleai’ $6rigin OdesEAdtHR, SIREMITEHonkeisH9d other

.considered and at point 4 if t he proflfe is too risky

informationet hisds s stageathen thevmitisd evaluationis perfesmeddy thesystem.

' N . : file isg T din the
A Bl B WD ol ALy
de¢dberationind thiseuhsblidatédiborimtibe s thébadidigy whith hestoridery

this. particular,_shipnent at point 5. Either physical

eyalugtionis eriormedihy e sysigra ray scanning 48 is then

unde - arof | ; .

o selatl S U byl B ST TR g v i
Mehagernsedt dMaothrigof dureprsfantd embodimentwhieh tweorall BAFEPARIfbr the initial

49 as I1..as any alerts and not.ices that are required .
SRR, dipe R B b e epraRrre thedtegiilp dhe st digtaration against
. j ' . f eed
s AL sers M IRST e BRI il O
mpasfedtuosvrethiosphetionrel)idoochioréidentalde knowh e Skatondrégoger man’s

base,, A data interface 41 js again use 0 transport i
cQRARE") et Al B I52iudtr B mpons Seded fopRiEtnre certain
drl’u%@lUi ring reports and information regarding the

shi pnment. The process starts when the cargo manifest

i s sHewewtn vthepthasaltbms afhibeckadmgainetsthe Thesdwascie will be

dnferpation on the.shi t's origin,, destination,

idg TR il € SNBETAke whé Bifponrothinetials e

Thésa01s\Wae Blsb ienitify twhad ar6 MR HAdH sOBsthricePBEIIRA BPELEM et H&e illegal
system \Wien the goods arrive, the captured details

eandompY eeen piovidethepiohgide sowseesenfjtlaase sultanioes: allius the system

HE
.S C ad infornmation is t basi s, b
o tohids TnE ARG M B0 O T Bprelehito? ettt iy Spifnent.
syst Bazedldh thiyeprofifepanriifi£) RaepoeLkivh B9 tHeRBipaAt 64 e Bhde.
the container is run through the R sk Mnagenent
Bugiaensaulss cube defisedrwhieh wherapntied o theiiaformetiorpdeveloped form the

TRASEY 80wl Bl i S8 TR OR300 crme
Fagaiangle, aiprefildainbasateiaizedeak &lkdvs: nf or mat i on. For
exanpl e, certain chemcals needed to

et

» Passed — when the profile does not produce suspicious results.
» Conditional — when the profile produces some suspicious results but does not
meet a set criteria level for a “Fail” category.

» Fail — when the profile produces suspicious results.

10
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manuf act ur e nmet hanphet am ne hydrochl ori de (al so known
as Shabu or "poor man's 15 cocaine") may appear to be
WO e@sprmat e chemi cal i nports needed to nmanuf acPCr/@S2004/040108
certain drugs. However, when these itens are checked
agai pgt Th Satad oW, L obe . idepntified as ;
componearSEren R bSate ok 2B et B b Put 2 simpler
thedesstes date subhes tHdG@aadbovs iscR padfaiPed ANl He¥audB BF it@Eithplicity.
the other substances needed to conplete the illegal 5b
Thiisy g conmneragntaipgng gy oneishipmenthyobeippsr twtihasqwedbusly and

. syshem can.provi de the
w155 SHABL SR8 Riog B Saod Mo R b LRI b gt
probatfiybetcondiased, withdulinforg)ahigent @t igWdtis@dpicious, and would be

cat egorizatiqn of the shipnment can be nmade. Business
cqngidsted: F13s35d- 0 B # netd whsrehPastechdesigation meantiaguick trip through

Wi L ADRAE AP SR s colMIRE hideR PEY Sorkt Wheee a port
hdseetigheraddre dstatus,f&ﬁlefﬁfay eihA ﬂgbj ect tlze wr@miihéﬁ? %ﬁﬂnﬁ&?diiation

. categori zed.as ows: ~ Passed - when the profile

n flgﬂ SO a’\éﬁ%%ﬁ s nodking §%SP1°‘01€§GWIE le gl container

thIRA., tmﬁevaep,fi'{ih% sRIRE fssgo%mfogggpi sgg@uigug ﬁo;rli‘*)f; fis W4l here and

~doés not neet a sét criteria
is mat pryoeyty I@Bed, iFabuld-prolubly faileumted hihdtherumedd dasbusiness rules

o BHRGBR et it prOpeh Rec Uik poidrospired slpsifigtion as o
“Hail0lbr bhé kudeRstirP¢hhd ashnﬁ&yl%&yhscmec@mam& bEFSaP! er

three-step scale such as thé one above Is our
pr ef brthe greyégyisgnamplea thesshipmdnt sndsdrspiutioy may be Tt of far example,

tnf BRI ACENBROR A ihaf th BE B BRE b ZRIERRS o
hyalio&618ée. LD @4 8Wn! theSrofE thdt il bEicteatedwRilly a8 AP %s Prisky

probably be considered, w thout nore, a shipnent that
shipmenssingg dfriontadessa petertialyullegabsubstamee. Therdegree Pésiske that will be

. g r.e a Passed.desi.gnation neant a.qui gk .
aspdi el B R S G B R SRR B SR aipfformation
prepided, subh §s gRtoaipasy ithperaHg e dhdnif® bl the\WRigred. R duld make a
has a higher alert status, they may still subject the

diffgrengs Hethe pepiya inthe campany iotporiingsthe substancp Wtk sisprstable
i ch, if i t hi b ci woul d | et .th
PR g R B AR TR Bl ha) U
begn ipr@/iMsi}odgin%eﬂ \lsilh? Ebssieﬁs_ﬁm @ﬂiﬂlé%ab ﬂrdgts)s b}/vay]c h_elr e ang
t pr r cked,. i.it. woul d_ pr oba ail, under
anot @Ffeaﬁgge et sonbaist e @ggﬂ%@ggééb hwgar digeretion in
dettefrﬁﬁﬁi% hRH B atsﬂigﬁjé&l@ it AEpi SRR bEARYS RN nbid. §8lis allows

classiTication a
legitimate traders to move goods in and out of ports with greater ease and reduced

waiting time while making it harder for contrabands and other illegal substances to pass
through ports undetected.

Information that can be used for risk assessment may include historical data
gathered in the course of using the system, including derogatory records of shipping
companies, exporters, importers or forwarders. For example, an exporter who has a

consistent record of inserting undeclared goods in their containers may have each and
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"Fail" or one suggesting that an inproperly |ocked
container be Failed. In the previous exanple, the

W@ boosoerte3 under scrutiny may be that of for exBopUs2004/040108
15 the chem cal Chloride, a conponent in the

f h d
SRR o F LY SR s S BB AR BE ey oS beine
trankpditedSar@ ot & twshl pment since it contains a
potent| ally il substance. The degree of risk that

will r@@ds aslél@gal mlem nWYtaﬂﬁ@ @rtialsﬁmmo egnpidengtion. For example,

cogrgr S gﬁ% ﬁ‘f %1'36 %n*{lﬁgst éﬂgﬂrpp 'tﬁl L an raxliJ?llﬁg}fl ?ﬁg%éﬁgoﬁ?rclél can be

susyiect, lﬂ@gzﬁdha‘ss ahthe gobd revoid 6f tﬁ@&@rnpax%ﬂtradis%&ﬁhgﬂfeﬁl IThid &Rlitional
any i nporting the substance were a

of il f th
infoggics sBaacophanMREE A Hcorly Avaiebicc o Bapspiaruaand the
Kbl Bisd b Ued PRR 0T Rplc R SATRAE o 2o Riop 06 rofiling

shipmentseat i ng cat egori es and defining the cri ter| a for
eac[h%hurmn discretiaon in det rmning whether a
shi pPERPeBAIANE Frrgpesased omprofiles, ghlglal@my AR h? mltzaély tagged

ac&;}tlﬁlg%' tﬁ&"?evel%gbf 5 &ir{gi/ Pk Gifl bedEhIRdl éﬁ@l}eagxac 2 fhe! Jort. While

and out of ports wth” greater ease an waltln
somershlpmmte areaiataggnzetd foaimbpection; semeagbaatswedtd takdibe “ﬁzst
|IJ subs%anc s to pass through ports undetected.

lang:s %PP&QO 8% be used for risk assessnent may
I nclwgen fhei@idl %ﬁil}mi%ﬁ% %ﬂV@QEﬂﬁE Egrt | RodetRatHAVE ﬁ@enocfigged for

using the system "I ncluding derogatory records of
1ng:|qptpcp1 goes thugh mﬂomameemspecttmnsnodlﬂm &fsirer Gamma Ray technology,

orwar de For.. e xporter whp has
s SRAAHE T perlbindy B Toessin PROGREC Bfkroty B Borkg e sotents of the
cohfafief (4PRIAE BRE In BHWhBYR KARByPIA card A1\ &120RE BB cular
PCT/ US2004/ 040108 every contai'ner fromtheir conpany

compepiions ¢f mntehtsr Fekexamyllg siilstarfces that g@dm:tslsbé fargexplosives
oy Ay B ) S R w8 ey g oy

eq&?pmt ethe 1@@@@%@%& sRbw eXPUiPRtRe BEVER theTBAIMRADS soap and
hin the vicinity of Septenber 11 can be 5 suspect,

th?%é%tmr@wdé@fthﬁév%bwbﬁ@@md of the conpany

Ee :1 ﬁa nces 5@%9& ﬁ%}?%%V%H notr}1lg g%eé 2{%‘9 3?4%; ?}Tl?lﬂgg the chemical

coftipesitionus thdichbritdie ankprvidd gkis Befoamaiuh to Iﬂ%@}@%ﬁi arheduhorities
.ﬁo rehensi ve source of |nformation for profiling .
Wi X3 BPTCARCBEER PG Bukigeiscisions auathefiesta qselgte and

coflidP PRYiBalGREbeREon Bf the RbhtdineRIFRE amount of time saved on avoiding
physical inspections would reduce waiting time for the shipment and increase the
capacity of the ports.

The economic implication to implementing agencies cannot be ignored. Without
proper risk analysis and security tools, each and every shipment would have to be
inspected in order to comply with US and international standards. Increased requirements
for resources, both human and logistical, would put financial strains on the operation of

these agencies.
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10 according to the levels of security that will be
applied as they arrive on the port. Wiile sone

wa@hdoserTes are categorized for inspection, SoneCTHF200€040108
allowed to take the fast |ane " based on good

filing. Wen th ual shiprent Aarri t the
Por t SAF s vk Brovik £ it R SgBRTe TnderEpeRineropR and
asE&SEﬂéﬁhaﬂch@il@[Hvﬁh@ﬂém!eﬂW&éeh@i@s Pk cBivel Y figm L}E\g?%rgy levels.

Ray technology, 15 this non-intrusive scanning
Scasee yep@ttoesecandhembr ysedmationally and be fiecusahireelirsinafing tval risks and

' : is th i ional X-Ray) byt
R B B R e sl o e BB e e oryptimate
cacgu ¥l pingnts MRJul @1eHER] éh savUhsianGRIScdb@hers a0wlg. used for

expl osives ~maybe disguised as bars of soap inside the

cont afAFERYs isdudgupembethnewrral existiag technelpginrriven hg business

PORTBL B 100 ) LEELSIES B SO 488 in
requitisheitder anléftectaoand BElcidhe ¥y tem of sédﬁﬁn@hﬁ@i—b&@@ﬂsﬂfpﬁly chains

capabl e of determ ning the chem cal conposition o .
to prréceiAndsihangednisrsiivadsrads jagainsirteiretist atirrks o ltihen information-

_ i . ' hror
Arie SEIMrioR M) Al i ookl X Nl ot R e gonerated by the
systsul t@tretionudize doenatilizhtipiySieckdologisesirc@n- thiis fddacing both

cont ai ners. The anmount of tinme saved_on avoi di ng 25
achpyioReAndioperbepigiRsis withoyt sasaficws mifierity andreligodlityt he

shi pikOtw PRdin A6ARESEF thD SolufigRaké RYsk WadadEmBR & thd pgntainer

econom ¢ inplication to I nplerenting agefcl es canno
Ingpeciigm orogliles\anyslementpraoip ether tsproaitalcymipsehandve aalielibiyle

tools, each and _.every shi prment ul d_have to, be .
protalin i spapping of ghibrigniso Faesy PheRS eRsbli aithorttiss ek informed
deSRPA%A 4 Fractife bEAR §fnd &%l?g E(ﬁ%{h‘i&a? Qieﬁlf?)rds.r ¢RO F'};s‘feqﬁ grovides for

cal, wo I ns

_ both human and | ogi st ul'd put Tinancral” str
intgrnatigaalby aecepied stapflards he defanly bnsiness rule@thiiOraR51s68 v ha

N = T T R P—
to @ISR SHHE Hfomiion deherdtdd AW al rERI €IEREVIDES 1261 @8pdchons or
selectively determ ne security |evels. car ce

Ganaya Rayessamupg. tAdditional business aliepmayibg daficedenstdonbwdl laws and
re@ﬂat%ﬂsm. nating real risks and threats to security.
e resulting efficiency and reduced processing tine

for Aeftal tegBireméntae sgogsdti BEERfErmaRLh Bxdh@hs&iCdcré the supply
savings for _ end_consuners as well. SAFESys is built

chgigd daigrsaCowity aph integrityt Theysysteanisonaigtained agd openatedypn secured
sitBH&hBRSGhly accredited and authorized users are allowed to access and transact. The
SAFESys takes full advantage of web technology to provide a common, easy-to-
understand user interface.

The combination of Gamma Ray technology and an extensive Risk Analysis and
Management system reduces the probability of error on human judgment by providing
objective and thorough assessment of both submitted and captured information through
well-defined business rules. Properly implemented, the system not only increases

confidence in the security of the supply chain in the country, but it will also encourage

13



requi renents as necessitated by current and future
needs. It takes into consideration the requirenent

wo orosam7es f ecti ve and efficient system of secuPCTyS2004/040108
trans-border supply chains to protect and enhance

e R BB AR BT o i oo ondTStbRlenths S REE Sinwasd By

legitint2@ fhad®¥d. St i ng and historical data generated by the
systemto rationalize the utilization of technol ogy
r es ddvicrrsterred gmb odisaentistigieohhulddeye thei followingrajor features:
operational costs w thout sacrificing efficiency and
reliability. The two main nodul es of the solution, the
Ri sk Managassiita PAE [hief26€ Mha Medule pRASAGSthO TaciRg Wr8ke
conpl enment each other to provide conprehensive and
r el | ApAtEOnICSUBMATSION piadyRBCceeapiasi of grasi festAnd iepor/exmore s e

pr of j g [ ] [ r .

i SRR AR e Rblihl R4 o PRECA-RI, ThE slrstrepis dgpuments
met hoglgalsd be pasged Evnpesiviiieconimiter systeis Atad@dihg/implemented
accepted standards as default business rules that can

be UYRPTOF ustomsherifisson of information that comes
fromboth the subnmitted manifests and declarations

toget her gihdsdil Ak mis %l@ﬁ%ﬁl@%a@n&t ﬁ%ﬂiéﬂts@fﬂﬂs module
previ ous physical i1nspections or nre

scammbviges thdadaaboligl to kusluatessformhtien peayided inléfei ned

based a laws and  reqgulations. A vital
FeadnpEfrshidelraclivs gBane: SHES pilpaRdianin hekenmledrBase

acr Oghefalifg fPREssHirdR !bﬁséd%,nﬂﬁ&-ﬂeﬁg&%l%fﬁﬂesélﬂﬂes. g’he following
integrity. The systemis maintai ned and operated on

secresub-simpamentrerighismhgdwecr edi t ed and aut hori zed
users are allowed to access and transact. The 25

SAFESys tgakgs.full advantage of .webh technol.ogy.to .
prov % e aﬂggeﬁ%ﬁ, &’8 §§]§ magasengd iﬁéchiﬂﬂ 1qjgrgpmiz%¥g{tq thedollowing
folihengmiehteat i on of Gamma Ray technol ogy and an

extensive Ri sk Analysis and Managenent system reduces
the probability of error on human judgnent by

provi di nglhes®irETr PLayidasd qomuiigtion ohrplated infprmagion gent lgan be
vel 1+ de 1 ey ER R e (RBET RO AND andleclapecions o
o e syt s
encour ag eé)‘)gli%ﬁ‘%ﬂ)aé@d’é’/ m9Yiding ip@’r"/ﬂ)é@?@@wl ey pogmaliy bgje
e R B EAOO p ss

pr ef er r edakasiibalintermations tleacks taghidsthiswntdbiase fonlalternhtige names,

maj or features: . . . .
common mistakes in spellings, parts or components, composition, local

and foreign counterpart terms and similar information. Based on the
result of this cross-referencing, the information generated is used to
extract from the Knowledge Base all pertinent information relating to the
captured data.

Business Rules - these are standard sets of criteria that are internationally

accepted. Local laws and regulations may be added to the standard rules
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51t needs a Data Interface. This nodul e provides the
facility for the electronic subm ssion of advance
weopsest7ad nani f est and i nport/export decl ar ap€DOS2000040108
bot h i ncom ng and out bound cargoes. The el ectronic
docunent s passed from eX| Sti n% conput er

systenms al F@Hﬁ%‘/‘e B‘E?Hff CRYIY S AOsTags ofBysesnent o Fhesg Suginess rules
aut hor i ti ®germit Wﬁﬁ%ﬂjﬁﬂ@f rgroVM%H oh M ﬁ%ﬁf@t/ﬂgclaratlons are
Managenent judgnents. This provi de

capabi | i tipterpreted and awelua’te:ﬂo"flnmztuilesrdefﬁned/wdlhmﬂm sydtem provides
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that may KerHedssBase conlaing ipfreatiomen wharm@dngonal data may be
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the syst emepses Wik properly classified and thus enabled to be incorporated
into the Knowledge Base. Levels of security checking can be linked to

these categories to identify which shipments need to undergo physical

inspections.

The system must provide for Container Inspection. Shipments flagged for
Gamma Ray inspection are normally those identified by the Risk Management module
as potential risks. However, the degree of risk that will warrant such an inspection will
again depend on how the business rules are defined. For some ports or during
heightened alert times or the like, it may well be that all containers, regardless of risk

potential will have to be scanned and physically inspected. At the other extreme, it
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of secur i deverlydiddengrontrabdyes that kewndlly estdpesdetection in
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degree of_ i 4 | rrant such. an inspection
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defined. thekofs QB widl 4150 B¢ a deteirBigt to BRJ-GloRiRRCy e klibstances
times or the like, it my well be that all containers,

r egar di ed8atgre porgqallydwratass san b ysed jpa weapensnd naasa destnction

and physi (Y . [ I 15
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containers.

Manual Inspection - should port officials require more proof to confirm
results, physical inspection of the shipment may be requested. The result
of this inspection will be fed back into the Risk Management module to
add to the Knowledge Base. This will allow the system to “learn” so that
the next time the same situation arises, the system will be able to deal

with it using the information acquired during the process.
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The above describes the data relationships within the system and how information

is processed using business rules and the data definitions in the Knowledge Base, from
the time the electronic manifest is received and lodged into the system, to when the actual
import or export declaration is received electronically, until the container is either
released or held pending further investigation.

To further illustrate how this works, we provide hypothetical examples: as in

relation to business requirements, consider the following comparison between :
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Step 3

The profile is used
to search for
information in the

Knowledge Base.

A check on the Knowledge
Base produced news releases
on the Internet about increased
terrorist activities in Sabah.
The profile is updated using

this information.

The most recent regulations on
the importation of R-18 rice is
available in the Department of
Agriculture website. Information
from this site is provided by the
Knowledge Base. The
Knowledge Base also returned

information on Sawasdee Rice

18




Advance el ectronic in Hong Kong ships 10,000 Conpany

i n Thail and,

waelewsoypants to the exporter of
and Phili ppi nes.

a regular copy of nman
rice

It | eaves Hong Phi

ifest is pieces of
to the rekP€l/UsIN04/040108
Iippines sends an

el ectromnm ¢

mani f est for
over Sabah o
arrive on D
Septenber. T
June. An ind
t he mani f est

odged Tmto the Kong or
a shipnment of 1,000 s
n 08 June before netric
hta i nterface proceedin
he mani fest al so nodul
cated that it would be
shipped directly to th

vStem

PRt oty i Aing

thatiss 1adt SrHEpmb@s of rice
g to the port of 10

eve Pgh #nspedion and

e&iggeﬁ%g{&ﬁ i BYob‘i%

Step4Mani | a as
| oade

Thigapbgotf

is ShtafIRAE Pr Of
rice exporte

categpiizebtasechd
€ acting r

orfhe biiinest

ruiResaur us re
country in
certain quan
Sabah, the c
in the stopo
mani fest. in
Know edge Th
i s used Base
R- 18 rice

©me of & bvkinkssauleal | t h
o|the contai ner on 01 Ju

sl ateythatuy, nt|

r actls
ij? h“l?ﬁ éﬁﬁé?t o§¥(§:r eat
tlemrokists tvill beefl &gt ifqpi
=lated a i NSt he Thes
t hESpAGEON; fHo/y qr
WE B0 WASIPG RN T T Om
he Thesaurqs on recent
although bppeating td be a base

D BRSleEded I e oo

{shesgvank h9sisiblStse 3 A

most recent regul atig

bmumdhm@moweeme ases

ag search for on thg
al abl

1%

ETlgaD AR ed 1 aliBii States that
ne. Step 2 Once the

i impestatien Q5,080 itens or less

e$ ”ﬂ{l,g’ ?1?%{”% %V%d' Also, 5

nesseciee Risptétime for
ayrus. The
RS Fhfpsame company

&Rt Bleishde HR6ducts make the

arms snuggl i ng
d:ompaa]aa Fenustied srader”. The
i nformatijon

esgu%qnl E ggonzed as a “no
&h@&lﬁsﬁmslﬁl@ﬁlent
ns on The profile

the inportation of

I nt er net about

i ncreased av e in the Departmgnt of information
Step 5t he terrof WetendGtHAH MhES shipmeaD dNUpditi¢all 3 fUhe€ shipment, the
meb5|te I nfprmati on Knowl edge Bage. The profile is
. np2irivemtigglectepnicecapy ofr d \ﬂl‘t?ér@m@)ﬁopbfe)ftﬂﬁﬁ Enport
The Ki S
8 | AR RGeSO Bl
théﬁﬂﬁdrﬂ9 1 743 P@id@ﬁﬂ&@dﬁl&‘kﬁd@ﬁ)ﬁle of
declaration is the manifest recorded in the
electronically system.
submitted.
Step 6 Ni Hao Mah’s shipment did not | The information is validated
Any new have any deviation from the against the advance manifest. No
information, or original manifest. The Import | deviations were noted.
changes in the declaration shows that the
original manifest container contains 10,000

will be included in
the shipment

profile recorded in

pieces of Polo brand denim
pants. It also showed that it
stopped over in Sabah as

19




Tradi ng Conpa
of rice

ny, indicating that

its last 5 shipnents
went through inspection and passed w thout

wa@aryspoe ot em Step 4 One of the business rul esPdEsSingd/040108

regulation states that The initial profile stipulates
f any profitethat—nportat+on—of—50660—+tens—er
thl'eégéte I's Crectpé%m ﬂd may have any reference to of R-18

Pfdﬁ%s wisl bl | oV
terrorlsts

categosiaed peais f

if’ (1)'9 %hr&te%e%

inathé brgighl dapne
Steht’egori zed @

B s en |
casdgopyrefithe t he

e

ca RN &Cror t G

declarat|0n|
relglasctor oni cal |

!

ved. Al so,

en Ni

5 categoriz
will be flagged for co
or on the business ins

n shi pnents of the sane

nts for the sanme produ
aring to be a conpany

land |l egitinmate shipnen

bd based

hsecutive

pection. The

conpany rul es.

cts nmake the

A "trusted trader".
shipnent is

Ni

Sincetheshipmentatidstap ﬁs
b b R e

catdbery dftilee @eproadt W&E ri
ronic c of the Inpo

inﬁb%}}apgﬁfgé %@l"ﬁ‘t’qb?n | s
q5;r %ﬁédated aga

mani recor de

ynm‘;cdtadaﬁﬂy subm tted.

hThoewitdiner is clekragl for

IR Fipintog fo gt

Vasivall he el ectronic
Ft shi pnent

Decl aration is

nst the profile of
d in the

Step 6 Ni Hao Mah's

shi pnent did|not The information is|validated Any new
“MIPE°AY - devilati on from the against|the advance
Step Test. No | ThElcBREmel RRubfRbie@Td J1 PRb <SHl: it
tFﬁrrpor t devi ati onsC wer e noueigEte Ft ges PR 'ﬁ{égqﬂeqm%a
Catge cantaineon  lewveng Ray s¢alnmngo’t‘hcg| na mani f est
nta ne% gom ai ns 10 000 i ncl uded in pieces
S5l _"G@%FﬁP'Pﬁgxgﬁt Hﬁﬁ pants. It also
G%{ﬂgl\éﬁ&yt hat i{ tho uh&fal Fmk9aPRded i n| stopped over in
abah as
scanning, or container except the declared
denim pants. However, the
report on the molecular
composition of the contents of
the container indicates a high
concentration of cyanide, a
fatal poison.
Step 9 Because of this finding, a team | No physical inspection is

Cargo container
will be opened and
physically
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of bio-terrorism experts is
called upon to physically
examine the contents of the
container. While securing a
court order, the container was
isolated to avoid possible

contamination. When finally

required.
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Based on the result
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shipment was confiscated and

No lawful actions required.

of the inspections, | the entire crew of the ship
detained for further

investigation...

cargo containers
may be subject to
lawful actions or
may be cleared for

release.

In the first example cited above (Ni Hao Mah Garments), the implications of a
security breach are quite clear. Had the shipment of the contaminated denims not been
properly detected in time, ten thousand people or more could have died because of bio-
terrorism. The data gathered by the system will be valuable in stopping similar incidents
in the future, possibly stopping similar shipment even before it reaches the port of
destination. The involved port will also be put under surveillance, and countries that may
be adversely affected by future terror attacks that can be launched from this port may take
multi-lateral actions jointly.

On the other hand, the rice shipment was correctly categorized based on
information provided by the Knowledge Base, both factual (government regulations) and
historical (good record of Sawasdee Rice Trading Company). The faster processing of the

release of the shipment saved the importer huge amounts in storage fees, not to mention
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added foeib €sbtdry ffowt Whith Rk ével BldladehSinbd fr aflabRRAuERUPGHES
fromthis port may take ) .
Likewise it should also be clear that a system will be much more powerful if the
Thesaurae of various ports are updated together. Thus, a communications path between
the various port’s SAFESys or similar systems should be established for this data sharing
purpose.
These two example cases in the chart above illustrate only a few of the benefits
that can be realized through the adoption of arx integrated approach to container
inspections and a risk management system.

The scope of this invention is only lim ited with reference to the following claims.
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security j ; r HBSS reports from
the secu rlia?gﬁﬁlhgé actPlonfafft b ROAR

. an entire port facility can be
changed Ivhegking sdich date eput Foyleagh phoifil eagankt athesavausglike data

F ac B R SpErs Prewa Brund fiPe et bR gemis R lipsbone of

conshélgdta iipdls, ahd eifaRding (a0t GRABRZThibRfdtioh\&pt for containers
Thesaurus and the businéss rules may be updated 10

bas & mgehestin said dashurys-tike date ecpoghizef softweren thereborexparating
turns: probl em shi pment. For exanple, if a

shi %?‘r%ﬁ?oﬁlg’ deternmined to contain one conponent of a

bi nary nehyekig@ees sout®s agaudt shil pRdfile ahdidterntiifg whether data
shi pper,, the intended recipient, and simlar _

i nf d ARl iespangded prafide hasdrgterence of serpside othsr Joues Wibigger

L o Bt s DAl e Bhoen RSP R iR

muclhprofilee powerful if the 15 Thesaurae of various
ports are,k updated. together. Thus, a conrmunicati ons

pat h bet WB&FKING Psingss Tubesagainst the exprnges| totad amopny of gaformation
SystEnS; ' I S, [

i peop e CrBEd b 98E e B e Pl e

i Il espareleé poofily, a few of the benefits that can be
realized through the_ adoption of an. integrated

appr oach "EHORGHE &} ??éﬁis%‘eWr%ﬁkelEY‘?lons and a risk
managenent system The scope of this invention is only
limted with reference to the following clains. 2Z WO

2. 2005/he i@ ¢iTT4iuSk obdredv@id®sponse to said security risk level is one of

several responses including either

a) a manual search of said container,

b) gamma irradiation inspection processing of said container and re-
evaluation of said container’s risk based on results of said irradiation inspection
processing,

c¢) minimal inspection of container, and

d) allowing passage through checkpoint.
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CLAI M5 What is clainmed is: 1. A nethod for handling

cargo containers at transshipnent points with a data
worwagerment system said nmethod conprising; 5 POBUSL004040108

data input in a format acceptable to a system for

i dendy f yi t Lackin t least o .
3 t 1 el of B3 Rf il P e enB R Ron gpaled risk

pr of pro€ile Iedvirgyd high sisk diddaida lovwHtk §i0¢ awbeherpinGhid s€ep a is

agai nst a_thesaurus-|ike data _recognjzer software )

pr ogiessvehiar sgntamesdaving bepn evatraged: withig risk profile foged the high

one 9fq ofifde tdafe. data inputs, and expanding the total

amount of 1 nformation kept for containers by matches

in said thesaurus-1|i ke data recogni zer software,

4.5 our RSB A5 1908 3 0 sFoh reRardient of Lk FORA S SGlfe #id container
dat &g shijestab gesg&ﬁ’s%m,j &l 3105 kdsGle B?§aiq gésﬁéxgg%e a Rlgher risk n'%foﬁle

interest” to other sources’ trigger rmation, a
i f sis dewalopadgfos sdidi comgfieerther applyingtrespease 4 o shidrdon@iner.
expand said profile, checking business rul es against
t he expanded total amount of information for said
5.par tTighatho 8RERIN 8 fwHeeifl 8 16 BIOBrofilSSaHES ) ahll Skesponse from
| evel for said further expanded profile, 20
resdbﬂ@%%@nto said security risk level. 2. The nethod
of claim1l wherein said response to said security risk
| evel is one of several responses including either a)
6.a MENtuamhethedbe Blaih 5Siefeif h @ich&ponsed a Qﬁsgﬁ?cﬁ&%ﬁbh‘_cumstance is
irradiation inspection processing of said container
and feBnd, eygicising wepapse Bai d contai ner's ri sk based on
results of said irradiation inspection processing, c)
m ni mal inspection of container, and d) allow ng
7. pas sHgemtthod v tlainh 6 eRRediNif.in 2 3Qespdnse, a suspicious circumstance is

found, exercising response a.

8. The method of claim 5 wherein if in a ¢ response, a suspicious circumstance is

found, exercising response a.

0. The method of claim 2 wherein under circumstances where an operator has an
option to increase the risk profile risk of any or all containers based upon external

factors.

10. A system for handling cargo containers at transshipment points that recommends

particular handling processes based upon a risk profile comprising:
a security module having access to

a thesaurus module,

a business rules module, and
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WD 2005/ 091743 PCT/ US2004/ 040108 3. The net hod of
claim2 wherein said responses are chosen based on a

waecabogind sk profile having a high risk side aPdI/asio04040108
risk side and wherein said step a is reserved for

cont ai ners hayj I .t h [ rofile

toward the hi g%ﬁg%‘glg&%% ﬁ%ﬁ%enlf %Z?%%Q’Hgg %gar{ﬁhfélk%%?ﬁ% eéq;emal

cl aim 3 wdata mipnt,r egardl ess of a risk profile's scale,

said container js supject fo response b, and if as a

resul t of‘gi%"éf"& Sﬁ’ésgﬁmié dule i, fogwegerving flogumsmntary datp énput for

devel ope gah . ' j S

o e d cach g ShitafanuA R proce il SRPUK Hol SN WiEafrus
5 a | ow ri siadpaidflinowlaglge hasesnadute amndrding dpBinsss dieofn said

the system. 6. The net hod claimb wherein if in ac
res pons.e,e"“&m%%%‘r‘?é el e e Trdcesvigs Agpording to said
exer ci si Nisi@sNAANS PorbrodiRink saldRcoRdRG R, ¢l ai m 5

wherein if in a c response, a suspiclous CIrcunstance
is found, exercising response a. 8. The nethod of

cl aiim b erein.if..in a.c r.esponse, @a.suspiciou
118 AR A ot Pheif i BB et SR REEhes to gt Loast one
10 The ofetheesl ahdlgdgdproeedsesher ei n under circunst ances

where an operator has an option to increase the risk
profile risk of any or all containers based upon

.S, Q. A f hand| i
128 ot e APl 1 bkl R et e

parti cul aj) ameamdhl 2erchLOSHS S@Rataased upon a risk
profile conprising: a security nodul e having access to

30 a t hePdgrugaipadipleon inspretpmprsessingas saddantaines il re-

15 24 7 4 Know edge Base ..
S TN G M T
processing,
¢) minimal inspection of container, and
d) allowing passage through checkpoint.
20 13.  The system of claim 12 wherein said security module has software for choosing

responses based on a scaled risk profile having a high risk side and a low risk side
and wherein said step a is reserved for containers having been evaluated with a
risk profile toward the high end of the scale.

25 14.  The system of claim 13 wherein regardless of a risk profile’s scale, said security
module software recommends that said container is subject to response b, and if
as a result of said response b, a higher risk profile is developed for said container,
then said security module software recommends applying response a to said

container.
30
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data i nput, wherein said security nodule is for
recei ving docunentary data input for each said
w@omsadriey , and for processing said data throupdiI/g820d4/040108
thesaurus 5 and said know edge base nodul e accordi ng
to [ I
15, thr ?u‘h%hsgﬁérﬁ #aggelggs(}ﬁe?élg éigioi?t &%éﬁ’%“géj a%ﬁs gﬁg ﬁlﬁgglg&nce 18
rul é‘Surfcb saif Bemhuty mgdsla IsdﬁwmammﬂatdSMerciEMg rédpense b.
system of claim 10 wherein said recommendati on
corresponds to at |least one 10 of several handling
16P r Ogﬁ‘h%%gsstem]o% clatl® WhEER T Rfa &}eélgdﬂsé;]a 51%{1@01 tafnce is
processes conprises: a) a manual search o
s ai dowmh sad sewrityinodeesaftwaneaciommendsienspsuigiresponse a.
processi ng of said container and re 15 eval uation of
said container's risk based on results of said
171 1 1 adpd kpierh PRGN car gy élﬁﬁa‘iﬁér@ as tr&rstlﬁblﬁbﬁf‘iJomts that
i nspection of container, and | owi ng passage
t hr gegpmrgénsislepd ﬁmcutez @armulatrh@ mgtpmnesﬁes basgil mparpa risk profile,
wher ei,n sai d sequr )é I”{D %ﬁ? e f.or choosing
r es SORPEECHT &Y S0 Conangr efg Fac?f*}% ST PRE i, gh
ri skrasikdhgoniéidl pdint BMnprisie:Si de  and wherein said step a
is reserved for containers having been evaluated with
a risk proertion eeiliieshaving hinghuad ieppedtiontreevs dagagmaBradiation
14. The $Y | e a
ri sk pr of ﬁ%%&%nsgcr Ofgésgng]f él%lt éagnrﬁird cﬁr%%ﬂ Sﬁl? oa?‘{ivvar e
r ecommendssetiraty nfodiulb IR Histdcoes td S subject to response
b, and if as a result of said response b, a higher
risk profile iadhefayessnddle or said container, then
said security I (A omends applying
response a to ggﬁﬁwggﬁﬁ%a,neﬁ%ﬁﬁﬁ 25 WD 2005/ 091743
PCT/ US2004/ 04@1aidwlddge bateemedide having mehas for debeptivey external
if in a c response, a suspicious circunstance is
found, s&PHEB®yrity nodul e software recommends
exerci3|ng response b. 16. The systemof claim5
wherein if in a c response, a suspicious circunstance
is wherein said security module is for receiving documentary data input for

each said container, and for processing said data through said thesaurus
and said knowledge base module according to business rules in said
business rules module, and through said processing according to said

business rules for producing said recommendation.

18.  The system of claim 12 wherein said recommendation corresponds to at least one

of several handling processes.

19.  The system of claim 13 wherein said handling processes comprises:

a) a manual search of said container,
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5 found, said security nodul e software recommends
exercising response a. 17. A port system for handling

W@ 0goraent ai ners at transshi pment poi nts thatPCT/US2004/040108
recommends and executes particul ar handling processes

based u At a

cont ai nepe et FEaRLR lctioB Mol FHERRR ARl Urlfre.

t r aavabiatipmefdaidointdinertsnginki bﬂserQOn fesslpauftsaidrirrhdiatid ihgRction
havi ng a nmanual inspection crew, a ganma irradiation
iné%@%??B& processing facility, and a secure
CheCkpohﬂEmnﬁH@nﬁm§&RMRﬁ%%nﬂHQPbﬁ havi ng access to a

t hesaur us nodu a busi ness rules nodul e, and a
know edgd aﬁawmgmd&algeﬂlraugm@lenhmmst for accepting
external data input, wherein said security nodule is
for receiving docunentary data input for 20 each said
contai ner, and for processing said data through said

t hesaurus and sai d know edge base nodul e according to
busi ness rules in said business rules nodule, and

t hrough sai d processing according to said business
rul es for producing said recomendation. 25 18. The
system of claim 12 wherein said recommendati on
corresponds to at |east one of several handling
processes. 19. The system of claim 13 wherein said
handl i ng processes conprises: a) a manual search of
sai d container, 26 WO 2005/091743 PCT/ US2004/ 040108

b) gamma irradiation inspection processing of said
container and re evaluation of said container's risk
based on results of said irradiation inspection
processing, c¢) mnimal inspection of container, and 5
d) allow ng passage through checkpoint. 27
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