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II. Description of the Related Art

15 For several decades, the motion picture industry has depended on the
duplication, distribution, and projection of celluloid film for delivering creative
programming material to geographically diverse theaters around the country
and the world. To a large extent, the methods and mechanisms for the
distribution of film material has remained relatively unchanged.

20 The current film duplication and distribution process is illustrated in
FIG.1. Film duplication typically starts with an exceptional quality camera
negative. At a film studio 50, a film editor 52 produces a master film copy after
the process for producing the original film has taken place. From this master
film copy, a film duplication element 54 produces what is referred as a

25 distribution negative, from which distribution prints (known as “positives”) are
produced in quantities. Depending on the size of the release or number of copies
desired for distributing the film, there may be more intermediate steps or
multiple copies produced at each stage. The film positives are distributed by
courier and other physical means to various theaters, as exemplified by a theater

30 56. At the theater 56, the movie is displayed by projecting images from the film

onto a display surface using a film projector 58. In this traditional system, a



onto a display surface using a filmprojector 58. In this traditional
system a WO 01/41442 PCT/US00/ 32410 2 nmultiple track audio programis
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15  auditoriums are located or clustered together at a single theater location. Each

projection auditorium may show a motion picture at the same time as other

motion pictures are being shown in the other projection auditoriums in the
multiplex complex.

Because of the large number of duplicates made, it becomes increasingly

20  difficult to prevent illegal duplication and theft of the material. It is estimated

that revenues lost due to piracy and theft account for billions of dollars lost each

year by the motion picture industry. Further, duplicated film material tends to

degrade over time due to dust collection, wear-and-tear, thermal variances, and

other known factors. Finally, management cost and other expenses are involved

25 in the eventual destruction of the film material, which may contain regulated
hazardous material.

New and emerging technologies are making it possible to provide

alternative approaches to the ongoing film distribution problems. For example,

satellite transmission methods are now available, although they are not

30 currently commercially viable for the distribution of high quality audio/visual



alternative approaches to the ongoing filmdistribution problens. For
exanple, satellite transm ssion nethods are now avail abl e, although they
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projector, which has not previously been available. Moreover, implementation
of a satellite based transmission and receiver system is costly and a radical
change from current methods of film distribution and display. It is perceived
that such a radical change may not be initially commercially acceptable.
20 Also, advances in digital technology have led to a revolutionary
distribution concept whereby programming material is to electronically stored in
a digitized format, rather than on an optical film media. The digitized images
may be distributed on various magnetic media or compact optical discs, or
transmitted over wired, fiber optic, wireless, or satellite communication systems.
25 A variety of DVD-ROM storage formats exist having storage capacities ranging
from about 4.5 gigabytes (GB) to about 18 GB. The DVD-ROM storage formats
that have a storage capacity greater than about 9 GB are implemented on dual-
sided disks. As such, high storage capacity DVD-ROM disks must be manually

turned over to access the stored information from the second side of the disk.



fromabout 4.5 gigabytes (GB) to about 18 GB. The DVD ROM storage formats
that have a storage capacity greater than about 9 GB are inplenented on
dual - si oedodésks. As such, high storage capacity DVD ROWdi/wk@/imst be
manual |y turned over to access the stored information fromthe second side
of the disk. WO 01/41442 PCT/ USO0/ 3241@ 4 An average two hour novi e having
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U S Pat., No. 5,021,891, entit]ed 20 "Adaptive Bl ock Si.ze | mage Corj%),r essi on
Met hod AHRFUEYEE eiagess SOPRREESEION B Orété‘é‘f‘gr?éé Rgingnhdeyslapedt efigi! and
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coefficient data. This technique will hereinafter be referred to as the adaptive
block size discrete cosine transform (ABSDCT) method. The adaptive block sizes
are chosen to exploit redundancy that exists for information within a frame of
image data. The technique is disclosed in U.S. Pat. No. 5,021,891, entitled

4

20 “Adaptive Block Size Image Compression Method And System,” assigned to the
assignee of the present invention and incorporated herein by reference. DCT
techniques are also disclosed in U.S. Pat. No. 5,107,345, entitled “Adaptive Block
Size Image Compression Method And System,” assigned to the assignee of the
present invention and incorporated herein by reference. Further, the use of the

25 ABSDCT technique in combination with a Discrete Quadtree Transform
technique is discussed in U.S. Pat No. 5,452,104, entitled “Adaptive Block Size

’

Image Compression Method And System,” also assigned to the assignee of the
present invention and incorporated by reference herein. The systems disclosed
in these patents utilize intraframe encoding, wherein each frame of an image

30 sequence is encoded without regard to the content of any other frame.



25 ABSDCT technique in conbination with a Discrete Quadtree Transform
technique is discussed in U S. Pat No. 5,452,104, entitled "Adaptive Bl ock
Size | nageoConpw? essi on Met hod And System ™ al so assi gnedPCDUSHKS32aB)S|I gnee
of the present invention and incorporated by reference herein. The systens
di sclosed in these patents utilize intyaframe encodi ng, wherein each frane
of an inmage 30 sequence is encoded without regard to the content of any
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retygn. u?'ﬁ‘lljelr:[ .islr(]:Hg{-tz?l s@%igmcxggpdglﬁlagﬁ%igggesset tea’hie?tn and illegal duplication of
celluloid film, and further offers the possibility of implementing security
measures within the digital system itself. However, a complete digital cinema
system has not been deveioped by the motion picture industry or related arts.
Several issues and problems remain to be solved. New digital cinema
20 systems require improved forms of protection to prevent theft from theaters.
Theater complexes with multiple auditoriums have grown larger in an effort to
provide a greater economic return, resulting in more complicated presentation
schedules, and a larger number of locations showing a given film. This could
require many additional electronic copies to be forwarded to theaters for
25 presentation using current techniques, with associated complexity and operating
costs.
Distribution channels and mechanisms are still defined by the older
celluloid film copying and distribution techniques discussed above. New
techniques are needed to take full advantage of proposed digital cinema

30  processing, to reduce copying, provide faster releases to market, and updating



schedul es, and a | arger nunber of |ocations showng a given film This
could require many additional electronic copies to be forwarded to
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pr ogr ammagnethese goals are achieved by the present invention in the

manner descri bz{d bel ow., SUMVARY OF THE | NVENTI ON 15 The present invention
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SUMMARY OF THE INVENTION

15 The present invention is an apparatus and method for the encoding and
storage of signals representing at least image information onto a storage
medium, the apparatus comprising: a source generator configured to convert the
encoded signals into digitized image information; a compressor configured to
receive the digitized image information from the source generator and to

20 compress the digitized image information, the compressor using an adaptive
block sized discrete cosine transform compression technique; an encryptor
configured to receive the compressed digitized image information from the
compressor and to encrypt the compressed digitized image information; and a
storage device configured to receive the encrypted compressed digitized image

25 information from the compressor and store the encrypted compressed digitized
image information onto the storage medium. The method of the invention is a
method for encoding and storing signals representing at least image information
onto a storage medium, the method comprising the steps of: converting the
signals into digitized image information; compressing the digitized image

30 information wusing an adaptive block sized discrete cosine transform



configured to receive the conpressed digitized imge information fromthe
conpressor and to encrypt the conpressed digitized image information; and a
storage awobpeldennfigured to receive the encrypted conpreBsrdSariUto zed
image 25 information fromthe conpressor and store the encrypted conpressed
digitized inmage information onto the storage nedium The nethod of the
invention is a nethod for encoding and storing signals representing at
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hub, t hdsprogs arfeatuire lemgthomotisnprionasy ed o shortkrsdnidtidri (such as a motion
15  picture trailer or commercial advertisement) or a still image (such as for an
advertisement or announcement). The audio and other related programs need
not be time synchronized or stored with the image information, such as the case
with background audio programming and advertisements.
At the central hub, the program information is processed for distribution.
20 A source generator, located either at the central hub or an alternative site, may
be utilized to generate electronic audio and image signals from an analog or
digital input. The source generator may comprise a telecine for generating the
electronic image signal and an audio reader for generating the electronic audio
signal. Alternatively, the electronic signal may be provided directly from an
25  electronic camera or other electronic source, such as a computer-based image
generation system.
The electronic image and audio signals then undergo processing by a
compressor/encryptor. Again, the compressor/encryptor may be located either
at the central hub or at the same facility as the source generator, for example, a

30  production studio. A known dynamic compression technology may be used to



20 A source generator, located either at the central hub or an alternative
site, may be utilized to generate electronic audio and inmage signals from
an anal ogvoni/4diugital i nput. The source generator may conpei/asomes28ml eci ne
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si mi | ar SHEVIaEkevidqs. The encryption techni que invol ves the use of

ti varyi ng e i c K i.gi tal control rd. seqyence,
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signal. The watermark is not perceptible to the normal view ng audience,
but may TBECIYSEIOT HTPIgElrs f ynadditipRe agtighal sipnakaist RBr vAigTmapy  ghay be

Pr 0gr am e GVHMARE AP or A6 B! TheWvaRlrhlalic il AT ALENRAE NG the
yption informati necessary t ecrypt e I nmage and/ or * audi o
i nf or matricomadls viewengt eddencendbwti dnay Hecuyet eto lidiehsifyusangoseer &f an
15 unauthorized copy of a program when analyzed under non-real-time or still
frame playback. Decryption information necessary to decrypt the image and/or
audio information is generated at individual decrypter units using secret
auditorium specific keys and secure information sent to the theater. Generally,
the image and audio signals are separately encrypted. By treating the image and
20  audio portions as separate programs, different audio programs may be combined
with image programs for various reasons, such as varying languages.

The compressed and encrypted signals are also stored on a storage
medium, or provided transmitted from the central hub. If transmitted, the
modulation/transmission technique may add forward error correction

25 information and modulate the data stream for transmission. The transmission
may be over any type of wired or wireless communication, such as terrestrial
cable, optic, satellite, the Internet or other methods.

The central hub further comprises a network manager. The network

manager may include control processors to manage total operation in both the

30 encoder and the theater subsystem, including control of the storage,



audi torium specific keys and secure information sent to the theater.
Cenerally, the imge and audio signals are separately encrypted. By
treati ngwoel/imayge and 20 audi o portions as separate progpamesoodi2iifoer ent
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sel ecti ceived programmi ng. At the theater

subsystem a 4t ﬂfea@eaft&\éttbeyﬁte&eia\/ﬁ@ré%iedéﬁﬁé agecivedlithessorag masd i@ (fHub. A
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retransmission of any portions of information that contain errors. A theater

15 manager utilizes a communication path (from the theater system to the central

hub) to request retransmission. The communication path may use the

telephone network, a satellite channel, the Internet or any type of

communication method.

Under the control of the theater manager, the storage device in the theater

20 subsystem may provide for local centralized storage of the programming

material. The storage device may contain storage mediums such as DVD disks,

removable hard drives, or a (JBOD) Just a Bunch of Drives module. The storage

device may store several programs at one time. The storage device may be

connected via a local area network (LAN) (electronic or optical) in such a way

25  that any program may be played back and presented on any authorized projector.

Also, the same program may be simultaneously played back on two or more

projectors. Programming material is routed from the storage device to the

designated auditorium(s) via a local area network (LAN) which may use various

LAN architectures. For purposes of this description, this description assumes



hub) to request retransm ssion. The communication path nmay use the

t el ephone network, a satellite channel, the Internet or any type of

comuni cavdon4rel hod. Under the control of the theater nmapan®Es)o/2b® st or age
device in the theater 20 subsystem nmay provide for |ocal centralized
storage of the progranm ng material. The storage device nmay contain

st orage nedi uns such as DVD di sks, renovable hard drives, or a (JBOD) Just
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each program ternative
number of play backs that are allowed for each program. Alternatively, control

15  of the presentation process may be located locally at the projector, a remote
control unit, or under control of the central hub or other centralized element. In
addition, the theater manager may be configured to integrate projection
operations with other theater operations, such as concessions, ticketing,
promotions, signage, environmental controls, lighting, sound system operation,

20 etc. Also, each theater subsystem may include multiple auditorium modules
sharing common storage and control functions for flexible and cost efficient
presentation options.

The use of digital encryption provides a built-in security measure.
Cryptographic techniques are employed to provided end-to-end encrypted data

25  transfer. That is, the image and/or audio information is encrypted at the source
generator and is decrypted at the theater subsystem during playback. In addition
to the electronic security measures, physical security measures may provide
additional protection of the programming material.

Physical security measures may be especially important for protecting the

30  decompressed/decrypted signals from a “wiretap” prior to display by the



15 of the presentation process nmay be located locally at the projector, a
renote control unit, or under control of the central hub or other

centrali a®0oskament. In addition, the theater nanager mapCh®&semiiogured to
integrate projection operations with other theater operations, such as
concessions, ticketing, pronotions, silgnage, environnental controls,

| i ghting, sound system operation, 20 etc. Also, each theater subsystem may
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an apparatus and nethod is provided for the conpression, 10 encryption and
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The features, objects, and advantages of the present invention will
15 become more apparent from the detailed description set forth below when taken
in conjunction with the drawings in which like reference characters identify
correspondingly throughout and wherein:
FIG. 1 is a block diagram of a traditional film distribution system;
FIG. 2 is a high-level block diagram of an embodiment of the digital
20 cinema system of the present invention;
FIG. 3 is a block diagram of a film-based source generator;
FIG. 4 is a block diagram of a compressor/encryptor;
FIG. 5 is a block diagram of a network manager;
FIG. 6 is a block diagram illustrating a hub internal network and central
25 hub redundancy;
FIGS. 7A-E are block diagrams of a storage device;
FIG. 8 is a block diagram of a storage device using multiple disk players in
serial and a playback player;
FIG. 9 is a block diagram of a storage device using multiple disk players in

30 parallel and a playback player;



The features, objects, and advantages of the present invention will 15
becone nore apparent fromthe detail ed description set forth bel ow when
taken imwaeonjumrtion with the drawings in which |ike refprepusa/har act ers
identify correspondingly throughout and wherein: FIG 1 is a block diagram
of a traditional filmdistribution system FIG 2 is a high-level block

di agram of an enbodi nent of the digital 20 cinema system of the present

i nvention; FI i.S bl di a maof a filmbased sour ener at or ;
HG 4 s a bSO agvark cHagroBliof redortbecieryn iome pidok safSpet ot io
di agram g gad]@litz gk nmanager; FIG 6 is a block diagramillustrating a hub

i nt er nal netvvor nd central 25 hub redundancy; FIGS. 7A-E are bl ock
di agrans of aFI&i. dﬂalgei bbckcdiagFaiB. o8 ai theatehl adisydteaynaingfremstabladeardevi ce

usi ng ti S [s in serial and a playback player; FIG 9 is a
bl ock dléaréY%rﬁ%ﬁ" QF%%QY‘S ©!evi ce using nultiple disk players in 30

par akl el_and AcplrayPanont axgiranV6} QhARGARRETLLIAN 32410 12 FIG 10 is a
bl ock di agram of a st%rlmgi ice using a disk’cartridge and a playback

pl ayer; FIG HG.il§ ina ditigngmant eftheateheabeystembesingea BOIhpadrevabl e
har d drt'hé as t e. storage device; 5 FIG 12 is a block diagramof a

t heat er %1G 13 is a block di agram of a theater subsystem

usi ng a JBOD m)dul e as t he storage device. DETAILED DESCRI PTI ON OF THE
PREFERRED EMBODI MENTS 10 The present invention conprises an apparatus and
met hod, EMEFEAHEED DaIESCrIéH’TJ)ONr@RTEHE“BRQ&RERR:ED&EMB(DDIMENTS

el ectroni ¢ generati on, ression, encryption, and storage of

audil8/ vi sual Tapeo@}rgqﬁﬂtﬂgveg R é;gmprlses an apparatus and method, sometimes

referred to herein as “digital cinema”, for the electronic generation,
compression, encryption, and storage of audio/visual programming, such as
motion pictures in theater systems, theaters, theater complexes, and/or
presentation systems.

15 Digital cinema incorporates innovation in image and audio compression,
projection technology, encryption methodology, and many other areas. Digital
cinema is designed to replace the current method of physical distribution of
celluloid film to each play back or projection location such as theaters or remote
auditoriums. Digital cinema eliminates the need for duplication of celluloid

20 film, and offers the potential for exceptional audio/visual quality as well as
built-in security measures. Programs may be transmitted to theaters and stored
on storage devices, such as removable hard drives (RHD) or digital versatile
disks (DVD), for display at later times.

While the invention is equally applicable to presentation of image and

25 audio information to a variety of presentation locations such as outdoor
amphitheaters, drive-in complexes, civic auditoriums, schools, specialty
restaurants, and so forth, an exemplary theater or theater complex is used for
purposes of clarity in the discussion below. Those skilled in the art will readily

understand how the present invention is applied to other types of locations.



notion pictures in theater systens, theaters, theater conpl exes, and/or
presentation systens. 15 Digital cinenma incorporates innovation in imge
and audi ova@onprexssi on, projection technol ogy, encryptionPaprUkead2kmgy, and
many other areas. Digital cinema is designed to replace the current nethod
of physical distribution of <celluloidifilmto each play back or projection
| ocati on such as theaters or renote audi tori uns. Digital cinema elimnates

th d f I t of celluloid.20. fi and,of fers, t ial for
except | onal - dadieite] eyt ULoReR yenthp PRy eleiuin i aths as.
Progr amihgﬁm be el 288kt b @&néﬁ@é@ 81§ i s?s%rﬁg atoBastt H2aspaVvi ces,

such as r vabl e hdrd drives (RHD) or digit versatile disks (DvVD), for
di spl ay facilitapehubi Higsandat least bae |prmmttatnmn s theatat byba@mmcwél elheo

br esent 1007 BrdRaracdi At i g rE ah s s cirieh fr Pk of Reading exes,
Civi 6 augs PatdritBppRERM SerislN96! @ 1075, 15@%1@& rcﬁ‘ﬂ gugmmsoais?gﬁéa tdthe

exenpl ary theater or theater conplex is used rposes of“clarity in
the di scasy a3sigeteons théhps@eskm\remilqm anldelsantowpdrhtecbb;d|rle§eremnadhelsmand how

t he present inventi on ﬁf ied to her tyggas of .l ocati ons. (g)i %1442
PCT/ US00/ 32478 1 #TAPARRERY Inagherel, SHgin BE0TRAGRR  AF SAEIRSRSSE

i [T ustratedd onH Gordge Thediughglahal dBHIBHRAISHONE PhéORuE OIR' {5 €Re tHRaFEH N
systens: at | east one central facility or hub 102 and at |east one

pr esent aupsystem 10k Lsenerallpsgne dheaton subppystemyb04 Goutilided Her telaelattéueater

subgyst Qf sim.l ar n otha S

Ao oat el fNgte Gl 5 ndSRo ol BerifigsRin TSGR, ardndd Eeeivhe
same assihgpeconsudieirfoesasion, RN i Oid e B6imieS céie i ARt ahagprhynt ekewernce
herein. In an enbodi nent, image and audi o i nformati on are conpressed and

stored @8 C&r@ﬂ%ﬁag@m@m amplamd dps eagibpresentation enditeaitmo2 to the t heater
subsystem 10‘1 tﬁ@nc%rn al%luﬁ)'i ZtJ-'?@\S %e%%?gt%%el%lpe% v%sultlfnl'\ %gerrlzﬂr aﬁa(:h

theater 10 or presentation ﬁo’ca esentation | ocations
that is gteﬁefaee@a\thgltahgers@djn avfdite Filkhor Mk dfg1taElI’ldfd)ﬂﬁhﬁdﬁ&ssmfﬁpressed
cent [:'al Ia%(calder?grl;)pge ri)ty gsccyr\ﬁ{)i‘essor/encryptor (CE) 112, and stored on a storage
medium by a hub storage device 116. A network manager 120 monitors and
sends control information to the source generator 108, the CE 112, and the hub
storage device 116. A conditional access manager 124 provides specific electronic
keying information such that only specific theaters are authorized to show
20  specific programs.
In the theater subsystem 104, a theater manager 128 controls a theater
manager 132. Based on control information received from the theater manager
132, a theater storage device 136 transfers compressed information stored on the
storage medium to a playback module 140. The playback module 140 receives
25 the compressed information from the theater storage device 136, and prepares
the compressed information to a predetermined sequence, size and data rate.
The playback module 140 outputs the compressed information to a decoder 144.
The decoder 144 inputs compressed information from the playback module 140
and performs decryption, decompression and formatting, and outputs the

30 information to an projector 148 and a sound module 152. The projector 148



as certain equi pnment enployed for each presentation auditorium In the
central hub 102, a source generator 108 receives filmmterial and

gener at ew@odigit al version of the film The digital inforPaBUSEB2HB
conpressed 15 and encrypted by a conpressor/encryptor (CE) 112, and stored
on a storage nedium by a hub storage deyice 116. A network manager 120
nonitors and sends control information to the source generator 108, the CE

112, and the huh _storage device .116. A copditional access _panager 124
or ovi desP'gpedhe illi‘fcér!né?;tt‘ﬁg%n‘?% A REYFRYTi < rtFrﬁtﬁodW dﬁﬁg’tlﬁatlsgr{?qﬁg% sesing ¢
t heat er sinds@n AR £ 8uh@ sTERM, BHhSESE: ESntPSI08H ﬂ{é‘sthelafbrtrﬂgnﬁgéi %f Based

subsystem 104, a theater nanager 128 controls a theater nmanage
on control i noopertation, thee edved garemtorel@Shpatedesrdigitieed el&2rordc tieageer

storage deyjce 136 transfers co essed information stored on the storage
redh i V) RAPBLRRS AALE ST R by SO e BPaSToRer (R Brcsieest e
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the conpressed information to~a predeterm ne ence, size and rate.

The pl aybe Kilmodsildégitdily soanmeds at heverynpigds sredoluticor rtat ¢reatet then digitobelr
144. The decod?r 144 é’rirélgut.s con(?r e%sed i nf or ion rom,,wrg .BI ayback
modul e 146°°8hd bR 1189 : dEETBt 9 oRt CASEORTEs sT BRANnY T of BT O8RS

out put s deerat@s ithe Oinidid QREdrehAbrPI Whelet WelllkB8oamd cﬁﬁﬁﬁuﬂédfﬂj@é!n%e%@i%n The
proj ector 148 WO 01/41442 PCT/ US00/ 32410 14 plays the information on a

proj ect drogersinghgeserates nbg¢upadis pqutigps ofothed priogfamnatTten iomges sbeimg,

t |_of .the theater 32.. tion,..th
sourde Gk diReg gl B pli GRS Ch Trde BRS he T g A oG et o
the systfeame ypealdgys, bhe seeivs G BenREaGOpidAes, aRciudesg fihose shovh efd al

and generates a magnetic tape containing digitized information or data.
The fi | MeHoRiRiFEes pf yerrinadeasgtn Vheye impges «8! ba prasentedcpe atseriener
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di gi tal candieopeanded suoh as piace st ngadefer aiga-itdiifddhedRoced, cuteftlinge
proggamfo;l' greiigg grslggggigengand/or hearing impaired audiences, or multimedia time
cue tracks. Similarly, single or sets of sounds or recordings are used to form

desired audio programs.
Alternatively, a high definition digital camera or other known digital
image generation device or method may provide the digitized image

20 information. The use of a digital camera, which directly produces the digitized
image information, is especially useful for live event capture for substantially
immediate or contemporaneous distribution. Computer workstations or similar
equipment can also be used to directly generate graphical images which are to be
distributed.

25 The digital image information or program is presented to the
compressor/encryptor 112, which compresses the digital signal using a
preselected known format or process, reducing the amount of digital
information necessary to reproduce the original image with very high quality.

In a preferred embodiment, a ABSDCT technique is used to compress the image

30 source. The ABSDCT compression technique is disclosed in U.S. Pat. Nos.



10 processed need not be provided froma film but can be single picture or
still frame type inmages, or a series of franes or pictures, including

t hose showmomsi44noti on pictures of varying | ength. These pPangs&/am be
presented as a series or set to create what are referred to as inmge
prograns. In addition, other material 12an be provi ded such as visual cue
tracks for sight-inpaired audi ences, subtitling 15 for foreign | anguage

and/ or IBea1, 8@, 5N I8 dard Gl ANCRAL mehtibHed laBBUE 2 TheMRuidibUd fbfiAgKén may |
Simlarly, single or sets of sounds or recordings are used to form désired
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the di gidricz@ddidTBgerinatidn® tithh ehérypte@ehdl/by sufhbled Q8inkgl ¥he @eRMore
capture for substanti all i mredi at € "or cont enporaneous di stri buti on.

COrrpﬁtersemwgkegtrp@iﬁsnth@dw | ar equi prent can al so be used to directly
generate graphical i es_which e to. be i stributed. 25 The, digital
Pmge. | nf or nopi<o Nty ST tRTe 120 Sndivdh B¢ RS fonbler g ublr 100,
whi ch canpy gad erdchethél @nkBlesséd dforiititth dromr #RetGhpeshskPmer{pforet120r
process, reducing the amount of digital infornation necessary to reproduce

t he ori gPribe hubagjerage: devies Y16 dhe stoyage devige Jaefie compriseoat ABALOT a

ABSDCT t I I t ressg. i [ e SPCT
conpresgﬁgﬁyfg%ﬁ%%Ewgﬁﬁguﬁgiéfosé%l?ﬁ£Eﬁsfﬁ%ggﬁﬁ%gggﬂﬁéﬁﬂﬁﬁglﬂég' any
PCTADSOQ ﬁé@lﬁigﬂ&pﬁacﬁ&he&@Etorégé@@yﬁz@‘ﬁsuc.&ﬂ@h a #ABiRallOdrshEl diske¥bDYvm. The
audi o informatian naé al so_be digitally conpressed using standard

t echni qdeserapiighapd drivie (REUR:ARd msAdscped furbet dieseiss Jdpon rigrage of
TR TS COMEAEE TR, ALl PO e w9t o
net wor k preysagdy trafispunted dostiehehsdtat ssibeystenn0és and/ engrayfitwlar, 1d 2heand
directsthgﬁeggggggg ggkgqggrnation fromthe conpressor/encryptor 112
15 In alternative embodiments, the compressed image and audio
information are each stored in a non-contiguous or separate manner
independent of each other. That is, a means is provided for compressing and
storing audio programs associated with image information or programs but
segregated in time. There is no requirement when using the present invention
20 to process the audio images at the same time. A predefined identifier or
identification mechanism or scheme is used to associate corresponding audio
and image programs with each other, as appropriate. This allows linking of one
or more preselected audio programs with at least one preselected image
program, as desired, at a time of presentation, or during a presentation event.
25 That is, while not initially time synchronized with the compressed image
information, the compressed audio is linked and synchronized at presentation
of the program.
Further, maintaining the audio program separate from the image

program allows for synchronizing multiple languages from audio programs to

30 the image program, without having to recreate the image program for each



to the hub storage device 116. The hub storage device 116 is conprised of
one or nore storage nediuns (shown in Fig. 8). The storage nediun(s) may
be any lGvoypel4af hi gh capacity data storage devi ce, suchparuaodizgiot al
versatile disk (DVD) or a renovable hard drive (RHD) and as descri bed
further herein. Upon storage of the cggpressed information onto the
storage nedium the storage nediumis physically transported to the

t heat er subsystem,104, and i.n. particul ar toutége theater1 st or.age devi ce
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customers.
15 Although FIG. 2 illustrates the compressed information in the storage

device 116 and physically transporting storage medium(s) to the theater
subsystem 104, it should be understood that the compressed information, or
portions thereof, may be transmitted to the theater storage device 136 using any
of a number wireless or wired transmission methods. Transmission methods

20 include satellite transmission, well-known multi-drop, Internet access nodes,
dedicated telephone lines, or point-to-point fiber optic networks.

Embodiments of the processing blocks of the central hub 102 are
illustrated in FIGS.2-9 and described herein. The source generator 108 is
illustrated in FIG. 3. In FIG. 3, the source generator 108 digitizes a film image

25  source 156 such as a 35 mm motion picture film, and stores the digitized version
on a magnetic tape. The source generator 108 comprises a high definition (HD)
“telecine” apparatus or process 164 for receiving the film source 156 and for
generating digitized images from the film source 156. The telecine processing is
well known within the motion picture industry, and any one of several

30 commercially available services or devices may be used to implement this



Typical ly, pronotional material changes at a greater frequency than the
feature program Use of a separate prono program all ows pronotional

mat eri al woobel44updat ed wi t hout requiring new feature i napeT/psagRarss. The
prono program conprises information such as advertising (slides, audio,
nmotion or the like) 10 and trailers shawn in the theater. Because of the
hi gh storage capacity of storage nediuns such as DVD or RHD, thousands of

slides o jeces.pf advertisin be st or.ed. .The.hi gh storage, vol unme
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satellite transm ssion,_ well-known -drop, Internet access nodes,
dedi cat edse beaprdridepanding asr thoitanget augisnge, projectioptequipatansr kwailable,

Enmbodi ment s, of ..t he. S| . ck f ntral hub 102..ar
T ost 1 adIthubeaRi GEERS Bt 85 K3afle AN R el A0ENRE Sransfers g | ¢
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i mge 25 source_ 156 such as a 35 mmnotion picture film and stores the
di gi ti zeRENQIReDPN Hir ANAGYMSING attgReiner Reoss aE 24gEABIest Per 3o®comitieses a

higtldef'-" n ¢ i ne’ t S8 .:164 _for .r | Vi t he
1 D Sout Buidiolligh of i, 3elPhe RABGHE iy che BIGERTriheo Mot FRBL Y.
156. Thenhghetid tupepreeordai drgichmedidtely kompressedhamd f dreemaipesal pind tstided
i ndustry, .and any ope of several 30 commercially avail able services or
devi ces WS BIOWEE 1ty rateplapreeordersontiery knawn prrgeisterege system and
process.pEQuever, in a preferred enbodi ment, high resolution telecine
processing Is used such as is currently available w th equiprment produced
by CINTEL orSiRté thetel&ife omdy ipsodassemntlienirhinge, dht .auflie portiohutfi thie it
spec1|5f ' Source is processed independently of the image. If the audio source is in analog
format, it is typically provided on a magnetic tape 168 to an audio reader 172 for
digitizing. In one embodiment, up to twelve channels of digitized audio are
combined with the digitized image by a multiplexer 176. The multiplexed signal
is stored with the image program on a storage medium such as a high density
20 digital video tape recorder 180 or a similar high capacity digital storage system.
Alternatively, as mentioned above, the audio programming may be stored and
processed separately from the image programming, but with time
synchronization information included to allow for properly time aligned
combination with the image program at the projection auditorium playback
25 system. The time synchronization information may be stored on the image
program, the audio program or on a separate control program.
Although shown as part of the central hub 102, it should be understood
that the source generator 108 may be located in a facility other than the central
hub 102. Other facilities may be just as suitable for generating the digitized signal

30 from a magnetic or an optical source. Alternatively, the source generator 108



choi ces of equi pnent used are determ ned according to cost and other well 5
known factors when a service is being designed. Alternative resolutions can
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process.

The compressor/encryptor 112 receives a digital provided by the source
generator 108. The digital image and audio information may be stored in frame
buffers (not shown) before further processing.

20 The digital image signal is passed to an image compressor 184. In a
preferred embodiment, the image compressor 184 processes a digital image
signal using the ABSDCT technique described in U.S. Pat. Nos. 5,021,891,
5,107,345, and 5,452,104 mentioned above.

In the ABSDCT technique, the color input signal is generally in a YIQ

25 format, with Y being the luminance, or brightness, component, and I and Q
being the chrominance, or color, components. Other formats such as the YUV
or RGB formats may also be used. Because of the low spatial sensitivity of the

eye to color, the ABSDCT technique sub-samples the color (I and Q) components

by a factor of two in each of the horizontal and vertical directions. Accordingly,



or other digital nmeans of inmage generation (such as for conputer generated
graphics or special effects) which directly produces digital source

mat er i al wdhe414¢Dur ce generator 108 may al so consi st of ardi/gsenzato on
system for still images, 5 such as an optical scanner or an inmage converter
used for 35 mm photographic slides oriprints. Therefore, regular or
speci al i zed studi os such as for special effects, or other facilities
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15 The DCT operation reduces the spatial redundancy inherent in the image
source. After the DCT is performed, most of the image signal energy tends to be
concentrated in a few DC coefficients.
For the 16x16 block and each sub-block, the transformed coefficients are
analyzed to determine the number of bits required to encode the block or sub-
20 block. Then, the block or the combination of sub-blocks which requires the least
number of bits to encode is chosen to represent the image segment. For
example, two 8x8 sub-blocks, six 4x4 sub-blocks, and eight 2x2 sub-blocks may be
chosen to represent the image segment.
The chosen block or combination of sub-blocks is then properly arranged
25 inorder. The DCT coefficient values may then undergo further processing such
as, but not limited to, frequency weighting, quantization, and coding (such as
variable length coding) using known techniques, in preparation for
transmission. The compressed image signal is then provided to at least one

image encryptor 188.



four |um nance conponents and two chrom nance conponents are used to
represent each spatial segnent of image input. Each of the | um nance and
chrom naweoverpbnents i s passed to a block interleaver.PCeuseord2iy, a
16x16 bl ock is presented to the block interleaver, which 5 orders the

i mage sanples within the 16x16 bl ocks p@ produce bl ocks and conposite
sub- bl ocks of data for discrete cosine transform (DCT) analysis. The DCT
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188. WOrhdtedibd4id P¥obesssdObB 24 d€rambler/encryptor circuit that uses time-varying

15  electronic keying information (typically changed several times per second). The
scrambled program information can then be stored or transmitted, such as over
the air in a wireless link, without being decipherable to anyone who does not
possess the associated electronic keying information used to scramble the
program material or digital data.

20 Encryption generally involves digital sequence scrambling or direct
encryption of the compressed signal. The words “encryption” and “scrambling”
are used interchangeably and are understood to mean any means of processing
digital data streams of various sources using any of a number of cryptographic
techniques to scramble, cover, or directly encrypt said digital streams using

25 sequences generated using secret digital values (“keys”) in such a way that it is
very difficult to recover the original data sequence without knowledge of the
secret key values.

Each image or audio program may use specific electronic keying
information which is provided, encrypted by presentation-location or theater-

30 specific electronic keying information, to theaters or presentation locations



20 The digital audio signal is generally passed to an audi o conpressor 192.
In a preferred enbodi nent, the audi o conpressor 192 processes
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which is provi encrypt y presentation-location or theater-
Each theater subsystem 104 that receives an encrypted program key

15  decrypts this value using its auditorium specific key, and stores this decrypted
program key in a memory device or other secured memory.

When the program is to be played back, the theater or location specific and
program specific keying information is used, preferably with a symmetric
algorithm, that was used in the encryptor 112 in preparing the encrypted signal

20  to now descramble/decrypt program information in real-time.

Referring back to Fig. 4, in addition to scrambling, the image encryptor 192
may add a “watermark,” which is usually digital in nature, to the image
programming. This involves the insertion of a location specific and/or time
specific visual identifier into the program sequence. That is, the watermark is

25 constructed to indicate the authorized location and time for presentation, for
more efficiently tracking the source of illicit copying when necessary. The
watermark may be programmed to appear at frequent, but pseudo-random
periods in the playback process and would not be visible to the viewing
audience. The watermark is perceptually unnoticeable during presentation of

30 decompressed image or audio information at what is predefined as a normal rate



30 specific electronic keying information, to theaters or presentation

| ocati ons WD 01/ 41442 PCT/ US00/ 32410 21 authorized to show that specific
program Woel/eamzi ti onal access manager 124, or CAM hanBCERES00mE2810
function. The encrypted program key needed by the auditoriumto decrypt
the stored information is transmtted, 20r otherwise delivered, to the
aut hori zed theaters prior to playback of the program Note that 5 the
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decrypte eapﬂ’ r: %Raer?s'i n a nmenory device or other secured nenory. Wen the
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al gorit mﬁesmtaa igaa myliplener 280endt yge gnultiplexer R2080p&hé nonaigheard crygived
signal . n descramnbl e/ decrypt program.information in real-tipe.

Ref g?ri nlé?%%ngﬂt“?%v Fllgg.ll;llf?;fi)ﬁ) 1%"8 di %/quSHP "o %%’Pganerg, rhlnﬁ% isﬁfélﬁ I%I@Pglg’f‘or

192  mayinéskingtionefoesEwkihe Whiagh dril WaHa lsiredh@d #hforthtRIrINS. bd pldyied

imge programmng. This involves the insertion of a |ocation specific
and/ or thagk inshigig pligned gaprnnefe it the gheptarosubtsysiena gh04m Eheuandeplerrdt i s,

LSR5 AR AL S0 £ B, RSB ASCRY B,
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: rquentﬁrotg)lrjgmpssg}égg rr%g}qoge monitored during decompression at the theater
subsystem 104 (FIG. 2) for errors in receiving the blocks during decompression.
Requests may be made by the theater manager 128 of the theater subsystem 104 to
acquire data blocks exhibiting errors. Accordingly, if errors exist, only small
portions of the program need to be replaced, instead of an entire program.
20 Requests of small blocks of data may be handled over a wired or wireless link.
This provides for increased reliability and efficiency.

In an alternate embodiment of the present invention, the image and
audio portions of a program are treated as separate and distinct programs. Thus,
instead of using the multiplexer 200 to multiplex the image and audio signals,

25 the image signals are separately packetized. In this embodiment, the image
program may be transported exclusive of the audio program, and vice versa. As
such, the image and audio programs are assembled into combined programs
only at playback time. This allows for different audio programs to be combined

with image programs for various reasons, such as varying languages, providing

30  post-release updates or program changes, to fit within local community



periods in the playback process and would not be visible to the view ng
audi ence. The watermark is perceptually unnoticeable during presentation of
30 decomwessved4i mage or audio infornmation at what i s prepef/usadan a
normal rate WD 01/41442 PCT/ US00/ 32410 22 of transfer. However, the
watermark i s detectable when the i mage2®r audio information is presented
at a rate substantially different fromthat normal rate, such as at a

sl oner " | -t e’ il L, fra | aypack.rate... | f..an naut.hori zed
copy of SEMTR N B8 faflh chlig ol G BrRkR T hivie rifSemhertligiadn he
read by preighanktoefina@ntbrofearhbeigt eéryf LoshuMicthrdiRnGARY WBsts dalieambe
determ ned. Such a watermark technique may al so be applred or used to

i dent i f yprogramgalresdyr Byrdisgibutien, cangries addressing tbe yiprgar hmegiecalidraludi o
signal s X Jl £ pl exer 200. At the nultipl exer 200,
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information to be played back in a tine al'igned manner at the theater

subsyst &9010andThehey pProgiask edpadkedizar i 204 harypr dees svplamentast odriama
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for errors |n receiving the blocks during deconpression. Requests may be
made by C@Hei’? HeAttigurRd nag denepdizsd fHactinpahardwars yselmding4at varigyguifr e
dat gqbl iRk i Or $. ' i f rar ' |l
por 1 ond OF FRENIS (MRLHE dovifC B Loodtord {El oRERuP Ukler B0IkBTR 1
20 Requésnswafe pragranbtontcsl. oThdptraayrajtebeativasivl tedinoylementedr asingr sovnkel ess

a1 1 of nat U SHBSRRREIRY shch 18 (hredghian A FoTORRS SRBGE BREF cigeiotard
por ti onss@mBlieY. OPhARsAEShstF R E D5 3BeSiGRAERHEr@RGr i Stinct programs. Thus,
i nstead of using the nultiplexer 3%% to rru?tl p(?‘;e&x the i mage and audio
signals, 25 tHe image asidypatso mregsepastatashyispeok dbi tedhubnstbhige device
enb?g | 5. 'IIthe éﬁﬁg%ontroller 208 is primarily responsible for controlling and
monitoring the entire compressor/encryptor 112. The CEM controller 208 may
be implemented by programming a general purpose hardware device or
computer to perform the required functions, or by using specialized hardware.
Network control is provided to CEM controller 208 from the network manager
20 120 (FIG.2) over a hub internal network, as described herein. The CEM
controller 208 communicates with the compressors 184 and 192, the encryptors
188 and 196, the multiplexer 200, and the packetizer 204 using a known digital
interface and controls the operation of these elements. The CEM controller 208
may also control and monitor the storage module 116, and the data transfer
25 between these devices.
The storage device 116 is preferably constructed as one or more RHDs,
DVDs disks or other high capacity storage mediums, which in general is of
similar design as the theater storage device 116 in theater subsystem 104 (FIG. 2).

However, those skilled in the art will recognize that other media may be used in

30  some applications. The storage device 116 receives the compressed and encrypted



program may be transported exclusive of the audio program and vice versa.
As such, the imge and audi o prograns are assenbl ed into conbi ned prograns
only at pvaybaak2tine. This allows for different audi o prpgrase/i2eicbe
conbined wth inmage prograns for various reasons, such as varying

| anguages, providing 30 post-rel ease updlates or program changes, to fit
within local conmunity WO 01/41442 PCT/ US00/ 32410 23 standards, and so

forth. Thj bility to flexibly assign audio different.nultj-track
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configured as generalized function hardware including a variety o
progr antiiBite digitalr exmeanalespisters 490, cineudiags condiol oped arwnitedeng sof tiker e or

firmare ro T | rnaji.v be i | enent ed usi;ng ,sone
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card assehbihaéshe Hedlvork, managd V20 Athnages RRE | tBtd1ZepeRBOANSE he ERSteniBIE
and audi o program streamis sent to the hub storage device 15 116. The CEM

cont r ol I18¢luslyag canigpl aathe {rapsiepapiayback /displagnsecairity nandmyeralhmeatwrankg t hg
ent ijhe ry: r C r be I mpl enmente
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the requvhit punmbi@ssin ohe pyregentagionpecithkbhiedsprasmvasdntrolNebiter of adiet r ol
IS provi ged to CEM controller 208 fromthe network manager 20 120 (FIG 2)
over a HOBfeAdUPREPNHanap e implegateflned herein. The CEM control ler 208

communi cat es jid Hefvb@rl@%@%goi L84 ?ﬁg%}%a&g&@wtm&g{%apégﬁn?é}ﬂ 196,

the nmul tiplexer 200, an acketi zer using a known
i nt er f ageoeessor @h2 rwhicht fie thpeeatrabrootrolleeser Eberinfitfor thhedigiy comémal | er
208 15 system 100. The network manager 120 is, in general, based on a standard
platform workstation, or similar programmable data processing hardware. The
network management processor 212 manages the scheduling and security aspects
of the hub 102. Under control of the network manager 120, control information
or updates to programs may be transmitted from the hub 102 in advance of the
20  time for display of the programming to the theater subsystem 104. The network
management processor 212 also controls the transmission or transfer rate of the
programs to the theater subsystem 104. The transmission rate may be fixed or
varied depending on the type of program and the design of the transfer channel
or path. For example, this may depend on the transfer rates for a particular data
25  link. Also, the data rate of the compression coding of the programming material
may vary for different programs, offering varying quality levels of compression.
The network management processor 212 interfaces to the other
components of the hub over a hub internal network, which is typically

implemented using a standard multi-drop network architecture. However,

30  other known network designs and types including optical based links can be



may al so control and nonitor the storage nodule 116, and the data transfer
25 between these devices. The storage device 116 is preferably constructed
as one owoor/e4RHDs, DVDs di sks or other high capacity spoT/ag®/remi uns,
which in general is of simlar design as the theater storage device 116 in
t heater subsystem 104 (FIG 2). Howeves, those skilled in the art wll
recogni ze that other rredi a may be used in 30 sone applications. The storage
devi ce 116 receives t sed and en pt ed 01/ 41442 PCT/ US00/. 32410
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the CEM controller 208 Re ing nowto FIG 5, a nefwo manager
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managenent processor 212, which is the central controller or "bra| n" for

t he di glfmhtlehnenéfhelmmmmo seThes nas winek mg@r oPOai getum ghmkr al ,
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pro?@ssfr%n HEF dﬁéf*o@ %‘?ﬂé %er E‘ e?gté)n@r‘?t %}tﬁ%leﬁgli’)pmg Eoﬁﬁﬁ%&e't
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theaters to request retransmission of program data blocks with errors from
15 central hub 102. Furthermore, extra presentations of programs, or changes or
updates in program material can be requested using this link. In alternative
embodiments, the return path may be provided through a satellite channel or
another low data rate communication method or via the Internet. In this case,
other known means or devices for interfacing are implemented, as appropriate,
20 instead of the modem 220.
A user interface 224 allows a user to have direct control over the network
manager 112, and accordingly, the entire hub 102 and/or the theater subsystem
104. The user may monitor the status of the hub 102 and direct the timing of the
various modules of the hub 102. Further, the user interface 224 allows for
25  configuration of the various embodiments of the storage device 116, including
the type of storage medium to be used, and how and where programs are to be
stored on the storage mediums. The user interface 224 is typically a personal
computer having a monitor and keyboard interface.
Referring now to FIG. 6, a block diagram of hub internal network 228 is

30 illustrated. Hub internal network 228 is the communication backbone for



prograns to the theater subsystem 104. The transm ssion rate nmay be fixed
or varied depending on the type of program and the design of the transfer
channel vobopat4i2 For exanple, this nay depend on the trapstesowaims for a
particular data 25 link. Also, the data rate of the conpression coding of
the progranm ng material may vary for2different progranms, offering varying
quality |l evels of conpression. The net wor k management processor 212
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exanple, the theater manager 128, illustrated in FIG7, nonitors the
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data bl Qtds&edath errors from 15 central hub 102. Furthernore, extra

present ati ons, of ograns, _or changes or wupdates in programmaterial can
be request ed Asil Hgstfa%feé ini Fig- 2 riha theriest suhsystern dddnisreonstiusted avithtpat h

ey o0 BEALARSALRHB, SRR Ranish ot 1SPOLILIING A
or devi eeandger i128er f Eor nexaanple, Mk egenieedeoragneapial Ophiades theaters are
15 constructed as theater complexes having many auditoriums at a single site, often
referred to as cineplex or multiplex theaters. The stored compressed
information can be transferred to one or multiple ones of the auditorium

modules 132 within a single theater complex.

The auditorium module 132 comprises the theater storage device 136, the
20  playback module 140, the decoder 144, and the projector 148 and the sound
module 152. In operation, the theater storage device 136 contains compressed
information on the storage medium. Various embodiments of the storage
device 136 are illustrated in Fig. 7. Generally, the storage medium is physically
transported from the hub 102 to the theater subsystem 104, although it is
25 contemplated that portions of information may be transmitted from the hub 102
to the theater subsystem 104. The storage medium may be one or more DVD
disks 236 (Figs. 7A and 7C), one or more removable hard drives 240 (Fig. 7B), an
internal hard drive (IHD) 244 in the playback module (Fig. 7D), a JBOD (Just a
Bunch of Drives) module 248 (Fig. 8) comprising many memory elements or any

30 combination thereof.



20 instead of the nodem 220. A user interface 224 allows a user to have
direct control over the network manager 112, and accordingly, the entire
hub 102 amolbosisthe theater subsystem 104. The user nay nROTAISE/2M® St at us
of the hub 102 and direct the timng of the various nodul es of the hub
102. Further, the user interface 224 abyows for 25 configuration of the
various enbodi nents of the storage device 116, including the type of
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a bl ock diagram of” hub internal network 228 is 30 illustrated. Hub

i nt er nal twiehaor kne® havimg apoimage catipoasdedckitaae dbabo@ «ﬂll\/ﬂbm%r the
PCT/ US00/ 3241 6. central h 2. Hub internal network 228 .may be .
ext ended "Tiite SK IR aPaRt et MFEE ocudin it ROPHON RteARgiPRAFRaTg S | P
pr ot gcolapptokinatbiyas ABI6f sfbﬂi?’ $HHce NRLWREKt PRABDAROSA GRdraYe fOHRAEO S

€

t he conpressor/encryptor 112, 1h storage device 116, the network nmenager
120, t hdremmhiqutdhnaGhtcayuitigfaBerStemge Gipanitiesqgreatendhhy abtche % GBaser

12 the th b 104 t hernet hul 2 sp, th
S R S S S T e SRR TN T S
meet avalhadidvdry if athiighes®idge capidi§ EMEDIROM RILRBSYimsRmRaneal 4 aaire.

As appropriate to the specific functi onal artjtloning of local and renote
f unct i od¥UrdnoFiq eaqitiresi wieeeff medtipleyDYIR-ROM diskyiforadequatermpecity0 centr al

hub ;402 to an nal ter.n rk.or communication. system if
desilfbed. As |'?‘$)§t§? rr(r;}fe eddgé)llrfl}%lg’l gt ls21,g Ee\t?%@%tlehé%tsgp agag%é%atggrﬁn?éarqa?o&)rﬁg?%ct ed
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the theater manager 128. For exanple, in some commercial markets theaters

are 15 dURBIAIMCERISAORHeRN arseparple skurashavedigraian dinedio pragram 256i ngl e
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audi toriusing the present invention to process audio programs at the same time.

15 Maintaining the audio program separate from the image program allows for
synchronizing multiple languages from audio programs to the image program,
without having to recreate the image program for each language. Moreover,
maintaining a separate audio program allows for support of multiple speaker
configurations without requiring interleaving of multiple audio tracks with the .

20 image program.

In addition to the image program 252 and the audio program 256, a
separate promotional program 260, or promo program, may be added to the
system. Use of a separate promo program 260 allows promotional material to be
updated without requiring new feature image programs 252. The promo

25 program 260 may comprise advertising, trailer, control, and/or keying
information for the theater subsystem 104.

Use of the removable hard disk as the storage medium offers several
advantages, such as ease of duplication and the likelihood of a lower error rate.

This embodiment is illustrated in Fig 7B. Stored information on the hard disk

30 240 is easily replicated by writing information onto disks in a standard personal



nodul es 132 within a single theater conplex. The auditorium nodul e 132
conprises the theater storage device 136, the 20 playback nodul e 140, the
decoder MWwdopi/amdz2 t he projector 148 and the sound nodul e REPUSOIIMB20Wer at i on,
the theater storage device 136 contains conpressed information on the
storage nedium Various enbodi nents of 28he storage device 136 are
illustrated in Fig. 7. Cenerally, the storage nediumis physically

t ranspor e o] e t heater subsystem 104, althou it is
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nore DVD. disks 236 (Figs. 7A and 7C), one or nore renovabl'e hard drives
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mul tiple DVD disks 236 may be used. This enbodinment is illustrated ifnm Fig
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turned dVeinfemnation onnthes Bdblidyideths masteraj 264 allowisdor énformation 1o die
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i nf ion. . Thi i is il trated in Fig. .. The inmage program
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using the present invention to process audi o prograns at the sane

Mai nt ai dromy thre IHLYRH, pradiyera thae favmt hd poontdtrialeprograngdisk. al Seamkingor
15 updates of advertising and trailer information via the modem 264 connection
results in significant cost savings, as the cost of pressing and distributing
additional promotional program disks is avoided.
Another function of the IHD 244 is that of a data integrity system. The
IHD 244 checks information stored on the storage medium for data integrity
20 before being sent to the playback module. The data integrity system checks for an
electronic signature for each block of data. If any CRC block fails in the check
procedure, or if the data block is missing, the playback module uses the modem
connection to request that the blocks of data in error be resent. Upon request, the
requested blocks of data are stored on the IHD 244. When the playback module is
25 playing the program, the playback module accesses the IHD 244 to play the
requested block(s) of data at the appropriate time. For efficiency and data rate
concerns, it is most useful to access a relatively few number of data blocks. If the
error checking system discovers that large numbers of blocks of data are
corrupted, an error message indicator lets a user determine if the amount of data

30  in question warrants physical distribution of data disks.



synchroni zing nultiple | anguages from audi o prograns to the inmge program
w t hout having to recreate the image program for each | anguage. Mboreover,
mai nt ai nimg or4iepar at e audi o program al l ows for support oPCTvUBtwRk® speaker
configurations without requiring interleaving of nultiple audio tracks with
the 20 image program In addition to pfe image program 252 and the audio
program 256, a separate pronotional program 260, or prono program my be
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encountering a harsh environnment, such as rough handling during shipping,

or exposinbeysteryd84 selgictivelyndiesrodiilateshend fsgeres gonlyraracetved pragoathering
ean@i gglgieﬂdeldufotrrtﬁggaglri&i@uﬁiéghgzt%r aé‘dﬁ{étﬁﬂ.‘a' hard di sk (IHD) 244 and
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nodem are ut1liz 'ma I on other st orage nedi uns. Storage of

i nformation dBivieheuffileRddapdcityt bfetheBHM24640:8bY Qg te JBODMBHLRN 318, be
10 sent directly to the theater over existing conmunications systens, such
as tel dPHMEBSePIOgiasNs, | BINC PERSIANHDABHY ObrPTDBLO | piPgEamEomayx dapteloagedat es

L0, 29" HO |0 BB, R, AL DY U, SEIS MR RAPESL AR,
t heat er mbdabd Itp support double-feature and other multiple program scheduling.
15  Further, a given feature may be shown on multiple screens by uploading the
program(s) to multiple playback modules such that the feature is played from
the THD 244 of each playback module.
In an alternate embodiment illustrated in Fig. 7E, a local area network
(LAN) interface 268 may replace the modem interface 264 illustrated in Fig. 7D.
20 In addition to accomplishing the functions with respect to the modem interface
264 described above, the LAN interface 268 may connect to one or more playback
modules and/or to the theater manager 128. A user interface (not shown) is
connected into the LAN interface 268 and/or the theater manager 128 such that
the user may remotely control and monitor functions such as scheduling,
25 control, and fault monitoring of each playback module, decoder module, or
image and sound modules. Further, it is contemplated that the network
manager 120 may be connected into the LAN interface 268. The LAN interface
268 also allows for programs to be transferred between playback modules.
An embodiment using multiple DVD disks 272a, 272b, ... 272n as the
30 storage medium and a set of single-play DVD disk players 276a, 276b, ...276n is



fromthe | HD 244, rather than fromthe pronotional program disk. Sending 15
updat es of advertising and trailer information via the nodem 264 connecti on
results iwoei/gnifi cant cost savings, as the cost of pressPayuUasdB2410
distributing additional pronotional programdisks is avoi ded. Another
function of the IHD 244 is that of a dgpa integrity system The |HD 244
checks information stored on the storage medi um for data integrity 20.
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beneficial for the distribution of cryptographic keying materi al
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turn, lwafﬁa{sﬁ;tit@h fridin® bakYdiskRnE apbgsr. i nf or mati on may be

transferre to the cond i onal access manager 124. Although control

i nformat i on i $hershernd detadsithem feddnte the slechder 190 thranghakt filstrgehaieel
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played in a parallel mode, as illustrated in Fig. 9. In parallel mode, multiple
DVD disk players 276a, 276b, ...276n play back different portions of compressed
information, and the portions are later recombined in the playback module 140.
The portions of compressed information are read from the DVD disk players
20 276a, 276b, ...276n to a parallel read/destriping mechanism 296, which properly
sequences the portions of compressed information. In a preferred embodiment,
the destriping mechanism 296 is a software module accessible by the playback
module 140. As illustrated in Fig. 9, the destriping mechanism 296 is a software
module accessed by the CPU 292 of the playback module 140. The destriping
25 mechanism 296 may be resident in the CPU 292. The destriping mechanism 296
also performs error checking functions to ensure error-free playback. Portions of
the compressed information may contain redundant information in case parts of
the disk are unreadable or if some compressed information is corrupted. In such

cases, the destriping mechanism 296 is able to use the redundant information to

30 recreate any corrupted information. The redundant information and sequence



i mge prograns, audio prograns and/or prono prograns nmay be upl oaded from
the storage nediumto the IHD. Use of the IHD 244 allows the pl ayback

nodul e t owv@uappast doubl e-feature and other multiple progrpar/estextuio ng. 15
Further, a given feature may be shown on multiple screens by uploading the
progran(s) to nultiple playback nodul egisuch that the feature is played
from the IHD 244 of each playback nodule. In an alternate enbodi nent
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276a, 276b ..276n is WD 01/ 41442 PCT/US00/32410 30 illustrated in Fig 8.
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into a lwifeyls 28Kichs VD adisk e ifbdr@ RAMP UhE eDVIBLIaYéns Th ated DVIDFHEKS.

The 5 FIFO-RAM buffer 284 is of a sufficient capacity such that the decoder
144, an&arg{&eqﬁéhpfiwﬁhb pribjeact wrial4@r | Bardlel o\RiaYkaskedmey walger Iksaded

wi th poriti9Rshetbgl Nnformation. In a preferred enbodi ment, the FI FO-RAM
buffer 284 has a capacity of about 100 to 200 MB. Use of the FI FO- RAM
buffer 284 i Figapetl dllustrates gipietatiamnbf wheaudieridvl modkk P¥2asing’dhe or
Y ZEZn more rrgr%((j)viaglet ard %rr}vaels &‘3—?1%'5) 308. For speed, capacity, and convenience
reasons, it may be desirable to use more than one RHD 308. When reading data
sequentially, some RHDs have a “prefetching” feature that anticipates a
following read command based upon a recent history of commands. This
prefetching feature is useful in that the time required to read sequential

20  information off the disk is reduced. However, the time needed to read non-
sequential information off the disk may be increased if the RHD receives a
command that is unexpected. In such a case, the prefetching feature of the RHD

may cause the random access memory of the RHD to be full, thus requiring

more time to access the information requested. Accordingly, having more than

25 one RHD is beneficial in that a sequential stream of data, such as an image
program, may be read faster. Further, accessing a second set of information on a

separate RHD disk, such as audio programs, trailers, control information, or
advertising, is advantageous in that accessing such information on a single RHD

is more time consuming.



10 When the DVD disks are read in serial node, there may be a several
second delay when switching fromone disk to another. The stored data is
then fedwebo4tdme decoder 144 through a fiber channel i nrerTfaoes2288. The
switch 280, buffer 284 and fiber channel interface are <controlled by the
pl ayback nodul e CPU 292. 15 The set of 3%ingl e-play DVD di sk players 276a,
276b, ... 276n may also be played in a parallel node, as illustrated in

Fig. 9. In papallel node DVD di,sk pl ayers 276a, 6 276n
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if some conpr essed Information is corrupted. In such cases t he destri pi ng

mechani i9Poene dlrivg ©© aeothes. t he redundant i nf or ITB.tI on to 30 recreate any

corr pted inf & ds t. seguen )4/
/08007 3241 jg{é‘ﬁg%?h? %}anoﬁ%ggea‘{]tﬁ%f‘)g’brgog{ epafg o S\fgfgé,‘“
read i n pdfealihed aaledwork whichfaok hes dihsks pabvm@pﬂt@s&aﬂ kretked Tafdanadéaa,
272b, ... 272n. In an alternate enpodi ment to either OF t he enbodi nents

i | | ust r dPdBieidecogprd44.g Iamy poefesredvemosiiment + theigetwayk patersece P#8 it ace of
t he set fgjeés%lgghgrﬁl ate%l B\(gg@ ?‘s% lht Hebrat ed in Fig. 10, The DVD di sk
in

cartridge 'S S|m nown CD di sk cartridges. Miltiple
di sks are i nsIararedltemaae tehﬂbtﬁwleldﬂ st cpetificaldye iBAQratedf avew cle artiv@irk
' esilgen ointrotlleg CH agleea(tje(a}vrln%gaéngDSt rhe%elves the output data from the playback
module 140 and directs the data to a given decoder 144. Use of the switch
network allows programs on any given playback module 140 to be transferred to
any given decoder 144.
When a program is to be viewed, the program information is retrieved
20  from the storage device 136 and transferred to the auditorium module 132 via
the theater manager 128. The decoder 144 decrypts the data received from the
storage device 136 using secret key information provided only to authorized
theaters, and decompresses the stored information using the decompression
algorithm which is inverse to the compression algorithm used at source
25  generator 108. The decoder 144 converts the decompressed image information to
a standard video format used by the projection system (which may be either an
analog or digital format) and the image is displayed through an electronic

projector 148. The audio information is also decompressed and provided to the

auditorium’s sound system 152 for playback with the image program.



pl ayback nodul e 140, or the CPU 292 assures that the disks are properly
installed and that the disks are accessed in the proper sequence. The

mul ti pl e vddsksi4az e be 10 fed into a single DVD player. A B@rawsén/Immhani sm
304, such as that in Fig. 8 controls which DVD disk is inserted into the
DVD player. In the DVD disk cartridge3gnbodi ment, either serial or

paral l el playback may al so be inplenented. Figure 11 illustrates operation
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on a separate RHD disk, such as audio prograns, trailers, control
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RHDs 30%d ntused buftiel 284terTdvesFl RaHRAM duiitteller284 312 t hadpbaybagtageodul e

140 recejves th portions of conpressed information fromthe storage
devi ce 10sTYRtO8/ desomppiessel ndd0r alog. trABSiEr Feamehv Yorager 984 ynitspegitic

SUT1 L) SIERRELANGRD Frddtshe doceder 161, and subscquently che
preferred enbiddi mepacketiwerFBE®-iRAMifies and separates the individual control,
15 image, and audio packets that arrive from the playback module 140, the CPU 312
and/or the theater manager 128. Control packets may be sent to the theater
manager 128 while the image and audio packets are sent to the image and audio
decryption/decompression systems 320 and 324, respectively. Read and write
operations tend to occur in bursts. Therefore, large buffers 314 are used to stream
20 data smoothly from the depacketizer 316 directly to the projection equipment.

The theater manager 128 configures, manages the security of, operates,

and monitors the theater subsystem 104. This includes the external interfaces,

image and audio decryption/decompression modules 320 and 324, along with
projector 148 and the sound module 152. Control information comes from the

25 playback module 140, the CPU 312, the theater manager system 128, a remote
control port, or a local control input, such as a control panel on the outside of

the auditorium module 132 housing or chassis. The decoder CPU 312 may also

manage the electronic keys assigned to each auditorium module 132. Pre-

selected electronic cryptographic keys assigned to auditorium module 132 are

30 wused in conjunction with the electronic cryptographic key information that is



buffer 284 has a capacity of about 100 to 200 MB. Use of the FIFO RAM
buffer 284 is especially significant as there may be a several second
del ay whemoswitsehi ng from one drive to another. 10 The pR€T/USOINE32010
conpressed information is output fromthe FIFO-RAM buffer into a network
interface 288, which provides the conppgssed information to the decoder
144. In a preferred enbodi nent, the network interface 288 is a fiber

hannel i d 1.00p.(FC-AL) .interface, | t t e embodi . not
cpoct 11 AP oy (BEDahage cahe AUl vtk [0 Esiiy SN ol gF (U ( Redichr
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directs the data to a given decoder 144. Use of the switch network al'f ows
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decoder 144. \When a programis to be wvi d, the program. nformation i
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nodulse 1démeémd. the theater manager 128. The decoder 144 decrypts the data

received fromthe storage device 136 using secret key information provided
only to aut hdniadditionhths deendesmdndedlerpd Bsiseprefdreblyt cordigunetlotonmtarkomsi ng

t he decaonpressi.o al.gorit.hmwhich is .i,nverse to the co ssion_al.gorithm
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(which nay be either an analog or digital format) and the inmage s
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312, a btdridard3bddalagn RGB signals to digital cinema projector 148. Typically,

15  decryption and decompression are performed in real-time, allowing for real-
time playback of the programming material.

The image decryptor/decompressor 320 decrypts and decompresses the
image data stream to reverse the operation performed by the imége compressor
184 and the image encryptor 188 of the hub 102. Each auditorium module 132

20 may process and display a different program from other auditorium modules
132 in the same theater subsystem 104 or one or more auditorium modules 132
may process and display the same program simultaneously. Optionally, the
same program may be displayed on multiple projectors, the multiple projectors
being delayed in time relative to each other.

25 The decryption process uses previously provided unit-specific and
program-specific electronic cryptographic key information in conjunction with
the electronic keys embedded in the data stream to decrypt the image
information. (The decryption process has previously been described with

reference to FIG. 4.) Each theater subsystem 104 is provided with the necessary



i mge decryptor/deconpressor 320, and an audi o decryptor/deconpressor 324.
The buffer nmay tenporarily store information for the depacketizer 316. All
of the megobe4unpl enmented on one or nore circuit card asBemokoeRr410The
circuit card assenblies nay be installed in a self-contained encl osure
that nmounts on or 10 adjacent to the pgpjector 148. Additionally, a
cryptographic smart card 328 nmay be used which interfaces with controller

312 and/ gr i nage, . decr or/ decompressor 320 for, transfer and storage  of
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i denti fiAasdiesusersAlesi3ohe i ndi vidual control, 15 inmage, and audio
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' unrﬂ;ng other rqugmi Igogtz?bele storage devices may be used.

For example, the smart card 328 may be designed so that this value, once
loaded into the card, cannot be read from the smart card memory. Physical and
electronic security measures are used to prevent tampering with this key
information and to detect attempted tampering or compromise. The key is

20 stored in such a way that it can be erased in the event of detected tampering
attempts. The smart card circuitry includes a microprocessor core including a
software implementation of an encryption algorithm, typically Data Encryption
Standard (DES). The smart card can input values provided to it, encrypt (or
decrypt) these values using the on-card DES algorithm and the pre-stored

25 auditorium specific key, and output the result. Alternatively, the smart card 328
may be used simply to transfer encrypted electronic keying information to
circuitry in the theater subsystem 104 which would perform the processing of
this key information for use by the image and audio decryption processes.

Image program data streams undergo dynamic image decompression

30 using an inverse ABSDCT algorithm or other image decompression process



software of each auditorium nodule 132, as a basic functional or control 5
elenment. In addition, the decoder controller 312 is preferably configured
to work avoovemmuni cate certain information with theater pEnager32i@d8 to
maintain a history of presentations occurring in each auditorium
Information regarding this presentatigp history is then avail able for
transfer to the hub 102 using the 10 return link, or through a

transpor{abl e medi ym presel ected tinmes. The inage decryptor/deconpressor
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The decompressed image data goes through digital to analog conversion,
15 and the analog signals are output to projector the 148. Alternatively, a digital
interface may be used to convey the decompressed digital image data to the
projector 148 obviating the need for the digital-to-analog process.
The audio decryptor/decompressor 324 takes the audio data stream from
the depacketizer 316, performs decryption, and reassembles the original audio for
20  presentation on a theater’s speakers or audio sound system 152. The output of
this operation provides standard line level audio signals to the sound system
152.
Similar to the image decryptor/decompressor 320, the audio
decryptor/decompressor 324 reverses the operation performed by the audio
25 compressor 192 and the audio encryptor 196 of the hub 102. Using electronic
keys from the cryptographic smart card 328 in conjunction with the electronic
keys embedded in the data stream, the decryptor 324 decrypts the audio
information. The decrypted audio data is then decompressed.
Audio decompression is performed with an algorithm symmetric to that

30 used at the central hub 102 for audio compression. Multiple audio channels, if



A multi-level cryptographic key manager is used to authorize specific
presentation systens for display of specific progranms. This multi-I|evel key
5 managewoypiaat |y utilizes electronic key val ues whi ch perUS@eRifoi c to
each aut horized theater manager 128, the specific inmage and/ or audio
program and/or a tinme varying cryptogZaphi c key sequence within the inmge
and/or audio program An "auditoriumspecific" electronic key, typically
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15 which inserts a delay as needed to synchronize the audio with the appropriate
image frame. Each channel then goes through a digital to analog conversion to
provide what are known as “line level” outputs to sound system 152. That is,
the appropriate analog level or format signals are generated from the digital data
to drive the appropriate sound system. The line level audio outputs typically

20  use standard XLR or AES/EBU connectors found in most theater sound systems.

The projector 148 presents the electronic representation of a program on a
screen. The high quality projector is based on advanced technology, such as
liquid crystal light valve (LCLV) methods for processing optical or image
information. = The projector 148 reéeives an image signal from image

25  decryptor/decompressor 320, typically in standard Red-Green-Blue (RGB) video
signal format. Information transfer for control and monitoring of the projector
148 is typically provided over a digital serial interface from the controller 312.

Referring back to FIG. 11, the decoder chassis 144 includes a fiber channel
interface 288, the depacketizer 316, the decoder controller or CPU 312, the image

30  decryptor/decompressor 320, the audio decryptor/decompressor 324, and the
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Security interlocks may be used to prevent operation of the decoder 144 when it
is not correctly installed to the projector 148.
The sound system 152 presents the audio portion of a program on the
theater’s speakers. In a preferred embodiment, the sound system 152 receives up
20 to 12 channels of standard format audio signals, either in digital or analog
format, from the audio decryptor/decompressor 324
In another embodiment, the playback module 140 and the decoder 144 are
integrated into a single playback-decoder unit 332. Combining the playback
module 140 and the decoder module 148 results in cost and access time savings
25  in that only a single CPU (292 or 312) is needed to serve the functions of both the
playback module 140 and the decoder 144. Combination of the playback module
140 and the decoder 144 also does not require the use of a fiber channel interface
288.
If multiple viewing locations are desired, information on any storage

30  device 136 is configured to transfer compressed information of a single image
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11, the disiguded enditoirsims4 The [BOES348 fsi devigndthbmdle scaleable to efficiently
15 support the storage requirements of each theater. Further, each JBOD 348
includes built-in redundancy to prevent loss of stored programming
information in the event of a storage unit failure. Each JBOD 348 may, for
example, be a rack-mounted system that is expandable to accommodate the
varying storage requirements of each theater system. The use of the JBOD 348
20  allows the theater manager 128 to dynamically route program showings to the
various screens in a theater complex, and to schedule pre-feature programming.
This is accomplished in a highly flexible manner useful to respond quickly to
changing needs or market demands.
In a preferred embodiment, each JBOD 348 is designed with a capacity for
25  storage equal to that needed to store programs for its auditorium location. Thus,
more than one feature may be shown on the same screen in the same day
(double feature). In addition, adequate storage is provided so that future
programs may be stored prior to their showing authorization date while still

storing the currently “authorized for showing” programs. This amount of

30 available storage capacity allows for programs to be authorized for future



interface 288, the depacketizer 316, the decoder controller or CPU 312, the
i mge 30 decryptor/deconpressor 320, the audi o decryptor/deconpressor 324,
and the W owidazn42 PCT/ US00/ 32410 38 cryptographi c smarpcrasa/28. The
decoder chassis 144 is a secure, self-contained chassis that al so houses
the encryption smart card 328 interfacg) internal power supply and/or

regul ation, cooling fans (as necessary), local control panel, and external
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in part to different ones of the drives during storage. Part of the input data is
transferred to one drive while a subsequent portion is transferred to the next
drive and so forth. After sufficient latency time to allow a drive to write data, a
given drive can again be scheduled to receive input data. Therefore, received
20 data is segregated into smaller components or segments, each of which is stored
at the maximum (or a high) rate allowed by each drive on separate drives, taking
advantage of input buffering or memory storage available in the drive input
channel. This allows slower transfer rate devices to essentially pull in data in
parallel and, therefore, accomplish a very high transfer rate. This type of storage

25 also provides error protection redundancy.

The storage of data on drives, or other storage devices, utilizes parity
information that allows the program to be reconstituted upon retrieval. That is,

a means is provided for linking the program portions together again at time of

retrieval or presentation.



140 and the decoder 144 also does not require the use of a fiber channel
interface 288. If nultiple viewing |ocations are desired, information on
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348 i s deasy gpesbnallyhcentaapatidagt boe modem 340, or other device that interfaces
15  with a return link, for sending messages back to central hub 102. The theater
manager 128 may include a visual display element such as a monitor and a user
interface device such as a keyboard, which may reside in a theater complex
manager’s office, ticket booth, or any other suitable location that is convenient
for theater operations.
20 The theater manager processor 336 is generally a standard commercial or
business grade computer. Referring to FIG.12 with reference to FIG.2, the
theater manager processor 336 communicates with the network manager 120
and conditional access manager 124. In a preferred embodiment, the modem
340 is used to communicate with the central hub 102. The modem 340 is
25 generally a standard phone line modem that resides in or is connected to the
processor, and connects to a standard two-wire telephone line to communicate
back to the central hub 102. In alternative embodiments, communications
between the theater manager processor 336 and the central hub 102 may be sent
using other low data rate communications methods such as Internet, private or

30  public data networking, wireless, or satellite communication systems. For these
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The theater manager 128 may be configured to provide fully automatic
operation of the presentation system, including control of the playback/display,
security, and network management functions. The theater manager 128 may
also provide control of peripheral theater functions such as ticket reservations
20 and sales, concession operations, and environmental control. Alternatively,
manual intervention may be used to supplement control of some of the theater
operations. The theater manager 128 may also interface with certain existing
control automation systems in the theater complex for control or adjustment of
these functions. The system to be used will depend on the available technology
25  and the needs of the particular theater, as would be known.
Through either control of theater manager 128 or the network manager
120, the invention generally supports simultaneous playback and display of
recorded programming on multiple display projectors. Furthermore, under

control of theater manager 128 or the network manager 120, authorization of a

30  program for playback multiple times can often be done even though theater



channel . This allows slower transfer rate devices to essentially pull in
data in parallel and, therefore, acconplish a very high transfer rate.
This typavobi/st4er age 25 al so provides error protection rednoderseyio The
storage of data on drives, or other storage devices, utilizes parity
information that allows the programto4be reconstituted upon retrieval.
That is, a neans is provided for |inking the program portions together
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conputer. Referri 12 with reference to Fl
the auditorium module 132 using the theater interface network 126. The theater
15  interface network 126 comprises of a local area network (electric or optical)
which provides for local routing of programming at the theater subsystem 104.
The programs are stored in each storage device 136 and are routed through the
theater interface network 126 to one or more of the auditorium system(s) 132 of
the theater subsystem 104. The theater interface network 126 may be
20 implemented using any of a number of standard local area network architectures
which exhibit adequate data transfer rates, connectivity, and reliability such as
arbitrated loop, switched, or hub-oriented networks.
Still referring to FIG. 2, each storage device 136 provides for local storage
of the programming material that it is authorized to playback and display. In an
25 embodiment, the storage system is centralized at each theater system. The
theater storage device 136 allows the theater subsystem 104 to create presentation
events in one or more auditoriums and may be shared across several
auditoriums at one time.
Depending upon capacity, the theater storage device 136 may store several

30 programs at a time. The theater storage device 136 may be connected using a
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fully adesipus eodfisplipngfoothesecmbedinentsi willshe readily appatinigoctmseol  of

the pl aypark s sRb Bkt af@SHE! ndri RPAIRIRY chd 9B,
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f unct i omghetembaslimiecketvittenar that isensf the inventive faculty. Thus, the present
15 invention is not intended to be limited to the embodiments shown herein but is
to be accorded the widest scope consistent with the principles and novel features

disclosed herein.

What we claim is:



20 and sal es, concession operations, and environnmental control.
Alternatively, manual intervention may be used to suppl enent control of
sone of tweot/dat er operations. The theater nanager 128 payusémEx4iont erface
wWith certain existing control automation systens in the theater conplex
for control or adjustnent of these fudgtions. The systemto be used wl|
depend on the avail able technology 25 and the needs of the particul ar

t heater, as would be known. Through _egi ? control of theater manager 128
or the network manager 120, the in general ly supports sinultaneous

pl ayback and di spl ' .

proj ectors. Furt he‘%%{m%g ar{ijt‘r%]l% g?@%g{lgﬂlﬁgg I{}ﬁSt%? eé%l %%%hglsd@%%ht%at

net war k leastaigesgel2ormautibaroreatd storage méiﬁuﬁf,(tgéailp a@atu@l @yh% al tiple
times can often be done even though theater WO 01/41442 PCT/ SOO 32410 43

subsyst em 104 onl y? fEE§S geseraiosi pafignaeq tegranmerhdhe dgnalsdate i digitized

managenent f#n eriod of tine and/or the nunber of playbacks
t hat qare al | maiyn Mﬁggﬁzwﬁ)ﬁgogram Through aut omat ed control of the theater

manager 128 by t hea ncah\pwdsor Dontigagehentedsdetutiee digltized rmage indopnhatioged
for gutonatlc |1y storing, and presentlng prograns. |In ad |t|on there is
the &bility t6O%ontheol SQUEFE agﬁnerﬁrt‘é"sefi’é‘ét A SEMRIERS of atiiBibizer dmage

| ocati on renq}.@ogrﬁg%}lhe central facility wusing a control elenment. For
exanple, a television or filmstudio could automate and control the

di st Bi buti on of fldrrrenmypmmemnﬁngmsaelnt(ateaeme fth@nfnmp]tﬁssedndtgahzéd)dﬁtaigmn
such as a studio offi c H make al nost | nmedi ate anges to

present ati ong™ %Q)méactt‘ﬁh dhe CopIRFessRy to gnremdetheqetmReessed digitizedon to
prquntatlonqnu§§ ﬁggnggggﬁ rgason understood in the art. Referring back to
FIG 2, the th er subsystem 104 may be connected with the auditorium
modul e 132 usi ng tahetqrhgatd@fvmmtcenflgueed]dbvxmdelmGhe Trerypeedt eompiéssed

int face net 26 co Ses. 0 area net wor el ectric or
opt 12al) whi CHESFH §REAT BHorGeLon, BT o SPmesTParicatoae (D¢ ERBaIeE:
subsyst em 104:omﬂ-ﬂé§sé2f a9 BPEd ahfh g2l RIFSEAof ¥l $heTAGR gdaYikaRA36 and are
rout ed through the
2. The apparatus of Claim 1, wherein the apparatus further encodes
2 and stores signals representing audio information, and
wherein the source generator is configured to convert the audio
4 information into digitized audio information,

wherein the compressor is configured to receive the digitized audio

6 information from the source generator and compress the digitized audio
information;
8 wherein the encryptor is configured to receive the compressed

digitized audio information from the compressor and encrypt the

10 compressed digitized audio information; and
wherein the storage device is configured to receive the encrypted
12 compressed digitized audio information from the compressor and store
the encrypted compressed digitized audio information onto the storage

14 medium.



theater interface network 126 to one or nore of the auditorium systen(s)
132 of the theater subsystem 104. The theater interface network 126 nay be
20 i npl evedvedi4usi ng any of a nunber of standard | ocal arear/mseosuio
architectures which exhibit adequate data transfer rates, connectivity,
and reliability such as arbitrated | odp, sw tched, or hub-oriented

networks. Still referring to FIG 2, each storage device 136 provides for
| ocal storage of the programm ng material that it is authorized to
pl ayback and display. In an 25 enbodi ment, the storage systemis

centralized al eachh¢ hppaeatusydt@aim hehehanttbe congrgsedéviage atdbaatiows
the theater supsystem 104 to create presentation events_.in one or, nore
hugi Cor | IRTEARO Hag ity sioBer 4o RoSeR BN TIRO S TR (HASBANCBRS 06 FReh
Dependi ngtHepon capacity, the theater storage device 136 may store several
30 progranms at a tine. The theater storage device 136 may be connected

using a WD 01/41442 PCT/ US00/ 32410 44 |ocal area network in such a way
aut hor i

br esent at | on Eyst o rPRRrtS o S3RGR T: G5 fireCrnitesSHY i ire
si mulzt angleuklsizeRl dxebtdBKirRNrANSToRh B SrRERPERRRIfL. Systems. 5
Accordi ngly, an apparatus and nethod is provided for”the encodi ng,

conpressi on, encryption, and storage of imge and/or audio information. The

t thad. al | for the f)exibl hedul i f.feature fil
na- aaver 1 stment £ frefifee i i En 2R il BRGomRBEd: indTeE el hey

| mpl @mendomhprRRs Ghe Segitizell YautH8SHIGratRIPAga MabRbld eakur es and advant ages.
10 The previous description of the preferred enbodinents is provided to

enabl e any person skilled in the art to make or use the present invention.

The various di fHcat | t hese .enbodi nents w,l | be readily apparent to
those skill eé(;]mi n ?ﬁe: Af(rﬁh?a%%d OF hg?aglglne?’i & n%errfh%;ﬂ%eesenﬁgm ﬁgd cﬁxg}pg?%e y be
appl 2ed digitizedhiznagertinth mwation Widrheditat tlagstUSRe olfmatgg.e pProgeith] vehdraaul the.
Thus, the present 15 invention is not intended to be linted to the

enbodi meENCEY R wiPTRBFEsSRd peigifized audio information forms at least one audio

4 program, and further comprising an identifier, wherein the compressor is
configured to link the identifier to one or more audio programs with at least one

6 image program.

7. The apparatus of Claim 6, wherein the source generator further
2 includes a program packetizer, wherein the program packetizer is configured to
organize image information or audio information into identifiable groups for

4  storage onto the storage medium.

8. The apparatus of Claim 1, wherein the source generator further

2 comprises a telecine device.

9. The apparatus of Claim 1, wherein the source generator further

2 comprises a computer based workstation.



to be accorded the w dest scope consistent with the principles and novel
features disclosed herein. What we claimis: W 01/41442 PCT/ US00/ 32410

45 CLAI Mo t1/41/am apparatus for the encodi ng and st orage oPCHUgIEI2810
representing at 2 least image information onto a storage nedium the
apparatus conprising: a source generatay configured to convert the signals
into digitized 4 inmage information; a conpressor configured to receive the

digitized i magg i nfRs iﬁﬁ}f).h{%ﬂus ¢ [T19Th 1N v ROREE Bhd BRGNP OF ftfggﬂext 901?1@?}%@?55

the digitized i mage ormation; 8 an encryptor configur to receive the
conpressedryfitggtaphed keyrethe cryptograplicdeyflraing stured ompa &eg storage nhediengr ypt
the conpressed digitized . 10 inmage information; and a storage deyice,

cont i guriitit B FrparsraPifok B bRy Rerestim ot SEEEyPEP s e imeake; A udio

i nf oumatin@Hrih@idnt he conpressor and store the encrypted conpressed

digitized image informati on onto the storage nedium 2. The apparatus of
Claiml, wherein the apparatus further encodes 2 and stores signals

representing audi a.ji nfornmation, d rei.n the soyrce generatoy. is .
configured to on\?]él?et apRarayidf éi}l Wﬁ@r R e &eedi ?jgfq&ﬁeﬁ‘ Hip 1s a
i nf opmatdr@ast ak@rein the conpressor is configured to receive the digitized

audio 6 information fromthe source generator and conpress the digitized
audio information; 8 wherein the encryptor is configured to receive the

conpr essed igitized audi g inf.ormti fromthe c ressor and,.encrypt the
lorrgorrpr esse zgi gi 1% &8RP 3{]”8}1% qfn‘?g‘?%?ﬁ'ow;heé‘?m g%%?%?rﬁei?%es?ﬁ%a\ﬁ@ dé\ﬂ ce
is cgnfimugﬁai@ didkecei ve the encrypted

13.  The apparatus of Claim 10, wherein the cryptographic key is

2  transmitted.

14.  The apparatus of Claim 10, further comprising means for indicating
2 atime interval over which the cryptographic key information is valid and for
assuring that the cryptographic key information is only used during that

4 interval.

15. The apparatus of Claim 14, wherein the cryptographic key is
2 configured to be overwritten from the key storage medium after the time

interval expires.

16.  The apparatus of Claim 2, wherein the encryptor further comprises

2 at least one watermark, wherein the watermark is perceptually unnoticeable
during presentation of decompressed image or audio information at a

4  predefined normal rate of transfer, but is detectable when said image or audio

information is presented at a rate substantially different from said normal rate.



12 conpressed digitized audio information fromthe conpressor and store

the encrypted conpressed digitized audio information onto the storage 14
medi um WD 0L4dIn42 PCT/ USO0/ 32410 46 3. The appar at us obPCOusiwa2ionher ei n
the conpressed image and audio 2 information are each stored in a

non- conti guous manner i ndependent of ed48h other. 4. The apparatus of C aim
1, wherein the conpressor uses an adaptive 2 block sized discrete cosine

transform conpr essTIQN 4 (GhaEAURf Blaille1aPRAAEHS Bl GhAePndrk Wikiifed he
conpressor is configured to 2 conpress the digitized audio information at

a vari alpresertationstintehenddpeatiom dnfrnGl tidmm adsouhedeivitht Hee énegy preaudio
corrpresseg 2 ﬂli itized image information forns at | east one inmage program
wher ei n 'TH&™MBHE ypt ed conpressed digitized audio information forns at

| east one audio 4 program and further conprising an identifier, wherein
the conpressor is configured to link the identifier to one or nore audio
prograns with&t |Hwseppamtus of kdgenp?, dyrtéer omfTtisingppanetirgkomadlagiem 6,

wheregin the source generator further .. 2 includes a program packetizer,

wher & n WESS ¢ Deratk B fbadet b Sttt 30 £8R SrBROLESHRARER 1f Sttar i on
or audi qetdiles NRAIBNINfOEMatRNt firbhAlthe 96@BS géRératdr, SEHRT BB e
storage nedium 8. The apparatus of Claim1, wherein the source generator

furt Ber engrypippendethestomigecdavdcelevi ce. 9. The apparatus of Caim1,
wherein the source generator further 2 conprises a conmputer based
wor kst ati on. WO 01/41442 PCT/ US00/ 32410 47 10. The apparatus of C aim 2,

wherein the d9cryplia appatdies of QIR SESwhéréinC tyd tap@hsdtis Gs keyfigihed to
crypt ograPhip ke}/. being stored on a key storage nedi um o
2 " establish a link, wherein the link is configured to send and receive information

external from the apparatus.

20. The apparatus of Claim 19, wherein the information comprises

2  control and status information.

21.  The apparatus of Claim 19, wherein the information comprises

2 updates to the image and audio information.

22.  The apparatus of Claim 19, wherein the link comprises a dedicated

2 telephone data link.

23.  The apparatus of Claim 19, wherein the link comprises a dialup

2 telephone data link.

24.  The apparatus of Claim 19, wherein the link comprises a packet

2 type data link.

25.  The apparatus of Claim 19, wherein the link comprises an Internet

2  based link.



and the cryptographi c key being necessary for decryption of the inmage and
audio 4 information. 11. The apparatus of C aim 10, wherein the key
storage wmedboum4s a 2 smart card. 12. The apparatus of Crai/msdid24wher ei n
the key storage nmediumis a 2 magnetic disk. 13. The apparatus of Claim
10, wherein the cryptographic key is 29transmtted. 14. The apparatus of
Claim 10, further conprising neans for indicating 2 a time interval over
whi ch the cryptographic key information is valid and for assuring that the
cryptographic key information is only used during that 4 interval. 15. The
appar atus of .ai mhe appheateisroftGRinr ¥Ht obhesgihi thekinki sompriseafd guiredss o be
overwitten froomthe key storage nediumafter the tinme interval expires.
16. e ?)tﬁalf ‘'us of Claim2, wherein the encryptor further conprises 2 at
| east one watermark, wherein the watermark i s perceptually unnoticeabl e
during presentation of deconpressed imge or audio information at a 4
predefined notfml Flae epfaratsnof eclaimutl) svietedrt sditletlwhdinls atampniege or
audi informaiion IS _presented at a rate substantially different from said
nor ma r%{tglilt‘i/&)ai?%lﬂitﬁ@;lﬁdl US00/ 32410 48 17. The apparatus of C ai m 16,
wherein the watermark identifies 2 presentation tinme and |ocation
informati on associated with the image or audio information. 18. The

appar at us of 48 ai Mz apparates of dalpims? igharaint ther korageagwdiuny asmepuses t he
net war k er. | figured tq.send control information to and receives
sta\tN%s i%ﬁggﬁacgr}eoﬁpﬁ?agrﬁt(?%és%ﬁ?%gngenerator, the conpressor, the 4
encryptor and the storage device. 19. The apparatus of Claim2, wherein the

apparatus is conf iﬂgred to ) )
29. e apparatus of Claim 28, wherein the storage medium comprises

2 multiple optical storage media, and wherein image and audio information are

stored non-sequentially on the multiple optical storage media.

30.  The apparatus of Claim 28, wherein the audio information is stored

2 on a separate optical storage medium than the image information.

3l.  The apparatus of Claim 28, further comprising encoded signals
2 representing promotional information, and wherein the encoded signals
representing promotional information is stored on a separate optical storage

4 medium than the image information and the audio information.

32.  The apparatus of Claim 28, wherein the storage medium comprises
2 atleast one DVD disk.

33.  The apparatus of Claim 2, wherein the storage medium comprises

2 at least one magnetic storage medium.



2 establish a link, wherein the link is configured to send and receive
information external fromthe apparatus. 20. The apparatus of C aim 19,
wher ei n tweoi/mfsez mat i on conprises 2 control and status i r€DUSENI2000. 21

The apparatus of Caim 19, wherein the information conprises 2 updates to
the inage and audio information. 22. The8 apparatus of Caim 19, wherein the
link conprises a dedicated 2 tel ephone data |ink. 23. The apparatus of

Caim19, whesgin The hfi}gi{rrﬁ@ﬁ%ﬂ EChaird B3al Wherdint ahephRenagdahediifk. i24.
The apparatus of C aim19, wherein the |link conprises a packet 2 type data
| i nk.2 25multipleapgnatio storgemedial anduvberdin integel amd avcip infoemadion arer net
2 based |inks VO O1/ 41442 I%CT{ Usoo/ Elzilelo 49 .26, The appar at us of Caim 19,
wherei n TRe 1 MK (,eghlﬁrf%e% 3 vaerg}lg D¢ naghelic staiage metig, o appar at us of
Claim 19, wherein said the link conprises a 2 satellite based data |ink
28. The apparatus of Caim2, wherein the storage nedium conprises 2 at
| east one optdxal Fhoppparatediofilaio. 33reherspatle avdsd idosinatipg, isvitierest n

| mmod ard Autes PR IS Sorge Rl TneR b Qe SR e Moo

optical storage nedia. 30. The apparatus of C aim 28, wherein the audio
information is stored 2 on a separate optical storage nediumthan the

i mage i nf or matf-on. Tha appreatspal &tlaimoB3afarthepscomprising erswgeilspiggals
encoged 1%:[;9 %ingrz 6151%%8&@%1' ”&for%g%hO”%hd' UL | R %{{E’od‘é‘ r &loatdne
encoded signals presenting pronotional 1T Aformation 1S store oR 4
separ at ereppédetdingsposmgeional information is stored on a separate magnetic storage

4 medium than the image information and the audio information.

37.  The apparatus of Claim 33, wherein the storage medium comprises

2  at least removable hard drive.

38.  The apparatus of Claim 33, wherein the storage medium comprises
2 at least one JBOD module, wherein the JBOD module comprises at least one

storage component.

39.  The apparatus of Claim 2, wherein the storage device comprises
2 means for using identifier information to link different preselected portions of
image or audio information to different ones of the storage mediums during

4  storage.

40. The apparatus of Claim 2, wherein the theater storage device
2 further comprises means for providing parallel striping information such that
stored image and audio information may be accessed at a desired data transfer

4  rate and to provide error protection redundancy.



4 mediumthan the inmage information and the audio information. 32. The
apparatus of C aim 28, wherein the storage nedi um conprises 2 at |east one
DVD di sk.w@81/4ilike apparatus of Caim 2, wherein the storaper/wsaiizamo
conprises 2 at |east one magnetic storage nedium WO 01/41442

PCT/ US00/ 32410 50 34. The apparatus oblC aim 33, wherein the storage
mediumis 2 nmultiple magnetic storage nedia, and wherein image and audi o

information afie ST BFpaRitas BERAIh & FurtRer EoRPFSihE Rt SedRBIRY ideabhpsnge
medi a. 35. The apparatus of C aim 33, wherein the audio information is

storéd metwiork buperes ewhargint atleasbrthgesavede iganenator: ke i cpmyprasadior thet i on.
36. Th t Q,aim 33, .furth i si d si 2
Fepr eserttioRgP Bt thsrmdraBsi i Pt RRseel By HE Rbatsh el Gahates

r epr dsemdtidrRrondifh@nal inforrmation is stored on a separate magnetic

storage 4 nediumthan the imge information and the audio information. 37.
The apparatus of C aim 33, wherein the storage nedium conprises 2 at |east

removabl e harg driye, 38. The appapat.us Cl ai m.33,.,wherei n 1 he_staqrage
medi um conpr igze's at “P Rty n8F J%ﬂ“ﬁogﬁn evyﬁ%eé?eitnet TEYREp Bl
conprRi senaprib@ash edhénesinetwgek.conponent. 39. The apparatus of O aim 2,
wherein the storage device conprises 2 neans for using identifier

information to link different preselected portions of inage or audio

information to dif e st.or age di .durin 4 storage. 40.
The appar at us@c')f &ﬁ?ﬁr rﬁ%j,a% erglP n&[lﬁglt egglgges ot;ﬁggég% Vi g%forglaftﬁor her
conpRi sgsovidad i die foroy iofl i@ gp grdlsk@ins Stihiepéinghiehoigwab iopasisciretinathe
stored i mge fan‘d audi o informati on nmay be accessed at a desired data

t r ansf erform oteigheqpysingle, pal}itgrme Araieriss f dsamesn shewmrnamafionpichures 112

PCT/ SO Qla:gfh’lé) length.

44.  The apparatus of Claim 2, further comprising means for archiving

2 the storage of image and audio information.

45.  The apparatus of Claim 2, wherein the source generator further
2 comprises a cue track, wherein the cue track is configured to indicate a specific

portion of a program where information may be linked.

46.  An apparatus for the encoding and storage of signals representing
2 image information and audio information onto at least one storage medium,
the apparatus comprising:
4 a source generator configured to convert the signals into digitized
image information and digitized audio information;
6 a compressor configured to receive the digitized image information
and digitized audio information from the source generator and to
8 compress the digitized image information and the digitized audio
information, the compressor using an adaptive block sized discrete cosine

10 transform compression technique;



51 41. The apparatus of Claim2 further conprising at |east one | ocal area
2 network interface, wherein at |east the source generator, the conpressor,
the encw@oosidand t he storage device are interconnected bgT/UR@/R810 east
one local area 4 network interface. 42. The apparatus of C aim4l, wherein
the network interface 2 conprises an B2hernet network. 43. The apparatus
of Claim2, wherein the inmage information is 2 provided in the form of

i mage prograns, whai ehéryiier E@ﬁﬁguferdogs 8¢ @hé Rohfjfresdedr A Eiz@éitih%f@
single still frame or series of frames shown as noti‘on pictures of
var a?ng | engtinfounationeangghe asanpufssail adigitized antie rinfompaticn nfromeathe f or

archiving 2 the storage . of imge d audio in of; tign. 45, .Tge apParatus
of O aim2, \HRSIRISOhANg ot £eTFE PG Pt disgizsdnirgs drowRR S Dck,
wher@i n the ciR] tHaedmiptesseafdigiRd hadingifeahatienspegi fic portion of a

program where information may be |inked. 46. An apﬁgratus for the encoding
and storage of sighat@agepleseniconfigured negtederfeorthat ¢romypted aomipgessed

i nfqrmation q .at; l.east one storage di,um _the apparatus conprising: 4
a sggr ce genedr}gﬁbz;%dcéﬁ}aigﬁu%%@ g bodﬁv%{{? %}hee esr}cé}ﬁ%ﬁegl icﬂfndgrﬁf’sﬁ%t i@‘gglzei ge
information andidi ghfdratdicidifforhnftle MRoingPiesford QAP RSROT theONdr@ypRd t 0
receive the digitized inmage information and digitized audio informnmation
frodBt he soureBRreseschdigitizad impgesinfonprasion taseandiigiage Zewpgramgento the

i nformation e digjtiz 1 0.4infor Lon, th resSser _using. an
adaptive bl O%E&s?%zgeg‘%g?{s&é} e%gd %gglllenéhglgng%%rt\es orm' %e%%e[%sgllgéﬁz?&ec i (ﬁ)ue;
WO Q0/ 41442 RRTOrdS0M8234 b0 avdioapraptany phes atotdratorget @etiogsl ve the

conpressed digitized image 12 information and the conpressed digitized
audio information fromthe

47.  The apparatus of Claim 46, wherein the storage medium is at least
2 one JBOD module, each JBOD module having at least one storage component,
and wherein the image and audio information is stored non-sequentially on the

4  storage components of each JBOD module.

48.  The apparatus of Claim 46, further comprising encoded signals
2 representing promotional information, and wherein the encoded signals
representing promotional information is stored on a separate storage

4 component than the image information and the audio information.

49.  An apparatus for the encoding and storage of signals representing at
2 least image information onto a storage medium, the apparatus comprising:
a source generator configured to convert the signals into digitized
4 image information;
a compressor configured to receive the digitized image information
6 from the source generator and to compress the digitized image
information, wherein the compressor uses an adaptive block sized

8 discrete cosine transform compression technique;



conpressor and to encrypt the conpressed digitized image information 14
and the conpressed digitized audio information; and a storage device

confi gur edovo4rerei ve the encrypted conpressed 16 digiti pendusonaelo
information and the encrypted conpress digitized audio information from
the conpressor, and store the encrypted® 18 conpressed digitized i mage
information as an inage programonto the storage nedium and store the
encrypt ed conpr essedenényiptor eonfigutied tpgedenfe thacooprassedndigitized progeam
ont Q. anot her .storage di u 47. The appayatus of G aim 46, wherein.the

ot ot o dRATEtEor Bt The CHmproaah Hshp £t i TEUIARY a

| east one stq GIPPAAEBh; angnd wherein the image and audio information
is stored non-sequentially on the 4 storage conponents of each JBOD
noddRe. 48. The appataage devi@ apnfigered vt teseiveortbe i giongptedc oomgressgdal s
2 representin ronptional Jinformation, .and wherein the encqded signal.s
Fepr osont | ng FRBIFAR BRAF: IHPOFREEROROTS 15 GBI LEpAFAE dne RAEErcy
comanent  t hagnih@sidmdegitirbariffoeOmfeRAatibf @HiditRe st REERhEAAIMA9. AN
apparatus for the encoding and storage of signals representing at 2 |east
i mge information onto a storage nedium the apparatus conprising: a source
generator configured tq cpnvert the signals into.digitized .1m
Porormati on: % cororaeit dohrnsbRGe B aluie Yty FEradingragdeast

i nf opnatirRle iffErnPaR NSNS Wr 6rLRNRedi@h, ANE nh&hed R HisinpetHd gebk 23d
image information, wherein the conpressor uses an adaptive bl ock sized 8
di scret e cosicRVErtERE the signedpintosiigitized imagadnfoamaion;1442 PCT/ US00/ 32410
53 ap encrypt J dyto.recei t. essed digitized i mge 10
info?nation g%ﬂ%@ﬁ%hggﬁgﬁg'g%%ﬁgﬁgxg%lgﬁgﬁgggﬁkhe conpressed digitized

i mage infor W@hbﬁﬂjti?@hé-&oﬂlp&é@fedgcﬁgﬂ%&ﬁnﬁg@ﬁﬂl@iﬂfrﬁ(ﬂio&@ ahdcei ve the

encrgpted conPresse o ) ) ,
storing the encrypted compressed digitized image information onto the

storage medium.

51.  The method of Claim 50, wherein the signals represent image
2  information and audio information, and further comprising the steps of:
converting the signals into digitized audio information;
4 compressing the digitized audio information;
encrypting the compressed digitized audio information; and
6 storing the encrypted compressed digitized image information onto the

storage medium.

52. The method of Claim 51, wherein the compressed image and audio
2 information are each stored in a non-contiguous manner independent of each

other.

53.  The method of Claim 50, wherein the step of compressing uses an

2 adaptive block sized discrete cosine transform compression technique.



digitized image information fromthe conpressor and store the encrypted 14
conpressed digitized image information onto the storage nedium 50. A

nmet hod f ovoenemdi ng and storing signals representing at |papS00232u1080€
information onto a storage nedium the_nethod conprising the steps of:
converting the signals into digitized 54rage information; 4 conpressing the
digitized image information; encrypting the conpressed digitized inmage

i nformati on; Hnd 6Ils¢ onetlpd hd €tadnmy ftledvicenepn efeedtep gift compressage the

i nf or,mat j.on. ont o (i.he. fstorage medi um 51.. g’ e nmethod of O aim50, wherein
the &i grfdBdi gp"f“é OnOTRARON SIS At A Y RYAC Enfif 'S udi o i nfor mati on, and
further conprising the steps of: converting the signals into digitized
audi o information; 4 conpressing the digitized audio infornmation,;
encrypting t . corthessdHodiafilazedladditber nbovpriging the atepscofst ori ng t he
encrypted conpressed di.gitized i mage, informatioon.onto.the st.orage nedi um
52. fhe method of ECHPISHE FRATEPI FEMESeds Sl R gENagR 1BdRAIgaion

informati on gpg §9%s§bﬁé€iﬂ1dg@ I,’;}Ogg;&nﬁg:onti guous manner independent of each
ot her. 53. The nethod of C airm50,” wherein the step of conpressing uses an

2 adé4ptive bl ock sirpuping dbeeercrypidhneompmsseck digvinedesudon indetmatjiven WO
01/ 41442 PCT/fUSOOI.3 41? 54 54. The nethod of ,C aim51, wherein the step of
conpr essi ng tRENSINE BF 19955878 A PRY& P T8h occurs at a variable rate.

55. ghe nethod of |{AlahD Dhe bUrindee £QAW ipyoBtarhbewstheRs 1Rhst dr@l QHRigRg the
encrypted conpressed digitized inmage information into at |east one inage

program 4 griggiaig-t he encrypted conpressed digitized audio information
forms into at | east one audi o program and

56. The method of Claim 50, wherein the step of converting uses a

2 telecine device.

57.  The method of Claim 50, wherein the step of converting uses a

2  computer based workstation.

58.  The method of Claim 51, further comprising the step of generating
2 acryptographic key, wherein the cryptographic key is stored on a key storage
medium, and the cryptographic key is necessary for decryption of the image and

4  audio information.

59. The method of Claim 58, wherein the key storage medium is a

2  smart card.

60.  The method of Claim 58, wherein the key storage medium is a

2 magnetic disk.

61. The method of Claim 58, wherein the cryptographic key is

2  transmitted.



6 linking one or nore audio prograns with at | east one imge program 56.
The nmethod of C aim50, wherein the step of converting uses a 2 telecine
devi ce. WO oTTh4met hod of Claim50, wherein the step of cpavEstilgiouses a
2 comput er based workstation. 58. The nethod of C aim 51, further
conprising the step of generating 2 a5§rypt ographi c key, wherein the
cryptographic key is stored on a key storage nedium and the cryptographic
key is necessary for decryption of the inmage and 4 audio information. 59.

The net hod of _C aim 58, rein the k torage nediumis a .2 smart card.
60. The met hd¥ of @%mﬁtgg& @@@@é&ﬁéﬂﬁ@pcg a%%gﬁg%ismﬂ pEindicatingghet i c
di sko 61;m&h 0 Ay 3 i c aphi: [

Fr anam tVB8, VB G0/ d1qa3 WER VRO RGP ey BLRRLBRTIS SFRY 2P By
further asenpingsitheg the etygpogfaphidileyt infpranatidor i e dniyenved dwengwihah t he
cryptogr.aphi c . key information is valid and for assuring that the
crypfogriBfHiv@lkey information is only used during that 4 interval. 63. The
met hod of Claim 62, further conprising the step of 2 overwiting the

cryptographi c key fromthe key storage nediumafter the tine interval
expires. 64. 6Bhe rBihothathodl adfm Glhimf u62, hdurdemprishpgsinge stepsep of

genenatin 2.at | east ope termrk, erein the watermark i.s pgrceptual ly
Danoe: cenpru iy ithe Gy BRERtaEE (o oMb Lot B Sl sF agagn alfdr ghe (A

i nf or matih@Rval eRpitepr edefined normal rate of transfer, but is detectable
when said image or audio information is presented at a rate substantially
different fromsaid normal rate.

64.  The method of Claim 51, further comprising the step of generating

2  at least one watermark, wherein the watermark is perceptually unnoticeable
during presentation of decompressed image or audio information at a

4 predefined normal rate of transfer, but is detectable when said image or audio

information is presented at a rate substantially different from said normal rate.

65. The method of Claim 64, wherein the watermark identifies
2 presentation time and location information associated with the image or audio

information.

66. The method of Claim 2, further comprising the step of providing a
2 network manager, wherein the network manager sends and receives control
information regarding the steps of generating, compressing, encrypting and

4  storing.

67.  The method of Claim 50, further comprising the step of establishing

2 a link to send and receive information.

68.  The method of Claim 67, wherein the information comprises status

2 and control information.



65. The nethod of C aim 64, wherein the watermark identifies 2 presentation
time and location information associated with the i mage or audio

i nf or mat vom01/6842 The nmet hod of Claim 2, further conpri si npCT/isoe2em of
providing a 2 network manager, mhereln t he network manager sends and
receives control information regardlné t he steps of generating,
conpressing, encrypting and 4 storing. 67. The nmethod of C aim50, further
conprising the step of establishing 2 a link to send and receive

i nformation e od  of aim 67, erein the information conprises
status 2 an066900nt i Fnﬁpléﬁ"?mf’f %alrmoéaa/m omen pEy USHONBoHeD  CSEBEsesThe
met hod afip &%t@b'ﬂ&@ﬂe 5?85%?@%% 'aﬂ%&f}%ﬂa 2 updates to the

encoded 1| rrage Sl gna S an ogr ams met hod of C aim 67,
wherein the link is a dedlcated tel ephone 2 data I|nk 71. The nethod of

Claim67, wherein fhe |i IS di aJ.up ele e dat i nk 7 The
met hod of O aidm 67 NGt Pﬂ qhifalefn ivgltl thrtﬂwé adgfifLinrtFﬁlée ephpnerpe
met hed of¢&1gin 67, wherein the link is an Internet based link. 74. The
met hod of Claim67, wherein the link is a wireless data link. 75. The
met hod of Cla|n167 wherein said the link is a satelllte based 2 data

link. 76. Th m.51, . wh e| t he e ri.ses at

2 | east one ? i ca estna?'g@’gf l‘?éoélﬁ ’éelﬁeﬁ}?oim%f UHS € the
storage dmdiliR.is nultiple 2 optical storage medi a, and wherein i mage and
audio information are stored non-sequentially on the nultiple optical

storage nedia. 78. The nethod of Claim 76, wherein the audio information is

stored 72.  The method of Claim 67, wherein the link is a packet type data link.

73. The method of Claim 67, wherein the link is an Internet based link.
74. The method of Claim 67, wherein the link is a wireless data link.

75. The method of Claim 67, wherein said the link is a satellite based
2 data link.

76.  The method of Claim 51, wherein the storage medium comprises at

2 least one optical storage medium.

77.  The method of Claim 76, wherein the storage medium is multiple
2 optical storage media, and wherein image and audio information are stored

non-sequentially on the multiple optical storage media.

78. The method of Claim 76, wherein the audio information is stored

2 on a separate optical storage medium than the image information.



2 on a separate optical storage nediumthan the inmage information. WO

01/ 41442 PCT/ US00/ 32410 57 79. The nethod of Claim 76, further conprising
the stepwborstaning 2 pronotional information, wherein ther/psamtioonal
information is stored on a separate optical storage nediumthan the inmage
information or the audio 4 informatiof/ 80. The method of O ai m 76,
wherein the storage nediumis at |east 2 one DVD disk. 81. The nethod of
A ai m 51, whétdei n Thee rsethvodgef r@ﬂiimm%,s fatthée asmpidsioge theagtet iof stooirgge

medi ym 82. The t od of Clal t\rﬁ{nerelnthe tO{aerredlumls mul tiple
2 ma netH’r@I%‘%%ﬁ’ H‘i“é“"&naw Ef’rlﬁl € REJROHARA L HH B TRHIR AactRdLn a
stored dl i khd & f}(é‘i%% b CintbPhAYRONTESY ‘t‘he 8§ud113he
nmet hod of m 1, e audio in mat Pon 1s stored 2

sepa#dat anlﬁamgnetmn stor age msdl um than the image informtion. 84. The met hod
of Claim81l, further conprising the step of storing 2 pronotional
i nformati on, wherein the pronotional information is stored on a separate

magnetic storggge Bl WethBanof t8ainiBae WRHEQiHBHO &AW 8 at4
i nformation. 85. The net hod 8f |@Cflal m 81, V\Il%gl‘ el r? ?tt?e tor agle nelglaumefl?st at

| eas 2reneVilkdiskabl e hard drive. 86. The nmethod of O aim 81, wherein the
storage nediumis at least 2 one JBOD nodul e, wherein the JBOD nodul e
conprises at |east one storage conponent. WD 01/41442 PCT/ US00/ 32410 58

87. The nethqd of faiiathdd bPCURRR FORPRhERIRNAHeNGoSEEP nAfditigd N9 atdeast
identifier information to link different preselected portions of 1nmage or

audi @ iovfeomagnetin steragefmedsnn. ones of the at | east one storage medi um
during the step

82.  The method of Claim 81, wherein the storage medium is multiple
2 magnetic storage media, and wherein image and audio information are stored

non-sequentially on the multiple magnetic storage media.

83. The method of Claim 81, wherein the audio information is stored

2 on a separate magnetic storage medium than the image information.

84. The method of Claim 81, further comprising the step of storing
2  promotional information, wherein the promotional information is stored on a
separate magnetic storage medium than the image information and the audio

4  information.

85.  The method of Claim 81, wherein the storage medium is at least

2  one removable hard drive.

86.  The method of Claim 81, wherein the storage medium is at least
2 one JBOD module, wherein the JBOD module comprises at least one storage

component.



4 of storing. 88. The nethod of C aimb51, further conprising the step of
providing 2 parallel striping information such that stored i nage and audi o
i nf or mat ivomomenp42 be accessed at a desired data transfer retEUaOB28m provi de
error protection 4 redundancy. 89. The nethod of C aim51, further
conprising the step of providing 2 at % east one local area network
interface. 90. The nethod of C aim 89, wherein the network interface is an
2 et hernet néfAwor KI'hed Imethioal mfftﬁbﬁnoﬁlgfa'rth&ﬁlcompeis@hgl thee stepagd using

i nfor,mat.i,on.is .2 rov1de h or m of rograns,,. wherein the inage
br 0 Pansdantifis, ibfRhtatii tor Maky FieteTet Prepelrd6d oo RRes binees (saggio
frames sheymasod RS umer@h%%@%f%e af wa?srtwr@gstb H\edgﬁm diifin h@%@eppf
Claim 51, further conprising the step of archlv t he stor ge of "1 mage
and éudlofBMﬂnqmatlon 93. The net hod of Cla|n151 further conpr|3|ng t he

step of a cueing a 2 specific portion of a progran1mhere i nformati on may
be |inked.

88.  The method of Claim 51, further comprising the step of providing
2 parallel striping information such that stored image and audio information may
be accessed at a desired data transfer rate and to provide error protection

4  redundancy.

89.  The method of Claim 51, further comprising the step of providing

2  at least one local area network interface.

90. The method of Claim 89, wherein the network interface is an

2  ethernet network.

91. The method of Claim 51, wherein the image information is
2 provided in the form of image programs, wherein the image programs are in the
form of either a single still frame or series of frames shown as motion pictures of

4 varying length.

92.  The method of Claim 51, further comprising the step of archiving

2 the storage of image and audio information.

93.  The method of Claim 51, further comprising the step of a cueing a

2 specific portion of a program where information may be linked.



