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the intelligent cipher token detects that a connection status |

between a first interface and a terminal device is changed
from Unconnected to Connected

Ly

the intelligent cipher token is switched from a current
mode to a KEY mode
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an awakening instruction is received

the dormant

State is changed to the awakened state, it 1S

determined whether the awakening instruction is
from a

first interface

~5301

S302

it is determined that the intelligent cipher token establishes
a connection with a terminal device via the first interface,
and the intelligent cipher token is switched to a KEY mode

Y

~5303

it is determined that the intelligent cipher token does

not establish the connection with the terminal device .

via the first interface, and it is determined whether the
awakening instruction is from a second button. If the
awakening instruction is from the second button, the
intelligent cipher token is switched to an OTP mode

~0304
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v

after determining that the intelligent cipher token
establishes the connection with the terminal device via the
first interface, the intelligent cipher token is switched from
a first mode to a second mode if the intelligent cipher token
receives a switching instruction sent from a first button

~o 5305

when the intelligent cipher token detects that a
connection stafus between the first interface and the
terminal device is changed from Unconnected to
Connected, the intelligent cipher token is switched
from a current mode to the KEY mode
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the intelligent cipher token receives a switching instruction sent
from a first button

~ 53051

the intelligent cipher token reads out first status information and
first check information in an information structure

~ 53052

the intelligent cipher token performs a cyclic redundancy check
(CRC) calculation on the first status information to obtain a first
check value

~ 53053

the intelligent cipher token compares the first check value with the
first check information :

~~ 53054

the intelligent cipher token performs the CRC calculation on
second status information to obtain second check information

the intelligent cipher token performs a switching operation, so as to
switch from the first mode to the second mode

Fig. 4
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awakened via the power key
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the intelligent cipher token
enters the KEY mode
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the information
structure is updated
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Connecting to the
terminal device via
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Power-off key the intelligent

cipher token

enters a second
OTP sub mode

USB interface

Switching to the
first OTP sub mode

Disconnecting from
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the intelligent
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Processing module 63

First switching module 61
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