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APPARATUSAND METHOD FOR ANALYSI S OF DATA TRAFFI C
Reference to Rel ated Applications Reference is nade to

wQopnompsi onal patent application 60/ 900, 342 PECT/8G2098/000040

February 2007 for an invention titled: Architecture
and Algorithmfor Signature Validation in Intrusion
Det ection and Prevention Systens, the contents of

whi ch are hereby incorporated by reference as if
A!PPA'R)@PG‘S ANB 'METH@bEF(BR ANALYSYS GINDATE TRAPFIC Y
of which is hereby clained. Technical Field The
invention relates to an apparatus and net hod for

.n_an index file representing a
ggﬁeﬂweg?ﬁé%ag?éjggph 580080 hut i ng system The i nventi on
RéBRntesahalR tb USproaRvaaBhdisnt apslicatdh 60/900,84 2 fiddeFdbagary
a candi date signature representing.a pre determ ned

2004 der @ inveniom; titledn Agchitsppia and plgguthapior Signagire Yakidatipn in
ﬂmﬁﬁﬁﬂ{x DERRIiSn ShdPLelEfR Sagfe 88 SolRfts %3%&1?&8 hbi2by
conputing systemintrusion detection an preventlon
ihemipnmtadgjyelsfer&{hielae iftdigd@sed hefebnin theieemapybarel the priority of
i%@ﬂtl f%l r;/g nov attacks, especially worns, during

Vhighds i @’ﬂﬂﬁﬁ? s or even seconds of their appearance,

it takes considerably nuch nore tinme for security
conpanies to distribute security updates with
'Eét@nﬁntahﬁfédof the new attacks. One key reason for this

he signatu e. auto .
i raitestq fo RPN R mbo - 2B Fin s an indx file
&b&@&ltﬁtgtaa@mn@amrﬁf&@n BogisutiROiysici e tifivithfibs alsd rdl€s to an
conmputing systemthat is very simlar to the attack

maﬂlscﬁng\?mhpds@é BVHPYines rapidassisnaie represgaiinga pre-
returned "fal se

%gé‘]ﬁ édo&aé%%h?{]ﬁ CI i Sb%hﬁmh{?%%yeﬁ%l se results of

finding attacks V\,hen the traffic blocked is in fact

Ie itimate traffic. In order to avoid the possibility
P’ happeni ng, network security conpanies are

151%&9& Onifie Mt BW 1R 8581 MERSInRBripRAHE b tru

pat ches/ updgltues tgﬁft%reﬁ cust orrersnvvl ?ﬁﬁutéext%nrl}érll ngn

deddatidn nd presentidnetschnotpaidsy Bhileleesp oysemns atel oppaide ef wlentifying

rgagfgfg?augq? %ggecgaﬁlytvsl/qoem%e uerinagttged ﬁ?slt %I%Etgsr SPever l“slgfcongs of their

appearance, it takes considerably much more time for security companies to distribute

security updates with signatures of the new attacks. One key reason for this delay is that
the signatures that these automated intrusion detection and prevention systems generate
to block attacks may also block legitimate traffic in the computing system that is very
similar to the attack traffic. When such blocks happens, the intrusion detection system is
said to have returned ““false positives” in that they return false results of finding attacks
when the traffic blocked is in fact legitimate traffic. In order to avoid the possibility of
this happening, network security companies are reluctant to deploy new signatures as
security patches/updates to their customers without extensive validation and testing
given the potentially severe consequences of the generated signatures causing denial of
service for legitimate traffic. However, the validation procedure can be extremely time

consuming, often resulting in great delays (with a duration of perhaps as much as days)
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service for legitimate traffic. However, the

val i dati on procedure can be extrenely tinme consum ng,
wo@Rdoenomesul ting in great delays (with a duratPOnS&1008/000040

per haps as nuch as days) between the attack being

di scovered and the signatures representing the attacks

being distributed to custoners. Even the nost

effective attack detection infrastructure is

Bein

o502 L A5 S Mo BLLL AL MBS LBt kg

didndhthed td dustomgns.det ecti on or t hrough code revi ews and

other "offline" nechanisns is typically followed up by

the distribution of software updates or patches.

EVef SR hodt PR v/ Bet8SicH iBfrhAHidelrs aviaealivalvRN ittt bfficient

being able to react within an acceptable tinme franme to

mrans of teacting toThedsteqied attasks.Diseoventef 4 vy venerabiitpvhether

t%rroggéle ﬁﬁgctgc)%gogg%fﬁohglg gidepr%{f% %‘%?% §tcht%¥ g&'ﬂﬁ G@Héchaﬁ@ﬁﬁ is typically

fhlldwes g By theali@fibltioRdfsbitwgreaipdarach pachar E&Eertt fkinswn
bottl eneck. The intrusi on detection industr

teRbpusp RIS ORI W%ﬁe%wﬁ?té\géﬁtbie@ﬁ alrodRct Pitin %h?FOBP@EH? time
tﬁaﬁﬁ’?eoﬂo e%tatcﬁsafl'[fhb gﬁngﬁi (E%’tgﬁl 5& td @év’eﬂ)%h S| fiddepld dhese

euristics avai s (tm es
patohbg MI@hﬁcanult]msrcmdmtllngta)bosstﬂmecl{ incthé irdacgve defhate lfaeycle

SeaRy SRS BB D (et Borotss g oo odiendgaustr i
cfe'a&o@'ng nﬁh&é‘i(ﬁ?’pr@{}er{tﬂoh ts?it@m& ﬁlap@and:bl@él{ é&?kﬁﬂlsttﬁfﬁ@&ﬁﬁg the most

are sonab mal | be pushed QUIC y to a large
religbiedetedtiop) hegsstwa.a@almb&,qq Migzriseft's ) Shishd peoiden éughavelght

BEHEIRES o B8 G ALY PSR oy mcconns

anBtahAsie e sndolfing pkoce! massapehe i Bdth yadels dlokdipgattiea bf ﬁhers to be
cont ai ni ng bonatfi de, Iegltlnate traffic. Al though t

diitibirted {o werssirg resenably small cdbernushetiuiely (7 FERSRUEET of sites,
aﬁld% @%ﬂ&g{qo BQ&M%@E{;M%% HARPh YeduBity'@ptiaad bdsch.

ures PPRre it aracteri ze
I-D(&Wé\ﬂeﬁ thé@neRadt watike a’nhéSed“ﬂtelrsamﬁpdﬁm t]moaslqﬂfea,ccidﬁﬁtally blocking

l'icatjions, ich I.SPs or ent mant
tgﬂf Rorg?m%ngtb@nm%ﬁlﬁlsgltm}g& trqfﬁ SX{SE‘?“&Z‘S@? élyacgé)é 51gnatures can
EREPLI R Pk AREHEPE B by By e
sSymatrmes thahazre imtoredetlito nharsctdeﬁfq raetdcular neheorkr@mb@%@émfor example,

lﬂ prrﬁcatlso%rsr,ewlpupfx &é)lﬂns or en? %t)rlijsreenslayovaantqo block or rate-control. For this
purpose they use so-called Deep Packet Inspection (DPI) systems in a similar fashion

with Intrusion Detection Systems.

Summary

The invention is defined in the independent claims. Some optional features of the

invention are defined in the dependent claims.

A first disclosed technique allows for definition/representation of a volume of data

traffic in an index file format. A second technique allows for the evaluation of a
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invention are defined in the dependent clains. A first
di scl osed technique all ows for

waledosndtipon/ represent ati on of a vol une of dat aP€T/a61008/000040

in an index file format. A second technique allows for
the eval uation of acandi date gignature defining a
pre-determned class of traffic wth respect to an

j [: r f f

{;afh;&gc{&te{ Aé%rﬁaﬁl{l&@gﬁﬁﬁgta \Bgéld&e hﬁé@%g c%f‘lé@ Iav'itﬁ réér%%ct 18138 index
ﬁmrrpptteheigingatwme ofdaeetrafipr esented in an efficient
manner. An apparatus allowi ng definition of an index
inan index file will allow creation of the index file
TRe fiftP fe%ﬁﬁiﬂﬁe AN A0RuRE of frafrld f?orh B c@rrfgﬁﬂﬁ’g' hdtB@rk to be
system The apparatus can be configured to receive the
xeprasempediin apgfésient muings Amdppatatef altqwaﬁg defimitpn eﬁanmldwg in an

tr.af articul / co n st

s AL AL bk et AR BleS o vt o B Beiin

ManpRitoalbiem. TheldsparduesanibdoffigliBe td Res¥e fie Wwlume a

representing the traffic obviates the requirenent to

TRRFASPRIREYCVAwAP 6F trafifie ropreseating gefficsinpmastionlat neswerk{qpmputing
[

%’s%&ﬁeérgd %@étg é%e‘é@?%gﬁl?n?? E)géls%rétac Ecﬂ}ﬁ{._. I\ﬁ?ﬂéultaﬁ ancﬁ&dquerymg

of thé fridex ﬂﬁeyrapmsemﬁtguhé tryffmeﬁdlates theregtizementan mnmlate and/or

i ndex file has cre al t hough, optionall t he
qyexy ﬁ]echu,gﬁyo dactqﬂi] ,darao gggqhwrgq%ngslﬁ)eslgmﬁcant time- and

BE%AY %ésoufc%ﬂiﬁk%h)&e sk | Fhrthef ingd ﬁﬂ*ﬁg&ﬁaﬁ; 1 LRy need tp be

rrangénment. One advantage ari sing the use of
stoddroneé hreindox ﬁqulasé)em credted \abthongh, optioksally, thealfafﬁmzmas be
t.hat, aft noftelnd file

R b o 5 ih Rk Prs S, iehioiy o i 4 Rl effork

aedngameht. Bk |a§vdnft§g%|ahsm:gr|ftd>ﬁ1 thetuRé 8@ Ahddx!Tle kd Alpkdsent the
data afterwards is entirely optional. A particular

Yejeme phgate rabiics thnt pfiernreationtoh che indest file, algerithews whigl guery the
inﬁe;? ﬁﬁréﬂe ﬂl%lixéé} ntQ &ﬂeoe[cﬂﬁf ff%flts g erlllL[ld S‘t&a 9 o I%q{dfﬁp Jhta
n e secon n| que, e can & sSi ure

afteai bl @eritivelgt @bﬁbmaln@ phﬂtﬁul&tluie&l hdyi chyossto anaintaﬁaﬁe traffic for

Si ﬁnature based on a determ nation of whether the
EEAPHR ResiRg e peEormanss peiedndgxing alaarithat a traffic

in the conputing system This evaluation is carried

out with respect to an index file representing the

Ingheisesond techaifjfie,dhe catihlate sigraurd is ﬁcaidayed/ﬁotdetermkme‘tst suitability

| f traffic itself
Fraoea e d b felsthiRotion of Wi Rerdh® BndifREbignature
iQEHERAVIH @ ARk RIS i WBe LOMPUEIYdyR&nT. Mhid KE/Mtioh & Befied out

. than

with respect to an index file representing the volume of traffic, rather than directly with
respect to the volume of traffic itself. Thus a significant improvement in performance
may be realised because of reduced processing time in querying the index, rather than
the data itself. Because the acceptable range of false positive rates is quite small (for
example, in the order of one false positive in every 10° packets) the amount of traffic
that needs to be analysed may be huge. Existing techniques provide only the option of
analysing the traffic itself directly, requiring a significant amount of time to perform the

analysis within the constraints of currently available processing technology. Thus, the
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the data itself. Because the acceptable range of false
positive rates is quite small (for exanple, in the

wo@e@endds one fal se positive in every 10 packerGl/SGHes/000040

amount of traffic that needs to be anal ysed nay be

huge. Existing techni ques proyide only the option of
analysing the traffic itself directly, requiring a

i fi . Lyai _
Sl BRI bt ek 80 0601 1R Al fcaon o a
yptaok esd degjoymedtrnd semyyity faickes/uptads designed do remudalyithriatacks.
provide a real solution to the tine |ag between
identification of an attack and depl oynent of security

Rajlehesatinod Bs dﬁ@ﬁ)h&ﬂ@éﬁﬂi@le& eBEuAtd 8 caldiddK Signature with

I mpl ement ation of the disclosed techniques to evaluate
igfereivgite an indsk dherepraseniingp yavme ehtrafficallan 2 Tegeonse tims for the

SERLAREBE 00w n KAL UTBnRTa ELARLL frl 0 AL RHR9N38 Wi DEiniques

e evaluation o ess an one second, a“response

dre sEnpihuaerl pirespadlsdiprsvidimg. t echni ques are sinply
utterly incapable of providing. The two principal
t echni ques di scl osed propose two phases which can be

RS RS L8600 S, RIS OB BT e i
quajunictioh avitheooapoethagorssgpdretely( an bffioe pbdsetwheid the Yraffsc from a

rocessed ta be defined by o Qr _nore entri i n.an
P eTaRRmrop Sl (BBt SepRpesafip bt (Sl one o
BBRS@itridd iMah tHeR Fila{FAhiihdeNAY atdIB! &/ 4 Sitdiphadedn which an
signature with reference to entries in the index file.
Fgorehmpwalaies ricondidate Bigaaury Wit refetencetotandiiesvin ithe index file.
be descri bed, by way of exanple only, and with

reference to the acconpanying figures in which: Figure

BriefSDescaipbionif Dradiimg am i | | ustrating a signature
eval uatjon/yalidation _system Figure 2 is a process
Fhegiventiogrvathnomols ¢aseigbesn by ey ¢f evranle R, andwith gefgrence to the

efc@&ﬁ?%ﬂ’j’r?gsfi%lﬁwiﬁrﬁhﬁh:i s a block diagramillustrating

an a itecture for an apparatus for defining an index
in an index file; Figure 4 is a process flow diagram

S 3 R T o BREE 25l 0L e PR AR
Igg%g?gtg 3?&%&5%{%\& ;dze{ggélﬁ pAREdnS BHUPAGRS f0the URBlOLEH tbtfhiques;
Figure 3 is a block diagram illustrating an architecture for an apparatus for defining an
index in an index file;

Figure 4 is a process flow diagram illustrating a method of operation of the apparatus of
Figure 3;

Figure 5 is a schematic diagram illustrating segmentation of traffic data sequences for
use in the apparatus of Figure 3;

Figure 6 is a schematic diagram illustrating definition of an index file by the apparatus
of Figure 3;

Figure 7 is a block diagram illustrating an architecture for an apparatus for evaluating a
candidate signature;

Figure 8 is a process flow diagram illustrating a method of operation of the apparatus of

Figure 7;
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Figure 6 is a schematic diagramillustrating
definition of an index file by the apparatus of Figure

W@200Bl0gise 7 is a block diagramillustrating aPCT/SG2008/000040

architecture for an apparatus for evaluating a
candi date signature; Figure 8sis a process flow
diagramillustrating a nethod of operation of the
PRBRS AhsUSscREmti b Srardy ilTh GHiRg Phd SpefarRy €| 8;
[ iI%aust rsat iCn gmt he o%rer alt Poir‘gug? %tl hozpemat %2)3 Iﬂﬂgéf fngﬁhglh %? gﬁﬁh

Figgra H) i$@ grapheillysteating ial fevfotmatce g the disnldsed reuhagjues; anfie

i sclosed techniques: .,and Figure.,.11l is a.graph .. .
Flep PR it Matiihi B St e i b oo ABT ptidgy sizes for
twsleuskz 6s8ddiPfrafifioo vol umes of data traffic. Detail ed
Description of Preferred Enbodi ments Referring first

to Figure 1, an overview of the disclosed techniques
oS ' i ign is illustrated.
DRtn PR HpRoFYELIR R BARRRART L0 i Shes to

Refetritey firsatodfignatiysireotaviget ddhd disclossdsechiidues foahmaklte
[ se. the techni ques disclosed herein o enjoy

it nmay | .
?‘W@a&ea)ré’a%@aé% it iBpiTaed o Reen o 2 gieaRe) seFtgiiy coapany wishes to
sl ggrpit&x%gﬁag%o 4 BRIk, it ’usgg‘%l{émeﬁt

conmput er- net wor conprises a signature dev
disclosed hedn & enjdy the gaanagtees thaya dendédavpsignaiugrah be safely

epr esent re-determned class of traffic in a

‘i § ioﬁar@ﬁgftévﬁfdﬁf’grsa%}eégﬂﬁé; a security attack on a
networ k. The user (not shown) devel ops a candi date
signature representing the attack for evaluation with

prremputes netEvwdk | @R pomprisss agignatiee desstopsesmpognste 102 at which a user

.04 Wit ' rf ace.equi 6. Th .
08B AR B 8 LSRR URIEP % Wb
geeat, darsanpld, b skoiitnatt2k Al aietworkOThE uste (edt 3pewn) ddvelops a
‘gai%gdi date signature 114 is transm tted fromthe

Hate i gnaiG EapseseRiing Beattack fopovalention ith the glisclased fpghniques
i i W : hel Aent
ol SRER oAt g RiE | G b oyl ARAIRENTOE TRE
de¥8lopmeht afsthe bandidutesigmdture As made axaopidancd w°h Andwh éechniques.
uns.one o re .eval yation al gorithns or exanpl e,
O Eprd b Refeitatae a7y s i G emutie
$ABRpARhECntB182 W ordpifling systems (or computing sub-systems) at client

networks/client workstations 110a, 110b, 110c, 110d, 110e over a network 108 such as

the internet. As an example, ISP A 110a runs one or more evaluation algorithms (for
example, the algorithms of Figure 2 discussed below) on the candidate signature 114
and returns a result 116 of whether the candidate signature 114 is a good signature or
not. In the example of Figure 1, IPS A 110a returns the result 116 that the candidate
signature is a good signature as it interferes with little or no traffic in the computing
system of ISP A 110a. In the illustrated example, ISP X 110d runs the same algorithms
with respect to trace traffic in computing system 110d, but ISP X 110d returns a result
118 that the candidate signature is not a good signature for computing system 110d
when the signature interferes with “good” traffic in the computing system In this
example, running of the algorithms of Figure 2 at ISPX 110d indicates false positives in

the system, meaning that an occurrence of the candidate signature in the legitimate data
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and returns a result 116 of whether the candi date
signature 114 is a good signature or not. In the

wex@spdaonf Figure 1, IPS A 110a returns the reSUBG2004/600040

that the candidate signature is a good signature as it
interferes with little or no graffic in the conputing
systemof ISP A 110a. In the illustrated exanple, |SP

(Gorkt O B AR B0l ARl Bt REREG Ry By WP bk
wetldroasseadengd-wif-serv 8 to hgtodt hefficandi dat e si gnature is

not a good signature for conputing system HOd when the
signature interferes with "good"” traffic in the

Aﬁ&%ﬁifeﬁg, rfeﬁ?élggﬁ\do@kﬁﬁio‘ﬁs @}%@ 1@b, 110611108 1a0e ]ttﬂa'ﬁsmit data

algorithms o igure 2 at HOd i ndi cates fal se

potiining tostraffictim thespbw erkiwarksigtiongo sigagtusmdeyetopmteahesntisf 102 for

% R ShERERLT G5 RSP A AR ron o

&dtg patdiniag it trhiffRt maeborbe Kctaglutatfic &udor, alternatively, a representation
deni al -of -service to "good" traffic. Alternatively,

therepbwidyeddisiog taehnimss ficgloseddisTein qydn appdicrnptivggmanner.
transmt data pertaining to traffic in the

net wor k/ wor kst ati on to signature devel opnent centre

A2 fiirthier talternetied, tiat traffic afay hh enandodidda tad‘disingfnaedrfeshtion across

e run on_user t ppar at 104. The data. .
b6 eI RGP LR e ey e L0 sEa0utars 4 e foghq fog g pticuta
Qlstordr! R CHAH vl adiee @ shRRPRRBAGAS bPRAILHREEEs. $RfweV8d due to
usi ng techni ques disclosed heréin, or in an )
pifivasy isstiespospihineustorss may desiteeithert toanm thei avaluatipe process
raffic be nitored in_a "distributed. f [.on
eSS a8 RO RS eBlpst afegtraodtiy Gt AThk R, he
4d20raap Bf tHersystal depBfistondiot @pleSént@iveahé trefficgfortion is.
custoner, it could guarantee a small percentage of
fal se positives. However, due to privacy issues
RS RRI R HELETRY TonFRfoalchorkl biBled Al ot raes depend on
tr&fific parerhatlh \vedep oo téteymiod that & sipnathfe is usdble, thapparaise,

th f th t d d h
PRl SBinEdbT s dehaities Hies KEOBsHer ohiraiae OEdederspbas¥Pes
FRHRImYR, Mlefrﬁéreq}(fhﬁ@{h@ @&sté}ﬁtc%}ﬁi‘e% fHEHAYUS Set MRSk, the higher the

positives rates depend on traffic patterns. In order
canfidencerwillite thitghe given gignatureecan bessfght deplaygd appat: at us
I mpl ementing these techni ques uses know edge of
traffic of the target network. Furthernore, the nore

Forad dibén EQidaVesdiSiBEaPhé! feRBnifj¢ cHdeRs forlafl @tcuifdnd®tatch of the
t he hi gher the confidence will be that the given

eAngislate pignagern ibthedadex] file grpptseyidns @affia gehich is known to be legitimate
traffic. By counting the number of matches it can derive a score for the signature. If that
score is high (e.g. low false positive rate) it means that the candidate signature can be
safely deployed on the target network. If the score is low (e.g. high false positive rate) it
means that target network can expect legitimate traffic with the same or similar traffic
characteristics as that of an attack. If the candidate signature were to be deployed on the

target network, then Denial of Service (DOS) would probably result.
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For a given candi date signature one techni que checks
for an occurrence/ match of the candidate signature in
wao b@sioymdex file representing traffic which i s RODSG2008000040
be legitimate traffic. By counting the nunber of
matches it can derive a scoreyfor the signature. |f
that score is high (e. g IOM/faIse positive rate) it

as

TR B0 o, PRLLATOE BRI iR SELE P, 100a
;(r&v@ed traffic tlﬁaal1$mqsmsiotbe\mtaclafreé Othervasmibe sysi¢emicanigegtroduce an
netvvork can ect itimte traffic with.the sa

Slpnen e AR sleartith Pt Foed Senacimovisn if ARy L ievid be
Slafetbta@ andl date signature were to be depl oyed on the
target  nétwork, then Denial of Service (DOS) woul d
probably result. Therefore, best results widl likely be

G Bt Par s R R ThlesThesal Bep e LD PPniaues o wonk

SatibaEtH B tHeltechidiies FhaQd b fariklg lig e atesvalttadiic ¢dit@ut1ng
candi date signhature is not a good_signature when

systami/mejwork s |adW§@tySf9%h<t% peRed-djowaiee this meknt o raffic, for
B SO S S AR bt s

ﬁiimmlt df forke nathbyt dvau eonsideig th@pﬁoceﬂsfngdaljrdﬁmsuch a volume of

ﬁp g'{;:plsg \l%\;tégrmt]{]qéy\qr S rrpage% {I\A%r;]/t v wUlLPeh ?rﬁélpmgnted in
it ?}é‘ﬁeﬂv&%@ §3.) 9\?5‘&1 ﬁ?\hhé’fb rbSess tHigBkdeYsivE MALTRLWT tiaffit, the use

iTes a tremendous amount of stor age Wi thout even
afensndixingappréneh o mpesssitribe baffwan tl%@Tﬁth vompwiEng f

o a%‘{)’g’{r}éﬁs&bé %Erﬂtéq?%}rﬁﬂr‘%ﬁhﬁ?en %gs eé:rgwdg lé%%g'nlflcant

AVodn Raviifegs.t 0 process this excesswe armunt of
trafgfl c, the use of an indexing approach to represent
the traffic in the or each conputing system network
a

Ag&ﬁo%ﬁyaa ﬁisétriﬂu?&fc %}%?& gg%aﬁ%l 1§{ ];leerfé%%‘ﬂ;{évg&%%é fodes of the
d}\dﬁbhﬂea Iiiaﬂvxl'ch‘k s@relbmly mlpbbticﬁfbfah@traﬁmmf iy customers and then

i npl enent ed where the nodes of the distributed network
coopeiatedavplidets 3 signaiNiof the traffic of the customers

RGdrd r%q‘@v@t%qﬂgﬁétze a bR MYvE AR ofhe | g TsH Bachmghéy & nBe
now igure

broad overvi ew of the disclosed
pre\zidad dﬂE&SpBGﬁm the exdmiglary tqthmiqee aief dissisesfd intgeeater detail, but

gltlre pro dtese i Hgéfuqlus%%n%r?r og Hhet6S S}1111c(1jue>|s n greater detail,

The process 200 starts at step 202. The candidate signature for evaluation is loaded at
step 208. In a separate or prior process, a pre-determined type of traffic is identified at
step 204 and a candidate signature representing that class of traffic is developed at step
206 . In the example of Figure 2, the candidate signature represents a security attack on
the computing system and the evaluation is made to determine the suitability of the
candidate signature representing that attack for deployment on a target network. If the
evaluation determines the candidate signature is not a good signature — e.g. it would
interfere with legitimate traffic in the network/computing system — then the signature is

not deployed for a security patch/update.
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Figure 2 provides a useful summary of the techniques.
The process 200 starts at step 202. The candi date

wee@easuse for evaluation is | oaded at step 20BCT/5G2088/000040

separate or prior process, a pre-determ ned type of
traffic is identified at step8204 and a candi date
signature representing that class of traffic is

day ehohiede slonstiRRep@fenting thel ABcIE 6T t8hn E{rﬂtﬁtﬁ)n%l%(orithm at

the candidate signature represents a security attac
éwpﬂﬂ& fébﬁmﬁ-l%gn sryl@tc @ﬂﬁ @ntesmmgmlmc pbwaffic imade to

r epr ese Pﬁtﬁﬁt Sﬁ’yﬂtehlai? 0 tfhe %Fﬁ%%%goaft fn” &g%gg(r%lm is

dedcvibedin Ihf)retdmlax/ﬁlh nﬂpeootb Ei@ﬁ&@ Mo OsT & Qﬁ&dcbldfﬁkﬁ process, the

nature i s no nature - I'd
Frﬁ‘?f‘e?ffsg%’ fi'mtwo S<é§ﬂf? 16 ﬁ%&ﬂiﬁl ligersrarfgqi at step i!ﬁ)eand the mdex file is created
BEGPS 1 fop TN sy 21 £

ep&gyed for agsfmécszu?ltyn%has‘{%% ?&Sé can éiﬁ%aﬂootelowwuh
sisperdtaFguresPriedent i ng t he attack IS Ioaded to an

eval uation algorithmat step 208. At step 214, an

index file representing a volume of traffic in a

Aekep 26 CRE A &Y Fneed éodl&aéiﬁéuh Rnffag u?t\h@hﬁ@e%d A0 for
algorithm This al gorithmis ‘described in nore detal
aralpatiog ob éhe capdidpiegignatire Atstep.218na detsepiantioneofowheshérdhe

P

. . mle network traffic data i
PLREESS s gtelre of 2502 BRI oRROH BB 0 adsSipbiagBe
edreljdad Agdamirelioagbdilsigiatat Ape gikfatulhsy Bé 86867ed td a customer at

nmore detail below with respect to_ Figures

des ed in

gep %5% o Ape 2roprly, Patohiindate it dha @istomps stsystem; & the signature is
{

g?@%ﬁ%g&g%c# é{) gg tﬁ gBSI : %étﬂrreey ﬁ?&&t leﬁdégzgtg _sllgngtglfe £'63liYMiyBaded

fheaealysinat stem226 Iishstdpeion is‘fellowexﬂiithiapmcads dous ir@undsteps 216,

nature or not on determ nation the
%ﬁ%‘ig?@a@ e it s oG AR o PG Db ghhsRivesss ends
feyep@4depl oyed to a customer at step 222 for use in a

security patch/update of the custoner's system |f the
signature is determ ned not to be a good signature, a

t t.| ly | d . .
R o0 BaB 1AL ek BN b RAREER! v eternc
mrEiglﬁﬁSB The @ﬁpawtmdy B¢ 85 14 tfeateZab@/orBafld uphag ifdex Ik €
ghature is deployed to a custonmer at step 222. The

rﬁp@é%tgglgéh&agaf&c @ﬁ@ﬁtmh/comﬁutawms for definition

of an index in the index file is now described wth
reference

The apparatus 300 for defining an index in an index file representing a volume of traffic

=

in a computing system comprises a data processing module 302. Data processing
module 302 comprises write module 304 which, in turn, comprises index definition
module 306 and record definition module 308. Data processing module 302 also

comprises data sequence analysis module 310 and segmentation module 312.

Alternatively, data processing module 302 is configured itself to perform the index
definition and record definition functions of write module 304, along with the data

sequence analysis 310 and segmentation 312.
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to Figure 3. The apparatus may be used to create
and/or build up an index file representing the traffic

wW@R008/09mP8vOr k/ conputi ng system The appar at us BODSGZN8/000040

defining an index in an index file representing a

volunme of traffic in a conmputigng system conpri ses a

data processi ng nodul e 302. Data processing nodul e 302

AR I B Saltefriatifc, TG WE rodQits B, 06, 308, YO, B12CHERENIERS! as

i ndex definition nodul e 306 and record definition

papatAte sBod-alemetmo@Hesceishin apparaius B0.302 al so conpri ses

data sequence anal ysis nodul e 310 and segnentation

nodul e 312. Alternatively, data processi ng nodul e 302
Apparatiki300aBd cotpelsés hempgrFlaradniifged al@yredefffie fbifhe network
and record_ _definition functions of wite nodul e 304,

iy meexile MR REHiRNAD 0ot jpspestivaly. Apppratus 300 also
' o fdr I j '
CORFRAL AR S sl HORIRI L0 Yemefli S 316
Oppanalyemoduleri@Oas anmpneoiup@snedildi n appar at us 300.
Appar atus 300 al so conprises nenory 314 configured to
store traffic fromthe network and the index file in

AE KRN Ye Mdistrated Oflsta Brbles §i'-2f%§n6cﬁﬁ@ 864/invgk Meﬁrﬁﬁ&?frﬁ:gﬂf‘fflé 03%@ Uefines

al so conprises nodul e for receiving the tra

froindex by hgénden fie Ab%.yIbg indexTogresiOpts torvatraffic datacsateen8e Of the

j ni - dul.e. i be illustrate

{3 of BRHLCAIG Bl RGN B icRalt Sckpont ep iR irtess
dignen @ Sirstpatansieer dffthd theffit daRXsedidne HlBfirsf RRotd@6Kshown in
correspaonds to a traffic data sequence of the vol une

. . . . . |

Biguser Jof indes fe 3 Hln ops Herlswepigtion dis wdgoorpted/defined for the

J Nt i . i t . f .
(L Aokl TR o R BT ool A PR 1Bbrd Qfpises
irfqymatoB pbait theniddex fnd/@ tBd Bafficrlacieeqienetenent at i on,
the index created/defined for the traffic data
sequence corresponds with the first record; that is,
bhe Pf‘dc@§§ing £6801 300/ MRfal se§Rnbd LHIPRL iInPRuIRRIY UeleRRink H 4 BiXst
and/or the traffic data Sequence. Data processing
rasaineter OR¢ traffic dabaysegnense analfipstipaclay dumber3dfGhe traffic data

rm a first r.a r of .the.traffic ta.
0T ofbeer L rBRUERBY eoRbarifion Rotip aPR s te fir
eketenader BBthe tRFRCQHS tdddeBedh R $R2ICHAQN6 Holvinth Figike 3) of
Jmodul. e 308 defines the first packet number of the
ipdexfled18at a sequence in the first record (not shown
in Figure 3) of

Data processing module 302/data sequence analysis module 310 determines a sequence
position of the traffic data sequence within the first packet. Data processing module

302/record definition module 308 defines the sequence position in the first record of the
index file 318. Thus, in this example, the apparatus 300 defines two record fields of the

record for the packet number and the position within the packet respectively.

Data processing module 302/record definition module 308 also defines a second packet
parameter of the traffic data sequence with respect to a second packet of the traffic data

sequence in a second record of the index file 318.
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index file 318. Data processing nodul e 302/ data

sequence anal ysis nodul e 310 determ nes a sequence
weomsnyTum of the traffic data sequence wi thi n PEESEGE2008000040

packet. Data processing nodul e 302/ record definition

nodul e 308 defines the sequenge position in the first

record of the index fi | e 318. Thus, in this exanple,

1*3'1] (?ea%glmﬁt:ﬂ it QQ rrEa ﬁt‘ﬁ@lo‘kﬁ SO Herthilido@lle t3'1‘@ segments the

record for the nber and the position with
ttdfific pate ka;uenqufeth@ iate Itxyxfﬁdjat%supfscqmcm@ el a¢®len068) of pre-

R e b B e Y A 4 eSS (NOpR L e ndex

ﬁl@%@@fdr dnl o nfeRs BNBoRAslkakq@inctdle traffic data
sequence in a second recor% of the index file 318. For

reasons which will be made apparent bel ow, .

SERTETL 5P R FFRIER iy W Gt

Kipure Yl Bragegu0gests adf#o rI&aﬂﬂﬁtdatarﬁ lioeisl ldada@ irlto memory 314 at step
Segnent ation npdul e 312 al so creates re %3&%@ e i ndex

4% fhep Aoz PP@‘ICEO%@S “P@ﬁc dteS Wy s gV m memory 314 for
ﬁeﬂyﬁgk%%%? S tho 199??&%1}%&0@@ AP hi®h-byte sub-
now

ap arat us escribed wt efer nce to
sléqvgances 4\ fifdt md:)gtaﬁseqmlcs isdoadeddor a@ysisTatatepi 4l 0datas @ulexed at

i nto nenor 14 I St 404. At
e B MoSesP e SosqRR it miobuf B, B Eggecrivea
\ﬂﬁmfé‘reﬁé%"to FoguréNahe6. %atf\bro%&é%ﬁlg"rﬁgdulé 80MRHoad H&fthition module
nodul e 312 segnents the packet into n-byte

wwéqcseth@ eerorgifor jthesinder. kzs\}tstepéée}u@ fetermisatiomnigapadeds to whether

I TR TR
s3Q@encd Maded &t UGSAI0 D @CH the lla@t segienc@o de tanallysagiy) theq)r&eam thops

6. Data processing nmpdul e 302/ record definition nodul e
sonsinidl e uoil R OR TEAAS Rt iyt BBRE Spavence

tﬂg g0 ﬁh%tﬂe xéﬂa dg sfég 4&? e\/‘ﬁ@é flatf(;hels Rid¥ 1€ to whether the

uence |n at ste ast sequence in
;tabbetnéudeétat stbﬂi 4@6 tsyheelastqmaleet(fer mmsd Ifanomstmpketd @reite be

q’fw%iyagrl"%pb?n%%ssiﬁ peannies San 306,405 Tk 112 24808 Rl 4

rARSRioh Rofhaldat ﬁFf)adRet@fﬁﬁe BRAUBAKSed s¥tdriehiBRfie@hrocess ends

been i ndexed. At step 416, a determi nation is nade
astepdlﬁhet her the packet |oaded at step 406 is the

| ast packet for analysis. If nore packets are to be
anal ysed the process | oops around step 406, 408, 410,

PeZsegthbitaBbil oflhB pHEMetd indd the n-byte sequences of the process of Figure 4 are
illustrated in greater detail in Figure 5. A first packet 500 comprises an Ethernet header
502, IP-TCP headers 504 and bytes 506a, 506b,..., 506n of payload 506. Segmentation
module 312 of apparatus 300 segments the payload 506 into a series 508 of 3-byte

sequences (or “sub-sequences”) 510. Each of the 3-byte sequences 510 comprises bytes
512a, 512b, 512c..., etc. In the alternative, segmentation module 312 segments payload
506 into a series 514 of 4-byte sequences 516. Each 4-byte sequence 516 comprises
bytes 518a, 518b, 518¢, and 518d.
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determ nation is made that all packets have been
anal ysed after which the process ends at step 418. The

waegseotiag i on of the packets into the n-byte SPOUSGLIOS/000040

of the process of Figure 4 are illustrated in greater

detail in Figure 5. A first pgHcket 500 conprises an

Et hernet header 502, | P-TCP headers 504 and bytes

5‘9@ ﬁ)de)%i(ﬁ ny the n—byt@@ ehée NAHAAY 0P Purde WRIW Alus@ited in greater

nodul e paratus 300 segnents the payl oad 506

fetaid wathsremegtgto rgﬁ 4n pydes fg@g(@@mgls@@a series 602 of indices 602a,
b- e S. uence

g%r I%g)gﬁl E‘i&e 1n21%)&é(92 5 1,2@2 Eléb%sés gﬁ%)ﬁecfulegc? L ﬁe356j()gfa,

ad4ts 604i. iBaeh of g iRditRtg0QRrdmciniex @f Zhesegiie dhs se@wne@d as
506 into a series 514 of 4- bége se uences 516. Eac
@@f&f’@é’yéjéﬁﬁﬁﬁ%%&@m@&}?p}qzéé Aiptiedionmedule 306, Fmestemple itis

41% tﬁ%%&%& RgEx 'c&ges%t) ust ; a}kf E@qu@ﬁ&u%QE’eSﬂf ofthé P'afflc data

Figure 4 1s ROW L T reater deta
vaqubnaeed fégitre 6 0AFsq wneat®ve Atatd pmeessmglmocﬁlmm(mwpmndsbﬁmtmn

ol 108 s20 e frs s he e ElaiA Sogiticn in Myl fegard 606.
& tel%(ﬁ%%a ]Et?’??gt J)aEﬁﬁé’telocﬁf thd)@afiH @Qlaﬁaes%g@&%e & d“efﬁ@d hi‘g EiXst

ata sequences) as defined
pa@@@yynbﬁg ofrtheiraéligdata sm@nced efhytﬁ sequq:ncnom es md in packet
t hat

g%q Wg%&ggpaasdkf:t nUéntgarﬁ élata Jo s cieess;llég( ranogé% (}Ogﬁ‘e%oﬁ% definition module

B0ddfines das firss aatfienke Lfjudrcg pifnfeter Ay vagingaHis ta/f@ st record
dat a processi ng nodul e 302/ record definition nodul e

a¥pindadsxfale 690fin pemopy3 hdlaky segrencg anglysis mogduletlg also
?&&&iﬁﬂ&ethé Qec{u@ﬁce];éorsﬁ{?n lof ‘fl%rrﬂagtgg (ﬁdeﬂcé Rixg Wh@ firdtHacket

I rst parane a sequence 1s
gleff wried tlas tcaref:mrdsﬂ()6 MGideK fﬂmﬁﬂﬁain mémbﬂyéB 1¢r Bf the exatapla of Figure

S\ﬁﬁuence - g ce "exa" L @ggi(%gac et 500
FaEicsmoRbion B e ng bopitp itk b Buet ohyRagleseatence
GOV &, C%yteok@&méﬁbé Qi WPkt 5108 dqfddne ﬁoshﬁbr? 15 fh%tpa load 506
trafflc data Sequence paraneter by witing this to %e

¢fi pasket 590 0Addig0allyn apmd%us $GQ mapolrough d@tﬁﬂcqpeaqmanabesimodule

n a 3 al so deferm
SEREEEo BRGSO b e
deqBericevath R8sdcelo aaswoﬂar pdckét ih Risécdnd re@s@608 6Pfheqhdex file 600.
index file 600 in nenory 314. In the exanple of Figure

6, the sequence position defines the position within

ThE éﬁ%‘i&&f f11%f6{)b tﬁ?ay%e%zgec%% 1@3818&'1?95‘: 14 ) n%ﬁd% getﬂled%y%b%atus 300

sequence "exa positro
drtdestqragy irnnpaltibOn318 of memory 314.

Broadly speaking, in the “offline” phase algorithm 400 is able to index every n-byte
sequence appearing in the traffic captured/transmitted by a customer from its network.
For every appearance of each n-byte sequence a six-byte record is kept: four bytes for
the packet number in which the sequence was found (e.g. the packet number defining
the order in which the packets are received at apparatus 300) and two bytes for the
position of the n-byte sequence within the packet. Thus, an advantage the algorithm of
Figure 4 is that it is necessary only to retrieve the information stored on the index,

eliminating the need to perform a search on (or other manipulation of) the captured
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of packet 500. Additionally, apparatus 300 may,

t hrough data sequence anal ysis nodul e 310 and record
waledosidtivon nodul e 308, define a second par aneP€r/S©1008/000040

the traffic data sequence with respect to a second

packet in a second record 6082of the index file 600.

Thus an index file 600 nay be nmade up indices and

taBEOHSr. FRhd @l?éjmpé’ ofBiRRRMAG M08 A PRGusice kBshll Nreferably, be as

partition 318 menory 314. Broadly speaking, in the

litthd 44 pqssblepﬁasecraasgcg e inbomagionsioged for prrbeiedesrse 5 reduced

PR RREEY, PR AR B e, .25

ihfEes¥EEtaRA lbﬁﬁéa%ﬁqﬁ’ddifls savelal melgybres@suuatiagad GB input trace)
S|x-byte record is kept: four bytes fof, .the packet

Ghoebiag 4ias tnpRcBHDdeFC W ReQrds.dih 3 (BAIEES- ¢ he

packet nunber defining the order in which the packets

are received at apparatus 300) and two bytes for the

Inosat¢ Irhpiameﬁtatihﬁ‘, appixytus 36@ stoersche indides 6024 éOblacléQEm in memory

Thus, an the al gorithm of . Fi gure

318, 14 induadsinpbiinsntensa G5Y pavhe tariy 74 G Pt i eired to by
thid 5’&1&% ﬂ?&és@&edcﬂgé‘d(wﬁﬁ ldBleR&d foFghrRe7 ‘?@9d to performa
searc or other manipulation of) the

capturedtrafflc itself. Thus, the size of information

AR I A AP Srb s
sBAfafrS RPUeBEEnd & preaibigfihddullast betraffitien compheag eysas is

to be indexed |ncreases For exanpl e, choosi n&zl as n,
ifeswratadd The gpnﬂr@u% 7heqmprisgs 2 daa Progesting module R memory 716

%anc%u?g7 éX con alhggga%‘lew r gg%e:’g%% 1{1@%%{51?%%@8%2

A;spa.@mas TOQHIﬁfTﬁimI&ﬁSeea,compmmoahmmiu’&i)méstannmltlﬁhalon/ﬂaggmg

di 602 602b. 4
&%ﬁlé 6, 20 SR medtle ABR. eans BRble D, et seadgf module
éﬁéar?t‘ﬁg 906 BthytR c%)iﬁ%uﬂ@d %}ldl BrBEAGAS %nd&?ectblﬂéﬁ@nn the

erence to Figu . Referring first to
fEncgmneht'y cmaduddsi 104706, 807 1Qn7182p|5 4 ar these7podiles may be

nggldu {‘Slesr%ﬂ‘?ﬁar[ee;and‘é\&ngfnng%?%Vl{ p%r% n%ﬁq ngasystem

is illustrated. The apparatus 700 conprises a data
processi ng nodul e 702, a nenory 716 and a nodul e 720,

Meprinoty 716 steres g)dgmﬁl@@ﬁ witich mray bp defingghin %W%PI}QG@SS '(such as

e RRRER T R P SR8 72 SRR e g
OISEIRG abnfrredapefoffdhe proceadf ﬁ’lgihmde é 710, and a
sequence nodul e

As noted, in this example, the candidate signature is a signature representing a security
attack on a computing system. The candidate signature comprises a signature data
sequence as will be described below. Data processing module 702/comparison module
704 compares the signature data sequence with entries in the index file 600 stored in
memory 716 and makes a determination as to whether the candidate signature satisfies
an evaluation criterion. In this example, data processing module 702/identification
module 706 determines whether the candidate signature satisfies the evaluation criterion

in dependence of whether the comparison of the signature data sequence with the entries
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714. Apparatus 700 may be configured for data
processing nodule to performthe functionality of

wor@slea9Iy 04, 706, 708, 710, 712, 714 or thesePCDEGLO8/000040

may be provided as separate, stand-al one nodul es
wi thin apparatus 700. Menory 1316 stores index file 600
whi ch may be defined in a separate process (such as

#hBe e afesiIk affiodelrfends ofhe sigas@tey/@&da bdifuetie in iReHdi8me of
720. Alternatively the apparatus 700 is_al so

eaffici Dup pepcessinmmpdilen/ P ecgmeptation raeduts 40F segmenisghe signature
. . | . ; ; iy .

07 et s DO g0 S ) A o) wit

RepRutd indicsyiattaerinddh Glecandildetdesaibgd dn moee deaipbélses Data

si gnat ure dat equence as Wl | be described belo
PIRFSHE ﬂ&?%ﬁmoéul?di%?ﬂ% indiess TR d6 lgd%tile%o
&gfgg Ritnd BRubsERRhesOf 4 EorR B ARG e Yhdnle. U difiGilly Nread
t he ﬁ%defgfiPes6 0 sfored ?% menory %@% a%d né&es Z -
ulethele il O sgaide recasistof thereadhimdiceie candi dat e si gnature
satisfies an evaluation criterion. In this exanple,
data processing nodul e 702/identification nodule 706

DefagirdcBise Waake g2k MatiEaRHndAs®11S TON RieHfifesSedddnsihb® Secord
the evaluation criterion in dependence of whether_the

puapeler apengst rechrsls syhigheltaye beemtead b gepdat modpler 1PHia one
lesihn t ' [ f

e e Y e e S
pluadiessf the rovoctisl Thif (dessediraaintiai roferenatu|Riguf®8. segnment s
the signature data sequence of the candi date signature

i nto sub-sequences (n-byte sequences) with respect to
6 B bRdRifib] ' bR 7DD s
AP BB et PR Rtaf s g8 e BELARE OB
moduik § 17 détereiads whetliertbs récouinbahiagianpenmén feso@@rameter

corresponding to sub- uences of the,signature data
kIR osdtdy bl sRait R P iAo TR Fe B dse
SterniiBatloRast whatles &R se?én@e Bf REGVS cHFedPBAE 1 the subsequence of the
702/identification nodule 706 identifies a conmon

¢aadisiate spgnaturet er anongst records whi ch have been read

by reader nodule 710. In one inplenentation, the

common record paraneter is a conmon packet nunber for

A pbessatlbw of operutien 6100 bptaratihbBFigsredeis cesdabdd w ddtail on Figure
reference to Figure 9. Also as. described in m)r(fa L.
Sekhginrogess &p(bﬂpxgs ¥ step08 a&%&?@@&ﬁr@ﬂﬁlﬂa@ signature for evaluation is
ELRULBOR. RDALS Bod] gé%ﬂ%ﬁfdﬂ 6514768 BefmdnfthE €AiRfidie

ving a conmmon recor aranete
signature into n-byte sequences (sub-sequences) corresponding to indices in the index

file. This may mean that the candidate signature is segmented into sequences which are
to be found in the index and/or the candidate signature is segmented into sequences of
the same length as the indices (i.e. having the same number n of bytes in the n-byte
sequence). At step 810, reader module 710 reads indices from the index file 600 for the
n-byte sequences created by step 806. At step 812, reader module 710 reads the records
for the indices from index file 600. At step 814, identification module 706 identifies the
indices with a common record parameter which, in the present example, is common
packet numbers. At step 816, sequence module 714 determines whether the indices

having a common packet number define a sequence. If the records of the indices do not
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conprise a sequence of records. In the inplenentation
descri bed below, this is a determ nation of whether

wo besseraence of records corresponds to the SUPGESGENEE00040
of the candi date signature. A process flow of
operation of the apparatus ofi4Figure 7 is described in
detail on Figure 8. The process 800 starts at step 802

c?effh@ b sheéjue%e e R iRk @at%gﬂ@tnumepat:@ét nRMdkERIbARdIabstep 824
| oaded at step 804. At step 806, ment ati on nodul e

a‘n@&hs@@d@h stsp 8he Whernl2 d@tpremgatgmatbeirt ¢ 4G repipisequence is made

%p%ﬂge&ﬂ%g PP AT Hrggé:ﬁegs Oglér“alilﬁ? 'agfﬁ%g aé g-;dﬂthg SS1uk of

t&alfﬂa & Mhde dtSteper] Bel%lﬁmmgi ti0s, aesiee l@@&lppdn'amb 760 detieomines
found in the i ndex and/or the candid ghature is

e

whatharribe lesi packetwibenbessbesh r¢aRe e I’é’ﬁdil%PI%CSls ops around

GRS of bytes in the
S, 8, o B S, e 710 1 eads
|nd|ces fron1the i ndex flle 600 for the n-byte
sequenges . cre ed b ste 06.. At . step.812, reader ..

Wb “ ok gooed R Bty gied in the
1h5fé§§(arfd 1eBorf0) thl/éhy,sth@ Hld@éleé for tHe byt sudldeQiendBinhErforGhe

dentifies the indices wwth a cormmdbn record paraneter

mmemhof the sighafursrase eatitieved afk wiridved énfrraationds then analysed to find

AHERES9 5P B0 AL RS R 98t e

idgfémentaicie gl @1ieR of h firdt REbsegeace i inpaheal witkag rleg of a second
not defi ne a sequence t he next i ndex set_ for the next

syhesauengey rben: aflsin-byie aerords a¢ ehpckeditoddentifl dhase thag pave a
c%&rﬁﬁoﬁf%?cke ﬁ&tlﬁgtmc@ *{ 9&:&@ i fntsh;ﬁdw tHdGEmesahs thdfirst
sequente I's ma e at ‘step 8 8 ag of an occurrence
subsdduencei ig fiatndrie pakzkte&Asmdtpackﬁe Al does net appleamm thd records of the
traffic i s, made at oW n

818. _Fo
520 B 6o Gphrei Eou e finer e Hoig fle sBing Bpcket
Cp(ﬁﬁﬁmg’ aRLHEaRENs ‘aet%fiﬁme infheflRt thelyhie B DegBSnck OB RS the
around steps 816, 818, 820, 824 until the process ends
st ImtleptBEGis aTbensd sahieg “mk¢tn°epoq@mg8” pherf Ge pigorithm checks to

RIS 00 R R R v

&c&ﬂt@fo‘hﬁb tIRROIHE FeBfd fBé sefc@ﬁmrtdbg ipetetiasdugafnst the 1ndex of the
8nature are retrieved. The retrieved informatio

thivd subseanspse in erder folacgied kel Trrckti/e Rosfion B+2” and So on. If the
cﬁ%@kssaerg g@&?%ﬁ'ulaargeto ftl?e{‘ﬁ%ﬁe;@&fjtha &t §ub9&ﬁin [C"&é) ﬂrce{l%lrﬁ?tch in packet A

acen enentat| on, ex o I rst
aqbsﬁqu@nsakmﬂﬁemnpared wi th an index of a second

The analysis, identification and sequence determination process steps 810, 812, 814 and

816 are now described in greater detail with respect to Figure 9.

Figure 9 illustrates traffic data sequences 900a, 900b, 900c. For example, first traffic
data sequence 900a comprises a sequence 902a of bytes as illustrated. Second traffic
data sequence 900b comprises a series 902b of bytes and third traffic data sequence

900c comprises a sequence 902c of bytes.
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subsequence. Then, all six-byte records are checked to
identify those that have a commobn packet nunber. For

wopmBasmes if a record of first index indicateRCT/RGL008/000040

the first subsequence is found in packet A and packet
A does not appear in the recokds of the second index,
then this record is dropped. For the records that have

Iridex $iden@0(anmkisenu sdress 60P 08 indicen 804 aedefiirdkedal athe process of
et erm ne ether  they are in a sequenge. If in the

id‘igPEFt ‘V-ifﬂa%ﬁ%ﬁ@?fé i§ asegies @ALpidrecergs AymPRsiR% Bcowds 606, 608, 610

BGHH Y IE | . ' i<l defi -

DO oo Dot MR TR0 i G o

bis isequenceSiexs” 604 isfoerd ia firgqacketio®04 aithe first @nsitibe Record 608

f th d.i [ heck inst. the..
GRS Bl e SpR AR BE R ko Pk B °f B4 gty record
6 EX@dfThes HA€ kibx 80P RSolihdm tBitd Ea@_@dw@: 2 ?)aclieft pbdifon 1. Also as
checks are successful up to the index of the | ast

dlypsatediracerds 6 Rend &1hillustiateh rgsperttelya that instszi90p ¢ikam™) és found
A R S T

now described in greater detail with respect to Figure
. Figure 9 jllustrates traffic data sequences 900a,
g‘?ﬁ?&ﬁn%’é’é’éé@‘iﬁé? 5@'&% @ndidate sjgnatusg PO CIEPESIAR SRaNERE 906 of
Blarfel RS $hiflsi ﬁé’tHl%rH?afd s%ag&cgfintgﬂ- e @?og%e&gences with respect

illustrated. Second traffic ‘data sequence
todngicéssiesheinder files FaOXianple, bhet ssgnasind datai sequancaf‘éxiact” is

dat 0 i SES.a S 902 f vy
SRR B T R oA e ol ” PRS- ghench 0B cxae
£4hias 3d8td @gdercd 008@Yactt, Mhe PERGLED I TTOF®R ffbm MNJSL file 600
illustrated is a series 605 of records conprisin

. e si ng L
the gt serprdsehld), cosrespanding ie thepipdichsb04fromabe indey file which, in

i t i i
GG 1 4,000 iy It RARHREEL A T
idefifieatthd subsdtiof s¢copd3 1Rifym tHaggouslo6@8orde Dl M adidhitak a common
X 604 is, also found in second packet 9

i nd 00b at
gﬁg@ﬁw‘?}eﬁ 18 thigirpgprd A cemmpnepeked apmbes “th I_iﬁsiia%i)ﬁee that the n-
m%&gg&%elh Bf EqHdi i@ re 999 %ﬁegitogﬁ(gﬁiéfgorﬁﬁ%i&?h&&t Of the traffic

[ | ustrated Tecords trates,
dagssindexadvaatl yepreseatedi ydedexfile 600 xSaylipndisg frodnid 714 determines

et, 900a a ositipn 2 and d k 900b at
RGeSk P 3 st 2L 705 n S35 Blnep apaheice module
detegimaded teat Wdre6SHAP FiirSin 6B NaS R RO Yo O WA® RleBifcation of an
segnents this signature data sequence into n-byte

cghrensq of Heeandjdets detsssignature sequence within the volume of traffic is
identified.

An evaluation of the techniques disclosed is performed by validating the signatures
found on Snort, a popular intrusion detection system, on a trace containing 3 Gbytes of
captured traffic. The results for 3- and 4-byte sequences are summarised in Figure 10.
For almost 95% patterns tested, the techniques achieve sub-second search time. The
preliminary results also indicate that hotspots presented in the remaining 5% of patterns
are one to two orders of magnitude more effective than traditional linear searches. The

dominant cost of the approach is the size of the indices retrieved. The size of each index
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toindices in the index file. For exanple, the
signature data sequence "exact" is segnented into
wo p0osH939byt e sequence 908a "exa", second 3- byPE&I/SG2008/000040
sequence 908b 'xac" and third 3-byte sequence 908c
"act". The reader nodul e 71016 eads fromindex file 600
the group of records 910 corresponding to the indices
QA of B fs Peesedetn FighRe M Boh trades tatitiin 30GBY®RS poastaLt 0
3-byte sequences 908a, 908b, 908c. ldentification
FORIH.avehoece isl o teibs fapsuree éursmﬁa%mrtaéfrmrre@ag a%d leazlr MRynis a trace

e R

althduehl tHE Mak fnin@ s vhlatredches l’thbgztes dqaumm pm’pu}:aa a@qudmee like

signature 904 are found in
CORRPRI Z9ERSONHLIBEF ChimpePe i RS iiﬁl ofdRngqy gayload, cach

iR i g&gg@%@rl{}%e 14 the fatd BdtBEVEINRS Wﬁ‘f{%‘@ﬁlgtarf@w kllobytes

recor ‘he sequence 3/1, and

fereto 8rGRytanaadegit deet:qxemed gwt titnetfor seerqhmgmid'germﬁe traces ls also

sequence tc did f
rsgg:fg)élafggﬁ rﬁgtctpgﬁ fa gggtflo&g{] €3 ogflg N& lesg@han

YM@)' fRorh RGod4® hakdeti sk rebidslalBodi $hd shemt tiché.ed. An
eval’'uation of the techniques disclosed is perfornmed by

validating the signatures found on Snort, a popul ar

ion detection s e :
F!&a;{yei r8f>mggrﬁol51rpuapqs$§/ Sé i va: Seeﬂrté gu (?atecgﬂﬁ@%ﬂks% signatures.
Kecbydifs BaHe aReSTeRERS snmmqm&edi asoond 80 seendOto Vatidate a signature
al nost 95% patterns tested, the t E [ rl_gleve
onuh? SbYiEh iraese Roing the same yalidatpr pitht F@LJ]P%@?PF? 1qpes ghe
aﬁoéb‘ii%%r?tt&ets Qﬁ}unhqtsépﬂdsfopg@%%Eﬁedpdsﬁbk%ﬁEﬁﬁa' ning 5%

terns are one to two orders of magnitude nore
effective than tradl t| onal | i near searches. The
donm nant . cost of oach is the size

Digtibuted sigature.yal ath-lh 8 e§ese<a.}r1t% ggxﬂp?r%set)?fvg}'y élﬂgkly get

fEéd%%@kq frbf (REiPSGAbRELs 'aBoﬁ'tEéJ{]@lhlﬂ-of Bednfidateod @t oo I‘ﬂéc&lcﬁlg this
Byt es of dat a. H webftrace is a trace captu

thhn ¢ine heoweeala mgrratwm iigfpund and\e seeprifrupdate iy tSﬁ%m@ated to the

withr ayl oad, Fo ot

U R A T
vaBagiisorkfe Madikee duanires teEpcplopmbdrapiiiy oatags dhtad;ees in order
consecutive zeros found | n JPEG images. In the ideal

to aedhice the statistic prehskilp R of B3¢ POSWIVES-i ndex is 500 to 900
bytes long. As the data retrieved fromdisk is only a

few kil obytes for the 3 (Bytes trace, it i s expected
Altidughitheatfore esamplehhmg tean Eoealwithe viewde gnalgsiaicsapayload of a

data packet, The same techniques can be applied to index header fields, such as IP

addresses or TCP/UDP ports.

It will be appreciated that the apparatus disclosed herein may be, say, one or more
computer apparatus. The various techniques disclosed may be implemented in

hardware, software or a combination thereof.



near one second. Either fetching a few Kil obytes or a
few Megabytes (e.g. less than 20MB) froma | ocal hard
waele®R/09AeRI res al nost the sane tinme. Finally, POF/SG2008/000040
conpari son purposes Snort was used to validate some of
its own signatures. According7to the neasurenents
Snort required around 80 seconds to validate a
W ANGY e @fte@ibdt RYARALIbE BfFbechAbagibEd By SAFBS example only and
val i dation with the disclosed techni ques the algorithm
thad rexiations um detail swy bednadsrwitows depariee ispmdhesririt and/or scope of
t(gtter&s.ctlstributed signature validation enables
e@ﬁ??‘§lé%ﬁsanies to very quickly get feedback from
their custoners about the quality of a candi date
signature reducing this way the tinme between a
signature is found and a security update is .
di ssenminated to the custoners. The hi gh performance
al gorithm enabl es the required checks for the
val i dation of the candi date signatures to be perforned
rapidly on large datasets, in order to reduce the
statistical probability of false positives. Although
t he above exanpl es have been given with a view to
anal ysis to a payload of a data packet, The sane
techni ques can be applied to i ndex header fields, such
as | P addresses or TCP/UDP ports. It will be
appreci ated that the apparatus disclosed herein may
be, say, one or nore conputer apparatus. The vari ous
techni ques di scl osed may be i nplenented i n hardware,
software or a conbination thereof.It wll be
appreci ated that the invention has been described by
way of exanple only and that variations in detail may
be nmade wi thout departure fromthe spirit and/ or scope
of the appended clains.C ains 1. Apparatus for
defining an index in an index file representing a
volune of traffic in a conputing system the apparatus
conprising a data processing nodule configured to
define the index, the index corresponding to a traffic
dat a sequence of the volune of traffic, and to define
a first paranmeter of the traffic data sequence in a
first record of the index file. 2. Apparatus according
to claim1, wherein the apparatus conprises a traffic
dat a
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sequence anal ysis nodul e configured to determ ne the
first paraneter of the traffic data sequence as a

wo peospopacket nunber of the traffic data sequePCESGL008000040

apparatus being configured to define the first packet
nunber in the first record. 318 Apparatus according to
claim2, wherein the traffic data sequence anal ysis
i@lgimse i s configured to determ ne a sequence position
of the traffic data sequence within the first packet,
t he apparatus being configured to define the sequence
ROSI U iAQPatafisfBEdd MRS ad REN B anAnd APRR At nARE 9 VHIRR of traffic
to any preceding claim erein the apparatus.Is
dbafogpRting systene flierapparaie comprigpiag kelatagpaocessing modfilet doafigured
.G, dat.a guence with respect t.o a second ket
b el P ABHAER Sotobnd il o e DS e of
taffiy add loadefibe aAlftayankinitierdE € HME dh@ sBqUEnBE BLLHFsPEEcord of the
cl ai wherei n the apparatus conprises a segnentation
Hﬁﬁﬁﬁﬁﬁconfigured to segnent the traffic data sequence
i nto subsequences of pre-determned length and to
create respective indices for the subsequences. 6.
Bppar aq)pa;ragxs @ocatding tb olamny, ?haemctg@ gppalrahslncoxﬁﬂsxﬁses a traffic data
appar at us. bei n urther configured to_ _evaluate a
é%ﬁawaﬂlnél-‘@s Q’F&“i? ‘éoq%@meéé% AetPrping the firstearapatenelthe traffic data
SdidceCls alffidf ﬁdcﬁet'rﬁhrﬂﬂ%?oﬁﬁgﬁgfﬂcr&@%ahﬁ{@e, tthg%. aratus being
candi date signature conprising a signature aP%
sadiguraskto dafine terfirstpmckid numpenicgbs firsgravodiil e i s
configured to: conpare the signature data sequence
with entries in the index file; and determ ne whet her
Bhe capgirdfkaccordingte!ERing 8t WhdrbBShatafiealatitdel@hce analysis
criterion.7. Apparatus for evaluating a candidate
mognlgs eenfigupadds determine 4 spquenge pesitiomelthe raffis data sequence
i C el ' h idate signature.. .

AR g i o E TR e A o 2B T L AR s N Rl Biion n
thefastatetgd.conpri ses a data processi ng nodul e
configured to: conpare the signature data sequence
with entries in an index file, the index file

epre . . .
A CAPPLA B NSl TP mbielln abl ORI AR i
eatfigufeidds dafinew sdcoad parkecpardmetenor tBe trAffpatatd sesjuence with respect
ccor di o clai r claim7, wherein the data !
Bl ik ofue e Bompr GisPldind Sae PRt e fie.
the candi date signature satisfies the evaluation

5. Apparatus according to any preceding claim, wherein the apparatus comprises a
segmentation module configured to segment the traffic data sequence into subsequences

of pre-determined length and to create respective indices for the subsequences.

6. Apparatus according to any preceding claim, the apparatus being further
configured to evaluate a candidate signature representing a pre-determined class of
traffic in the computing system, the candidate signature comprising a signature data
sequence, wherein the data processing module is configured to:

compare the signature data sequence with entries in the index file; and

determine whether the candidate signature satisfies an evaluation criterion.
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criterion in dependence of whether the conparison of
the signature data sequence with entries in the index

w0 2008/0911985)s an occurrence of the signature datBCT/SG2008/000040

sequence in the volune of traffic. 9. Apparatus
according to any of clainms 6190 8, wherein the

apparatus conprises a segnentation nodul e configured

7to s 9\3)??1% ustBEe AL Ucindaia sRRMMRNEBredéntin3® pre-determined
candi e sighature into subsequences w th respect to
clasglofteaffic in & bemputiewsykiene thel@ndidpissignatise eerapidnshg sigpature

daisrpAusared o Bt PARR SRS L At PR ARl Bt ghred to:
cor r gsRpRdithdsibRatGleRatiegnERE wath dnfitessh gn aidek dilelaheindex file

sequence. 11. paratus according to claim 10, wherein
rehesentingla wolugiecofiteffioinrthe computing sysise: @8Lor ds of t he

read d d@g%aheﬁ?er HPRRERLS AGEN geltﬂﬁeé th ﬂaﬁldﬁbﬁ Eriterion

Wherélle : ata processi ng I's configured 1's
configured to identify a conmon record paraneter

anongst records of the . read indices. 13. ar at us.
8ac c o FATDAETYSACEPIST t?ff“%é‘?réﬁ_lﬁff’t?gévsl’fﬁedﬁﬁlﬁﬁf?ga RSfpPing dodule
iﬁgo}?%f‘é&% dBRAH R WiRtihed BleSlallidhaGiddatire SARfiELER U uation

the conmon record parameter conprise a sequence
ceiferfordn dejsenddnceAfvatethed thefcodwhiisomef the signatese data spquence with

coBfisin PRSess E A bt TR bal B el e votome
JfRdey. the index corresponding to a data sequence of

the volune of traffic, and defining a first paraneter
of the data sequence in a first record of the index

file., 15. The t ho l.al t ;
Seompr RGP Ry R 4 8 R POkl Whuprises o
sE@REReEiH mbdula cpfifigiied ersapment the sigsatofe dataseluenderof thee
conmputing system the candi date signature, CB rdi sweg a
condjflate SizBayER W BIPSLERCES HE TFERa%H leé’ﬁﬁé jod %‘S@ ex e
conparing the signature data sequence with entries in

the index file; and flagging an occurrence of the

19l dppirtue adadrding e tlaim 8, wherelnghe eppargus fompriges pgeadigodule
c'f/_)\gﬁegltggggﬂ f%%?v 1%}% ﬁolalg&gﬁﬂﬁ?ﬁa% Eﬂé%ﬁ%@%@&%% gueosequences of the

signature data sequence.

11. Apparatus according to claim 10, wherein the read module is configured to read

records of the read indices.

12. Apparatus according to claim 11, wherein the data processing module is configured
is configured to identify a common record parameter amongst records of the read

indices.

13. Apparatus according to claim 12, wherein the apparatus comprises a sequence
module for determining the read records having the common record parameter comprise

a sequence of records.
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traffic in a conputing system the candidate signature

conprising a signature data sequence, the nethod
weowpldEbfg: conparing the signature data sequRCIRG08/M00040

entries in an index file, the index file representing

a volume of traffic in the gonputing system and

determ ni ng whet her the candi date signature satisfies

14N eXhdatd ke gﬁﬁ ec{l’ll iRfex than ifbXEIIB %br@sfelnﬁﬁg a%bRigneadTt traffic

i'ndeX in an in I'e representing a vol ume of
1ntar®ftripu¢1ng sysiern o ntethtgl csmgrl@mgubﬁn@gtth@ indepahaingsX of

any of . cl ai nmet h
mrﬁéqgeto§n;gaﬁ%§eapglcp@%§l@ \@WIP% 89 % ﬁegrﬁﬁﬁ{g}gg?st parameter
oﬁh@ﬁéta %é%&eh@é ful acﬁﬂsf‘re@or‘élQiT@hH index ﬁ},est e m usi ng the
apparatu any of clainms 7 to 13. 19. A conputer

program product havi ng conput er program code stored

ﬁg{ g‘?ﬁgmcf % rl%lfsple %gtwoa %rﬁle& @?ﬁ‘l@ﬁﬁh%g{"aiuitﬁ{)g a candidate

signature representing a pre- deterrmned class of traffic in the computing system the
candidate signature comprising a signature data sequence, the method comprising:
comparing the signature data sequence with entries in the index file; and

flagging an occurrence of the signature data sequence in the volume of traffic.

16. A method of evaluating a candidate signature representing a pre-determined class of
traffic in a computing system, the candidate signature comprising a signature data
sequence, the method comprising:

comparing the signature data sequence with entries in an index file, the index
file representing a volume of traffic in the computing system; and

determining whether the candidate signature satisfies an evaluation criterion.

17. A method of creating an index in an index file representing a volume of trafficin a

computing system using the apparatus of any of claims 1 to 6.

18. A method of evaluating a candidate signature representing a pre-determined class of

traffic in a computing system using the apparatus of any of claims 7 to 13.

19. A computer program product having computer program code stored thereon
comprising executable instructions for implementing the method of any of claims 14 to
18.



