UN- | NTERRUPTED VO P RADI O GATEWAY SERVI CES THROUGH
CLUSTERING Field of the Invention 5 The present
invention relates to a voice-over-internet nethod and
system Background of the Invention

Voi ce-Over-Internet protocol (VolP) is a nethod of 10
enabl i ng voi ce communi cations using the Internet as
the audio transport nedium All devices wanting to
participate in Vol P comunications need to be able to
be connected to the IP network. Since radios
typically do not have an IP network interface, a VolP
radio gateway 15 is used as an interface between the
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hi gher eiesding, audio decoding and call signaling. Audio
encoding is the process of converting the analog radio
20 signal to a digital form which can be transmitted in a
IP network. Audio decoding is the process of generating
the analog signal from digital audio packet received
from the IP network. Call signaling refers to the
control data being exchanged between the operator

25 console and the VoIP gateway to set up the radio call.

If the VoIP radio gateway fails, there will not be any
connectivity between the IP network and the radios. This
may not be a desirable situation for applications

30 requiring un-interrupted radio communications. One
approach to this problem is to design a VoIP radio
gateway with very low failure rate. This low level
failure-rate can-be-achieved-by-incorperating -redundant
hardware components. However, designing a gateway with

35 redundant hardware components will result in higher cost

of design and manufacturing. Apart from the higher cost




2 per gateway, this approach does' not address the

i ssue of survivability, in that the redundancies
built inwll still be lost if the entire gateway is
bei ng destroyed by a catastrophic event. 5 .

Summary of the Invention.The abject of the present
invention is to provide a nethod and apparatus. which
addr ess the above drawbacks, 10 The invention
provides 'a voice- over-Internet, system conprising: a
first gateway; a'second gateway renote fromthe flrst
gateway;, 15 a radio device for supplying a voice:
signal to the gateways; and a pr.ocessor for -
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the gateways; and
a procassor for communicatzng betwesn the
gateways to facilitate gelection of one of the gateways,
to transmlt the voice signal to the intermet ‘and then to
20 a voice-over-internet protocol user terminal, and for -
synchronlsing data between the gateways so that both
: gateways contain operatlonal data so that if
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Thus, accoxding to the invention, since the gateways ave

, remote f£rom one ancther, if one of the gateways should

30 suffer a catastrophic event and become unusable, the
other gateway can be used to supply the vclce signal
-over the internet to the user texminal. The selection
device can’ communicate with both gateways to determine -

. the status of the gateways and whether they are
35 operatlng and facilitate selection of. one of the '
. gateways to transmzt the signal.




35 operating and facilitate selection of. one of the
gateways to transmt the signal, 3 Preferably each
gateway has a radi o communi cation path connecting the
gateway. to'the internet. Preferably the. selection
devi ce conprises a processor S tsr Cc~anrma.n .ug
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‘and the r_onmuni cation path associ ated with that
~Cvatenv is therefore operating so that one of the -
gat eways can be selected for. %supplying the voice
"signal to the internet, 10 Preferably one of the
gateways is designated a master gateway and is
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' master gateway to determmne whether the master gateway
is operative and if not, switches communication betWegn

the radio device and the internet to the other gateway.

20 ' Preferably the processor is alsc for causing one of the
gétewéys to request all qperational data from the other
bf gateway'before ‘the other of the gateways assumes a
standby mode, ‘

25 Preferably the processor is for determining which of the
ggﬁeways'is t6 be an active gateway and supply the
communication by a virtual IP address which is to be
owned by the active gateway. ‘

30 Preferably the processor comprises a. processer at each
" of the. gateways. ‘

The 1nvention also pr0v1des a volce~over~1nternet ’
communlcatzon method comprising:

35 ‘providing a first gateway;

. ‘ providing a second gateway remote from the first




provi ding a second gateway renote fromthe first -.4-
gateway; enabling a voice signal from a radio. device
'to be supplied to both the first gateway and the
second gateway; . 5 synchronising-data-between the
gat eways by an active gateway of the. gateways
sendi ng operational data.to the other gateway when
the other gateway is in standby node; and
conmuni cati ng between the first gateway and the 10
second gateway to determ ne thet status of the .gateways
and fox selecting one of the gateways to transmt. the
voice ~ signal to the internet and then to the
voi ce-over-Internet protocol aser termnal. 15
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15 Preferably each gatéway hasné radio communication path

‘ connecting the gateway to the internet.

Preferably the user terminal écﬁnects to tha gateways.

' 20 Preferably the gateway providing thé communication to. the
terminal does so by using a virtusl IP address owned by
' that gateway and if that gateway fails, the other gateway
assumes active status by claiming ownership of the.virtual
I?AaddreSS. ' L o
' '_ Preferably the gateways form a cluster and one of the
, gatewayé.is an active gateway supplying the qommunication
" and the. other gateway can insert into the cluster at any
_ . timéito be irn a standby mode without disrupting the acﬁiva
.30 gateway’s functién.' Thus, the gateways can provide
continuous radio comhunication services by a;lbwing a
faulty gateway ‘to be removed and a new gateway to be,
‘réinserted,into the cluster without disruptién.-

35 Prefarably the,method‘ﬁurther~éompxisés designatingione‘of
' the gateways a master gateway, and selecting that




35 Preferably the, nethod further conprises

desi gnating one of the gateways a naster gateway, and
selecting that - 5 gateway to transnmt the voice
signal if that gateway is operative, and polling the
master gateway to determ ne whether the master

gateway is operative and if not, swtching

conmuni cati on between the radi o device and the 5
internet to the other gateway. #referably the nethod
further conprises synchronising data between the
gateways by an active gateway of the gateways sending
operational data to the other gateway 10 when the
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a diagramsimlar igure 1. show an, enbodi nent
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to Figure 1 showing a radio comunication path; 30
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Preferably the data synchronisation is implemented by
transmission of the data using the physical IP addresses

of the gateways.

20 Brief Description of the Drawings
A preferred embodiment of the invention will be
described, by way of example, with reference to the

accompanying drawings, in which:
Figure 1 is a diagram showing a conventional
25 radio communication using VoIP gateway;
Figure 2 is a diagram similar to Figure 1
showing an embodiment of the present invention;
Figure 3 is a view similar to Figure 1 showing
a radio communication path;
30 Figure 4 is a view similar to Figure 2 showing
an alternative communication path;
Figure 5 shows communication through a standby
gateway;
Figure 6 ig a diagram showing how one of the
35 gateways is selected for transmitting a voice signal;
Figure 7 is a block diagram showing operation




Figure 6 is a diagram show ng how one of the 35
gateways is selected for transmtting a voice signal;
Figure 7 is a block diagram showi ng operation - 6 of
the preferred enbodi rent of the invention; Figure 8 is
a di agram showi ng conmuni cati on between the gateways
to determ ne whether the other gateway is operating;
5 Figure 9 is a diagram showi ng data synchroni sation;
Figure 10 is a diagram al so shogi hg data

synchroni sation; Figure 11 is a di agram show ng
address 10 takeover by one of the gateways; and
Figure 12 is a diagramsimlar to Figure 11 show ng
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so one of the gateways 40 is
. Detailed Description of the Preferred Embodiment

15 Figure 1 is a diagram showing a conventional gateway
system. In Figure 1, radio devices 12, 14 and 16 are
connected to a VoIP gateway 20 which in turn is
connected to the internet 22 and via the intermet 22 to
a user terminal 24. The gateway 20 forms an interface

20 Dbetween the radiosg 12-16 and the internet to enable
voice signals to be transmitted over the internet.
Should the gateway 20 fail, then obviously the voice
signals cannot be transmitted to the internet 22 and the
entire system fails.

25
Figure 2 is a diagram showing the preferred embodiment
of the invention. In Figure 2, only a single radio 12
is illustrated. The preferred embodiment has two
gateways 40 and 50 which form a cluster and are

30 separated from one another so one of the gateways 40 is
remote from the other gateway 50. The gateways 40 and
50 are both connected to the internet 22 which in turn
coeggg;gwag_radlo 12 to_user terminal 24.  The-gateways-—

~ZO and 50 have or are included in processors P (Figure

35 2) which manages communication between the gateways 40
and 50. Thus, the gateways 40 and 50 need only be




renmote fromthe other gateway 50. The gateways 40 and
50 are both connected to the internet 22 which in turn
connects the radio_ 12 to _.u@r

tenni nal _24-.---The-ga-teway$--- 40and 50 have or are
included in processors P (Figure 35 2) which manages
communi cati on between the gateways 40 and 50. Thus,

t he gateways 40 and 50 need only be 7 connected to
the network infrastructures, sueh.as the internet or
some ot her network so that communication between the
gat eways 40 and 50 can taken place under the <contro
of the processors P. 5 Figure 3 shows the gateway 40
est abl ¢siriseged tadile neowrminiicdrastrysduhed]l dfyadhmashthe
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from the radio 12 can be transmitted to the user

terminal 24.

20 Figure 6 is a diagram showing how one of the gateways is
selected for transmitting the voice signal and selection
of a gateway for that transmission. Thus, the clustered
gateways 40 and 50 provide redundant communication paths
from the radio 12 (not shown in Figure 6) wvia the

25 internet 22 (also not shown) to user terminal 24. 1In
order for a user terminal to send voice data packets to
the radio gateway, the destination ethernet address of
the radio gateway’s ethernet interface must be known.
This ethernet address is obtained from the destination

30 IP address through a standard process known as Address
Resclution Protocol (ARP). The destination IP address
used to obtain the ethernet address is known as the
virtual IP address. The_ virtual IP address will.be——-—

w;i;;;; be owned by the current active radio gateway. The

35 term virtual IP is used because there are 2 physical

gateways but only the current active gateway providing




30 I P address through a standard process known as
Address Resolution Protocol (ARP). The destination XP
address wused to obtain the ethernet address is known
as the wvirtual |Paddress.

_The virtual -1P__address wil be------ al ways be owned
by the current active radio gateway. The 35 term
virtual IP is used because there are 2 physi cal
gateways but only the current actjive gateway providing
- 8 radio comunication services owns the virtual IP.
Regardl ess of which gateway is active, the user
terminal wll conmunicate with the radios via the
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The two gateways 40 and 50 inter-operate to determine

20 which assumes the active status and which assumes the
standby status. The active gateway is responsible for
providing all the radio communication services. This
selection process requires one of the gateway to be
designated MASTER and the other SLAVE. The designation

25 of MASTER and SLAVE is stored in a non-volatile memory
{(not shown) of the gateways 40 and 50. There is no
requirement to assign a particular gateway to be MASTER.
This embodiment only requires one gateway to be assigned
MASTER designation and the other SLAVE designation if

30 these two gateways are to be paired together.

The two gateways communicate with each other using their
-physical IP addresses-to .execute-this-selection-
protocol.,
35

The active gateway selection protocol ensures the




requi renent to assign a particular gateway to be
MASTER. This enbodi nent only requires one gateway to
be assigned MASTER designation and the other SLAVE
designation if 30 these two gateways are to be paired
together. The two gateways communi cate with each ot her
using their . physical | P-addresses-_to. execute
“thi-s-sel ect-ion- protocol . 35 The active gateway

sel ection protocol ensures the N orderly way of
determ ni ng whi ch gateway can assSune the active node
and clains the virtual | P address. The protoco
starts when the gateway is powered-up. 5 Figure 7 is a
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gat eway 50 becomes the stand-al one active gat eway, as

per step 73. Thus, if no response is received from
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becomes the stand-alone active gateway, as per step 73.
Thus, if no response is received from the other gateway
40, it is deemed to be out of service and the start-up
gateway 50 can safely assume the active gateway status.
20

If the signal is received at step 72 back from the other
gateway 40, indicating “I am the active gateway”, the
gateway 50 assumes the standby mode because the other
gateway 40 is deemed to be in the active mode, as per

25 step 74.

If at step 72 the other gateway 40 responds with a
signal “I want to be active gateway”, a decision is made
at step 75 as to whether gateway 50 is the designated

30 master gateway. If no, a signal is transmitted “You can
be the active gateway”, the gateway 50 goes to standby
mode and the other gateway 40 is the active gateway, as

-per-step—74.—Lf-the-answer at step-75-is yes (as-in-— ——

this example), the master gateway 50 transmits a,éignal

35 “I am the active gateway” and the gateway 50 assumes the
active mode and the other gateway 40 is in the standby




if at step 72 the other gateway 40 responds with a
signal "I want to be active gateway", a decision is
made at step 75 as to whether gateway 50 is the

desi gnated 30 naster gateway. If no, a signal is
transmtted "You can be the active gateway", the
gateway 50 goes to standby nobde and the other gateway
40 is the active gateway, as --pe-r--step 74-.-- |-f
-the-- answer- at-step-75 -is -ygs: (as--irk---- this
exanpl e), the master gateway 50 transmts adignal 35
"I amthe active gateway" and the gateway 50 assunes
the active node and the other gateway 40 is in the

st andbycad Ots HREEs8Sp PRI, step 76. Wien the desi gnated
master gateway 50 receives a "I want to be an active
gat eway" nessage, it will always deny 5 the request

with tieen|t Réongtad Baghee wRFevABsTh geceavee® "1 want
whi ch kb mé ldn agsive ddrewagt inessebat eit Widl theays deny
desggn%gdres‘%@é@ ﬁﬂl@% 49 &?Ct@ﬂevgétgvé Iga‘@@ﬁ&y" tnfés@@ge

an active nessage, grant
the r eaﬁ*é%’f "Wltcﬁ %ﬁeWil%&sﬁ‘ﬁFF B’é‘et ﬁ@t’aﬁ |S\F€ Gat evvay

nmessage, after which it will assune the standby state.
The pupposey qdesiadald QQa@'Q%}a@%&E?r 4@%0%'13&@ Sstat yant

to the S is to ensure that one, the 15
nast er f ga}%\ aé%/\ﬁﬁfzév%eq%t?iwé%t P96 The' g‘é?%%&a%grant
boih gahevegmiesgqueth the AVswmatabei Yoo Aiys @rtavse”

sane tBBsadd)l Sr8eeNMich Wil il iaseumbethdathngnt amays .
are powered up at the same tine. 20 Wien a gateway

assumes. the active state, it will always renmmin in
that sFheeugposei af n‘be%QPth%H &h@oﬁ*ﬁﬁFﬁ%a"idoﬁla"e status
servi ces tiy @ugbwhiie Ad rbuahsdfe atddeesse dahewayt (the

reggl vggsu&% B85 206ay vd b\é_:agélé&e%eta%é VhDaLeNey ‘wheh!
ere

d th the
the SBORK (THEWGHE CHERPer AT oA HE BTV EAaeE e Phe

aCtiVEsamesﬂmm¢dbyT3iius;enario will arise when both gateways
are powered up at the same time.

20 When a gateway assumes the active state, it will always
remain in that state, providing all radio communication
services through the virtual IP address. When it
receives the message “I want to be active gateway”, it
will always deny the request with the message “I am the

25 active gateway”.

After the gateways assume the active or standby state, a
heart beat process begins where the gateways will
regularly poll each other for life signs. This heartbeat
30 process is necessary for the standby gateway to
determine if the active gateway has broken down. When
the active gateway is deemed to have broken down, the
_standby gateway needs to initiate the_ take over process-—- -
to claim the virtual IP address and assume the active
35 role. To realize the heart beat process, the gateways
send life-check data packet to each other using the




heart beat process begi ns where the gateways w ||
regularly poll each other for life signs. This

heart beat 30 process is necessary for the standby
gateway to determine if the active gateway has broken
down. When the active gateway is deenmed to have

broken down, the standby ,gateway need t9 initiate
-the _.take over-process--- to claimthe virtual |P
address and assune the active 354role. To realize the
heart beat process, the gateways send |life-check data
packet to each other using the 11 physical IP
addresses. The gateway shall respond to the

l'i f e- clpeghkipsic ket adiitddsesa Phe-RoRvagUsiRdlL] ineBpbid i the
(M m llln.'J'SeSWiLckeé :Lttﬁgngél'g@’&a%ogﬁi Sedd iRSPARte (m

W t hin the alg ﬂe or consecutive
times, Wil ssepogdahed 1 theverteavefaihy o &eshapwithin
will irshei desidnagedt the dvene pfac dssondémibiyeubdmer, NME is

andgN aesme@ow‘ haWE aﬂiqedFaﬁ& ofre akheet iant aaleMeC €he
of vaI or M: 10 é_, el a¥ eed rovi de
suffi ci 3%? e PEPOF=T 1 f Sh%% §aPA % ®reach
t he desphfbguxsplegat eway and for reply data packet to
reach heart beat sender. Swtch-over tinme. This is

the {1 gLl o0 delog 15! gk LOF o bey ol ot evey
to conpletely assune Ve statUs TTomthe time
thaP tfe for nerNaE‘f‘?’-‘\}‘edeﬁaYerhag PioKeEs gpfificient time

Fact or soaf It ichgck hintahoreketOftovakbdels oy dbzPOnation
Net wor EaEéJ:Aﬁ%li' Y zfe%flyadlﬂéag Ha¥xEel éé‘t&le%ch”ﬁéw Keat

the paCket loss is Tow ahd hence N can be set to a
smal | eP®¥%Fre Switch-over time. This is the time it
shoul de take foswitmh-sotvandbimeggalbhayis cheobphetigl yphould

assENELLRe £AO 86t &M@ labiSewdyO bt B8ndidR 1hak s dl€ the
former a&%&é/status from the time that the former active

gateway has broken down.

Factors affecting the choice of values for N :

20 e Network reliability, for a highly reliable
network, the packet loss is low and hence N can be set
to a smaller value
. Switch-over time. This is the time it should
take for the standby gateway to completely assume the

25 active status from the time that the former ractive

gateway has broken down.

The time interval of sending the regular life-check
mesgsage is dependent on the switch-over time

30 reqguirement.

When the standby gateway is deemed to have broken down

_(Failed to respond to_life-check message from the active ___

gateway), the active gateway takes no action and will

35 continue to provide the radio communication services.




gat eway has broken down. The time interval of sending
the regular |ife-check nessage is dependent on the
switch-over tine 30 requirenment. Wien the standby
gateway is deened to have broken dowmn _LFail_e d
_to__respond_to. _I|-ife=check nesmage_ fromthe
,active gateway), the active gateway takes no action
and will 35 continue to provide the radio

communi cation services. - 12 |nprder for the radio
gateway to provide radio comunication services over
the internet, it requires to nmaintain a set of
operational information in the formof data inits

r ead- oy op@emrior( FAM) r{diat gabeway) .tolprsviki radhd dat a
IS r eqlé'oﬁ\ﬁjni&[tﬁ:geséﬁﬂc%sg@trg d 9nbe- 20 & :.ttore%Ji:%as to

mai ntain the user termnal i s audi o connectlons {

r adi os P*EBFRThe SEAnYD\PR{FRENATAY JFRTERTEPR dRaklie fprm of
t he rdlsaointite aetdvenlyamemayy (RAMheéast taholaye s set

exagt o@oaat@flst Q%q@ﬂﬁécﬁtﬂo‘i}n@he Qaédaor s&&t&a@g tbnbé haaole to

active_10 he tine.
from t f&™ a’t‘? %ga’t; &ha tf FaPthe' ‘ﬂ’é%é"&écm? to the
t er med radigmt Forsyhe heandbut %ﬁewalyatta le.slrﬁéﬁaeoﬁp zagsume the
?_ccur S rHI]Jd_?_de oM S6€IVd iR%ewatp ﬁcaﬁaaé cdMave &bkact

i gure C ot a
al r eady gl, % & }h%nggg%én%m%l\g%%ta Q95189§%%§@¥%e oﬁllve

i nl18 aﬁéB?Walfn?&é bRl §imehaRBescoryipgeo siatat £57RI thiat a
need t achev ratentyf t®michetatdby gagavepals terihdd as data
st andby, gad £WaY .t 9on, MaI Ntai n data synchroni zati on.
Scenarlo two : (See figure 10) Radio gateway cluster

I's operating using a single 25 standal one active

gat ewapatyfeymdhirendtaigiongatewss undetrhewo clogpheiost art s
opggating, it will be in standby node.

Scenario one : {(See figure 9)

This scenario is when both gateways are already

operating, one in active mode and the other in standby

mode. Only changes in the operational data need to be
20 sent from the active gateway to the standby gateway to

maintain data synchronization.

Scenario two : (See figure 10)
Radio gateway cluster is operating using a single

25 standalone active gateway. When the other gateway in the
cluster starts operating, it will be in standby mode.
Before it can assume its role as standby gateway, it has
to request for all operational data to be copied from
the active gateway.

30
Data synchronization is implemented by transmission of
the data using the physical IP addresses of the

-gateways._

35 A take-over procedure is executed when the heart beat

process indicates that the current active gateway has




Before it can assune its role as standby gateway, it
has to request for all operational data to be copied
from the active gateway. 30 Data synchronization is
i mpl emented by transm ssion of the data using the
physi cal | P addresses of the --gateways. 3S A

t ake- over procedure is executed when the heart beat
process indicates that the current active gateway has
13 becone non-operational. The,take-over procedure
consists of Caimng omnershlp of the virtual IP
addr ess Resum ng radi o communi cati on services 5 The
st andby gat eway assumes active node by first claimng

owner spkford nbbeoydFddidhal P BAdrags-oddr Wrbkediws pondists
to all future Address-Resolution Protocol (ARP) 10

reques? fbr ethernet address corresponding to t

virtuaP | P addrebsiniggeovrefidr12f . the WﬁrgPa%J%R)address
br oadcast an unE&intingedadRP coeplyiddtigur eedPiceso t hat
all .user termnals will be able to obtain the new

et hfenet address that they should be sending their IP
15 packets to. Wen the standby gateway assunes the

act i verhangendbpegatserayt essiwead scwivée rside bybéistindi ng

EJEteI trocgﬂrﬁ. gfg&:.ssﬂlt%hgﬁet@%é‘éhﬁi Uy aJdlarQSQf es%, will
a r

al t er n5EFRA ﬁﬁtﬁii(ﬁafﬁéeréaﬁrﬁfs 65%&9 %%E?thé%i Be)

t el fri nabqerdis Equentiarnesqaddiessf sprr%qrmdﬂes Beldhes s

cor fespﬂmaﬂg Iboa&cﬂ%s\él (oal rilgireaddy es%, wihe abw

act ve, gal puay uill.[89000ds 23 QOGR! AR ISY TFPRI Ihat

betmee fess
all user terminals will be able to obtain the new

ethrenet address that they should be sending their IP

15 packets to. When the standby gateway assumes the active
mode, the user terminals will still be sending their
data packets to the same virtual IP address, but to a
different ethernet address, required for the alternative
path to the radios.

20
When the user terminal subsequently requests for
ethernet address corresponding to the virtual IP

address, the new active gateway will respond.

25 Once the new mapping between the wvirtual IP address and
the ethernet address of the current active gateway
(which has taken-over from the defunct gateway) is
established, the redundant communication path to the
radios is also established.

30
Before the standby gateway fully assumes active mode, it
will re open all radio communication channels between
the user_terminals.and.the _radie-12.-Frem-this-point- - -—
onwards, the radio communication between the user

35 terminals and the radio 12 will resume.




the ethernet address of the current active gateway
(which has taken-over fromthe defunct gateway) is
establ i shed, the redundant communi cation path to the
radios is also established. 30 Before the standby
gateway fully assunes active node, it wIll re open
all radi o communi cation channel s between
tke__usar-term nals_and_ the

-radi o--12 -,--Fromthls---pm Nt~ _-- onwards, the
radi o communi cati on between the ‘user 35 term nals and
the radio 12 will resune. 14 _ Since nodifications

within the spirit and scope of the invention may
readi | yibeeofdaGtiedtidnpencans sid |sbﬁ£‘:|.t Vdrdhiseopleof the

art, it _is tp be_under od t S 50
not |i rh“t"S%E’f"“ e par 118" ?’alrgfelér%:tt g i é gtélscrglfifled
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fol | owipkentibd He psecediitgd testhe parolcwfart kebodiment
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i mplication, the word "conprise", or variations such

as "campehseslaims %hxnhnﬂoiing"qnd.snusbd precgding

i ncl USigeg o SEOREY ok - fhe LiAvEREELL Y eaceep@rﬂmehefcamxt
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to théeg.gugm;byt BAf to preclude the presence or a dition of

further features in various embodiments of the

15 invention.




a processor for conmuni cati ng between the 10 gateways
to facilitate selection of one of the gateways to
transmt the voice signal to the internet and then to
a voi ce-over-internet protocol user termnal, and for
synchroni sing data between the gateways so that both
gat eways contain operational data so that if 15
comuni cation is changed from one gateway to. another
gateway, the another gateway includes the

communi cation. data required LB continue the

communi cati on between the gateway and the term nal.
.20 2, The system of claim 1 wherein each gateway has
a radi o_conmuni cation path connecting the gateway to
the iBL&¥et. 3. The systemof claim1 wherein the
‘sel.ection 25 device conprises a processor for ,
~det er nigni ng whet kebcensrereintereey atvehay FHPrdPEtHt i ng
~and the comuni gaki-0n paklayassociated with. that -
gateway is therefore gperatin 0 ane ¢ he

gat éways can be* §§F8‘(’:‘?§& b T %ﬁ%ﬁ‘feyitfgg&t% \fgi{%e_

si gnal getemaye internet. F 4. The systemof claim1; -
wherei'n one of 4 hedgatdwaye f& desnlyhagctl vaifastigral
gat eway, and deg-p€! gehed by the .sel ection device for
transmtting the \éoggse-ors%ggaémﬁggfcattggqgﬁi!t%gﬁ Othe
. devi ce enabl es 33 ] gfi eway to 25. trans [ teways
t hégi gaateyayst ke @eﬂgwﬁge{aﬁlﬁi%?ﬂ%% {he gatewsys
sel ect iontciewinge el beiddieigust ¢p gut enbsmass ded HePnke -
- t16 - a\A@fé%eavémn@,@ﬁ&{ patsiaY e eaﬁnmai);eam CFoicf
.not, swtches_ comuni Ggatl.on : ragnce
and thé‘yn'lzh@tn‘é?ﬁnegfm%gat eécw%?%g%te\é\g%\)\%gg él’ﬁ gyst em of
cl ai m TRbpHES ReRtEnpPRRIEEIBRAY §25], 30, ThRY ‘%ausi ng ‘one
of 1Bhe coateuiapsidtn isequeredafton operatpvaltodaratitom
the ot hetewdl e¥RY HOERES gulbwal hecludel the @atenkygion
assune%a@a Sz:te%{'lgpé/d @dgoﬁtinué the caﬁmunication betwesn the

gateway and the terminal.

200 2. The system of glaim 1 wherein each gateway has
- a radio comunication path connec'tii;g the gateway to the
internet. ‘
3. ' The system of claim 1 wherein the selection

25 - device comprises a processor for determining whether one
of the g#taways :'is operating and the cdmmunics'at;ian path"
associated with that gatewaf'is tharefore operating so
‘that one of the gateways can be selected for supplying
the voige signal to the intermet.

4. . The system of claim 1:wherein one of the
'gateways is désignated a master gateway and is selected
'by the selection device for transmitting thg" voice o
, sigrnal and. the selection device enables that gateway to
35, transmit the"sigx‘lal..if the gateway is operativé, "and ‘the
' selection device polls the mastex gateway to determine




10 6. The systemof claim5 wherein the processor is
ilc de'toam aing which of tho gatowayo is tn.1+o an
active gateway and supply the comunication by a
virtual ZB address which.is to be owned by the active
gateway. 15 7, The systemof claim3 wherein the
processor conprises a separate processor .at.each of.
t he gateways. A voice-over-internet conmuni cat i on
met hod conprising: 20 prOV|d|n? a first gateway;
provi ding a second gateway rémbte fromthe . first
gatemay enabling a voice signal froma radio device
0. be supplied to both the first gateway and the

;:g g n %%@ga@t@l\ea;aaﬁw gagﬂamw goggﬁra@:,b@ta\ﬂ@eﬂfé t:lsbg

JV
oper at%&ﬁﬁ%%a‘i"ﬁm‘”ﬁ’o" %ﬁg ﬁﬁt@% *Ba e\/\éﬁg’(/%g?v%l ?h
gatemawt65n$h*Isthhdwveﬁdﬁéﬁwaﬁd 30 connunlcatlng
between the first gateway and " the second gateway to
detser ig.ne t he - ghaliiiellof Reasal GHBYSIAML Dlocessor is
selectlng gne of the e S to - tram&g&% tes g&ce
si gnala‘]‘ts e FPHREEIRSP Reft 1Y Ehe Fo™ '
Voi cecpesptiomadr deta pfp‘-‘e!lo@@l oteest gespvEhReforghe ofRE
met ho@sotné | itdwdyshigethnds aasbagaivenaye has - 17 a -
radi o communi cati on path connecting the gatemay to the
internet. 10, The nethod of claimB wherejin the
gaflewdy 5 provFf RYSERS ot CatPoTPito HPRPIEFRFTRLS
" does. §o=byetrsintpa i ek 1kl PP wddress iowted byt fatl ve
gat ewaytamnty ishd Hiallygaiewayntmidasioh ey ot hirtugat Ehay -
assumggyacdd %mﬁtﬂt WS 1Y owhak w‘&h@vmm@ eafsafwag,he

V|rtual | P add ress.

15 7. ‘ mhe'systam of claim's.wherain the‘processor
comprises a separate processor.at. each of the gateways.

8. A voice-over-internet communication methbd
.comprlslng
20 o provldlng a first gateway,

prov1d1ng a second gateway . remota from the
flrst gateway, .
enabling a vo;ce signal from a radio devxce to
be supplied to both the flrst gateway and the secund
25 gateway: o
‘ synchronising data between the gateways by an
active gateway of the gateways sending operational data
to the other gateway when the other gateway is im -
standby mode; and . :
~-30 ccmmunlcatxng between the flrst gateway and
the second gateway to determine the status .of the
gateways and for sélectiﬁg one of the gateways to
tranemit the voice signal to the internet and then to .
‘the voice-over-internet protocol user términal.
35 ‘ . . L . .
- 9; The method of claim 8 wherein each gateway has




10 11. The nethod of claim 10 wherein the gateways
Porn a'elvstar and one c¢c tho gatoways @an ani-i rw
gat eway supplying the comunication. and the other
gateway can.insert into the cluster at any time to be
in astandby node without disrupting the active
gateway's 15 function, 12. The nethod of claim 11
~wherei.n the method further conprises designatihg one
of the gateways a master gateyay, and sel ecting that
gateway to transmt 20 the voicCe signal if that
gateway is operative, and polling the naster gateway
.-to determ ne whether the naster gateway is operative
and i fa metlic wintghiatg onoeiEilBbARGRAg DEtaNGeBewdIE £ the -
radi o sg@ukge: and the internet to the other gateway.
25 .. 13. The nmethod of claim8 wherein before a
gateway assumes a standby node, the gateway. requests
all df¥eration&hpe d%tt&O#OO%elee‘pl%dfhﬂ'@m the gateker
gattevwayovadind thd henmahherstioh €b ahe t2mahaledded B6 by
dat a I
ugmgfu Qi-$ald i) g&#éya, 8@@4& 22 dgyessé%mffes R §Jﬁ&mf

of th u3|n Sl
gat end %§ eway éggi Eig/ %ez gateway assumes active
§ ‘status by cla;mxng ownership of the virtual IP address..

10 11. The method of  claim 10 whereihAthe gateways
form ='cl!.u=-h=§z and éne; of the gatewaye ie an ankiwa .
gateﬁay supplying the cbmmﬁnicatiqn~anilthe other
‘gateway can. insert into the cluster at any time to be in
a ‘standby mode without disrupting the active gateway’s -

15 functlon. : '

12. - The method of claim 11 wheréin the method
further comprises désignaﬁing one of the gateways a
magter gateway, and selecting tﬁat'gataway to transmit-
20 the voice signal if that gateway is operative, and
‘ polling the master gateway to determine whether the
naster gateway iz cperatzve and if not, SWltchlng o
" communigation between the xad;o devicae and the internet

to the other gateway

25 ,
13, - The method of claim 8 whereln before a gateway
assumes a standby mode, - the gateway requests all
operational data to be cqpled from "the active gateway.
30 14, The method of claim 13 wherein the data

'synchrcnisatibn is implemented by transmission of the
data. using the physical IP addresses of the gateways.




