
UN-INTERRUPTED VOIP RADIO GATEWAY SERVICES THROUGH
CLUSTERING  Field of the Invention 5 The present
invention relates to a voice-over-internet  method and
system. Background of the Invention
Voice-Over-Internet protocol (VoIP) is a method of 10
enabling voice communications using the Internet as
the  audio transport medium. All devices wanting to
participate in VoIP communications need to be able to
be  connected to the IP network. Since radios
typically do  not have an IP network interface, a VoIP
radio gateway 15 is used as an interface between the
radios and the IP  network. The VoIP radio gateway
allows radio voice  communications over the Internet
by performing audio  encoding, audio decoding and call
signaling. Audio  encoding is the process of
converting the analog radio 20 signal to a digital
form which can be transmitted in a  IP network. Audio
decoding is the process of generating  the analog
signal from digital audio packet received from the IP
network. Call signaling refers to the F  control data
being exchanged between the operator 25 console and
the VoIP gateway to set up the radio call.  If the
VoIP radio gateway fails, there will not be any
connectivity between the IP network and the radios.
This  may not be a desirable situation for
applications 30 requiring un-interrupted radio
communications. One  approach to this problem is to
design a Vo1P radio  gateway with very low failure
rate. This low level  --failure--r-ate
can-be-achieved--by- inee-r-per-ating -redundant
hardware components. However, designing a gateway with
35 redundant hardware components will result in higher
cost  of design and manufacturing. Apart from the
higher cost 



2  per gateway, this approach does' not address the
issue of  survivability, in that the redundancies
built in will  still be lost if the entire gateway is
being destroyed  by a catastrophic event. 5 . .
Summary of the Invention The abject of the present
invention is to provide a  method and apparatus which
address the above drawbacks,  10 The invention
provides 'a voice-over-Internet system  comprising: a
first gateway; a'second gateway remote from the first
gateway;, 15 a radio device for supplying a voice
signal to  the gateways; and a processor for
communicating between the  gateways to facilitate
selection of one of the gateways  to transmit the
voice signal to the interact and then to 20 a
voice-over-internet protocol user terminal, and for
synchronising data between the gateways so that both
gateways contain operational data so that if
commnnication"ia changed R== Ono got: t y to =C-her
gateway, the another gateway includes the
communication 25 data required to continue the
communication between the  gateway and the terminal.
Thus, according to the invention, since the. gateways
are   . remote from one another, if one of the
gateways should  30 suffer a catastrophic event and
become unusable, the other gateway can be used to
supply the voice signal  over the internet to the user
terminal. The selection  device can communicate with
both gateways to determine  the status of the gateways
and whether they are 



35 operating and facilitate selection of. one of the
gateways to transmit the signal, 3  Preferably each
gateway has a radio communication path  connecting the
gateway to'the internet. Preferably the. selection
device comprises a processor S tsr Cc~anrma.n .ug
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and the r_ommunication path associated with that
Cvatenv  is therefore operating so that one of the
gateways can  be selected for. supplying the voice
signal to the  internet, 10 Preferably one of the
gateways is designated a master  gateway and is
selected by the selection device for  transmitting the
voice signal and the selection device  enables that
gateway to transmit the signal if the 15 gateway is
operative, and the selection device polls the  master
gateway to determine. whether the master gateway  is
operative and if not, switches communication between
the radio device and the internet to the other
gateway. 20 Preferably the processor is also for
causing one of the  gateways to request all
operational data from the other  gateway before the
other of the gateways assumes a  standby mode, . .25
Preferably the processor is for determining which of
the  gateways is to be an active gateway and supply
the  communication by a virtual IP address which is to
be  owned by the active gateway. 30 Preferably the
processor comprises a processor at each  of the
gateways. The invention also provides a
voice-over-Internet  communication- method comprising:
35 providing a first, gateway; 



providing a second gateway remote from the first -.4-
gateway; enabling a voice signal from. a radio. device
to  be supplied to both the first gateway and the
second  gateway; . 5 synchronising-data-between the
gateways by an  active gateway of the. gateways
sending operational data to  the other gateway when
the other gateway is in standby  mode; and
communicating between the first gateway and the  10
second gateway to determine the status of the gateways
and fox selecting one of the gateways to transmit the
voice ~  signal to the internet and then to the
voice-over-Internet protocol aser terminal. 15
Preferably each gateway has a radio communication path
connecting the gateway to the internet. Preferably the
user terminal connects to the gateways. 20 preferably
the gateway providing the communication to. the
terminal does so by using it virtual IP address owned
by  that gateway and if that gateway fails, the other
gateway  assumes active status by. claiming ownership
of the virtual  IP address, 25 Preferably the gateways
form a. cluster and one of.the  gateways. is an active
gateway supplying the communication  and the. other
gateway pan insert into the cluster at any  time to be
in a standby mode without disrupting the active  30
gateway's function. Thus, the gateways can provide
continuous radio communication services by allowing a
faulty gateway to be removed and a new' gateway to be.
F  reinserted into the cluster without disruption. 



35 Preferably the, method further comprises
designating one of  the gateways a master gateway, and
selecting that - 5  gateway to transmit the voice
signal if that gateway is  operative, and polling the
master gateway to determine  whether the master
gateway is operative and if not,  switching
communication between the radio device and the 5
internet to the other gateway. Preferably the method
further comprises synchronising  data between the
gateways by an active gateway of the  gateways sending
operational data to the other gateway  10 when the
other gateway is in standby mode. Preferably, before a
gateway assumes a standby mode, the  gateway requests
all operational data to be copied from  the active
gateway. 15 Preferably the data synchronisation is
implemented by  transmission of the data using the
physical IP addresses  of the gateways. 20 Brief
Description of the Drawings A preferred embodiment of
the invention will be  described, by way of example,
with reference to the  accompanying drawings, in
which: Figure 1 is a diagram showing a conventional
25 radio communication using VoIP gateway; Figure 2 is
a diagram similar to Figure 1  showing an embodiment
of the present invention; Figure 3 is a view similar
to Figure 1 showing  a radio communication path; 30
Figure 4 is a view similar to Figure 2 showing  an
alternative communication path; Figure 5 shows
communication through a standby  gateway; 



Figure 6 is a diagram showing how one of the  35
gateways is selected for transmitting a voice signal;
Figure 7 is a block diagram showing operation - 6  of
the preferred embodiment of the invention; Figure 8 is
a diagram showing communication  between the gateways
to determine whether the other  gateway is operating;
5 Figure 9 is a diagram showing data  synchronisation;
Figure 10 is a diagram also showing data
synchronisation; Figure 11 is a diagram showing
address  10 takeover by one of the gateways; and
Figure 12 is a diagram similar to Figure 11  showing
further details of the address takeover.  Detailed
Description of the Preferred Embodiment 15 Figure 1 is
a diagram showing a conventional gateway  system. in
Figure 1, radio devices 12, 14 and 16 are  connected
to a VoIP gateway 20 which in turn is  connected to
the internet 22 and via the internet 22 to  a user
terminal 24. The gateway 20 forms an interface 20
between the radios 12-16 and the internet to enable
voice signals to be transmitted over the internet.
Should the gateway 20 fail, then obviously the voice
signals cannot be transmitted to the internet 22 and
the  entire system fails. 25 Figure 2 is a diagram
showing the preferred embodiment  of the invention. In
Figure 2, only a single radio 12  is illustrated. The
preferred embodiment has two  gateways 40 and 50 which
form a cluster and are 30 separated from one another
so one of the gateways 40 is  



remote from the other gateway 50. The gateways 40 and
50 are both connected to the internet 22 which in turn
connects the radio_ 12_to_.u@er
tenninal_24-.---The-ga-teway$--- 40and 50 have or are
included in processors P (Figure 35 2) which manages
communication between the gateways 40  and 50. Thus,
the gateways 40 and 50 need only be 7  connected to
the network infrastructures, such as the  internet or
some other network so that communication  between the
gateways 40 and 50 can taken place under the  control
of the processors P. 5 Figure 3 shows the gateway 40
establishing a radio  communication path 41 from the
radio 12 to the terminal  24 via the internet 22. 10
Figure 4 is a diagram illustrating the gateway 40
failing and the radio communication path 41 therefore
becoming interrupted so signals cannot be transmitted
from the gateway 40 from the radio 12, 15 In Figure 5
the radio communication path 41 is re- established
through the gateway 50 so that voice signals  from the
radio 12 can be transmitted to the user  terminal 24.
20 Figure 6 is a diagram showing how one of the
gateways is  selected for transmitting the voice
signal and selection  of a gateway for that
transmission. Thus, the clustered  gateways 40 and 50
provide redundant communication paths  from the radio
12 (not shown in Figure 6) via the 25 internet 22
(also not shown) to user terminal 24. In  order for a
user terminal to send voice data packets to  the radio
gateway, the destination ethernet address of  the
radio gateway's ethernet interface must be known.
This ethernet address is obtained from the destination



30 IP address through a standard process known as
Address  Resolution Protocol (ARP). The destination XP
address  used to obtain the ethernet address is known
as the  virtual IPaddress.
_The_virtual-IP__address_wi1 _be------ always be owned
by the current active radio gateway. The 35 term
virtual IP is used because there are 2 physical
gateways but only the current active gateway providing
- 8  radio communication services owns the virtual IP.
Regardless of which gateway is active, the user
terminal  will communicate with the radios via the
virtual IP  address. 5 In Figure 6, the active radio
gateway owns its own  physical IP address (10.66.1.1)
and the virtual IP  address (10.66.1.3). The standby
radio gateway owns only its physical IP.address
(10.66.1.2). The user terminal ~  10 only identifies
the radio gateway cluster by its virtual IP address.
To obtain the destination ethernet address,  it
broadcasts a ARP (Address Resolution Protocol)
request. Since only the active gateway owns the
virtual  IF, it responds by sending its own ethernet
address to 15 the user terminal. From this point
onwards, the user  terminal will send all its voice
packets to ethernet  address of the active gateway
(001101000058). The two gateways 40 and 50
inter-operate to determine  20 which assumes the
active status and which assumes the  standby status.
The active gateway is responsible for  providing all
the radio communication services. This  selection
process requires one of the gateway to be  designated
MASTER and the other SLAVE. The designation 25 of
MASTER and SLAVE is stored in a non-volatile memory
(not shown) of the gateways 40 and 50. There is no  



requirement to assign a particular gateway to be
MASTER.  This embodiment only requires one gateway to
be assigned  MASTER designation and the other SLAVE
designation if 30 these two gateways are to be paired
together. The two gateways communicate with each other
using their  _.physical__IP-addresses-_to. execute
-thi-s-select-ion- protocol. 35 The active gateway
selection protocol ensures the - 9  orderly way of
determining which gateway can assume the  active mode
and claims the virtual IP address. The  protocol
starts when the gateway is powered-up. 5 Figure 7 is a
block diagram showing the way of  determining which
gateway assumes the active mode and  claims the
virtual IP address. For the purpose of this  example,
it is assumed gateway 50 is the master. 10 At step 71,
initial start-up takes place and the gateway  (say
gateway 50) which has just started up, sends a
message "I want to be active gateway" to the other
gateway 40. This message is retransmitted a plurality
of times if no response is received (step 72). If
there 15 is no reply after N transmissions, the
gateway 50  becomes the stand-alone active gateway, as
per step 73.  Thus, if no response is received from
the other gateway  40, it is deemed to be out of
service and the start-up  gateway 50 can safely assume
the active gateway status.  20 If the signal is
received at step 72 back from the other  gateway 40,
indicating "I am the active gateway", the  gateway 50
assumes the standby mode because the other  gateway 40
is deemed to be in the active mode, as per 25 step 74.



if at step 72 the other gateway 40 responds with a
signal "I want to be active gateway", a decision is
made  at step 75 as to whether gateway 50 is the
designated 30 master gateway. If no, a signal is
transmitted "You can  be the active gateway", the
gateway 50 goes to standby  mode and the other gateway
40 is the active gateway, as --pe-r--step 74-.-- I-f
-the-- answer- at-step-75 -is -yes- (as--irk---- this
example), the master gateway 50 transmits a4ignal  35
"I am the active gateway" and the gateway 50 assumes
the active mode and the other gateway 40 is in the
standby -l0- mode as per step 76. When the designated
master gateway 50 receives a "I want  to be an active
gateway" message, it will always deny 5 the request
with the "I am the active gateway" message  after
which it will assume the active state. When the
designated slave gateway 40 receives a "I want  to be
an active gateway" message, it will always grant  10
the request with the "You can be the active gateway"
message, after which it will assume the standby state.
The purpose of designating the master and slave status
to the gateways is to ensure that one gateway (the 15
master) can always be selected to be the active when
both gateways request to assume active status at the
same time. This scenario will arise when both gateways
are powered up at the same time. 20 When a gateway
assumes the active state, it will always  remain in
that state, providing all radio communication
services through the virtual IP address. When it
receives the message "I want to be active gateway", it
will always deny the request with the message "I am
the  25 active gateway". After the gateways assume the
active or standby state, a  



heart beat process begins where the gateways will
regularly poll each other for life signs. This
heartbeat 30 process is necessary for the standby
gateway to  determine if the active gateway has broken
down. When  the active gateway is deemed to have
broken down, the  standby_,gateway_need _t9 initiate
-the _.take_over-process--- to claim the virtual IP
address and assume the active 35 role. To realize the
heart beat process, the gateways  send life-check data
packet to each other using the 11  physical IP
addresses. The gateway shall respond to the
life-check packet within a pre-configured time frame
(M  milli-seconds) . If the gateway fails to respond
within  the designated time frame for N consecutive
times, it is 5 deemed to have failed and the sender
will initiate the  take over process. The values of M
and N are  configurable. Factors affecting the choice
of values for M : 10  Network delay, need to provide
sufficient time  for life check data packet to reach
the destination  gateway and for reply data packet to
reach heart beat  sender.  Switch-over time. This is
the time it should i  15 take for the standby gateway
to completely assume the active status from the time
that the former active  gateway has broken down.
Factors affecting the choice of values for N 20
Network reliability, for a highly reliable  network,
the packet loss is low and hence N can be set  to a
smaller value  Switch-over time. This is the time it
should  take for the standby gateway to completely
assume the  25 active status from the time that the
former active  



gateway has broken down. The time interval of sending
the regular life-check  message is dependent on the
switch-over time 30 requirement. When the standby
gateway is deemed to have broken down  _LFail_e_d
_to__respond_to._l-ife=check mesm.age_ from the
,active  gateway), the active gateway takes no action
and will 35 continue to provide the radio
communication services. - 12  In order for the radio
gateway to provide radio  communication services over
the internet, it requires to  maintain a set of
operational information in the form of  data in its
read-only memory (RAM) (not shown). This set 5 of data
is required for the radio gateway to be able to
maintain the user terminal is audio connections to the
radios. For the standby gateway to be able to assume
the  role of the active gateway, it needs to have an
exact  copy of the operational data residing in the
active 10 gateway all the time. The copying of data
from the  active gateway to the standby gateway is
termed as data  synchronization. Data synchronization
occurs under two scenarios:  15 Scenario one : (See
figure 9) This scenario is when both gateways are
already  operating, one in active mode and the other
in standby  mode. Only changes in the operational data
need to be 20 sent from the active gateway to the
standby gateway to  maintain data synchronization.
Scenario two : (See figure 10) Radio gateway cluster
is operating using a single 25 standalone active
gateway. When the other gateway in the  cluster starts
operating, it will be in standby mode.  



Before it can assume its role as standby gateway, it
has  to request for all operational data to be copied
from  the active gateway. 30 Data synchronization is
implemented by transmission of  the data using the
physical IP addresses of the  --gateways. 3S A
take-over procedure is executed when the heart beat
process indicates that the current active gateway has
13  become non-operational. The take-over procedure
consists  of  Claiming ownership of the virtual IP
address   Resuming radio communication services 5 The
standby gateway assumes active mode by first  claiming
ownership of the virtual IP address. It will  respond
to all future Address-Resolution Protocol (ARP) 10
request for ethernet address corresponding to the
virtual IP address (See figure 11). it will also
broadcast an unsolicited ARP reply (Figure 12) so that
all user terminals will be able to obtain the new
ethrenet address that they should be sending their IP
15 packets to. When the standby gateway assumes the
active  mode, the user terminals will still be sending
their  data packets to the same virtual IP address,
but to a  different ethernet address, required for the
alternative  path to the radios. 20 When the user
terminal subsequently requests for  ethernet address
corresponding to the virtual IP  address, the new
active gateway will respond. 25 Once the new mapping
between the virtual IP address and  



the ethernet address of the current active gateway
(which has taken-over from the defunct gateway) is
established, the redundant communication path to the
radios is also established. 30 Before the standby
gateway fully assumes active mode, it  will re open
all radio communication channels between
tke__usar-terminals_and_ the
-radio--12_-,--From-this---point-- -- onwards, the
radio communication between the user 35 terminals and
the radio 12 will resume. 14 _ Since modifications
within the spirit and scope of the  invention may
readily be effected by persons skilled  within the
art, it is to be understood that this  invention is
not limited to the particular embodiment 5 described
by way of example hereinabove. in the claims which
follow and in the preceding  description of the
invention, except where the context  requires
otherwise due to express language or necessary 10
implication, the word "comprise", or variations such
as  "comprises" or "comprising", is used in an
inclusive  sense, i.e. to specify the presence of the
stated  features but not to preclude the presence or
addition of  further features in various embodiments
of the 15 invention. -15-.  Claims A
voice-over-internet system comprising:  a first
gateway; 5 a second gateway remote from the first
gateway; a radio device for supplying a voice signal
to  the gateways; and 



a processor for communicating between the 10 gateways
to facilitate selection of one of the gateways  to
transmit the voice signal to the internet and then to
a voice-over-internet protocol user terminal, and for
synchronising data between the gateways so that both
gateways contain operational data so that if 15
communication is changed from one gateway to. another
gateway, the another gateway includes the
communication.  data required to continue the
communication between the  gateway and the terminal.
.20 2, The system of claim 1 wherein each gateway has
a radio communication path connecting the gateway to
the  internet. 3. The system of claim 1 wherein the
selection 25 device comprises a processor for
determining whether one  of the gatowaya is operating
and the communication path  associated with.that
gateway is therefore operating so  that one of the
gateways can be selected for supplying the voice
signal to the internet. F  4. The system of claim 1:
wherein one of the gateways is designated a master
gateway and is selected  by the selection device for
transmitting the voice  signal and- the selection
device enables that gateway to 25. transmmit
thesignal.if the gateway is operative, and the
selection device polls the master gateway to determine
- 16 - whether the master gateway is operative and if
not,  switches communication between the radio device
and the  i'.ternet to the other gateway, The system of
claim 1 wherein the processor is  also for causing one
of the gateways to request all  operational data from
the other gateway before the other  of the gateways
assumes a standby mode. 



10 6. The system of claim 5 wherein the processor is
ilc de'toamiaing which of tho gatowayo is tn.1+o an
active  gateway and supply the communication by a
virtual ZB  address which is to be owned by the active
gateway. 15 7, The system of claim 3 wherein the
processor  comprises a separate processor .at.each of.
the gateways.  A voice-over-internet communication
method  comprising: 20 providing a first gateway;
providing a second gateway remote from the  first
gateway; enabling a voice signal from a radio device
to  be supplied to both the first gateway and the
second 25 gateway; synchronising data between the
gateways by an  active gateway of the gateways sending
operational data  to the other gateway when the other
gateway is in  standby mode; and 30 communicating
between the first gateway and  the second gateway to
determine the stattus of the  gateways and for
selecting one of the gateways to  transmit the voice
signal to the internet and then to  the
voice-over-internet protocol user terminal. .35 9. The
method.of claim 8 wherein each gateway has - 17  a
radio communication path connecting the gateway to the
internet. 10, The method of claim B wherein the
gateway 5 providing the communication to the terminal
does so by  using a virtual IP address owned by that
gateway and if  that gateway fails, the other gateway
assumes active  status by claiming ownership of the
virtual IP address. 



I0 11. The method of claim 10 wherein the gateways
Porn a'elvstar and one c tho gatoways @ an ani-i rw
gateway supplying the communication. and the other
gateway can.insert into the cluster at any time to be
in  astandby mode without disrupting the active
gateway's  15 function, 12. The method of claim 11
wherein the method  further comprises designating one
of the gateways a  master gateway, and selecting that
gateway to transmit 20 the voice signal if that
gateway is operative, and  polling the master gateway
to determine whether the  master gateway is operative
and if not., switching  communication between the
radio device and the internet  to the other gateway.
25 . 13. The method of claim 8 wherein before a
gateway  assumes a standby mode, the gateway. requests
all  operational data to be copied from the active
gateway. 30 14. The method of claim 13 wherein the
data  synchronisation is implemented by transmission
of the  data-using the physical IP addresses of the
gateways. . 


