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aehcle. ackaround of invention 10 - Nowadays. I

vehi cl es such as CAES) iﬁﬁl ' _ded w th
central processor i des “166166%

conmput eri sed operation and control This has led to

i nvention | I

w despread use of renote | ocking systens, in which the

BE B0 uni ock & car door . 15 W1 L%Liﬂ 232? MR

in the event that a locked car is broken in *GO0002*
alarmis given off which will alert the publlc to t he

break-in. However, such systens are  usually overly
Thermesenteinaentic flatesns sceufig) @sﬁ@ng%ﬁgraﬂtiﬁQ@c@}‘é@ And

when there is no intentional forced en refore,

ehBBligebpEitioR WY d %h,ﬁleusual |y de-sensiti sed to the

al-arm and does not always recognise a car theft even
when the car is 20 driven away by a thief. There are
avai l abl e sone vehicle security systens which use

W el es osi tjoning technology for tracking stol en
Eégkgr—gaéﬂﬂﬁﬁ§MQ@ obgl Positioning Systens). GSM
CDVA, 3G etc.. However, these systens require a
special 2 netmork and hardware. For exanple, a
speci al radi o channel /frequency band,

Nowadays, vehicles such as cars are typlcally provided with a central processor
unit (CPU), which provides computerised operation and control. This has led to

widespread use of remote locking systems, in which the processor unit is

responsive to an infra-red-based remote key to unlock a car door.

With such systems, in the event that a locked car is broken into, an alarm is

given off which will alert the public to the break-in. However, such systems are

usually overly sensitive and are prone to raising false.alarms even when there is

no intent_ional forced entry. Therefore, the general public is usuélly de-sensitised

to the alarm and does not always recognise a car theft even when the car is

driven away by a thief.

There are available some vehicle security systems which use wireless
positioning technology for tracking stolen cars, re.g. GPS (Global Positioning

Systems). GSM, CDMA, 3G etc.. However, these systems require a special
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receiver (Rx) and transmitter (Tx) stations are
required for tracking the location of a transponder
concealed in the stolen car, which are costly to
provide. Furthernore, such systens are

servi ce-provider-dependent; the car owner nust 5
subscribe to service of a service provider providing

networid Amekhfvard. Fo8katPle, td 8545 r%d?qa{a@r%uej&r SqYJ%tng)r/T%énd,

t hus have di sadvantages i n’'préventing
' I rs.,—~Jhere is therefore a need for a
Bedre] P e BBl T ghtonSirs Fesies ontaenBaitBedscation
cgess and use, aqd for a neans, in the event that the
of 2141560NHeb RoReSIER Iathe aidleid RabMhich are costiyetosprovide.
retrieve the stolen car. Summary of the invention 15 :
Furthgrinpres tsughRyistems tase isamMice-poovigendepesdent vk &dreowner must
security systemconprising a vehicle processor unit
subperitietocderdiceatiia sgrvivedpreviddriprevianty sidPiadling feorder to
vehicle wherein the processor unit i's arranged to
tragRpliecame vehicle when an identifying signal froma
nobi | e phone is detected. 20 In a second aspect, the
i nvention provides a vehicle security system _
conprising, a processor unit capable of disabling and
l i the vehicle, . wherein the processor unit
S@%ﬁ yggeg?%&%efﬁ?\ﬁ disqA¥ANtages dr prevsnting tefrand racking stolen
nDbHJe hone is detected and the processor unit
CRiont ihﬁﬁgl%tlhﬁr psd Peachier 3 bettgrirobansioé prateeting a car from
identifying signal fromthe nobile phone is
upawihodsediacyessiandatsedantiar & meshs9need eveéethat the car has
i nvention provides a nethod of enabling a vehicle

been stolen and driven off, to locate and retrieve the stolen car.

Summary of the invention

In a first aspect, the invention provides a vehicle security system comprising a
vehicle processor unit capable of disabling and enabling operation of the vehicle
wherein_ the processor unit is arranged to enable the vehicle when an identifying

signal from a mobile phone is detected.

In a second aspect, the invention provides a vehicle security system
comprising, a processor unit capable of disabling and enabling the vehicle,
wherein the processor unit enables the vehicle when an identifying signal from a

mobile phone is detected and the processor unit continuously enables the
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5 conprising the steps of a) a processor unit in the

vehicl e detecting the presence of a nobile phone; b)

t he processor unit enabling a function in the vehicle

in response to said detection; and c) repeating steps

a) and b) and disabling the gehicle when the nobile

phone ceases to be detected. 10 In a fourth aspect,

vehield Whentthe dditayihg &fgrial Hm nyJH ' uni cat i an

system-conpri Si ngyag%fgocessor“ﬁ%l ) "t%ifgno&%ggg)s%g alqﬂ(ﬂly_t

degidigqresponsive to a signal froma nobile phone and

t he nobi |l e phone being responsive to a signal froma

network service provider, wherein the network service

provider is able to renotely instruct the processor

uni é to operate one or nore functions. 15 The

It AJRiRd AsReeh dheinyestion evo\ides ahpefussobenatingaf vétdvieng

an advantage of enabling a vehicle to operate by C

ceawrisimgthepseps stapa pobcedsoramitin.thd Wenrioastectifg thdBresence

vehicle is stolen or taken away, the owner can request

of aenoigite\phdnPr\thd ProcdBor AnRteh4Na InctiGn i icle i

Furt her nore, tbr?e ienp\r/enti on proe?/]l e'sgﬁ@”%gggi"ﬁﬁﬁ ¥(§/h|8|{e n

ré¥ponge t8sarfyeRi-ags: F‘eg}{? | he. auober \of gadget s

éc’ngrri ed by t he o\ﬁg@ré’r&q C; e%ltfgll%egtgﬁ%azaﬂgﬁ)laé‘d %ﬁ%ﬁ@g the
B Lptign of the draw ngs Enbodi nents of

v Hgﬁikﬁéﬁ?ﬁ%ﬁwmﬁ&w&ﬁ %G@S&égeﬁ?%agte&ye%y of exanpl e,

with. reference to the acconpanying draw ngs in

whi ch:

In a fourth aspect, the invention provides a remote vehicle communication
system comprising a processor unit, the processor unit being responsive to a
sighal from a mobile phone and the mobile phone being responsive to a signal
from a network service provider, wherein thé network service provider is ab.le to

remotely instruct the processor unit to operate one or more functions.

The invention therefore provides the possibility of having an advanfagé of
enabling a vehicle to operate by continual permission of the owner. Therefore, if
the vehicle is stolen or taken away, the owner can request the network providér

to locate the vehicle.

Furthermore, the invention provides the possibility of having an advantage of
reducing the number of gadgets carried by the owner of a vehicle and a mobile

phone.



‘5 Figure 1 a illustrates an enbodi nent of the present
invention; Figure 1 b illustrates a flowhart of an
enbodi ment of the enbodi ment of figure 1 a; 10 Figure
2 is an expanded flowchart of the enbodi ment of figure
1 b; Figure 3 illustrates a fhowhart of a second
enbodi nent of the invention; and 15 Figure 4
Brléf‘éi%tsbgéﬁ%%\ 8f !‘Hérdr%WinéémCti on of the enbodi nents.
taiTe escripti the preferred enbodi nents 20
In a first enbodinent, a car is fitted with a vehicle

security system (VSS) which conprises a nobile phone
Egéed.to §na b$ the car to be driven, The owner of the
bodiments, ohthe inventien mdll pRwrke deseibedsby way sif @xample, with
- Wth a processor unit in the car. The processor unit
referenceyiociheasaompanyine dramingkiic whidnt r ol s oper at i on
of - car functions fromengine ignition timng to air
conpressor functions. In this 5 enbodinment, at |east
one operation of the processor essential for vehicle
Fapgeatd 0stretes redmbeRirhe Mot thel ftesentSndbmy.€d 1n an
initial state. The vehicle security system (VSS) al so
conprises an interface board which is 5 shown in
Figure 1 a. The interface board 502 conmunicates with
uniit 501 of the

1S, pcont.rol |l ed h rocessor _ .
F{tlite RNGHPAER i iarbat B eriaodgeniof thpembedimpt of figure
interface board 502 and on the processor 501. Wen the
1Buner attenpts to start the car, the processor unit
501 is triggered to

Figure 2 is an expanded flowchart of the embodiment of figure 1b;
Figure 3 illustrates a flowchart of a second embodiment of the invention; and

Figure 4 illustrates a further function of the embodiments.

Detailed description of the preferred embodiments

In a first embodiment, a car is fitted with a vehicle seCL_lrity system .(VSS) which
| comprises a mobile phone used to enabie the car to be driven. The owner of the
car also owns the mobile phone which is registered w.ith a processor unit in the
car. The processor unit is of a conventional design which controls operation of

car functions from engine ignition timing to air compressor functions. In this
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'10 communi cate with the interface board 502 to pol
wirelessly for presence of the nobile phone 305
within a specific detection distance of the interface
board 502 (for exanple, within the car). Preferably,
the polling is done by a Bl uegooth’
transmtter/receiver. Alternatively, the nobile phone
oditetel £1q6 86t ' | ; ;
i< e RS o BN vt

hardw re cabling 504b, of th nown
A g bet he interface 502 and

e S A openo § JBFRHIR e bRl e

alternative hardwire cable |ink 504b, in which case,

the hardwire cable |ink may optionally provide power

1J‘or qrating the nobile phone 305. 20 In response to
eve% PiSEGUIVHY SHRYBi (VS Drater comprises és iatestapmaboavdietiich is

contains an identification of itself to the Bluetooth -

shpwhsBdiigwe B0 Ihe interface kodrics0boamenuriibsesivatandss
the signal to the processor unit, 501. If the nobile .

 cphtyokeds the pradessotlahie 6De bftile VBRIN, Qﬁ&ﬁﬁﬂft/o‘b%&t ports 501a,

501, .the processor unit 501 enables certaln

50R8GH thenstdriack o 8" i e for st rgi g the car,
for exanple tlg:e er%?r?g@géﬁaﬁitﬁ?ggéﬁsﬁ%ﬁ OBontrol
function in the car. On the other hand, if the nobile

phone 305 is not detected, the processor unit 501

V\g‘i?ﬂsa | es cert?i n osgerati ons critical for starting the
N U QUBPL AP isetag Be far dhe rIpeessaratie@0bis triggered to
default until enabled by the processing unit 501. 1In
COmMUnigste vith thenigteréacenboandasld i poll wirelesshbidt plessnce of the
not .enabl e the disabled operation, the car engine
mediiagthosesd5 withintdnepecific detsttion dibﬂéﬁcﬁ%f%é\(ﬁ@rfg}ﬁ%board 502
ed by

Even after the nobile phone 305 has been det ect
(fohexamplee 94tbin thy tarfORreferably, the polling is done by a Bluetooth
tkansmitter/receiyer. Alternatively, the mobile phone may be detected by the
processor unit 501 via a hardwire cabling 504b, of fhg sort which ié known in
the art such as USB, between the interface 502 and the mobile phone 305.
Figure 1a also shows the altefnative hardwiré cabIeIIiEnk 504b, in which case,

the hardwire cable link may optionally provide power for operating the mobile

phone 305.

In response to the polling, the mobile phone 305 sends a signal which 'cdntains
an identification of itself to the Blu.etooth transceiver 502b. The interface board
then forwérds the signal to the processor unit 501. If the mobile phone 305'is
thgs detected by the processor unit 501, the processor unit 501 enables certain

operations in the car which are for starting the car, for example the engi,r.\e
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via the interface board 502 and the car engine has
started, the processor unit 10 501 continues to poll
for the presence of the nobile phone 305 at regular
intervals, via interface board 502. If at any interval
the nobil e phone 305 ceases 0 be detected, the
processor unit 501 will disable the selected function.

rced to Cruise

: | onger be detected at any point in
3@5&5%@@??&3@?@? Rrﬂgesi@ré‘&étr 1 disakigp grstain oapraiipnscritical
a tine %riod, for exanple 60 seconds fromthe tine o
f%%iﬁ“tﬂét 6r%e8§%’pr%dmrrt8@§@men@t@ﬁm dis@bled thiyl default until
phone. 305 is not (or is no |onger) present. ‘
eTRblast by the processieg drit 50 hdndhisreay,ars loaghss ®eal?besssing unit
continuously, the nobile phone 305 is kept in an

50 etcatsi oot emdde (I dishbled HserafBRi {HR &?Cégﬁ; ifdeaf@dt start and the
rgspond to the polling) adrsltgeis kept wthi'n a

|g\3l_mrlﬂ4t|§n tt)igﬁl?{%(lom%ll finthSn W{qegé%lp_grggle%tih\éﬁgénhgigiceggrlobile phonev

caetestidlthas 2@ drﬁ)&ea\%yt he interface board. The nobile

phone 305 is registered with the processor unit 501 by
havi ng the nobile phone's International Mbile

Equi pnent IdentificatLon (1 MEl) Pugﬁer andesgggnﬁnit'

nt er into the menory o e proc : _

=0 S e Bratile P anin 89 BeP dinin defBiied B apeBSSor unit 501
Identity) nunbering systemis a 15 digit uni que code
vianthe in@rz@@écbqa@di a&aanﬂyhe loar epigiechad staeted) thdprocessor unit
network. The . IMEl is internationally unique to every

5aﬂ>mhﬁnpas)tcepambﬁtaemregemraﬂtrwm@bh@bﬂéﬂeisvsoattragular
nobi | e phone 305 by the nobil e phone's manufacturef.

 intéealsa viainenfadeSb SNt SUTE G ANany frieMAi ﬁ‘%:rpabggé gﬂgﬁB%’os- ceases

a
is transmtted and checked agdal nst a

b BBfedtéd e RBLUGIN hifBdY WRAHISBBR the! RIB844 5 sn. Thus.

even while the car is being driven, the car will be forced to cruise to a stop if the

-mobile phone 305 can no longer be detected at any point in-time. Optionally, the .

operation may be disabled by a time period, for example 60 seconds from the

- time when the processor 501 determines that the mobile phoné_305 is not (or is

no longer) present. Therefore, in order for the operation to be enabled

- continuously, the mobile phone 305 is kept in an operation mode (so that the

mobile phone 305 can respond to the polling) and is kept within a detectable

range of the interface board.

The mobile phone 305 is registered with the processor unit 501 by having the

- mobile phone’s International Mobile Equipment Identification (IMEI) number and

phone number entered into the memory of the processor unit 501.
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This EIR determ nes whet her the phone can |og onto the
network to initiate and receive calls. 10 Wen polled
by the interface board 502, the nobile phone 305
responds -to the polling with a signal containing the
| MEI of the nobile phone 305.7The IMEl is independent
of any SIM (Subscriber ldentity Mdule) in the nobile
phone 305 (the SIMs serial nunber is known as the
International Mobi | e Subscriber 15 Identification,

L e b
T TN AR e
i PR S b B s

re- progranned into the processor unit 501 by the
byredsintaiumgbilepbene 305y theamebilbehone’sthanatactirer. When a
sold to the owner, or a nethod of registering the
POV iso$witctescho, itseumi o e tHunitbesr IBeFRAHRLd aﬂutch%Qiked
may be provided to the owner. 8 For exanple,

agaiher & Aaea s 6F FHOheTaY the Yienfokey élﬁngg&ﬁégl gﬁer t%@ster

\Nhl ch the car owner on his/her

T 5 s S B e

retcléﬁ/e gélgr‘face board 502 and

When'polled by the interface board 502, the mobile phone 305 responds to the

-pollihg with a signal containing the IME! of the mobile phone 305. The IMEI is

independent of any SIM (Subscriber Identity Module) in the mobile phone 305

(the SIM’s serial number is known as the International Mobile Subscriber

~ Identification, IMSI, which is unique to the SIM, not the mobile phone). -

By using the IME! instead of the IMSI in this embodiment, the enablement of the

car is independent of the SIM inside the mobile phone 305 but is reliant on the

mobile phone 305 itself. Therefore, the car and mobile phone 305 form a pair.

The IMEI may be pre-programmed into the procéssor unit 501 by the car’s
manufacturer or car dealer before the car is sold to the owner, or a method of
registering the IMEI of the mobile phone with the processor unit 501 may be

provided to the owner.
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may be a magnetic card reader, smart card reader or a
reader for any other type of security cards. In order
to register a nobile phone into the nenory of the
processor unit 501, the driver first let the card _
reader read the security cardg 10 The security card is
one whi ch has been pre-registered with the processor
unit - 501 and, thus, the card reader is able to

aut henticate t he security card. Preferably, the card

wi,th t ocessor unit by t
o el BBl Flak Hiday B 8 55 Rin St remen SFRe with whicn
card reader d has authenticated the security card,
the, Gar AWaRE 862‘ Sétlstr BwB D2y Epgistes tie prabilerphars 30gmithshe
to.search for the presence of a new nobile phone 305
PAPGRSSINEhENIKot  been regi stered in the nenory of the
processor unit 501. Wien such a new nobile phone 305
is detected, the nobile phone's identity, in this
exanple the [IMEl, is obtained and the interface board

Ppeferh lB‘I?ntHeeﬁérétréééert 562 ARGt rEtRétg\g'gh ?rg% irt;&gﬁ?{;le %\pﬁ/@n&& and

the nenory of the processor

”%Y Bgr oceggéﬁc 8%@?'%%8? %ﬁa#ﬁ g%g?oard('treﬁgl s %[eé?%rh%rh\éother

wner's ¢ net wor k

|
- ORROP YR 67S: I oy 6 sSaiaterd mobdaipronerplashamemsry o

enabling the car. In fact, the presence of a SIMin - :
Q%Br%%ﬁpeu@'ﬁéﬂé thesdriverfisst Inttheseardyrender Erackthebddaurty card.
the vehicle and is only needed for the nobile phone
Thezacurityceandisionatwhich thast heerpprerregsterat Withtay ipétessor unit

An exanple of an I MEl sequence according to GSM
501 @l thiisp eleé ahrdvitided'is able to authenticate the security card.
Preferably, the card is pre-registered with the processor unit by. the
manufacturer/car dealer who sold the car. When the card reader 502d has
authenticated the security card, the interface board 502 sends out polling
srgnals to search for the presence of a new mobile phone 305 which has not
been registered in the memory of the processor unit 501 When such anew
mobile phone 305 is detected, the mobile phone's identity, in this example the

IMEL, is obtained and the interface board 502 then registers the mobile phone

305 identity into the memory of the processor unit 501.

As the IMEI of the mobile phone 305 is used for registration with the processor
unit 501 of the car, the mobile phone 305 owner's choice of tele-communication
network service provider (SIM) is not critical or relevant to enabling the car. In

fact, the presence of a SIM in the mobile phone 305 is not necessary for
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‘5 standard is: GS MI ME I: XXXXXXX XXXXXX X

(Spare) 10 (Hand set serial nunber) (Type allocation
code) As described above, the nobile phone 305 nust be
in operation and within a detectable distance of the
wireless polling of the interdace board 502 in order
for 15 the car to be enabl ed. Thus, even i f the car

S 0 er the c
o AR v Bl RS 52513 R G e i oy PRRne s ©
raceabl e t t he nobi | e phone 305 by t he
%’El”é“’&'&??&‘m{l R e BHOH@tr\ﬁé‘WEr“s@Wid@é provi der with
whi ch the -nobil e phone 305 is registered, at a first
|l evel, by sinply determining the car in which the
mobi | e phone 305 is |located or, at a second |evel, by
ArOexamplegfiaat IS w@érmmctmdm@ tbresm(oereu;pefbee@%bne")
Tracking of the car is possible even if the SIMcar
stzagidpe@n renoved fromthe nobile phone 305 and is
substituted by another SIMcard. As nentioned above,
a uni que | MEl nunber of nobile phone 305 is
transmtted and checked against 10 a database ' of
phones in the network's EIR when logging in to.the
network service provider. Therefore, in the event
Gﬁﬂzﬁ % cal i ef has stolen the nobile phone 305 and
ME! Xthe car owner nay contact the
network sgrvice pJOV|daF to track the car through

sear chi ng tlhe | MEl |nunbeSpdie¢ owner 5 nmay even
request thg network service provider to trace the new
phone nunbar (Hand set serial number)

- (Type aliocation code)

As described above, the mobile pnone 305 must be in operation and witnin a
deteetable distance of the wireless polling of the interface board 502 in order for
the car to 5e enabled.‘Thus, even if the car is stolen, perhaps because the
owner-of the car Ieft his mobile phone 305 inside the car, the car is traceable to
the _mob'ile phone 305 by the tele-communication network service provider with
whicn the mobile phone 305 is registered, at a first level, by simply determining
the car in which the mobile phone 305 is Iocated or, at a second level, by

triangulating the location of the mobile phone 305.

Tracking of the car is possible even if the SIM card has been removed from the
mobile phone 305 and is substituted by another SIM card. As mentioned above,

a unique IMEI number of mobile phone 305 is transmitted and checked against
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of the new SIMcard. The present enbodi ment therefore
i nproves security of the car in that a thief would
have to get the nobile phone 305 first before he can
get away with the 10 car. Furthernore, the present
enbodi ment is nore robust inqgyeventing a car from
bei ng stolen and driven away than the conventlona

f‘%%‘égéﬁ%‘%iﬁhéﬁééﬁ*‘n@ R R TIR D Todiho i, FEE o

n Sruse . access d enable the car. In
BRICE RS M T Efhher PR el Tl Dot Bistdmsastalen the mobile
p%pergigl e W t h conventl onal |ock and key systens.

0 o1amd has grivepawaydhe camothiencaraoweernampy eoatadt the network
programroutine wuseable in this enbodiment. The _
spruee armvidershdrack thefdag tinreughlsdasclaingitiatMel natnbetOPhe owner
only when set to the arned node. In the un-arned node,

neayBeveat majuest thanstRirk 8endé2 Brelidén® t'ré‘éeefrfeaﬁ&Nkp‘h% g © number

502 which is connected to the processor 20 unit

-oﬂﬂﬂﬁné\ﬁtsmlpbércf or the presence of the nobile phone

. In the arned node, the processor unit 501 causes
the Bl uet ooth transceiver 502b to enit regular )
poIIing, at 102, to search for the nobile phone 305. .
Tﬁ rther bej ng activated, the engine is
fi Ft@%?'@%ﬂ*’?@l%%?tﬁaetﬂ fergimaroves seogrityznf thexead isf thatta thief -
state 101. 11 In order to drive the car in the arned
weskhayeto gebineamphiiepha0s 30asfirsbbetore thet @t get dyay th the
Bl uetooth transceiver 502b, at 106. The detection

car. deethermare, théGresentadrhbodifterlis piaretrdblEBRSHEI¥Slng a car
502b sending out poll signals, at 102, and 5 receiving

franT b@nng@@eﬁ@m dferBREY ?hét_hWooﬁ%rﬁfonapﬁta%‘?ﬁasetfsystems.

nobi | e phone' s

Optionally, the car has an armed mode and an un-armed mode. In the a-rmed

- mode, the embodiment is used to access and enable the oar. In the un-armed

mode the car is protected and operable with conventional lock and key
systems Figure 1b is a flow chart showmg an example of a program routine .
useable in thls embodiment. The program as shown in flgure 1b is actlvated at
100, only when set to the armed mode. In the un-armed mode, a Bluetooth
transceiver 502b of the interface board 502 which is connected to the processor
unit in car does not poll for the presence of the mobile phone _305. In the armed
mode, the processor unit 501 causes the Bluetooth transceiver 502b to emit
regular polling, at 102, to search for the mobile.ph.o'ne 305. Furthermore, on
being activated, the engine is initialised to be.ing disabled, at 103, as the default

state 101.
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IMEl, to confirmthe presence of the nobile phone 305
within detectable range of the Bluetooth transceiver
502b, at 104. If, at step 104, there is no nobile
phone 305 which is responsive to the processor unit
501, the engine remains disapled. 10 Wien the nobile
phone 305 responds to the polling with an I MEI, at
105, the processor unit 501 proceeds to determine if
the IMElI is the one registered into its nmenory, at

¥ RRder iVt o™ RSt o Giobilrih s 868 i to be

' nahl es the engine 15 tiner, and thus
dgﬂéch?ﬁgg’é ﬁﬁﬁgﬁ@pﬂbtrag?cqg@r 5920 1t WieaTheddefgctioreprocess, at
wner, at 101. If the nobile phone 305 detected by
1pﬁeeBt&Jéﬂb@tBﬁUQtpaﬂstrenmleb semdingtoue potieynatié, cdt 102, and
is registered with the processor unit 501, the

receiieg soresponte $n W motGiesHdHEE Wik ﬁ%dé&eth‘é%?b\ ¢ ghone S
engi ne di sabl ed, at 103. 20 Even on after success

IIMBERLbI JoefitAGHE HEOEcebf t%%?nobﬁ@ Rﬂ§ﬁ8%5%|tm5%%géétabf"et range

106, is cyclically repeate to e e the en

r y) 107,
LI BRERN e B! g b1 oar stop 1D ﬂwee%epggebne
ecti rocess, 106, the npbile phone 3
Philfie §§‘5 i o Rl e (obeagaBSa Nt B, the eqeingiremains
at 103. Optionally, the enbodinment may be
digabledhsitised to disable 12 the engine only after a
pre-determ ned number of non-detections of the nobile
phone 305's presence. Therefore, the nobile phone 305
has to be kept within detectable distance of the

VBaretreotobile phepei 305 rézpdRdaNd thepolifgRetk8RIMER, at 105, the

processor unit 501 proceeds to determine if the IMEI is the one registered into

its memory, at 106. If the IME! is one which has been registered into the
memory of the processor unit 501, the processor unit 501 enables the engine

tlmer and thus enabling the engme at 108, to be started by the owner at 101.

| 'If the mobile-phone 305 detected by the Bluetooth transceiver 502b is not the

one which is registered with the processor unit 501, the processor unit 501 will

continue to keep the car engine disabled, at 103.

Even on after successfully enabling the engine, at 108, the detection process, at

106, is cyclically repeated to enable the engine continually, at a regular interval

'(i.e. delay) 107, as long as the car is in operation. If at any cycle of the detection

process, at 106, the mobile phone 305 ceases to be detected, the engine will be

disabled, at 103. Optionally, the embodiment may be de-sensitised to disable
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‘conti nuous operation in order for the car to be
enabled. 5 If the car is to be left with a car

wor kshop for servicing, the car has first to be
unarnmed so that the car may be operable in the
conventional way and the nobjde phone is not needed
for the workshop technicians to test the car. In this

car exa ar

r ' ut £on ich i's provided .at the
PREASd Blksanit” g Bi the S e erieads mastadeckat within
W, | | ge(ﬂisabled. The processor unit first disables
defretallg distapradf theiluatosth iranseriver 3aRmayd bas to be kept in
signalled by lighting up an LED of -the interface
CaBHndous| spenatignfiniorder foe taapaeto bmanablkeg. of the car

needs to be done via the security card. The interface
board 502 waits for the security card to be presented

to the card reader 502d for authentication. If the

IfXRE Walr 19/ t£B6 Thft With W E@rﬂkgﬁghsg'foﬁ Qgreljicu ,‘tgg c:aﬁ hag irst to be

defaul ted back to an ena tate

[ t and t C is protected in the
ubgiER SolNR! % G Thaf RstrbBR, fithe Dalbr oy Wapnd e
of .t he enbodi nent . When the car is unarned, the
"Eiblh'&?gb‘ﬂ? ‘Fr”é’rﬁQ@@F@éﬁ%Ft?p‘éloaiﬁhppﬁgcinrdpiarﬁeto tpstethernss. In this
of the npbile phone 305 and the interface board 502
embiagdirsnt, the sauE1ay heiunarmed eaisingthessetunity sarr i ty
card.

- tt@é”@ggid%éﬁAl%-aﬁ‘tE? ﬁ‘gﬁg-&ﬁgh@@eﬁgﬂfrﬂﬁ% ﬁféﬁ@rg-ldte!?%ect%&%%uc{fithg mobile

An example of how to arm the car is by pressing on a button whichis provided
at the interface board. When the button is pressed, the car will be disabled. The
processor unit first disables the engine timer. Successful disalbling may be

signalled by lighting up an LED of the interface board. .

In a further example, unarming of the car needs to be done via the sécurity
card. Tﬁe interface board 502 .waits for the security card to be presented to the
card reader 502d for authentica_lt_ion. If the security card ié authenticated, the |
engine is defaulted back to an enabled state (just as in the conventional state)
and the car is protected in the conventional way, without using the security

features of the embodiment.
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5 In general, the security card is only needed when
unarnmi ng the car or when a new nobile phone 305 is to
be registered with the processor unit 501. Therefore,
the security card may be put away in saf ekeepi ng when
the car is wused daily under qmornmal arned operati on.
Advant ageousl y, having a security card-based nobile

VWhenends est sturpdr v Lefi from 10
D R, e PRRRLR Pl Sedhvarvohy PEligadite

' o) ! nai he. .Typically, the o
ety e rHOPE BrBoF a0 B Frd Bteedun s eserias
t he. rar .%.og'ghe resent owner. Optionally, the
p@ﬁ%‘&& YA NGAO" RISy MRS ISgaET P ar m syst em by whi ch
an 15 alarmis raised, at 109 (optional process
~di stinguished by the dotted lines), after one or nore
speci fic nunber of failed attenpts to detect or :
Imgenenal i toatsecuhity cavalis loglyohesdeBW¥henainakiing@thel 85 oriben
enbodi mnent may al so include a wi rel ess car-Tocking

neyshebilié pabne BD@sith be2@glshsreki Widh &5 Mg!e“s'@,oﬂﬁ?{it 501
repl ace the conventional “infra-red bage W rel ess door
TheVefofPH e, .provi ded.on the _
ol TN EEPUS o Sy BE PTR RS IR RERREERiAg whaf the car is
r Lyel a_speci al key sequence may be entered
“%ﬁ{’ gapﬁéhgﬁiaﬁf’ir@a’;%&%“a OPErAIRE- AENANEISRYRY: Baiegpasecurity
V\hrd'ech vgll cause the nobile phone to send a signal to:
CelitsPassd mobiig Rbane egisteationduystermiprevents\d darsthididérom
advantage 14 that the owner is freed fromhaving to
regigtering anfiv IneolpifeopleoBd With thewlar pascassoniuh! 388StoGsHable the
door key. Such wireless car keys are often too bul ky

enginbeTppiaaky] themseaurity¢art ik providew bz'iﬁe RGE dedfeh Wifd sold the
separately. Replacing the wreless key with : _

car to the present owner.

Optionally, the embodiment may also include an alarm system by which an
alarm is raised, at 109 (optional process distinguished by the dotted lines), after

one or more specific number of failed attempts to detect or authenticate the

~ mobile phone 305, at 104 or 106.

The embodiment may also include a wireless car-locking system (not shown in
the figures) which may replace the conventio_nal infra-red based wireless door
key. For example, a button may be provided on the mobile phone for unlocking
the car door. Alternatively, a special key sequence may be entered into the )
mobile phone via the mo.bile phone’s keypad which will cause the mobile phone

to send a signal to the car to unlock the car door. This provides the advantage
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‘a mobi | e phone 305 may thus reduce the nunber of
gadgets carried by the 5 owner. The car | ocking system
may al so be linked to an alarm system wherein the
alarmis set off when there is a forced entry. 10
Figure 2 is an illustration ofqthe enbodi ment of
Figure 1 b, wherein a nobile phone 305 is registered

Rl SRS 580 E ehg fpe o

j 05 . enables the car to be driven. 15 A
RIS PHG06: K 5B e et 25 kBl e oien seaibuliyiia be placed
nobi | e Eone;305, at 309, with the. nobile phone 305
Oé‘a?TESH“% Ke¥ring @Rgrare cardedseparataly. Replacinghthef wishiess key with
has gotten aw&g with the car 303 and nobile phone 305
g opge Pbene3iemaytthes nedidethshomebapbf g@d%@gro@tﬂim by the
order to 20 enable the car 303, the network service
owrevi der 301 is able to locate the car 305. In the
above-descri bed enbodi nent, the processor unit 501 is
the active conponent while the nobile phone 305 is
t he passive conmponent responsive to 15 the processor

[ i [ V] he. Bl uet oot h transcei ver. _
THE e a0k RISt oyt Bp ol insit o Al aprcve s mitatein the

of the car does not, search or poll for the
agﬂ%k'érﬁceéo Wﬁﬁ%%ﬁ?ﬂﬁ ip @ foReREentis. | nstead, the nobile
phone 305 is the active conponent and sends out '
signals continuously to the interface board 5 502,
i.e. the master conponent, and thus the processor unit
Fenire iZisrarsiusisatien of the embodiment of Figure 1b, wherein a mobile

phone 305 is régistered with the processor unit in a car 303 such that the

communication 307 between the processor 501.and the mobile phohe 305

~ enables the car to be driven.

A network service provider 301 is able to locate the mobile phone 305, at 309

with the mobile phone 305 camped on to network.

Therefore, as a car thief who has gotten away with the car 303 and mobile
phone 305 is forced to keep the mobile phone 305 in operation in order to

enable the car 303, the network service provider 301 is able to locate the car

- 305.

In the above-described embodiment, the processor unit 501 is the active

component while the mobile phone 305 is the passive component responsive to
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to the signals, i.e. the slave conponent. As I|ong as
the processor unit 501 in the car receives the
signals fromthe nobile phone 305 indicating presence

- of the nobile phone 305, the processor unit 501

enabl es the car to be driven.45l0 Optionally, the
driver may have to key in a sequence of pass code into

thé%ro&@dr%nﬁ%es é8”lh \gig%eﬂﬁit%%pﬂ.raﬁﬁﬁ?egu\t/e\g)l;!ovye.'v&r ina

signals to the process L activel y
B e P AR rEE g e P elsndans notsesarch o pol

[ to do so, and so saves energy. 15 The
f§€ﬂiﬁna%§tﬁb§§f0ﬁﬂrﬁ mobilg|RhoneeaRs. ilpsteapy thenmobileatiomet 305 is the
of figure 3. As in figure 1 b, the car is protected
39yive RemRsTEst Bnd eeindss au it -sigribik egniveddusty tothd intérfamdboard
at 100, which sets, at 103, the engine to "disabl ed"

502, i.estheemaster cohanentOdnd WaNthesropuesdr (it 5@? i“Asponsive

wants to start the arnmed car, he activates a
td th [ N ce o :
Do AV PofRNR AT DA AT Bfé%éfg ta;ry 541 inthe
0 Vi a uet 0o
P TR R Yol é‘%éfnoéﬁih%%%t%m 05 s asmace of the
f ile one 305. The processor unit 501
”ﬁﬁ?@é %ﬁo@ WOF it 5@t engblgsitbe sae to bridrivenas
been registered with the processor unit 501, at 302.
If so, the 16 processor unit 501 enables the engine

of -the car by enabling the engine tiner, at 108. The
Gatigniadly, phertsived Mayomaventekey i & lsgljaénéé)of pasP b@ééfﬁﬂgrthe

the IMEl at ‘regular intervals or delays, at 107,
nwtdlerpHonen® thiggénthiehse ey Bait 8PShaR totthe processor unit 501. In
this way, the mobile phone 305 does not have to be actively signalling its

presence to the processor unit 501 until activated to do so, and so saves

energy.

The second embodiment is also described by the flowchart of figure 3. As in

figure 1b, the car is protected by the conventional lock-and-key method until

armed, at 100, which sets, at 103, the engine to “disabled” as its default state

101. When the owner of the car wants to start the armed car, he activates a
trigger on his mobile phone by keying in sequence of pass code from the
keypad to start sending signals to the processor unit 501, at 300, via the
Bluetooth transceiver. The signals mclude information on the IMEI of the mobile
phone 305. The processor unit 501 then determines if the IMEI received is one

which has been registered with the processor unit 501, at 302. If so, the
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'108. If the processor unit 501 stop receiving the
signal fromthe nobile phone 5 305 for a .
pre-determned period of tine, the processor unit 501
di sabl es the engine, at 103. Alternatively, the | MEl

~of the nobile phone 305 may bgy communi cated to the

processor unit 501 by a cable and not wirelessly. 10

drﬁcﬁé&runft(yo 1t ﬁﬁag@ Ithé eﬂﬁ%:ofetjﬂglﬁﬂf g;yeenqaairpginpﬁp% enging timer,

suf ficientl arged dur | Lo FCE
-in ar ger
d&ﬂ?’?ﬁﬁg?’“my Fﬁ%”%ﬁ&’ﬁ r@'”HSﬁﬁ | i Eheseragessondhiel IME! at
e car._ is in this ensures that the battery of

r?ﬂ‘é'aﬁﬂﬁ?“’é'sp‘hroa%'a&f%e%t %, i paderdatmaindainithe enginepboatded, at
is kept 15 securely in place during a journey. In a

OB i E(ﬂﬁo@ﬂsadﬁelrﬁrﬁibﬁshwn'memr@ thekignal frbrimeiel iebile phone

phones may be registered wth the processor unit 501
305 foar se-ddtetminkd praiod@tirhe, Bie M@Be@éfor"ﬁ%%@h@&ab@%ethe

. aut horised person. 20 The i nfor mati on sent to

freessqo3uni t 501 may be encoded to di scouragel and
e}g?event reverse engi neering of the nobile phone's | MEl
nunber, or other identification information. 17 The

vehicle need not be a car, it may be a notor cycle or
be it for |land sea

f tran ortatlon
Aw%ﬁ(‘}i"e 5*?1%[@5?8{ OBHe homer 35 Mayericammunicated to the
mobi | e phone 305 s also responsive to signals
processor unit 501 by a cable and not wirelessly.

In order for the mobile phone 305 to remain sufficiently charged during a

' jourhey, the interface board 502 may have a built-in charger terminal to which

the mobile phone is connected and secured while the car is in use; this ensures
that the battery of the mobile phone does not flat out and that the phone is kept |

securely in place during a journey.

In a variation of the embodiment, a plurality of mobile phones may be registered
with the processor unit 501 in car so that the car may be driven by more than

one authorised person.

The information sent to the processor unit 501 may be encoded to discburage
and prevent reverse engineering of the mobile phone’s IME! number, or other

identification information.



10

15

20

5 fromthe network service provider to perform
functions other than disabling a car. Such other
functions may include collecting data on car
performance. For exanple, the processor unit 501 may
| og historical data on enginqztenperature, nileage
etc. Therefore, the owner of the car nmay authorise a

TRRIVeRRIENRBANGA belA AR Gt iy RO AbY AR o8], $t§§r fakaor

and analyse the car's condrtion for p

' d ar nmaj ntenance garage i s
trgﬁ%ﬁn&?%gcgﬁ?jg lit:gﬁ’tlg%%fa%eor eV ARTROEHIAN ce provider to
send a signal to the nobile phone 305, which causes
the nobile phone 305 to consolidate data | ogged by the
processor unit 501, and forward the data to the
Irha fwdher eyebodireent; 8ve owbileiphoinet B@H sfalsd I'Hsponéﬂrewarm?nals
the data to the car maintenance garage. Simlarly, the

froa the ridtwmeki seaddeiprividearto gt fulrtians bt hah Rdivg a
conducted on.their cars. An exanple of such a renote

capSuahi AMNel fuctiBAs Y IneRideeE R 'Qggcfé\é%ﬁ;creﬁfqew{n&mcg. For

nobi | e phone is illustrated Int

u ' ' . wn| oad. | d data.from '
fmbisy B proch<SRr e 5t ﬂgsﬂi%q h's?%rgz?%?a( g Ehperature,
a10]e) wWork service provider, a maybe by j
mggsg‘}"lr’%écnte'tﬁbe@ Eothie OWRer of the crrean puthasisenmBar maintenance
network service provider ‘then responds to the request
9#RosdAdraglaal davwilead the Aateoand@nabisel the maosedb@itiorTive pro-
nobi I e phone then communicates with the processor
aglivetmatenance, ie. Biaieaooiantenanse gavage isabernfSd t&BEntact the
causes the processor unit 501 to transmt |og data via

nétherirsbivies pRoviddansenel 4 BRnarty RidmRBAIKsHENRIME, Yiich
at 407,  409. The network service provider then

cduse8 Ak infobiltephSfe 88530 BNk BfdSR 4B | Od SIPET T dBF &% sor unit

501, and forward the data to the network service provide, which then further

forwards the data to the car maintenance garage. Similarly, the car’s

manufacturer can collect data on test results conducted on their cars.

An example of such a remote operation via the service network provider of the
mobile phone is illustrated in the flowchart in figure 4. A user, intending to
download logged data from the processor unit 501, sends a.request to the
mobile network service provider, at 401 (méybe by—just calling the customer
éervice person). The mobile network service provider then responds to the
request by sending an instruction to the mobile phone 501. The mobile phone
then communicates with the processor unit 501 via the Bluetooth transcéiver, at

405, and causes the processor unit 501 to transmit log data via the mobile
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‘In general, it is preferable that the processor unit
501 (and the interface board) 5 is in a listening
node, i.e. slave conponent, with reference to the
nobi | e phone except when processor unit 501 is
requi red to consolidate the pgyformance data of the
car to send the data to the workshop. In a further

ALy, AU L3 T e
hofTre SRRl B Beotiatil® e adetoacppatage.

determined SIMcard and, thus, to determ ne whether

the SIMcard has been changed. If the nobile phone
detects that the SIMcard has been changed, the

IngBNel phisnrreerpblecthiab the pesqessbalhiy S0MdaBt ties dieHace board)
feature for communication 15 with the interface board,

isninyeb istdngbinede, ConslaveieotiponehhenifPRifbRideaBahE $no e phone
unabl e to handshake with the interface board to enabl e

ekbéptwee® broceERBE unt 501U tr@@t\ﬁ/ ilregfg gf I@(ﬁnﬁglpépebgﬁﬁo%?m%] nce data

the security features is pr

offhebé’%_ otgg?ldﬁ?,re @ﬁ%_ t%gﬁ%gﬁik%fio hone are stolen, the

car thief w enabl e the vehicle if

he changes the SIMcard in the nobile 20 -phone. In
further variations of the enbodi nents, the interface
board may be enbedded in the car CPU or integrated

'W? wikereemhpdionent, e sokieiphang, istehmoidiftest drae baviograifeature
19 may be installed renotely fromthe CPU board, such
thed thye marifiedh sidiilerphorenis atils idantifp ere8MARIaky in the mobile
integrated into the car. In a further variation of the

plobedr e tse nidtsilel sHeHd ARy RO BFShrhHMmoEto 5B SE-
determined SIM card and, thus, to determine whether the SIM card has been
changed. If the mobile phone detects that the SIM card has been changed, the
mobile phone’s functions, especially the Bluetooth feature fbr communication

with the interface board, may be disabled. Consequently, the mobile phone is

unable to handshake with the interface board to enable the vehicle. Thus, a

further degree of robustness in fhe security features is provided in this
embodiment. If both the car and the mobile phone are stolen, the car thief will

not be able to enable the vehicle if he changes the SIM card in the mobile

_phone.

In further variations of the embodiments, the interface board may be embedded

in the car CPU or integrated with the car CPU. Alternatively, the interface board
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‘5 a processor unit which speeds up the processing of
the Bluetooth communication with the nobile phone, as
wel |l as the passing of information to the processor
unit in the vehicle. It should be understood that the
enbodi ments descri bed herein@ye but 10 enbodi ments
of underlying concepts of the invention. Alternatives

rh&y b@%stﬁ"@@%rﬁﬁ@i{ro BF;‘LPBO%‘?F%HEIP%:\%”%W & dashboard, and

intended to be wthin t e scope

: e, nterface board 501 is just
'%hg r#:é’r(tl ﬁ%ﬁ')ﬂ%d 'Hp&{ﬂﬂ €&3ti on between the

processor uni t- 501 and the nobile phone 305. O her

nmet hods are possible within the scope of the

i nvention, such as a 15 comuni cation port which is in

In pfusthae vabatisy @ﬁ)félledembocimm@rgsaﬁmdnmrfamﬂ boarddartHet Somprises
whi ch the car processor unit 501 is installed. LLOYD

agrsEesatr Wiawhieh speedisvahtie proﬁ:@@éllh?tdf tHy gllﬁ’éfboth
conprising: a vehicle processor unit capabl

chfrabhicaBo@Mithenathbpite ﬁﬁcﬁé’%@%‘eﬁ%sqg E[% en?ﬁf‘é’lhﬁ@ation to

wherein the processor I's arrange

t%{@}&degsﬁpgﬂlt ?Pth(? \g%ﬂéll fying signal froma nobile

ne 1s dete rdentlfylng signal including
an I nternational Mbile Equi pnment Identification
(I MEl') nunber of the nobile phone. 10

It should be understood that the embodiments described herein are but
embodiments of underlying concepts of the invention. Alternatives to the
embodiments, though not described, are intended to be within the scope of this
invention as claimed. For example, the inteﬁaée'board 501is just one way of
allowing communication between the processor unit 501 and the mobile phone
305. .Other methods are possible within the scope of the invention, such as a
communication port which is in the same motherboard or integrated circuit

board in which the car processor unit 501 is installed.
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2. A vehicle security systemas clained in claim1l
wherein the processor unit disables the vehicle when
the identifying signal fromthe nobile phone is not
detected. 15 3. A vehicle security systemas cl ai ned
in any one of clains 1 and 22gherein the processor
unit continuously enables the vehicle when the
gidg i fying signal fromthe nobile phone is
periodically detected. 4. A vehicle security system as
claimed in any one of the preceding clains 20 wherein
the nobil e phone is able to receive renote

1cogr\rlu?"i§:gati on.tfron}the owner to issue to a command to
t hie SR sEEY MY YRS CAIMPASING t he vehicle. 5. A

vehicl e security systemas _claiped in any one of the
pr ecedi ng &YeNIEE Pragessar dnitkaprabls ofdisalling anthanaklinghe
vehicle to be located. LLOYD WSE 21 6. A vehicle
securapeyatigrseftfreachitle; wieereim cl ai m 5 wherein the

nobi | e phone enables the vehicle to be [ocated by GPS

system or th@yrécEssbr nait Wwakanged 16 68alile thé dehigle whén af
vehi cle security systemas clainmed in any one of the

pr ec%’émﬂyiﬁg%i'i\%}ﬁal fiRE B ShobildiShomdis! &t@&@ﬂ?fﬂéig%ﬁﬁ@iﬁgosignal

identify a card installed 1n the nobile

the W@baiﬁgﬁfm?%rjnﬁiigﬁélw |Ie0$ﬁ2%€r{§:hﬁtfeeﬁ;/ﬂfi§ﬁg6#?IMEI) number

processor enabl e
of the mobile phone.

2. A vehicle security system as claimed in claim 1 wherein the processor unit
disables the vehicle when the identifying signal from the mobile phone is not

detected.

3. A vehicle security system as claimed in any one of claims 1 and 2 wherein
the processor unit continuously enables the vehicle when the identifying

signal from the mobile phone is periodically detected.

4. A vehicle security system as claimed in any one of the preceding claims

wherein the mobile phone is able to receive remote communication from the

owner to issue to a command to the processor unit to disable the vehicle.

5. A vehicle security system as claimed in any one of the preceding claims

wherein the mobile phone enables the vehicle to be located.

LLOYD WISE
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‘the SIMcard installed in the nobile phone being a
predetermned SIM card. 8. A vehicle security system

as clained in any one of the above clainms further 15LLOYDWIS
conprising an alarm wherein the alarmis rai sed when E
there is an attenpt to start2tthe vehicle and no

identifying signal is received fromthe nobil e phone.

9. A vehicle security systemas clained in any one of

claims 1 to 7 further 20 conprising an alarny wherein

6. N GERER ée%u?iynﬁgg%%clhnﬁed WL ol Wﬁder%iln {r%:mngé bfione

phone I S not I catl on expecte

pr unit.. YD W 2 .. A vehicle secur,it
oy TR I PeiniegoiE lofo gy 6P udtetcny apREhe ok
further conprising a renote | ocking system wherein
t heET¥ICE Q¥R i t | ocks or unl ocks the vehicle for
physi cal access on receiving a conmand or signal from

the nobile phone. 5 11. A vehicle security system as
claimed in any one of the above clains wherein the
vehivehizle seeurithsgdtemy aswidifmeddn anyemg oftheipréceding chims
vehicle. 12. A vehicle security systemas clainmed In

anwhenrsn tle udilaphoneds abmBto ety A SIV chREINREANRESA Mhe
unit detects the identifying signal wrelessly. 13. A

velobiiE phBRET ity systemas clainmed in claim12 wherein
t he pr ogesso’r uni t

the mobile phone is able to communicate with the processor unit to

enable the vehicle; and

the SIM card installed in the mobile phone being a predetermined SIM

card.

8. A vehicle security system as claimed in any one of the above claims further
comprising an alarm; wherein
the alarm is raised when there is an attempt to start the vehicle and

no identifying signal is received from the mobile phone.

9. A vehicle security system as claimed in any one of claims 1 to 7 further
comprising an alarm; wherein
the alarm is raised when the IMEI number of the mobile phone is not

an identification expected by the processor unit.
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-detects the identifying signal by Bluetooth

technol ogy. 15 14. A vehicle security systemas clai ned

in claimin any one of the preceding clains wherein LL

the processor unit enabl es and disables the vehicle OYD WISE
via an interface board. 15.a2vehicle security system

as clained in claim14 wherein the processor unit 20

ReA8ehiclé Béchl‘é’lzrgy%féfﬁ RQ Fhified in\dry dritof ﬁﬂb_eé'tf laims further

board. 16. A vehicCle security systémas clained in

ol aj 2 ar > . . <
anChéng's femlethekia s ek hEkéin it BERASRDEB gk or
23 e he pr.ocessor unit is set to the unarned de,

£ nutOERs MeEvEtREIRE BhysiGa accpsS Rbyregeiling & gmmand or Signal
di sabl i ng and/ or enabling the operation of the

veftP® tBe'mohie phorey cl e security systemas claimed in
claim 16 wherein the vehicle processor is arranged to
be set to the unarned node by a physical

identification nmeans. 18. A vehicle security system as

1cll. Al vahitleé secldtyrsystermiagrataimeahisinyadne d{the above claims wherein
identification nmeans is a smart card or magnetic strip

cafhé veificl® iy BRhBIcR HEsHAt fng &Y &h Gk A8k %ﬁéﬁ%hi@k.
processor unit capable of disabling and enabling the
vehicle; wherein the processor unit enables the

vehicl e when an identifying signal froma 15 nobile
1%8&%#@? gﬁéﬁﬁttyes%‘stew Gélslc a%meldfixla% osr{ gfatlhela%%vlédélgl savr\}herein

the processor unit detects the identifying signal wirelessly.

13. A vehicle security system as claimed in claim 12 wherein the processor unit

detects the identifying signal by Bluetooth technology.

14.A vehicle security system as claimed in claim in any one of the preceding
claims wherein the processor unit enables and disables the vehicle via an

interface board.

15. A vehicle security system as claimed in claim 14 wherein the processor unit

detects the identifying signal via the interface board.

16.A vehicle security system as claimed in claim 14 or 15 wherein thé vehicle

processor unit has an unarmed mode and an armed mode; wherein



‘Mobi | e Equi pent I dentification (IMEl) nunber of the

nobi | e phone; and the processor unit continuously

enabl es the vehicle when the identifying signal frdhOYDWISE
the nobile phone is periodically detected. 20 20. A

met hod of enabling a vehicle2@onprising the steps of:

a)a processor unit in the vehicle detecting the

Pr es&fiteh e ProcEB&br hifiBRREto the UinRIH©880theNeHicle
enabling a function in the vehicle in response

to
O PAG L 81 R b bR B Bl e

\Pgome ceases to be detected, wherein the nobile phone

CM%Gentified by the International Mbile Equi pment
Identification (I MElI) of the nobile phone 5 21. A
nmet hod of enabling a vehicle as clainmed in claim20
further conprising the step of the processor unit

5 IdoArvehicleseagrityisystem asralaintesds daier t6 wheneindhe vehisle
processor unit enables the function in which the

v epiotiessoreis poraredao bdsetad dhelahamhéd® moddby\arptysival of
enabling a vehicle as claimed in claim20 or 21

f uidentficatmeaAsng the step of:

18.A vehicle security system as claimed in claim 17 wherein physical

10 identification means is a smart card or magnetic strip card.

19.A vehicle security system comprising:
a processor unit capable of disabling and enabling the vehicle; wherein
the processor unit enables the vehicle when an identifying signal from a
15 mobile phone is detected, the identifying signal including an International
Mobile Equipment Identification (IMEI) number of the mobile phone; and
the processor unit continuously enables the vehicle when the identifying

signal from the mobile phone is periodically detected.

20  20. A method of enabling a vehicle comprising the steps of:
a)a processor unit in the vehicle detecting the presence of a
mobile phone;
b) the processor unit enabling a function in the vehicle in response

to said detection; and




"d) raising an al arm when the presence of the nobile
device is not 15 detected in step a) 23. A nethod of OYD WISE
enabling a vehicle as claimed in any one of clains éé
to 22 further conprising the step of: e) the nobile
phone receiving a first commagd initiated by the owner
of 20 the vehicle to issue a second command to the

processor d)rr"é%eé eqdétéﬁglaziarqg _ﬁﬂ%ig&li@gé \{gﬁm@%% the

enabling a’vehic as cl in any on al ns

to 23 wh I.: SQr,. unj an unarmed node
and an ar ﬁég&!ﬁ)éﬁgné;é%g{{s&&w&c@ when t he
it h hi cl
D ocessor whben dei5bohs phte HEERFTHY e arapons oie
enabling the operation of the vehicle. 5 25. A nethod
of erkiipmgntldeatifieationadMEhefitbg mebilg BhoRe4 wher ei n
the vehicle processor is arranged to be set to the

5 unarmed node by a physical identification neans. 26.
A net hod of enabling a vehicle as clainmed in claim?25

2N pigthdédef ehalslingea vehidld 4€blairhe@ &t tialin PBRtheP cmprising
smart card or magnetic strip card. 27.A renote vehicle

Com%ég%tfitl%‘pﬁyc%%@g? GRTBS Pl Hicati \Hﬁﬁﬁﬁﬁﬁt%ﬁa%@irbto;ard;
e to [T from’a

t he processor unit I ng responsi v a sigha
rm\%le%iﬁhone, t he

the processor unit enables the function in which the vehicle response to

10 said detection.

22.A method of enabling a vehicle as claimed in claim 20 or 21 further
comprising the step of:
d) raising an alarm when the presence of the mobile device is not

15 detected in step a)

23.A method of enabling a vehicle as claimed in any one of claims 20 to 22
further comprising the step of:
e) the mobile phone receiving a first command initiated by the owner of
20 the vehicle to issue a second command to the processor unit to disable

the engine.

24. A method of enabling a vehicle as claimed in any one of claims 20 to 23

wherein the processor unit has an unarmed mode and an armed mode; and




10

15

20

15 signal including an International Mobile Equi prent

Identification (I MEl) nunber of the nobile phone; angLOYDVWSE
t he nobi |l e phone being responsive to a signal froma

network service provider; wherein the network service
provider is able to renptel y2bnstruct the processor

20 unit to operate one or nore functions. 28. A renpote

vehi terCHRIPHaceSddrahitsiy et Me Wahi&itnble Cihel vBHdle
wherein the processor unit is arranged to be

ArGRERPE KR 12 Rot S HIgBPisab R or RRHEl, B0 i4tiEn HF tne
communi cation systemas clainmed in claim?27 or 28

V\?ﬁgeei n the one or nore functions includes disabling

the vehicle. 5 30.'A renote vehicl e conmuni cati on

systemas clained in any one of clainms 27 to 29

wherein the processor unit |ogs information about the
2beAinetodafenabiing acvehicleaselainesk in@taim 24 mingireig the vehicle
sendi ng the | ogged information to the network service

pr proceesonvis artangedabibeesqtitotiee uhfrnddd Aodenioy a phgkical e
comuni cation systemas claimed in any one of clains

27idehtfictliodypeanhs. t he network service provider
renmotely instructs the processor wunit to operate the

one or nore functions for purpose of car maintenance.

26.A method of enabling a vehicle as claimed in claim 25 wherein the physical

identification means is a smart card or magnetic strip card.

27.A remote vehicle communication system comprising:

a processor unit;

the processor unit being responsive to a signal from a mobile phone, the
signal including an International Mobile Equipment Identification (IMEI) number
of the mobile phone; and

the mobile phone being responsive to a signal from a network service
provider; wherein

the network service provider is able to remotely instruct the processor

unit to operate one or more functions.

28. A remote vehicle communication system as claimed in claim 27 wherein
the processor unit is arranged to be responsive to the signal from the

mobile phone via an interface board.




10

15

20

15 32. A renote vehicle comunicati on system as cl ai ned

in any one of clains 27 to 31 wherein the one or nore
functions includes sending the |ocation of the LLOYD WISE
vehi cl e the network service provider via the nobile

phone. 33. A renote vehicle cggmnuni cati on system as

clainmed in any one of clains 27 20 to 32 wherein the
processor unit has an unarnmed node and an arned node;

such that when t he processor unit is set to the

r [

24 BB e el S EMElPo FEREf B8 Miaittd i daiBfe7 or 28
t he veh| cle. LLOYD SE. 27 34.Ar [
coMMEIE 416 Biie 8 Share Haciqrs: Rélfdes JERp 'eﬂlh%vehm- s
27 to 33 wherein the vehicle processor is arranged to
be set to the unarned node by a physi cal
i dentification means. 5 35. A renote vehicle _
IoArrenmiatavebiclesgamamnigationaystamias cdaimeshie asfy eneaptiglaims 27
27 to 34 wherein physical identification nmeans is a
SNy 29 ededeiar nagnetic strip card.

the processor unit logs information about the vehicle; and

the one or more functions including sending the logged information to the

network service provider via the mobile phone.

31.A remote vehicle communication system as claimed in any one of claims 27
to 30 wherein the network service provider remotely instructs the processor

unit to operate the one or more functions for purpose of car maintenance.

32.A remote vehicle communication system as claimed in any one of claims 27
to 31 wherein the one or more functions includes sending the location of the

vehicle the network service provider via the mobile phone.

33.A remote vehicle communication system as claimed in any one of claims 27
to 32 wherein
the processor unit has an unarmed mode and an armed mode; such that
when the processor unit is set to the unarmed mode, the vehicle
processor unit is not capable of disabling and/or enabling the operation of the

vehicle.
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27

34.A remote vehicle communication system as claimed in any one of claims 27
to 33 wherein the vehicle processor is arranged to be set to the unarmed

mode by a physical identification means.

35.A remote vehicle communication system as claimed in any one of claims 27
to 34 wherein physical identification means is a smart card or magnetic strip

card.



