PCT/SG2020/050742

WO 2021/118471

YIOMIBN

SUOIIEOIUNWWOYD

vEl /.\\I Josuasg 901Neg-ans
zer - Alowa | 9218 q-gns
A
4
108S8201d 921A0Q-QNS
OMU F /..\
9010 Q-aNS
@ A M
- L0}

601

L 614

| g UoEoddy
I pasuaureIu0)
|
|
|
|

S|qejleny

aoe|diyIep o

Alowa
201na(] Juswabeue |y el

:

10SS8201d
201ne (] Juswabeue |y eleQq

20Ina(q 1Uswabeue el

SUOMIBN 1SEOn|N

uoieoIddy
pasuauIeIU0D

Jauiejuon

SINPOW Ble(Q 901A8(]-gNS

9INPO Josiniadng

AIOWBJ\ 921A8( 92IMIDS

:

10SS9001d 92IA9(] 99IM9S

90IA8(] ©0IAIBS

f

(0[0]8

A-
N\
9Ll
gilRY
T N
| CHE
TN
cLl
NN
oLl
NN
801
/\\./
< | 901
//.\\n/
/J Y0l

c0}



PCT/SG2020/050742

WO 2021/118471

2/9

N

L0}

L0}

YIOMION 1SBN|NN s
NI
9Ll
ooMeqANS | w > uoneoiddy | \yr
(O)g0z1 pasuauIRIU0D \\..y F
821K g-gns AM|V Jsurejuo) n/mF F
\ (0)dozt aINPol ejed danea-ans N L~
i AM|V 0Ll
/01 | @o1ne@g-gns a|npoy Josiaiedng N~
\ (8)goz} Aowayp 991n8q 99IM0S 801
80INeg-gns |- N > - < |
(v) v T\
V)80t 10SS8001d 8218 801MeS € | 901
o0t \ 92IAB(] 90IAIBS /.\\/
601 /J bOL
c0l

vOocl

| uoned|iddy

| pasuauIelU0Y
“ a[qe|eAy
[

_

aoe|digvepn

Aowsp
2d1ne( awabeue | eleQq

v

10SS900.1d
201na(] Juswabeue BlRQ

vmo_>mo Juswabeuepy ereq

( ¢

acl 8L

001




WO 2021/118471 PCT/SG2020/050742
3/9
100 1187 \_| Data Management Device
R‘ 122/'\_ Data Management Device
Processor
124 t
"\ H Data Management Device
Memory
128’\ r———————————— |
127\" | Marketplace |
-'HI’ Availabl !
vailable I
126 /\~+ Containerised |
L Application _!
102
. h/QOA
104 Service Device
\/’—-;\ Service Device Processor
106 A
k,, \ 4
Service Device Memory
108 |
AT N Supervisor Module
11
\0/,-\ Sub-Device Data Module
113\ B Container
112 L
1 14\_,/ Containerised
Application
_H pp a
116A
TN ¥
N Multicast Bus 120B(Q) 109
120B(A) ¥ &
120B(B) 120B(C)
107 107 107 107
Y g —~ FJ
Sub-Device Sub-Device Sub-Device Sub-Device

Fig. 3




Fig.

4

WO 2021/118471 PCT/SG2020/050742
4/9
100R‘
109
\« 107 107 107 107
~ ~ —~ —~
Sub-Device Sub-Device Sub-Device | - Sub-Device
| | T
142B 142C . .
N e N
| { |
FJ ¢ Y VvV v Fj
142A 136 Machine-to-Machine 142Q
") Communication System
4~
138 y
N Forwarder
144 *
116A
) Multicast Bus
4~
|_ __________ I__.__' _____ !.__.__.__._I
140A | 140B | 140C I 140Q I
N v N v A | N v
Container A Container B Container C Container Q
SDKC | SbKQ |
T |
| | .
vy v
Containerised Containerised Containerised Containerised
Application A Application B Application C Application Q
\ \ AN \
114a 112 1148 112 114c 112 114q 112




WO 2021/118471 PCT/SG2020/050742

5/9

145
. Containerised | Containerised | Containerised | Containerised
Sub-device L . N N
Application 1 | Application 2 | Application 3 | Application 4
Sub-device 1 v v x x
Sub-device 2 v v v v
Sub-device 3 x v v x
Sub-device 4 x x x v

Fig. 5



WO 2021/118471 PCT/SG2020/050742

200 6/9
118 R‘ 14& 1(‘)<
Data Management License Validation . .
; ; Service Device
Device Service

Send a request to
20277\ initialise a containerised
204 application

‘\ <
Receive the request
|
Transmit a licence key 208

~ \ o D

206

Receive the licence key

Transmit the license key
to a license validation

service
212
- S
‘\ 210
Receive the license key
v
21477/ Validate the license key
v
Transmit a license
validation 218
~ .

216

Receive the licence
validation
I
Retrieve the
220\ containerised
application
I
Initialise the
2227\ containerised
application

Transmit an installation
224/\/ confirmation

Fig. 6



WO 2021/118471

300
146 \‘
S

7/9
102

\

License Validation
Service

Service Device

302\

PCT/SG2020/050742

152

\

Initialise the
containerised
application

Containerised
Application

304\

Generate a license key
validation request

g

Transmit the license key

3067 \_] validation requestto a
license validation
service
308
\ >
Receive the license key
y
Validate the license key ’\/31 0
Y
Transmit a license
validation
— >
312

314\

Provide the license
validation and a private
key

Fig. 7




WO 2021/118471 PCT/SG2020/050742

400 8/9

g

402 422 ¢
AN e

Receive a request for access Process the sub-device data to
from a sub-device generate processed data

404 ¢ 424 ¢
\/\ o~
Authorise the request for access Encrypt the processed sub-device

o Ty (O

Transmit the processed data to
the data management device

48 v 428 ¢

A
Associate the public key with the
sub-device Store the processed data

410
— *
Distribute the public key and
private key

412

~— *

Receive sub-device data from the
sub-device

414
AN *
Encrypt the sub-device data
416
— +

Broadcast the sub-device data to
a multicast network channel

418

— *

Receive the sub-device data from
the multicast network channel

"

Decrypt the sub-device data

Generate a private/public key pair

Fig. 8



PCT/SG2020/050742

WO 2021/118471

9/9

6614

1S} 1S
SINPON P we v . > Py
SAd PNOIO-01-BUIYOBIN (4, ﬂ Josinadng v ~ ™ 413 sulyor-01-BUIYIEN
6€1 |G .
<
ovl ; _ 801 T~ el
/ ! «w/\:.: IsEo
3INPO _ aInpow SNEGAON
11O SUIYOBN-0}-0UIYOBI Tl 7 EENEE DI SUIYOB|N-0}-8UIYOBIN
A =
_ 8el F———=—==" | 6El !
U S v v
\/\__ _ 6l | g uoneoyddy v uoeoyddy |
_ pasuauIRUOD pasuaueIuon [~
6EL | v ) 3 N
€Sl
Kowap 201N

901A8(] 90IAIBS

swabeuey eleq

<

90}

Z

8Ll

¢

¢l

¢

chh

f

001



