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However, various intrinsic technical hurdles and limitations exist
in SMS today, thus making its application and usage in commerce web
application difficult and impractical.

There are a number of limitations to prior art technology and a
requirement exists for the use of SMS messaging in business environments.

A discussion of these limitations and requirements follow.

Limitations of Using SMS in Commerce Transactions

The absence of the concept of semantics in SMS make SMS usage in
commerce application difficult. The difficulty lies in:
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messages be confirmed on delivery for non-repudiation of transactions such

as:
i. confirmed arrival
ii. recorded timestamp of arrival for non-repudiation
iii. acknowledgement of reception of SMS messages

It may also be a business requirement that a given set of SMS

messages are to be regularly delivered based on a given gchedule. Examples

include:
i. monthly reminders of invoices
ii. scheduled promotions via SMS messages

Broadcasting Type SMS messages may be required by businesses to reach

multiple users without the need of checking or confirming message arrival.

Examples include:

i. Store wide promotional broadcasts.

In this case acknowledgement would likely not be required.
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Difficulty in Semantic Handling at Run Time

Apart from the manual, technical challenge in SMS message encoding,
semantic handling at run time to meet business process regquirements i1s

also a major problem.

For example, a SMS message notifying a user of an outstanding
payment typically requires the acknowledgement of the user, as stipulated
by a business process that defines “a completed customer touch point”.

The lack of acknowledgement by the user upon receiving the SMS
message in this case will be handled differently than other SMS message.

However, the concept of semantics and categorization does not

presently exist in the space of SMS today.
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The above problem creates a serious usability issue for SMS users
(both human and web application) who need to respond to business messages

originated from a Web Application or other data processing application.

Lack of Notation for Parameters Encoded as Part of the SMS message

All inbound SMS messages carryving transaction information are
required to be validated for data completeness and data validity. Not
only that, users sending SMS messages to a given web application are
required to encode enough information in the inbound SMS messages for
proper authentication.

For example, using SMS in online auction requires that the backend
web application used to communicate to bidders notify the subscribed
bidders whenever an auction bidder has been outbid by someone else.
Bidders, upon notification, should be given a mechanism to respond in-

order to raise their bids.
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The originators of business SMS messages are business users who have
business needs to send business messages. Thelr prime concern is to focus
on the business logistics of the message (like the timing of sending, to
whom to send the message to etc.) and the message itself (like the choice
of wordings etc.). They do not want to be (and typically cannot afford to
be) burdened with the technology of the delivery medium. For example, the
technical knowledge of how to send a SMS message is something that the
business users do not want to deal with and expect to be handled for them.

Transparency and user friendliness is important to a business user.

The Requirement of Confirmation in Commerce Usage

A key requirement of to use SMS in commerce is the need for
confirmation from SMS message recipients. The following is a list of

examples for such critical requirements in SMS usage in commerce:
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time period. Typically, this requirenment of session
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used for the transaction; a PIN could preferably be used as an additional

layer of user confirmation.

The Requirement of Session in Commerce Usage

Another key reguirement of using SMS in commerce is that of the
session. Often, when a web application sends out an outbound message to
itg users (e.g. campaign message like ‘all electronics 50% off if
purchased in the next 6 hours), the web application used expects the user
to respond back in SMS to the corresponding outbound message within the

specified time period. Typically, this requirement of session includes:

A request and response model mapping to outbound and inbound
SMS messages;
A time out mechanism; and,

A Session Data sharing mechanism.
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The present invention accordingly provides, in a second aspect, a
means for generating an SMS business message for processing by a software
application comprising: means for a data collection interface accepting
outgoing instructions and outgoing data from said software application;
means for a message encoding engine encoding sald outgoing instructions
and outgoing data from said software application using an encoding
template to generate the SMS business message as a categorized SMS message
formatted for processing by a data processing system; and means for a
dispatcher runtime processor processing said SMS business message for

transmission over a network to a recipient.

The present invention accordingly provides, in a third aspect, a
computer program product directly loadable into the internal memory of a

digital computer, comprising software code portions for performing, when
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sald odeogost irortsudgonperrfiorwiaedno whaea AOM2604Y 632542
appIRCIL B2 Q9B PAA 336 0abh s @iarﬁi)lﬁ&@ L beh Sl H NN SI@S bus 1ness

mess%%Fpég %r caéé&%rﬂ?t hgl\gs %gg;oar Skcg]xgnaﬁ‘.?gd %ton?ppsro(c): ss1n I%yh a data

| ection interface acce goi ng NSt uc
PTOCER RNl TG a%dataadﬁ@&ﬁi:%% gug v%fro(seaw PERRSSEiAg gaid SMS
busimess agpeseye dd ng-aepgisyéor pyedi ngetwaikdtout gedirgent.
i nstructions and outgoing data fromsaid software

. licatjon usi n _encoding tenplate to generate the
%%ﬁ‘%%a categorized SM5 message
formatted for processing by a data processing system

angr-&Qi-sd %ﬁb@fme[q%@ tdf”@hep LPEESR 0L nRIPESS S O n%@' b Irivea
husi pess_nessa nsim ssion over a netwark to a

by W i ealflr? rfe erﬁe%% &leoﬁcc ) %rawﬁggs Iirne‘f’%lclhed
Enbodi nents of the present invention will now be
desigureed isby Maykodiagxanpleystret g iangydtemt fier performing

e-CARREAFABYA N Gud r AWLROSwb 8 ik ChE Bl QeGedt 1iSvandibRCK
diagramillustrating a system for performng

e- Commerce_using SVM5 in an enbodi ment of the present

i n§ETeon; dePF@"tﬁé- SLIHEHIER YerPioger ot tthreShFPTIRGCBf t he
InfrgVBrotmme repotaftsast ruct ure Conponents; Figure 3

depi cts using SM5 Message Conposing Wzard To Create

Neﬂguélg% (ﬁ/ﬁ?cé& u§§yns gﬂ.ﬁ,\ﬁfes%%ée Il\é/glg%odsllﬁg Cugezgpcgl aJZIo Czaalte New

gur e Usih nposi ng
SMS JF%Sp%rIé]aF ?%@1%%@]@&% 5 depicts an SMVS
Encodi ng Fl ow Diagram Figure 6 depicts an SVM5S Message

En@g_ﬁirrég4 Ergh Bes D@lngsﬁhémrﬁess%@gi&\%si%gg@ﬁ_ﬁ fo create new
SMs q%é Gles an SM5 Message Encodi ng Engi ne Fl ow Di agram

Figure 5 depicts an SMS Encoding Flow Diagram;

Figure 6 depicts an SMS Message Encoding Engine DCI Structure

Diagram;
Figure 7 depicts an SMS Message Encoding Engine Flow Diagram;

Figure 8 depicts an actual Outbound SMS message example as seen by a

recipient user;

Figure 9 depicts an SMS Inbound Message with user response filled

in;
Figure 10 depicts a GUI to compose a SMS message;

Figure 11 depicts adding SMS Inbound Template to the message type;



Figure 8 depicts an actual Qutbound SMS nessage
exanpl e as seen by a recipient user; Figure 9 depicts
w@rooEhRsknbound Message with user response fil PEHGBR6V3/004336

Figure 10 depicts a GU to conpose a SMS nessage;
Figure 11 depicts adding SMZ | nbound Tenplate to the
nmessage type; WO 2004/ 032542 PCT/ GB2003/ 004336 9
Figure 12 depicts an i nbound Tenpl at e Manager
St pUGLAS €2 DIeB0taMn Figl € TddodeR! #drSigbh &L oW BB b8,
I nbound Tenpl ate Managenent; Figure 14 depicts
Structure Diagram For Business User Sending SM5
MeBsgure; LFidgoe etsl ShelépretRerati® SRPedndr Terdpt FiMgupeenpgt
Figure 16 depicts Confirmati on Response Run Tine Fl ow
Fi gulBelfa AEPLGE SrAR(UL BRYDA FhoW daUaMyder BLOULE sus

Mess17b_ depicts an Qutbound Fl ow Diagram 2; Figure 17c
dépi cts an Qutbound Flow Diagram 3; Figure 18a
depicts an Inbound flow Diagram 1; Figure 18b depicts
anrigheuns debovt DeagramiZrransk Figueei1d8c depicts an
| nbound Fl ow Di agram 3. Detail ed Description of
Preferre odi ments Figure_ 1 illustrates SMS
oSBT Le EImer L SOk ra R BT CERY g e o

I mprovenents of a preferred enbodi nent over

pr ei@xies i Tanglepysiseas .outheund ApswoRéaerteslicont ri but ed by

the invention herein are indicated by shading. As

i ndicate reviously SMS i t new._ Referring to

Fi gﬁ?uerel?7§hqegh0tsd3%iOéjtl\tg(ng% E%gv g’ﬁaa%ﬁaéndétomrer ce

comruni cati on systemin accordance with the preferred

enmbBoglireente debicanabeouwsbemd hatw &xastamng); t echnol ogy

lies in space labelled prior art. In the past there

were att ts to solve the _issue_of routing SMS

rre%%%ugre%?g% d;éBb?tg’p??angoﬁrbdplfﬁ%“éﬁlgﬁrsmrghni ng on the

nobi | e devices (e.g. cell phones). The space | abell ed

" NewgRreo bBie mebpace an | mbbiugu Féovl Disgrew2widnkd t he

exception of a few basic building bl ocks that exist

today;, AlLbough, sore . of Lhe, basic bui Lding bl ocks may

exi st % he& preferred enpodl hent s RBtel A al l ows

enhancenent of them as appropriate to take into

DetAQCHUNHscBENtion of Preferred Embodiments

Figure 1 illustrates an SMS enabled e-Commerce system highlighting
the improvements of a preferred embodiment over pre-existing systems. The

improvements contributed by the invention herein are indicated by shading.

As indicated previously SMS is not new. Referring to Figure 1, which
depicts an SMS enabled Commerce communication system in accordance with
the preferred embodiment, it can be seen that existing technology lies in
space labelled prior art. In the past there were attempts to solve the
issue of routing SMS messages to appropriate applications running on the

mobile devices (e.g. cell phones).

The space labelled ‘New Problem Space’ in Figure 1 is new with the
exception of a few basic building blocks that exist today. Although some
of the basic building blocks may exist, the preferred embodiments herein

allows enhancement of them as appropriate to take into account new



WO 2004/ 032542 PCT/ GB2003/ 004336 10 capabilities

of fered by the preferred enbodi nents. New el enents are
whe@hloszgt ed in gray while prior art el enents BCEGBR@3/004336

not highlighted. Referring to the enbodi nment

illustrated in Fig. 1, it cadf be seen that e-Commerce

Server 104 is conprised of a nunber of conponents:

Appl i cation Conponents 108: Application conmponents 108

capd i M {3 o s AUSHNGS $1S YREYSHARB cfoa@nditke N eRMIBLEE s are

. .server. .Each busi.ness subsystemis __an_inmpl nt ati.on

hlg@fg}étegdl ven’ sy l&?sp]blrogcaexil’)s/ éemel&grﬁ) eegﬁ%fnogﬁigﬁ?&%h ed.

subsystens include: O der Managenent; User Managenent;

Mar ket in nd. . Canpai.gn_subsystens, .amn thers.

o RSER T A s SRR e TN LR RIS T O gn be seen
thatgignSymneaht 1BF7VeS 184 erem e spe <fag e WRAT I 9t §ospaeeld it o

handl e (and process) nessages generated by the

application conponents 108. The commobn nessage

subBpLiceni tmfareenenes fAft A9l ataop rapABPRANCS aP St the
busifigkh edubspetdnai of rRggivnhantlcrng afttler plEace IBENfEss subsystem is

an %&é@mt&h%feytga@w%ﬂméslsug&@g@gs.i Bxdi9es biBEESess

use of .a nupber of existing features or processes
U R G N S AT NS o LSRG | PRt 6
Camgp ignxsWRgHEUSE - chpngceté@ersong sinple text nessage. |t

can be sent through nmany wirel ess networks. Most

cel lul ar phones are capabl e of sending and receiving

SVBomess dgesge SWhsehiess LWbs ShgecoBate Weysadk Fhlpselsegs 107 is a
gendRSSRGR agat WY1 :GAByvaen APlened an@)broagé%onﬁégsﬁﬁes generated

[ b
by %M%It %ﬁ%g%&%%gmpgg é‘g‘a’ ?.ﬁglg %e ggz&é@g ?‘rbe}:sx%{/%h%%%ttrelé:handles

- Commer ce server

e Mape S SN 18 APEPI02 3PS EYPT TAFFSF opeT Qe by Ot prgdling and
pro¢egiséeomegsaesat-i on conpany to handl e the delivery of

SMS nessages to sel ected nobil e devices. Data

Collection Interface (#1): The Data Col |l ection

| nfree fembedinent| Sllugbrmyefstd Fo¢- d metesobse mfep fragesr of
exidtial eoltheed MHARBEELI3 2h4alPhd/ GB2003/ 004336 11 i.

user input via SM5 Message Conposing Wzard 112; and,

ii. data generated by the Application Conponents 108
sus friswagsiadah orisheedcagemnr Masisage:oSubee e 150 7character long

simple text message. It can be sent through many wireless networks. Most

cellular phones are capable of sending and receiving SMS messages.

Wireless Message Gateway: A wireless message gateway can be implemented by
a computer which can route SMS messages between a wireless network and the

e-Commerce server 104.

SMS Centre: The SMS Centre 102 is typically operated by the
telecommunication company to handle the delivery of SMS messages to

selected mobile devices.

Data Collection Interface (#1): The Data Collection Interface 117 is

comprised of a set of interfaces that collect



to generate an SMS input data collection to be used by

t he Message Encoding Engine 111. Message Encodi ng
wEn@is2s§22) . The nmessage encodi ng engi ne 111, PCHKB2003/004336

i nput data collection, as generated by the Data

Col l ection Interface 117, &< input. The nessage

encodi ng engine 111 then uses the data in the SMS

i nput data collection to generate the encodi ng of an

SM5 nessage wWwsth ﬁb&ﬂf RUt @S AREERIdAbEs NG HNRHSEl2; and,
sel ected  SM5 t%/ . It further validates the user
$

i nput adar nsteth @ BNB L R teal ArRAERFLAY GoBRpReRtE 1083

for error chéekiarged Hyi shadbonat Mesgpareddisveotenm 107

capabi t 111 L N2 codin

cr oot %"%e?%?%l T

thgnccfde’“é‘ﬂn‘prrt%’(f34 fpl exity of the encodl ng of

attributes for the i mpl enentation of message intent

from bu5| ness user The Message Encodi ng Engine 111
Messpﬁ%d?fb"é’ ing FpLRe éﬁ/@ MeSBaJEsTHET SR 19 £7g4 il pyttakes an
inpyRy AetansoPt et ss o s ( #Slerafdte bEMBeMbatzagel Runt omgnterface 117,
as paeessor 110 handl es business senmantics as defined

in SM5 categorisation at run time Basic Functions of

the run tine processor 110: - |If an SMS nessage

I eqhé RS s&Nkhédmhl Ohgohe dahi ¥MRhYus& tBXRRELETh the SMS input

dat %%P?&ﬁ@o]&tt%e é’l\%a%%%?ggnégﬁ%é %% g{r%‘&gé%%r Ez%é‘%l%lattrlbutes

eep trac e confiLrmatl on.

APPHSPEERSS 6P PO éF%%CtF@s%@nEWﬁ eTF JUrEAKG Hglidaées the user
inpytegpoirse rlet GMRdHiYemmlafnedinaiserpiatd 1i¥c bt rgrohechecking:
correspondi ng inbound nessage tenplate fromthe
i nhaun dtutﬁﬁﬂihat@ndﬂﬁbas@phib5llty- ih fenbhenSNG 1MeSssagfnates

enc&ﬁm@ é&%@QUHEQeHP§§QQ% %he SC §S%Q§SQHELHﬁ%eSQ§E

rocgssor edulin

techpdse gcé’mgje‘?ﬁlty OfFﬁP? r?@FO%%ﬁf AECROTIGER eint ke LPRkERRtation
of niegspdre labsEndecbbustmss ek r e ¥aesag® FRO004r @3 RE e 111
prodicEs BRYPS] 4 3BHEsade insddirer LM BBBoYbAELSSOr al so

does runtine error checking and error handling. SMS

Message Conposing Wzard (#4): Referring to Fig. 2

vvhi ch illustrates the structural mapping of an SMS

Runt;me Jg%gségg QQ?}I‘Hﬁttgﬁg.ﬁ é%gggnRuntlme Processor 110 handles

business semantics as defined in SMS categorisation at run time
Basic Functions of the run time processor 110:

~ If an SMS message requires confirmation of delivery, or expected
response, the SMS Message Runtime Processor 110 will keep track

on the confirmation.

- The SMS Runtime Processor 110 is also responsible for taking the
response returned from an end user and locating the corresponding

inbound message template from the inbound template database 115.

- If the SMS message is a scheduled message, the SMS Message
Runtime Processor 110 will handle the scheduling of the SMS

message sent.

- Further semantic action can be taken in the absence of user

confirmation.



accordance with an enbodi nent of the present invention

the SM5 Message Conposing Wzard 112 guides a user to
wa@eaoosdsat e t he i ntended usage of the nessagePCBB2003/004336

Message Encodi ng Engine 111 uses the user input to

generate an SMS nessage by 1r?appi ng the user input

into a selected predefined type in a SM5

categorisation tenplate 113 as follows: i. The Message

ConposidguWizar gkokidsdak eso tihes Ut indBetoraBfeciinY OKRS error

t he E?atn%u%? .I ection Interface 117 which in turn

produces an appropriate SMS i nput data collection.

ii. In the event that user has defined a new SMS
SMS d%ﬁséé%? COMPISIRT Whza+d H&‘Nbs%%@@flé@n‘b%g Ay AN ijyystrates
the tdreuibssageerdinpogi ay SWszantherdd Zniwddtriudiemeat®den in
accHRPat e fiRe SMVembsiMess alk %Bgéé'&t-rﬁmh@icﬁl 13- susl Midssage
Com%glng%lez\é?%ajtlg Egii}g.dtﬁﬁ:a glgg% ::Llezgrtg.sceiatue E:f'égel?l’égrg%eﬁg/gsage of the
mes§395m tHe VBFRFSGSBICOIi e Enging AgL ISES drhenrFer drpythEotFraerate
an $Mubsederies ponsigigashd eqer rieguandto unset stteddodndet hreed type
in AR ElhOr: GRIRORENS::L0813 BstRA16R.M Oof tenplate

via the Message Conposing Wzard 112. The Message

Composing Wgzard 112 will take this input and update

tF he i nb%@%&é@&@d @Eﬁﬁaosg%amgﬁd gl_lﬁar’&ak%g)trieéasélsgﬁput and

| vV ncodi n e

Unfotdies MR Rl T Al SRS D01 0L JRTRL AR (PR e TP pidRces an
dataéplf%tlaﬁ%fSF’fﬁe‘élptlhéiaéat‘éﬁé@?’éla?(nl on (or “type') of
out bound and inbound SM5 nmessages. Each SM5
categori sation represents a given business intended

usage. I B?eo@}’%fgs CPRIT USPY iNGA %?flgéﬁé’nfl?‘&ngfSo?ategorlsatlon
encodi thg Hsssagk|Caapodiony Winnrtli e, Wid hetdice Geldosing Wizard

defih peg 19V HBS RO Gp &Rl M isFrat i@l erAUt BN®IsE 6y IMRp1ate 113.
generation with proper encoding reflecting the

i ntended usage is now nmade possible. Additional SMS

nmessage categorisation can be further derived from

t héiéxi ghi vitp eypes thaWDtR60A/s08254 2sRCTECBRE0S! (VW 38G:sage

_13 thAt S128NtNHd ¥s QI QUEEL Sl dAPRESRNE 38PRCIeObnd RESE, the
%‘Egiﬂe%g &Ser wzhllpr?%/:ﬂndee&é hr%ﬁu"%%ﬁar ?)"}lée assa?é@%é& and

Inition

hal’f&fi??ﬁ’j"f’ﬁ @N@%&WE&?’%F% éfomWnteﬁtf‘ Hé’8SI\?Sl BH? vfé’lrg‘a?f
EncedbegeTeimplthe detddie goimesiine 98 zasdrilg arthedédsspee Lomposing
newisoMa NESSAJE daxperiist houtc any weoske: ehang@sudd rkhelate
Nb%g.é&?ase (part #9) 115 (see Fig.l).

SMS Universal Encoding Template (#5): The SMS Universal Encoding template
113 containg the meta data that defines the categorisation (or ‘type’) of
outbound and inbound SMS messages. Each SMS categorisation represents a
given business intended usage. It provides definition of semantics for

encoding as well as for run time.

With this well defined SMS message categorisation, automatic SMS
generation with proper encoding reflecting the intended usage is now made
possible. Additional SMS message categorisation can be further derived
from the existing types.



Encodi ng Engi ne 111 and the Run Tinme Processor 110,
meki ng both conponents generic. Typed SM5S Message

wo p®uasases (#6): Typed SMS Message | nstances 1RAT/GB2003/004336
generated by the Message Encoding engine 111, to be
used by the Run Tine Procedsor 110. An exanple of a
Typed SMS Message | nstance fol |l ows:
<Ceneri cSVMSMessage> <short
nMegRAg Qnt Xt 5139’1@&@ 1439 ﬁﬁcﬂ‘%&ﬁt nmResadert @Xlk>invention as it
sRec LverProfil e> <user|d>sé§ye</user

i d> . .
ProvZcer| rlfﬁo%%crﬁlﬁrf B S 603567 &s nllﬁh%nngj.ngohr?% CE9 pREREA P oPer
semapae handfdlq Ve rYehatthePsSWErP</ del i ver ychannel >
</ Recei verProfil e> </ Generi cSMSMessage> SMS Response
Tr "R/ nge DBS(@ver Jdie ESMBliResSPawdatel e kiengudlategbaser can
defihbba HeAPbUH @Sslde BRSPANSRUREHN Eedk FRSSAGESn dSe Message

Encor d%?: é’r;[%gng ¥L15. ha%{.dr tlie?_%(%?le'pn}ey Pn.edces%%;l[ 316 ,n %h{%‘? tblggh components

r pr ocessor o ‘ensure t requi reagresponse
gensfeSsages recei ve expected responses and perform proper

run time processing. This al so enabl es the base
Typeve 83 Mes sadeo Ishadlbes JPSH efiverd et diessagerinphjtdeat Bdt are

gendrAROY PES 5a88se ERAUAY el ate, Bt Bbased (#8khe Run Time

o | nbou Tenpl at e Dat abase 115 stores all business
rocessor

user specified i nbound nessage tenpl ates. Fl ow
Annot ation from Figure 1. The forpation, processing,

An exaPle Gimumveat i WSsSeNB THat¥ugesC At cor dance with
t he enbodi nent of the invention depicted are
i ndfemreds¥)leaggsisanuneri cal ly | abel |l ed arrows
indicated in Fig. 1. Fig. 2 presents a structural
mappi ng <shor@nNm&MB oW\ 2004dn@BR 542 / BGRB8 004336 14
conmerce systemin accordance with Fig. 1. An

appr eci akdnvefpdh€l-enbodi nent can be achi eved by
readi ng the description below while referring to

Figures 1 and 2. :Al:  Abusipess user 105 making use of
common user i nt é[ﬁé%l%e fo}é&!ienvokes the SM5 Message

oS LA Bt oet 24110 R e] BrBIERBLS &1 1pbonenumber>

<deliverychannel>SMTP</deliverychannel>
</ReceiverProfile>
</GenericSMSMessage>

SMS Response Tracking DB (#7): The SMS Response Tracking Database 116
captures all Response Required messages as required by their encoded type.
This enables the runtime processor 110 to ensure that required response
megsages receive expected responses and perform broper run time
processing. This also enables the base mechanism to handle system expected

user initiated inbound messages.

Inbound Template Database (#8): Inbound Template Database 115 stores all

business user specified inbound message templates.

Flow Annotation from Figure 1l: The formation, processing, and
communication of SMS messages in accordance with the embodiment of the
invention depicted are indicated by alphanumerically labelled arrows

indicated in Fig. 1. Fig. 2 presents a structural mapping of an SMS



Bl: The business user uses the Message Conposi ng
Wzard 112 to send a SMS nessage based on existing

wao ye/03es4ref i ned in the SM5 Uni versal Encodi nBCT/GB2003/004336

Tenpl ate (#5) 113. A2: The Wzard 112 captures all the
user input and calls the Dattd4 Collection interface
(01) 117. B2: The busi ness user uses the SM5 Message
Conposing Wzard 112 to define a new SM5 nessage

comn'ie)égg sl/lé@em Igea&é§3%swyt§? Flb‘s%s M%pwg& glgnl%ft Qe

r reésponse b

e I G2F MR P S oY FPYAPE TP VISP BT AL Abbnd
refergipd e PBresd) and2. O : Message Encoding Engi ne (#2)

Al:

Bl:

A2:

B2:

A3:

Cl:

C2:

D2:

D3:

D4:

D5:

D1:

111 - retrieves (O) the SM5 Universal Encoding
Teﬂ‘%&aﬁeésﬁﬁ)sellli%s e 'ds%agﬁ%oﬂl%r@ugéptﬁ%@ﬁfa% B @nvoxes

Co ection Inter a th

uni- eel’ggglMeéﬁ%%%lcﬁﬂpors '%iltzé‘rilgﬁg Jcﬁperf of ﬁ§ toePF?ﬁ'are a
che8ek§adg. C2: Message Encodi ng Engi ne 111 generates a

Ty pee bEMRd¥BSsageutdas tta Qessdghb Loddobiag WHubpditll2 to send a

Re%ﬁé meggagteobgéega of &8t RS SAYL aCakABe@N X Me ABGRAGErsa1
E’P gggs% g ncodi ng Engi ne 111 i nvokes

e lfl? roces5or ? 3) 110 which retrieves the

gefiee éﬂlé@-’&r%%d:aswemgéﬂagéel RSrateet13er cgéherthe dRten

C2coDFctidn antseuceedPOnsE.is required in this SMS

m@ﬁ@%siy&@,ugaeu&m thd | 1B MELLES QhpddgWil dara 112 to
ter E)Ni[jn;sessa ge as _one whi ch required user
a

E)l §ea PR EChe"™SVB Response Tracki ng DB (#7)
118 e B&FSlthSé TRAT TEere the JEEs5d112 10 CeiinptRr APl user
Ty pecbobE Wk ss@gend ns han Cigboldd tb@plidte . Wheehessd 112 updates

W%ﬁ@%}o%’i‘@%l&@@ pE %g neg to as the everyplace
W el ess D5: Wien an incom ng

at .
l\/ge?%"g?a%g gén%gﬁ?”ie %\]I\}rel ess Message Cateway
108, HetrieissesClhehe RISnTHyeneds Byeoding tTeawkere Tihe 113
Pr eceasodatkkOdatanbigdured ByubDacLxXbl Bairsoi hmtentxeendil) 117

t enpl ﬁtagnétD tEé Cgﬂst &%.\)e@gaplmEHgOél}@ é?%§§@@ 813 EAnd g&% orms

Run Time Processor 110 reads iIn MS Uni ver sa
EncodiA§” “F&fptte 113 to hand| e type appropri ate
s efaFfa9e sSEFCOR I U ERSLITI L+ [PEneFaRespr JEess i Ny Yerfaeh dipstance
t he#é)ndttancesuigie . cHIfeeting to Fig. 2 the message can be an XML

encoded message 201.

Message Encoding Fngine 111 invokes the Runtime Processor (#3) 110
which retrieves the generated Typed SMS Message Instance 114
generated in C2.

If a user response is required in this SMS message type, the Run
Time Processor 110 will register this message as one which required
user response by updating the SMS Response Tracking DB (#7) 116.

The Run Time Processor 110 transmits this Typed SMS Message Instance
114 to the Wireless Message Gateway 103, referred to as the
everyplace wireless gateway 203 in Fig. 2.

When an incoming SMS message is sent to the Wireless Message Gateway
103, it routes the incoming message to the Run Time Processor 110,
which in turn extracts the inbound template ID from the incoming SMS
message.

The Run Time Processor 110 reads in the SMS Universal Encoding
Template 113 to handle type appropriate semanticg for outbound run

time processing and that the instances are correct.



WD 2004/ 032542 PCT/ GB2003/ 004336 15 D6: The Run Tine
Processor 110 then extracts the correspondi ng | nbound
waeosplozase2 f rom t he | nbound Tenpl ate DB (#8) 11BCHG#2003/004336
parses the 1inbound SM5 nmessage using the inbound
tenplate. The Run Tinme Processor 110 decodes the
i nbound SMS nessage and routes it to the correspondi ng
Appl i cation Conponent 108 for handling. Comrunication
D6: 0f TEMRBErWREPracdtSer 8 OSE@Iﬁ @ﬁtﬁa%tg 20,( Edngresg%ncﬁﬂg Prnbouna

as 'I%mgﬂt W%hé‘%bgfr{ Tem 1a g ﬁﬁaqgé)eqlpyaﬂ?zpwﬁeﬁ the

t el .ephone conmp erface

whitCROWY é%‘%&@sa%qeewavlgle@e uglbpwd ESPRIGSF c dhroRragime
r equeestor ol ldefeccgind tlec éhvmneiMsagessagbxarbheottsdt it o the

pr eees&Hond A]_@@_LQ.VCE&LJnU ﬁorﬁﬂo'ﬂ@nte roar s cﬁaﬁgnélqmér he
afngohﬁ&glhggﬁéion§¥? wFﬁn : us%f ?v1c% 120 (Fig. 2) such

Cat egori zati on ara
defn? rfif L SNE°RES é at éYyors ?@ﬁqléﬁ bﬁhéhsmlgﬁlilm@r seipany ‘s
Encedi mgofie nplat@cd130pwovh dasch e rabslaglsmmof103 is in

defdofthdd cSMRNTES SRge: Lt @Q%rénaaiﬂdogecéltxfel I§e£E§éser abl y

chena LD whi ch a dat
e RGERALER, BRod i L0 AR b e B bR C b
appﬁFmﬁlﬂ?féﬂpﬁﬁﬁEé§%§ that constitutes a SMB nessage
category is specified. The Conmmerce SM5 Message

esiygned to provide comerce
. 0 NB messages. The SMV5

for a user to extend and deflne new SMS nessage types
rom exi sting define Users

by i tance

AT e V&%f%%&“f@%“@l\?@%%%%é@ t%Fﬁ(‘—flﬁi??y PR mechanisn of
def{ying| fitf nSWBe certegerissaivron It eifpbatierebléfibrnented as a XML
sch@lSit ypesh tBeShaRSSatSRE LARMYSRs8AgEXEeSH) RYtAMRLEY RRA

chaﬁsﬁqegﬁgt?ceg dft t%v%ﬁeﬁés%agge\e’h% %%ﬁgﬁttu}égg Sa S@é‘ %{egg% e

Cate g 410 specify the new attributes in
é&?gﬁﬁﬁﬁ ?Vgée attributes of the base nessage type
(that this neM/nessage type extends from wll be set

andhé enheisicN 8BS Mds Siged 081806 1sNBLEE AT L IPELIHY to provide

combdIem t%%ﬁ%g%ﬁga&ls%ow 3 o€ g@r@%éégge% AS&OC Ll %%11‘{!}5%1

Ene %Mﬁm&f f‘vﬁg é‘i?é Wﬁ@@%é@ﬁ;%&oé%ﬁ%ﬂwm define

new {96 MESSaYEYEATGYI hthaEiginme 1) priddexdatin dafiivl types.
Users can thereby extend the SMS Message type in the original SMS

categorisation template to define new SMS types.

Business user can use an existing SMS type and extend it to create
new message types. Business User only need to specify the new attributes
in the extended type. ALl attributes of the base message type (that this
new message type extends from) will be set and the business user does not

need to respecify them.

Mechanism of Defining Semantics Associated With A Given SMS Categorvy

In a preferred embodiment of the invention, when an SMS Message
needs to be encoded, the Message Encoding Engine (#2) 111 calls an XML
parser to translate the SMS Universal Encoding Template 113 into Java
runtime objects. The XML parser may be part of the Message Encoding Engine
or available to it as may be understood by those skilled in the art. These
runtime objects provide the necessary semantic information for the Message

Encoding engine 111 to generate SMS messages.



parser to translate the SM5 Universal Encoding

Tenplate 113 into Java runtine objects. The XM
w@argmes2snny be part of the Message Encodi ng EnPCTI@BK03/004336

avai lable to it as may be understood by those skilled

in the art. These runtine offj ects provide the

necessary semantic information for the Message

Encodi ng engi ne 111 to generate SMS nmessages. WO

20%&&3%5% RCHAERZ2O0Y0HM3 3652k kR ng HRSEne 111 can now
usect C%&ﬁ:‘sp e%s tg hearlé/bssage nqugtga{n%g &ngl qussja'.ll Cg%@nsﬂ:o‘ghe SMS

arse a given instanc

Unl‘f?é§§%\§é‘°8%“dign§?mﬁtlﬁée§l\4‘é Wi v%lf%’éfie%ﬁc%d?‘ﬁﬁm?%’rﬁpf“%‘f@msm for
errdr]l 8hediing. prroviiesitherautowatic methaatbsm flora géveosus

mesgel?_e,%cx&n appﬁwlmes S B9 QO thE Q‘i&@@@e@ﬂnitﬁ%ﬁ? rcrfatﬁh@ erMiSnm@ssage
e .not_a ria th to the Type
Wll%efels%tt ion o% % dgﬁél m%gsssgg %H%resul t in an error
during nmessage parsing. At run time, the SM5 Run Tine
Pr 6¢ esgokine}3yhd BRSahgo Tiadsocassbhe(#3cat @getssathdn in the
catddtf-@EIMbh Oth FagmdiQMI Qse%r@vldeaebﬁwﬁe LQMSV&EMEsﬁn Gadb 38y
Tem langlﬁlge r}]bq’rdlepltl%r gandle ?:pr eC net I.l %.g:ase agglc%%jnggﬁél as
err iy SEEFENTRFECI TR tPErﬁMSn%eﬁﬁa%e'”é@an of SMS messages
covers the follow ng aspects: 1. Parsing of outbound

The IMBLIRS $20QSciky JE B neBaek NGhveuUE DOUNEL 1RGSR @8pecds :
Message tracking and scheduling capabilities. 4.

Generation of outbound SMS tenpl ate nessages. 5.
Er Parsigetkionger o tiid "res¥8§es. 6. Transl ati on of
2 niFownd chesiingt @sbomtd mx¥kad8MS nessages. 7. Mappi ng of

p.utmeswa_,@ t ¥R&$nd Anbihgideat DigesRRMEI NG esnNbound SMS

e3R8 %%mnR%'%t T8, R8E $h39. 9f,, oUt bound SMS nessages i s
are. now —encode |n accordance wth

?h@rf%%rﬁf“é?]%é‘g\/\iéﬁ?&(}% nedgdGduced. During this parsing
&1 dgendlat ormeti Drpoahd HenpBssagmntioy i, SME amsIReS-0N

ﬂeaxapmngscﬂdmtpmr@r bipesetE .the$r RRES&SHABIng EA&OMA SMs
é&g is an added benefit of this runtine parsing
of out-bound messages. Since the outbound SM5 nessages
are now strictly type encoded, various errors |ike
m Ssntrigeppraiey erfs cetirunCafisbrestates edparriblhasdFery are now
encéded Db Sc8b2BBce Miith SNSHERS atBatwe hgvd liRttoRUéDODALing this

paré@ﬁ%sgégael?nformation about message type, transmission medium, send

priority etc. is parsed out.

Error checking is an added benefit of this runtime parsing of
outbound messages. Since the outbound SMS messages are now strictly type
encoded, various errors like missing parameters etc. Can be detected and

handled at this stage. This ensures that the final outbound message is

correct.

A sample source code listing that can be used to implement an SMS
Universal Fncoding Template in accordance with one embodiment of the

invention follows:

<xgsd:schema
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"

xmlns:cep=



correct. A sanple source code |isting that can be used
to inplenment an SM5 Universal Encoding Tenplate in

waewmanskanre with one enbodi ment of the i nventP@NGB2003/004336

L] ht

hem

Definjfdon ResponseRequi r edGeneri cSMBMessageType

foll ows: <xsd:schemm

xm ns: xsd="ht t p: / / www. wW3. or ¢/’2001/ XM_Schema"

xm ns: cep= WO 2004/ 032542 PCT/ GB2003/ 004336 17
“http://ww.ibm conl Webspher eCommer ceEnabl edPort al / SM5

P MRRE.eBef dodl/ &R BEr e QB REFANRAPHMa@ NSMSCommerceDefini tionSc
sdocunentation xnl:lang="en"> Schena for Wbsphere

Tomerce Enabl ed Portal SMS Commerce Type Definition

Copyri ght 2002 |BM Corporation <docunentation>
aanoigttabnon> <! -Dynam ¢ Context G oup instance -->
<Xs@o@hRABiti chaR = 1 afiedl edGener i cSMSMessage” type="

Scheduyl edGener.i.cSVSMessageType” curs="0"/>
<xsd:9% eg?re(srﬁ - ﬁ%\lﬁs@g‘g ﬁ%z-%ﬁ%re e]grllﬁbrl & C%r%?#c ngnglé(éeemype
m nCayrsstit02062 TBydCeensritnname="

H ghf¥imenidnGaneri cSMSMessage" type="

H I QtityGeneri cSMSMessageType”, m nCccurs="0"/>
<x/gg§{eﬁag%r§1t name="CGener i cSMsMessage"

t ype="Generi cSMSMessageType”, m nQccurs="0"/>

< shyvreine redrin tpanerb By GadcaseSMSMessage”

type~=1Bnead cast-SMavessagedpecsusmBlgdeaur s=" 0"/ >
type="ScheduledGenericSMSMessageType",
minOccurs="0"/>

<xsd:element name="ResponseRequiredGenericSMSMessage"

type=" RegponseRequiredGenericSMSMessageType ",
minOccurs="0"/>

<xsd:element name=" HighPriorityGenericSMSMessage"

tyvpe=" HighPriorityGenericSMSMessageType",

minOccurs="0"/>

<xsd:element name="GenericSMSMessage"
type="GenericSMSMessageType",
minOccurs="0"/>

<xsd:element name="BroadcastSMSMessage"
type="BroadcastSMSMessageType",

minOccurs="0"/>

<xsd:complexType name="ScheduledGenericSMSMessageType">

<xgd: sequence>

<xsd:element name="GenericSMSMessage"

type="GenericSMSMessageType" />

<xsd:attribute name="DateToBeSentOn" type="xs:date"/>
<xsd:attribute name="TimeToBeSentOn" type="xs:time"/>

</xsd:sequence>

</xsd:complexType>




<xsd: conpl exType nane="
Schedul edGeneri cSMSMessageType" > <xsd: sequence>
woz@d/iosdserrent name=" Generi cSMSMessage” PCT/GB2003/004336
t ype="Generi cSMSMessageType"/ > <xsd: attribute
name="Dat eToBeSent On" type:'L")?s: date"/> <xsd:attribute
name="Ti mreToBeSent On" type="xs:tinme"/>
</ xsd: sequence> </ xsd: conpl exType> WO 2004/ 032542
<xscP %ﬂl@{@@}_@é QRASIRcAd&h X SEi icoaPRX TYPRMessageType">
gﬁgg&geReqw redCGener i cSl\/Sl\/bssageType" >
uence> <xsd: el enent nane="Ceneri cSMSMessage"
type-" GRS ESVSVBRRR] ETRTE CFSMEREP At t ri but e name="
typéibeund EengHeatedalyreype="xs: stri ng"/ > </ xsd: sequence>
</ xsd: copph exTypfre tedi SOIRh@EIYPLe1d" type="xs:string"/>
name="H ghPri orityGeneri cSMSMessageType" >
<xsd: sequence> <xsd: el ement name="Ceneri cSMSMessage"
t ypEsd @EARPIEEVBMessageType" /> <xsd:attribute
</zsvapemplBeltiver yPriority" type="DeliveryPriorityType"
fixed="H GH'/ > </ xsd: sequence> </xsd: conpl exType>
<xsd: conpl exType name="CGener i cSI\/BI\/EssageType">
SS X
type:"xsd: string” rraxLengt h=" 160"/ > <xsd:attribute
<xsdaoBsl REgpé remPr Ofighediotr ypseh RecsiyeRro¢Toe Ty pe”

m&ggcgéﬁaeﬁ L max0ccurs="1"/> </ xsd: sequence>
</ )ésc’{(sjd,% %XT%E%<GXI‘SIQSW§ &%Ty §p§~“GenerlcSMSMessageType“/ >
roa cas e seguence>
<xsd:attribute name—"DellveryPrlorlty"
type="DeliveryPriorityType" fixed="HIGH"/>
</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="GenericSMSMessageType">

<xsd:seguence>

<xsd:element name="short_message text" type="xsd:string"
maxLength="160"/>

<xsd:attribute name="ReceiverProfile" type="RecelverProfileType"
minOccurs="1" maxOccurs="1"/>

</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="BroadcagtSMSMegsageType">

<xgd: seguence>

<xsd:element name="short_message_text" type="xsd:string"
maxLength="160"/>

<xsd:attribute name="ReceiverProfile" type="ReceiverProfileType"
minOccurs="1" maxOccurs="unbounded" />

</xsd:sequence>

</xsd:complexType>




<xsd: el ement nanme="short - nessage-text"

type="xsd:string" maxLength="160"/> <xsd:attribute
wo0e3Rezei ver Profi |l e" type="Recei ver Profi |l eTR@EGB2003/004336

m nOccur s="1" max0ccur s="unbounded"/ > </ xsd: sequence>

</ xsd: conpl exType> WO 2004/ 092542 PCT/ GB2003/ 004336

19 <xsd: sinpl eType nane=" DeliverPriorityType">

<xsd:restriction base="xsd:string"> <xsd:enuneration

<xscyas|1hk§1- ﬁb@i&@—v-ﬁéde%% &1949 »val ue="MeEDI UM'/ >
<xsd ratlon val ue="LOQW./ > </ xsd:restricti on>

</ x%%g f STy bas%('sxﬁ dcorrpflgxﬁ'ype

na@mﬁﬁéTWW%W@ﬁ??é'ﬁB@fF’r/ ofi | eType" >

<x s dxseguencerisix ydled-eNEPtUMM arEe="User i d"

Uy pezs&ediddrac Igh v31usXsliel-ement name="

ceI I/Qﬁhé)nengrlc% >type— xsd:string"/ > <xsd:el enent

‘derrver ycrhannel type="Del i ver yChannel Type"/ >

</xiq ﬁéﬂpjﬁéﬁ%ﬁcp </ xsd: conpl exType> <xsd: si npl eType

name="Del i ver yChannel Type"> <xsd:restriction

base="xsd:string"> <xsd:enuneration val ue="SMIP"/>

<xsd: enuneration value="GSM'/> <xsd: enuneration

val ue="SNPP"/> <xsd; enuneration val ue="NMbbitex"/>
<xs&uCoBP TR AN RPaP e It ae B roidledwpe 'ast ri ct i on>

</ xsdd slenqpérecbppe> </ xsd: schema> The fol |l ow ng source

code ||St|9}gsdp59éfdeggsna§1@ Hldeust T atban Qf . & Typed

( Cat ecg oerllerzneen name—“ ceffp%%nenmn%ggn %ype— "xgd:string"/ >

<xsd:element name="deliverychannel" type="DeliveryChannelType"/>

</xsd: sequence>

</xsd:complexType>

<xgd:simpleType name="DeliveryChannelType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="SMTP"/>
<xsd:enumeration value="GSM"/>
<xsd:enumeration value="SNPP"/>

<xsd:enumeration value="Mobitex"/>

<xsd:enumeration value="DataTAC"/>
</xsd:restriction>

</xsd:simpleType>

</xsd:schema>

The following source code listing provides an illustration of a Tvyped
{Categorized) SMS Message Instance

X8D Schema Definition of Commerce Payment Exception SMS Message
<xsd:complexType name=’PaymentExceptionSMSMessage”>
<xsd:seguence>
<xsd:elementname=“ResponseRequiredSMSMessage”
type="ResponseRequiredSMSMessageType” />
</xsd:sequence>

</xsd:complexType >



XSD Schema Definition of Commerce Paynent Exception

SM5 Message <xsd: conpl exType
wmaove/e3Bay ment Except i onSMSMessage" >  <xsd: sequBCIVEB2003/004336

<xsd: el enment nane= "ResponseR:gglredSNBNbssage"

t ype="ResponseRequi r edSMSMessageType"/ >

</ xsd: sequence> </ xsd: conpl exType > WD 2004/ 032542

PCT/ GB2003/ 004336 20 Message | nstance of a Paynent

Tapt | ﬁﬁt% VeSS 2gGnent PRydBRL EX eaP N IMEMessage>

Message>
<%%l%grl oﬁg gﬁgﬂ/gﬁﬁ\@ssagp <Ceneri cSMSMessage>

<sH ?ﬁmﬁ§§§%ﬂ%rF%%$¥eW%@F>cheque bounced! </short
nmessage_<HéxlPrioxRacenatdBnadsk age>

<user i d>st evegkbHsalkfsiessasl) phonenunber >
4161234567@el | ph om </ cel onenunber >
<de||verychannel>§§1§;/ﬁ“15C S?%ﬁﬁ%L%%hnnel>

</ Recei ver Profil e> <¥%§hé@#&@h%m%§§%be>

<Del i veryPri orit y>dAbkdtc/ Deddageryddtborit y>

</ H ghPriorityGenerteSNeMesSage>
<Conf|rnat|oanEEI|very>CCNFI ‘£§ gggjhrnatloantkllv
ery> </ResponseReqU|re8§ r8sa é
</PaynentExcept|onSNBN§§§5§%$naXBP@§thena Definition
of Canpaign Started Broad&esp3ShEe .

<xsd: conpl exType name= "Qagn@mgﬂémﬁﬁéﬁdSNBNbssage">

<xsd: sequence> <xsd: el egE{ NANE:, BLAAGAAS I RYEMESIRAS 1

</ReceiverProfile>

</GenericSMSMessage>
<DeliveryPriority>HIGH</DeliveryPriority>
</HighPriorityGenericSMSMessage>
<ConfirmationOfDelivery>CONFIRMED</ConfirmationOfDelivery>
</ResponseRequiredSMSMessage>
</PaymentExceptionSMSMessage>

XSD Schema Definition of Campaign Started Broadcast SMS Message
<xsd:complexType name="CampaignStartedSMSMessage”>
<xsd:sequence>
<xsd:elementname="BroadcastSMSMessage”
type="BroadcastSMSMesgsageType” />
</xsd:sequence>

</xsd:complexType >

Message Instance of a Campaign Started SMS Message
<CampailgnStartedSMSMessage>
<BroadcastSMSMessage>
<short_message_text>
New campaign has been started, visit our website
</short_message_text>
<ReceiverProfile>
<userid>steve</userid>
<cellphonenumber>
4161234567@cellphone.com
</cellphonenumbers>

<deliverychannel>SMTP</deliverychannel>



t ype="Broadcast SMSMessageType"/ > </xsd: sequence>

</ xsd: conpl exType > Message I nstance of a Canpaign
wEt@na$4SMS Message <Canpai gnSt art ed SMSMes s aPEF GB2003/004336

<Br oadcast SMSMessage> <short nessage_text> New

canpai gn has been started, Vlsit our website

</ short message_t ext > <Recei verProfil e>

<useri d>st eve</useri d> <cel | phonenunber >

416123456 @sk,Lphorgs com </ cel | phonenunber >

<del i verychannel >SMIP</ del i ver ychannel > WO 2004/ 032542

PCT/ GB2003/ 004336 21 </ ReceiverProfile>

<Recei verProfile> <userid>joe</userid>

<cel | pheRerrivberPref4161234568@el | phone. com

</ce|Iphonenugp&hhnmtherl

<deI|verychanne1 EEQgellverychannel>

</ Recei ver Prof I T&>°% Sﬁ%astSNBNbssage>

</ Canpai gnSt ar t ed SMEMES$8 6% lohwae i@ Encodi ng engi ne

111 can autonﬁt@bahbvag@nehate an SMS Message i nstance

based on t he M5 ABSSRUR1 VPP SRILESBYchahe1 SVE

Message g(mﬂve Prqgessor 110 is adapted to handl e

t he sewaﬁ Gi¥en predefined type. At runtine,

|f<éRSWGCW€§¥§@§m§@ﬁt is a

ResponiseRegtten atkBEMrsageType, the SM5S Message

Runtime Processor 110 waits a preset wait tinme for

user confirmation. if confirmation is_not received

af £87 TReEH8sRe Raire i herant HEoraRteAEY (FHeaerrisopn 1519

Messgige| issgrafice based on the SMS message type selected. The SMS Message

Runtime Processor 110 is adapted to handle the semantics of a given

predefined type. At runtime, 1f a SMS message sent is a
ResponseRequiredSMSMessageType, the SMS Message Runtime Processor 110
waits a preset wait time for user confirmation. If confirmation ig not
received after the preset wait time, the runtime processor 110 will sent
the error to the corresponding application component 108 so that action
can be performed according to that stipulated in the business process
represented by that application component. For example, application
component 108 may provide for resending, or rollbacking the transaction
and marking this transaction as having failed completion. (Dx of Figure 1
Runtime processor 110 reports run time error to the application component

for handling)

How a User Creates a New SMS Tvpe By Extending From an Existing Type

Referring to Figure 3, which depicts a process for Using SMS Message
Composing Wizard To Create a New SMS Type In the SMS Universal Encoding
Template, and Figure 1, which depicts a SMS Message Composing GUI for
creating a new SMS type it will be readily understood how a new SMS type

can be created using an embodiment of the invention.

In order the start 300 the process a business user clicks a button
provided on the Message Composing Wizard 112 (see Fig. 1, 2) to instruct
the system of the embodiment to create a new message type 301. The
message composing wizard then reads in the SMS universal encoding template
113 (Fig. 1, 2) to present a selectable parent SMS type 405 for the user



the error to the correspondi ng applicati on conponent

108 so that action can be perforned according to that
wariopszsted i n the business process representRI/Bp2003/004336

that application conponent. For exanple, application

conmponent 108 nmay provide fo% resendi ng, or

rol | backing the transaction and marking this

transaction as having failed conpletion. (Dx of Figure

to arealauru ¥R BFRCES$REy L I 8PQELS 30YNtHd UBeekhOL 4 9 1he

I T e N
P‘—”O"Ffﬁé T AP TR t4c96F| @Qere‘-'t%g W'cﬁgﬁleﬁllét 14 ptidoedss, and
theflgyseUspangnBVByMesdDageto Cangesie s ndlzeMsd tiee .Cr B&d @nd Delete
but N, SM3 , Type 4hB ﬁ&@e%e@'é&@Bﬁ@.nSgﬁﬁ%| ALY dgﬁéﬂll Al&s items

in %d E ﬂprsgcgionwrﬁliedb&l %1%%4%2 ? O%npo dsavg or cancel

creating a_new 'be rea
theuﬁ?&’e?‘ﬁs&gﬁ REW 3 Hewt %aP%FEélaieé]n be created using an
enbodi nent of the invention. In order the start 300
the process a business user clicks a button provided
on rehe dessapensOpasidte W zagai rbli2f xS eRe Fe@. mdssadd ty@e,
304I nct‘hter f@poné@%eﬁﬁ/ﬁ%@%ﬁaggpgsem%em tLQ ler ?1@& steWo

e nessage co r
Cre?’t ggg ]ﬁltb¥ %Wjﬁtﬁﬁv%eiggé?edené%%laﬁg % ﬁﬂéotugg %late
datylEsg. 115 ip)undatete3lmt AfseinewtrdsbengsaterlaSybis ppe needed
the 4y hedsabhecyeers Wav&D046032h42hPENE GR208H20043281inP Zemplate

113} GGESAIL R AW f04P6s Ie%esgx%%é%epk&e%t ep ﬁggré he user

enters a new nessage type nane (see 404)
specifies all new attributes indicated by provi ded
descriptions, 406, 407, 408, 409, 410, 411, 414, 415,

—mﬁiﬁm&l@marent) type 405, to generate a

new SMS type. Add and Delete buttons, 412, and 413
respectively allow insertion and del etion of items in

Reféﬂ%n&ecm y‘léﬁ:“et 50%1—13_8\1’;“ ll@u%ﬁ:@@%m@%ﬁgge Aéggo@fn% Ef’&p

foliowm /& .01, cancel e new message type as W |
appreciated U 5 ﬁ% response tenplate is reqwred

A: ﬁ@sﬁngﬁ UQ@:W i siead ﬁeJi mgsa% Q&pe f(:t_lga{o?cs Po r&%a’&@ 'Ephé'& %&essage
rypdiBnager is invoked by the business user to create the

T'nbound tenpl ate required, 305 and the inbound

tenpl ate database 115 is updated, 306. If a new

response tenplate i s not needed the new nessage type

B: Bwisavedsed(aAyvokes thisouShBraimilyes saha@icodlidigaterphat enbound

(St e Wt S a el a er)
rri, LSS 00 508 ek P RRR  Eioeb

C: Inbound Template Manager retrieves a list of predefined command list
from the Inbound Template DB. The command list is defined by the

Application Component owners.

D: Inbound Template Manager inserts a new row into the Inbound Template DB
with the Response Action and Command selected by the Business User from
the GUI.

E: Inbound Template Manager returns the newly created Inbound Template ID

(generated by the Inbound Template DB) to the New Message Type Creator.



Referring to Figure 5 which illustrates SM5 nessage

encoding flow following will be understood: A:
wdemusss2 User i nvokes New Message Type Creat oPCT/GB2003/004336

create a new Message Type. B: Business User invokes

| nbound Tenpl ate Manager to <reate a new | nbound

Tenpl ate for the new Message Type (thru the inbound

Tenpl ate Manager). C. I nbound Tenpl ate Manager

F: K&l MeOuRs ‘ﬁy]dei eteaetarpt{t%qeééx&%dtwmwckéaﬂed ﬁé Lh&pe
. nd . JTe i
(l@%&g’g Vs’itﬁ %get é%lﬁouéon%%m ﬁ'fe 0 ernst ° % Fﬁ%oﬁl ngs &]rptgra‘toéhng

Temmtag €¥rts a new row into the inbound Tenpl ate DB

with the Response Action and Command sel ected by the
Busi ness User from the GJ . E: |Inbound Tenpl ate

2.1 "BR3EBy ARIMEBSu I R AGWY Bk LAt & b nbound Tenpl ate ID

generate y the Tnboun enplate DB) to the New

Message Type Creator. WD 2004/ 032542 PCT/ GB2003/ 004336

23 F: New Message Type Creator then saves the newy

cr &8¢ eRSETPREES Yheard pibuwdeesifesh Ushe tnbewuhg message to
any Tegpbadred| Bers ntro thhee-Shndidrieverssah. Embo dusgneskeipbAti@st has
to &kt f’f@i/pe %flméiyaggl n&tt& gétrp&léggl L MegsagR Qﬂl_c)k the Submit

but%ressage The SMS Conposing Wzard all ows busi ness user

0 'send a nessage to any registered users in the
e- Cormer ce system The business user just has to
select a type of nessage enter the nessage text and

Messlal’d;feeﬂrﬁc&@.@nq %M&lﬂenput Data CoI I ectl on and I\/lessage
Encodi ng Engi ne Message processing by the encodi ng
engi ne i s shown by al phabetically labelled arrows in
Figure 6 as di scussed below. A: Common Message

Mes G gF SR AT HT 7% rtheh @R cSRER R S8 g e TEUTROWE 223 elwaetleet)ly

labdlfi2dcalriows timeFBatra €old dtddugned medow.ace' s 117 APIs
(part #1) 510-516 to pass data collected fromthe
nmessage originator. B: The Data Coll ecti on I nterface's

5 516
(%)mlngn }%i%age’:&%os&/xaem 1‘39t caI gl tJ]Mg ssage Xt Czar g)art #4)

SSag

112 Alallslt&le wttahctHeCHe@ség‘eeﬂtfexe Saélba’fpaﬁet@#t t1He5A¢31516 to
pasHBataiddllisaned fhe tieximekadeheriginator.

B: The Data Collection Interface’s APIs 510-516 pass the data to the Data
Collection Object 518. For example, calling the setTextMessage API 514
with the message text as parameter, the API 514 will save the text in the
Data Collection Object 518.

C: The sendMessage API 516 invokes the Typed SMS message encoder 701. It
retrieves the message type name from the Data Collection Object 518. The
message type name is captured by the messageInstanceCreation API 510. In
this step, the Typed SMS message encoder 701 also collects other

information from the Data Collection Object 518; such as: send time, send

priority, ResponseTemplate Id, text message, receiver info.

D: Using the message type name, the Typed SMS message encoder 701

retrieves the SMS Universal Encoding template 113 for this message type.



Data Col | ection Cbject 518. C. The sendMessage APl 516
i nvokes the Typed SM5S nessage encoder 701. It

WO edonioz2ses t he nmessage type name from t he Dat aPCT/GB2003/004336
Col | ection object 518. The nessage type nane is
captured by the messagel nst affceCreation APl 510. In
this step, the Typed SMS nessage encoder 701 al so
collects other information fromthe Data Col |l ecti on

E: kY @9§ed5bﬁs ﬁﬂé§£béa%ncéﬁg}d7él MR eatSeNg Td&bbﬁﬁfyty ed SMS Message
| ate text ness | ver I N

s e 7 e, i ibr PR oy B B TRBR Lot is snto a
tem%?réaae”f‘yp?élsMsr J@?fr%a@@ewtth@cesw/sz wmp%?%ﬂ IEReedheng Object
Mode¢enphidie 18 181 florernhi ssurRssage foy pen) \AMBA2004/:082 542

1nf<E’x<;nE/t€§2QQ§i&Qé§3§om2é‘heEna@%OH&%@Loﬁ'@JE@é%égeu?%wder
701 creates a Tenporary Typed SM5 Message |nstance

702 by converting the SM5 Universal Encoding tenplate

113 into a orary Typed SMS nessage i nstance 702
F: B0 FEEREATY rTYngLﬁﬁgénIt‘—’eS@épéc&nstwmeVO?( Vigi Eteni gasgged to the SMS
MessdtieeValdldasdyt U0 WL pboforiMa1ianehidnl. | | Shel fali@tion process

invéln,fegrmzkgg oc] rl‘a%g@gnf KoM t agtﬁgﬁ%&' | el O%Qeke%ata

he Tenporary Typed I\/Iessage st ah

TE%Y2 is then passed to the SM5 Message Validator 703
to performvalidation. The validation process

i nvol ves checking of mandatory data, data senmantic,-

Gs Iﬁibalfd&ﬁﬁa%qlsdﬁﬁéteséﬁU1gethéESMbfMééaéééj@ﬁi£Hhtb§ will copy the

h age i.dat qr. II

Tem];?éi%g Slgpg!i'lsndts %e%%g kissgalgce Iyﬁést a%cgt Wé Qy%/ﬁ%l s Message
Ins?arnﬁﬁl PR7be )SW ‘Message | nstance (part #6) 114. Steps

801 to 808 of Figure 8 depict the process above in a

graphical flow diagram 2.2 Encoding A
StedRe 8PONSE g Wil RThullss a@eid0kna poBed 588 ihhalgraphical flow
diadBEUIi res a response, an Inbound Tenplate should be

I ncluded in the original outbound SM5 nessage to a

reci pient. The Inbound Tenpl ate provides a form based

i nput nmechanismfor the recipient; it is adapted to

2.2 gmcodindt hereaxoeaireduiesposasaqef the recipient of a

SM5 nessage. The I nbound Tenpl ate eases the burden of
the recipient user trying to fornulate a response
baekr tz0 stthencAppdd €RLit GRECMIBONREPIOR, Lhahbolidiraaiiade

shodﬂ&ebQLﬂhQQﬁﬁgé hgeégﬁ%ggaf(%uEEghndegﬂéahgggs e EB a re01p1ent
on ate, serves constraln g
The I E’E‘b‘ﬁi ’el"e a Cﬁr@gf‘flﬁfg tf’l@mf B‘—ﬁf‘ﬁt input mechanlsm for the
re01p1ent, it is adapted to encode the expected response of the recipient
of a SMS message. The Inbound Template eases the burden of the recipient
user trying to formulate a response back to the Application Component 108
that originated the outbound SMS message to the recipient. The resgponse
template serves to constrain the user’s response by indicating the format
of the response required to the user. As a result the user’s response
will be in a form that can be processed automatically by the web

application server on its return.

Inbound Template: The structure of an inbound template is illustrated

below:

<Short Message Text>

<Encrypted String>



of the response required to the user. As a result the

user's response wll be in a formthat can be
w@r@ansxserl automatically by the web appli catiPOI/eBr003/1004336

on its return. Inbound Tenplate: The structure of an

i nbound tenplate is illustra®d below <Short Message

Text> <Encrypted String> W 2004/ 032542

PCT/ GB2003/ 004336 25 <response action 1> <response

action 2> <response action n> PI N <nobile user

ersonal .identification> The | nbound Tenpl ate
<Te PR 1AFFE°YBi ct ed above supports multiple response
<regpompersti®®@endi ng on the type of transaction, the
<reg1ﬁ,g,gp|a%rgg°n nbsi kel y a mobile user, will pick one of the

se_actions. ure 8 de icts the appear ance of

Pma<r’1“°ou DEETH PEREC R ‘ged‘glﬁﬁaﬁl hdi cations of a

required response to a recipient user as it would

appaarinbotnd rempisee’ Scrilcghtabegielbd pltote Sebeets AQlsiple
res &geﬂ%ﬁl%sagsp&haﬁ o Qh@%g\é@ Lﬂnéamwnd &?é%gplg%ent

our che i S2-
Likelyspoka |e"reu§§5gemgﬁc%’d’kn§net é’lfrptfhft Ee%qoélﬁ%n"i%Iﬁ%s may be
seen fromFig. 9 the SM5 response nessage encodi ng
t empiratee 8 edeprerd shecippiehearideboetingd templhad esMsnedsgege twieh
1nd{c§&|th&m B’ a r@qﬁ&%ﬁt é\@% Q&etlea(txvec ant Eer XSE)t:L%dwould appear
on r{ln <re o % act |egn 04>: <response dat a,
6 > P& 5G°FT10strates an SVB i nbound
nmessage W|th a user response entered before being
sefthe SMs2udsshgShartindkesage etexthi9ldulhi sesesbldie Your cheque

boug@gs%%ZL%I% nmessage originator intended to send
the receiver. 2.2.I1.2 Encrypted String 903

2.2.1 SMS regponse message encoding template elements

As may be seen from Fig. 9 the SMS response message encoding
template elements for the inbound template include the following:
C Short Message Text, 902
C Encrypted String, 903
C <response action, 904>:<response data, 906 >
C

PIN, 905

Figure 10 illustrates an SMS inbound message with a user response entered

before being sent.

2.2.1.1 Short Megsage Text 902
This is the message that the message originator intended to send to the

receiver.

2.2.1.2 Encrypted String 203

Encrypted String is a four character hashed string delimited by a pair of

AR

The encrypted string is built upon the amalgamation of the following
information:
- web application id (predefined by web app administrator, e.g.
store ID)



Encrypted String is a four character hashed string
delimted by a pair of The encrypted string is built
W@ p@a/0835¢2 amal gamati on of the foll owi ng i nforh@El/GBr03/004336
web application id (predefined by web app
adm ni strator, e.g. store 149 WD 2004/ 032542
PCT/ GB2003/ 004336 26 - userid (login id of the
receiver of this store) - inbound tenplate id (that
i nel uges-iaomwang @nds exResi fdvePIratRiLEroRs per
dat abase entry. This can be obtained fromthe Inbound
Tenpl ate DB (part #8) - Action id (id representing the
r es"pojrfgoé’uﬁ%tt-ieg‘ﬁ'},at(ﬂ LOwedat nirchrdes AREeRgednd ekpadieRey
-t herapeeterdnas rmgéatabyte retty nEks the deeybexipedefrom the

Thi s caduhe wayestd Beadhi-t gsyn restricted directory.

The Runtinme Processor 110 is responsible for

generating this encrypted string using the above .
i nror%FHPgnldaélii MFRE S eAtdnRIREe| FREPOBIOAEEEHE plogpdoin this
responsisbbe for generating the Inbound Tenpl ate before
transferring the SM5 nessage to the Wrel ess Message

Gat e 1 _ Advant age_of. usin he encrypt tring.
e RS, - QY ANLEAE Lo i3l N e SOCRARL B Sl Db
save SPEcE PEnFaieReld 60t Eitatactestriuf0t direchers pt ed
string is unintelligible - Hash Key can be changed
anythé Nk Yymd Ii’@o@éb%bgeﬁlfb §J§exres%)-&1&iiﬁp@sff%_r?&ene@59:%ﬂgr ghds
LB QUL ] [,0Ccess anp f.llter ou .
enc%nm%t%gl?%ggrgn}l%g% rere%]%ogfgeﬁn?frorﬂ%tlloﬁvaaﬁ Koo gg?nRsuélFlme

. ] : ng

PTOGHTEPY poe 8%t FRAYPISABT ¢ £PE T REx e s Hhife TRRoungn el ke before
trahgfersinahhe tYE enddsege nivotind Wi esizlsat edsagé Heitewayp D3
devices so that they can initiate transactions with

esd te l.ication any tinme at their own
Adv%%gggio?ngg% gh%%vglﬁ ageg %\Atrllfl?'.be di scussed in detail
i n"seldts GRCPsed Fraing Fankes hHnidedats ifoRstesr B9 Fofg espace from
dat a>tHRegporrderasterohir@®4 is a keyword to identify
al | onabl e response acti ons

- Encrypted string is unintelligible

- Hash Key can be changed anytime by the business user to impose an

arbitrary time out

- Runtime Processor 110 can filter out unwanted incoming messages.
An invalid or a missing encrypted string indicates the message is

unwanted.

~ Users can store the inbound template in their mobile devices so
that they can initiate transactions with the designated web
application any time at their own volition. This advantage will

be discussed in detail in section 2.3.

2.2.1.3 <response action>:<resgponse data>

Response action 904 is a keyword to identify allowable response actions
and the corresponding parameters. In the example, the allowable response
904 is CONFIRMED. In this example, Fig. 10 the user has entered the
response 906 Y. There can be more than one allowable responses for

different transactions. There are three sub-elements in this response:



and the corresponding paraneters. In the exanple, the

al | owabl e response 904 is CONFIRMED. In this exanpl e,
WO-2@4/010341 he user has entered the response 90PCTVGB2003/004336

There can be nore than one all owabl e responses for

di fferent transactions. Ther¥ are three sub-el ements

in this response: WO 2004/ 032542 PCT/ GB2003/ 004336 27

1. Response Action - the keyword representing the

actHegponde. fticCONFRMER2ra Capgrangtind tweb,appl i gaki on

prQ%&ﬁﬂ&%B command which the Runtime Processor w ||

I NVOo ese response actions and commands are saved

fn CHEINBoUNE® FRPHH PR DB 0Pt tor#8y™RE %egh pjhe Runtime

unifyeesdspboviid Ferppkate | D. Business user can use the

SM5 Message Conposing Wzard (part #4) t o manage these

re%ggsnese: gcg |Sons e Ref erdto section 2. 3 How t o manage

?e?qﬂ at &-10ET (i t?ﬁ?mgﬁéf ﬁﬁgsiﬁiﬁ 4 CohyBe j goun

TemWiSr‘%P (pre- r#éhtlifﬁ‘éxfﬁ & ewsigrpe winbpuhdTekelathelR.onfesicess
usemickh ddee the eponseagd aoapQ06g mhrardt Rre esnopdimgagMhese

respBRS8a08 1bSs  €REFMEHs Lcfidn 4. EISNHIQEI:O% aedgeg%btungqpemplate

iser to enter .a
uSlsgpgiée?ﬁ%d&%ssa?ﬁe YRRF°G: "{AGEF regi stration ( the user
entered 1234 in this exanple). Wth the PIN and the
usent d-uhensd Ypb&dsbh ihe gﬁ%{(% p:tht%dcéxin{‘ah?%):l.tht@_@e <r?sptonse
racessar aut henti cat e originality
datﬁ%rd%%%eﬁbglunaespﬁgés %ﬂginefsﬁge SRE FE<PTHise showi ng
what a user woul d have input in the response Figure 9
2.2j1.lkhusty ates the screen 1001 of a digital cell phone

The VﬁIE\Theﬁgggg r9 05 r ﬁ:?‘o@%ﬁ%se fo\J.N]ae rI]J.Ste.“p ome)rl?ll.elre aCE%!NI P 0 g e% 6J er

responde t e user - wou _
Spe“ﬁﬁeé 2y ER¢ éléFr "2t HEdT &Ie?ﬁe‘%é'é fo*he yesy gﬁé%r@é Prgnén this
exanplgber WiflprtheheINvehd ajel toatif otencengted tiheheemponseed string)

the Gah8ifObronRs6F 1ie 42Spasariagh @[@or%ﬂn@ﬁl’&h%f RN inbouna
mesdliygber and hit the "send" button. In this exanple, the

nobi |l e cell phone user entered Y 906 beside

CONFI RMED: 904 to indicate that he/she acknow edged
2.2 heSHe ssagrase THEWSME Wiks sageet hatlddulvd beut egeitheddgyonse
Figuree9 iahuspplcies athiecOBciul thoir eseimhl §itaYoud11ChRHECwith a user
resgdgupced! - ki s2- CONFI RVED: Y PI N: 1234

When the mobile cell phone user responded to the SMS message, the user
would just have to select "forward message" to a designated phone number
for the web application; enter the response data for one of the response
actions, enter the PIN number and hit the "send" button.

In this example, the mobile cell phone user entered Y 906 beside
CONFIRMED: 904 to indicate that he/she acknowledged the message.

The SMS Message that would be received by the web application would
resemble: Your cheque bounced!-kis2-CONFIRMED:Y PIN:1234

For the processing of an inbound SMS message, please refer to
section 3.2 “Response Required Message and Inbound Message End To End
Flow”. ’

2.2.3 How to manage Inbound Template using the SMS Message Composing
Wizard.



For the processing of an inbound SM5 nessage, pl ease
refer to section 3.2 "Response Required Message and

wo piwesed4Message End To End Flow'. 2.2. 3 How POT/GBRR@IEO04336
| nbound Tenpl ate using the SM5 Message Conposi ng
W zard. WD 2004/ 032542 PCT/ G82003/ 004336 28 | nbound
Tenpl ate Manager 502 (see Fig. 5) , a sub-conponent of
the SMS Message Conposing wi zard (part #4) (see Fig.

4) Inbbnd e&fRNASE M0aQr 50BRAGI G . lSl)bQuadsdbeH&L@BS& of the
SMSHHS§aé@%| ﬁ%?ssingrv%.%g%gn %Qg #(1?I %C?Ieoﬁ go]c 4% ; 1s epytonglble for

tween response a

mani%ﬁﬁamun FeFP RS QU ThER gwrcéu%? FF?%PF&EF@Sd%IEGUPn of the
mapdih@]be¢thaen cidie dedreonas edtimscenpode eetShBolinestageommands .
2.21hateywoul d be sent by the web application server to a

nobi | e user In this instance it is illustrating a

QU for a ){erent excepti on nessage that coul d have

begiﬁ‘?"ﬁ"s‘ee&i0t“o1 BFodTes & KT fdddagetoforidyhe es8d 4o cgrpose a SMS
nessRge| Pegs vosker baagenedoyt ¢he rvedt el inew SVBenesSage hgipée user.
In €8k vedanks am L8113 1@ A1 2pEES R0 NEW Lt bR 102 nessage

tha%\%ghgd 'h%¥— k& hngsd gf tpgoguc,%e\é\{zl §,|¥E Message lypg panel

|I ustrate panel Scoul'd then
be used to create a new nessage type. CI ick on "Add"
buttf on kg Pnagis| is¢mvakmdAdd BB Repdw SMF mizsanage type derived
from @Rpé &ve 1 pANeteddihy Strfabed oh M 2068 dlinvoke2erd Breate a new

SMS 'MéQQQ;!(Ed %%g‘i{ &f 4%”@%&1&%&9%&& n%oun gLam %ﬁ%%gné'l could

e structure o
Y 50 FTeTRE PPOWSEME 5¥8%n for the i nbound

terrpl ate manager follows: A: Business User 900 invokes
clidiesh Mesisageuttypel1Qr eatioinkt Ada GleaFRpiyN@¥bodlMASBaFRate

pan%}hlgﬁuﬁrig%ds ;ness  User, 900 invokes | nbound Tenpl ate

to create a new | nbound Tenpl ate for the
new I\/lessage Type. C. I nbound Tenpl at e Manager
2.2130r i évesingd Tergtlapd Mpnedef soedtoommnadgsnt rom t he

rigdreboind 11ermlat e HaBs drdid cudd18 £ CHETRRKh unti StentoSa e hb QL r 202.
by Application Conponent 108 (Fig. 1). D |nbound

npl at e Manager 202 collects the information from GU

The afﬂraw HPALT e rhET ABBURGOTEITSPER @ tpBRapeger follows:

A: Business User 900 invokes New Message Type Creator 201 to create a new
Message Type.
B: Business User 900 invokes Inbound Template Manager 202 to create a new

Inbound Template for the new Message Type.

C: Inbound Template Manager retrieves a list of predefined commands from
the Inbound Template DB 115. The command list is defined by Application
Component 108 (Fig. 1).

D: Inbound Template Manager 202 collects the information from GUI and
update the Inbound Template DB 115.

E: Inbound Template Manager 202 returns the newly created Inbound Template
ID (generated by the Inbound Template DB 115) to the New Message Type
Creator 201.

F: New Message Type Creator 201 then saves the newly created message type
(imbedded with the Inbound Template ID) into the SMS Universal Encoding
Template (part #5) 113.



E: I nbound Tenpl ate Manager 202 returns the newy

created | nbound Tenplate |D (generated by the |Inbound
wdesplsnse2 DB 115) to the New Message Type Cr eB€DGB2®1/004336

F: New Message Type Creator 201 then saves the newy

created nessage type (inbedded with the |nbound

Tenplate ID) into the SM5 Universal Encoding Tenplate

(part #5) 113. WD 2004/ 032542 PCT/ GB2003/004336 29

2.23. Ig v?an%gi\@%%%d A8, EHP'(%%@t Fl ow Ci"a” Figure 13
ctin ste

t.rat es chart e p
rigipeg FLTLERe EIGH Shtie Bl ad i SR b P ol oot how
an %@eue%%gﬁﬁ%@@swgewwgédwéd %ﬁ:ﬂlﬁe%stOdW@b@de apoase
actidns depeotibatyabevd:nbound Message For User's consunption
Anot her useful application of the Inbound tenplate is
EI I e ysers to submt reuests to the web
' ' X s T serdt to the web
appl i catl on a request for account baI ance. Using a
sateehenbotntdl tanppleatéor it Ak Faheutshkamrlate eifuestalilgw
mobillReusdii t& LABMiCeequddie tiS@he G s8I chhich .| NRRUBLLMple, a
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t hi.s_request cation w Il

2 Saé’@éo’iﬂ‘i’f’““% d‘leﬁﬂ’caé‘eago’%\ﬁcﬁ?ﬂnﬁo]a?{‘c?ngﬁ/sr Sstage sty device
the tuser | pooadmYy thiss dagendassedaty alsi gatinppurahdis message. In

respbBaNY LE8S irQBuest, itk RLISRSPI QdtABA QBN dnh @nef gatdihe:
balatnc%gls anug'u#ﬁsg'd gﬁg rr;bedsgg%eggx%sﬁai%l:n{ﬁ;%%elo%nlor}ng Brnbegga%e assed
Val]idﬁ‘ti:‘?rbé‘flfir@ltﬁeﬁté\ﬁaﬁ’ééf’sage type. A new nessage type

cal l ed "I nboundRequest Generi cMsg" nust be defined

2.3 fii E8dps TheimpBusddtessidIgescwean t hen derive anot her
Steﬂln bgﬁg}igéggﬂ%%tdz&?iné%p s}ép%f V\ﬂn‘bﬁund QQQ&I&%&G"%% &an be

i'on conponent calle
dona éﬁﬂ%ﬁéﬁ““@é QJF%‘-‘@é‘H?ﬁJEJFFsr}?éE”&g 2| Pt METSATES W?@d A new
mesgagbotirs Fetislat BboiniReheesiGonerigibo's imet Bt 8pfided Sigps. The
Busin@goniseR &4 then skolw webishkt enrRids Sekheedt hbesdgabeowrdwith

lnbotuﬁgp{é}}pﬁté hey.W.gh to downl oad. Step 4: The Customer

€ Application Conponent sends the sel ected
Inbound Tenpl ates to the nobile device. The
Sted RansnasslorRttan chsp@eapl @fledd “oystusicrgsddvec&onpuslishes a
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Step 3: Users logon on to the store web site and select the inbound

templates they wish to download.

Step 4: The Customer Service Application Component sends the selected
Inbound Templates to the mobile device. The transmission can be completed
by using the Common Message Subsystem which calls the Data Collection
Interface’s APIs (part #1).

2.3.1 Structure Diagram
Figure 14 depicts a Structure Diagram of a SMS system in accordance with a
preferred embodiment of the present invention depicting the process of a

Business User Sending an SMS Message.

The flow annotation follows:



Interface's APIs (part #1). 2.3.1 Structure D agram
Figure 14 depicts a Structure Diagramof a SM5 system

w0 pooamssiziance with a preferred enbodi ment of P€TY6B2003/004336
present invention depicting the process of a Business
User Sending an SMB Message.3%The fl ow annot ati on
foll ows: WO 2004/ 032542 PCT/ GB2003/004336 30 A
Busi ness user 900 defi nes new nessage types and
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(Figypeés and inbound tenplates in the SMS Universa
Encodi ng Tenplate (part #5) 113 and [|nbound Tenpl ate

B: ﬁ% &Q@gag #@mpééﬁbgf @m%t hvze' xﬁlmg ki Ls, %%ggag%%s@es and

ons t em and reques

inbqy tt%@lﬁh%so&ﬂdtfteeﬁ%? é]f‘é‘éersel EFT?@“E‘EE%FS%%& SefRirEets) 113 and
InbAymg| Tewtlpon DBofpotiel) 1631 misbadtizethe | nbound
Tenpl ate 1 Ds fromthe SMS Uni versal Encoding Tenplate

l\gﬁle L&'eﬂgg&lh?oéo% to LHE (HSLOME Eogecrh\é' d4d° ALhes =

onent retrieves the avail oun
lisg é’l‘?p?ra%oégdftreﬁlﬁjr&ttl‘?é i nbound Tenpl ate DB 115 usi ng the
IDs. E: The Custoner Service Application Conponent 161
D: ﬂiesm@ab&ei h@rlvi&:_t A%llCEBﬂQU @6mp RBE aﬁs@soﬁt@lh@ e:h@ﬂ{ﬂéﬁnd
oun

Teméﬂa%r fro the verséae%?ggghpﬂef é HEBI n Flng the IDs,

s  dest't e

thetﬁu§F?ﬂﬁI Aepiice %R?&F%ﬁ?loﬁaCOFﬁén%H}sﬂﬁﬁn§PtE%ﬁ“?Fc%?e available

inbApdl toaiflbom Coopahentnbdtdd Jendkta PRAUESisihg tHeeIDs.
Common Message Subsystem 107 to send the sel ected

nb dte | at es  as neri..c ages.,
s P et s 21 &8 B0 BRSO R R "t i
inbqupdefrmpdeates tAPH® fekirde wi9r 39%- to transnmit the

i nbound tenpl ates as generic SM5 nessages |: The SMVS

. MRS7808 LFneadipg s'é@&éﬂ%e chd a.&ﬁ:oxﬁ%) £ drch . B0€ QAE S ddh gntﬁlﬁquests

ssa cont al ni ng I nbound tenpl ates and sends
the“fﬁ&r??q&eflhet hiﬁ/hﬁé W’&gﬁs%’ﬂce(part #3) 110. J: The
Runtime Processor 110 inserts an encrypted string into
G: THecSMbmer Service Application Component 161 sends a reguest to the

Common Message Subsystem 107 to send the selected inbound templates as

generic SMS messages.

H: The Common Message Subsystem 107 calls the Data Collection Interface’s
APTs (part #1) 117 to transmit the inbound templates as generic SMS

messages

I: The SMS Message Encoding Engine (part #2) 111 encodes the SMS messages
containing the inbound templates and sends them to the Runtime Processor
(part #3) 110.

J: The Runtime Processor 110 inserts an encrypted string into the SMS
messages. This encrypted string preferably should not have an expiration
time since the templates will be used for input requests. The SMS messages

are sent to the Wireless Message Gateway 162.

K: Wireless Message Gateway 162 delivers these messages to the mobile user
901.
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have an expiration tine since the tenplates wll be
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the Wrel ess Message Gateway 162. K Wrel ess Message

Gateway 162 delivers these messages to the nobile user
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aut henti cated, the Runti ne Processor 110 will invoke

N: TH&Rﬁﬁ:ﬁneSmﬂﬂdism 1corexantheewaesd chyridied rekrevant an inbound
SMS %%%Eé&éﬂ“tgoé‘et% g] 508 %f ah hl%ng'}{ﬁ epahled Go %Ssage

art Figure [uStrates a
is ?:L?‘/Eélfa{mdﬁatﬁ%l‘jg? rFé‘§‘§”EFsé’F°%€tf%8F rﬁjﬁgWE& A t*?%ﬁBﬁ?f-’cfpondmg
compamdpprtadsby rihgcededarc arpl tdatdorp Ceteanept E¥boditientiSofnabled
comiidi@eps@gent invention simlar to that depicted in
Fi gure 13. 3. Run Tine End To End Fl ow This section
i nes runtime processing of an enbodi ment of the
g Sht“"*Fhvention, cover out bound message generation
Flglﬁ??d 15 rﬂkiéuﬁ*arartégp?orﬁé@ﬂ rEsshgd aprgéess neer Itipdngoiptgeted
inbdvessage1Ebek tia MwrissagernProgessingl Ehowikheguioe the present
mx%ﬁttb&y%qmﬂa@’\’tg'@ﬁ‘& deplftihng: Qubbgund nmessage
handl i ng fl ow of § e- conmer ce system of one
enbodi nent of the pr esent invention. Figure 17
. depi e1.s ahs oMt hovnd f 1 ow di agram of the environnment of
the 1Tnvention. Referring to Fig. 17, it can be seen
that: Typed SM5 Message | nstance 114 generated by
Thijesshym BEnclodeagruBhiianerodekbing ofhae lkeadodigregbecfi £h¢ tpresent
invérkian S e REbIRSSAGSage | Jenktat i%nda:sL heshihe tr SBEESY Ressage
pro{\?%s sent |ater, save the message into the SM5
sage Tracki ng DB 195. Schedul er 182 w ||

periodically
3.1 Outbound Message End to End Message Processing Flow

Figure 5 outbound flow diagram depicting outbound message handling flow of

an SMS e-commerce system of one embodiment of the present invention.

Figure 17 depicts an outbound flow diagram of the environment of the
invention. Referring to Fig. 17, it can be seen that:

e Typed SMS Message Instance 114 generated by Message Encoding Engine
111 is checked to see if it is a scheduled message.

e If it is a scheduled message to be sent later, save the message into
the SMS Message Tracking DB 195. Scheduler 182 will periodically
read the SMS Message Tracking DB 195 to retrieve messages which are
due to send.

o If the message is due to send, it will be checked for type error by
comparing to the type saved in the Universal Encoding Template 113.

e If there is a type error, generate and return error.



read the SM5 Message Tracking DB 195 to retrieve

nmessages which are due to send. |If the nessage is
walo@4osesgend, it will be checked for type erroPCDhgB2003/004336

conparing to the type saved in the Universal Encoding

Tenpl ate 113. If there is3& type error, generate and

return error. WD 2004/ 032542 PCT/ GB2003/ 004336 32 | f

there is no type error, parse t he nessage using the

XMz £ DAISEl 5 s 29 1&@@' é%otrh hpar %Li;heofnegégtge é.ylsrﬁchal XMJ't. ﬁ)grser

Encodi ng Tenpl at'é arser 191 ar ses

Typat? SRE: NESsHFR T ¢S tthA cE AT %EH FRcoding & eD@\ﬂtter &3
o orratxvi9dser Ghﬁ@kpatx@;eﬁe@nel &yﬁé’&eSM@%Q%er EEMHES which is

respanse,, g;eergsr%ggsl 1bS not requi red, dispatch the
message usi ng wiTeéelress gateway 103, then stop |If

x e§b®<ﬁ%é0|~‘§$er eﬁmhleeldessege reabitdreameseage t enpl ate id
fro a ssage Fin hg N undte late .

|0 ey eSS eSS GELOALA 1 DR SR B e
TeApretey BB/ 1150 stey ng the Typed SMS I\/bssage Inst ance

o114 andpbiRound-d8 IRl Bt Ex kLB, theORORIGE 6 drB@add fﬂé' £roMBrne
rressasqe% 180 eate the session object 1927 Using t

se88f Bj°6E€t: WebAppl D 1928, User| D 1929, Ten‘pl ate
o DFir® 30e aimthobnt oeinsig: teyo 15934 ngg eine mat € deh €ergl e t ¥ (lde Brom

st &ﬁ%&n&%plggg%tﬁ she encrypted string 1924 into the

final SM5 nessage spatch the final SM5 nessage
‘usPaEa hee ivped §é4§ ¥rpceamyngb3icet hbh andtighowsl 2emplate 1916,

RegponseReqdl £ advessagesanyd | nbound Message End To End
Message  Processing Fl ow. Figure 18 depicts inbound

% | G Cafr ARSI P e FeelPdeen that: Wrel ess
OGaUQin@ytﬂ.@%eEﬁﬁﬁl vefkaan wevagpns 1% eSS0 €920 0Bemplate ID

Rung r sar 11 tracts f our cha a
e B R ARERR xgf o8 K] [RAL S A Erd BHLAEREE AR Eho goaa
*2003seryW tie teher&@ﬁe@diitﬁgnstf(é-)%&%mp thee fEmdr Y% edssigd ng

ﬁ?%?sﬂa%cget%%dlequal biis A850HNGsrg DAL L FUOGRE ST Merad 189, then

sStop.

3.2 ResponseRequiredMessage and Inbound Message End To End Message
Processing Flow. Figure 18 depicts inbound flow diagram. It can been seen
that:

¢ Wireless Gateway 103 received an Inbound SMS message 2003

e Runtime Processor 110 extracts the four character encrypted string
2005 from the Inbound SMS message 2003

e With the encoding key 1931, the encrypted string 2005 is decoded

e Tf decoding is not successful, then stop.

o If decoding is succesgsful, extract the WebApp ID from the encrypted
string 2005.

e If the WebApp ID does not match the current WebApp ID, then stop

e TIf the WebApp ID does match the current WebApp ID, extract the
template ID from the encrypted string 2005.

¢ Using the template ID extracted from the above, get the inbound
template 2014 from the Inbound Template DB 115.

¢ Extract the parameter names, command and values 2017 from the

Inbound SMS message 2003.



I f decoding is successful, extract the WebApp I D from
the encrypted string 2005. |If the WbApp | D does not
woradogio3xshe current WebApp ID, then stop | f tPET/GBRINP0O04336
I D does match the current WebApp I D, extract the
tenplate ID fromthe encrypt3dd string 2005. Using the
tenplate ID extracted fromthe above, get the inbound
tenplate 2014 fromthe inbound Tenpl ate DB 115.
ract the paraneter n S, Cco nd._an ues 2017
s O BB oS 26 5008 90087 032542
PCELER2008¢ @043 £33 thEX¢dndetcd Bertdsencdnbahd aront&e: Object
en t 0> reate t
enebyh! 84y gtulggc 0% nam%oﬁ?ea{a%%gﬁaa% %2%13 tdractea

erver ect usi ng
thébﬁ%ﬁnand nane par amet ers and USer | D extracted
aboyepatchi &@at;@iu hbesspal to s Saghet@ Shevezonm®r CE
Server, 108 is conpleted Figure 16 illustrates a
deﬁé}PéUC%¥§ﬁﬁ?% of the runtime processor 110 of an
enbodi ment of the present invention depicting details

Flgurlilaf E.é l%nétrfag aa dgv?;lci pé %?foftpl’?e ggmln{en&c!c%gsor f110 of

esponse run roceSS|ng anat1on
an ?W?Qdém%ﬁ?e?ﬁ:§h8fp§%ﬁﬁ??rh?vﬁ?Qﬁ9€s§ﬁﬂlcﬁﬂﬁ9 Qﬁiéi;ﬁe??ff1C1ent for a
des¢ripei@c bif orhe foliignstichypexbohes sagetimesprareesinghélow. An
explafRebrB8SARe el 8Ehad T TldkinkSpAdiesant Uad anaUtAUNthteraction
fol .message as received fromthe Encodi ng Engi ne (or

the  Schedul er for a schedul ed nessage) by the

runtinme. In the current inplenmentation schene this
Typek Yeagpmel Tnsvnoozke @he rtvXkl nagsagcdndamce Wi4 his tthe actual
outﬂéfﬂn&eﬁl\ﬁsaée%ﬁ%@désn ge(%ﬁl%tbafleoms ehe @Beo&E&ﬁQeﬂlgNﬁésﬂﬁethe

sin ubsys e ssag ar S em

S h(g% coNSi 'S séo dameﬁ?‘ E%%br ?he n% dﬁ&ﬁ% ﬁ%%%éa%
lmpletl@nf%orlssqh@mgéﬁlﬁymwaﬂe Jtshén?%?'éénﬁ%él%éélséﬁ‘é’lid%nce with
the aorivecddly Emndoske denplaecscideace With the schema and

also to parse this nmessage into a DOMtree (for the

current i ation). .Th ut_of this subsys
oo e BATEARD GRECHAT Bt BTRE. RO P L ORE R e 102
congfstehet @upwl@ﬁdf%wshﬁﬁé@a@é@ﬁhnm%ﬁﬁ%t éfés r@&daﬁlf@ verify that

the MBPMIhg message is correctly encoded in accordance with the schema
and also to parse this message into a DOM tree (for the current

implementation) .

The output of this subsystem is a parsed object that contains the
entire contents of the outbound SMS message in computer readable memory

object format.

Message Tracking Subsystem: The message tracking subsystem 183 updates
the SMS tracking DB with statistics about message sent time, message

receipt time etc.

Scheduler: The scheduler subsystem 182 is responsible for timed relaying
of SMS messages. If an SMS message requires to be sent at some scheduled
time then this subsystem is responsible for caching the message in the

message tracking DB.

Also this subsystem is responsible for polling the message tracking

DB at intervals decided upon by the business manager and picking up



obj ect format. Message Tracki ng Subsystem The nessage

tracki ng subsystem 183 updates the SMS tracking DB
WOWah/03x53t i sti cs about nessage sent tine, nessSBOEGB2003/004336

receipt time etc. Schedul er: The schedul er subsystem

182 is responsible for tined4elaying of SMS

nmessages. |f an SMS nessage requires to be sent at

some scheduled tinme then this subsystemis

meséa?g%@o&%ttbéﬁe fr@&df %SP'&%pEE@n NES SAEaddInt NS tg?%%gg message

acifacking DB Alsp this subsystemis responsi
P nIgl FHGYThE mess SJ&"tr4cking DB at intervals decided

ﬁl‘tfy Ken @eﬁaﬁqﬁ’e‘s@ma‘ger Thpdrpl Edatagn tigy\VBnerator
subwéﬁm5ﬂé€ MREJIH(BROO HR04d 26t 3y RS $AELHTEAM L BRE that goes

out rveeﬁysﬁsogtﬁgggaggte@nagapéﬂqgtgt gg[d'&%pt set h@h svgﬁgs essage, o
svs el 195, oF”S‘hB%%R%ﬁF erwedgwrie%rl%ﬁ%to geeﬁeﬁl%ttats session

strighsyst em 184 i s responsi ble for generating the
encrypted string that goes out with SMS messages that
r u e e S , a system

e R SR N el S BTG T Sncoae
this session string. The encrypted string itself
coRsi st Yebfort e follow ng: 1. WebApp ID 2. User ID 3.
| nhounduermbate 1D 4. Session Cbject ID As this
engrypt [ ed on the tine sensitive
engodln§gb§%@'ﬂ%%bthQ5key, it is possible to achieve
t hé- ef f EES'GF XIEEEsTHN in SMB, which was not able to
be done before. Wth the notion of session being
i nheodhieechdrip SNSsbibMig e KBaBd NAWEhE k@Rt &8 5Siv@Nencoding and

dec%@cﬁewitpqs%s@ﬁléjst%daétﬂ v§|\@ebélsf%gtsc¢fs%| Q%ssqg}t n SMS,
After he ench ted string 1s decod

ra

Whl% we® gté’ﬁst}i%%" c 8 each el enent (the V\ébApp
I D, the UserlD, the [ nbound Terrpl atel D, and the
segstiorh®)ncaon e deaadebdahgt 112 rs@eeadi stsigenddy wé San now

LN LOLLE adi d Y; :
ore USG?I dkey%nboﬁ%é%g%ﬁa%g%ggg fs()ge:\s%%ﬁ%?%%;%lssmn data

storage.

After the encrypted string is decoded by the time sensitive decoding
key, each element (the WebApp ID, the UserID, the inbound TemplateID, and
the sessionID) can be decoded at the second stage by its own corresponding
decoding key (WebAppIDKey, UseridKey, inboundTemplateKey, sessionIDKey).

Thus, the final encoding is a two stage encoding scheme that can
only be decoded successfully if both the system wide encoding key and the
WebApp ID are correct. This leads to added security for the outbound
session string.

Outbound Message Generator: The outbound message generator subsystem 185

encodes the final 160 character outbound message by using the parsed
outbound SMS message generated by the typed message parsing subsystem and
the session string generated by the Application Key Generator Subsystem.
After creating this SMS message it forwards it to the wireless gateway 103

for final delivery to the end user.

Inbound Message Parsing Subsystem: The inbound message parsing subsystem

186 has the task of first, decoding each incoming message using the



Thus, the final encoding is a two stage encodi ng
schenme that can only be decoded successfully if both

w0 b@493stem Wi de encodi ng key and the WebApp POI/&Be003/004336
correct. This |eads to added security for the outbound
session string. Qutbound Mes®age Cenerator: The
out bound nessage generator subsystem 185 encodes the
final 160 character outbound nmessage by using the

encRPLEE L 04 Raund, SMA B SsaQe eg@aa%@t&q, Bya t-he }RES 0. after

subsyst em and trin

ver R Al I oL s PARR | Tabt OA-HES ERTSRBIr RSy
extygctgrther é%ﬁquﬁ@ TIPS BSVED s Aeeksi #P ftél@v\mwniitte@nelwﬁe from
the Viinbeles Segaieways 103parsartid nadomded ineeeyod.0 t he end

user. | nbound Message Par si ng Subsyst em The inbound

gg%f)a ESZ{HI%' %]sgglbsggt e ugﬁgsstahe i?% t(:)cg efxltractlon of
mc%@ﬂ/%%m apﬁﬂa@E@WFOOﬂQ%SU@SS%?% rt%ft EFt5rqtsnghaiger P
from heesystremead deriegcati rgedtey s cohrendébdppext bjAtt eor this
1ncéﬁﬁ[&bfﬂéqﬁgst§ hat 4 §ré&‘c§§§%e‘3é‘&mﬁﬁd ct%geg}@cd oss)éatecgm

comqoneﬁﬁc' uaHsX ern’kl E:l;l%c]: 3 t:{}% %B%J(I)llflurf}be %np attgentd;caglon using

Fnboun rom
'Pé’ﬁ]b’raéttéOIDBjof“EOIisﬁé’Fséo& ﬁétfllqiiléé?ﬁtﬁﬁn rf&%cé‘}a@esm A
successful parsing of the inbound nessage |eads to

eXtrEélCrIeBch‘st% id r&%%%ﬁﬁlfﬁ@]?ﬁ@ccﬁ”@hﬁ%@é@a‘g@r% £hBI S 1evant
stemthen extracts t er ID fromthe

app lﬁ@?}/ﬁ’t PPy and creates the command cont ext
object for this 1incomng request. Before creating the

commant op@rdtex twiah| gitd Mebdtige TORRONE FbAYSenVES itkh@S incoming

SMStnlé%sé&la%"%f‘&e?éi}!t”@fm{ﬁ%n&Q{th@i"téiﬁﬂlét%&' on using the
application conponent 108 authentication nmechani sm

The next step is to actually dispatch this nessage to

t h&he gmbodimenta pisisctHtadorersdnpenegihde 8 pugkeroperegvartages and
diswiinthidrteoMBs page: FMacldsagyingbsystam t o track i ncom ng

SI\/S nmessages for receipt tinme and other statistics.

enbodi ment s described herein provide a number of

1. %O AH*X38% and distinctions over prior SMS nessaging

systens: 1. Confirmation - The inbound tenpl ate being

part mie th®uaat dewna:Shbifppaagert ead oubiodhdpsoy ndesgd text

syst %Hdﬁ; ro‘%@ﬁéé £l ét%gl Emgom%gt{cﬁlaghéé/ would readily
pr ocegr%%essabqg by a web agpilcc%tc%.gnn

- The SMS Response Database provides enablement of run time

confirmation as required by the message type.

- The absence of confirmation in previous SMS systems hinders the
application of SMS in commerce. A solution to this limitation is
disclosed with encrypted string such as userid and PIN, making

the confirmation of a user possible.
2. Security

- The inbound SMS message can preferably include an encrypted
string with two levels of encryption. This ensures that the
relevant web application only handles incoming sms messages that

are directed towards that web application.



- The SMS Response Dat abase provi des enabl enent of run

time confirmation as required by the nessage type. -
w(abh@4mbesence of confirmation in previous SVS SPGI/6B2003/004336

hi nders the application of SM5 in comrerce. A

solution to this limtation % disclosed with

encrypted string such as userid and PIN, making the

confirmation of a user possible. 2. Security - The

I nbousck e 1B AGR AN By ef ecablay 1Ll \:{geeri%_nkey, gether
| evel s of encryptl on. %ﬂls

encrypted_ string with t _

ensur‘g]'st%t fat®Thé ecﬁéﬁ%@ﬁﬁﬁ BB Hp B PER BB jpenal lavers of
handl 8FYRBO ARG messages that are directed

towards that web application. WO 2004/ 032542

PCT @@%é@%@@ﬁtﬁ%&ﬁb& UG8 e §msﬁ Qﬁﬁ‘lii%ggié%y if commerce

second | evel userid key, together wth a user

speci T9%¥d° BN nunber, providing additional |ayers of
security protection. - A 4 byte security nechani sm can
nmake B tappldveAtdnaBdiny COHRLEA] hPASISI bb ew adhe LMD

| evel w@iﬁ%iﬂgnl 53 qsei’gn%gtg]qcv@%%p!psi@,e\ﬁ’s@?id,.dexflk!'!)%nd template
amal gamation of 4 elenents (web app 1d, userid,

i nboutt £EFPIAL %bjelca,lr%eé%‘?"oﬁ BEifEct™ T dFedrfordtpyredevel of
and de¥Sded with two | evel of keys. 3. Session

Control - If the Session IDis encrypted in the SM5

3. §3Jk09 dhis,w Il provide a tineout control for
typical http sessions. - The matchi ng of the encrypted

string wth the outbound nessage provides a request
and rESpbasEsgboelIlp haknogothé frorhatdvsnsiofing tigessilan

possifl@ide Mtihedli Sortes5i£OR, t17ARES e, £aUESIs and
responses between the user and the web application

are now possi bl e, naking commerce applications in SM5

pr act Theapatching 0y thy 1@ cayRief ptiedre ttithgtia optround message
nmessagevidenewequbhe drndnesiranpe andel heaBigi ehe kidymation of a
addedsds@itheogposypted string is new

- With this session, cohesive requests and responses between the
user and the web application are now possible, making commerce

applications in SMS practical.
- The 4 byte encrypted string in the message is new

- The timestamp and the system key added to the encrypted string is

new

- The SMS response DB together with the Run Time Process to manage
the session effect of request / response SMS messages at run time
is new to SMS messaging.

4. Extensible Syntax: Rules for Encoding and Decoding a SMS Message

- The encoded inbound message template enables the unambiguous
interpretation of an inbound SMS message leading to unambiguous
mapping to a selected business action of a web application of the

messaging system.



- The SMS response DB together with the Run Tine
Process to nmanage the session effect of request /
WO e@posese2 SMS nessages at run time is new to BVSGB2003/004336
nmessagi ng. 4. Extensible Syntax: Rules for Encodi ng
and Decodi ng a SMS Message --"The encoded i nbound
nmessage tenpl ate enabl es t he unanbi guous
interpretation of an i nbound SM5 nessage | eading to
unanbiyg YOkksn t aHBRD IR el Q18 $8! 86d-0d ﬁsﬁaﬂe&ﬁdaﬁgsgge of
a vvebr(%lggl ication of the messaging system
2004/ TZe PCT/ GB2003/ 004336 37 - This synt ax is
extensible to create new i nbound nessage tenplates. -
| nel uthcigdinwe thabobothdressage tepphiat éni thd hetlmuhbourdage so

rressagserseoe%ef 208 S NOL e 8Lk B ef OrM! ﬁib%uw%degséwls new

i nbo nd age i S new i I\@ ¥vthe user,
the user eeds to ril
needs ¢8| i i WS PETi PPYY FEGTT red™ par ARetrers i ¥%red

exte@rﬁﬁn?‘?etrf of the syntax to create ot her synt ax in
new nessage types is new. 5.1 Extensi bl e Semanti cs:

| nt er'lﬁlr eg%énggb:gltEnchQhQ JQ{EQQ% alégaémlegusyn axfln new

Busi ness I'ne egor| sation ©
t he EMFEBFIEAPES Gf BHe present |nvent| on serves as a
contract between the user and the web application of

5.1 té}% elpéﬁ.%ll Q eéé?naHE O&se S fnée%g%%%ﬁ:l&h %fi d:%rdglrlge tb/%%ﬂ)gdj Tgf una%blguous

SIB nmessage i s un uous an
BuSJd’@FFrﬁcttéom’bu& ness action of a predefi ned busi ness
process, nmaking conmerce application of SMS possible.

- Th erﬂealseeaéa&ﬁgp lch 8&or @8 tiSn €3¢t @AS | dbBatendefdMend@Wesent
cat egl%vleﬁg OQe)ﬁvOe Qse"é{ g%ﬁcg: L0g efti{vgé{'ls 'tﬁgsése?%ﬂdo@ﬁe web

The application
char e?é’Péi“F%tthESOf tHEI%FngSCE’E%‘ﬁﬁFl Lathdh tﬁﬁd”&@FP“(ﬁtﬁﬁlon of
new cateyer issatnespoas saun8hBsudrisverd abkpErreodi definite

Tenplwdsenéds bheispace ghel¥bni® Pi8Mest. PrdebeNsdahl @ commerce
Senan%)bﬁcag—iggd& Yo 18 gos JMessages at runtime in
ng c

accordance with enco Yaracteristics in
correspondi ng nessage types - The SMsS Uni versal
Enc odihegbdenphbemrésaiioasierkreansihiortvadé¢fgne new

categorisation for new mapping of business actions.

- The application of xml schema (with inherent characteristics
including categorisation and deriving new categorisation) as a

SMS Universal Encoding Template in the space of SMS is new.

5.2 Extensible Semantics: Handling of SMS Messages at runtime in

accordance with encoding characteristics in corresponding message types

- The SMS Universal Encoding Template enables extra information
about the SMS messages to be shared between the Web Application
and the message Run Time Processor. The Run Time Processor can
now (based on the extra semantic characteristics as defined in
the SMS type) perform type-appropriate run time tasks consistent
with the intent of the sender (business user) as understood by
the web application.



about the SM5 nessages to be shared between the web
Application and the nessage Run Tine Processor. The
wWORNv4/032582 Pr ocessor can now (based on the extP@EI/GB2003/004336
semantic characteristics as defined in the SVS type)
performtype-appropriate rurt®ime tasks consistent
with the intent of the sender (business user) as
understood by the web application. W 2004/ 032542
6. BRbhGRRA3,0Q4336 38 6. Enhanced Usability -
Busi ness users are now spared fromthe technica
conplexity of encoding a SMS nessage to match their
busi nesgnest aless aBagiowessaredsironc dre rrewhifigeliscapplésthiey of
cont esfcoalng e siie s8ageeWd hautn hekng budh.ﬁésfsagﬁtﬁéilltby Business
SM5 rrl?ssésfag& 8\901%5'&9 on ti}[@%ogé@ltcgg'r@{ecﬁe lggt gﬂogt being

this |nvent|on reduces possi bility of €nco

er r or HEEEAAI BREHGi TRFSBYT SPECEME- difficult and
experBisy 8M§ ogpenae atlutden tafnehis Theenvdomhaedseesofhe

e gco@mlsmwgfeaf ehE&Ting heeki-nghsasms %@M&ﬂ% eBrkYare

i dent [ I

PCT/ 6&825%@}101:8%%%%@@%%%%%/5\ Nggiéé) rl}ﬁot%'gg Qﬁg%{éghanlsm of
gener §t9° bngar‘?n%’sbﬁﬁoﬁe%ecﬁé%% &gé ?%Vlﬁ?%éeé%?\f Agentpyf ication
a sofeivenecdipgl ¢wattBon conprising the steps of: a data
collection interface accepting outgoing instructions
and outgoing data fromsaid software application; a
message encodi ng engi ne encodi ng sai d out goi ng
instructions and outgoing data fromsaid software
application using an encoding tenplate to generate
the SMS busi ness nessage as a categorized SM5 nessage
formatted for processing by a data processing system
and a dispatcher runtinme processor processing said SV5
busi ness nessage for transm ssion over a network to a
recipient. 2. The nethod of claim1 further conprising
the step of transmitting the SM5 busi ness nessage
over a network to a recipient. 3. The nethod of claim
2 wherein the SMS busi ness nessage



conprises: a message text entry field for alerting the

reci pi ent about a commerce event; and an encryption
watoodospsentry field. 4. The nethod of clai m3 PMIEGBRIV3/004336

the SM5 busi ness nessage further conprises: a

response indicator |abel; a3%cipient data entry field

associated with said response indicator |abel; a

reci pi ent authentication indicator |abel; and a

reci pient authentication dat,gugntry field associated

with said recipient authentication indicator |abel.

5. The nethods of clainms 3 or 4 wherein said

encryption strlng entrg field is adapted to accept _
cofmuni GaPFORIsEE S POIETREERR BT TBt PO egatuessede fRe processing
by arephochref apdlacatidnwheeisimaklde s¢sss of:1 denti fi cation

datagaiy¥o RS 1h 0 F880 ERES: gl &SR NSE 1&1@t3§1&@&{s and

out&[}?ﬁ%?@a&a fron B8; d{TELMrgf«%%ll@:ﬂ @ wherein said session

ication use toidentify a

sof't WRA898 gMPLHY BH96 ﬁ‘“r%’éé%% s31f ey fﬁ%uc’é“e%‘ts and
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commerce event; and

an encryption string entry field.

4. The method of claim 3 wherein the SMS business message further
comprises:

a response indicator label;

a recipient data entry field associated with said response indicator
label;

a recipient authentication indicator label; and

a recipient authentication data entryv field associated with said

recipient authentication indicator label.

5. The methods of claims 3 or 4 wherein said encryption string
entry field is adapted to accept communication session identification
data.

6. The method of claim 5 wherein said session identification data

may be used to associate a response to a sent message.

7. The method of claim 6 wherein said session identification data
may be used to identify a software application to process a response to a

sent message.



field is adapted to allow a response to be inserted by

a responding recipient. 11. The nethod of claiml
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SMS busi ness nessages, wher€in: the categorisation

represents a specific businesses intended usage; the
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categorisation; and

the categorigation meta data is parsable by said data processing

system for generating SMS business messages.

12. The method of claim 11 wherein the encoding template further
compriges:

a message entry field for insertion of a message entry of full SMS
message length for access by a recipient, wherein:

said template provides an additional field in said SMS business
message for categorisation meta data; and

saild meta data provides instructions for encoding a business

intended usage of an SMS business message.

13. The method of claim 12 wherein said meta data includes
instructions for dispatching said SMS business message including
instructions selected from: a message priority; a delivery time; a number
of recipients; a delivery channel; a need for confirmation; a need for
authentication; a need for encryption; and an intended web application to
handle a response.



said server; extracting identification fromsaid SM5
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i nbound tenplate for said response nessage from said
server; parsing said responsé nmessage with said
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incigofdanarsdappddndat i igiwtronprisitegan application server for
processing.

17. The method of claim 16 wherein said SMS response message
includes:

an encryption string encoded with an encoding key;

identification of a software application capable of processing said
response; and

user authentication information.

18. The method of claim 17 wherein:
said server has access to said encoding key; and

sald server has access to said inbound template.

19. The method of claim 2 further comprising the steps of:

a server receiving an SMS response message from a recipient in
response to the transmission of said SMS business message; and

a response tracking database tracking saild SMS response message in a

response tracking database.

20. The method of claim 19 further comprising the steps of:
an inbound template database identifying and parsing said SMS

response message;



means for a data collection interface accepting
outgoing instructions and outgoing data fromsaid
W@ odoumaase2 appl i cation; neans for a nmessage eneOHGBY003/004336
engi ne encodi ng said outgoing instructions and
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processing information in said response; identifying

and obtaining a corresponding inbound tenplate for
sakd- r esPURSESTRSSSFE PYUCs aligeselw épadapdpsintg &k gnternal
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nes e, I f any, for processing said data and
Claﬂﬁs?ﬁ%ﬁ??bns. 24. An SMS commerce nessage format for

use in sending a comerce nessage over a network to a
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e-cdimbt £B200 HL2E4336 cofid-is@ndg esponse i ndi cator | abel;

receiving sald SMS response message;

decoding an encryption string within sald SMS response message with
an appropriate key to verify that sald response message is directed to
said server;

extracting identification from said SMS response message for
processing information in said response;

identifying and obtaining a corresponding inbound template for said
response message from said server;

parsing said response message with said inbound template to extract
data and instructions contained in sald response message, if any, for

processing said data and instructions.

24. An SMS commerce message format for use in sending a commerce
message over a network to a recipient comprising:

a message text entry field for alerting a recipient about a commerce
event;

an encryption string entry field;



a recipient data entry field associated wth said
response indicator |abel; a recipient authentication

w0 paito3xsez | abel ; and, a recipient authenti catPONGB2103/004336
entry field associated with said recipient
aut hentication indicator |aldél. 25. The SM5 nessage
format of claim 24 wherein said encryption string
entry field is adapted to accept communi cation session

i dgntdbhesd ;08 daba. 1.48:; The SM5 nessage format of
claim 24 wherein said encryption stri ng entry field

i s2atPepPEtt 82t capty Lédgld ,a§§ocd§tt§d wish “spid ng\ygonse indicator
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generati ng SMS busi ness nessages.
26. The SMS message format of claim 24 wherein said encryption

string entry field is adapted to accept security data.

27. The SMS message format of claim 24 wherein said recipient
authentication data entry field is adapted to accept a PIN number from

sald recipilent.

28, An SMS universal encoding template for encoding outbound SMS
business messages for a data processing system for transmission over a
network; comprising:

categorization meta data defining a categorization of outbound SMS
messages;

said categorization representing a specific businesses intended
usage; and

said categorization meta data providing definitions of messages and
instructions that are parsable by said data processing system for

generating SMS business messages.



