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WHAT IS CLAIMED IS: 

 

1. A computer-implemented method for private data transactions through blockchain 

networks based on a workflow, comprising: 

 obtaining, by a first consensus node, a policy for synchronizing transaction data 5 

associated with a blockchain network, wherein the policy (i) is stored in a smart contract 

and identifies a group of client nodes, from among client nodes associated with the 

blockchain network, to permit access to the transaction data, (ii) is digitally signed by 

each client node included in the group of client nodes using a corresponding private key, 

and (iii) specifies a routing sequence for transmission of the transaction data between 10 

individual client nodes included in the group of client nodes; 

 receiving, by the first consensus node, the transaction data of a first client node 

included in the group of client nodes, wherein the transaction data is digitally signed by a 

private key of the first client node; 

 identifying, by the first consensus node and based on the routing sequence 15 

specified in the policy, a second client node included in the group of client nodes to 

receive the transaction data; and 

 forwarding the transaction data to the second client node. 

 

2. The computer-implemented method of claim 1, further comprising: 20 

 receiving, from a third client node included in the group of client nodes, the 

transaction data digitally signed by each of the group of client nodes using the 

corresponding private key, wherein the third client node is specified in the routing 

sequence to receive the transaction data after other client nodes included in the group of 

client nodes; 25 

 determining that the transaction data is valid based on a consensus process of a 

blockchain; and 

 recording a hashed value of the transaction data on the blockchain. 
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3. The computer-implemented method of claim 1, wherein the first client node is 

specified in the routing sequence to receive the transaction data before other client nodes 

included in the group of client nodes. 

 

4. The computer-implemented method of claim 1, wherein: 5 

 the blockchain network is associated with a second consensus node that is (i) 

trusted by the second client node in the routing sequence, and (ii) permitted to access the 

transaction data. 

 

5. The computer-implemented method of claim 1, wherein the first consensus node 10 

is trusted by each of the first client node and the second client node. 

 

6. The computer-implemented method of claim 1, wherein the transaction data is 

digitally signed by the first client node. 
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7. The computer-implemented method of claim 1, wherein the policy includes (i) an 

address of each client node included in the group of client nodes and (ii) an address for 

one or more consensus nodes that are trusted by the client nodes included in the group of 

client nodes. 
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8. A non-transitory computer-readable storage medium coupled to one or more 

processors and having instructions stored thereon which, when executed by the one or 

more processors, cause the one or more processors to perform operations in accordance 

with the method of one or more of claims 1-7. 

 25 

9. A system, comprising: 

 a computing device; and 

 a computer-readable storage device coupled to the computing device and having 

instructions stored thereon which, when executed by the computing device, cause the 

computing device to perform operations in accordance with the method of one or more of 30 

claims 1-7. 
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