METHOD OF IMPLEMENTING NEAR FIELD COMMUNICATION (NFC) APPLICATIONS WITH
NON-NFC MOBILE DEVICE AND SYSTEM THEREOF Background 5 Technical Field

Embodiments of the present invention relate to Near Field Communication (NFC) system using mobile
device and, secured authentication and storage, and more particularly to using existing non-NFC
mobile devices as front end interaction with customised Wi-Fi readers. 10 Description of Related Art
Most current Near Field Communication applications are in the areas of access control, personal
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medical data storage, container identification, stock admlnlstratlon and many more. At present, most of
the payment applications use contact (ISO 7816), 20 contactless (ISO 14443) smartcards or dual
interface Bakdksrbgsg cards are robust, have extended lifetime, are built with high security against
fraud and manipulation, have reduced maintenance costs and are user friendly. Most contactless

card§ usqcéghmg%ﬁe ,a;%tpgcations are ISO 14443

Embodiments of the present invention relate to Near Field Communication
(NFC) system using mobile device and, secured authentication and storage, and more
particularly to using existing non-NFC mobile devices as front end interaction with
customised Wi-Fi readers.
10

Description of Related Art

Most current Near Field Communication applications are in the areas of access
control, personal identification, payment, electronic ticketing, portable file, and product
identification. These applications are used in diverse fields, e.g. public transport,

15  parking, company badges, passports, university cards, car rental, driver licenses,
loyalty cards, road toll, car wash, copy machines, vending machines, medical data

storage, container identification, stock administration and many more.

At present, most of the payment applications use contact (ISO 7816),
20 contactless (ISO 14443) smartcards or dual interface cards. These cards are robust,
have extended lifetime, are built with high security against fraud and manipulation,

have reduced maintenance costs and are user friendly.

Most contactless cards used in these applications are ISO 14443
25  microprocessor cards which have built-in anticollision feature which allows selection of
one card out of two or more cards presented at a reader to ensure that later cards
entering into the detection field will not interfere with the current communication. These
cards generally support authentication techniques according to security standards
specified by ISO 9798-2.
30



25 microprocessor cards which have built-in anticollision feature which allows selection of one card out
of two or more cards presented at a reader to ensure that later cards entering into the detection field
will not interfere with the current communication. These cards generally support authentication
techniques according to security standards specified by ISO 9798-2. 30 In 2004, the NFC Forum
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applications. Successful trials have been performed using dedicated NFC phones with SWP (Single
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dedicated NFC handsets. Another reason is the need for additional system to manage the allocation of
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Summary of the Invention

Embodiments of the invention allow existing non-NFC dedicated mobile devices

15 to be appropriately configured for facilitating NFC applications and transactions. This
is particularly advantageous in that the users do not have to replace their existing
mobile devices in order to gain access to NFC applications. Further, the configuration

steps disclosed by the invention are convenient and user-friendly.

According to one embodiment of the invention, a method of implementing near

20 field communication (NFC) applications using non-NFC mobile device, comprises:
installing a transport layer into a memory storage of a non-NFC mobile device;
installing a selected transaction application into a secured memory which is electrically
coupled to the mobile device, the selected transaction application is adapted to
process a predefined transaction upon receiving a command from the mobile device or

25 a Wi-Fi reader; detecting a presence of the Wi-Fi reader when the mobile device
enters a detection zone of the Wi-Fi reader and establishing a connection between the
mobile device and the Wi-Fi reader; using the transport layer, detecting a signal of at
least a predetermined strength emitted from the reader, and upon successful
detection, cross authenticating the mobile device and the Wi-Fi reader; and processing

30 the predefined transaction according to the selected transaction application by passing
transaction data between the mobile device and a transaction terminal through both

the transport layer and the Wi-Fi reader which is electrically coupled with the

transaction terminal.



25 a Wi-Fi reader; detecting a presence of the Wi-Fi reader when the mobile device enters a detection
zone of the Wi-Fi reader and establishing a connection between the mobile device and the Wi-Fi
reader; using the transport layer, detecting a signal of at least a predetermined strength emitted from
the reader, and upon successful detection, cross authenticating the mobile device and the Wi-Fi
reader; and processing 30 the predefined transaction according to the selected transaction application
by passing transaction data between the mobile device and a transaction terminal through both the
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a predefined transaction upon receiving a command from the mobile device or the Wi-Fi reader; a
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data between the mobile device and the transaction terminal.

15

Brief Description of the Drawings

Embodiments of the present invention will be further described by way of non-

limitative examples, with reference to the accompanying drawings in which:-

20 Figure 1 is an overview of a system of implementing NFC applications with non-
NFC mobile devices according to one embodiment of the invention;
Figure 2 is a block diagram of a secured memory of a non-NFC mobile device;
Figure 3 is a flow sequence for configuring a non-NFC mobile device;
Figure 4 is a flow sequence for initialising the mobile device;
25 Figure 5 is a flow sequence for personalising transaction application-related
secret and data keys; and
Figure 6 is a flow sequence of using the initialised and personalised mobile

device to perform a transaction.

30 Detailed Description

In the following description, numerous specific details are set forth in order to

provide a thorough understanding of various illustrative embodiments of the invention.



25Figure 5 is a flow sequence for personalising transaction application-related secret and data keys;
and Figure 6 is a flow sequence of using the initialised and personalised mobile device to perform
a transaction. 30Detailed Description In the following description, numerous specific details are
set forth in order to provide a thorough understanding of various illustrative embodiments of the

inventiony yinilblae yglerstassl, Rewever, topReskilkarbin iheqet dhatipambefipmstpaitheinygntion
may be practiced without some or all of these specific details. In other instances, well known process
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functionalities or features throughout the several views. Reference is made to Figure 1 which
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Wi-Fi router or access point. The Wi-Fi reader 14 complies with IEEE 802.11n/g/b, supports Wireless

speed ug $3WEBMBERUIRAUL IBEREUGER IRNS 4GHzZ Wi-Fi devices. The Wi-Fi reader 14 also
supports WEP, 15 WPA/WPA2, WPA-PSK/WPA2-PSK encryptions, and TCP/IP protocol. The Wi-Fi

reader 14 may have a signal range of up to about 100 _?m, and other suitabl Sri?qal ranges are
possible. Reference Is made to Figure 1 which illustrates a system of implementing NFC

applications with non-NFC mobile devices.
10
According to a first aspect of the invention, there is provided a Wi-Fi reader 14
which functions like a standard Wi-Fi router or access point. The Wi-Fi reader 14
complies with IEEE 802.11n/g/b, supports Wireless speed up to 150Mbps, and is
compatible with 2.4GHz Wi-Fi devices. The Wi-Fi reader 14 also supports WEP,
15  WPA/MWPA2, WPA-PSK/WPA2-PSK encryptions, and TCP/IP protocol. The Wi-Fi
reader 14 may have a signal range of up to about 100 cm, and other suitable signal

ranges are possible.

According to a second aspect of the invention, there is an Application

20 Programming Interface (API) for providing a communication interface between the Wi-
Fi reader 14 and an industry standard terminal or transaction terminal 16 for
processing a transaction, e.g. payment. In use, the API allows data transfer between

the Wi-Fi reader 14 and terminal 16 for facilitating a transaction.

25 According to a third aspect of the invention, there is provided a secured memory
20 electrically coupled to a mobile device 12. The secured memory 20 may be
provided as a Subscriber Identity Module (SIM) or any other data storage means
adapted to store secured data and information.

30 According to a fourth aspect of the invention, there is provided an update
application residing in the secured memory 20 adapted to update a respective part of
the secured memory 20 to store or delete application or security information (e.g. keys
and data) based on a command received from the mobile device 12 or Wi-Fi reader 14

and to return a result code to the mobile device 12 or Wi-Fi reader 14.

4



According to a second aspect of the invention, there is an Application 20 Programming Interface (API)
for providing a communication interface between the WiFi reader 14 and an industry standard terminal
or transaction terminal 16 for processing a transaction, e.g. payment. In use, the API allows data
transfer between the Wi-Fi reader 14 and terminal 16 for facilitating a transaction. 25According to a
third aspect of the invention, there is provided a secured memory 20 electrically coupled to a mobile
device 12. The secured memory 20 may be provided as a Subscriber Identity Module (SIM) or any
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fifth aspect of the invention, there is provided at least a transaction application residing in the secured
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updating and storing data in 5 specific parts of the secured memory 20. The transaction application
will be executed upon receiving an apprcg)ri%tg ommand. from the mobile device 12 or Wi-Fi reader

14. Accordiftg 18818 £ SR TRE Th SN YR pHaRABES RPMIRGSHA DB BRI RSN,
provided gsptieatier-preadtableigstasetipote fextaiisaiog NsGuanpheatioos. Tasit@nspon kger

L R e

sectt)nlrecéI neraady igoaclj&%lbeéuatﬁimg@iaarprﬁd@ﬁag@its?mh ﬁrdamtelcbm cnenﬁqtranéaa@iemthe
mobile device 12 and the Wi-Fi r erl4dises ished; ransport layer ication. 15 then cross
T hert COBEEE o L IBES SR Sot Rerae e PR e g R e A R o

adapted gpconvnenicatsigngl tsansfpraetiests siespginses aork deia, ketvaertho mobivesayides12
Fr ad&pgﬁd to transfelr data in accordance
aedyd

Lot e L g G s L R
15 then cross authenticates the mobile device 12 with the Wi-Fi reader 14. The transport
layer application is also adapted to communicate and transfer requests, responses and
data between the mobile device 12 and Wi-Fi reader 14. The transport layer
application is further adapted to transfer data in accordance with the fourth and fifth

aspects of the invention as described above.

20

Reference is made to Figure 2 which is a block diagram of a secured memory
20 of a mobile device 12. The secured memory 20 may be provided as a SIM or any

memory storage adapted to be used or integrated with the mobile device 12.

25 The secured memory 20 may include three separate areas, as follows:

(a) Application storage area. This part of the memory may be reserved for storing
transaction applications for processing a predefined transaction such as mandatory
key update application and optional payment, electronic ticketing, identification,
electronic-purse, etc. In the present disclosure, the term *“transaction” is not

30 restricted to payment-based transfers; it refers to transmission and processing of
data and/or an act of obtaining and paying for an item or service.

(b) Secured data storage area. This part of the memory may store mandatory transport
and transaction application key as well as other mandatory and optional application

data storage.



Reference is made to Figure 2 which is a block diagram of a secured memory 20 of a mobile device
12. The secured memory 20 may be provided as a SIM or any memory storage adapted to be used or
integrated with the mobile device 12. 25The secured memory 20 may include three separate areas, as
follows: (a) Application storage area. This part of the memory may be reserved for storing transaction
applications for processing a predefined transaction such as mandatory key update application and
optional payment, electronic ticketing, identification, electronic-purse, etc. In the present disclosure,
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storage area. This part of the memory may store mandatory transport and transaction application key
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Thisart of §eungneiy icotlisasbwipeitainth arsagtieatapplication needs to update any data.
Mandatory and optional data can only be operated upon by this plug-in. The data update plug-in

ensures the required 5security and access control for the actual data. In addition to the secured
memory, a mobijle dadited Adneeaksecineddmanopgessendvilepeesitg e mayilelsevieeddeingluding
operation of the transport layer application, a display screen for displaying natification, a user interface
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applications. 15The flow se%nce 300 is Eerformed when a user wishes to use an existing, non-NFC
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transport layer for NFC applications into a memory storage of a non-NFC mobile device 12 (block
302). The transpor} layer may be made available on a public source, e.g, App Store for iP n?{s)
device, Anchord ARHEDEF GRoBIA B rar g bt AIUBTA BovRclctB. Meukenite Joair
layer is aclapligu o ganmedtsiidnedonisle ZIewicer? 4pplivdtibhecader 14, detect whether the mobile
device 12 is within a predefined connection zone 18b, e.g. 10 cm, of the reader 14 by analysing the

strength of a signal from the Wi-Fi reader 14, and transport data between mobile device 12 and the
Wi-i4 reader 14Thbefleaitetdheritayv e uenea oM etovteds avitisdormighisg tbeuse an existing,

non-NFC mobile device 12 for NFC applications. The flow sequence 300 begins with
loading/installing a transport layer for NFC applications into a memory storage of a
non-NFC mobile device 12 (block 302). The transport layer may be made available on

a public source, e.g. App Store® for iPhone® device, Android Market or Google Play for

20 Android™ mobile devices 12. In use, the transport layer is adapted to connect the
mobile device 12 to a Wi-Fi reader 14, detect whether the mobile device 12 is within a
predefined connection zone 18b, e.g. 10 cm, of the reader 14 by analysing the strength
of a signal from the Wi-Fi reader 14, and transport data between mobile device 12 and
the Wi-Fi reader 14. Thereafter, the flow sequence 300 proceeds with formatting the

25 secured memory 20 of the mobile device 12, and loading/installing of key update
application and data update plug-in into the secured memory 20 (block 304). Also, the
sequence proceeds with loading/installing required transport keys and any other data
into a key storage area (in secured data storage area) of the secured memory 20 via
key update application (block 306). The above-described sequence may be performed

30 via Wi-Fi, over-the-air programming (OTA) (using ISO 11.14) or through the Wi-Fi

reader 14.



25 secured memory 20 of the mobile device 12, and loading/installing of key update application and
data update plug-in into the secured memory 20 (block 304). Also, the sequence proceeds with
loading/installing required transport keys and any other data into a key storage area (in secured data
storage area) of the secured memory 20 via key update application (block 306). The above-described

sequence may ipepadaracr 3RdaeVidiFReethe-AinRpaRRRIRS (QTHYLSBgUSed 14b0) @6

through the Wi-Fi reader 14. Reference is made to Figure 4 which illustrates a flow sequence 400
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Figure 5 wimgh iiugiratey dEqve geaneacei20Qifer persanaksig the Hansacieniaopigation wedile by
loading/installing the application's specific required keys, secrets and data via over-the-air
programr‘}‘ﬁﬁge([%ﬁl\g ISO 11.14) or reader 14 using transport 15 keys. Particularly, the flow sequence
500 begins with loading/installing a transaction application-related secret key, using transport keys,

into th d data st block 502). Thereafter, the f 500 ds t
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key, into thilspetsedigtaisivEionangarsetiodChpisation Referaprads nrasierentigiserfadbich
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application-related secret key, using transport keys, into the secured data storage area
(block 502). Thereatfter, the flow sequence 500 proceeds to load/install a transaction
application-related data key, using the transaction application-related secret key, into
the secured data storage area (block 504).

20
Reference is made to Figure 6 which illustrates a flow sequence 600 for using

the initialised and personalised mobile device 12 to perform a transaction.

The flow sequence 600 begins with a user bringing his mobile device 12 into

25  proximity of a Wi-Fi reader 14 which is electrically coupled to an industry terminal 16
for processing transactions, e.g. payment (block 602). The terminal 16 and/or Wi-Fi
reader 14 may follow predefined anticollision rules which allow the terminal 16 and/or
reader 14 to select one mobile device 12 out of two or more mobile devices present at

a reader 14 and to ensure that later mobile devices entering the detection field will not

30 interfere with the current communication with a mobile device 12.

When the mobile device 12 enters a predefined detection zone 18a, e.g. within
a predefined short range of the Wi-Fi reader 14, the mobile device 12 detects the Wi-Fi

reader 14 with predefined Service Set ldentifier (SSID) stored in its secured data

7



30interfere with the current communication with a mobile device 12. When the mobile device 12
enters a predefined detection zone 18a, e.g. within a predefined short range of the Wi-Fi reader 14,
the mobile device 12 detects the Wi-Fi reader 14 with predefined Service Set Identifier (SSID) stored
in its secured data storage (block 604). The mobile device 12 may then establish a connection with the

Wi-Fi reagierdde(piekio 804y sngsthecinu deiatian sispd e thesiapisadanasRABCHOn A0RATEhag to
standard IEEE 802.11n/g/b connection procedures. \When the transport layer of the mobile device 12
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12 and Wi-Fi reader 14. Depending on the transaction nature, the user might be prompted to endorse
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the terminal 16. Aft letion of the t tion, the mobile device 12 id t
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isplayed,on. the maopile devjce 12 by the transaction application. After the transaction |s completed,
the ronc STy LRIl e QI SHERD T CORTIACHOR G GRS SRR o B o1y
25Exampje: dsgtiRey awat dkppfmatiation trafsiéosnans ohéhe dbilendevicaay2benapplicd iedoler
payment and qne example is described below. In a Toll Payment application, standard industry toll
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t at the toll stations. The Toll Operator should h tie-up with the Tel icati
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Circuit Cauttdasfillenr(lESlUgkessful transaction, and any errors (block 612). Depending on the
20 transaction application and on the completion code, an appropriate message may be
displayed on the mobile device 12 by the transaction application. After the transaction
is completed, the reader 14 may terminate the earlier-established connection with the
mobile device 12 (block 614).

25 Example: Toll Payment Application

Embodiments of the invention may be applied to toll payment and one example
is described below. In a Toll Payment application, standard industry toll payment
terminals 16 are installed at toll stations along certain locations on a motor highway. A

30 user with a non-NFC mobile device 12, e.g. Android phone, wants to use his phone to
process toll payment at the toll stations. The Toll Operator should have a tie-up with
the Telecommunication Operator of the user.



Initialisation: The user logs on to a database hosting various transaction applications, e.g. Android
Market or Google Play for AndroidTm mobile devices 12, to select an associated Toll Payment
Application which is then downloaded and installed. During installation, the transport layer associated
with the Toll Payment Application is installed in a memory storage of the mobile device 12 and the Toll
Paymentpppligatien:is installed in the secured memory 20, particularly in the applications storage
area. 15 Personalisation: The Toll Operator may now send the actual djversified operation keys

and data encrypt88 Wit tHEHRIGIRS) fraargiilive TRkl IMh ol WEE RVIGR GRS TA

service frasadhedT pieassrynpDicatien SIE@iRd. MAEHEoRGHevARYige dide Al aiveR PREKEYTA
11.14 mess%%es, it calls the Data update plug-in with the specific data. The Data update plug-in
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speaific lacataiiseimiigybeioretaeline Data gpdatarlugithsteyesuthgol gihileia. leciPnicdweRdata,
SSID, and the sequrigglg@eéand type related to IEEE 802.11n/g/b in Toll data storage. The mobile

, /
device 15"¥B¥Holer @%@W%&%ﬂ?ﬂ'ﬂbﬂ&% via NFC. Separately, customised

Wi-Fi readers 14 at the Toll Stations may be integrated with industry payment terminals 16 using API
provided by the manufacturer of the readers 14. 30 Usage: When a user reaches a Toll Station,
he activatBU#&3HINPayment Application in his mobile device 12 and brings his mobile device 12 into

proximity with thenkeager 1693 henmebilesdexing d haanrpserisikeranshetonl Bgpacarmpeesgnalised
for toll operétion from ﬁe secure%eglemolr%/ 2Q. When the mobile device 12 is within a detection zone

18at8f thé‘rr] 5%'Qr M‘?"i %tﬁ%bifé ﬁ:epl Yd @cté?ﬁéor'gadem(lp\%ﬁ[hqﬁ%'%%?re%%’S§?D et sblishes
a conneciiospsitheiierapal ivk nsing ghicasereutityicptionisiaredwnibadiet uied memiesy. 2D drng is the

StandardiHEsltEa a8t|002ri,1 t]hne/q/r%nsport layer associated with the Toll Payment Application is installed
in a memory storage of the mobile device 12 and the Toll Payment Application is
installed in the secured memory 20, particularly in the applications storage area.

15
Personalisation:

The Toll Operator may now send the actual diversified operation keys and data
encrypted with the diversified transport key applicable to this mobile device 12 using
OTA service from the Telecommunication Operator. When the mobile device 12

20 receives these OTA 11.14 messages, it calls the Data update plug-in with the specific
data. The Data update plug-in decrypts the message using the diversified transport key
from key storage and stores the keys to specific locations in key storage. The Data
update plug-in stores the Toll data, electronic-purse data, SSID, and the security key
and type related to IEEE 802.11n/g/b in Toll data storage. The mobile device 12 is

25 now ready to use with Toll Payment Application via NFC.

Separately, customised Wi-Fi readers 14 at the Toll Stations may be integrated
with industry payment terminals 16 using API provided by the manufacturer of the
readers 14.

30
Usage:

When a user reaches a Toll Station, he activates the Toll Payment Application in

his mobile device 12 and brings his mobile device 12 into proximity with the reader 14.

The mobile device 12 processor retrieves the SSID that was personalised for toll

9



5connection procedure. The transport layer may now proceed to analyse signal strength from the
Wi-Fi reader 14. When the mobile device 12 is within a connection zone 18b, e.g. 10 cm, of the reader
14, a signal from the Wi-Fi reader 14 which is at least of a predefined strength is detected by the
transport layer. Upon detection of the reader 14 in proximity within the connection zone 18b, the Toll

PaymentayeplGaHo frifrRGHeaiQstIR €@ ARRARSE COORS-avmantigrtionobieanelite. datadranghes a
between the Wi-Fi reader 14 and the mobile device 12 may be passed through the transport layer.

During crdSESURReARRSLRR tRE HEINPAYRRekt APBIRRIIE S HrAd 2rESLeatRHORIERARIF WitntHE 15

terminal fcusitechieIHINIGRAIPRKRISI SN ke GHordafAreaNiaHEansRes! layelisiAgetihe &s0nsy
authentication is completed, the terminal 16 sends the required debit command to the Toll Payment

Applicati@RPRe SFBTPISaan?ﬁ ASSHEEFoMBMeNedOthd S isn el stRRd thd TsEr St dd8iEhurse

and § thecypees forrprodalanse allows for debit of the toll amount, a prompt may be presented on the
mobile device 12 screen 20 to request an authorisation from the user to proceed with debiting the Toll
amount. After the user inputs his authorisation to proceed with the debit, the Toll Payment Application

processes the dehé aeamspandiiydhaRigationipRIgsedr s ardyes digriansireddraisaetioedstaps via
the transport layer and the reader 14 to the termipal 16 at the Toll Station. Upon coSrrrbpletion of the

transacti6RRHRE o1 WARNEAE ABPREGHRTYV'SS HdimURE GsEPNE tig 285 SitcErHe SAGTHhLhy an

apﬁror)riat&an@ﬂi't@i@tiqm,oatb@mlflﬂarﬂgwg@e\ﬁzrsm@aﬂ?ﬁa, ummhcww)td)elté@@tobfua qmg@mti@d, tge
Toll Payment Appljcatjon may he close the user and the connection between the reader 14 an
o TronRTARAIL 15 ARieRat T RB T SDERTS dehte QLR GETR IR IBt, Bl RbrLAFE

mobile dgymemitpchiting thiwkits pbones, anargmnes, hletaypesiablpgititalas sstanisateld, ttp be
used in NFC applications without the need for user .E%hc ange to ediig)ated NFC-en bhe_d mobile

devices. ©OMMSAEP StRSafHEIRE WERUIAD app ey LR IR e YYPRB T EohSide KRS the
specificatianamiictpcaciiisilofdbeiveventinay hathassedahestiginttey marpoy hagebeduviseddasie

e B A e e
defired hethengppendsidglaimappliddiion keys from key storage area via transport layer. Once
the cross authentication is completed, the terminal 16 sends the required debit
command to the Toll Payment Application. The Toll Payment Application will check the
current balance of the user’s electronic purse and if the user’'s current balance allows
for debit of the toll amount, a prompt may be presented on the mobile device 12 screen
20 to request an authorisation from the user to proceed with debiting the Toll amount.
After the user inputs his authorisation to proceed with the debit, the Toll Payment
Application processes the debit command in the electronic purse and passes the
required transaction details via the transport layer and the reader 14 to the terminal 16
at the Toll Station. Upon completion of the transaction, the Toll Payment Application
25 informs the user the transaction outcome such as by an appropriate notification on the
mobile device 12 screen. Also, upon completion of the transaction, the Toll Payment
Application may be closed by the user and the connection between the reader 14 and

the mobile device 12 will be terminated.

30 Embodiments of the invention allow existing non-NFC mobile devices, including
mobile phones, smartphones, tablets, portable digital assistants, etc, to be used in
NFC applications without the need for users to change to dedicated NFC-enabled

mobile devices.

10



20 25 What is claimed is: 1. A method of implementing near field communication (NFC) applications
using non-NFC mobile device, the method comprising: installing a transport layer into a
memory storage of a non-NFC mobile 5 device; installing a selected transaction application into a
secured memory which is electrically coupled to the mobile device, the selected transaction application
is adapted to process a predefined transaction upon receiving a command from the mobile device or a
Wi-Fi reader; detecting a presence of the Wi-Fi reader when the mobile device enters a detection

zone of the Wi-EldefRRAUGSRIRNNY' 2 BEnRRRFTS Benitethase mesliedelicdXhd #Fe WRE]

reader; considefitdterttABSHOECIRYTicHetaflitgRaiaNat ehatilprsiRretRIgHBIARSHSIreaaHn
emitted from the reader, and upon successful detection, cross 15 authenticating the mobile device

and the WATFIIROXRY; ki eengisedsiah R PHrRAsRRC HERSHEHYR SEHiAY fotPkiSelButife

transactieisapRIGREGABVLRASAIRISFansafti@htaln beveemisinndile dpdcrandastigasamen
terminal through both the transport layer and the Wi-Fi reader which is electrically coupled with the

transactiGt P¥Fm P U0 L& HPARIBSSAD ISP Wh K ThE JBMERIIN 858 HSIEB80BMIE The

method Qfsiheintidd whgnedn the detecting the signal of the predetermined strength takes place when
the Wi-Fi reader is within 10 cm from the mobile device.

10
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4. The method of claim 1, further comprising: after installing a transport layer into a 25memory storage
of a non-NFC mobile device, installing a key update application and a data update plug-in into the
secured memory. 5. The method of claim 4, further comprising: installing a transport key into the
secured memory via the key update application. 6. A system of implementing near field communication
(NFC) applisatiengdigiag ren-NFC mobile device, the system comprising: a Wi-Fi reader which is
electrically coupled with a transaction terminal; a non-NFC mobile device including: 5a secured

memory having Rr}ﬁé’cﬂ%%a%?r?rﬁﬁéﬂg&i‘ﬁfg’ P tRdnRg &ﬁ%%?%i%%?\ﬂﬁ?x%@gﬁgggﬁﬂg WG s

adapted to process a predefined transaction upon receiving a comman e device or the
Wi-Fi reader; a hamiyRCstoaiie ievitedhdtmathadgsundessy:  a processer for operating the
mobile device including operation of the transport layer, wherein the transport layer is adapted to

detect a signal of at leasttaliredateransecrslegrgtinemitactiimm tieoviyEi seadabraNFapatdbile

successful )
5 device;

installing a selected transaction application into a secured memory which
is electrically coupled to the mobile device, the selected transaction application
is adapted to process a predefined transaction upon receiving a command from

the mobile device or a Wi-Fi reader;

10 detecting a presence of the Wi-Fi reader when the mobile device enters
a detection zone of the Wi-Fi reader and establishing a connection between the

mobile device and the Wi-Fi reader;

using the transport layer, detecting a signal of at least a predetermined
strength emitted from the reader, and upon successful detection, cross
15 authenticating the mobile device and the Wi-Fi reader; and

processing the predefined transaction according to the selected
transaction application by passing transaction data between the mobile device
and a transaction terminal through both the transport layer and the Wi-Fi reader

which is electrically coupled with the transaction terminal.
20 2. The method of claim 1, wherein the detection zone is up to 100 cm.

3. The method of claim 1, wherein the detecting the signal of the predetermined
strength takes place when the Wi-Fi reader is within 10 cm from the mobile
device.

4. The method of claim 1, further comprising: after installing a transport layer into a
25 memory storage of a non-NFC mobile device, installing a key update application

and a data update plug-in into the secured memory.

5. The method of claim 4, further comprising: installing a transport key into the

secured memory via the key update application.

12



detection, the transport layer is adapted to cross authenticate the mobile device 15and the Wi-Fi
reader, and to process the predefined transaction by passing transaction data between the mobile
device and the transaction terminal. 7. The system of claim 6, wherein the transport layer is adapted to
detect a signal of at least a predetermined strength emitted from the Wi-Fi reader when the WiFi

reader is witgin AOsgRidrandthemplekikntlRYiGReaOffeihecmirtam Cittla NG Y NEspIHIR RS QLR

memory is installed with a key update ap&lication and a data update plug-in into the secured memory.
9. The system JI¥INT 8, MARHS YiCee F Y FHRM SRR ied with a transport key via the key

update application. 25
a Wi-Fi reader which is electrically coupled with a transaction terminal,

a non-NFC mobile device including:

5 a secured memory having an application storage area for storing
at least one transaction application which is adapted to process a
predefined transaction upon receiving a command from the mobile

device or the Wi-Fi reader;
a memory storage installed with a transport layer;

10 a processer for operating the mobile device including operation of

the transport layer,

wherein the transport layer is adapted to detect a signal of at least a
predetermined strength emitted from the Wi-Fi reader, and upon successful
detection, the transport layer is adapted to cross authenticate the mobile device
15 and the Wi-Fi reader, and to process the predefined transaction by passing
transaction data between the mobile device and the transaction terminal.

7. The system of claim 6, wherein the transport layer is adapted to detect a signal
of at least a predetermined strength emitted from the Wi-Fi reader when the Wi-

Fi reader is within 10 cm from the mobile device.

20 8. The system of claim 6, wherein the secured memory is installed with a key

update application and a data update plug-in into the secured memory.

9. The system of claim 8, wherein the secured memory is installed with a transport

key via the key update application.

25
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