SYSTEM AND METHOD FOR ECONOM C ANALYSI'S OF BUI LDI NG PROTECTI ON

MEASURE FI ELD OF | NVENTI ON This invention relates to an
econom ¢ anal ysis nethod for building protection 5 neasure.
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whi ch I(Dw'resenfeel mpatheaimatically asffolowstt t ack at tinme T. T represents the
time (in da¥§§,l(lf)qrrexanpl e, increasing stand-off distance not only
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reduces t he\/\ﬂ'rem@:{brdpre:yeru‘s tihavalng of leds eausaidt mcthe aftemkeToepreskats the time
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20 equals one attime T and zero otherwise (i.e. if time =T, (T) =1, oriftime = T, [(T) =
0), V' represents the discount factor for time T and is tabulated based on historical
data at hand. C, an economic value, is calculated from an assessment by field experts.

Since there is uncertainty associated with C, T, and v, the loss L itself is a random
variable. The random nature of the loss L makes it difficult for building owners to

25 assess its significance. Hence, they may underestimate the financial impact of an
attack and spend less on enhancing security of their buildings.

Protective measures suggested by some government agencies affect both C and
T. A protective measure can reduce the damage to the building and thus lower the
amount of loss C. At the same time, the existence of a protective measure can deter

30 terrorists from taking an action against the building, which lowers the probability of an
attack at time T. T represents the time (in days). For example, increasing stand-off
distance not only lowers the loss L due to the atiack of a roadside car bomb, but also

reduces the probability of having such an attack. Therefore, to evaluate the economic
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benefits of a protective neasure, we need to analyze its total inpact
on the loss L. The best protective neasure is the one that |leads to

the | owest value of the loss L. A successful analysis of the | oss
L hinges on our ability to quantify the uncertainties associated with
C, T, and vT. Constructi on engi neers are the experts 5 who can assess

the dis r|b he. va SS Ida a Th

oo nodinatts s HraldtTud MffedrBS hie nR R FflaBuld BtalRfil o .28 L.
distri bmheomemfpr@ecﬂ'% g dssine MBronQ/tmxlmdsstodae Imwlmanf the loss L.
assessnent qQn the babl it hat articul ar buil di

Porcet of an sibCelroaRalislsh ot O Tl MiGe. oo K0 QFarkitf the
envi I’gnmﬂéﬁhlnﬁléstaﬁ’@maﬂi@ \a\(rjlfﬁ gargisaid GXpﬂmstrgcﬁaom@mgbie@rgfare the ei?perts
prOVI ing i nputs on i..SCO t or ur,r ent et

P onas i oo ERtaRset Mg GoFiliuBE atthaafistbed i SRS 4ol Sy The can
of | oss discassds hecextbat medmhgh & Prbiecting méuesLde shni éitﬁrlthaajlai'lbﬁ?ttoﬂ' of C.
and v. ci sj ons can, be maﬂﬁ %a/ exam,ning the char gcterrl]stl CB Et)).f. t he

di st ri bJ{EGRISEt SECURY: €XRg N IHQVIHEARAT ASSEREMENE YT BE i JRPEPUs that 2
esti mat @a@ficulfeo @ikheg el beass t&ﬁgeﬂuﬂ droatedci@idepekdinghen s todibltdconomic,
can al so be used to co i sk .that reflects

T angremiroqmenusl TR bl (Fin g AL R RLRiE capals o MraOET inputs on

conuut erhsoficveut FaadEen Bases ees adirdr iriegtr abeditibas | andit Slsb r pg-term
t hese experts. and carry out required conputation. The system shoul d

be robustORAM G PEYSY e t 0 neet the demands from buil ding owners of
20vari ous t YpeslistRBuiidn bAlcge 10&ars 6@'dsceﬁﬁﬁ‘l%@ﬁbgﬁc@rﬁbfrmigﬂttwldlsmHUt‘baé)bf C,

or civil, etec. For a gl obal and hi densi cit

Cer ort Toend e Damiepes gan Brdnate BAGXAyNg th e A tsetaritich St dkHtion of
consequengeg e@(amm@t 3202 tn@lah}’ofdlﬁéa@*lbﬁibluﬂ@nlg?vésaéﬁﬁesﬁnaﬁ@tofltﬁétexpected loss
propgrty damage yt al so, a Ioss%}_:ln i nvest o

For 1Phi §Uﬁé8§@@tt¥§mgﬁﬁ§t8%@%Cﬁ%@é“"d%eeHs Eﬂe%o"t‘BU@thﬁﬁ@% E@Er@?lppgs the

and t he ygpeeiale Q@r@#@,l@fcanl\@ﬁa@l{ ged to be nentally prepared and ready
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25 public was urged to be mentally prepared and ready for a quick recovery should an
incident take place. One of these terrorism attack risks is that of an improvised
explosive device going off, whether borne by a vehicle, in a left package or through a
suicide bomber.

In the countries where land is vast and less densely built-up, the planning

30 guideline of a 30m stand-off distance for buildings away from the roadside, where a
vehicle-borne improvised explosive device {(VBIED) can be detonated, is possible.
However, the same requirement is impractical or costly in high building density places,
e.g. Singapore, where land is scarce and high building density is needed for economic
reasons.



An econom ¢ anal ysis nethod for building protection neasure is

di scl osed, 5conpri sing: Using the first prediction nodel to
determ ne the function between the first estimated cost and stand-off
di st ance; Usi ng the second prediction nodel to determ ne the

function between the second estinmated cost and stand-off distance;
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di st ance; t he%%al ue OCI@tE%'RI'ﬂSbg%O ortional to | and costs. The second
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cost, 20D(g§ingahefdebohd grbgictibrmibd] fto HediAAE thé MEndtRInUSetdeekZhe second
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f undPi ofistegea-nete second prediction model is the function between the protective system
cost and stand-off distance

The first prediction model is: Y1= KD, Where Y1 is the land space cost, D
(stand-off) is the stand-off distance; the value of Ky is proportional to land costs.

The second prediction model is: Y2= K»/D, Where Y2 is the protective system cost,

20  D(stand-off) is the stand-off distance; the value of K, depends on factors including the
level of protection system, as well as the construction and maintenance costs.

Combining the above funciions produces a third curve which illustrates that the
total cost is related to the stand-off distance. Based on a predetermined requirement
(e.g. the limitation on stand off distance, the requirement of protection level and

25 budget etc.), we can retrieve one of the pluralities of combined cost estimates for use
in an economic decision.

The function between the above mentioned combined cost estimates and the
stand-off distance is obtained by adding the first cost estimate function and the second
cost estimate function together.

30 Retrieving one of the pluralities of combined cost estimates, as mentioned above,
is to use the function between the combined cost estimates and stand-off distance, to
locate the point where the combined cost estimates will be at the minimum and
determine the corresponding stand-off distance. The minimum value of combined cost

estimates and corresponding stand-off distance can be obtained, if Ki and K are
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30Retrieving one of the pluralities of conbined cost estimates, as
menti oned above, is to use the function between the conbi ned cost
estimates and stand-off distance, to | ocate the point where the
conbi ned cost estimates will be at the m ninum and determ ne the
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out Life I ' anal ysis. BRI EF DESCRI PTI ON OF THE DRAW NGS
20Fi gure %ﬁ:ag%gpﬁ@ﬂgp‘%et ical site plan of this invention

15 As a cost planning tool for developers to establish the development budget.
As a Value engineering tool to assist planners in master-planning of the land usage
and assist designers in design solution.

A tool for carrying out Life Cycle Costing analysis.

BRIEF DESCRIPTION OF THE DRAWINGS
20 Figure 1 is a hypothetical site plan of this invention
Figure 2 illusirates the relationship between the stand-off distance and the
corresponding land cost it has incurred
Figure 3 illustrates the relationship between the protection reinforcement cost
and the stand-off distance
25 Figure 4 illusirates the relationship between the combined cost of protection {land
cost + reinforcement cost) and the stand-off distance

BEST MODE
Example 1. Case study on economic analysis for building protection measure in
the development of a typical high-rise building in a high-density city
30 1. Economic analysis for building protection measure in the development of a
typical high-rise building in a high-density city
For this study, a typical high-rise development in an urban contexi is assumed
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Figure 2 illustrates the relationship between the stand-off distance

and the corresponding |land cost it has incurred Figure 3
il1lustrates the relationship between the protection reinforcenent
cost and the stand-off distance 25Figure 4 illustrates the

rel ati onshi p between the conbi ned cost of protection (land cost +
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For this st Udpicaly, terfiatebdseghrityl el pevedtopragdinstrblasts s baaded athexd there

chooeh &2 TTES! Fegilp yoihs BiotadiRer YORsEy ReetsshENTRG eSlan foupen the
mich st andsefliendds af aewuitdrist lttaek i aregsigaitieant. | Gitidah endetonebt ol be just
nect SRS RS AL SRS, DR BTG50
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consequences of f terrorjst attack are significant. Critical assets
need notNEENGHRNA! BKRISNEICof as val uabl es, but coul d al so be i nportant
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venue for a lar Ei [ at,herl.ng c%f&sﬁeoﬁl e and/or inportant international
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city h/grlo%s protective features nay be e%o ed to e Eéance tgg% ,
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Perimeter protection would include access control at entry control points. At
these entry control points, systems like automatic retractable bollards and in some
cases guard houses with greater protection {e.g. blast or ballistic protection) would
20  have to be complemented by under-vehicle scanners and relative operational
procedures. In fact guardhouses which need to be located further away from the
complex proper will require more land, and incur an additional cost.
The intention of perimeter protection is to prevent vehicles which have the
potential to carry significant amount of explosives from entering the building complex.
2b  This may often be supplemented by a trusted vendor system to control incoming
goods vehicles which are hard to check except by either expensive scanners or
decanting content which is impractical.
However, not all buildings can exclude vehicles within their complex. Quite often
car parks are built in the basements or lower floors of a building, even though this is
30 undesirable from a protection point of view. Even if car parks or inspections can
exclude the risks of improvised explosive device (IED), it may not be feasible to
completely eliminate smaller sized IEDs which can be more easily concealed, e.g. in
the seais of vehicles, haversacks, etc, except by more intrusive and thorough

inspections.



Perimeter protection would include access control at entry control
points. At these entry control points, systens |ike automatic
retractabl e bollards and in sone cases guard houses with greater
protection (e.g. blast or ballistic protection) would 20 have to be
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construction cost from several to more than ten percent. However, this is subjected to
actual environmental conditions and hence may vary. The value and importance of the
30 assets that need to be protected and their vulnerability determine the protection level
required which in turn influence the cost of the protection measures.
The degree of integration of protective measures with the architectural and
interior design can have a significant impact on the overall cost. While bunker-like

walls and barriers may give cost-effective protection, these will not be acceptable in
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The cost of protective works may be divided into design and
construction cost 25 (Cost D&C) and, |ong-term nmaintenance and
upgradi ng cost (Cost M&U). a ) Design & Construction Cost (Cost D&C)
As a rule of thumb, protective technologies will increase the total
bui |l di ng construction cost fromseveral to nore than ten percent.
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Addi ti onal Iiy, tcge design costs of protection works and al so the extra
associ aC8SHREnent al design cost of the other consultants in the

projoect shopk@ndligerdiRns ared dergsd arfifamaibliakdswbukitdegire fat ket a four digit

K-rated anti-ramboll ards woul d require at |east four digit, sum per
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Const r uéeVel tusands to dgig,ahthe Sawi ndow protective

systens, oncCbRstruction costs for column jacketing and window protective systems, on the
25 other hand, are tabulated based on surface area. Total implementation costs
approximate a few thousand dollars each. Similarly computed according to size, a

blast protected mail room costs at least a six-digit sum to execute.

b) Long-term Maintenance and Upgrading Costs {(Cost M&U)
It is generally accepted by the Indusiry that the Life Cycle of a building is
30 assumed to be 60 years, or more. The building's major components generally have a
product life cycle of 5 to 10 years, or more.

During the Life Cycle of a building, the building would be subjected to
transformation due to the reasons of adapting to the demand and dynamics of the
building occupiers, responding to economic changes and the trend of such changes.
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vandal i $ppd& ®Ctvend | ack of mmintenance can abbreviate or
redgge the mﬁéféﬂtuﬂqﬁéls'p@ﬂ of the protective systems will depend on exposure, usage

and the maintenance regime. Of course, vandalism, extreme exposure and lack of
maintenance can abbreviate or reduce the useful duration.
For instance, anti-ram bollards and column jacketing have life spans of more than
10 years and 10 to 20 years, or more, respectively. A recommended upgrade period
25  would rotate around each 5 year period. Upgrade costs for the above range from a four
to six digit sum, or more.
For protective cost, we may also look into current land and future land prices.
(3). Economic analysis for building protection measure
Instead of making a subjective judgment on the optimal combination of protection
30 based on stand-off distance and protective technologies, one can adopt a systematic
informed approach by looking at the relationships of the cost of land and the cost of
protective features vs. stand-off distances, before identifying the optimal combination.
Computer-aided economic analysis can be used in implementing a systematic
approach to assist in making an economic decision. For this purpose, the method of
8
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ot her purpose, such as |andscaping, etc., is not considered). In this
15 regard,Ygﬁglﬂiaﬁ¥@ﬁﬁﬂggﬁs in direct proportion to stand-off

di stance. (@efRrEiYduUisaha)lafi 8gase 2088 REar@BFifp seiieastahy-ofhd@isfarlck BEtReen
equat| Og:n inlr;ég[%lR:tl(Jree, lfg?tt;u?lrc]iing}, a;nd a public access area, e.g., public road (See Figure
20 1). Ky is a variable constant whose value is unique to each infrastructure or building.
The value of K; would be proportional to land costs which may be varied by factors
including, but not limited to, location, type of land use, built-up density in the area.
b) Ascertaining a plurality of second cost estimates as a function of stand-off
distance using a second predictive model
25 In order to enhance the protection, protective features on the building for
reinforcement purposes, e.g. structural protection like column jacketing or facade
protective systems, are employed. With increasing stand-off distance, the
corresponding cost for the protective measures will decrease as the effect of the blast
on the building structure is weakened. Therefore, the resultant relationship between
30 cost and stand-off distance is a decreasing one (See Figure 3). This may be
represented by the following equation::
Y2=K,/D (equation I} ;
Where Y2 is the protective system cost, D (stand-off) is the stand-off distance
between an infrastructure, e.g. building, and a public access area, e.g., public road
9
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2. The benefits in developing a system for economic analysis of protection measure

This case study provides an instructive outline of the protection measures and
cost information. Building owner, developer, professionals and other related
organization can take into account when enhancing protection measures during the

30 planning, designing new buildings or renovating existing buildings. It is worth to be
noted that the cost provided are illustrative as many costs should be based on each
unique situation. In addition, the actual cost is, to a large extent, depending on when to
implement the protective system due to the high inflation rate. However, the
information provided can be used as a useful guide when considering protection
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In arriving at an econom c decision to decide on the anmount of
stand-off di stance and protective systens required, a risk and
vul nerability assessnent together with a blast mtigation and
protection study may further be perforned to conpl enent the 25
above-described anal ysis. 2. The benefits in devel oping a system for
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used as an effective tool for decision making, in terms of determining the optimal

stand-off distance, protective system employed, land use and space planning during
20 the development feasibility study phase. Apart from being a tool for effective decision
making, it also possesses the following benefits:
As a macro Planning tool for the relevant authorities to assist in decision making
and cost planning.
As a cost planning tool for developers to establish the development budget.
25 As a Value engineering tool to assist planners in master-planning of the land usage
and assist designers in design solution.

A tool for carrying out Life Cycle Costing analysis

11



The system devel oped for the econom c anal ysis of protection neasures
can be used as an effective tool for decision nmaking, in terns of
determ ning the optinmal stand-off distance, protective system

enpl oyed, | and use and space pl anning during 20 the devel opnent
feasibility study phase. Apart from being a tool for effective
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Pl anning tool for the relevant authorities to assist in decision
maki ng angyigAss cRiimbaiisg. As a cost planning tool for
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di stance and protective systemfor building protectjon.

stand-off distance by adding the first prediction model and the second

prediction model together; and

based on a predetermined requirement, retrieving at least one of the
pluralities of combined cost estimates for use in a determination of optimal

stand-off distance and protective system for building protection.
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