A METHOD FOR IMPLEMENTATING MULTI-PLAYER GAMES

FIELD OF THE INVENTION

[0001] The invention pertains to multi-player games, and in particular, first person shooter

(FPS) online multiplayer games.
BACKGROUND

[0002] When playing an online multi-player first person shooter (FPS) game, all actions
(moving, activating weapon, driving a vehicle) has a consequence (e.g. avatar is moved to

position X, hit or missed target T, vehicle is driven to position X).

[0003] The traditional way of implementing online multi-player FPS games is that all action-
consequence pairs need to be verified by a server, before the consequence of the action can be
rendered in the game. This is to prevent cheating or to mitigate any dishonest behavior. For
example, if a player provides the command to perform the action “move to the left”, (1) a data
package will have to be sent to the server. (2) From the content of the data package, the server
then determines that the consequence of the action is “avatar is moved to position X”. (3) The
server then sends the consequence of the action to the client device. (4) Upon receipt, the client

device then renders the consequence in the game.

[0004] In other words, in the traditional method, the server has to determine the consequence
of the action, and provide the consequence to the client device, before the consequence can be
rendered on the client device. This scheme suffers from certain disadvantages. Firstly, the time
taken to complete steps (1) to (4) can result in high latency in the game. This is because even
though the action has already been performed by the player, the result or consequence of said
action can only be rendered in the game on the client device after steps (1) to (4) have been
completed. Therefore, steps (1) to (4) and any delay of said steps can result in intermittent

pauses and jerky gameplay, which can have a negative effect on user experience.

[0005] Furthermore, in the traditional method, in order to compute the consequence of every
action, a vast number of data packages will have to be sent from the client device to the server,
constantly, and at very high frequencies. This leads to extremely high data transfers which will

consume a lot of data and bandwidth. The problem is compounded especially in mobile



gameplay where players will typically rely on data subscriptions which has a monthly data cap

and have limited network bandwidth.

[0006] Therefore, what is required is a novel method for implementing multi-player games
which addresses the above problems by reducing latency and improving responsiveness of the
game to enhance the user experience, while still being robust enough to mitigate cheating. The
method should also ideally reduce the amount and frequency of data transfers between the
client device and the server to save on data transfer costs for the player. Furthermore, other
desirable features and characteristics will become apparent from the subsequent detailed
description and the appended claims, taken in conjunction with the accompanying drawings

and this background of the disclosure.
SUMMARY OF INVENTION

[0007] According to an aspect of the invention, a method for implementing a multi-player
game is disclosed, the method comprising the steps of launching by a first client application on
a first client device, a first instance of the multi-player game; receiving at the first client
application, a command to perform an action; calculating at the first client application, a
consequence of the action; and rendering by the first client application, the consequence in the

first instance of the multi-player game.

[0008] The method further comprises the steps of sending a data package from the first client
device to a server, the data package comprising the action and the consequence; receiving by
the server, the data package; determining by the server, that the consequence is valid; and
disseminating by the server, the data package to other client devices, so that client applications
in the other client devices can render the consequence in other instances of the multi-player
game. Wherein the step of rendering by the first client application the consequence in the first
instance of the multi-player game, is performed prior to the step of determining by the server

that the consequence is valid.

[0009] Preferably, the method further comprises the steps of determining by the server, that
the consequence is invalid; sending by the server, a reinstate notification to the first client
device; receiving by the first client device, the reinstate notification; and reinstating by the first
client application, a state of the first instance of the multi-player game to one in which the

consequence had never been rendered.



[0010] Preferably, the method further comprises the steps of determining by the first client
application, that the consequence has a game-altering impact; and including in the data package

which is to be sent from the first client device to the server, the game-altering impact.

[0011] Preferably, the method further comprises the steps of determining by the server, that
the game-altering impact is valid; including in the data package which is to be disseminated by
the server to the other client devices, the game-altering impact, so that the client applications
in the other client devices can render the game-altering impact in the other instances of the
multi-player game; sending by the server, a valid notification to the first client device; receiving
by the first client device, the valid notification; and rendering by the first client application, the

game-altering impact in the first instance of the multi-player game.

[0012] Preferably, the method further comprises the steps of determining by the server, that
the game-altering impact is invalid; sending by the server, an invalid notification to the first
client device; and receiving by the first client device, the invalid notification, which instructs
the first client application not to render the game-altering impact in the first instance of the

multi-player game

[0013] Preferably, there is a time lag between the rendering of the consequence and the
rendering of the game-altering impact by the first client application in the first instance of the

multi-player game.

[0014] Preferably, the step of determining by the server, that the consequence is valid,
comprises the step of determining by the server, that the consequence satisfies a set of

predefined conditions.

[0015] Preferably, the method further comprises the steps of calculating by the server, a
correct consequence; sending by the server, the correct consequence to the first client device,
so that the first client application can render the correct consequence in the first instance of the
multi-player game; and disseminating by the server, the correct consequence to the other client
devices, so that the client applications in the other client devices can render the correct

consequence in the other instances of the multi-player game.

[0016] Preferably, the step of determining by the server, that the game-altering impact is valid,

comprises the steps of calculating by the server, a correct game-altering impact; and



determining by the server, that a variance between the game-altering impact and the correct

game-altering impact falls within an acceptable threshold.

[0017] Preferably, the step of determining by the server, that the game-altering impact is valid,
comprises the step of determining by the server, that the game-altering impact satisfies another

set of predefined conditions.

[0018] Preferably, the method further comprises the steps of calculating by the server, a
correct game-altering impact; sending by the server, the correct game-altering impact to the
first client device, so that the first client application can render the correct game-altering impact
in the first instance of the multi-player game; and disseminating by the server, the correct game-
altering impact to the other client devices, so that the client applications in the other client
devices can render the correct game-altering impact in the other instances of the multi-player

game.

[0019] Preferably, the method further comprises the steps of receiving at the first client
application, a command to perform a series of actions, the series of actions comprising a first
action; sending by the first client device, an initialization data package to the server, the
initialization data package indicating a start of the series of actions; calculating at the first client
application, a first consequence of the first action; rendering by the first client application, the
first consequence in the first instance of the multi-player game; determining by the first client
application that the first consequence does not have a game-altering impact, and bypassing
sending a first data package from the first client device to the server; and sending by the first
client device, a finalization data package to the server, the finalization data package indicating

an end to the series of actions.

[0020] Preferably, the series of actions is a sustained activation of a weapon, and the first
action is a first activation of the weapon, and the first consequence is the shot missed a target,

and the first data package contains data pertaining to the first activation of the weapon.

[0021] Preferably, if the action has an associated series of animation, the method comprises
the steps of rendering by the first client application, the series of animation in the first instance
of the multi-player game; sending another data package from the first client device to the server,
the another data package comprising the action; receiving by the server, the another data
package; disseminating by the server, the another data package to the other client devices, so

that the client applications in the other client devices can render the series of animation in the



other instances of the multi-player game; calculating by the server, a correct consequence of
the action; calculating by the server, a correct game-altering impact of the consequence;
sending by the server, the correct consequence and the correct game-altering impact to the first
client device, so that the first client application can render the correct consequence and the
correct game-altering impact in the first instance of the multi-player game; and disseminating
by the server, the correct consequence and the correct game-altering impact to the other client
devices, so that the client applications in the other client devices can render the correct
consequence and the correct game-altering impact in the other instances of the multi-player

game.

[0022] Preferably, the series of animation comprises an animation for a grenade being thrown,
an animation for the grenade landing on a location, and an animation for the grenade exploding

to cover a blast radius.
[0023] Preferably, the multi-player game is an online first person shooter (FPS) game.
[0024] Preferably, the first client device and the other client devices are mobile devices.

[0025] Other aspects of the invention will become clearer from the following detailed

description of some preferred embodiments thereof.
BRIEF DESCRIPTION OF THE DRAWINGS

[0026] The accompanying figures, where like reference numerals refer to identical or
functionally similar elements throughout the separate views and which together with the
detailed description below are incorporated in and form part of the specification, serve to
illustrate various embodiments, by way of example only, and to explain various principles and

advantages in accordance with a present embodiment.

[0027] Figure 1 depicts a system for implementing a multi-player game, while in accordance

with certain embodiments.

[0028] Figure 2 depicts a method for implementing a multi-player game, while in accordance

with certain embodiments.

[0029] Figure 3 depicts examples of actions and their possible consequences.



[0030] Figure 4 depicts the reduced data transmissions between the client device and the

server, while in accordance with certain embodiments.

[0031] Figure 5 depicts the additional steps to the method of Figure 2, in catering to scenarios
where the consequence has a game-altering impact, while in accordance with certain

embodiments.
[0032] Figure 6 depicts examples of consequences and their possible game-altering impacts.

[0033] Figures 7(a) to 7(c) are a time series of figures depicting a time lag between the
rendering of the consequence and the game-altering impact by the client application in the

game.

[0034] Figure 8 depicts a method for implementing a multi-player game, when an action has

an associated series of animation, while in accordance with certain embodiments.

[0035] Figures 9(a) and 9(b) depicts the calculation of a correct consequence of an action by

a server, while in accordance with certain embodiments.

[0036] Skilled artisans will appreciate that elements in the figures are illustrated for simplicity
and clarity and have not necessarily been depicted to scale. For example, the dimensions of
some of the elements in the block diagrams or steps in the flowcharts may be exaggerated

relative to other elements to help improve understanding of the present embodiment.
DETAILED DESCRIPTION

[0037] The following detailed description is merely exemplary in nature and is not intended
to limit the invention or the application and uses of the invention. Furthermore, there is no
intention to be bound by any theory presented in the preceding background of the invention or

the following detailed description.

[0038] It is the intent of certain embodiments to teach a method for implementing a multi-
player game, the method comprising the steps of launching by a client application on a client
device, a first instance of the multi-player game; receiving at the client application, a command
to perform an action; and calculating at the client application, a consequence of the action. The

method also comprises the steps of rendering by the client application, the consequence in the



first instance of the multi-player game; and sending a data package from the client device to a

server, the data package comprising the action and the consequence.

[0039] The method further comprises the server checking whether the consequence is valid.
If the server determines that the consequence is valid; the server will disseminate the data
package to other client devices, so that client applications in the other client devices can render
the consequence in other instances of the multi-player game. Wherein the step of the client
application rendering the consequence in the first instance of the multi-player game is

performed prior to the server determining that the consequence is valid.

[0040] Ifthe server determines that the consequence is invalid, the server will send a reinstate
notification to the client device. Upon receiving the reinstate notification by the client device,
the client application will reinstate the state of the first instance of the multi-player game to one

in which the consequence had never been rendered.

[0041] In essence, embodiments of the invention describe a method of collaborative
gameplay whereby the consequence of a player’s action is calculated and rendered by the client
application of the client device of the instant player first. The checking of whether the
consequence of the action is valid or not, is done by the server only after the consequence has
already been rendered on the player’s client device. After the server has determined that the
consequence is valid, the server then disseminates the data package to the other client devices
of other players participating in the multi-player game, so that the consequence can likewise

be rendered on the other client devices, thereby synchronizing gameplay.

[0042] Because the client application of the client device is the one that calculates the
consequence of the action, the client application does not need to wait for the server to compute
the consequence of the action. Instead, the client application can immediately calculate and
then render the consequence in the game after the player has provided the command to perform
the action. This gives the impression that the game is extremely responsive and has very low

latency, which improves the user experience.

[0043] Furthermore, as the client application can independently calculate and render the
consequence of the action in the game, the client device does not need to send all the game data
to the server. In specific instances, the client device can choose to omit sending certain game
data to the server. Take for example, if the action is “activate weapon”. As long as an

initialization data package (sent when the weapon is first activated) and a final data package



(sent when the weapon is no longer activated) are sent (for synchronization purposes), a data
package does not need to be sent from the client device to the server when the consequence, as

calculated by the client device, is that the shot missed the target.

[0044] To put it another way, in instances where the consequence of the action does not have
a game-altering impact, or the consequence does not have an effect on the synchronization of
the game, the client device can avoid sending data packages to the server during these instances.
By not sending these “inconsequential” data packages, the overall data sent from the client

device to the server can be advantageously reduced when compared to traditional methods.

[0045] Another advantage of the client device calculating the consequence and rendering the
consequence independently of the server, is that the client device does not need to send data
packages to the server at such a high frequency. For example, instead of sending a data package
after every frame, the client device can send data packages to the server after every 5 frames,
or after every 10 frames. In other words, the rate in which data packages is sent from the client
device to the server can be less when compared to traditional methods. The frequency of data

transfers can thus be advantageously reduced for embodiments of the present invention.

[0046] A possible disadvantage of embodiments of the invention may arise in the scenario
where the server has determined the consequence of the action to be invalid. In such a scenario,
the server sends a reinstate notification to the client device. Upon receiving the reinstate
notification, the client application reinstates the state of the game to one in which the
consequence had never been rendered. Yet, this act of reinstating can result in abrupt changes
to the game which may affect the fluidly and seamlessness of the game, and make the gameplay
appear disjointed. However, this is an acceptable compromise because the odds of this taking
place frequently are low (unless the player is cheating), and is outweighed by the

aforementioned advantages.

[0047] Figure 1 depicts system 100 for implementing a multi-player game, while in
accordance with certain embodiments. The multi-player game can be a first-person shooter
(FPS) game. The multi-player game can be an online game. System 100 comprises server 101,
client device 103 and other client devices 105. An instance of the game can be launched via
client application 102 installed on client device 103. Likewise, instances of the game can be
launched via client applications 104 installed on the other client devices 105. After the game

instances have been launched, “player one” using client device 103 can engage in collaborative



gameplay with “other players” using other client devices 105 as part of the multiplayer gaming

functionality.

[0048] Server 101 is configured to engage in bidirectional communication with client device
103 and the other client devices 105. Client device 103 and the other client devices 105 can be,
and are not limited to mobile devices, smart phones, personal computers, laptops, game

consoles, and televisions.

[0049] Figure 2 depicts a method 200 for implementing a multi-player game, while in
accordance with certain embodiments. An instance of the game is launched by client

application 102 installed on client device 103.

[0050] Instep 201, client application 102 receives a command from player one to perform an
action in the game. The action can be in relation to player one’s avatar in the game. Examples
of the action can be “move to the left” or “activate weapon”. Exemplary examples of the action
are also provided in Figure 3. Player one can provide the command to client application 102
via any input medium on client device 103, for example, a touch screen, touchpad, keyboard,

mouse, game controller etc.

[0051] In step 202, client application 102 independently calculates a consequence of the
action. For example, if the action is “move to the left”, client application 102 calculates that
the consequence is “avatar is moved to position X”. In another example, if the action is
“activate weapon”, client application 102 calculates that the consequence is “shot hit target T”.
In yet another example, if the action is “drive vehicle to the left”, client application 102
calculates that the consequence is “vehicle is driven to position X”. In yet another example, if
the action is “weapon shift”, client application 102 calculates that the consequence is “weapon

is changed from weapon A to weapon B”.

[0052] Client application 102 can calculate the consequence of the action using game data.
Game data can, for example, include current position of avatar, type of weapons being carried

by the avatar, position of target T etc.

[0053] In step 203, client application 102 immediately renders the consequence in the game.
Client application 102 does not wait for approval or any input from server 101, but directly
renders the consequence in the game. The accompanying visual and sound effects of the

rendered consequence will also be produced. For example, client application 102 renders the



consequence by shifting the avatar of player one from its original position to position X. In
another example, client application 102 renders the consequence by providing visual and
sounds effects to indicate that the shot hit target T. The visual effects could be that target T is
wounded or bleeding from being shot. In yet another example, client application 102 renders
the consequence by shifting the vehicle from its original position to position X. In yet another
example, client application 102 renders the consequence by changing the weapon held by the

avatar of player one from weapon A to weapon B.

[0054] In step 204, client device 103 sends a data package to server 101. The data package
contains data pertaining to the action and the consequence. The data package can also comprise

game data.
[0055] In step 205, server 101 receives the data package from client device 103.

[0056] In step 206, server 101 determines whether the consequence is valid. Server 101 can

utilise the game data in the data package to make this determination.

[0057] In step 207, server 101 determines that the consequence is valid. Server 101 can
determine that the consequence is valid if it satisfies a set of predefined conditions. For example,
server 101 determines that position X for the avatar of player one is valid as there is no obstacle
or wall in position X. In another example, server 101 determines that it is valid that the shot hit
target T as the avatar of player one and target T are in close proximity. In yet another example,
server 101 determines that position X for the vehicle is valid as there is no obstacle or wall in
position X. In yet another example, server 101 determines that the weapon shift to weapon B

is valid as the avatar of player one possesses weapon B.
[0058] In step 208, server 101 disseminates the data package to the other client devices 105.

[0059] In step 209, other client devices 105 receive the data package and client applications
104 also render the consequence in their instances of the game. Thus, the action performed by
player one and the consequence of said action is synchronized across all the game instances in
client device 103 and the other client devices 105, and the gameplay is synchronized for all the

players playing in the multiplayer game.

[0060] In step 221, server 101 determines that the consequence is invalid. Server 101 can

determine that the consequence is invalid if it does not satisfy a set of predefined conditions.

10



For example, server 101 determines that position X for the avatar of player one is invalid as
there is an obstacle or a wall in position X. In another example, server 101 determines that it is
invalid that the shot hit target T as the avatar of player one and target T are out of range from
one another. In yet another example, server 101 determines that position X for the vehicle is
invalid as there is an obstacle or a wall in position X. In yet another example, server 101
determines that the weapon shift to weapon B is invalid as the avatar of player one does not

have in its possession weapon B.
[0061] In step 222, server 101 sends a reinstate notification to client device 103.

[0062] In step 223, client device 103 receives the reinstate notification and client application
102 reinstates the state of the game to one in which the consequence had never been rendered.
In other words, as server 101 deems the consequence to be invalid, server 101 instructs client
application 102 to disregard the rendered consequence, and that the game should be reverted

or “roll-backed” to a state in which the consequence had never been rendered.

[0063] For example, say that the action was “move to the left”, and the client application 102
had already rendered the consequence by shifting the avatar of player one from its original
position to position X in the game. Upon receiving the reinstate notification, client application
102 will immediately move the avatar of player one back to its original and previous position
(i.e. the position of the avatar of player one at the time of receiving the command from player
one to perform the action), to revert the state of the game to one in which the consequence had

never been rendered.

[0064] In another example, say the action was “shot hit target T and the client application
102 would have already rendered the consequence by providing visual effects to indicate that
target T was wounded or bleeding from being shot. Upon receiving the reinstate notification,
client application 102 will immediately cease any visual effects to indicate that target T had
been hit by that shot, so as to revert the state of the game to one in which the consequence had

never been rendered.

[0065] In yet another example, say the action was “drive vehicle to the left” and the client
application 102 would have already rendered the consequence by shifting the vehicle from its
original position to position X in the game. Upon receiving the reinstate notification, client
application 102 will immediately move the vehicle back to its original and previous position

(i.e. the position of the vehicle at the time of receiving the command from player one to perform

11



the action), to revert the state of the game to one in which the consequence had never been

rendered.

[0066] In yet another example, say the action was “weapon shift” and the client application
102 would have already rendered the consequence by changing the weapon held by the avatar
of player one from weapon A to weapon B. Upon receiving the reinstate notification, client
application 102 will immediately change the weapon held by the avatar of player one from
weapon B back to weapon A, to revert the state of the game to one in which the consequence

had never been rendered.

[0067] As the consequence has been determined to be invalid by server 101, server 101 does

not disseminate the data package to the other client devices 105.

[0068] Therefore, embodiments of the invention describe that the consequence of the action
is calculated by client application 102 on client device 103, and independently of server 101.
After the calculation, client application 102 immediately renders the consequence in the game,

before any verification or validation of the consequence by server 101.

[0069] There are number of advantages attributable to this novel approach. Firstly, as client
application 102 is the one that calculates the consequence of the action, client application 102
does not need to wait for server 101 to compute and provide the consequence of the action.
Instead, client application 102 can immediately calculate and render the consequence in the
game after player one has provided the command to perform the action. This gives the
impression that the game is extremely responsive and has very low latency, which greatly

improves the user experience.

[0070] Furthermore, as client application 102 can independently calculate and render the
consequence of the action in the game, client device 103 does not need to send all the game
data to server 101. In specific instances, client device 103 can be selective and choose to omit
sending certain game data to server 101. Take for example, if the action is “activate weapon”.
As long as an initialization data package (sent when the weapon is first activated) and a
finalization data package (sent when the weapon is no longer activated) are sent (for
synchronization purposes), a data package does not need to be sent from client device 103 to
server 101 each time the consequence, as calculated by the client device, is such that the shot

missed the target.

12



[0071] To put it another way, in instances where the consequence of the action does not have
a game-altering impact, or the consequence of the action does not have an effect on the
synchronization of the game, client device 103 can avoid sending these data packages to server
101. By not sending these “inconsequential” data packages, the overall data sent from client

device 103 to server 101 can be advantageously reduced when compared to traditional methods.

[0072] This is elaborated and demonstrated in the chart of Figure 4, which depicts the reduced
data transmissions between client device 103 and server 101, while in accordance with certain
embodiments. In this illustration, the action is “activate weapon” and the input command by
player one is sustained i.e. player one holds onto the firing button for a period which results in

a series of actions (first action, second action, third action etc.)

[0073] At event 401, the activate weapon action is initiated. Client device 103 sends an
initialization data package to server 101 for event 401. The initialization data package can
comprise game data like the weapon ID of the weapon used by the avatar of player one, and
the timestamp of when the activate weapon action was initiated. Server 101 receives, and then
disseminates the initialization data package to the other client devices 105 so that the
initialization of the activate weapon action is synchronized across all the game instances in the

other client devices 105.

[0074] At event 402, the first shot from the weapon is fired (i.e. first action). Client device
103 determines that the consequence of the first action is that the “Shot missed target T”. As
the consequence of this first action does not have a game-altering impact, and does not have an
effect on the synchronization of the game, client device 103 does not send any data package to
server 101 for event 402. Thus, server 101 will not disseminate any data packages to other

client devices 105 for event 402.

[0075] At event 403, the second shot from the weapon is fired (i.e. second action). Client
device 103 determines that the consequence of the second action is that the “Shot hit target T”.
Client device 103 sends a data package to server 101 for event 403. The data package can
comprise game data like the weapon ID of the weapon used by the avatar of player one, current
position and direction of the avatar, the coordinates of target T, ID of target T, target area,

damage, scatter value of the cross hair, and current number of shots (i.e. second shot).
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[0076] Server 101 receives and then disseminates the data package to the other client devices
105 so that the hitting of target T on the second shot is synchronized across all the game

instances in the other client devices 105.

[0077] At event 404, the third shot from the weapon is fired (i.e. third action). Client device
103 determines that the consequence of the third action is that the “Shot missed target T”. As
the consequence of this third action does not have a game-altering impact, and does not have
an effect on the synchronization of the game, client device 103 does not send any data package
to server 101 for event 404. Thus, server 101 will not disseminate any data packages to other

client devices 105 for event 404.

[0078] At event 405, the activate weapon action is ceased (i.e. player releases the firing
button). Client device 103 sends a finalization data package to server 101 for event 405. The
finalization data package can comprise game data like the ammunition consumed. Server 101
receives and then disseminates the finalization data package to the other client devices 105 so
that the ceasing of the activate weapon action is synchronized across all the game instances in

the other client devices 105.

[0079] As demonstrated in Figure 4, embodiments of the invention can result in reduced data
transmissions between client device 103 and server 101. As client application 102 can
independently calculate that the first and third shots miss target T, and therefore do not result
in any game-altering impacts, client device 103 can avoid (or bypass) sending data packages
to server 101 for events 402, 404, and advantageously mitigate data transmissions between
client device 103 and server 101. The ripple effect is that data transmissions between server

101 and the other client devices 105 will also be advantageously reduced.

[0080] The synchronization of the game will also not be affected. This is because the other
client devices 105 will receive the initialization data package (which has information of when
shooting begins and the type of weapon and thus the firing rate of the weapon) and the
finalization data package. Thus, client applications 104 in the other client devices 105 will
know when to render the visual and sound effects of the first and third shots, even when no
data packages are being sent to them for event 402 and event 404. By not sending
“inconsequential” data packages, the overall data sent from client device 103 to server 101 can
be advantageously reduced when compared to traditional methods, which in this scenario, will

otherwise have to send data packages for all events 401, 402, 403, 404 and 405.
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[0081] Another advantage of client application 102 of client device 103 calculating the
consequence and rendering the consequence in the game independently of server 101, is that
client device 103 does not need to send data packages to server 101 at such a high frequency.
For example, instead of sending a data package after every frame, client device 103 can send
data packages to server 101 after every 5 frames, or after every 10 frames instead. In other
words, the rate in which data packages is sent from client device 103 to server 101 can be less
than traditional methods. Thus, the frequency of the data transfers from client device 103 to

server 101 can be advantageously reduced for embodiments of the present invention.

[0082] A possible disadvantage of embodiments of the invention can surface in the scenario
where server 101 has deemed the consequence of the action to be invalid (steps 221, 222 and
223 in Figure 2). In this scenario, server 101 sends a reinstate notification to client device 103,
causing client application 102 to reinstate the state of the game to one in which the consequence
had never been rendered. The act of reinstating by client application 102 can result in abrupt
changes to the game (i.e. moving the avatar of player one back to the original position) which
may affect the fluidly and seamlessness of the game in those instances, and make the gameplay
appear disjointed. However, this is an acceptable compromise because the odds of this taking
place frequently are low (unless the player is cheating), and is outweighed by the

aforementioned advantages.

[0083] Consequences may or may not have a game-altering impact. A consequence has a
game-altering impact when the consequence has an influence on the result of the game. This
influence can be for example, decreasing hit points of target T, decreasing hit points of the
avatar of player one, death of target T, or death of the avatar of player one etc. Therefore, a
shot hitting target T can have the game-altering impact of decreasing target T’s health by 20
hit points, or driving a vehicle to position X can have the game-altering impact of decreasing
target T’s health by 30 hit points (as target T is on position X), or moving the avatar of player
one to position X where there is an electric fence, can have the game-altering impact of

decreasing the avatar of player one’s health by 10 hit points.

[0084] A consequence does not have a game-altering impact when the consequence does not
have any influence on the result of the game. Examples can be a shot missing target T, or when
the vehicle is driven to position X and there is no target or obstacle in position X. Figure 6

depicts some examples of consequences and their possible game-altering impacts.
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[0085] Method 500 in Figure 5 depicts additional steps to method 200, to cater to scenarios
where the consequence has a game-altering impact, while in accordance with certain

embodiments.

[0086] In step 501, client application 102 determines that the consequence has a game-
altering impact. Client application 102 can utilize the game data to make this determination.
For example, client application 102 determines that moving avatar of player one to position X
will result in decreasing the avatar of player one’s hit points by 10 hit points (for example due
to a barbed wire or electric fence in position X). In another example, client application 102
determines that the shot hitting target T will decrease target T’s hit points by 20 hit points. In
yet another example, client application 102 determines that moving vehicle to position X will
result in decreasing target T’s hit points by 30 hit points (for example, target T is on position

X).

[0087] It is important to note that even though client application 102 has already determined
the game-altering impact of the consequence, client application 102 does not render the game
altering impact in the game as yet, but holds off on this. Instead, in step 502, client device 103
sends a data package to server 101. This data package is similar to the data package sent in step
204 of Figure 2, in that this data package also contains data pertaining to the action and the
consequence, and the game data. However, this data package additionally comprises the game

altering impact of the consequence which had been determined by client application 102.
[0088] In step 503, server 101 receives the data package from client device 103.

[0089] In step 504, server 101 determines whether the game-altering impact is valid. Server
101 can utilise the data pertaining to the action and the consequence, and the game data in the
data package to make this determination. Server 101 can determine that the game-altering
impact is valid or invalid by assessing whether the game-altering impact satisfies a set of
predefined conditions. For example, if the game-altering impact is to decrease target T’s health
by 20 hit points, but server 101 assesses that the maximum possible damage that can be inflicted
by the current weapon held by the avatar of player one is only 10 hit points, server 101 will
determine the game-altering impact to be invalid. Conversely, if server 101 assesses that the
damage of 20 hit points is well within the maximum possible damage that can be inflicted by
the current weapon held by the avatar of player one, server 101 will determine the game-

altering impact to be valid.
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[0090] Alternatively, server 101 can determine whether the game-altering impact is valid or
invalid by calculating the “correct” game-altering impact, and then checking whether the
variance between the game-altering impact (as determined by the client device 103) and the
correct game-altering impact falls within an acceptable threshold. If the variance between the
game-altering impact (as determined by the client device 103) and the correct game-altering
impact falls within an acceptable threshold, server 101 determines that the game-altering
impact is valid. Conversely, if the variance between the game-altering impact (as determined
by the client device 103) and the correct game-altering impact falls outside of the acceptable

threshold, server 101 determines that the game-altering impact is invalid.

[0091] The difference between the two methods is that it may be computationally faster for
server 101 to check whether the game-altering impact (as determined by the client device 103)
satisfies a set of predefined conditions, than to perform an independent calculation to determine

the correct game-altering impact.
[0092] In step 505, server 101 determines that the game-altering impact is valid.
[0093] In step 506, server 101 disseminates the data package to the other client devices 105.

[0094] In step 507, server 101 sends a valid notification to client device 103. This valid
notification is to instruct client application 102 to render the game-altering impact of the

consequence in the game.

[0095] Steps 506 and 507 can be performed concurrently or one after another. Alternatively,
step 507 can be performed before step 506.

[0096] Instep 508, client device 103 receives the valid notification and client application 102
renders the game-altering impact of the consequence in the game. For example, client

application 102 will render in the game that target T’s health has decreased by 20 hit points.

[0097] In step 509, the other client devices 105 receive the data package and client
applications 104 also render the game-altering impact of the consequence in their instances of
the game. For example, client applications 104 will render in their instance of the game that

target T’s health has decreased by 20 hit points.
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[0098] After steps 508 and 509, the action performed by player one, the consequence of said
action and its game-altering impact, would be synchronized across all the game instances in

client device 103 and the other client devices 105.
[0099] Instep 521, server 101 determines that the game-altering impact is invalid.
[00100] In step 522, server 101 sends an invalid notification to client device 103.

[00101] In step 523, client device 103 receives the invalid notification and client application

102 does not render the game-altering impact of the consequence in the game.

[00102] Therefore, embodiments of the invention describe that client application 102 does not
render the game-altering impact of the consequence without first obtaining validation or
approval from server 101. This is due to the significance of the game-altering impact, which
will have an influence on the result of the game. As this will be the focal point for any cheating,
the game-altering impact of the consequence needs to be verified or approved by server 101,

before it can be rendered in the game.

[00103] In scenarios where server 101 determines that the game-altering impact is invalid,
server 101 does not disseminate the data package to the other client devices 105. If client
application 102 determines that the consequence does not have a game-altering impact, method

500 will not be performed.

[00104] In summary, embodiments of the invention describe that client application 102 of
client device 103 immediately renders the consequence of the action in the game, without first
obtaining any verification or approval from server 101. However, if the consequence has a
game-altering impact, client application 102 will wait to receive a verification or approval from
server 101 first, before rendering the game-altering impact of the consequence in the game.
Consequently, there will be a time lag between the rendering of the consequence, and the

rendering of the game-altering impact by client application 102 in the game.

[00105] Figures 7(a) to 7 (c) are a time series of figures which depict the time lag between the
rendering of the consequence and the game-altering impact of the consequence by client
application 102 in the game. Figure 7(a) shows the display screen 701 of client device 103
running the game at timestamp 1. Display screen 701 displays a first person view of the virtual

environment of the game. The virtual environment comprises weapon 702 of the avatar of
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player one, electric fence 703, and health bar 704 of the avatar of player one. At timestamp 1,

player one inputs a command for the move forward action.

[00106] Figure 7(b) shows the display screen 701 of client device 103 running the game at
timestamp 2. Client application 102 has determined that the consequence of the moving
forward action would be moving the avatar of player one to a position that contacts electric
fence 703, and that the game-altering impact would be a damage of 10 hit points to the avatar

of player one as a result of being electrocuted by electric fence 703.

[00107] At timestamp 2, client application 102 immediately renders the consequence of the
action in the game, without first obtaining any verification from server 101. As shown in Figure
7(b), the avatar of player one contacts electric fence 703. Client application 102 can also render
dramatic effects such as lightning bolts 705 in the game to indicate that the avatar of player one
is being electrocuted by electric fence 703. However, at timestamp 2, health bar 704 still
indicates that the health of the avatar of player one has not yet been impacted (i.e. still at 100
hit points). This is because at timestamp 2, client device 103 has not yet received the valid

notification from server 101 to render the game-altering impact of the consequence.

[00108] Figure 7(c) shows the display screen 701 of client device 103 running the game at
timestamp 3. At timestamp 3, client device 103 receives the valid notification to render the
game-altering impact of the consequence, and client application 102 renders the game-altering
impact in the game by deducting 10 hit points from heath bar 704 to reflect the damage to the

avatar of player one.

[00109] In previously described embodiments of the invention, server 101 only does validation
and verification of the consequence and game-altering impact but stops short of performing
any independent recalculation to determine the correct consequence, and sending the correct
consequence and correct game-altering impact to client device 103. This is because it is
computationally faster for server 101 to check whether the consequence is valid, than to

perform an independent calculation of the consequence.

[00110] In certain embodiments of the invention however, when either the consequence or
game-altering impact are found to be invalid, server 101 performs an independent calculation
to determine the correct consequence and the correct game-altering impact. For example, as

shown in Figure 9(a), client application 102 determines that the consequence of a moving
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action is that the avatar of the player will be shifted from its original position 901 to new

position 902.

[00111] However, server 101 determines that the consequence (i.e. new position 902) is invalid
due to obstacle 903 blocking the path between original position 901 and new position 902.
Server 101 calculates the correct consequence and determines it to be correct position 904 (see
Figure 9(b)). Server 101 then sends the correct consequence (correct position 904) to client
device 103 and the other client devices 105 so that the correct consequence can be rendered

across all game instances in the multiplayer game.

[00112] In a similar manner, server 101 determines that the game-altering impact is invalid.
For example, if the game-altering impact is to decrease target T’s health by 20 hit points, but
server 101 assesses that the maximum possible damage that can be inflicted by the current
weapon held by the avatar of player one is only 10 hit points. Server 101 calculates the correct
game-altering impact and determines it to be a damage of 5 hit points to target T’s health.
Server 101 then sends the correct game-altering impact (damage of 5 hit points to target T’s
health) to client device 103 and the other client devices 105 so that the correct game-altering

impact can be rendered across all game instances in the multiplayer game.

[00113] Certain actions may require elaborate effects to be rendered in order to virtualize the
action. An example of such an action is “throw grenade”. In order to virtualize a grenade being
thrown in the game, landing on a location, and then exploding; a series of animation may need

to be rendered. This series of animation may have a duration and require some time to complete.

[00114] Once a “throw grenade” action has been performed by player one, client application
102 will render the series of animation to virtualize the “throw grenade” action. This series of
animation can include an animation for the grenade being thrown, an animation for the grenade
landing on a location, and an animation for the grenade exploding to cover a blast radius. As
mentioned, this series of animation may take some time to complete (for example, 1 or 2

seconds).

[00115] Certain embodiments of the invention can capitalise on this “time period” (i.e. time
taken for the series of animation to complete), and have server 101 calculate both the
consequence of the action and the game-altering impact (and client application 102 neither
calculates the consequence of the action nor calculates the game-altering impact). The reason

for this is that in an ideal world, and to completely guarantee that there is no cheating
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whatsoever, server 101 should be the one calculating all consequences and all game-altering
impacts. However, as described in some of the previous embodiments (e.g. Figure 2), client
application 102 calculates the consequence and the game-altering impact, with server 101
playing the role of “a verifier”, so as to find the right balance between game responsiveness

and fair play.

[00116] There are exceptions, whereby if the action has an associated series of animation
which may take some time to complete, server 101 calculates both the consequence of the
action and the game-altering impact (and client application 102 neither calculates the
consequence of the action nor calculates the game-altering impact), and server 101 provides
both the consequence of the action and the game-altering impact to client device 102 and other
client devices 105. Figure 8 depicts a method 800 which details the steps performed in these

embodiments.

[00117] In step 801, client application 102 receives a command from player one to perform an
action in the game, the action having an associated series of animation. For example, the action
can be a “throw grenade” action, and the series of animation can include an animation for the
grenade being thrown, an animation for the grenade landing on a location, and an animation

for the grenade exploding to cover a blast radius.
[00118] In step 802, client application 102 renders the series of animation.

[00119] In step 803, client device 103 sends a data package to server 101, the data package
containing data pertaining to the action, for example, data pertaining to the “throw grenade”

action.

[00120] Steps 802 and 803 can be done in any sequence. They can also be done simultaneously,

or substantially simultaneously one after another.

[00121] In step 804, server 101 receives the data package from client device 103 and
disseminates the data package to other client devices 105, so that the other client applications

104 can also render the series of animation.

[00122] In step 805, server 101 calculates the correct consequence of the action. For example,
server 101 calculates that the correct consequence of the “throw grenade” action is that “target

T1 and target T2 are damaged by the grenade”.
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[00123] In step 806, server 101 calculates the correct game-altering impact of the consequence.
For example, server 101 calculates that the correct game-altering impact is that 10 hit points is

to be reduced from target T1, and that 20 hit points is to be reduced from target T2.

[00124] In step 807, server 101 disseminates the correct consequence and the correct game-
altering impact to client device 103 and the other client devices 105, so that client application
102 and the other client applications 104 can render the correct consequence and the correct
game-altering impact in their instances of the game. Therefore, these embodiments take
advantage of the “window of time” created by the series of animation associated with the
particular action, and rely on server 101 to calculate both the consequence of the action and the
game-altering impact, and to disseminate them to client device 103 and the other client devices
105, and thereby guaranteeing that, at least for that particular action, there can be no cheating

whatsoever.

[00125] The present invention may be implemented in a game that may be operable using a
variety of devices or game systems. For example, a device may be a personal computer, a
home entertainment system, a portable gaming device, or a mobile computing device. The
present methodologies described herein are fully intended to be operable on a variety of devices
or game systems. Any hardware platform suitable for performing the methodologies described
here is suitable for use with the invention. Computer-readable storage media refer to any
medium or media that participate in providing instructions to a CPU for execution. Such media
can take many forms, such as but not limited to, non-volatile and volatile media including
optical or magnetic disks and dynamic memory, respectively. Common forms of computer-
readable media include, for example, a floppy disk, a flexible disk, a hard disk, magnetic tape,
any other magnetic medium, a CD- ROM disk, digital video disk (DVD), any other optical
medium, RAM, PROM, EPROM, a FLASHEPROM, any other memory chip or cartridge.

[00126] Various forms of transmission media may be involved in carrying one or more
sequences of one or more instructions to a CPU for execution. A bus carries the data to system
RAM, from which a CPU retrieves and executes the instructions. The instructions received by

system RAM can optionally be stored on a fixed disk either before or after execution by a CPU.

[00127] Unless specifically stated otherwise, and as apparent from the following, it will be
appreciated that throughout the present specification, discussions utilizing terms such as

99 e 2 <e 9 <e 2% ¢ 2% ¢

“receiving”, “identifying”, ‘initiating”, “tagging”, “transmitting”, “running”, “incrementing”,
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“determining”, “assigning”, “approving”, “selecting”, “sending”, “calculating”, “determining”,
“replacing”, “generating”, “initializing”, “outputting”, or the like, refer to the action and
processes of a computer system, or similar electronic device, that manipulates and transforms
data represented as physical quantities within the computer system into other data similarly
represented as physical quantities within the computer system or other information storage,

transmission or display devices.

nn

[00128] In the application, unless specified otherwise, the terms "comprising", "comprise", and
grammatical variants thereof, are intended to represent "open" or "inclusive" language such
that they include recited elements but also permit inclusion of additional, non-explicitly recited

elements.

[00129] It will be apparent that various other modifications and adaptations of the application
will be apparent to the person skilled in the art after reading the foregoing disclosure without
departing from the spirit and scope of the application and it is intended that all such

modifications and adaptations come within the scope of the appended claims.
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CLAIMS

1. A method for implementing a multi-player game comprising the steps of:

launching by a first client application on a first client device, a first instance of the multi-
player game;

receiving at the first client application, a command to perform an action;

calculating at the first client application, a consequence of the action;

rendering by the first client application, the consequence in the first instance of the multi-
player game;

sending a data package from the first client device to a server, the data package
comprising the action and the consequence;

receiving by the server, the data package;

determining by the server, that the consequence is valid; and

disseminating by the server, the data package to other client devices, so that client
applications in the other client devices can render the consequence in other instances of the
multi-player game;

wherein the step of rendering by the first client application the consequence in the first
instance of the multi-player game, is performed prior to the step of determining by the server

that the consequence is valid.

2. The method of claim 1 further comprising the steps of:
determining by the server, that the consequence is invalid;
sending by the server, a reinstate notification to the first client device;
receiving by the first client device, the reinstate notification; and
reinstating by the first client application, a state of the first instance of the multi-player

game to one in which the consequence had never been rendered.

3. The method of claim 1 further comprising the steps of:

determining by the first client application, that the consequence has a game-altering
impact; and

including in the data package which is to be sent from the first client device to the server,

the game-altering impact.

4. The method of claim 3 further comprising the steps of:
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determining by the server, that the game-altering impact is valid;

including in the data package which is to be disseminated by the server to the other client
devices, the game-altering impact, so that the client applications in the other client devices can
render the game-altering impact in the other instances of the multi-player game;

sending by the server, a valid notification to the first client device;

receiving by the first client device, the valid notification; and

rendering by the first client application, the game-altering impact in the first instance of

the multi-player game.

5. The method of claim 3 further comprising the steps of:
determining by the server, that the game-altering impact is invalid,
sending by the server, an invalid notification to the first client device; and
receiving by the first client device, the invalid notification, which instructs the first client

application not to render the game-altering impact in the first instance of the multi-player game.

6. The method of claim 4 wherein there is a time lag between the rendering of the
consequence and the rendering of the game-altering impact by the first client application in the

first instance of the multi-player game.

7. The method of claim 1 wherein the step of determining by the server, that the
consequence is valid comprises the step of:

determining by the server, that the consequence satisfies a set of predefined conditions.

8. The method of claim 2 further comprising the steps of:

calculating by the server, a correct consequence;

sending by the server, the correct consequence to the first client device, so that the first
client application can render the correct consequence in the first instance of the multi-player
game; and

disseminating by the server, the correct consequence to the other client devices, so that
the client applications in the other client devices can render the correct consequence in the other

instances of the multi-player game.
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9. The method of claim 4 wherein the step of determining by the server, that the game-
altering impact is valid, comprises the steps of:-

calculating by the server, a correct game-altering impact; and

determining by the server, that a variance between the game-altering impact and the

correct game-altering impact falls within an acceptable threshold.

10. The method of claim 4 wherein the step of determining by the server, that the game-
altering impact is valid, comprises the step of:-
determining by the server, that the game-altering impact satisfies another set of

predefined conditions.

11.  The method of claim 5 further comprising the steps of:

calculating by the server, a correct game-altering impact;

sending by the server, the correct game-altering impact to the first client device, so that
the first client application can render the correct game-altering impact in the first instance of the
multi-player game; and

disseminating by the server, the correct game-altering impact to the other client devices,
so that the client applications in the other client devices can render the correct game-altering

impact in the other instances of the multi-player game.

12. The method of claim 1 further comprising the steps of:

receiving at the first client application, a command to perform a series of actions, the
series of actions comprising a first action;

sending by the first client device, an initialization data package to the server, the
initialization data package indicating a start of the series of actions;

calculating at the first client application, a first consequence of the first action;

rendering by the first client application, the first consequence in the first instance of the
multi-player game;

determining by the first client application that the first consequence does not have a
game-altering impact, and bypassing sending a first data package from the first client device to
the server; and

sending by the first client device, a finalization data package to the server, the

finalization data package indicating an end to the series of actions.
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13. The method of claim 12 wherein the series of actions is a sustained activation of a
weapon, and the first action is a first activation of the weapon, and the first consequence is the
shot missed a target, and the first data package contains data pertaining to the first activation of

the weapon.

14. The method of claim 1 wherein if the action has an associated series of animation, the
method comprises the steps of:

rendering by the first client application, the series of animation in the first instance of
the multi-player game;

sending another data package from the first client device to the server, the another data
package comprising the action;

receiving by the server, the another data package;

disseminating by the server, the another data package to the other client devices, so that
the client applications in the other client devices can render the series of animation in the other
instances of the multi-player game;

calculating by the server, a correct consequence of the action;

calculating by the server, a correct game-altering impact of the consequence;

sending by the server, the correct consequence and the correct game-altering impact to
the first client device, so that the first client application can render the correct consequence and
the correct game-altering impact in the first instance of the multi-player game; and

disseminating by the server, the correct consequence and the correct game-altering
impact to the other client devices, so that the client applications in the other client devices can
render the correct consequence and the correct game-altering impact in the other instances of

the multi-player game.

15.  The method of claim 14 wherein the series of animation comprises an animation for a
grenade being thrown, an animation for the grenade landing on a location, and an animation for

the grenade exploding to cover a blast radius.

16.  The method of any one of the preceding claims wherein the multi-player game is an

online first person shooter (FPS) game.

17.  The method of any one of the preceding claims wherein the first client device and the

other client devices are mobile devices.
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