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WD 2004/ 088483 PCT/ GB2004/ 000214 SYSTEM FOR AND
METHOD OF DETECTI NG MALWARE | N MACROS AND EXECUTABLE

WEORKPISESIhe present invention relates to a neP@DABRG04/000214

and systemfor, heuristically 5 detecting malware in
macr os and executable scripts, by checking for the

presence of encoded strings. Viruses and ot her forns
of mal waS¥ SIFMIKORWND MEPHGD QIODETECEING-MALWARE

i ncreasi ng pr olgNeVMICROS WD IEXECUEABIER $CRETS of the
internet. Early viruses tended to be spread as binary

execut abl es whi ch woul d execute on conputers of a .
known type Thapregent imtintipo reditesiossmetbod ghiand sysi¢m dier, heuristically

in tions is.anti-virus file scanning,in.which a

B0 PR i atraY Bt Sl SR D dpe il ki inrgeence of
leaeddengirfgs. byte patterns that have been identified

as characteristic signatures of known nalware. This

vi rus scanniiigesaingd otlige dormyy ofaralyarer(magigioys spfagarghpage an ever-
PR R R e e ek o e SER G PLERY Hragsptonded e
apread eybipaiysexbyutzblgawhich woatd exedeie on computeed ofor knowm type. A
L SR SeR ek SRt Ty S whih s e

AERAs a SIRLLsi ANt 1k die]s sPMHRA 6 kip2Dr BHE YARerns that have been
wi despread, and the software to be found on a typical

udentified anchiviravtertstis signaions ofibnews apilivete. Citiedirus deenning may take
opportuynity has ri sen for_ vi.rus.witers (o,create .
FERS ob s st B 8 ToneL ey Spmeify Srinblor i hiph Gt Rugamsit on o
Geheorkf Withthe s¢iR9 GRMEMdceds ﬁféfyip@isbgﬂe[ pdAFaE18r HdeWhake network or
rely on the user's conputer having 20 software on it

wasschrangh e ngbtork gatgrag vec asiapremathgateyrae indedhe wse of the internet for
SHAGLA SR SRS b S EDVIEUES o84 o b

tfourRioroppirhl mgr'spatiane has beoome asee tdphitiaaed ohe upgortimity has
non- fechnical users offer opportunjties for viru
RFISEIRIOE Virgs \@%fﬂr%wreai%wwg»%r ,ar@ﬁ@%%%ﬁdtm effcHtiRhgsource code

o2 TiIREd 4d-LallcMRERRDY: ﬁqh&r@%iﬁl?ééirglg d'z-.\ t§i§¥1§e@'§ RodnphtBr haying
extension (that is,” the 25 character(s ol owm hg the
fsbfrerhre"on'it whichhvallfact & ancaxeduimnenwssouem tfech pioghana that is the virus,
par.t.i cul ar | ication program such that the act of
Pt €5 5 COMP el 79 B SR HGBERL. gr aphi cal

user i nter fiaafres aUSRS0 W RYPSMENS Gyshih to/idbRadd e ease of use by non-
associ ated program and |l oad the file in question.

- Terhsicehusepy of{ar epporturatissder wirysgrritersde sxplogr For example ddicrosoft

A8 B P8 oS T B BRI

co 0 an enal

tcherattet(e) folowhgghy finalt"lieineld £lRSiaoR) MReeSRed With a particular
activate the script host programon a recipient's ' )
CBRYEALER Progygra suqhnBat the pgtiod Hic usperrperng” thetfte Himbiirdows' graphical
the ; ' t+ : Lles: : :
L L
vjuesimni Shiylras acbvadedahs basipfor faentt despt WiseawhiBhsiak by attaching a

ripti.n st _on W.ndows nmachines. WD 2004/ 088483 .
B0 PR O SIoF CO9° 4 PR YIEG Th D Ty B gy the flo s
3fNRIni tE@bt Ok orShieBssas, tREE 48 §ie 8RR sERFgram on a recipient's computer.
When the recipient opens the attachment, the host is activated and the files executed.
There have been a number of virus outbreaks in which the virus is spread as a script for the

Visual Basic Scripting host on Windows machines.
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spreadsheets incorporate a "macro" facility for
enabling the user to autonmate repetitive or difficult

w0 20k®8848he macro "l anguage" involved nay be oPCT/GB2004/000214

differing degrees of sophistication, wth some, such

as those found in Mcrosoft O fdce products, being

very 5 simlar to parallel scripting | anguages. A

m nor di f f RS/, bSuinbet oﬁ@ﬁt&bﬁaﬁpﬁeﬁm&l@ stkéh dtvasr8Ghrocessors and

on disk and el sewhere, purely in source code form
WREpdRsCtiePBorate a Smaskp” arality der amabling the ygerdo agtomtq repetitive or

Q
el g iﬁ%alﬁgcrhaﬁh?ﬂéeu%&%d B Rl Rifes
tsbyghistioation, Svigniohee swohds thee faaidia lMlemoﬁl Kﬁﬁb@pmabts I*lfemg very
codes. 10 ].n addition to Visual ic Scripting and
f%é%?ﬁrahf lsPtingElapgages Frén%rrcgf fergperes dhat seppititepfl to be stored,
SRMCHERINDELS, UL IRUBEE, T, HALaHED ksl include binary
idgtai as tveal s et exchtaad toll baxtudd edurce cwlep Forekanipde, this bmlr;edata may
Per,| Mirus iters 0 use ,such nediu
tdnacfofdtiel® korshn oble mifol K eiaderor rofil SRopifpblggnachine
tcbig. Wwiting code that is hard to understand. They may

also wite self 15 nodifying code, so that with each

gener at i onIpadditien @o‘dléualtﬂﬂ‘@élcc&metlggjmd Michsofg@EiceThacgos, there are
i h

el e B b PR b i g . o

ahilohi Besbdcase Mhd lan e & inteisreted ReshouBeisd Sampbil«de fotlekample Perl.
code in conmments or strings. These are then read in,

dEEtsyIFiets, Whneseguelbmetivan. ofie diyand meak Aacdicreations bag tpsletect.

i |

Y S ot Fis SARARod8 Bl B r X breiE, 3RECAT ateo viho el
aoodifsppevde oroahétoriitoceeh e ratiacdt thecodenthercud@ fudnly,changes. This is

di ff.
o8 Futg ek TR el Aol e Y e o prete SBuptass digdetect the virus

3R g1l QM RcGAHSIdRY ThEY Iﬂa?'&?sﬁ@ﬁd@@hﬂs'&o&@fﬂ CHIMYRY 8 strings. These
for exanple in terns of Usage of "whitespace", i.e.,

Spraihien read bn,aledrypted) ambac«tﬁdammers or substltutl on of
variablenmssvvhch wi | | ter{he contets

source cod&SHRG: u?se%c%nt“@rls Hbef CP UV JEALISE SCTIPf 4 fanli38urce-code- only

PSS PirudeR)\HRBAsO Fheiscopamedicoibt aanea@aﬁ&sn@fdlmewltn ﬂil@chlne
fact that, as regards script- and nacro-viruses,

Jushichiens, psethersgse many dlf?r% Fevpihe semepespEniati |a1:tyon may be
SRSt S48 o SO ARl 0100 s, o
telvempleas éartnsiofiveagt |oﬁ Awhitespacel' Si. qqrspmedexb aadslywlmemlﬁamacters or

scanni n 30 .faor malware. a .conputer file ntainin )
ssaﬁ%t%tlogﬂébfaawﬁsn%ﬁw&@}l “ﬁﬁaggra?h? P?Ptsnt@Pg SOEfGﬁﬁ%Hee‘?’“hout

| ARGHAEEGQAPr i sing: neans for separating the source

code into groups of constituent parts corresponding

to dif f er edhe ptesenstinveatiop dshasedén ahapppeadaficamt tkm)fact that, as regards
2004,[/ 018 483r PCT/ GB2004/ 000214 3 mgans fﬁ% g gces detect th
S5ER" Bat 1orT8 TR 1 A HBEY CBYCS ol BUIGPERES F‘h“st‘ﬁ% clect the

Rk b9ffreqﬁélfc§l@1hﬁg§is of clwr£dia@caGhte in $Lioub Par®béth® pRogram.
frequency distribution of characters in that

According to the present invention there is provided a system for scanning
for malware a computer file containing source code of a computer program in a given
computer language comprising:

means for separating the source code into groups of constituent parts

corresponding to different structural parts of the program;
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part; means for conparing the character frequency
distribution of each part with 5 an expected range of

wo c@guogssy di stributions; and nmeans for fl aggi PQI/GB2004/000214

file as suspect or not depending on the result of one
or nore conparisons by the conphring neans The
i nvention also provides a nmethod for scanning for

mal ware a gadas f@fprodebdiBy 6RNpAINS BEIE B HRn P 4€ 0&fur@nces in that
conputer in a given computer program | anguage 10

R Riichamagtersad g phaterisy set freokiainraciequeney disribuierefeharscters in that
tituent parts corresponding to different
tructural parts of the program processing each part

to count t heecans fdrepmphring therchemcesfrequehbypdisRidutioRbf each part with
characters ofeg character_set to obtain a frequency
FOFPEHER TagRe of regtisneiediskbutions; ad  part: 15 conparing

the charactglanf FRGERY ol Berak ng&fpigarbr%)t @%%quiﬁg%g £ febhult of one

an expected range o equency tributi
fdraere ngmpéresohs bethescospspeg tneans not dependi ng on the

rmans.  The AREIFEPGAElie PRV Aurdibet oaseEn ganr by Mags 2 computer
ctile BORtaininF dodice \¢8d ESBIT Bputeiln Wighivbn RhPuRR podrin 1 Buag

[§]
acconpanying drawing, in which: Figure 1 iS a conbined
BoswRIsEigagr am of , and flow chart of the operation of,

"nvent i on eruls e SARLEERIRE b aF Polk el 8 RMbggrponding o

| différegtateictural paftoof the @raglaran anti - virus scanni ng
system in which a succession of files are presented
for scanni MEPCEESIRECasE PaF{fo count themamhep pheqcutreness imthahpart of

R¥afaBRrSNSt @RatRr 88190 bhGH dEI HOARAL, ﬁ§tﬂﬂﬁﬁ€r}; ?% M«L%aé:ters in that part;

contalining a virus depending on the res
origin of tchmphiidgtheichamatr frequenéyadistributibreoeaek att with an

I nventj on: taﬁ ma CEetHi:bi .es read in succession froma
| GRET O el FouetihpSighr oy my be the files
ordinarily fﬁt@?ﬁh@%e‘)ﬁ‘letﬁ@u@b@brﬁbi d’eg)e%(gﬁ% bh $hYRETBS one or more

purpose or fiTes which aré create he systemto
ogarigans hyeeetmeparisgenesss.l s bei ng processed by a il

scanni ng 3 of .Whigh.,the systemillustrated iLn
Figures 1 ?fé‘?@e%@r’% Wﬂf‘?e ﬁg‘hgggﬁﬁ%@ﬂ_ Ak ﬂ‘in%?ﬁ@gatwe example
apiftl fefdeior th e deb@tpanyimastewheeth whibhect to prior

automatic fjltering to filter out all those bar ones .
whi ch are &&HES 4é5 epmbinedblogl figgram ol andflovwehpm of the@peration of,

e teﬁ{behfﬂgeé@ gf 4 %&m J&?rcﬁﬂg{oet% \Aél%’seﬁ[ﬁ,‘i]ljn%ﬁtil;ﬁ?y be

i mpl enent ed by ans of a 3software autonaton operates

accor di ng tlheembodioidnoof thg imlegtion illustratbDin2FiQdrc08i8 4831se in an anti-
PCT/ GB2004/ 000214 A Algorithm A script file is,

JES S E oo Wilgh & $4S67 gt oletoa gresbted for Scanming at an

input 1, are subject to scanning by the system 10 and then flagged as possibly containing a
virus depending on the result. The origin of the files is not material to the present
invention: they may be files read in succession from a local or network disk-drive and may
be the files ordinarily stored on the disk drive for its normal purpose or files which are
created by the system to store attachments to e-mails being processed by a mail scanning
system of which the system illustrated in Figures 1 forms part. It is assumed that the files
applied to the input 1 have been subject to prior automatic filtering to filter out all those
bar ones which are considered to be script files or macro files containing scripts.

The system 10, which may be implemented by means of a software

automaton operates according to the following algorithm.
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2. A gatherer' 2 analyses the program,which the
script defines and gathers together the programparts

wheingssasanl ysed i nto groups, elimnating dupliPet/682004/000214

Typical 5 groups would be the group of all comrents,
the group of variable nanmes, th& group of subroutine
nanmes, the group of strings, but the invention is not
| AlBokighimt 0 t hese particular groups. 3. The gathered
group contents_are then passed to a scorer 3, which

whl | scor e A gt fidg isuislivered tasthp syt feyrpreesssing.

spi ci ous. T . e f.irst. grou
TP oo e 2 S PR PSR P
tthgethm’theptogre?nﬁ pﬁrtnﬁoe@tg)malyse@um grorzl_bg eﬁtiﬁilmfngfdﬂﬁlicates. Typical
occurren of eac racter, working out a frequency
oFEYRS ‘B?Hclﬁgﬁ the %9'&;?%1? epRrgenipithe grgup Af wartablrapanges; theggoup of
Chi , . , _ . .
e Ebb MRob PRie, BAR B5fa 8oL pricter
expert ed for the |anguages it knows 15 about as

recorded in.a | anguage database 7. If nqt, the 0 .

i3§ provi si Bﬂﬁﬁa@‘e?ﬁ%a%&%“ﬁen SUS HEEPAsSE t?PS?‘?‘TE’?% "E}E@l will score
&k@ﬂ@ﬁn@@&%mqﬁ&%dﬁbr%b@ﬁmﬁhi s. | there are no groups

mar ked as suspect, finish processing by flagging the

f4l e to be Thesaersn3 sddevintherfirigioe for prasessingaitd. 8. ﬁo
9% Th ' j n.exception.ist mtcher
R L T RN

taf degurodneekafaath glmrﬁcnilswwgﬁﬁ@oﬁﬂ aa@eqaﬁn@lﬁﬁi‘ibh@cgﬁ}%liftbéram data set.

the script can_be ignored, stop processing an ag .

téﬂe file 1o BRDPEE ke His HgRbRU AP the amﬂmﬁﬁn@detenmnes

Ifnethdr thik A€ i ' ibuti (et fol the i

bkl 59603 St 8088 oS5 i RO i v

fdbayt sstrecurdplin allingu@gt Hanlease On éf naythe Erdupys proeisidmdy flagged as
at he¥ er 2 is as a process that parses the script,

%W@%?'ng it up into conponents. Components the system

0 is intenegeRort Broups i, 88 tPfeg@MENtS, Strings and
so on, are stored I'n groups for future analysis by the

seorer 3. Thiheragae hegeaupg nwilkdd assasped, fifiish pmcesimsbyfagging the
126888 GatldPhs il gl%v%?}et gtéé‘ﬁo%g;rug% scripts. For

instancé, comrents i i ntroduced by the hash

char act er, Th#'scripthi tiesckedbRat sxdeptiddl Kdt @sedéHer 9 YBAee if it can be
(Vi suil BASI C f.or Applications) are introduced either

J§NQRe hBie &, Tardpstancs, tojgneye kapwe p@inizivhish fiagas suspicious. If the
/ -
e N R P——
output 8.
10. If processing arrives here, the script is flagged as malware, by activating a

"treat as malware" flag at output 11.

Gatherer

One way of implementing gatherer 2 is as a process that parses the script,
breaking it up into components. Components the system 10 is interested in, such as
comments, strings and so oﬁ, are stored in groups for future analysis by the scorer 3. The
gatherer 2 Willrneed different parsing processes for different types of scripts. For instance,
comments in PERL are introduced by the hash character, “#’, while comments in Microsoft
VBA (Visual BASIC for Applications) are introduced either by the word ‘Rem’, or by a

single quote.
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Rem This is a test subroutine RemIt does not do nuch
MsgBox "Hello World" End Sub 10 Sub Test2() Rem This
w@nmilgsdsy outine Rem |t does not do nuch D nPUEGB2®4/000214
Integer 15 Dim AnotherVar as String Var =7
Anot herVar = "Hello" Var = Var5+ 3 End Sub 20 This
woul d generate the follow ng groups: G oup of
comments This is a test subroutine 25 It does not do
nEedimdliei S anot her routine G oup of routine nanes Test
30 Test2 Goup of strings Hello Wrld Hello 35 G oup
ofhefaHewisizds praerssnpley XBAwipher Var 40 Scorer The
scorer 3 processes each group, and al so consists of
t he frafuesrdy) anal yser and the matcher. Frequency
Anal yser B5isThe f fesfueneyoudnnd yser 5 converts upper
case |t &F $°FH TPheCRdifval ent | ower case letter. It
then gounts Y& huisere 8P thst ances of each character
code in each group,
Sub Test2()
Rem This another routine
‘Rem It does not do much
Dim var As Integer
Dim AnotherVar as String
Var = 7
AnothervVar = “Hello”
Var = Var + 3
End Sub

This would generate the following groups:

Group of comments
This is a test subroutine
It deoes not do much
This another routine

Group of routine names
Test
Test2

Group of strings
Hello World
Hello

Group of variable names
var
AnotherVar

Scorer
The scorer 3 processes each group, and also consists of the frequency

analyser and the matcher.

Frequency Analyser

The frequency analyser 5 converts upper case letters to the equivalent lower
case letter. It then counts the number of instances of each character code in each group,
and calculates percentages. Analysis is not confined to single byte character sets, that is
the frequency analyser 5 should be adapted to handle multi-byte character sets and

Unicode.
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and cal cul ates percentages. Analysis is not confined

to single byte character sets, that is the frequency
w@pakyssss 5 shoul d be adapted to handl e nul ti - ByL/6B2004/000214

character sets and Unicode. 50 WO 2004/088483

PCT/ GB2004/ 000214 6 Exanple: 6f the group of strings

is Hello Wrld 5 Hello Then the frequency

dHxatpidution will be a 0 f Ok Op Ou0Oz0 10bO0g

0O015g0vOspacel cOh2mOr 1wld1li OnoO

Sf BeXrip &F shidgs@s © 3 t 0y 0 15 and the percentage

frequ%@yoqdoﬁ&lbutlon wll be a 0.00f 0.00 k 0.00 p

0.00 We0180 z 0.00 b 0.00 g 0.00 1 31.25 g 0.00 v

0.00 space 6.25 ¢ 0.00 h 12.50 mO0.00 r 6.25 w 6. 25

2hef 118 FRyvlen @Qtnﬁut@orp@ﬂﬁbé) 00 x 0.00 e 12.50 ) 0.00

o 18.75 t 0. Mat cher The nmat cher 6 conpares

t.he frq-qyenc;k gll st |(put|9no of the grpup as 25

gabcul gt ed by ghe Er@queaccy angbakser1 5, with the

fo equency di stoi bukion ok known sets. Normally these

sefls wiil b benwpittenol anguages, such as Engli sh,

Gefnman,J Chinesé and 4o ®mM Dependi ng on the

particul ar group, the matcher 6 may or may not take

ahtl tlor pesomiage frequenegtdistmbutionovildeount . For i nst ance,

subrouti ne and variable nanes typically do not

contaion purct wavtdon, kand.&® pupctoatd on wi [d.doe =z 0.00

|bgn03r 8d for t We8e groups.2Howeuwer 0si0ri ng‘s 3@) 0@nd space 6.25

nmeRf's t%le@aPPy woul §-¢bnt aFn u?ﬁ?ctu

éjspeftl glly 'sp 3% afd g o®puncfua r v@fl Iorg[t be

|gn]o%’é3 for t gr 8upé€: "Mat chi ng 1% dohe %€t by set

conparing the percentage frequency for each

a8€Yer, with the expected percentage frequency

range for that,£0RF§CbR are§ {h ﬁ%ueﬁ%ﬁﬁﬁﬁﬂ&ty af(ﬁ{thes group as

outsi de the range, an a s re nd a cou
icalenbbeEliiyeitic fienemcg anayé.er Gh‘arthdteefr@luhmyedlﬁebntlon of known sets.

e T TS N I s
Rt DepehRdthS on (S asiular R OGL 88 rﬁﬁcﬁdﬂ%ﬁn&}%ﬁmﬁjdﬁ& t¥d 411 or some
punctuation into account. For instance, subroutine and variable names typically do not
contain punctuation, and so punctuation will be ignored for these groups. However strings
and comments typically would contain punctuation — especially spaces, and so punctuation
will not be ignored for these groups.

Matching is done set by set by comparing the percentage frequency for each
character, with the expected percentage frequency range for that character. If the
frequency falls outside the range, an anomaly is recorded, and a count incremented. Once
all characters have been processed, the anomaly count is checked, and if greater than a
certain value, the group is flagged as not matching the set. Processing then continues with
the next set. If the anomaly count is not greater than the certain value, the group is flagged
as matching the set, and processing stops with the matcher recording the group was not
suspect.

If no sets match, the group is recorded as suspect.

The allowed percentage frequency range for each character will be a

function of the set (e.g. English), the actual character (e.g. ‘E’) , and the total number of
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the next set. If the anomaly count is not greater than
the certain value, the group is flagged as natching

W0 b4988483 and processing stops with the nat chePCT/GB2004/000214

recording the group was not suspect. 40 If no sets
match, the group is recorded as/ suspect. The all owed
percent age frequency range for each character will be

ahafaureed indhe oup hﬁdé&@ést (a.lgge ER@pimbdr tedtRElldetedpdcted to have a
character (e. and _the total npunber of WO

sty @g@l@é@nrﬁ%w m@bgrm@ oDufliciently papkh graups afernof pepected to have
%38& Eoﬁ%’lqgcgn L63 thete @g l?étr qutgff thlge% tl‘{e%ﬁﬁcti’(‘fnl rbtuflfS the limits as

ected to have a er co F'ation than a
gmbmwmiﬂwﬁﬂdtOGMIIy smal | groups are not expected to

have good,correl ati on gnd ther, be a _cut
poi nt wher eﬁ’ﬂ'ﬁ‘ OV EheRq yFMP‘HﬁbFﬁémP‘i Wt0§tl’é?§etandthet°tal

bﬁ&ﬁ/@%f&&@%ﬁ%&@%ﬁh@ﬁb&tomd anomal y count will

be a function of the set and the total nunber of
char act er s Honinstaace iw Bpglishdbe letteste! might bepsperteskto oceur roughly
g Brrer ) m_ght expect ed. ccur ..
0TS WloeiB Bt LR g0 B B ER P s e imits of
tgfwA,fana ¢0isen FarG dronebibife EYPE ehetEinlts Midts bef7% shd20h. smd
10.8% For a group of size 1, 000, the linits m ght be
7% and 12.5% 10 Exception L| st The exception |ist

ng{};gégg n Pid¢pl enents rules which are used to elimnate
al's p05|t|ves for known prograns that are harm ess

but whi ch rithg eatdptiomlisichandler AdmpBarhalrhles mhidhese ased to eliminate
\ng],sgl ci.ous.. The exception |ist rules can work

BRRIUTVRSfRr Knosvn RieEtams itpt BLR hawtess by wideh pigy otherwise be
%@E’Iﬁ@ﬁth@%mtaﬁ{%d M@@us‘gtb@&ﬁs bl @k ceptibh Hist fﬁ’%e% :Eaélgw]b%lfﬁl Vakious ways,

known ecksuns, by searching th
negjudiag betapmt digstedris cohparang thx bERI clwmokding bf arfiteciith a list of known

o¢C no.furth ct one i s taken fIa

Chechbing G0 ehee B HER I ot SR s e SR it march
Ricogs aBfuREICAttiBh & tSkRDB n@f’ﬂa%gl"ng lthe Rldtas ‘"ﬁ‘ézﬁ Rs Hon-Alware" at
turn out to be viral, 20 can bé anal ysed, and an

R8BS on |ist entry generated and added tlo the rul es
f .
of except ' oo%r%l]tré (Vh%%nag%: ag?ﬁiduar%gf.nra{: %’ﬁt \%1111{3]1 d8ho ﬁm’? Sltlthtg be viral,

positives occur S ng

wys beand sedsaral Hi adebtvndizeentty ﬁ@eﬁmlw adﬂedibb&hﬁmles &f exception
an be_ conmbi ned wi.th_ systens ich i enment ot her
e&h%ﬂdaqygc? S%glabsmlabfafsa PPgifyesdo @gﬁ@f:emm BBITS nst ance,

prograns flag98d.Aking thebystm 104s 8 ¥Sh&TNoh viTRy dQ@ctlon system, it

al located a 25 certain score, or variety of sc
depbn domgm@d; withesysixime Whmhrlcmuﬂmnm other tqohmqudzsl ag ptaﬂ otﬁe larger

ta ccount in gonjynctio I

S G PsBHED teriops AgHed R VirRhurint B GR 0B Tuahi s cAlogeted a
@'eftﬁlﬁrs&!% NBiagiBlyl dT880rtd Apehisik AR ex@Bt @ﬁqﬁﬁ{aﬁcésnpmﬁﬂy to be
group of strlngs may be nore suspicious t

anlesrrantp aceounhin epnpinstion withsteres ayn ffS@lCﬂﬂ@@ smtymal Biffgyent groups
may be allocated different weightings (for instance, an anomaly in the group of strings may
be more suspicious than an anomaly in the group of variables). Scores may also be
assigned using other heuristic techniques, and only if the total score passes some limit is
the program flagged as viral.

Extra long strings or arrays of strings may be considered as a separate group
all by themselves.

Small sample sets may be ignored. For instance, if there are only ten

variables, this may not be enough to analyse.
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PCT/ GB2004/ 000214 8 CLAIMS 1. A system for scanning
for nalware a conputer file containing source code of
3 conputerﬁeroc gi ven conputer |an ua e
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. flagging the file as suspect or not depending on
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conpari ng nmans for Zomﬁaﬁsr)@ﬂhe Rhaecer fleqi@néyodistridutivr of each part with

wherein the fl agging s operative to flag the
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ac owrd comparons by thekowiperieg medtese f | aggi ng means i s

operative to flag the file as suspect depending on an
accumul ated score prepared by addi ng individua
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Gharacters £ffees E?&Bﬁilﬁ@tot Qaith WyHErelARY ?la ofing 'ﬁieﬁﬂssits ®krative to
according to ‘any one of the precedi ng cl alns and

ifeglthel filegs susnsaindepadingran an adauimidptechscoxcpppiroth by pdding fndividual
nt ent be t
SR PRI htorbi i SRR 1ty B raced ey B

included in the exception list; and wherein a file is
not marked as suspect if it is identified as being on

tdhe exceptA gystdm sdcording to claim 1, 2 or 3 wherein, in operation of the
comparing means, the range of distributions which it considers as representing an
acceptable match for the part is varied depending on the number of characters either in part

or the program as a whole, with fewer characters corresponding to a wide range.

5. A system according to any one of the preceding claims and including:
means for maintaining an exception list of files which by their contents are
to be treated as exceptions;
means for identifying a file as being included in the exception list; and
wherein a file is not marked as suspect if it is identified as being on the

exception list.
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accurr‘lgﬂ ated score prepared by addi ng individual

<xBrded pesarhiielucAcgsphutions: ekh part with an

expected fr, i [ [

accordi ng tf%%gﬁgl%r[ﬁ gl’e%gg%grag%t g 8?%&%{1&? %E}%%gﬁl%%foo or more

tdoepag&ors dypbe congpanmgmssans.he range of distributions

which it considers as representing an acceptable

match for the part is varied depending on the nunber
characters either in part.or the.programas a . .

Shot e i i thel oorbRePEr and g st G B EE g poperative o
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to 10 and including: maintaining an exception |ist of

fqne @ mgee ehsapd partsedioes pefrnaeh an exnscied rEEe25 treated as

exceptions; identifying a file as being included in

t he exception list; and wherein a file is not marked

ag suspect IA% fsllte{Hodia»%cdr&’i%Qtté ElafH 73shePGh B @fEoldd8neans is operative to

excepti on
flag the file as suspect depending on an accumulated score prepared by adding individual

scores obtained in comparing each part with an expected frequency distribution.

10. A method according to claim 7, 8 or 9 wherein, in operation of the
comparing means, the range of distributions which it considers as representing an
acceptable match for the part is varied depending on the number of characters either in part

or the program as a whole, with fewer characters corresponding to a wide range.

11. A method according to any one of claims 7 to 10 and including:
maintaining an exception list of files which by their contents are to be
treated as exceptions;
identifying a file as being included in the exception list; and
wherein a file is not marked as suspect if it is identified as being on the

exception list.



