| NETWORK DEVI CES W TH PROXY ADDRESS RESCLUTI ON PROTOCOL TECHNI CAL
FI ELD [001] Enbodi nments in accordance with the present invention
relate to network devices with proxy address resolution protocol.
BACKGROUND ART [002] In a conventional Ethernet environnent, in order
to enable data comunication (e.g., TCP/IP data communi cati on)

bet ween a sender ice and a target device, the DLL (data |Link
ayer communi cat NETWORE Bl i BROeabBRiEss ReShluih: ce
obtains a MAC (nedi a address control) address of the target device
according to an IP (Internet protdBOICQEdless of the target device
by using the ARP (address resolution protocol). Mre specifically,
according to the ARP, the sender device can broadcast an ARP request
frame containing a target |IP address on an Ethernet, and all the

ot her network devipgeAat Epglied to the Ethernet can receive the
request frane. But only the network device having the target IP

address will r n 1 : it : . r
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the sender, device, and is assi %ned an IIF? addr ess, contai ni ng the sane
net wor k | Btwork devices with proxy address resolution protocol.

BACKGROUND ART

[002] In a conventional Ethernet environment, in order to enable data
communication (e.g., TCP/IP data communication) between a sender device
and a target device, the DLL (data link layer) communication is established first,
e.g., the sender device obtains a MAC (media address control) address of the
target device according to an IP (Internet protocol) address of the target device
by using the ARP (address resolution protocol). More specifically, according to
the ARP, the sender device can broadcast an ARP request frame containing a
target IP address on an Ethemet, and all the other network devices attached to
the Ethemnet can receive the request frame. But only the network device
having the target IP address will respond to the ARP request with its own MAC

address.

[003] If the target device is attached to a different Ethernet from the
sender device, and is assigned an IP address containing the same network ID
with the sender device so as fo be included in the same virtual private network

with the sender device, an ARP Proxy may need to be established between the



wi th the sender device so as to be included in the sane virtual
private network wth the sender device, an ARP Proxy may need to be
establ i shed between the 2 sender and target devices. For exanple, a
proxy ARP can be configured in a gateway between the sender and
target devices. Moire specifically, the2 gateway can receive an ARP

request fsaiRrirerdepstiRyides, (g &@ , SBMXGARP S BOERFRIrEHh a

target | P address contained in the ARP request frane with a set of
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of the t evice is Inc routing i means
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DLL communi cation between the sender device and the gateway. As
such, theaRdeenRpre Hie tesgel lPaddseps epriainad,ipihe WRR sertiast ranewithdd
then transfer the I P packet to the target device, such that the data
comuni caset@i |Berdaeessashs tbe nagingtable airthetgatieway elf thalP alddress of the
established. [004] However, the conventional proxy ARP technique nay

cause someggtrdeiiceABRneluded $n tHeofouting table, whichandens tiestargét dedidetan
host and a gateway having the proxy ARP function can be attached to

the same 5 heidihbie raRPnBlBhalOPE GAGWRY B3R faRorRNoARE seRBUPdbvice

frame containing t ress o target host. Art recel ving
the ARP r\WHﬁgtovntr{ Ri¥e aHQFests%%%tabie the DLL communication between the

sender device and the gateway. As such, the gateway can receive IP packet
from the sender device and then transfer the IP packet to the target device,
such that the data communication between the sender and target devices can

be established.

[004] However, the conventional proxy ARP technique may cause
some proxy ARP errors. For example, a sender host, a target host and a
gateway having the proxy ARP function can be attached to the same Ethernet.
The sender host can broadcast an ARP request frame containing the IP
address of the target host. After receiving the ARP request frame, the target
host can respond fo the sender host with its own MAC address. However, IP
address of the target host may be included in the routing table of the gateway,
such that the gateway can also respond to the sender host with its own MAC
address after receiving the ARP request frame. As a result, the latest MAC
address received by the sender host may not be the MAC address of the target

host, which may cause a proxy ARP error. In other words, the gateway may



host can respond to the sender host with its own MAC address.

However, I P address of the target host may be included in the
routing table of the gateway, such that the gateway can al so respond
to the sender host with its owmn MAC address after receiving the ARP
request frane. As a result, the |atest3MAC address received by the

sender hoblbckite paspdr@Dibeovitlsidstions sinaddditivh, tadtggige dfahe, whi ch may
cause a proxy ARP error. In other words, the gateway may 3 bl ock the
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DESCRI PTI ON OF THE DRAW NGS [ 005] Features and advant ages of

enbodi nents of the clained subject matter will becone apparent as
the followi ng detail ed description proceeds, and upon reference to

t he draw ngs, wherein |ike nunerals depict |like parts, and in which:
[006] FIG 1 illustrates an exenplary bl ock di agram of a network
device, in accordance with one enbodi nent of the present invention.
[007] FIG 2 illustrates an exenplary bl ock di agram of a network
system in accordance with one enbodi rent of the present invention.
[008] FIG 3 illustrates an exenplary flowhart of operations
per f or med



by a network device, in accordance with one enbodi ment of the present
invention. 5 SUMMVARY [009] In one enbodinent, a network device

i ncludes a proxy ARP unit for conparing a target |P address
contained in an ARP request frame with a first plurality of IP
addresses in a proxy ARP table of the froxy ARP unit, and for

gener at i NBRHOF SRS CRIPVION OFRTEEDRANV/INGS MAC address of the network
devi ce according to a result of the conparison. In addition, the

net wor k devi ce OOiSPCFéélt?ﬁe@?g?'éPgﬁlgtpagéQ'o? ehWodihehisd tﬁ%%%ﬁr?@e sub;]eect

plurality of |P addresses cket routing. Furthernore, t

net wor k deyi J I I l,e t r oxy
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receiving the ARP request frape, . assigning .an |IP address to a host
g5 no G PR MBSk o6 e WIBER IR ST S S e dEmarts
address into the proxy ARP table and the routing table respectively.
6 DETAI L&m PESURhPTI ON [ 010] Reference will now be nade in detail to
t he enbodi nents of the present invention. Wile the invention wll

be described in conjunction with these enbodinments, it will be
understood that they are not intended to limt the

[006] FIG. 1 illustrates an exemplary block diagram of a network device,

in accordance with one embodiment of the present invention.

[007] FIG. 2 illustrates an exemplary block diagram of a network

system, in accordance with one embodiment of the present invention.

[008] FIG. 3 illustrates an exemplary flowchart of operations performed
by a network device, in accordance with one embodiment of the present

invention.



invention to these enbodi nents. On the contrary, the invention is
intended to cover alternatives, nodifications and equival ents, which
may be included within the spirit and scope of the invention as
defined by the appended clains. [011] Enbodi nents descri bed herein
may be di scussed in the general contekxt of conputer-executable

i nstructions rgeiMARYON sone form of conputer-usable nmedi um such
as program nodul es, executed by one or nore conputers or other

devi ces. Generally, program nodul es include routines, prograns, .
obj ects, conmpdf8f sin erg embodineents adetwek deviepinchislesst RIGAARR
tasks or inplenment particular abstract data types. The functionality
of the ploogoampaningld Esgety dddressrbontatheant indirsf RPognedsafsardesvitred i n
vari ous enbodinents. [012] By way of exanple, and not limtation,
conput er -firgapluealipaf & atbbeseedii AIR0LP AR RiblsdlhadRoREARP anil and
comuni cati on nedia. Conputer storage nedia includes volatile and
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technol Oggécket routing. Furthermore, the network device includes a processing unit
coupled between the proxy ARP unit and the routing table. The processing
unit is operable for receiving the ARP request frame, assigning an [P address

to a host logging onto the network device, and updating the assigned IP

address into the proxy ARP table and the routing table respectively.



conpact disk ROM (CD-ROM), digital versatile disks (DVvVDs) or other
optical storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other nmagnetic storage devices, or any other nedi umthat
can be used to store the desired information. [013] Comuni cation
medi a can enbody conputer-readable ins&tructions, data structures,

progr am npgTiagSER DRSEENPHAL|] i n a nodul ated data signal such as a
carrier wave or other transport nechani smand includes any

i nformation de@@ﬁrﬁef@gh@e wlipﬁ?\él?ecmﬂéﬂg‘ﬂ%@faﬂ%‘?ﬁé %gﬁjogirﬂﬂlaﬁts gqﬁéi ﬁ

signal that ha e or nore aracteristrcs' s or change

such a manner, as tp engade i nfor ion in the signal. By wa
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medi a such as a wired network or direct-w red connection, and
wirel ess hege£mkrAimestadoviliiecungaiaiond thatiheymeg noRintendesd toalinal thehd
other wirel ess nedia. Conbinations of any of the above should also
be i ncl udiesienfiathimthelse esslhpéments o@pube contadatheinvedtian i iblstided to
Furthernore, in the followi ng detail ed description of the present

i nvent i ongovetrtentstivepericdificatden@iahg eguivataits fwhich may be detludsd within
provi de a thorough understanding of the present invention. However,

it will bg rﬁﬁ:‘?@éﬂc?@&b of 8 infntidh 'é'ﬁéf}he‘akfb {hd dbgdiRied diaihftat the
present i n\(/ae tion may be pra(!?\?%ne@ \?at out t*eseébs%eme?iéclza] etails.
In other instances, well known nethods, procedures, conponents, and

circuits have not been described in detail as not to

[011] Embodiments described herein may be discussed in the general
context of computer-executable instructions residing on some form of
computer-usable medium, such as program modules, executed by one or more
computers or other devices. Generally, program modules include routines,
programs, objects, components, data structures, etc., that perform particular
tasks or implement particular abstract data types. The functionality of the
program modules may be combined or distributed as desired in various

embodiments.

[012] By way of example, and not limitation, computer-usable media
may comprise computer storage media and communication media. Computer
storage media includes volatile and nonvolatile, removable and non-removable
media implemented in any method or technology for storage of information
such as computer-readable instructions, data structures, program modules or
other data. Computer storage media includes, but is not limited to, random

access memory (RAM), read only memory (ROM), electrically erasable



unnecessarily obscure aspects of the present invention. 8 [015] In
one enbodi nent, the present invention provides a network device
(e.g., a gateway) which can operate/function as an ARP (address
resol ution protocol) Proxy to enable data conmunicati on between a
sender device and an outside target device that is attached to a

di f f er ent pigigh@hAfiblé ROM JEF@F@@W%MEJ%W AP aTEr398ABR) techhBlodhe

enbodi nent, ‘when the sen devi ce broadcasts an ARP request frame

containin ; I . | ' ed
fo the saaBhCBERCICR ROME A=) YE0Ble ABKL EOVBRTbr bihslopBEILY
not block the DDL (data |ink |layer) comunication between the sender
Gevi ce.arsiofae Madietichassbliaadfgane fOFp magneq ok Kp Rbeay Gnet
exenpl ary bl ock diagram of a network device 100, in accordance with
one enbodN@gRElieptarpge gerisen: of anepihes mediymdhatgan be usedto store e
network device 100 (e.g., a gateway) includes a proxy ARP unit 108,

a routi ngdesitdceinidgrmatiand a processing unit 102 coupl ed between the
proxy ARP wunit 108 and the routing table 114. [017] The proxy ARP
unit 108 can be operable for conparing a target |P address contained
in an ARP request franme 104 with a first plurality of IP addresses

in a proxy ARF[P?{%@' @oﬂfmﬁﬁ]@aﬁﬁr?ﬁ*ﬁédﬁah‘@Hﬁ)grﬁggrgnﬁélﬂ?{;%aﬁ%@rati ng

an ARP reply 112 contalning a MAC a e network device

100 instructions, data structures, program modules or other data in a modulated

data signal such as a carrier wave or other transport mechanism and includes
any information delivery media. The term “modulated data signal” means a
signal that has one or more of its characteristics set or changed in such a
manner as to encode information in the signal. By way of example, and not
limitation, communication media includes wired media such as a wired network
or direct-wired connection, and wireless media such as acoustic, radio
frequency (RF), infrared and other wireless media. Combinations of any of the

above should also be included within the scope of computer-readable media.

[014] Furthermore, in the following detailed description of the present
invention, numerous specific details are set forth in order to provide a thorough
understanding of the present invention. However, it will be recognized by one
of ordinary skill in the art that the present invention may be practiced without
these specific details. In other instances, well known methods, procedures,
components, and circuits have'not been described in detail as not to

unnecessarily obscure aspects of the present invention.



according to a result of the conparison. The routing table 114 can be
used for storing a second plurality of IP addresses for |P packet
routing. The processing unit 102 coupl ed between the proxy ARP unit
108 and the routing table 114 can 9 be operable for receiving the
ARP request frane 104, and for assignifg an |P address 110 to a host
(not shown in FIG 1) logging onto the network device 100, and for
updating the assigned IP address 110 into the proxy ARP table and

the routing Fam;%alﬁ‘ﬂoﬁééﬁﬁﬁd'lrﬁéh thd Predk ﬁet m[\/ﬁfv%g@@gglﬁ\)bcg@ é}‘let\h&kone

enbodi nent, if ost logs onto t
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an identification of a correspondln host | oggi ng onto the network
devi ce 10@eviewenHamevisidetarget sleyiog thebistaitsicbed dnvaifisranPEtkinet tem
only assigned to correspondi ng hosts |ogging onto the network device

100, in othe soroediderite. Adtemtagarashs lity oné kenbqaimeat svhag theidenti@? can
not only update an assigned IP address 110 into the proxy APR table

when a cogensd BRsHdtshosh ARIYfe Ui frahfe ESHtYRINY A8 YP @BdAd, ofab!ébapan
al so delete the assigned I P address 110 fromthe proxy ARP tab
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net wor k
network device will not block the DDL (data link layer) communication between

the sender device and the local target device.

[016] FIG. 1 illustrates an exemplary block diagram of a network device
100, in accordance with one embodiment of the present invention. As shown in
FIG. 1, the network device 100 (e.g., a gateway) includes a proxy ARP unit 108,
a routing table 114, and a processing unit 102 coupled between the proxy ARP

unit 108 and the routing table 114,

[017] The proxy ARP unit 108 can be operable for comparing a target
IP address contained in an ARP request frame 104 with a first plurality of IP
addresses in a proxy ARP table of the proxy ARP unit 108, and for generating
an ARP reply frame 112 containing a MAC address of the network device 100
according to a resuit of the comparison. The routing table 114 can be used for
storing a second plurality of |P addresses for IP packet routing. The processing

unit 102 coupled between the proxy ARP unit 108 and the routing table 114 can



device 100. [019] In one enbodi nent, each |IP address of the first
plurality of P addresses in the proxy ARP unit 108 contains a
network I D of an Ethernet (not shown in FIG 1) coupled to the
network device 100. Since the first plurality of |P addresses are
respectively assigned to a plurality of hosts |ogging onto the 10

net wor k diy ioperdilé fort reeepiny thlel ARPaEghesttfmnmad ot hend edrmiskgritey kaeP100
can be included in the sane virtual private network. [020] In one

embodi Tenjgaeas 196088 A nal Lot FIE. 200 GARG Bl Meferibri bifice

routing ta 114 can be I'F pa ting. For exanple, if

a target S =

the rout #5*5’ %rbof BYoRaiNG 1 aoihod 12 20edR 00 B HRITel YR e "
packet from %%“g hgé’: {f{l shown in FIG 1) and forward the IP
packet t o2 oo taBle 1 1A esRerliYalor ki nterface of the network
devi ce 100. The routing table 114 can determ ne which network

I nterface of the network device 100 can be used for the IP packet
routing. In one enbodinent, the I P address 110 that is assigned to

the host | oggji0i@] ohove shecifiealivoirkode enttmdiifient; #ra hbstdoge ontudihiced
into the routing table 114 for | P packet routing. [021] In

FPare! | Sl deec eS8 (e ssabher e 10
the host and update the assigned IP address 110 into the first plurality of IP
addresses in the proxy ARP table of the proxy ARP unit 108. Thus, each IP
address of the first plurality of IP addresses can indicate an identification of a
corresponding host logging onto the network device 100. Furthermore, the
proxy ARP table contains |P addresses only assigned to corresponding hosts
logging onto the network device 100, in one embodiment. Advantageously, {he
processing unit 102 can not only update an assigned IP address 110 into the
proxy APR table when a corresponding host logs onto the network device 100,
but can also delete the assigned IP address 110 from the proxy ARP table

when the corresponding host logs off or is disconnected from the network

device 100.

[019] In one embodiment, each [P address of the first plurality of 1P
addresses in the proxy ARP unit 108 contains a network ID of an Ethernet (not
shown in FIG. 1) coupled to the network device 100. Since the first plurality of

P addresses are respectively assigned to a plurality of hosts logging onto the



the ARP request frane 104 via the processing unit 102 and conpare the
target | P address contained in the ARP request franme 104 with the
first plurality of IP addresses in the proxy ARP table, in one
enbodi ment. The proxy ARP unit 108 can drop the ARP request frane
104 when the target IP address is not 10matched with any | P address in

the proxynéfidrk ahiee 100, tihe phirbitty ohhosts dritbthemetwiridRBice 100 138 [ean
generate the ARP reply frame 112 when the target IP address is

mat ched V%Eﬁm%ﬂ%mﬁ’eégﬁfeeﬁﬁuglf privage hbfwdrkpl ural ity of 1P addresses in
11 the proxy ARP table, and transfer the ARP reply 112 to the sender

host via the processing unit 102. [022] In other words, if a host
has an | P address that is contained in the proxy ARP table the

net wor k devi ce an operate as ARP Pr ox host . he
net wor k devi ce[O%gg lcfb gbodimap ee pIp %‘?ﬁf@éﬁ?ﬁ ﬁ@re in
target I P address that is the IP address of the host t he network
devi ce 10the regtingdafle drlé eamebearsed &yllp packetrouting frar@xample.ta tavget
address of the network device 100 to the sender host. As such, the
DLL (dat ahdstr{kot styasn in Etamljrhassan th abetesséncluded irettm*okltid@vatﬂe 1140
and the sender host can be set up. In one enbodinment, after the DLL

communi ¢ afhieibtivdrie 8bvide 10bNaNMNREEREaN Heyadet 1ot aaRnEBERbMEnaN | P
packet fromthe sender host and forward the IP packet to the target

host accoggllpgid Bid M) At idrerd 8RB Jddket to the target host via a network

interface of the network device 100. The routing table 114 can determine
which network interface of the network device 100 can be used for the IP
packet routing. In one embodiment, the IP address 110 that is assigned to the
host logging onto the network device 100 can also be updated into the routing

table 114 for IP packet routing.

[021] [n operation, when the network device 100 receives the ARP
request frame 104 from the sender host, the proxy ARP unit 108 can receive
the ARP request frame 104 via the processing unit 102 and compare the target
IP address contained in the ARP request frame 104 with the first plurality of IP
addresses in the proxy ARP table, in one embodiment. The proxy ARP unit
108 can drop the ARP request frame 104 when the target IP address is not
matched with any IP address in the proxy ARP table. On the other hand, the
proxy ARP unit 108 can generate the ARP reply frame 112 when the target IP

address is matched with one IP address of the first plurality of IP addresses in



[ 023] Advant ageously, a proxy ARP function based on the routing table
114 can be di sabled, and the network device 100 can operate as the
ARP Proxy according to the Proxy ARP table in the Proxy ARP unit

108, such that the proxy ARP errors caused by conventional nethods
can be avoided, in one enbodinment. Fan exanple, if the network

devi ce 10fd E8) WP MbIARd RAHERF thd ARPErGEAM 7 B 6 SerldRr 68t Vi the

address that is |ncI I'n e routing ta but 1s not

i ncl uded V. P table in the proxy ARP unit 108, the
net wor k dé&c%ggiﬁ?gdﬂm 'not respond to the ARP request franme. 12

[024] FIG 2 illustrates an exenplary bl ock di agram of a network
system 200, in accordance with one enbodi nent of the present
invention. Elenents that are |abeled the sane as in FIG 1 have
similar functi$22] alidother worgstif #Bosidhrs an IR edgrersdbat isexpntained in then
one enbodi nent, the network system 200 includes a sender device 202

for br oadpastyiARP dablARPe esfuesi déviesd 000hn opardtd dean&tRP Proxieforties
100 coupled to the sender device 202 for enabling data comunication

bet ween t REstS IR NERGYIE Bt 1@0%@&@%%@#@%@@@@& fi&fve 684 cfRthining

| oggi ng onto the network device . I'n one enbodi nent, the outside

target de
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device 1ogar?agngreatgtt9e }\ﬁ%yeply frame 112 including the MAC address of the
network device 100 to the sender host. As such, the DLL (data link layer)
communication between the network device 100 and the sender host can be
set up. In one embodiment, after the DLL communication is set up, the network

device 100 can receive an IP packet from the sender host and forward the IP

packet to the target host according to the routing table 114.

[023] Advantageously, a proxy ARP function based on the routing table
114 can be disabled, and the network device 100 can operate as the ARP
Proxy according to the Proxy ARP table in the Proxy ARP unit 108, such that
the proxy ARP errors caused by conventional methods can be avoided, in one
embodiment. For example, if the network device 100 receives an ARP request
frame containing a target |P address that is included in the routing table 114,
but is not included in the Proxy ARP table in the proxy ARP unit 108, the

network device 100 will not respond to the ARP request frame.



whi ch has an NIC (network interface card) 206 coupled to an Ethernet
210 having a network 1D NID210. As shown in FIG 2, the sender

device 202 can be attached to the Ethernet 210, and assigned an IP
address containing the network ID NI D210, so as to be included in a
virtual private network having the né@2work 1D NI D210. [026] In one

enbodi ment, t hpp2gat FI@Y2 il@l@tréwstélﬁéxerﬂ%lawdB@cﬂlﬁilé\gﬂr@“@@& nefgtked to
an Et hernet 212 having a network 1D NID212. In one enbodi rrent t he

outsi de tagel, i @céiahBs with %%%%%anﬂ&tt&?%hﬁpgs’é;ﬁq onand

aSSI gned an [P address containing t network | or er to

N D210, { Rt MR afﬁ&%@%?d@ﬁ%%%z%i’ﬁ 36 oS er LR A,

and can be SSI ned her 3 | P address 110 _contaj ning the network
ID NI D210" eé%!tf% sgiped PREEINg A LORPMARSIMERT &%aﬁgﬂqm@ystem
assigned IP address 110 into the proxy ARP table of the proxy ARP
uni t 108. 20 idudasad rsgmdemrée\a@%;?ggé@r hrpaderptingsan ARRceaguisst framestd
into the routing table 114 of the gateway 100 for |IP packet routing.
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[027] I n anot her enbodi nent, the outside target device 204 can al so

be coupl %Wrﬁéﬁloﬁtﬁlﬁﬁv@% tﬁé%eﬁdé'r PEEcOL0DRNE dIEbUKRIdE tafYEt GRYidenOt

shown in FIG . In order to be included in the virtual private
net wor k hffyﬁf %dﬁ&o%t W@rr*%twgrk device 100. In one embodiment, the outside

target device 204 and the sender device 202 can be attached to mutually

different Ethernets.

[025] In one embodiment, the network device 100 can be a gateway
which has an NIC (network interface card) 206 coupled to an Ethernet 210
having a network ID NID21g. As shown in FIG. 2, the sender device 202 can be
attached to the Ethernet 210, and assigned an IP address containing the
network ID NID21g, s0 as to be included in a virtual private network having the

network 1D NID24g.

[026] In one embodiment, the gateway 100 further includes an NIC 208
coupled to an Ethernet 212 having a network ID NIDz42. In one embodiment,
the outside target device 204 can be attached to the Ethernet 212, and
assigned an IP address containing the network ID NID242. In order to be
included in the virtual private network having the network ID NID24q, the outside

target device 204 can log onto the gateway 100, and can be assigned another



NI D210, the outside target device 204 can renotely log onto the
-gateway 100. Simlarly, the gateway 100 can assign an |IP address 110
containing the network ID NID210 to the outside target device 204,
and update the assigned IP address 110 into the proxy ARP table and
the routing table 114. [028] In order Bo conmunicate with the outside

target deyp g€dré@4.1 10N ntsiaREEhedRVEE @@1[926}51 b?&ﬁ@gaféwayamomﬁwe

request frame 104 on the Ethernet 210. In one enbodi nent,

proce33|n Y
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108. The XYy ARP Xtr ct the tar addr s from
the arp r Serory AR ok aq Al e %ng%@?ﬁf’pﬁ%aﬁﬁéi%@met he
first pIurallt of I'P addresses in the proxy ARP table. [029] In one
enmbodi mendéRdatgd lr&attbmwtﬂwa@éﬁﬂM@f)th%atﬁwyrwéw peekefaoytiad-when
the target IP address is not matched with any I P address of 14 the
first plufb¢ouisidd targebdevies 264 caRdravexxarepdemord R bddtessget | P
address is different fromany IP address in the proxy ARP table, the

proxy ARP unit 108 can drop the ARP request frame 104. [030] In one
enbodi nent, the gateway 100 can generate the ARP reply franme 112

P R B bl A B e L i P

to the coupled to the Ethernet 212 via one or more network devices (not shown in FIG.
2). In order to be included in the virtual private network having the network ID
NIDz10, the outside target device 204 can remotely log onto the gateway 100.
Similarly, the gateway 100 can assign an IP address 110 containing the

network 1D NID24g to the ouiside target device 204, and update the assigned IP

address 110 into the proxy ARP table and the routing table 114.

[028] in order to communicate with the outside target device 204, the
sender device 202 can broadcast an ARP request frame 104 on the Ethernet
210. In one embodiment, the processing unit 102 can receive the ARP request
frame 104 via the NIC 206 and transfer the ARP request frame 104 to the proxy
ARP unit 108. The proxy ARP unit 108 can extract the target IP address from
the ARP request frame 104 and compare the target |P address with the first

plurality of IP addresses in the proxy ARP table.

[029] In one embodiment, the gateway 100 can drop the ARP request

frame 104 when the target IP address is not matched with any IP address of



sender device 202. For exanple, if the target |IP address is the sane
as one |P address in the proxy ARP table, the proxy ARP unit 108 can
generate the ARP reply franme 112, and transfer the ARP reply frane
112 to the processing unit 102. The processing unit 102 can transmt
the ARP reply frane 112 containing the MAC address of the gateway

100 to t hgeshadsiralRy be e 89dredkas! Per Bk&maROif thd et IP8dldss js

communi cati on between the sender device 2%2 and thé gateway 100 can

be est abl j; - cel

2161 om Vet il SR TP eGSR it AR b B0 i AR ARl
out si de target gev'! ﬁg) 204 gccordi 5% to the routing table 114. NMAC
addr ess i <@RUGRY e r8QuPiE@MRI0% s burnt into a ROM chip on an

NI C when the NIC is nmanufactured. In one enbodinent, the MAC address
of the gateway 100 can be the hardware address burnt into a ROM chip
on the NIC 206. [031] In one enbodi ment, the network system 200

further includ@sod Ir ovakbntbadgeenidéhw gatey HIQ carhgendrate the ARPaeply
Et hernet 210 with the sender device 202. |In one enbodi nent, the

| ocal targgieter &her e tRbebIFaddRESiY MatdHER] WY ohedPesidrésa6Ethd04,
and conpare the target IP address with an IP is address of the | ocal

arget By oo clpEloehoagelalBtye, AR Gty iR € 00 N

214 according (R fd 554! EoPlxdfificS ATRE N PSdRRE i I L8RS de 1P
address in the proxy ARP table, the proxy ARP unit 108 can generate the ARP
reply frame 112, and transfer the ARP reply frame 112 to the processing unit
102. The processing unit 102 can transmit the ARP reply frame 112 containing
the MAC address of the gateway 100 to the sender device 202 yia the NIC 2086.
Thus, the DLL communication between the sender device 202 and the gateway
100 can be established. As such, the gateway 100 can receive an |IP packet
216 from the sender device 202 and forward the IP packet 216 to the outside
target device 204 according to the routing table 114. MAC address is a
hardware address that is burnt into a ROM chip on an NIC when the NIC is
manufactured. In one embodiment, the MAC address of the gateway 100 can

be the hardware address burnt infto a ROM chip on the NIC 2086.

[031] In one embodiment, the network system 200 further includes a
local target device 214 attached to the same Ethernet 210 with the sender
device 202. In one embodiment, the local target device 214 can also receive

the ARP request frame 104, and compare the target IP address with an IP



address and the I P address of the |ocal target device 214. If the
target IP address is the sane with the I P address of the | ocal
target device 214, the |ocal target device 214 can generate the ARP
reply franme containing the MAC address of the |ocal target device
214 for responding to the sender device 202. |If the target IP

address i gqdHekt 8F Y I0ch PRI VicP U eFRe Rcdl s bpaa.cézgg%ndevi ce

214, the local target devicte 214 can drop the r cel ved request

tabl o é?“@%@eorgéda'f\@%ﬂ%%??%ﬁ’f%a%@ﬂ R A% Biess Wl oRU,
The. gat eul 1508 4SREATIRA LR o REHRL e GHINTBaf1 BTBET MR FTERE S ender
device 202 and the local tar get device 214 will not be bl ocked by

t he gat ev@gdrees anyghe I8 @éléimss(;@ﬂ the local fergpt deiee 29 4oflf thedargss 4P
target device 214 is not included in the proxy ARP table. As such,

i f the sesdbresséiheesaiie withothddRsdddanssAeiRhedocadsarget doeicdé @4 4, the local
containing the I P address of the |ocal target device 214, the gateway

100 will tg tdé&i@ﬂﬂb@ngbﬁe%th@%lmieﬁly fERmelEhtiniy theavNaC
address of the gateway 1 As a result, the sender devi ce 202 can

ind the GfesSEr tifcal GRuetdd iR 14 R orldiiglo Y Sijact Ve 208
e 21%4hé:%rget IPeéSécﬂ’ess IS glgferé)nt(?rp Itﬁ/e' IF'laddress of the local target device

214, the local target device 214 can drop the received ARP request frame 104.

[032] Advantageously, in one embodiment, the proxy ARP table of the
gateway 100 includes the IP addresses which are only assigned to the
corresponding outside network devices logging onto the gateway 100, such
that the DLL communication between the sender device 202 and the local
target device 214 will not be blocked by the gateway 100. More specifically,
the IP address of the local target device 214 is not included in the proxy ARP
table. As such, if the sender device 202 broadcast an ARP request frame 104
containing the IP address of the local target device 214, the gateway 100 will
not respond to the ARP request frame 104 with the MAC address of the
gateway 100. As a result, the sender device 202 can receive a correct ARP
reply frame from the local target device 214, and the data communication

between the sender and the local target devices 214 can be established

properly.



[033] FIG 3 illustrates an exenplary flowhart 300 of operations
performed by a network device which is operable for enabling data
communi cation, in accordance with one enbodi nent of the present
invention. FIG 3 is described in conmbination with FIG 1 and FIG
2. The flowchart 300 can be inplenentléd as conput er-execut abl e

instructions s[O33RAFIG. & diugdrstes -an eadmblanmdibvwomar] G34] of nopératisns
302, the network device 100 can assign an |IP address to a host

| 0ggi NG 0ol NBY War kneARMHE eddile MP:'i&m Sgeq felré)é}é' Yor 'éna%liﬁgshata

(e.g., the outside target device 204) Iogs onto t he network device

100, the ng
the' net mé’irﬂﬁﬁﬁﬁi%%fg ofa59ér%%n&?h’*~ﬁ§b9%fﬁﬂ%oua“§§”@3P%%so%iqﬁ%é’hﬂh
devi ce 10 0, th , 35 ock 304
the. net worIE b dessate<t fnoamBinalo Mrh6 S gheird S AiarBedlopabarniep o
first pIurallty of | P addresses in a proxy ARP table and a second

pl ur al i t yC@j1 bepmpiaineriedas @pmpu@&ﬁXﬁgutﬁaé iestruelinns stoead/in 3 gompeter-
enbodi ment, the processing unit 102 can not only update the assigned
P addr essdabe medaurhe proxy APR table when the correspondi ng host

| ogs onto the network device 100, but can al so delete the assigned

| P address 110 from the proxy ARP table when the correspondi ng host
| ogs off or is disconnected fromthe network device 100. As such, in

one enbodi ment pygkhePhigEk 30% the network device 100 can assign an IP address to
a host logging onto the network device 100. More specifically, if a host (e.g.,
the outside target device 204) logs onto the network device 100, the processing
unit 102 can assign an |IP address 110 containing the network 1D NID2qq of the
Ethernet 210 coupled to the network device 100 to the host 204, in one

embodiment.

[035] In block 304, the network device 100 can update the assigned IP
address 110 into a first plurality of IP addresses in a proxy ARP table and a
second plurality of I[P addresses in a routing table respectively. In one
embodiment, the processing unit 102 can not only update the assigned IP
address 110 into the proxy APR table when the corresponding host logs onto
the network device 100, but can also delete the assigned IP address 110 from
the proxy ARP table when the corresponding host logs off or is disconnected
from the network device 100. As such, in one embodiment, the proxy ARP
table can contain [P addresses only assigned to corresponding hosts logging

onto said network device, so as to avoid proxy ARP errors.



tabl e can contain | P addresses only assigned to correspondi ng hosts

| ogging onto said network device, so as to avoid proxy ARP errors.
17 [036] In block 306, the network device 100 can conpare a target

| P address contained in an ARP request franme 104 with the first
plurality of IP addresses. Mre specilfically, when the network
device 100 receives the ARP request frame 104, the proxy ARP unit
108 can extract the target |IP address fromthe ARP request franme 104

and conpare th r | W [ P
addresses in t@gejpir %o%@%@ﬁﬁ%ﬁ Sr?ot\\gb Fﬁéﬁﬁggoggg,ﬂﬁéb%%&gétgb

devt oe. 100diaR BB urh ARR, 5Pk LR R B M AR e
mvent | orPds ks MO8 ReRIcH e R Biogh PP HGe dAD4SEoNRD e ARFon
bet ween a sender device and an outside target device. The outside
target degadestiiameel 04 the RExyARE unit 10&eamextradidhea éargkt bhaddress

sender device but have an | P address containing the sanme network ID
of the sdnularthd AR eeqUds freemsl 404 dedi cenm=ae the tardet R addresARRth thguest
frame containing the I P address of the outside target device. The

-network dg¥t glarsia of A atdfeskBs iR prostyaRP Lharesbnaascksics] thy t he

sender device, and respond to the sender device with its own MAC

addr ess iﬁe%ﬁﬁhg\t/iggﬁgfoo t@éenérgfé LR R hRTe 1Y E6Rtalming B MARS

in the proxy A
address of the network device 100 according to a result of the comparison.

[037] Accordingly, in one embodiment, the present invention provides a
network device for enabling data communication between a sender device and
an outside target device. The outside target device can be attached to a
different Ethernet from the sender device but have an IP address containing the
same network ID of the sender device. The sender device can broadcast an
ARP request frame containing the |P address of the outside target device. The
network device can receive the ARP request frame broadcasted by the sender
device, and respond to the sender device with its own MAC address if the IP
address of the outside target device is included in the proxy ARP table of the
network device. As such, the sender device can communicate with the outside
target device properly. The sender device may also broadcast an ARP request
frame containing an IP address of a local target device that is attached to the
same Ethernet with the sender device. Since the IP address of the local target

device is not included in the proxy ARP table, the network device will not



networ k device. As such, the sender device can comrunicate with the
outside target device properly. The sender device may al so broadcast
an ARP request franme containing an | P address of a |ocal target
device that is attached to the sane Ethernet with the sender device.
Since the I P address of the local target device is not included in

the proxyeABBnd3dtfe sthdertwiy andanb CRLIVEdhmiPlicatBn BtwBEAthd Sebdér

sender device, and the DLL communi cation between the sender device
and the | i : bl r . [038] Wile
the for eg@%e égégﬁﬂ) fé\ékﬁgﬁﬁw'gﬁcﬁgggrée%ﬁggﬁg pqg‘r%']%i ments of the
present invention, it will be understood that various additions,
nodi fi cations and substitutions may be nade therein w thout
departing fromthe ‘z})i.rit and scope of the principles of the present
i nvention as déGBheWhilg thedorggemariesarintior par dsawngs rerrasest in t he
art will appreciate that the invention nmay be used with many
nmodi f i catembedinierite oithes prasentiinentiam ribwilldre nhdenstanpbthtat easous
materials, elenments, and conponents and otherwi se, wused inthe
practi ce gidititves IMy@ntatihs MY SibArGidahag beahhde adadinedithsutspeci fic
envi ronnents and operative requirenments wthout departing fromthe
pri nci pl : o i oY i :
0o e lepind FRoPFESH, Y BESACEL nEIARAARECH i lesehPpotyion a
illustratjve d.pot restrictive,. the.sco f_the _.invention.being
 ndi cat et B HE R AchGTRabY herreintra ORGSR el da el Pl Thed thal
the invention may be used with many modifications of form, structure,
arrangement, proportions, materials, elements, and components and otherwise,
used in the practice of the invention, which are particularly adapted to specific
environments and operative requirements without departing from the principles
of the present invention. The presently disclosed embodiments are therefore to
be considered in all respects as illustrative and not restrictive, the scope of the
invention being indicated by the appended claims and their legal equivalents,

and not limited to the foregoing description.



and not limted to the foregoing description. 19 CLAIMS What is
claimed is: 1. A network device conprising: a proxy ARP (address
resolution protocol) unit for conparing a 5 target IP (Internet
protocol) address contained in an ARP request frane wth a first
plurality of |P addresses in a proxy ARP table of said proxy ARP
unit, and for genﬁéﬁbggg an ARP reply frame containing a MAC (nedi a
access control) a of said network device according to a result
of said conparison; 10 a routing table for storing a second

plurality of IP agfipesemirh@did:P packet routing; and a processing
unit coupl ed between said proxy ARP unit and said routing table, and

for receiving said ARP request frame, and for assigning an IP
address to a host1l oggAn‘gBtwntlbds\dmicnmpvieing:devi ce, and for updating
15 said assigned I P address into said proxy ARP table and said

routing table regpecti The net.wor k e.as clainmed in
Caim s, wner ei n Rl SRR aeRees GO LPR W?*ngf) B2 Sapgfng b
addresses indicates an identification of
5 target IP (Internet protocol) address contalned in an ARP request frame
with a first plurality of IP addresses in a proxy ARP table of said proxy ARP
unit, and for generating an ARP reply frame containing a MAC (media

access control) address of said network device according to a result of said

comparison;

10 a routing table for storing a second plurality of IP addresses for |P

packet routing; and

a processing unit coupled between said proxy ARP unit and said
routing table, and for receiving said ARP request frame, and for assigning
an IP address to a host logging onto said network device, and for updating

15 said assigned IP address into said proxy ARP table and said routing table

respectively.

2. The network device as claimed in claim 1, wherein each IP
address of said first plurality of IP addresses indicates an identification of a

20  corresponding host logging onto said network device.



20 correspondi ng host | ogging onto said network device. 20 3. The
network device as clainmed in claim1l, wherein said proxy ARP table
contains | P addresses only assigned to correspondi ng hosts | o0ggi ng
onto said network device. 5 4. The network device as clainmed in claim
1, wherein each IP address of said firg plurality of |IP addresses

conprises a netwogk | DThé nefworkideeAdeess eRiMEEth bR A, dheedinayaid proxy
device. 5. The network device as clained in claim1l1l, wherein sad

r ox 10 A i i } i i;
pr oxy RE’R%E!& @ﬁgb}r{;@?mﬁe% ol ?‘%g nBBﬁ‘H%oYrbg?gr?drlnﬂgihoaﬁer cin

processing unit. devi ce alnmed 1n

sai d proxy RP. unj I i request frame when said target IP
address is n@%'”@g‘%@ﬂ%@@ﬁ?ﬁ{@{ﬁ?@%%ddress in said proxy ARP table.
15 7. The network device as clainmed in claim1, wherein said proxy
ARP unit generates said ARP reply frane when said target |P address
is mtched with one IP address of said first plurality of IP
addresses, and wherein said proxy ARP unit transfers said ARP reply
frame toSsaid 20 $r ocesbe mgtwerkidevise asslginad iy clasn Janderstp aashuPst
frame. 21

address of said first plurality of I[P addresses comprises a network ID of an

Ethernet coupled to said network device.

5. The network device as claimed in claim 1, wherein said proxy

10 ARP unit receives said ARP request frame via said processing unit.

6. The network device as claimed in claim 1, wherein said proxy
ARP unit drops said ARP request frame when said target IP address is not

matched with any [P address in said proxy ARP table.
15

7. The network device as claimed in claim 1, wherein said proxy
ARP unit generates said ARP reply frame when said target IP address is
matched with one IP address of said first plurality of IP addresses, and
wherein said proxy ARP unit transfers said ARP reply frame to said

20 processing unit for responding to said ARP request frame.



8. The network device as clained in claim1, wherein a proxy ARP
function based on said routing table is disabled. 9. A nethod for
enabling data communi cati on, conprising: 5 assigning an |P address
to a host logging onto a network device; updating said assigned IP
address into a first plurality of IP addresses in a proxy ARP table

and a second plurglityTRé neRveltHeRssess bhirded iPdkird, WHaréin a %rlgxy
respectively; conparing a target |P address contained in an

(address 10 Aflgof’gh\lah&ﬁ'bafs@cﬁ 8A%ald F&H]HS%%RIEAﬁgﬁra‘gl d‘ LI,

plurality of resses generatin frame contai ni ng
a MAC (nedi a access control) address of said netvvork devi ce
according to a result of said conparison. 15 10. The nethod as
claimed in claim9, wherein each |IP address of said first plurality

of I P addresses ipdicates correspondi host | oggin ontq said
network device. 1. Thé H’@(%Pﬁ‘fﬁ%o&§”@gﬁ’i‘grggtq Hamuy Og'mﬁ%mﬁf'ﬁ'”géi d
proxy ARP 20 table contains |IP addresses only assigned to

correspondi ng hOSéésQ:,@ 'd?\gig 9(\5191 BsSH 4 h%%pﬁ‘lﬁjghmgﬁyﬁe)gegne%rk bevickhe

nmet hod as clained in erein eac

updating said assigned |P address into a first plurality of IP
addresses in a proxy ARP table and a second plurality of [P addresses in a

routing table respectively;

comparing a target IP address contained in an ARP (address

10 resolution protocol) request frame with said first plurality of P addresses;

generating an ARP reply frame containing a MAC (media access
control) address of said network device according to a result of said

comparison.

15 10.  The method as claimed in claim 9, wherein each IP address
of said first plurality of IP addresses indicates a corresponding host logging

onto said network device.

11.  The method as claimed in claim 9, wherein said proxy ARP
20  table contains IP addresses only assigned to corresponding hosts logging

onto said network device.



of said first plurality of IP addresses conprises a network ID of an

Et hernet coupled to said network device. 5 13. The nethod as cl ai ned
inclaim9, further conprising: generating said ARP reply franme when
said target |IP address is mnmatched with one I P address of said first

plurality of IP addresses. 14. The neth®&d as clainmed in claim9,

further conprising2. 10The epgthod asalalmaidin robaimestwiisraimeeadre P addss
target I P address is not nmatched with any I P address in said proxy

ARP table. 15 saT@ﬂmgumqtyac& Pl RidrBSEdsbdmhtid8sa nERGRED oF AMPEthekd: R

di sabling a proxy ARP function based on said routing table. 15 16.

net wor k syst&fnﬁgm E&iidr]ﬁétwarlfc?é\ﬂgé. device for broadcasting an ARP
0

(address res ion protoco request frame; and a network device
coupl ed to said sender device for enabling data 20 conmmunicati on

bet ween sai d sender device and an outside target device 1ogging onto
sai d network device, said network device conprising: 23 a proxy ARP

unit for conparing a target |P address contained in said ARP request
frame with a first3pl ufbf msthed applajmedds siam 9 further comprising:

generating said ARP reply frame when said target IP address is

matched with one |P address of said first plurality of IP addresses.

14. The method as claimed in claim 9, further comprising:

10 dropping said ARP request frame when said target IP address is not

matched with any IP address in said proxy ARP table.

15. The method as claimed in claim 9, further comprising:

disabling a proxy ARP function based on said routing table.
15

16. A network system comprising:

a sender device for broadcasting an ARP (address resolution

protocol) request frame; and

a network device coupled to said sender device for enabling data
20 communication between said sender device and an outside target device

logging onto said network device, said network device comprising:



proxy ARP table of said proxy ARP unit, and for generating an ARP
reply frame containing a MAC (nedia access control) address of 5 said
networ k devi ce according to a result of said conparison; a routing
table for storing a second plurality of I P addresses for |IP packet
routing; and a processing unit coupl ed Between said proxy ARP unit

and said routing _tab|Q,pr@gdARP*urﬁiﬁfb‘?icbhﬁ@riﬁgieﬁtaﬂja IPesHREEs EbatEhed
and for 10 assigning an IP address to said outside target device,

and for updating gaidly aggh s.'tﬁaﬁ#ﬁﬁ%ﬂfﬁ%ﬂH@ﬁ;’ggﬁr@éﬁég&é pPhe

and said routing table respective system as

clainmed in claim 16, in each. IP 1 dress said f.irst

o arariy of 1 oo dSR SonlarR Sl rowy AR LR Snd fosRipRrafin™an ARP
correspondi ng host | oggi ng onto, said network device. 18. The network
system as cl ai med Ry grgmerﬁ%?mmea AL Saiedia 36e88s carprob)asldsesopt ai ns
| P addresses only assigned to corresponding 20 hosts | ogging onto
sai d net Vork devisaid refwordkodevitreapenrdmgkdosysothadsaid eomeparisan;cl ai m
16, wherein each IP address of said first plurality of |IP addresses

gg\r/rip (r::ases a network | Da %ut?nng ta%ﬁeh%rr% cgrincgoélJ g!eggn 83u§aal=t§i o? FFB \é\igcrjlkesses

for IP packet routing; and
a processing unit coupled between said proxy ARP unit and
said routing table, and for receiving said ARP request frame, and for
10 assigning an IP address to said outside target device, and for
updating said assigned IP address into said proxy ARP table and

said routing table respectively.

17.  The network system as claimed in claim 16, wherein each IP
15 address of said first plurality of IP addresses indicates an identification of a

corresponding host logging onto said network device.

18.  The network system as claimed in claim 16, wherein said
proxy ARP table contains IP addresses only assigned to corresponding

20  hosts logging onto said network device.



5 20. The network systemas clained in claim116, wherein said proxy
ARP unit receives said ARP request frane via said processing unit.

21. The network systemas clainmed in claim 16, wherein said proxy ARP
unit drops said ARP request franme when said target IP address 10 is
not matched with any | P address of saidZplurality of |IP addresses.

22. The network sygtenThs neb@brkesstdin Glsallaimkel inWdret 6, Widerdin BAEHK P
ARP unit generates said ARP reply frame when said target | P address

s matched whddrea8®s LBIAHA! SPalRf of  Goledtal LoipRted Elr)?/e‘i'\iéﬁﬁéﬁf’?% art®

and wherein said proxy unit transfers sail r rame

said procesgjn nit for. respondin 0.said ARP request franme. 23.
The network %wgﬁ%p&’i‘%ﬁ ir"r?gv(‘f?'gﬁ(ﬁﬁvi%%' wherein a proxy ARP
function based on said routing table is disabled. 20 24. The network
systemas claimed in claim116, further conprising: 25 a |ocal

target device attached to the sanme Ethernet with said sender device
and for receiving said ARP request frane, and for conparing said
target | P address2@i t hTh@ netveridystam a8 clzimed inslaim H.gehereésvsaid, and
for generating an ARP reply frane containing a MAC address of said

| ocal proxy ARP unit receives said ARP request frame via said processing unit.

21.  The network system as claimed in claim 16, wherein said
proxy ARP unit drops said ARP request frame when said target IP address

10 is not matched with any IP address of said plurality of IP addresses.

22. The network system as claimed in claim 16, wherein said
proxy ARP unit generates said ARP reply frame when said target [P
address is matched with one IP address of said plurality of I[P addresses,
15  and wherein said proxy APR unit transfers said ARP reply frame to said

processing unit for responding to said ARP request frame.

23.  The network system as claimed in claim 16, wherein a proxy

ARP function based on said routing table is disabled.
20

24.  The network system as claimed in claim 18, further

comprising:



5 target device according to a result of said conparison between said
target |P address and said I P address of said |ocal target device.
25. The network systemas clainmed in claim 16, wherein said outside
target device and said sender device are attached to nmutually 10
di fferent Ethernets. 25
a local target device attached to the same Ethernet with said sender
device and for receiving said ARP request frame, and for comparing said
target IP address with an IP address of said local target device, and for
generating an ARP reply frame containing a MAC address of said local
5 target device according to a result of said comparison between said target

IP address and said IP address of said local target device.

25. The network system as claimed in claim 16, wherein said
outside target device and said sender device are attached to mutually

10  different Ethernets.



