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METHOD AND SYSTEM FOR PERFORM NG TWO FACTOR
AUTHENTI CATI ON I N MAI L ORDER AND TELEPHONE ORDER

WO BARSABI1 ONS REFERENCE TQ RELATED APPLI CATI ONBCT/82007/063239
application clains priority to U. S. Application Seri al

No. ' . for

Per f W@ﬁmgwﬁ@ﬂ? M@WI‘%W F &(a&Rand
Telephone Order Transactions," filed March 2, 2006.
BAGREENT IGSHHON B MIAJLORPER AND SHLISIHGNE ORDER
transaction card, such as a credit card, a debit card,
a stored val ue card, HRANKACTIONSa onaI ty card, a
smart card and/or the like, it is inmportant to verify
a cardhol der's ownership of an account to avoid a
variety of problens, such as unauthorized use.

Car dhol der REHFRENCRBIICPRELA THIEAPPPAESPIRS Veri fying
such ownership by the cardhol der. For exanple,

cahéBglidafiopdbhed ) oo ¢ l;bfﬁpngatﬁm"&%ﬁNB rE5#4.282, entitled
transaction i s perforned when a nerc ant

“Methroﬁ RL& §§%}Eﬁtﬁoy Eerlgf%rl % %ﬁggtﬂt} or Au?h laotnl'{rrl %Iagp Orcle{I Préd on

transaction car car er S Sl gha

Tetepfrt HaHF Fisni Rt AR o F e Epi 8“22‘5252 e

transactions in a plurality of environnents. For
exanpl e, cardhol ders can engage in traditional "in
person" transactions, transactions via the Internet,
transactions over the BACKGROENEhG transactions
through nmail systens. In many cases, cardhol ders
dH90IE Dueng eaasictipr sing a pansastion paydt viahese cicditsard, a debit
wi thout having to directly visit a service provider.

card, d sioddivalpe sard, b benlcaardhologialty vy, sseedet ¢4d ahd/oF hatliRe, it is
driving tinme and reduce the hassl e associ at ed

important to verify a cardholder’s ownership of an account to avoid a variety of problems,

such as unauthorized use. Cardholder authentication is the process of verifying such
ownership by the cardholder. For example, cardholder authentication during a “card present”
transaction is performed when a merchant’s representative verifies that the signature on a
transaction card matches the cardholder’s signature on a receipt.

[0002] Technological improvements have allowed businesses and individuals to
engage in transactions in a plurality of environments. For example, cardholders can engage
in traditional “in person” transactions, transactions via the Internet, transactions over the
telephone and transactions through mail systems. In many cases, cardholders desire the
convenience of performing transactions without having to directly visit a service provider. In
doing so, the cardholder may seek to eliminate driving time and reduce the hassle associated
with, for example, shopping in a retail environment or waiting in line at a bank by performing

these transactions from the privacy of their own home.
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with, for exanple, shopping in a retail environnent or
waiting in line at a bank by perform ng these

W@ e@nsesssi ons fromthe privacy of their own hoP&l/IS®03963239
"Card not present” ("CNP") transaction vol unes are

SL at | east rt because of such
cgﬁ\‘)g ﬂ%@ 9k BePed’ W&F&H%ﬁcﬂ‘é’? ¥OlgRgs pirdngReying at least in
sal es provided to nerchants However, as CNP .
part beqagses{ stFtbponyenighessproricled s eardialdare and e exirapdecpiosisied to
and the nonetary | osses due to such transactions are
merchamsr é@siengr, asCNe! ttanf 8004 |volVanss uscresk Ufraeiugenh avesabid@n and the
proposed to make econmerce and/ or online banking

monethfyABSRE HIORSUER Erﬁné%@ﬁd}ﬂs%re fleedsiag ab Wetlf act or _
aut hentication (e.g., by GPaynent Pty. Ltd ), dynamc

pﬁﬁfﬁﬁpd%ﬁn&ﬁs sg)ilttlol?ﬂ hg\ae[)l%eﬁ/é ga@)gﬂ?ﬁeoéﬁgﬂl erce aqd/or online

aut henti cati on nternati ona

. : However, these te ica qut|

ba“kﬂt?eté?{?srlﬂm"é T g Pt C*Jafég v B Brie Briapien: Py

O') transactions due_to unjique chal |l enges

Ltd.), 63/@5@[%@@%&6%84@% by BardaxPHehand qoé@o@]th%&ca%mﬂ &y
secupty weaknesses can apse when MOTO transactions use

Mastegtat lgepatevddes). Howenvalhésopeddologicatisqhaiiang heegnot been
obtain the static passcode by intercepting a

impleine@Bs &sttrhANordBtandaeRpBehetstger (ERIO TR )ithmsictians did toaique
data to determ ne the account information and

chﬂkﬁ@%ﬁﬁ&ﬁﬁmdS?%u&ﬂ@&kﬁﬁR%@d third party can be, for
exanpl e, a person intercepting |nfornat|on passed

n@“\ﬁﬁgﬂf %&3&0'5&% e)? Q’gmegs%gg eq{/h eM&‘%%‘tr sgctlon use

n’i ssu erna he “unau
be the merchant an

art / or
static p e P I GaRoTEgoRTd B%‘“‘Xff%“o‘??éa‘ﬁg’&ft’i‘téf paiode by intercepting a

secupty include the use of static data, such as

transaﬁ:trmbafnﬁla@mw aygicatingriheHeanemitediaf o elsterminehe aesopnt information
"CwW2") field of a transaction card, information from

and paascodddilbs snanthpdrized thiohpaeroande, foexpdm]yledapc&sqn intercepting

aut hopzation controls and the
information passed between a cardholder and a merchant or between a merchant and an
issuer. Alternatively, the unauthorized third party can be the merchant and/or its
representative.

[0006] Solutions used to increase security include the use of static data, such as
information stored in the Card Verification Value 2 (“CVV2”) field of a transaction card,
information from an address verification service, expiry dates, authorization controls and the
like. The CVV2 field demonstrates that a cardholder is in possession of the transaction card.
When the cardholder provides the CVV2 information to the merchant, the merchant includes

the CVV2 in an authorization request to the issuer, and the authorization response advises the

merchant whether the CVV2 information provided is valid.
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like. The CwW2 field denonstrates that a cardholder is

i n possession of the transaction card. Wen the
w@200dhaedsser provi des the CW2 information to tPEr/US2007/063239

mer chant, the nerchant includes the CW2 in an

a z ti n request .to the is
2307 Bor Sor Gdi56r oo STt a s RB e oh B he
CwW2 |nfornat|on provi ded is valid.[0007] One
authengicatzeiy shicadpes apt diiphe Srgastctranseeient | Awwordme! readirdasrty shat has
that the authentication value does not change for each
accessttp almseacd tfarvée e chai pglod ofaindinag bpableyo témt thh adfoasaesnsand use
to the card for even a short period of tine may be

it withdfl @etadaORY:E Row B mati on and use it wi thout the
cardhol der's know edge [ 0008] Anot her di sadvant age of

StodbsF HBJE@P@%&% t‘&Ee &ﬁ%ﬁﬁhénﬁc%@%m %ﬁ%s HEAILUCR measures

typi cal y vepty on transaction car presence

. d t authent| atln t he card
picaflg v ERBIRIGY s ERMAS L SO Era0T v Engurea g
than transaction card verification For exanple
cardhqldgr trisvsarer saidReideT bGERARMORIPYIESS JEEET SSSWayShan ransaction
suf ficient non-repudi ati on evi dence to warrant
card ve ledtigh n ffonevapimde tcacthaldge betbéntisroereprovsies cartliidsgers with
transaction card authenticati on does not. [0009]
sufficiBytvaii-repadi hi@ndvidenice anwhesh pedading sndiehuat etlasgebaeleprotection,
devised to facilitate cardhol der authentication in

while YeTG: GVl 4@ BB R atiSH@bstRENNOl 0gi es | ncI ude voice
aut henti cati on, sound authentlcatlon (i.

g@ﬂgfgbkp/f?&n%aagﬂ%nﬁ%% ér%g%ts %XUea bé‘e%‘%{égﬁéd ?d"ﬂcmtate

assco age o such dy

cardhlis hehtciog pMEALOGI %aé%?r'géuﬁci&et e

np[enent a MOTO aut henti cati on sol ution. Such '
authentisatinto Peyideitheptipgionr(epr Barsaction @l hptogenergte dymamic sounds)
infrastructure | ayer whereby nerchants receive
and dyavatiiepdssaaes.00ne disad vantage oé sudhalydems antnticaimethneloghes is
data to transaction card issuers. Merchants would need
that thEP ohIJRESEERIN ofy S8 the reute@tolafiéh needed to implement a MOTO
authentication solution. Such technologies do not represent a solution to the infrastructure
layer whereby merchants receive authentication data from cardholders and transmit such data
to transaction card issuers. Merchants would need to implement systems to accept and
forward the dynamic information. Moreover, acquirers would need to implement systems to
pass dynamic information to the transaction card issuer.
[0010] Accordingly, cardholders and merchants are concerned that fraudulent
MOTO transactions occur frequently and that information in non-fraudulent transactions can

be stolen for fraudulent purposes. What is needed is a method and system for inhibiting

unauthorized accesses to MOTO transactions.
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forward the dynamc information. Mreover, acquirers
woul d need to inplenent systens to pass dynam c

WO pdognenssi on to the transaction card issuer. [BOI/0$2007/063239
Accordingly, cardholders and nerchants are concerned

t ent ansactions occur fr tly and
lﬂﬁﬁlt n d‘F PYg rn‘rrl THEHOR PG eI BR {13 PR TIOO Kl apen to
stolen for fraudul ent purposes Wiat is needed is a

be perfpemhdeecarady.syst em for i nhi biting unaut honzed accesses
to MOTO transactions.[0011] A need exists for a nethod
ajod 12}y shdonthdraeedpetist fa amdibOabd syssac df parfdrmilpetwo-factor
performed securely [0012] A further need exists for a

authenfBidtRd n AN OISR e REG i MK Bl MGuldvBnf 64580 MOTO transactions.
authentrcatron in a MOTO environnent to inhibit

ul

O PO AR E SR bl A5 BE0 LB el Hott ob I abore-ised
of the above-|isted problenms SUMVARY [0014] Before the
Bfesent nethods, systems and matepal s are descpbed, it
is to be understood that this inventionis not limted
to the particul ar methodol ogi es, systens and natepal s
descpbed, as these may vary. It is also to be
under st ood that the terﬁﬂhéﬂéé¥iused m t he descpption
is for the purpose of descpbng the particular versions
ok00&4d oBefieecths pesest metherds, systemns 4ndtraaieiaels et deperitiedt thes to be
scope of the invention which will be limted only by
understdvel thgpbndecenobaismet linG@d%¢ tHetpamirsdar ahesicododogiest egbtdnraind

as used herein and in the appended cl ai ns, the

materils igstrided f RtRase ey var@nit is A&ho Hehﬁndex*sfb'éhl!ﬁ’@ tid tefrdinology used
ref erences unless the context clearly dictates

in the Qésteﬁg#rrg I;TthH? Bpfo ied%@%lﬁ% gﬂeﬁ%ﬁt’f%?ﬁ%efs?or@ or embodiments

er ence

proble

only, and is not intended to limit the scope of the invention which will be limited only by the
appended claims.

[0015] 1t must also be noted that as used herein and in the appended claims, the
singular forms “a,” “an,” and “the” include plural references unless the context clearly
dictates otherwise. Thus, for example, reference to a “cardholder” is a reference to one or
more parties involved in an exchange of value, data and/or information. Unless expressly
stated otherwise, all undefined technical and scientific terms used herein have the same
meanings as commonly understood by one of ordinary skill in the art, while all defined
technical and scientific terms shall be deemed to include the same meaning as commonly
understood by one of ordinary skill in the art with the stated definition. Although any

methods, materials and devices similar or equivalent to those described herein can be used,

the preferred methods, materials and devices are now described. All publications mentioned
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nore parties involved in an exchange of value, data
and/ or information. Unless expressly stated otherw se,
wa@bkdo7nessef i ned technical and scientific terns RGCEUS2007/063239
herein have the sane neani ngs as commonly understood
one of ordinary sKki inthe art, while defi
heremiaeeﬁ?ﬁrearategriti Sl e i*ioéﬂ%ilwﬁmgﬁ&i be grnsiyg oani a&mlsm that
i ncl ude the sane neani ng as commonly understood by one
the invgfiti@y idinaaentitlelite pntpdpte pechatiscloguichby hetug phpaer invention.
definition. Although any nethods, matepals and devices
siooi éJarinain eathodiradred metot Iﬁmszmtlmlaasicqnbgoh ineil erder oateldphone
used, the preferred nethods, natepals and devices are

order (AMAGHS ‘?M%Bi%lu& fecBiwhig Mdnﬁ@ﬁi(ﬁﬁﬂﬂfdrﬁﬁ@&hw @h{&r@l{aﬁt from a
I ncor porated by reference hbthing herein is to be

cardho(i:c%? g% F\uig (a)a%gﬁe tlgaq{ggqi?gc : Sclagiggsrugp\ésﬁ/@@%tgﬁﬁlgﬁ}%] B%) the issuer,
st B O P s B B8 o s v, v
. transacti on naX i ncl ude receiving authentication
issuer may drfpen ithnmprgphant it heatranspgtion ig Velit JRbEREse. e SWed My
aut hentication information to an i ssuer, and
informatbe erendhannigat thy avthenticas e mforntrgtohes invhid. alt dmeambasmennthe
information is valid. If the authentication

authentiBAtRINTBIJr@ALi b mé includetil®rindgoresuchy aidyhaniv pab&ode, a static
merchant that the transaction is valid. O herw se, the

passco'd§ SH&hetRY, drRh P biflet nﬁm%h%h e midYale JsBe t@&ﬁmﬂkﬁtg alkaRaction

information is invalid. In an enbodi nent,

card, a%%tg%?un IOIC 2 éeli.rgﬂoldnf qfoﬁ%ﬂrﬁ@ uch tuﬂ@‘rﬁ'gﬁm' Iﬂ%piggﬁhe ggound, sound

nant ¢ passco ass

_ bi onet any other infornation that may .be u e

blomeirisseahtﬁmi a8 h ciousfy S 1B detot: COMME G o expiration
cardhol der. For exanple, such information may include

date, azarthotdsr namerissubi-spestijsomitheatipatianrisgssieaiding i ihe s prigiipating
country code, a card account nunber, a card expiration

BIN” diad &.g.amothet b alaildn mang,a bisigedddspe ai shipq;)ing address, a social
aut henti cati on data specified in the "participating

secun@lﬂﬁmﬂé@taaekﬁh&}eanuﬁ’ﬂﬁet" &' sScolilt SRAndEA M Bhnsadtibh hisioR@and/or a
dress, a shipping address, a soci al secupty nunber,

dnver’@ lfc?ﬁs%%ﬁﬁ)gy nfﬁmeémboﬁﬂn@ﬁ‘tcfﬁg ngsugallng}n&&emﬂné WARSEFA hdFehant

ory an

initiated the authentication as part of a MOTO transaction. In an embodiment, the issuer may
not supply a personal assurance message and/or other cardholder information previously
supplied by the cardholder in response to the authentication information if the merchant

transmitted the information.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] Aspects, features, benefits and advantages of the embodiments of the present
invention will be apparent with regard to the following description, appended claims and

accompanying drawings where:
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dpver's license nunber. In an enbodi nent, the issuer

may determ ne whether a nerchant initiated the
wa@eionaesscati on as part of a MOTO transacti on PCI/HR2007/063239

enbodi nent, the issuer may not supply a personal

a sage and/ or ot her car.dhol der. i nfor i on.
APRUE UaRy SRR nisy SrrBr O BPeor drE Tipe dsoBaI g with an
the authentication information if the merchant
authentigaiiparrervieedace prgingrnp @neabioghineBRI EF DESCRI PTI ON OF THE
DRAW NGS [ 0017] Aspects, features, benefits and
0019t afj€s 2akepichseanendooghl arg pteesffot hreaphagented payeaiti on
will be apparent with regard to the follow ng

transad RS GREIrHRG 1o aPPRBI&@theat.ai M5 and acconpanyi ng draw ngs
where:[00I8] FIG 1 illustrates an exenplary process

¢ G g C . SOOI
DR e B8 SR EE ST L Ty S ke icatng o
epi cts an exenpl ary process for an authenti cated
MOT@H%W&H‘E"%“&H@H%O&H eggbéjg}ra?rﬁg to an enbodi nent. [0020]
FIG 3 depicts a flow diagram of an exenplary process .
f[@P2Hut W@gt“i denictsripflaw e PhAs w%wm&waﬁgum@n%tmg a
enbodi nent. [0021] FIG 4 depicts a flow diagram of an
MOT@uempt@oyagooies® o pefeaet keboidioeni.ng a MOTO
transaction according to a preferred enbodi nent.
DETAI LED DESCRI PTI ON [ 0022] Exenpl ary net hods for
setting up, authorizing, registering and securely
transacting i n an ETANERDESCRIFEIONW | | now be
described. Initially, an authentication service may be
S[D22P - ExXxghplhfyinétRodd or sitiNens, iagtbriemg SREtesM gAY securely
invol ve performing initialization procedures for each

transa@ﬁ{gltih gg Bgﬂﬁe SRRt § 11 noW 88 BeRABLd. ChRANY Sa BMhentication

service may be set up. Setting up the authentication service may involve performing
initialization procedures for each participant in a system. These participants may include a
plurality of entities, such as merchants, financial institutions (i.e., issuers), acquirers and
cardholders. A merchant who signs up with the authentication service may receive a
merchant plug-in software module for an online environment. In an embodiment, the plug-in
software module may be designed specifically for the merchant’s computing platform and
commerce server software. Issuers participating in the authentication service may provide
bank logos and marketing designs for incorporation into a customized authentication service
enrollment site template. Acquirers may also provide the merchant with a service
organization certification authority (“CA”) root certificate, a service organization certification
authority SSL certificate for client authentication and/or integration support.

[0023] Before an issuer uses the authentication service, the issuer may obtain a copy

of authentication software programs specified in the issuer domain and may install hardware
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plurality of entities, such as nerchants, financi al
institutions (i.e., issuers), acquirers and
we@ardhedsaer s. A nerchant who signs up with thePCT/US2007/063239
authentication service may receive a nerchant pl ug-in
re nDduIe for an ?nllne envi ron an
systenésria[_r)lg em‘FﬁtéorbEieﬂ‘@C? $PTI¥ \A&F‘éermﬁ ﬁ)é?/v}g?el entity
desi gned specifically for the merchant's conputing
authengicaii dropalicias dné ot ineEngs bysjegss sdshtifigation nuadgeBIN) Information to
participating in the authentication service nmay
the aupeotidatien baniceltojosseand camlhklett vayifdesogpocéses. In an embodiment,
i ncorporation into a custom zed aut hentication service

an iss @R RN pIBAte BithénticBNB AEGrmaheHth RIS HIRYCRbE QeRIRY iPde loading
t he nerchant with a service organization certification

of autl?elﬁlt?é)tr&n 1¥f0§1;1%19 mﬁ? %cﬂ‘ftglretlélfgla S/gfu?ne &pg&fi ¥t Edtdholders. For

organlzatlon certification ority SSL certifrcate

for client authenticatiaon and/ or e t upport .
examii D05 “BarPE ) Sanraf 8 pRe s h%ﬁ@?\ MBS B OR

service, the issuer nmay obtain a cop I
authengigAMENTET Wad i SEUSF A aasi g 65@@9@3@6@&@%@ Namppe(“PINT) to

i ssuer donmain and may install hardwaresystens and the
each oflifs handholdersi dacls eardh@dersody than esd s wevi gned}INaP socess

provide identity authentication policies and
autherdhfibrcinpatiatign blsthiraasnredlahd efrollabhigirocassrnay beBkphdited because

information to the authentication service to be used

each chfiheREARAL der bé’x%ﬁmfré@t%tdoﬁ{bl&é Q¢&EDRA EnloNnR At {obadi ment
an | ssuer nay provi de authentlcatlon information to

t Eﬁ%&ﬁt !/1% hﬁ@attlog nf%%%t 091 ﬁxcltu%@%fﬁﬁn? onI suchasad namlc

tlca I on |n orma arge vo

ort of car holders For ssuer,
passcifige HAC BisSciile; YATEIES; TGy aiher T%P“P%%”“éﬁ?dﬂ?ﬁ B
t he authentication service, the issuer may assign a )
autherpisple GriENSAGER CAIG, a7 A¢COHNINTrAaFdOlder NFPT eXmple ﬁugT infqrenation
cardhol ders Each cardhol der may then use the assigned
may iRilidetasoand.esssndbiohenidsc abuomess ndentifredtionna countityhiogle, a card
manner, the enrol |l nent process may be expedited

accouﬁﬁﬁl%b%e BedegAr@be e a saMhd18ér Rehe! REtErIspekifi® authentication data
conplete a formal enrol | ment process. [0024]

spemﬂ%ﬂtuE Bt ﬁﬁ% B}ﬁﬂ n? RIRP G 018, FhdrNGhAiden hathdy T8hiiREaddress, a
such as a nant c

shipping address, a social security number, a telephone number, an account balance, a
transaction history and/or a driver’s license number. Issuers may provide account number
ranges for their card account portfolios and access control server (“ACS”) IP addresses or
Uniform Resource Locators (“URLSs”) to the directory server. In an embodiment, the
authentication service may be offered through bank-branded Web sites, which allow
cardholders to register with the authentication service. In an alternate embodiment,

information may be transmitted via a mail service, over the telephone and/or via any other

communication means.
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passcode, a static passcode, bionmetpcs, or any other
information that may be used to authenticate a

W@ e@nsesssi on card, an account or a cardhol der.PEDDS2007/063239
exanpl e, such information may include a sound, sound

bi t a,.busi ness ideptification, a country.code, .
OB PR N TR e e Py b i PhieeBi Ot SREPwith an
car dhol der name, issuer-specific authentication data

authen@g@ggnf qeé\dcq@chgfmgat@rqni E‘é]iltﬁ)éit[‘p%. gsNhowgtnaF{Cé_ lg a’cardholder may
not her's mai den nane), a billing address, a shipping

visit 1868 dn ems|ImansWeb alte seouphed hyabssyeraln & dpmoate emboadierent, a
an account bal ance, a transaction history and/or a

cardhdldldr &y GnladcE @NBuaN BYREEPhons SHEil SndrayothérondBudCa@d Mheans. A
nunber ranges for their card account portfolios and

cardh GG G5y 2RI VithSRE ¥&thedticAGoh derlife BUYLSIRRS ofE ombfeqwri?saction

t
Resource Locators ("URLs") to the directory server |

an enbodi nent., the. authenti,cat,ion servic v.be ..
card G ETRANATT Bt SR BPERRO et Pel Pl B S sueh s

. cardholders to r ster with the authentication
prima PG VDS RGPS @rﬁfm}sﬁ?wm ACATIGTRHEE T Ghddigyn pddress,
transmtted via a mail service, over the tel ephone
an e-mafldyddressyiaghaper ddnéificetimmniatiice an penounievendicpoRPBilugpGardholder-
illustrates an exenplary process for registering a
specificgrasdvaird and/oi tlthemicatdrhiafdrinméivh.on servi ce according to
an enbodi nent As shown in FIG 1, a cardhol der may

Vioaé] 1RReAihe RRAAbIERMINAYER r&dleSted®ifoFAANRolNe Althentication
i ssuer In an alternate enbodi nent, a cardhol der nmay

servic%,gﬁ]é ?e%ic@ﬂuagzéﬁér tththE @Lﬁgﬁlgpﬁs erKW tlallé‘uﬁ%ﬁlr a %g\n ?{%e tr?‘?eistered

nmuni cat | ans car er nmy register

aut hent.i cat.ion service by s | vi ng. one or re, .. :
by theduRE the el A R et s RGBS Y i a I § depfity using for

cardhol der may transmt 110 information, such as a
example, g PthepicGHRD datahermaintamed Py thiad paityprsl/ efdhe Sspggmdn an

a card expiration date, an address, an e-mail address,
embodimshio feassuedmay iverikya ¢aodholddrisaderdnty agog amissuer-provided file of

verification value, a cardhol derspecific password
approvdddafthofltd) €l tan @Atbodimdnif the NBilidramay verify a cardholder’s identity by
analyzing status check authorizations. In an embodiment, the issuer may verify a
cardholder’s identity by comparing responses to pre-loaded information in the authentication
database provided by the issuer.

[0027] If the specified PAN is not within the issuer-enrolled card range, the
enrollment may be rejected, and the enrollment process may terminate. If the PAN is within
an enrolled card range, an authorization for, for example, one dollar may be submitted
through a service organization payment network, such as VisaNet, to the issuer. In an
embodiment, the authorization of the one-dollar transaction may permit the issuer to verify

the card account status, verify the address using the Address Verification Service, and verify

the Card Verification Value 2 (“CVV2”). Alternate or additional information may be verified
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[0026] After the cardhol der sends the requested
information to the authentication service, the service
woreap7Atedssfy t hat the cardhol der's PAN falls w RP¢I/HS207/063239

card range registered by the issuer. The

durin gclg eqnlazé?)tolg %F%E%E \imgn Sn%ﬁafrrlljep%hﬁeegm éé/ld Hpy be a 3-digit value
authentlcatlon dat abase nmai ntained by a third party
that is ayjdgadly préed gsthe signptireasirip AHBGIFABRACIOP Berdj ssuer may
vepfy a cardholder's identity using an issuer-provided
f 0028 Jof If alppranyd exchpparvdtiahel entbentlcatiam seamise diaygmompt Hid the
i ssuer may vepfy a cardholder's identity by anal yzi ng

cardholder roiSadelitRMKI| AlbdHOPZ@dn i@RFmalifn & VeRITD @l JiRNoldet Redentity. The
I ssuer may vepfy a cardholder's identity by conpapng

i
e e S R AL AR B e S r pggispicate
S not within the issuer-enrolled
the cargho OFURBE bieG e e s e of ot e, and | he
enrol I ment process may termnpate |If the PANis within
9023 oMhen tfteaﬁaadmé%é idegityisteEHsd endHeragpropigie responses are

exanpl e, one dollar may be submitted through a service
returneg}; greerdugtentiontiopasprede maesandrlik0 aggothosigatiingadisage todhg fseuer. An
i ssuer. In an enbodi nent, the authonzation of the
enrollf&@-sdolet May thicanmac120cardmyddpétifoihatidnetoiad SAUES td itiadipé yecords in
the card account status, vepfy the address using the

an accOGMBRRr M%OfTHéaJcb&ﬁn §6fd\éf ﬁ@am%rﬂoféqm&‘mﬁﬁ@x $Rhds: financial
Vepfication Val ue " ternate or additional

msntuh&ﬁ Bmh*n%@rg% WE& dl‘(]‘?rﬁafe eg)?;ﬁfdu@@géﬁg tﬂ’?tt dgaarm& ?15111189 driver’s

rocess
| ue hat s typicall nte

hcenseswaﬂ%crﬁrbéﬁge B naciel Shedetalernrie r%%fsqasworfiﬁecardholder

card is approved, the authentication service nay
passweydgjppttions sardholdea parvionbrespises qandhpldsaemail addresses, third party

aut hentication information to verify the cardhol der's
identity deorts and dther iotrothodrder may provi de a password and a

"hint question and response" pair to authenticate the

CE030! AaEr My RGeS EH b hice PuiiRliRSE &é BMSALEd OMtBa cardholder
is registered, a payment transaction may be authenticated utilizing the authentication service.
FIG. 2 depicts an exemplary process for authenticating an online payment transaction
according to an embodiment. As shown in FIG. 2, a cardholder may visit 205 a merchant’s
ecommerce Web site. After the cardholder selects products or services for purchase, the
cardholder may begin a checkout process, complete a checkout form and click on a
“purchase” button 210.

[0031] After the “purchase” button is selected 210, the merchant plug-in software

module may be activated. The merchant plug-in software may perform 215 a verification

process to determine whether the cardholder-specified account is registered with the

authentication service. Verification may be performed 215 using: i) a process in which a
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[0029] When the cardholder's identity is vepfied and
t he approppate responses are returned, the

wa@eaoaeasscat i on service may send 120 an aut hopREE/U82907/063239
nmessage to the issuer. An enrollnment server may then

. ass 125 car | der .informtion to,an Al 0, .. .
direct PR3 Rt BES S0y HEG R GRS e dut ek, ipgrocess in
- account holder file may store informtion such as:
which pplydhe A&1S is s8eqkedtangfer BION Pigaere i’ Whichdbe merdhantrdiesks a cache
expiration dates, first and | ast names, dpver's
memoty ears@ng urtbengjonihilamg tddiressgservsioci al secupty
nunber s, cardhol der passwords, cardhol der password
ofees2] ol merh&hPlden RAsOMddiesRONIERI(y Cias PRNIglaquery a
emai | addresses, third party identity scores and ot her

directdr{ §Q5 8B VRAfy 1hAORO I AN B i Q%g@ B hE @bl RIKdFith an
participants are Initialized and cardhol der is

. eqi stered, a nt transactio be aut henti cat ed

issuer ity (gt g1 pBerTipHER v isE Parcdnant; TR atpeuttyUiber ety Ror fa

~an exerrfpl ary process for authenticating an online . ]

within grepge Rl RANHdH e on the disripnigervst ahe ferdtpot ragistered with
shown in FIG 2, a cardholder may visit 205 a

the authrentedation s&rvise ot ceastddhe mierahantahaxbe potdicddheitibd aewount number
sel ects products or services for purchase, the

is not egiscthal, ded theayebkgit pha-iahseftivard mpdde amy retaanidngtod ofithe
checkout formand click on a "purchase" button 210

transadtfA3d thethbRharft RBrefRdHt GBRS 8re. RUAIGPoins, A& hREMEARL dBfront

the nmerchant plug-in software nodul e may be acti vat ed

softwa}_é']ﬁa . F&Q%‘&itﬂltﬁ@tﬂrﬁaaﬁ)fnt & fﬁﬁﬂer\%ﬁf\ffi% tg]tl%%gar@holder, or
et her the

verifrcation process to determ ne

ar.dhol der-specified account is registered with the

proceeéln/ lﬂb%fqr%aéiVF@ﬁy@S’?Wectg‘?&Ver ification may be perforned

215 usi ng@%%éa process in which adirect or% server and

t (983 Hcdf Ndt edthin 2 rangp ef RANaRetediad byrtae dHegiReyFer sy the

a process in which only the ACS i s checked, and/or m
directay praycess thelP AN ite thetAES nerablearftautisetdkating thxacinéhaldaroo y

containing information simlar to the directory server
determine whether the card is enrolled. If the card is not enrolled, the verification process
may be terminated. If the ACS indicates that the card is enrolled, the ACS, via the directory
server, may return its URL to the merchant plug-in software module. The merchant plug-in
software may invoke the ACS via the cardholder client device and its restdent browser. A
plurality of ACS’s may be stored in the authentication service.

[0034] In an embodiment, the merchant plug-in software may query the ACS to
verify the cardholder’s registration with the authentication service. In an embodiment, the
merchant may access a cache memory containing substantially the same information stored at
the directory server to verify the cardholder’s registration with the authentication service. In

an embodiment, the authentication server may include only one logical directory server,

although more than one physical directory server may reside in the authentication service.

-10-
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[0032] The nerchant plug-in software nodul e nmay
identify the PAN and query a directory server to vepfy

W@ b@v/103881 PAN falls within a range of nunbers PCT/US2007/063239
associated with an issuer bank that is an

nti.cati o rvice rticipant .If the account

ASE SRRy SRR P o ARG P Yt e

t he dlrectory server, the cardholder is not registered
displayyan tsyardrangef snpdaatd e cahoidere, Therisgusr-brasgdedwindqw may

mer chant nmay be notified that the account nunber is
includebisic pginging rrenkac@ordint drenatren andintay pramgptithe sofibolderdor

nodul e may return control of the transaction to the
authentBftehantoreh@sef TR ar&fldabai £ erfir thdaBhd@icBion fft®mation for

merchant storefront software nmay proceed wth the

[ refuse further service to the cardhol der,
Vmﬂkﬁ&&p?%g%égﬂaﬁth alternat|ve paynment met hods. [0033] | f
i S mnth range of PANs a

d@?égf Orb ettt Buer R B PN SEERES e b Fycation

t he ACS capabl e of aut henticating the cardholder to
informgipmp rswc{r)m%lt/ [saiered Y thapQirses feéﬂ‘?’tﬁ‘? ieRfovided fha hinh agestign

not enrolled, the verification process may be
withintagraffowad admbeif oftattempBS Thadh CRimes digitdlystem acgeedpl ssing the

enrol led, the ACS, via the directory server, may
issuer’s 8ignaturd ke dddlortaGetvie: previdtidnkeyp| Thgs teteipofranwatcdude the merchant

nodul e. The nmerchant plug-in software may invoke the

name, e&@ aéknt BEmb&, FRahdR hmehheil (RepiyrRonste! 'Asrel’:cﬁ?ﬂ 121% Mhay store

browser. A pl wahty of ACS's may be stored in

the me%ﬁanﬁlg‘%nbe? %ﬁér&ﬁn?‘% %‘d[ag(gd?b%l n&rﬂbéne)ﬁﬁgagtgﬁgt pa{}}lﬂz t amount,

tware may quer

s B S PR LR R e

cache nenory contalnlng substantlalgéé;he sane
The ACSmeRHRED Eﬂﬁhfﬁtdh%@afé]ﬂo} o dhe merchany \nesoftvgrempdyle through

the cardholder's registration with the authentication
the carglpoldeCebrowseraandanipophissthet digitdly sagitederexteii and @8 dstermumation as to

may i nclude only one |ogical directory server,
whether the cardholder has been authenticated to the merchant. The merchant plug-in
software module may use a validation server to verify the digital signature used to sign the
payment receipt. After verifying the digital signature, the cardholder may be deemed
“authenticated.” After the transaction is completed, the cardholder may re-register a
transaction card account and/or create new authentication information to be used for future
transactions.

[0037] After the cardholder is authenticated, the specific cardholder’s account may

be authorized. Specifically, the merchant, through the merchant plug-in software module,
may send 220 an authorization message to a payment network, such as VisaNet. The

payment network may forward the authorization message and an electronic commerce

indicator (“ECI”) to an issuer. The issuer may receive the authorization message so that the

-11-
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al t hough nore than one physical directory server nmay
reside in the authentication service[0035] If the

w@2aodhedsser i s an authentication service partiRCPHB007/063239
the ACS may di splay an issuer-branded wi ndow to the

. cardho] der, The i ssuer-branded w ndow may, i ncl.ude Si
issuer B D bR G A BEAE o UAn ThEY b GRS FHbIS adequate
~cardhol der for authentication information The .

credit gyilghisiferahe pegyeded Bansapiégomuthedit] way ingicatamihat thafrapyaction was
for verification by the ACS. [0036] The paynent

completad herthé ba¢metrsortbat acappropueteilével bémesragesdcurity and authentication
authentication information is imediately entered or

may bé B&dcorrect response is provided to a hint question
within an all owed nunber of attenpts. The ACS may
ClogB82! AerthOTsfor PERARE iHSIMbrt Aol B3HGEISH, SHARAIHIR
key and/or a service provider's key. This receipt may
i ncl ude.t he rchant .pane, card .,account n er, .

P““haﬁ%\?fﬁ‘ésﬁf“%{h%‘% © ERUMES g" ST 8?@?&?"} %éc*g?? Ft V4 g payment
may store the nerchant nane, nerchant URL, card

networke %%ﬁﬁ%sumrﬁﬁ\é Feturg,2ds thg aushorzatian respgmie i hapanment network to
paynment date, issuer paynent signature and/or

the megehragh ol tbeauthpuitzhigon iespaniso mayeithél aughdrgn ov deadime tthgansa@sion.
may then redirect the cardholder to the nerchant
pl0039] NF&af MOaICetramsdotich, b eactgint tiag igidatd hathdaticasion of the
browser and may pass the digitally signed receipt and

cardhdldet by @EBFli AR tHeQArSIdeP 1oMAE 1 :38¢r thithe CREKMAGE BfAuth@Rication
been”aut henticated to the nmerchant. The nerchant

infonn%h&?.' Sﬁhg@fhg%@{cﬁxo[&{j%e% KartS£di CY%dng@ltiérﬂ(} REY&L i MOTO
vepfy the digital signa e paynen

ure used to sign

receipt. After vepfying the digital signature, the
wansagFiciil ol miE Brbidilu b Gain loralOt toahE mereligr. The

transaction is conpl eted, the cardhol der may )
merchand maythen abmyt the arforpatigreckahalf 9 theursrdhelder o Aceprdimgly. for a

new aut hentication information to be used for future
MOTQ tramsatddn, tresmerfcBOB MayAferformtfimctioas ttaoh dedhelder would typically
aut henti cated, the specific cardhol der's account nay
perform in a “card present” or e-commerce fransaction. In an embodiment, the aunthentication
information may be dynamically generated to prevent the merchant from using the
authentication information in a fraudulent manner and to otherwise prevent security from
being compromised. The transaction system may determine whether a merchant is entering
the information instead of the cardholder by requesting information from the merchant.
Accordingly, when a MOTO transaction is being performed, sensitive cardholder
information, such as a personal assurance message, may not be transmitted to the merchant.
In an embodiment, an identifier may denote whether a MOTO transaction is performed.
[0040] Certain functions may not be appropriate to use when a merchant is acting on

behalf of the cardholder in a MOTO transaction. For example, functionality that enables a

cardholder to generate authentication information during a transaction to verify the

-12-



10

15

20

25

be aut hopzed. Specifically, the nmerchant, through the

mer chant plug-in software nodule, may send 220 an
W@eionomsat i on nessage to a paynent network, surdI/ES2007/063239

Vi saNet. The paynent network may forward the

t hopzation nessage anpd.an.electronic co r .
cardh it aEE B PR by B PGSt ek aor G tigr M O Hepgion
t he aut hopzati on nessage so that theissuer may verify
Such g {gatupempe B@ HERPTOPHALC vehedpappichent axpaimmingdata eyaotpr a
standi ng and has adequate credit available for the
transactegu ds ke s¢, ibmsaster onckitbe EChtionmyf thedacsteort dagingthefor risk
transaction was conpleted via the Internet so that an
miti ga@BR PRPRAsesc@VRhctidha B $8a0R &SHIRL fir aMOBOtheRidtGath GRich the
may be used. [0038] After the issuer processes the

merch%%tel}\%%ﬁ‘{eiaﬁ{hehtﬁ&@%ﬂ‘?ﬁf‘oﬂﬂati&‘?”tr°' of the purchase
transaction nmay be returned to the nerchant's
storefr software via the paynment network. .The L
UBHEL " RRY el Bo' P P RE S Ao B Bk fdSipegcaing o
t he paénent network to the nerchant. The authopzation

MOTQ gapsraen reordng e LR Mipsy. o GewniimEl¢ hi a cardholder may
transaction. [0039] For a MOTO transaction, a nerchant

select frams ifeint 4 ettalogand Endlizcald erpusthashelackor dhahplera tslephone or a mail
redirecting the cardholder to the issuer for the

serviceXThamgehaft raa dead 310 ath ieorolliniehoregaést dor.thSpmekaskhe, for example,
car dhol der does not have a direct connection to the

a diredt&§UBFvet. NAMMPERrdsaRRAGhdieRor A be MIRRUGEh thB¥nrollment
provi de authentication information to the nerchant.

h : %3yg i i :
reques-é_.]c ?pg@rdg%?cgh%ﬁécrh%gﬁg%% HIp n%qs%/%lﬁ){l ol?fi gﬁ% épa{ﬂs%on %Hé‘ Itlrat the
transaction,. the ner.chant may performfunctions. th
carch et a0 PE Histt ROBRE Y Brs FoPmil heasd Famper rasthy e
or e-conmerce transaction. In an enbodinent, the
cardholderrie Hic eercham anchfranstenredole theagirgséore paryat iarifhyn a participating
generated to prevent the nerchant from using the
card rauge 3dHit the direasoryi sefver mayitensmit 320 theaaundellreerit requestap, fanexample,
to otherwi se prevent secupty from bei ng conproni sed.
an appI6itidid ATSACHeQNCS Wity @ ERpaaY 3R tethiiditectshiedeh@F wath an enrollment

merchant is entepng
response that indicates whether authentication is available for the card. If the card number is
not in the participating range, the directory server may create 330 an enrollment response
denying the transaction. The enrollment response may be sent 335 to the merchant.

[0042] Assuming that authentication is available, the merchant may transmit 340 an
authentication request to the ACS via the merchant’s browser. The ACS may receive 345 the
authentication request and authenticate 350 the cardholder as appropriate for the card
number. For example, the cardholder may be required to provide authentication information,
a chip cryptogram, a PIN and/or the like. The ACS may determine that the transaction is a

MOTO transaction by comparing the cardholder’s account identifier with the enrollment

request. The ACS may further determine which cardholder information fields are not

13-
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the information instead of the cardhol der by
requesting information fromthe nmerchant. Accordingly,
wWob@m/1e8880TO transaction i s being perforned, SPCEUS1008063239
cardhol der information, such as a personal assurance
. hessage, ot b transn1tted to the nerchant
confiBHEL Gt et MaIel U § B Py B O ALP I b HEr MRS o1
transaction is performed. [0040] Certain functions may
exampita ASEOBP ISP aNaseAagseaY i e APPSPE AP displavtd the merchant.
behal f of the cardholder in a MOTO transaction. For
The A€Sanp/ formbwumdtdi girdlyisign danhatheanadloasesponss shohgebefor
generate authentication information dupng a

transiittiaB 388 teOMitHeAtivaRYredfoRSA0ARO IndthahOFia tHél HEBhant’s browser. In
transactions may be di sabl ed when processing a MOTO

an embAAASACH M SHEY Bnd BRLUHEN TR EopBARRE ARLLAL S AER hRiory

nmerc ant IS perrorm ng ata entry for a transaction

suer .tracks the | i 0 .

server A Forbhe R T D GPT BOR s R0 Rl B JELEE response and
such functionality may be disabled for a MOTO

validate, 38 dh-qythgnticati Weg@pn@«p‘ s ZR¥PEh dhyalslatedy thegpgachant may authorize
aut hentication information. [0041] FIG 3 depicts a

370 the tronsadiiergwatmisfacguareexenpl ary process for
aut henticating a MOTO transacti on according to an
efoinas] nendn enftsodsiemnthie Rafdh@ddr may bapeividediewithrayysahie ehethod
items froma catal og and finalize 305 a purchase vi a,

of genf:ﬁﬁn% %@ tRatién Ir@&ﬁ%@ﬂe"fﬁé nfe B By WRIEN &BentiddBon information is
mer chant may send 310 an enrol | nent request for the

gener%? d Sg%frly LRd .n(ag.rno? ?9 @P}llﬁc’ltl)gco%s{rgﬁé@ het el‘?le r];\()? anxf?plk’QEQ

on indica ude
nrol | nent ndi cat or .may .. cate that
cardnqighs Ry TRoRYTEs W oo MBS e AR e Po hawgp G ppscodes
cardhol der will not be directly providing

and/ord {pikpskrureizam Rescofes. al heapagihelden 812y gisodiedsugy adiysamic passcode
cardhol der to the nmerchant and transferred to the

deviceglh trandaotign sad wed/or 8 readédthar gengrates iaciypahicngsscade, andfoga
315, the directory server may transmt 320 the

transa@WnQlatd B8t utl1BQY Bioineifos th @Enc@¥@ AlyRamapasgtpaepr i at e

ACS. The ACS may respond 325 to the directory server

V‘f(ﬁ)b4]a NEQHCLhERObver previous methods of performing MOTO transactions
may include the enablement of cardholder authentication without significant modifications to
an underlying transaction system used in e-commerce and/or online banking environments.
As such, the improved MOTO transaction described herein may enhance security without
substantial modifications to the underlying infrastructure.

[0045] In an embodiment, a static passcode may be used. This may provide

additional convenience for the cardholder. In an embodiment, static passcodes may be used

in MOTO transactions for which the cardholder provides the passcode directly to the issuer

instead of the merchant.
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response that indicates whether authentication is
avai l able for the card. If the card nunber is not in

W@ b@7peassi ci pati ng range, the directory serverPEEYS2007/063239
create 330 an enroll nent response denying the

transaction., The eprol |l nent response nmay be sent 335 .
1 OBFRE TSP BRIt £ 000 S19ERER G T W aiPHen L AR FBfcating o
is avail able, the nerchant may transmt 340 an

MOTQ gamapiereapcpishing Wquusterred ephedigegt.y pa shayen ellchgnt MOTO
browser. The ACS may receive 345 the authentication

operatore quo dshalbofch autsteert neytperf860 40Henc ar uhod fdecticans using a merchant
approppate for the card nunber For exanple, the

shoppiga ekt oh defierbant Beb k€ Uin @tkrittbdanhem] dhe cagbhankd Gatiem may
information, a chip cryptogram a PIN and/or the |iKke.

includ%— B SmofEt sgl%m{og%&%hgm; B&ﬁn%&@ﬁ%@i‘ﬁgia{%@/& SpdulfPITO

ransaction by c apng the cardhol der“s account
|l ment uesﬁ

identifier with the.enrao I The A
merchy b s e i R B R R TR e
are notconfidentjal to the cardhol der_and are thus
MOTQ gpsraiF Fl&yéhqrweaﬁoga|4&§ A HeEHhRUREP(EAR N Or eﬁé‘i‘lp@xﬁﬁéfl@,TOa

personal assurance nessage may not be appropriate for
operatgii, oplbelyalf of thiconmmehamy, emitreshRES snmiormaH pmtenten gpayment
digitally sign an authentication response nessage

informaabmraadior &inshiet 4 irmgadlb. t he aut henti cati on response to
the nerchant via the merchant's browser. In an

eOoTl MRANn enhtitRAiAEA?, NPt fRAREN bRReRUhMEhEh 6aidi@fted. For example,

response to an authentication history server for

merchgﬁd;pﬁxégmvs%wak&ﬁag agnsrﬁﬁhmg %gﬁ‘gg@@égﬁﬁﬁéﬁ GOBRN®) 10 an

tication response an

. ticatiaqn respo si_gnat ur e, l.idated, .t he
issuer AL H i SRRy i SR Reaem e P A LR Bt pdiignipdator tat
) acquirer. [0043] In an _enbodi nent, the cardhal der nax
is set figpa PFQUP deasagtion. AheYHARY drapsacHon ndhcaierianingdicgte that the

aut hentication information. The nethod by which
transagtionhie A MQAOI toamsaatioor anal thos, that thenadbeldet widlynos be diregtly

may not be explicitly constrai ned herein. For exanple,
providifiEagignt bal de IThEayCH eaprdewsniiad 420twhethed the WS G hagdaction

containing a list of one-tine passcodes

indicator is set in the VEReq. If so, the ACS may respond 425 to the MOTO operator with a
Verify Enrollment Response (“VERes”) tailored to a MOTO transaction. In an embodiment,
the VERes may include information indicating whether authentication is available for the
transaction.

[0048] If authentication is available for the card, the MOTO operator may transmit
430 a Payer Authentication Request (“PAReq”) to the ACS via the merchant’s browser. The
ACS may receive 435 the PAReq and may authenticate 440 the cardholder as appropriate
based on the card number. In an embodiment, the ACS may recognize an account identifier

as a MOTO transaction based on the VEReq/VERes process described above. The ACS may

then generate 445 a Payer Authentication Response (“PARes”) for transmission to the MOTO
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and/or limted duration passcodes. The cardhol der may
al so be issued a dynam c passcode device, a

W@ e@n3esssi on card and/ or a reader that gener at BGI/HS2007/063239
dynanic passcode, and/or a transaction card that

operattaro O‘E @fm%%m%gﬁ%mt ' H%: g B&@Egﬁ%ﬁlr&aﬂtugu & h%%ﬁ%"@gy ggts t?ansmlt sensifive
perform ng MOTO transacti ons may include the
cardhoé%bnf@ﬁemorbﬁw@a%mmeal HEMTARGS TSI A Pistesd and/or the like. In
significant nodifications to an underlying transaction
an embsydment, (rsadMOA Cetrarsarreme theahd$ orayalidablesanbaerkiangn During
envi ronnents. As such, the inproved MOTO transaction

ShoppétsehtiRetahtelcel heMBYatiOARRAECESIEREHE blikhidet htUfaud detection
substantial nodifications to the underlying

purpode8f rl"ﬁégfé*ﬁ(t)% ratdr §15r]e_|_elhoe 445) &E‘Mﬂé&fglﬂ& ionalff, 'df:splay

passcode nmay De use IS may provide a It ona

. nveni ence fqr the hol d

imfornGRgy PN EEE o HsatahSy BR i abRe ol % RREACHT Blere gperae
whi ch the cardhol der provides the passcode directly t

may thep€ngageja @ tfaRsicdan akb‘lhoflﬁ?é‘%é’rf%‘l‘?éh’t“ Yo giongtagy yalue is transferred
depicts a fl ow di agram of an exenplary process for

to the MPHewperttriangswal. MOTO t ransacti on according to a
preferred enbodi nent As shown in FIG 4, a MOTO
ofpeda] olt,witiibe ppretiateditha vatosuelithe avmy-distidsed and Otheofeatures
or nore functions using a nmerchant shopping cart on a

and fulBISRAM al0BRIS BereDf, RthyERREIABH EombiA8d A6 nfihy FBIce different
functions may include one or nnre of selectlng

systengd;r%ﬁgln Itl‘?)SS ﬁqqftl Hgo b'é%H@'\é%ﬂ&dq @gelnﬁ unforeseen or

I Se guan I es mal n alnln aru

.totah &or se gg mer chandi.se The ogwéator ﬁ
unantigipaied 3 F’?‘&?WSA’T@ SRR VBIHOpt ‘8:%‘8%0‘{@6?6“ 512y Re

MOTO operator, on behal f of the consuner, may enter
ﬁﬁmmﬁﬁﬂﬁbﬁﬁéebhﬂﬁﬁﬁﬁ@ﬂ@%“ﬂéﬁﬁér payment i nformati on,

and/or finalize a transaction. [0047] In an

enbodi nent, a verification process may then be

initiated. For exanple,
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merchant plug-in software may transmt 415 a Vepfy

Enrol I mnent Request ("VEReq") to an issuer ACS. In an
werisodosent, the VEReq may include a MOTO t r anR@RUB9N7/063239

indi cator that is set for a MOTO transaction. The MOTO

ansactio di cator. may. indi cate that the
t Fansadurgiod 6 aeRbstenE Pneliseigh i ARAD obskaer ipppens puer
cardhol der will not be directly providing
(MOTU fpasictiemthometTPREOMPeRsiAgy det er mi ne 420 whet her the
MOTO transaction indicator is set mthe VEReq If so,
t he AGScemingraddpdittipuzbase orddrend/BrfOmopenageorinvig th agransaction
Vepfy Enroll ment Response ("VERes") tailored to a MOTO
card florBnsaakdl@d; | n an enbodi nent, the VERes may i ncl ude
i nformation indicating whether authentication is

5 avai | all?!ﬂ%g{l@lrn%tan %nficﬁl%b%@{a%‘qh% td APARherticadbtt &%Br' ®@khQMment

is avail or the car t he MOTO oper at or
reques% coqlﬁx%lié?’ gldlcafcﬁ)ﬁ%watl eC antrrbl?melﬁe%&%g&ta%éa ]\)IOTO

recei ve 435 the PAReq and rmy aut henti cate 440 the
transaglifng ol der as approppate based on the card number In

an enbodi mrent, the ACS may recogni ze an account

i denti lfep@mngm@nmmm respersetiionm theaasdgnbentioneerver, wherein the

VEReq/ VERes process descpbed above. The ACS nmay then
enrolligeineatspoeasedifBicatePayetheAalithenichitat isamaiRéddpion se t((AnRARes chrd;

for transm ssion to the MOIrQoperator In an enbodi nent,

10 for a MEiGnkransaehii@tion PrémpGromale ARkenticaAnsbetver if
sensitive cardhol der information, such as a personal

auther@l%n%t%dﬁg 9€alf£%féf%9 ﬁlel\%.‘]%ﬁ:%%m&% @'ﬂg{em’ th& Iﬁ@th%\gtlﬁ%n bR pfShpt does

ment or a transacti on,

Act f eat that
not inglh a2 aSa R i bR RRPBRRE” < pur chases for

fraud detection purposes The MOTO operator nay recei
450 t henERpEAIthaRy catip inKRaRTign p@.vsqgﬁéy ther¢aebidsrdnto the
pertaining to the transaction that authenticates the
authentisstim@y prot@t; MOTO oper at or may then engage in a
transacti on aut hopzation process m whi ch nonetary
15 val ue iegeitingndfa@the@tcation response from the authentication server, the

authentication response indicating whether the cardholder is authenticated.

2. The method of claim 1, wherein the authentication response is digitally signed
by the authentication server.
20
3. The method of claim 2, further comprising validating the authentication

response.
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to the MOTO operator as usual. [0049] It wll be

appreci ated that various of the above-discl osed and
w@rdenoysent ures and functions, or alternativesP@hEs®ot/063239

may be desirably conbined into nmany other different

syste or li.catiqons, It will also be. reci ated .

Uhat Vs B6EOR PSR Ly “hrrr Bs auhCuIc AL RE PR Ry ggriprises at

alternatives, nodifications, vapations or inprovenents
least opp gf & PP REXPIOE 28y H BEgORA {JeptifaongYMIsesestafic RasE@ds it one-time

the art.1 A nethod for perform ng authentication ma
passcadai ¢r adidieed-duratien pphorde. or der (MOTO) transaction, the

nmet hod conprising receiving a MOTO purchase order and

information pertaining to a transaction card froma

cardhol der, transmtting an enroll nent request to an

aslt heMphCALINGA of BlaUA T, whBRiPRE QBB atibf HiBFhation comprises a

conmppsing an i ndicator indicating that the enroll nent

rrequest, pertains to a MOTO transacti on, receiving an
dw“mg%ﬁ%¥?ﬁ%ht response fromthe authentication server

wherein the enrol |l nent response indicates whether

aut hentication is available for the transaction card;

recei ving an aut hentication pronpt fromthe o

abit henThemeibed of elaiarl, whergin the triansagtipbis 1o authasizeslgf the

for the transaction card, wherein the authentication
cardhqidanphotdodentiatted. ncl ude or request sensitive

cardhol der information; entepng authentication

i nformati on provided by the cardholder into the

aut henti cation pronpt, and receiving an authentication

respon tih i ' v . .

it o e e R EloBH 10 R O AR Eghldef fnformation

cardhol der, i s aut henti cated
comprises a personal assurance message.

8. A method for performing authentication in a mail order or telephone order
(MOTO) transaction, the method comprising:

receiving an enrollment request from a merchant, the enrollment request comprising
information pertaining to a transaction card and an indicator indicating that the enrollment
request pertains to a MOTO transaction;

transmitting an enrollment response to the merchant, the enrollment response
indicating whether authentication is available for the transaction card;

transmitting an authentication prompt to the merchant if authentication is available for
the transaction card, wherein the authentication prompt does not include or request sensitive
cardholder information;

receiving authentication information entered into the authentication prompt; and

18-



2 The nethod of claim1, wherein the authentication
response is digitally signed by the authentication
W@ 200703838 The nmet hod of claim 2, further conpPGI/H§R007/063239
validating the authentication response4 The net hod of
claiml, wherein.the authentication inf rnakion .
CisPuge 2p A DERICR TSPORC R BPY BB PG A T FaHb ponse
~identification nunber, a static passcode, a one-tine
indicappg whejher, the argheldey is @dthanticatadon passcode. 5 The net hod
of claim1, wherein the authentication information
conppses a dynam ¢ passcode 6 The nethod of claim1,
wherein the transaction is not authopzed if the
car dhotgemeihdd BOL1agh BNRAtkGAhE duthdatichlién MBp&HRE iOdigitally signed.
claim1, wherein the sensitive cardhol der I nformation
5 conppses a personal assurance nessage. 8 A nethod for
perform ng authentication ma mail order or tel ephone

ofder (LMOTO) transacti o t met hod co ; ,

et PG eholaP B e EPeraii e TER G BB Hrermayiga

enrol | mrent request conpnsng information pertaining to
comprises p REFSORA PHWIASF MCat@San i ndi cator i ndicating that

the enroll ment request pertains to a MOTO transaction

transmtting an enroll nent response to the nerchant,

the enroll ment response indicating whether

aut.henThemeihod of slaam 8| Wabden the authb@idatiem fdcindioncamprises at

transm tting an authentication pronpt to the nerchant

10 least ohé 0P El\ﬁ/}ﬁ REySErh@Na bérsévRidenlfi€atfAmubliRr, tar i afakic8he, a one-time
card, erein the authentication pronpt does not

passcdd@%rlﬁqﬁm%d-ﬁlﬁq{f&?Las§§ﬂi§i tive

12.  The method of claim 9, wherein the authentication information comprises a

dynamic passcode.

15
13. The method of claim 8, wherein the transaction is authorized.
14. The method of claim 8§, wherein the transaction is not authorized if the
cardholder is not authenticated.
20

15. A method for performing authentication in an online payment transaction
using a transaction card in a system comprising a merchant system and an authentication
server the method comprising;:

receiving a checkout request from a cardholder to initiate a checkout process at the

25  merchant system;

-19-
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cardhol der information; receiving authentication
informati on entered into the authentication pronpt;

W@eerneassni tti ng an aut hentication response toP€TES2007/063239
mer chant, the authentication response indicating

er the r dhol der hent ted 9 The th
@Spa?yavw%w GiiaR T Rl RIb PR B T e DpdE p TR R der or
gitally signed 10 The method of c¢laim8, wherel t he

authengéﬁsqntmﬁp@netm Me¥eEre th%’(’ﬁﬁ%tdio%“%d?ﬁ%‘qk‘ssé’§s‘5V‘b%%r%ﬂﬁ‘i’r

assurance nessage 11. The nmethod of claim8, wherein
informpthen;aut henti cation infornmati on conppses at | east one

of a chip cryptogram a personal identification

NuFReiting as hatheicaass eodest t@then@tehi®atipasssetehe Athantication

limted-duration passcode. 12. The nethod of claim?9,

requesmgfu%hﬂ; atulﬂfenﬁb'ﬁtnﬁrmfo%ﬁﬂl&{‘edtafeg 'iﬂf@tt]ie‘)@mg@m&ﬁe? c&dholder;

ynan1c passcode. . The nethod of claim8, wherein
he .t ransac f
gecwmg &n au{hﬁl%l(iﬁ}lélﬁ 2% % ?s%ﬁf??né th#o uthel;\f ﬁ%ﬁo'izigggfe t?igtﬂhgﬂtlcatlon

cardhol der i t aufhentjcated. 15 A nmethod for
respongediatifs yhg EHBR CPP B S PSR GHT: ne paynent
transaction using a transaction card in a system
clommpmitsing gn autherizipntregyest and aariadigeonindisating Bat theenrollment
server the nethod conposing receiving a checkout
request et tofah @acaosiarcdinmbader tramsadtivint tb Aftecawdhaniieatkopuserver; and
process at the nmerchant systemdi splaying an

et Pk iaf atithoRz M Jdeyponse b tBapsiiadrd @EtwsroNptidreig thd1e
cardhol'der for authentication information, wherein the

authorﬁa?gr? }Qn%igﬁﬁ% Withet 96 hidens&hnblib YR e 'EIQHQL:HI&T card is authorized.
16. The method of claim 15, wherein the authentication request includes an

account number.

17. The method of claim 15, wherein the authentication information comprises at
least one of a chip cryptogram, a personal identification number, a static passcode, a one-time

passcode, or a limited-duration passcode.

18. The method of claim 15, wherein the authentication information a dynamic
passcode.
19. The method of claim 15, wherein the transaction is authorized.
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transm tting an authentication request to the
aut henti cation server, the authentication request

WO p@baaisay aut hentication i nformati on entered PET/US1008063239

wi ndow by the cardhol der, receiving an authentication

r onse from.the authenticatjon server,, the . _
o hant B of ClePBriae MHATCAE P e RapliERgrormation

cardhol der is authenticated; transmtting an

comprigs hoppandl gpsuragaawssagad an i ndi cator indicating that

the enrol | nent request pertains to an electronic
commerce transaction to the authentication server; and
recei ving an aut hopzation response fromthe paynent

Nt wor Khe #B@0AION clahf 18Ul haBmahé GlndabEhiCiatheBah@iRarnt @B
account connected to the transaction card i s

cmdhﬁ&%ﬁ?Hﬁ%ﬂﬂw}ﬁaﬁJhe met hod of claim 15, wherein the

aut henti cati1 on request includes an account nunber. 17.
The nmet hod of claim 15, wherein the authentication

i nformati on conppses at |east one of a chip
cryptogram a personal identification nunber, a static
passcode, a one-tine passcode, or a limted-duration
passcode. 18. The nethod of claim 15, wherein the

aut hentication informati on a dynam c passcode. 19. The
met hod of claim 15, wherein the transaction is

aut hopzed. 20 The nmet hod of claim 15, wherein the
sensitive cardhol der information conposes a persona
assurance nessage 2 1 The nmethod of claim 15, wherein
the transaction is not authonzed if the cardholder is
not aut henti cat ed
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