WD 2004/ 072911 PCT/ DE2004/ 000083 1 METHOD FOR VERI FYI NG THE VALID TY OF
DI G TAL FRANKI NG NOTES AND DEVI CE FOR CARRYI NG QUT SAI D METHOD
Description: 5 1t is a known procedure to provide nail pieces with di gital

i | preces (RO EES age indicia. 1 15 possi b EoTABdRaRE W,

the franking systemused by the Deutséhe Post AG to produce postage
indicia in a customer systemand to output themon a printer via any
desired interface. 15 A nethod of this generic type is disclosed in CGernman
Prelimnary PEXIHOEOR\DERIENING '.I[HE mmmzmlnmww (RRANKING/0i d
fraudul ent use of t ost age. i cia contain
cryptographic i nfl‘{ﬂt%s Pﬁ %1(@% Cﬁ‘E‘" Stfgm }Fgﬂ H® the custoner
system control ling the production of the postage indicium 25 The
invention is based on the objective of creating a nethod with which the
aut henti ci t Pegfcnipd isost age i ndicia can be verified quickly and reliably.
In partgcular t he net hod should be suitable for use in verification
procedurés on a |large scale, especially in 30 mail centers or freight
centers. Acdar diBg & okhbeni esdédnret hics pbpectievena sl@Ldteyediidm that

the nmethod for verlfylng the authenticity is WO 2004/ 072911
PCT/ DE2004/ 6860831 Padrad%ed6iiCian such a way that a data kKey is generated

In order to make it easier for the senders of the
10 mailpieces to produce postage indicia, it is possible,
for example, with the franking system used by the
Deutsche Post AG, to produce postage indicia in a
customer system and to output them on a printer via any
desired interface.
15
A method of this generic type is disclosed in German

Preliminary Published Application DE 100 20 402 Al.

In order to avoid fraudulent use of this method, the
20 digital ©postage indicia contain cryptographic
information, for example, about the identity of the
customer system controlling the production of the

postage indicium.

25 The invention 1s based on the objective of creating a
method with which the authenticity of the postage
indicia can be verified quickly and reliably. In
particular, the method should be suitable for use in
verification procedures on a large scale, especially in

30 mail centers or freight centers.

According to the invention, this objective is achieved

in that the method for verifying the authenticity 1is




and transmtted froma central database (ZinS central system) to |ocal
paynment assurance systens (ZinS local). This is done by using a generated
franking key 5 and a postage indiciumapplied onto a nail pi ece, whereby

crypt ogr aphiGAi i.on contained in the postage jndjigi i crypted
and used to\&grébbgjo?’zée” aut henticity of, the postage é(ﬂ%?&@k)%&%n or der
to increase the security of the nethod“ it is advantageous for the | ocal
paynent assurance systens to inport the data key and to transmt a result
of the inport to the central database (Zi nS central system). 15 In an
especi al | y advanteageouts ientodimentway thetnet Heda kelye isesignteraftadhe i nmport

is transmtted as a dat record. Pref ly, t dat . d t.ai
oy, The keyTCh s Do egee G af Fols Sttt Tt eede DRSSt (BaRgr SO e bo -

either a sympiddepl ey 1can Fuymehti cabskeynceDepordierts onztike i nt ended
use, the key serves to decrypt and/or encrypt information. By virtue of
its natureladsd keyl'llah 15 kéowsebyrapsper & vrheratedokramdrings kSyanpl e,

t he key gontains _i nformation, t. e__frankin , At : eration
and/or its ea?l}lci{]daat eggﬁg%grederl%?g%éﬁ}slﬁr eapglté}% or%r% Eg%yaexlg g%éel,%%{ét’ IS
advant ageousyHefelb e cegpttion) r e adbas e fodintsS icant rcaln t30i sydt em  tthhecheck t he
result of the inport and to transmt it to a value transfer center

(Post age Poifft9tadfp Dodarovpolf Py DERbod/ 606085 B Hhi ¥e8Abddithnt of the

met hod makes, j, RASY L IO Aok e fiWdiar,Process steps in the val ue
transfer center as a function of the result of the inport. 5 The result

can be checked in various ways. However, it is especially advantageous for

the resqbt Hglqgfeg?qggdincrease the security of the method, it 1is

advantageous for the local payment assurance systems to
import the data key and to transmit a result of the

import to the central database (ZinS central system).

15 In an especially advantageous embodiment of the method,
the result of the import is transmitted as a data

record.

Preferably, the data record contains a key. The key can
20 have various attributes. In particular, it can be
either a symmetrical key or an asymmetrical key.
Depending on the intended use, the key serves to
decrypt and/or encrypt information. By virtue of its
nature, the key can likewise transport information. For
25 example, the key contains information about the

franking key, its key generation and/or its end date.

In order to ensure a uniform key exchange, it 1is
advantageous for the central database (ZinS central
30 system) to check the result of the import and to

transmit it to a value transfer center (Postage Point).




by decryption of the key. A preferred enbodi nent of the nethod is
characterized 10 in that, once the data key has been successfully inported
into essentially all local paynment assurance systens (ZinS |local), the

data key is I a new franking key at the v n cent er
(Post age Pé&ﬁé?ﬁgﬁﬁzgﬁ'subsequently used for producﬁhgﬁﬂiéﬁﬁébﬁé&HS age
i ndicia. This enbodi nent of the nethod kes it possible to carry out a
key exchange in the value transfer center as a function of previously
performed key exchanges in 20 the paynment assurance systens. This neasure

ensures thathiposeagedimding aof lHheonhygthedprmogkieed iusi pgsshelenew key once
the new key is alreadyfﬁgggent in the |ocal ggynent assurance systens.

Thi s ensure$adiat Phe P pRYERE SastifiRihce? sy 8Befd 1d&n WEIFFh he

validity 2%f8ach of fhedes age didi L eduaed iMs-tespecially
preferred enbodi nent of the method with a control of the key exchange in
the value transfer center as a function of the key exchanges in the |ocal

30 payneagt surance .systens i s, especially_advantagequs .jn _canbi.nation
with at ea§?m§5%§%)tt?%po?%e?h%?g%és%n ﬁ?éﬁ&ugc&%#&rnEQ%?W%% iMvent i on.

WO 2004/ 0729%] REHJIIRAACA/L0L083 gebRarid e Wy |nesdld alghba radiigeat i on of
several features, it is ensured that the key exchange can be perforned

qui ckly and QYeldesIRPtaind tHattiheéSskecuti on ~of each key exchange is
verified. 5 Wien the key exchange is perforned, it is especially
advant ageous for the new data key to be transmitted fromthe val ue
transfer cedt egr§RostageeRobdtipentd tdfe the method is characterized

10 in that, once the data key has been successfully
imported into essentially all local payment assurance
systems (ZinS local), the data key is released as a new
franking key at the value transfer center (Postage
Point) and is subsequently used for producing new post-

15 age indicia.

This embodiment of the method makes it possible to
carry out a key exchange in the value transfer center
as a function of previously performed key exchanges in
20 the payment assurance systems. This measure énsures
that postage indicia will only be produced using the
new key once the new key 1is already present in the
local payment assurance systems. This ensures that the
local payment assurance systems can verify the validity

25 of each of the postage indicia produced.

This especially preferred embodiment of the method with
a control of the key exchange in the value transfer
center as a function of the key exchanges in the local
30 payment assurance systems 1s especially advantageous in
combination with at least some of the other process

steps according to the invention.




central paynment assurance system 10 Here, it is especially advantageous
for the value transfer center to encrypt the data key wwth a transport
key (KT). 15 Here, it is practical for the transport key to be encrypted

with a mast t key (KTM. Preferably, the erated in
the area ofﬂbpﬁgﬁ@gﬁgéf%ransfer center. This has the éﬁ@ﬁﬁ%@ﬁ@og

fraudul ent changes to the data key durﬂng its transport to the value
transfer center are prevented. In order to further increase the data
security, it is advantageous for the data key to be provided with key 25
identificatirarthtalemtliyn. tdvangageaus! yombheakeyn denfi f 5eatirenil
information is  |ikew se transmtted in encrypted form 30 In order to

ensur e that@fQEﬂq%Fda%E RéyQQ§qﬁﬁ§i?B? &&Eh KRY t FECRARP§ pPEN Rind/ or

decryption §&8pS QI Egklgt ah? %%‘i%@k@%ﬁoﬁdf%aﬁh%h@a@é@%ﬂ&l be WO
2004/ 072911 PCT/DE2004 00008 5 provided Wwth a generation counter and/or

-to be tramshiaadd kagettmrange i heegighierdt i on counter. In order to avoid
the use of invalid keys, it is also 5 advantageous for the franking key to
be provided with an end date for the preceding data key and/or to be

transm tted@inget bee Welh d:hehaigk dake pell® dessr | bedidateageryi laly be used
for one or nore 10 partial verifications as well as for producing postage
i ndi ci a and/astvanageerypiiong Fie ot i GH-Rokedi el PR tEIRE Fostiage

ndicta. 1t dspspeel oLl yeadtantagsousdar, opgostapbe it aleo e

verifications to conprise the ryption
central payment assurance system.

10
Here, it 1is especially advantageous for the value
transfer center to encrypt the data key with a

transport key (KT).

15 Here, it 1is practical for the transport key-  to Dbe

encrypted with a master transport key (KTM).

Preferably, the data key is generated in the area of
the value transfer center. This has the advantage that
20 fraudulent changes to the data key during its transport

to the value transfer center are prevented.

In order to further increase the data security, it is
advantageous for the data key to be provided with key

25 identification information.

Advantageously, the key identification information 1is

likewise transmitted in encrypted form.

30 In order to ensure that a valid data key is used for
each of the encryption and/or decryption . steps

employed, it is advantageous for the data key to be




crypt ographic information contained in the postage indicium By
integrating the decryption of the cryptographic 20 information into the
verification process, it is possible to ascertain the authenticity of the

postage indjci jrectly so that the verification c i out in
real tine. %6@93)8\7/@1,1 it is advantageous for one 03a8¥}£)2328§$/5){)§(?8
verifications to conprise a conparison>between the production date of the
postage indiciumand the current date. The integration of the production
date of the postage indicium- especially in encrypted form 30 increases

t he data se@uddiydesi neeculd i pfendisetobna cpastage amdi/Grimtbcs preevent ed

t hrough the conparison between the production date of the postage indicium
and the cufréRsTdated ROIZFHLF0V2HT1 HOETIBESEGAAGB0G83t6L'n or der to
further increase the verification speed, it is advantageous for the
reading unit and the verification unit to exchange information by neans of
a synchrondus quradmcod . abold ahet her ldkeimsel adlveayageodts ienteddiarent of

the invention, the readi unit and the verification unit o] ni cat e
with each ofREPNRESHH Reyioht BRodd Aot Kl . Ca0° HePEOVAEers "adpbc al | y
advant ageousrf aind hgateadidyy tHai bri@ ot adseh akkgl egi@nt otbhee
verification unit. Preferably, the data tel egramcontains the content of
15 t he post &Fensaditdiedmt cagdiheiromdlthadventeagesiatepeci al features and
practi cal

The described data key can be used for one or more
10 partial verifications as well as for producing postage
indicia and/or for decrypting information contained in

the postage indicia.

It is especially advantageous for one of the partial
15 verifications to comprise the decryption of
cryptographic information contained in the postage

indicium.

By integrating the decryption of the cryptographic
20 information into the verification process, it is
possible to ascertain the authenticity of the postage
indicia directly so that the verification can be

carried out in real time.

25 Moreover, it is advantageous for one of the partial
verifications to comprise a comparison between the
production date of the postage indicium and the current
date. The integration of the production date of the
postage indicium - especially in encrypted form -

30 increases the data security, since multiple use of a
postage indicium is prevented through the comparison
between the production date of the postage indicium and

the current date.




refinenments of the invention can be gleaned fromthe subordinate clains
and fromthe presentation bel ow of 20 preferred enbodi nents maki ng
reference to the drawi ngs. The draw ngs show the followi ng: Figure 1 an

especially preferred enbodi mrent of a key 25 distrihutj] ing to the
i nvention; &@@5@4/57%\9&& ication cases of a key dist Pﬁiﬂ&%&%&%@@gm
according to the invention; 30 Figure % a schematic diagram of an interface
between a central paynent assurance system (ZinS central systen) and a
val ue transfer center (Postage Point); WO 2004/072911 PCT/ DE2004/ 000083 7
5 10 15 Fi gume cAderroeessusiteps fiercradiisegrald R@ra fdaaa ikey sderidy tike centr al
paynment assurance_system (ZinS central); Figure 5 a schenatic di agram of a
key di stribdtS oRAY2BRAEREO YNt FAF paPfentt BSLPEncésyst et fzi hE€ centra

system 1o l,0caleipayent \A33Urance e eI diheludingf he Aapei & ning

crypto-systens; Figure 6 a connection the DLL interface; Figure 7 a
schemat i ¢ disagrcamonbupr pcesscstleps for encapsul ati ng conponents and for
handl i ng_error nessages. Below, the invention will be described with
referenc® to a PC franki ng system Here, the process steps that serve for

paynent assuranggoheri Noependest MviheagdBusysdemdaspentoropreduci ng the
postage indicia. The described decentralized verification at individual
invention, the reading unit and the verification unit
communicate with each other via an asynchronous proto-
col.
10
Here, it is especially advantageous for the reading

unit to send a data telegram to the verification unit.

Preferably, the data telegram contains the content of

15 the postage indicium.

Additional advantages, special features and practical
refinements of the invention can be gleaned from the
subordinate claims and from the presentation below of

20 preferred embodiments making reference to the drawings.

The drawings show the following:

Figure 1 an especially preferred embodiment of a key
25 distribution according to the invention;
Figure 2 application cases of a key distribution

system according to the invention;

30 Figure 3 a schematic diagram of an interface between
a central payment assurance system (Zin$S
central system) and a value transfer center

(Postage Point);




verification stations, especially in nmail centers, is especially
preferred, but by the sanme token, 25 centralized verification is also
possi ble. In especially preferred enbodi nents of the invention, the

i ndi vi dual ifi {on stations are |ocal paynent [ ] ens that
are prefer ag’?@ @Bmé@gd to a 30 central paynent assﬂfﬁp@ga@?/g@@%vi a a
data connection. WO 2004/ 072911 PCT/ DEZ004/ 000083 8 In the especially
preferred enbodi nents described, the central paynent assurance systemis
al so connected to a value transfer center. 5 Especially preferred

enbodi nents of the value transfer center are referred to below as a

Post age Point. Advantageous enbodi nents of the central paynent assur- ance
system are Feé&ERed t o BEPERSEs TP c&Rtr atntadr FhenfechnfRe? *erface to

be i mpl ement ed bet uggRol Rfe WRhueahr aAshn CaRkerAtd R qay Teihsassurance
system consists of an exchange of cryptographic keys. The key that is to

be exchanged bet weemenheavaliue 15 transfer center and the paynent
assurancg system ensures that the produced postage indicia are forgery-
proof. This is achieved especially in that part of the content of the 2D

bar code t hatyify@ns st he posiaganat Ndi @i dgrhs emcrypked dsiskg isaitd ey .
Since, for 20 performance-rel ated reasons, the selected key is a
symetrical key, it fHa8 tHebEetaRIniPRYEG T GHSUFENCEalSYe teTandfiérS cent er

to the paynent assur y rq Jt-i I St ed t he, J_ndi vi dual
mai | centers. 25 Thggggﬁﬁgb%g%gkgpggg)gPC%%e%EgyghfsQ%%Euﬁé%ebgghsing
speci al crypto-cardsemshénicivelihigonhenecpppassesaisgyvergbtoappkiteati;on cases
in which these keys are managed using this special hardware. The entire

life cyépe of these
Figure 6 a connection of the DLL interface;

Figure 7 a schematic diagram of process steps for
encapsulating components and for handling error

15 messages.

Below, the invention will be described with reference
to a PC franking system. Here, the process steps that
serve for payment assurance are independent of the

20 system used for producing the postage indicia.

The described decentralized verification at individual
verification stations, especially in mail centers, 1is
especially preferred, but by the same token,

25 centralized verification is also possible.

In especially preferred embodiments of the invention,
the individual verification stations are local payment
assurance systems that are preferably connected to a

30 central payment assurance system via a data connection.




keys, fromtheir generation, their export and their 30 distribution
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The technical interface to be implemented between the
value transfer center and the payment assurance system

consists of an exchange of cryptographic keys.

The key that 1is to be exchanged between the value
transfer center and the payment assurance system
ensures that the produced postage indicia are férgery—
proof. This is achieved especially in that part of the
content of the 2D barcode that forms the postage
indicium is encrypted using said key. Since, for
performance-related reasons, the selected key 1is a
symmetrical key, it has to be transmitted from the
value transfer center to the payment assurance system,

where 1t is distributed to the individual mail centers.

The reliable storage of the keys is ensured by using
special crypto-cards. The invention encompasses several
application cases in which these keys are managed using
this special hardware. The entire life cycle of these
keys, from their generation, their export and their
distribution all the way to their import into the
decentralized systems is used in order to optimize the

process parameters.

dinto




In order to further inprove the protection against a fraudul ent production
of postage indicia, an event- specific exchange of the franking key takes
place. 5 In the presented case, the franking key is newly generated at

regul ar int exanple, after the expirati nabl e
time inter Vgiéa%qgmggén is |likew se possible to 2‘2@’?@5@854@%@}/
generation of the franklng key as a fufction of other par aneters, for
exanple, on the basis of the | oaded postage anmounts and/or of the franked
mai | pieces. As a matter of principle, a new generation of the new 15
franking keprcare bpecdraliled optedmymhede. sdawemece | fioar deghéo kegrease the
dat a securlt it i1s advantageous,K to mnim_ze the transm ssion effort for
t he new Elﬁ&bW§¢O§n&st§ ¥Reridt & 1ONESkdy in the value transfer

center, or |n the area of the value transfer 20 center. In order to ensure
a high level of protection of the nethod against fraud, it is advantageous
for i nfor nétlioowrec dntsdiomed ainn etShP@Op@éﬂa/g@ﬂerfdirm@ tke yoeli28 rddertyisned on t he

basi s of r nkl n ea of _|ocal ynen suranc st ens,
for exa Ie1i3 r|g t%cenY%;s or ??gséﬁf c%?ﬁ”égg 3N %zler f:Sngﬁ?%Jire this,
the franki ng,aly@mta@%su:iant@agmbhﬁd fromthe value transfer center to the

central paynent assurance system Preferably, the transmssion is
aut omat ed. WD 2004/ 072911 PCT/ DE2004/ 000083 11 The exchange is preferabl y

ef fectuatedyi a g;servel, t he payl S 5&‘@ tfe (£ pScentral
server). The val ae tr grsscentg rrgrg)tgt g%eté ol n ?3 dg)esrgnot ahavleeg?o
confi gured. kSlynmeetdhansam\eerpr@@i@stn@m loefv @ttt keovindicia, first of

10 all, a new franking key is generated.

The term franking key here is by no means to be
understood in a restrictive sense since the described
keys can be used in different ways for producing

15 postage indicia.

For example, it is possible to use the franking key

directly for producing postage indicia.

20 However, it 1is likewise possible and especially
advantageous for systems with an especially high
security against manipulation to produce postage
indicia with a multi-encrypted data content, whereby
the data content is preferably formed as a result of

25 several operations, whereby at one or more places, the
result of an operation i1s incorporated into the postage

indicium with the franking key.

For example, a crypto-string of the type disclosed in
300 German Preliminary Published Application DE 100 20 402

Al, is incorporated into the franking key.




5 the value transfer center (Zi nS |ocal systens) and its appertaining
crypto-systens, exclusively the ZinS central server is of inportance for
said server. After the new generation of a preferably symetrical 10

franki ng ke the latter is securely transmtted to th n yment
assurance s&@?@ﬂpéﬂﬁﬁﬂéess step 2 in Figure 1 - ané“ﬁﬁgﬁﬁpégﬁéﬁﬁgron1there
to the crypto- systems located in the lbcal payment assurance systens -
process step 3 in Figure 1. The local paynent 15 assurance systens return

the result of the inport operation - process step 4 in Figure 1 - and thus

confirm t hersuceesst utoke&yrichper timpghevs esHkt dreteipid eshdynsheacent r al
system validated and transmtted to the value transfer center (Postage
20 Point) - fppocedendt eprgdpatirgurel 1Poateda henkeGiRas PrefVeliccessful |y

imported ing il ; of h ygto ste thel pgakspayaenat assurance
systens, it Pgéreﬁgagég gFg%hg vgﬁée tggﬁgbgr % n?er 555¥Postage Poi nt) and
subsequently used for the generation of new postage anounts - process step

6 in Figure 1. The preferably symetrical keys are an integral part of 30
the T or gory LBeckRPLyP 6T BBSEdge s nar ci ' pr dwRE Bai P he T r ARG key,
wher eby sai dcpeshage 'a&d'r@_lgall%&eair{i%rv@l@,”pfgr ERahPeef OBMLEE the

t wo- di nensi onal barcodes. Thus, the exchange of these keys has to be

secured by skpomgtwon20d4£0p29defpoaIbbe20028£000083val2 cryptography. In
order to ensure this, adherence to the following points is-especially
inportant: Confidentiality of the content: it nust not be 5 possible for
third parti gswk&argadi ®ut st e Hawainsan boedilkeys wur tagriyhedy aasmessi on

10 generation of the franking key as a function of other
parameters, for example, on the basis of the loaded

postage amounts and/or of the franked mailpieces.

As a matter of principle, a new generation of the new
15 franking key can be carried out anywhere. However, in
order to increase the data security, it is advantageous
to minimize the transmission effort for the new
franking key and to generate the key in the value
transfer center, or in the area of the value transfer

20 center.

In order to ensure a high level of protection of the
method against fraud, it is advantageous for
information contained in the postage indicia to be
25 decrypted on the basis of a franking key in the area of
local payment assurance systems, for example, 1in mail

centers or freight centers.

In order to ensure this, the franking keys are
30 transmitted from the value transfer center to the
central payment assurance system. Preferably, the

transmission is automated.




Moreover, it nust also be ensured that the keys are securely stored and
cannot be read out by third parties. The latter functionality is 10
ensured by the WebSentry crypto-card. Integrity of the content: it rmnust

t b jhle f ird ti to f t f
At hent | Cat VB 2088BR 0 munt cat i on partners st - b CHRERTPAGES ne

identity of the sender/recipient is cbkrect. Fromthe vi ewpoi nt  of the
recipient, this nmeans that the key was 20 generated by the Postage Point.
Fromthe viewpoint of the sender, it nmust be ensured that only valid ZinS
| ocal crypt ahsys-emraye ia |owetkeriiol yecefyethhecleyia?2a berivke syimetri cal
nmet hod presented, both comrunication partners have the sanme key KT. The
val ue transfié® PEYHEEL EPSSEAGE PEVROLTUSEL hESREy 3T SEFVEery gt he  dat a

key KD that 4§ 40 e ddansmdd&dr apsh i hede FBEH?;eaéeEaEQtd%%%ek% KD to

the server of the paynent 30 assurance System (ZinS central system). From
t he central bpaysmenii@ssaantensystbm sthiverkelods nothenatar thekndiwst ri but ed

to the ZLnS | ocal .crypto 2004/ 072911_PCT/ DE2004/ 000083, 13 systens of
the local pAyRed Heb T €y T ethor THUSE LSo8Peiy L PRaN SEhAVS access
to the key Kppwk£anihhuscripevyplydhenkey &Q-oasevadsdi n+hd neenishe key KT
is used to securely protect the key KD during the transport, it 5 is also

referred tockalterlasctNert AgnSporiinpayansienderalkido6girvgdyment assurance
systens receive the sane data, it is not necessary to define a separate

After the new generation of a preferably symmetrical
10 franking key, the latter is securely transmitted to the
central payment assurance system - process step 2 in
Figure 1 - and distributed from there to the crypto-
systems located in the local payment assurance
systems - process step 3 in Figure 1. The local payment
15 assurance systems return the result of the import
operation - process step 4 in Figure 1 - and thus
confirm the successful key import. The result 1is
compiled by the central system, validated and
transmitted to the value transfer center (Postage

20 Point) - process step 5 in Figure 1.

Once the key has been successfully imported into all of
the crypto-systems of the local payment assurance
systems, it is released at the value transfer center
25 (Postage Point) and subsequently used for the
generation of new postage amounts - process step 6 in

Figure 1.

The preferably symmetrical keys are an integral part of
30 the forgery security of postage indicia produced using
the franking key, whereby said postage indicia are, for
example, in the form of two-dimensional barcodes. Thus,

the exchange of these keys has to be secured by strong




transport key KT between each |ocal crypto-server and 10 the val ue transfer
center (Postage Point). For security reasons, however, this key KT should
be renewed like the data key KD at regular intervals. However, since not
as nmuch tex ted with this key as with the ger
exchange |n5%¢3@§4@2%ﬁ de selected. An 15 exchange |ﬁ¥g§¥%55@y8@#%gor t wo
years is especially advantageous herel2 An essenti al conponent of this
approach is the key exchange of the transport keys KT which, for security
20 reasons, should not take place via the sane channel as the exchange of
t he data keysykKBogFhpsyexchaogelers taotenstakr itéd sQubdiemealcley toSithee thi s
procedure has _to be carried out at ular intervals for several of the

| ocal paymedt?! é@@&PQnE@l§§§téﬁBeSQESEHEFYWé@HBEtﬁ§§ ‘to 25 be provided here,
by neans of which the exchange of the transport keys can |ikew se be
automated. For this purpose, the ANSI standard X9.17 (Key Managenent for
Fi nanci al Servi cesConftiHenltdsilsitgf G0 Shﬂn@@ﬂbﬁﬂtrmﬁMon@$tdebtn@§ anot her
key level that is _referr 0_as,_the master.transport y (referred to
el ow as kTN . THPSERENLBasEP5 bl RS TEHBR (he X5Bt 6 Lar 4 fnder

speci al security pfegaigdianse@ndk¥Wos20Q4{ 02911 RET/ PE20044 006083 . 14
consequently only has to be exchanggd at extended intervals. Here, the

same KTMi s |nstaIM@He©ﬁeéblltsV§ﬁ|ﬂ§lsﬁubﬁ1@ﬂﬁ@¥@% Bhekyphe $§&st ransport
keys KT that are 5P5r$h ?‘ﬂj %w%ggda@gl es %gg LA ;aagggn% d manner

via the sane channe stri I on ace in e sane y as the
di stribution of thEhiddtapheyaeéIhemhntlkﬂuuﬁmlcﬁumﬁtibaaﬂndnvldwa

systens, _or of their gto-cards is described in gre ter detai
10 ensur by the WebSentry crypto-

* Integrity of the content: it must not be
possible for third parties to forge parts of the

key.
15
* Authentication: both communication partners must
be certain that the identity of the
sender/recipient is correct. From the viewpoint
of the recipient, this means that the key was
20 generated by the Postage Point. From the

viewpoint of the sender, it must be ensured that
only valid ZinS local crypto-systems are allowed

to receive the key.

25 In the symmetrical method presented, both communication
partners have the same key KT. The value transfer
center (Postage Point) uses the key KT to encrypt the
data key KD that 1is to be transmitted and then
transfers said data key KD to the server of the payment

30 assurance system (ZinS central system).

From the central payment assurance system, this key is

then further distributed to the ZinS local crypto-
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the value transfer center (Postage Point). For security
reasons, however, this key KT should be renewed like
the data key KD at regular intervals. However, since
not as much text is encrypted with this key as with the
key KD, a longer exchange interval can be selected. An
exchange interval of one or two years is especially

advantageous here.

An essential component of this approach is the key
exchange of the transport keys KT which, for security
reasons, should not take place via the same channel as
the exchange of the data keys KD. This exchange is not
carried out manually. Since this procedure has to be
carried out at regular intervals for several of the
local payment assurance systems, another method has to
be provided here, by means of which the exchange of the

transport keys can likewise be automated.

For this purpose, the ANSI standard X9.17 (Key
Management for Financial Services on the basis of
symmetrical methods) defines another key level that is
referred to as the master transport key (referred to
below as KTM). This key has to be installed on the

crypto-card under special security precautions and




10 generated and, as of this point in time, KDnewis used for the
encryption of new postage anounts in the Postage Point. As of this point
, the old KD should be deleted fromthe Postage Point and shoul d

intine

not be use

situation i

pr oduce
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n re for the generation of new post s. The
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In order to ensure the integrity of the message as well
as the authentication of the sender (= Postage Point),
a matrix code (MAC) is formed for the individual key
messages. In order to generate the MAC, the signature
key KS is needed which, like the KTM, is imported
during the initialization of the crypto-card. The
signature of the data key messages 1is subsequently
carried out with this KS. The confidentiality of the
information during the transmission of the messages in
the Intranet of the Deutsche Post 1s thus secured
through the use of this strong cryptographic method. An
especially preferred method for the encryption and
decryption of messages is Triple DES (key length 168
pits). Hash values are preferably computed by means of

the SHA-1 algorithm.

The various periods of wvalidity that exist at the
Postage Point and on the crypto-systems of the payment
assurance systems have to be taken into account for the
distribution and storage of the data keys. A maximum of
two keys KD have to be available at the Postage Point

at any given point in time, namely, one key that is

e generation




updates of the symmetrical data keys (ensuring transaction security, see
g)). 15 b) Each transm ssion of a data key fromthe value transfer center
(Postage Point) should be acknow edged by the central paynment assurance

system by confirmation nessage. 20 c) If enent is
positive, ﬁ@%&g&oz I has been successful | y instalé@%ﬁ@%&@%al
paynment assurance systens and can be i 5sued to the customers using PC
franking. 25 In this case, the generation counter is increased by one for
the transm ssion of a succeeding data key. d) If the acknow edgenent is
negative, therdaira key valli dasmdt abeshestickessf wlilth | patialhl edewdyal | | oca
paynment assurance systens and should not be _issued by the val ue transfer
center to cOENEFBLSIsPOLERYSnBERLNEST 2T Re tor 68uEHICENPSE I EPagye - WO

2004/ 072911 PCT/ DE2004/ 000083 17 indicia, since otherwise there is a risk
of a mass diverting of valid mailpieces. In this case, the generation
counter is Aot thiencecaseddsy oweef of tiperatdesniodsitdre e¢fxistiBgskeyeedi ng

data key. that st o i he val ue of th '
L ansm 31 oflLt8) W1 Ui el ¥ iberly SERoN KabBehe, FAMCRE ERReromc the val ue

transfer cer&it(Pestagandobnt theapRginekd dadranyef ByEhenskeynce
transm ssion to the central paynent assurance system (ZinS central) (such
attenpts wotihd;s dfexdursesupecpghvleéd Bpen imported by all of the

crypto-systems of the local payment assurance systems,
a release message of the ZinS central system is
10 generated and, as of this point in time, KDpew is used
for the encryption of new postage amounts in the
Postage Point. As of this point in time, the old KD
should be deleted from the Postage Point and should not
be used any more for the generation of new postage

15 amounts.

The situation is different with the crypto-systems of
the local payment assurance systems: since a downloaded
postage amount can be used for a predefinable period of
20 time of, for example, three months, in order to produce
postage indicia, there are several keys KD that have to

be available for verifying the postage indicia.

Moreover, when it comes to the distribution of the
25 keys, it should also be taken into consideration what
happens to keys that could not be imported into some of
the crypto-systems and could therefore not be activated
at the Postage Point. It is possible that these keys
were imported into other crypto-systems and, as a
30 matter of principle, should be taken into consideration

there during future verifications.




t he paynent assurance system but should also be blocked in the val ue
transfer center). 15 f) If an acknow edgenent by the paynent assurance
systemis absent for a prolonged period of tine (tine-out exceeded), then

the value t f ter (Postage Point) can trig é La 20 its
di rect or ih@??@@%@aégﬂ interface. g) As soon as a gﬁ§5¢%¢§‘%g&¢§geives a
data key, it deletes all of the data k%ys that have the sanme generation
counter value as the nost recent 25 transm ssion. This ensures that, in
case of error-related nmultiple transm ssion, keys that could previously
only be successéulity |toadedacinta sonefotmaldorofit hen chygpten- cahdshar e

del eted. This_allows a_ transaction-secure keg 30 transm ssion. h) On the

crypt o- car d&RYEh | GLERT pAFReACN 18 HhantRe sFevend S &'¢ bt FRe TS i nvoked
WO 2004/ 07291 1 RCLDE20Q440QQ083, s 18nr epeat €dh yn Bl efigrabky1neguharly,

especially daily, that deletes the data keys that are no |onger needed. A
dat a key i sedelcattdcn (farmn ofadviaet agébws embodieyerdis e Heldi i¢oniso Poi nt
g)) 5 mhfn thee%ggl ate %%%%ed %%r:the succeeding data key in the CKA END
DATE attTi b€ s%s Iﬁgr tRE&TLRE current systemdate. i) Wen it cones
to the end date of the preceding 10 key, a grace period (as short as
possi bl e) should be planned since postage indicia produced wth an expired
post age anount aﬁeD§€§|keys are transmitted in encrypted form with
an unambiguous key ID (key phase indicator), an
ambiguous generation counter and an end date for
10 the valid preceding data key.
The generation counter serves to distinguish
erroneous multiple loading attempts from desired
updates of the symmetrical data keys (ensuring
transaction security, see g)).
15
b) Each transmission of a data key from the value
transfer center (Postage Point) should be
acknowledged by the central payment assurance
system by means of a confirmation message.
20
c) If the acknowledgement is positive, the data key
has been successfully installed in all local
payment assurance systems and can be issued to
the customers using PC franking.
25 In this case, the generation counter 1is

increased by one for the transmission of a

succeeding data key.

d) If the acknowledgement is negative, the data key

30 has not been successfully installed in all local
payment assurance systems and should not be

issued by the value transfer center to cgstomer

systems meant for the production of postage
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e)

g)

If there is no acknowledgement, in the interim,
the value transfer center (Postage Point) cannot
start any further key transmission to the
central payment assurance system (ZinS central)
(such attempts would, of course, be ignqred by
the payment assurance system, but should also be

blocked in the value transfer center).

If an acknowledgement by the payment assurance
system is absent for a prolonged period of time
(time-out exceeded), then the value transfer
center (Postage Point) can trigger an alarm via

its direct or indirect user interface.

As soon as a crypto-card receives a data key, it
deletes all of the data keys that have the same
generation counter value as the most recent
transmission. This ensures that, in case of
error-related multiple transmission, keys that
could previously only be successfully loaded
onto some of all of the crypto-cards are
deleted. This allows a transaction-secure Kkey

transmission.

On the crypto-cards in the 1local payment

assurance systems, a routine is invoked

for the user. Thus, a higher key security is



definition of clusters (wWwth several crypto cards) GCeneration and storage
of a local master key 20 LMK The LMK should be distributed over at |east
t hree conponents of which two conponents are especially advantageous for

recreating jnitializing crypto-server car each of
t he corrponeﬁ‘%@aﬁé\ﬁ/m%dtltlen onto Smart 25 Cards with %ﬁ@@%@{@g@@@ﬁ?’ wher eby
the security admnistrators receive alSSmart Card. In addition, backup
Smart Cards shoul d al so be made. Subse- quently, the LMK serves as the
above-descri bed master transport key KTM 30 user adm nistration:

del etion of the defapttteségyri pyeddmai ¢ r ategyu loandl vef iespeonadf yt he WO
2004/ 072911 PCT/ DE2004/ 000083 530 securi &ly ggarsri ni l'jﬁt rators .including the
requisite authent?ehtYon tPate S ST T CARE- IRER) “C¥and @5 onTof "&n ini ti al

signature key KS, 18,8865 Hud Py (Wrapgheg) pdy hikheqdiiM agd storage as a
file. The later copying of this file onto a 'diskette should be possible
(access to the fi&evaiiskettes stobdinany be podsrbbe tor Pphatsecurity

adm ni stgators). 1 eneration.of a_first tran r cr ion of
t he appegftai ni ng k‘g?/eﬁetgbs%g%n(gn%as?orsgﬁgegf %thgg%si‘sgggéeﬁhg Plgl%gt as well

as later copying ®éythirs thke curt cempdDaket te-facicess shwuktdaonky 15 be

possible for the security administrators). CGenerating the transport naster
keys than the current system date.

i) When it comes to the end date of the preceding

10 key, a grace period (as short as possible)
should be planned since postage indicia produced

with an expired postage amount are still
recognized as being valid for two more days

after the end of their validity when they are

15 checked in the area of the 1local payment
assurance system. Moreover, a time-lag between

the production and the release of the new data

key also has to be taken into account.

20 Figure 2 shows an overview of areas of application of
the presented key management and its use in the area of
payment assurance. Moreover, preferred areas of

application are presented.

25 The application cases are described in greater detail

below.

Subsequently, details about the described key
management method will be presented.

30
The described applications are presented by way of an

example with the use of crypto-cards.




New transport master keys (KTM are preferably 20 generated in the manner
descri bed bel ow. The local master key (LMK) of an appertaining confirmation
card serves as the KTM For security reasons, the LMK should be divided

into at least thr conponents, of which at |east t are
needed for ngﬁﬁﬁﬁgf%pﬂon. 25 The i ndi vi dual conponé%?gﬁggggggg&gé on

Smart Cards, whereby each security adm%istrator receives a- SmartCard and
secures it with an individual PIN. Keep- ing the PIN secret and storing the
SmartCards in a safe 30 place is to prevent unauthorized persons from being
able to accessstthest WO12004HOD79@9%1 iPCTHIDEZRO04h@00BR ot @Adcindsr dere t o

i npl ement the transport master keys, there are preferably at |egst two LMWK
conponent s indsirddF6AditAg thE BRSOt dhentVadiith SrdF@licdn S€&¢L 150 t hat
an autonategr%ggh%ggqtation of a dual control 5 principle is carried out.
The KTM has"to be a Triple DES key. The ID attribute of the key consists
of a type identification and an unanbi guous nunber. 10 Type

identifigcation: KT, Upanhi guous nunper: QL to 99. Length: fix 4 bytes is
filed as® CK_CHAR[ i%sﬁ§q3 ‘Féraﬁgppﬁ9¥'Hﬂ%{aR%??od%Esélﬁ?ifﬁrﬁ%chanisns
are suitable for epgubkadrihatnenl ¥aadt hortzedrper somsorare &l ehled carry
out an exchange of the keys. The enbodi nent descri bed bel ow using

signature keys, hoaewdectiwreartheasl arPy advEAREYe0donSi né€ -i t T&Ccount s
20 for especially ?hg@tigﬁgﬁherqgﬁi@ﬂér¥q@£W£?éi%%s expanded by
embedded code (proprietary software routines)
10 and, for security reasons, the PKCS#ll-specific
(Public-Key Cryptography Standards) key routines
(generation, deletion, etc.) should be blocked
for the user. Thus, a higher key security is
ensured on the card.
15
e definition of clusters (with several crypto-

cards)

« Generation and storage of a local master key
20 LMK. The LMK should be distributed over at least
three components of which two components are
especially advantageous for recreating or newly
initializing crypto-server cards. Preferably,
each of the components is written onto Smart-
25 Cards with PIN protection, whereby the security
administrators receive a SmartCard. In addition,
backup SmartCards should also be made. Subse-
gquently, the LMK serves as the above-described
master transport key KTM.
30
« user administration: deletion of the default

security administrator and definition of the




The signature key secures the integrity of the key nessages. It can also
be used before the inport of the key to ascertain whether the sender of
the key nessages 25 is the Postage Point. The generation of the signature

key should gnly be possible by a security adm nistrat IS registered
via a Smart §Qwﬁﬁﬁ§lihould be a TDES key that hagwﬁkQEgg@M@ip§g
attributes “sensitive' set to TRUE ardd “extractable' set to FALSE in order
to 30 prevent the key plain text from being discovered outside of the
card. The ID attribute of the key consists of a type identification and an
unanbi guous nunbesec W 2P044R7A93E rBECOABE2RRA/ I8 h@2rdypesite
identification: KS Unanbjguous nunber: 01 to 99. Length: fix 4 bytes is
filed as CK CHAR] 3'thenrietticn IheekelSHrHeekgti®d, it has to be

w apped with the KTMand it is then stored as a file on a diskette. The

di skette has to be kept in a -secure place and serves for the
initialization of gdmecaypoo 10fseanerimatidsl Theghategs t yteof KHe key file
is ensured by a processing rqutine .preferahbly stor in the _cards that is
used forfthe mmapﬁ?ﬁﬁfyﬁ#%gﬁr3¥&a§FFf¥§ut%€P%ftﬁﬁefﬁﬁgﬁ?ﬁ%rftﬁé§gﬁs are 15
conpiled in the fold oy pgid abtge A&tékb@bﬁgi@@ bhethianspoet okey KS

KeyAttributeValue | D KS + consecutive unanbi guous CKA _nunber (KSO01 to
KS99) for diskette should be possible (access to the

file/diskette should only be possible for the

security administrators).

10
+ generation of a first transport key KT, creation
of the appertaining key message and storage of
the message in a file as well as later copying
of this file onto a diskette (access should only
15 be possible for the security administrators).

Generating the transport master keys

New transport master keys (KTM) are preferably
20 generated in the manner described below. The local
master key (LMK) of an appertaining confirmation card
serves as the KTM. For security reasons, the LMK should
be divided into at least three components, of which at
least two components are needed for re-importation.
25
The individual components are stored on SmartCards,
whereby each security administrator receives a
SmartCard and secures it with an individual PIN. Keep-
ing the PIN secret and storing the SmartCards in a safe
30 place is to prevent unauthorized persons from being

able to access them.




unanbi guous designation of the key. LABEL Is not filled, corresponds CKA
_to the default value of the hardware at the tine of the generation. DATE
CKA Date as of which the key is START supposed to be valid in the

PKCS#11 for ified by the security adnini ND Dat e
after which QSQQ@??precedl ng key is to be del C{é@s%@(%ﬁé%%?TI VETRUE

CKA EXTRACTABLEFALSE CKA ENCRYPTTRUE WD 2004/ 072911 PCT/ DE2004/ 000083 23

In order to implement the transport master keys, there
are preferably at least two LMK components -
corresponding to two different authorization cards - so
that an automated implementation of a dual control

5 principle is carried out.

The KTM has to be a Triple DES key. The ID attribute of
the key consists of a type identification and an
unambiguous number.

10
Type identification: KT
Unambiguous number: 01 to 99.

Length: fix 4 bytes is filed as CK_CHAR[ ].

15 As a matter of principle, various security mechanisms
are suitable for ensuring that only authorized persons
are able to carry out an exchange of the keys. The
embodiment described below using signature keys,
however, is particularly advantageous since it accounts

20 for especially high security against manipulation.

The signature key secures the integrity of the key
messages. It can also be used before the import of the
key to ascertain whether the sender of the key messages
25 is the Postage Point. The generation of the signature
key should only be possible by a security administrator
who is registered via a SmartCard. This should be a
TDES key that has the security attributes ‘sensitive’
set to TRUE and ‘extractable’ set to FALSE in ofder to
30 prevent the key plain text from being discovered
outside of the card. The ID attribute of the key
consists of a type identification and an unambiguous

number.




CKA DECRYPT TRUE The random nunber in the LABEL attribute serves to
confirmthe successful inport into the crypto-server cards. A hash val ue
(for exanple, by nmeans of SHA-1) is 5 formed for this random nunber and it
is used for nf | r.m t he successful inport as wel] asi ng the
transport k30589@£6%§ﬁ9ID and CKA LABEL attributes &F@aﬁgE@&VW&ﬁﬁgd as

CK CHAR All further attributes are dedd ned in the type via the pkcsll.h
file. The signature key is encrypted with the KTM (=LMK, CKM KEY WRAP
VWEBSENTRY nechani sm) and is upl oaded onto 15 the hardware on site |like the
LMK. The generation of the transport key will be described below 20 In
this application case, a transport key including the appertaining key
message is GUREr APBRT1PLERELaBFyKSthe key generation module is configured

in such as wa¥nihatoukhgugeneraphop,0fgt he transport key and/or of the
appertai ni ng key ssage can only be initiated by a 25 security

adm ni strat 6engThe éxghdnbgtent ésvélilsdoabdCEeCHBRE Or two years. The
transpor§ key, in turn, is a TDES key with the followi ng attribute
settings: 30 Attributes of the transport key KT KeyAttribute | Value WO

2004/ 072911 1RCHY £420046000083 124, CKA IKE +egppseedl i vier URarbigioys | D
wrapped with the KTM and it is then stored as a file on

a diskette. The diskette has to be kept in a -secure
place and serves for the initialization of the crypto-
10 server cards. The integrity of the key file is ensured
by a processing routine preferably stored in the cards

that is used for the wrapping.

Preferred attributes of the transport key KS are

15 compiled in the following table.

Attributes of the transport key KS

KeyAttribute Value

CKA ID KS + consecutive unambiguous
B number (KS01l to KS99) for
unambiguous designation of
the key.

CKA LABEL Is not filled, corresponds

B to the default value of the
hardware at the time of the
generation.

CKA_START_ DATE Date as of which the key is
supposed to be valid in the
PKCS#11 format (is specified
by the security

administrator)
CKA_END_DATE Date after which the
preceding key is to be
deleted.
CKA SENSITIVE TRUE

CKA_EXTRACTABLE FALSE
CKA ENCRYPT TRUE




_nunber (KT01 to KT99) for unambi guous desi gnation of the key.
CKA_LABELRandom val ue having the length of 64 bytes that was generated
usi ng the PKCS#11 C Gener at eRandom net hod. DATE CKA Date as of which the
key is STA ed to be valid in the _ PKCS#l | | ecified
by the secE%Y?ﬁﬁgﬁﬁ?%? trator) DATE CKA Date afterlﬁkﬂbﬁgb%&bﬁm%g_
preceding key is to be del et ed. CKA BENSI TI VETRUE CKA EXTRACTABLEFALSE

CKA ENCRYPTTRUE CKA DECRYPTTRUE The random nunber in the LABEL attribute
serves to confirmthe successful inport into the crypto-server

CKA DECRYPT TRUE

The random number in the LABEL attribute serves to
confirm the successful import into the crypto-server
cards. A hash value (for example, by means of SHA-1) is
5 formed for this random number and it 1is used for
confirming the successful import as well as for

releasing the transport key.

The CKA ID and CKA LABEL attributes are to be filled as
10 CK CHAR. All further attributes are defined in the type
via the pkcsll.h file.

The signature key is encrypted with the KTM (=LMK,
CKM KEY WRAP WEBSENTRY mechanism) and is uploaded onto
15 the hardware on site like the LMK.

The generation of the transport key will be described

below.

20 In this application case, a transport key including the
appertaining key message is generated. Preferably, the
key generation module is configured in such as way that
the generation of the transport key and/or of the
appertaining key message can only be initiated by a

25 security administrator. The exchange interval should be

one or two years.

The transport key, in turn, is a TDES key with the

following attribute settings:
30

Attributes of the transport key KT

KeyAttribute Value




cards. A hash value (for exanple, by neans of SHA-1) is 5 fornmed for this
random nunber and it is used for confirmng the successful inport as well
as for bre}e?fing t he transport key. The CKA I D and CKA LABEL attributes
are to be filled as CK CHAR [ ]. Al further attrlbut fined in
the type vi @H@4B%é§ﬂl h file. The transport key iEC éﬁéﬁﬁgﬁ) Pth t he
KTM (=LMK, CKM KEY WRAP WEBSENTRY neckhni sm) and a message having 15 the
following structure is forned for the transm ssion fromthe value transfer
center to the central paynent assurance system WD 2004/072911

PCT/ DE2004/ 000083, Zpy Tt enliengt Byte. no. Desi gnat. onDes m 12f1 -
f 2MsgTypel dent i|fi ca’tﬁ%n of the ke ssa @iTr@oncs‘%]%%%%ﬁ‘%tdO%

21f 3Ver si onVer di on of the structyre eﬁf1 e tarting W th
the value “01' |34f4 - f8Keyl DI D cfu“taﬁ‘ébltgrua%sp g@iﬁ]ﬁﬁx}o fext 44f9 -
f12Si gkey! DI D df the key used for %fe X§¥mat ure 5n-13f13 -
fanranspKeyEncqﬁ@gﬁngﬁ the yptiengiadd i avaRif die transport
length of 64 bytes that was

generated using the PKCS#11
C_GenerateRandom method.

CKA START DATE Date as of which the key is
supposed to be valid in the
PKCS#11 format (is specified
by the security

administrator)

CKA END DATE Date after which the
preceding key is to be
deleted.

CKA_SENSITIVE TRUE

CKA EXTRACTABLE FALSE

CKA ENCRYPT TRUE

CKA DECRYPT TRUE

The random number in the LABEL attribute serves to
confirm the successful import into the crypto-server
cards. A hash value (for example, by means of SHA-1) 1is
5 formed for this random number and it is used for
confirming the successful import as well as for

releasing the transport key.

The CKA ID and CKA_LABEL attributes are to be filled as
10 CK CHAR [ 1. All further attributes are defined in the
type via the pkcsll.h file.

The transport key is encrypted with the KTM (=LMNK,
CKM_KEY WRAP_ WEBSENTRY mechanism) and a message having
15 the following structure is formed for the transmission
from the wvalue transfer center to the central payment

assurance system:




key 624fn+1 - MACMAC for the key fn+24nessage; is' fornmed in that an SHA-1
hash value is fornmed for the Fields 1 to 5 of the nessage, and this hash
value is encrypted with the signature key (CKM DES3 CBC PAD nmechani sm the
IVis fille i ros; ID see field 5). Subseq t her
distributioﬂwygﬂﬁgb??éﬁsport key nmessage i s transfgﬁﬁgﬁkﬁg&@ﬁ%kgﬁns
central server. 5 The interface is reatl zed as a Session Bean, this
service is | ooked up by nmeans of a naming service (Java Nam ng and
Directory Interface - JNDI). The nethod for WD 2004/072911
PCT/ DE2004/ 000083 26 the transport shoul d expect the above-nentioned data
bl ock. Moreover, the nmessage is—stored-at-t-he-PgstagePetrnrt—as—S5 file so
t hat the sedihenmt yLedgtni Bytatnes |caPesignationrg it Baserdmtier norle
di skettes that are ho He kept in a safe place. |The diskettes are tlhen used
for the i Iillidi ZagTor ne o-setver car
r

af CTypt { 0. referr
enbodi nent | f ot rEl esing ﬁlhe_ Panspor S &eyPewi | | Gg%zrli yja(?%tejt?rbeqefgv\. The
y

3%

val ue transfer center ils configurled in such a wa message,
constant ‘KT’

2 1 £3 Version Version of the
structure of the
message, 1 byte
starting with the
value ‘017

3 4 f4 - £8 KeyID ID of the
transport key in
plain text

4 4 £f9 - f£12 SigKeyID ID of the key
used for the
signature

5 n-13 | £13 - f,1 | TranspKeyEncr | Result of the

ypt encryption (wrap)
of the transport
key
© 24 fot1 - MAC MAC for the key
fn+24 message; 1is’

formed in that an
SHA-1 hash value
is formed for the
Fields 1 to 5 of
the message, and
this hash value
is encrypted with
the signature key
(CKkM_DES3_CBC_PAD
mechanism, the IV
is filled up with
zeros; 1D see
field 5).

Subsequent to the further distribution, this transport
key message is transferred to the ZinS central server.
5 The interface is realized as a Session Bean, this
service is looked up by means of a naming service (Java

Naming and Directory Interface - JNDI). The method for




that it can release the transport key KT. In order to 15 rel ease the
transport key KT, there is an interface via which the central val ue
transfer center can release this transport key once it has successfully

been distr] uccessfully inported into all t
assurance sygﬁéﬁ@“?ggﬂi crypto-systens) . Only 20 tﬁFggéﬁ59%@&¥gﬁgase IS

t he appertaining transport key used sequently for the encryption of
data keys (KD). The interface is realized as a Session Bean. This service
is | ooked up by neans of a nam ng service. 25 The data structure for the
rel easi ng ptheeduranspref esablydhasigdret f bheowhny paranei@rsd Hesalengt Byt e
no.Designatkganscription h 14f1 - f4Keyl DID of the transport key in plain
text 2201f 4°-°F24RandonHashSHA- 1 hash val ue WO 2004/ 072911 27

PCT/ DE2004/ 000083 of the random nunber that was transferred as the LABEL

attribute of the transgort key 31f 25StateResult of the encryption:' true =
processi ng Mecesyary, thel mgseaganisakgored at the Postage Point as

5 a file so that the security administrators can later
store it onto one or more diskettes that are to be kept
in a safe place. The diskettes are then used for the

initialization of new crypto-server cards.

10 A preferred embodiment for releasing the transport key

will be explained below.

The value transfer center is configured in such a way
that it can release the transport key KT. In order to
15 release the transport key KT, there is an interféce via
which the central value transfer center can release
this transport key once it has successfully been
distributed and successfully imported into all local
payment assurance systems (ZinS crypto-systems). Only
20 through the release is the appertaining transport key
used subsequently for the encryption of data keys (KD).

The interface 1is realized as a Session Bean. This
service is looked up by means of a naming service.

25
The data structure for the releasing procedure

preferably has the following parameters:

Ttem | Lengt | Byte no. Designation Description
h
1 4 fi - £4 KeyID ID of the
transport key in
plain text
2 201 f4 - £24 RandomHash SHA-1 hash value




pl ace fal se = processing not successful 4128f26 -MessageDetail ed nessage
f 153about the error causes, or detailed success nessage The aut hentication
of the key allocation systemof the paynent assurance system (ZinS

KeyManage vis-a-vis the PP KeyManagenent i rried out
5 via Par an@%ié@wﬁ%l% is a hash value that is for wﬁgéﬁ%b(ﬁ)r@?SHAl

nmet hod fromthe LABEL attri bute of the27transport key. The LABEL attribute
is filled with a randomvalue at the tine of the generation of the
transport key. Since the transport key and all of its 10 attributes are
encrypted during the trfansm ssion, only the ZinSftrapet a@aseiorer car| conput e
the correct hashi value. If the tiransntted hash nalpes ithatdentd call to the
hash 15 value of the KT conputed for the LABEL |atiddd38.cdaMigy eby [|said
hash valuelis |ocated gn the Postage Poi nt V\ébc;qllﬂé’iplmm e and iff the
transmtted processing| status =|true, then the |t a[] Q{) activated.
WO 2004/ 07911 BCT/ DE20Q04/ 000083 | 28 Thi s neans tr‘%{[n subseq| Lét t he data
key nmessages arel encrypted withithe transport ke ARVATT ant? of t is
applicatioh casel existg if fbBe 3 processtag is QId‘.SQﬂ&DLdﬁf (theansmi t|t ed
status = false).{ In thils case, the status for thishd®ptgenaration gnd key
distributipn is protocqlled and the appertainingtrye = processing

necessary,
release can take
place
false =
processing not
successful

4 128 f26 - Message Detailed message

£153 about the error

causes, or
detailed success
message

The authentication of the key allocation system of the
payment assurance system (ZinS KeyManagement system)
vis-a-vis the PP KeyManagement system is carried out
5 via Parameter 2. This is a hash value that is formed
using the SHA-1 method from the LABEL attribute of the
transport key. The LABEL attribute is filled with a
random value at the time of the generation of the
transport key. Since the transport key and all of its
10 attributes are encrypted during the transmission, only
the ZinS crypto-server can compute the correct hash

value.

If the transmitted hash value is identical to the hash
15 value of the KT computed for the LABEL attribute,
whereby said hash value is located on the Postage Point
WebSentry module, and if the transmitted processing

status = true, then the transport key is activated.




transport key is deleted accordingly. 10 A preferred exanple of a
generation of new data keys is shown below In this application case, a
data key including the appertaining key nessage is generated. Preferably,

the 15 key i ystemis configured in such this action
can only beghiggﬁgbgﬁliy a security adninistrator.?¥ﬁ?éEé&@Q@ngé done
every three nonths. |f a data key KD%% in circulation for which no
feedback (rel ease or error) has yet been received from 20 the central
paynent assurance system (ZinS central system), then the generation of new
KDs is bl ockerils maths thetfeedbagkehasybeener eaehviedy mbesdagta key (KD)
serves for the encryption of certain 25 matrix code contents and al so
ensur es tha?HHBYQE?gdeBEtéﬁé FRETMEPETEake¥e produced for which no payment
has been nade to the postal service provider. This data key serves to
verify the digital postage indicia at the ZinS crypto-servers. The data
keys are |ikewaseldDES @0 kéyiss t hatp ldre gemer ataetk usixig ttshe IPKCSHEI

f ti C Ge teKey and that h the foll ttrib . _Attribut
of the (i BPREYSRDLUB 5604 079614 PCHFBEIBOAFGO0083 2 26 KeyArLPFbut eVal ue

CKA_| DConsegHt itwa sunaldd gueHs Rukels (f08. tRi} ke upaidiHuoss degi gnation
of, the key (without a prefix); corresponds to the key phase indicator that

i s encoded kAYt W& idsitatiel ethdiei rRERFI Il eheaPdsttigel Iopertaining

transport key is deleted accordingly.

10 A preferred example of a generation of new data keys is

shown below.

In this application case, a data key including the
appertaining key message is generated. Preferably, the
15 key allocation system is configured in such a way that
this action can only be initiated by a security
administrator. This should be done every three months.
If a data key KD is in circulation for which no
feedback (release or error) has yet been received from
20 the central payment assurance system (ZinS central
system), then the generation of new KDs 1is blocked

until the feedback has been received.

The data key (KD) serves for the encryption of certain

25 matrix code contents and also ensures that no valid
postage indicia can be produced for which no payment
has been made to the postal service provider. This data
key serves to verify the digital postage indicia.at the
ZinS crypto-servers. The data keys are likewise TDES

30 keys that are generated using the PKCS#11 function
C GenerateKey and that have the following attributes:

Attributes of the data key KD




CKA 1st Byte: Ceneration counter LABEL _for sinplified deletion of keys in
the ZinS crypto- systems that could not be activated Bytes 2-65: random
val ue having the length of 64 bytes that was generated using the PKCS#11 C

Gener at eKey ATE START Dat f which th ' d
to be vali d"‘{zﬁw@‘@m}%lcs;ftn f or mat e(?: £l el:lcvmth?)t(ﬁzﬁgz@"'moﬁ%f gl)o P DATE

CKA Does not indicate the end of END _29the validity of the key _ itself but
rather the end of the validity of the predecessor. The date after

KeyAttribute Value

CKA ID Consecutive unambiguous
number (e.g. 01) for
unambiguous designation of-
the key (without a prefix);
corresponds to the key phase
indicator that is encoded in
the postage indicium and in
the PostagelID.

CKA LABEL lst Byte: Generation counter
for simplified deletion of
keys in the ZinS crypto-
systems that could not be
activated

Bytes 2-65: random value
having the length of 64
bytes that was generated
using the PKCS#11
C_GenerateKey method.

CKA START_ DATE Date as of which the key is
supposed to be valid in the
PKCS#11 format (is filled
with the current date)

CKA END DATE Does not indicate the end of
the validity of the key
itself but rather the end of
the validity of the
predecessor. The date after
which the preceding key is
to be deleted.

CKA SENSITIVE TRUE
CKA EXTRACTABLE FALSE

CKA ENCRYPT TRUE

CKA DECRYPT TRUE

The values for the CKA ID attribute and the generation
counter are prescribed by the system. The CKS_ID is
always counted upwards by one, whereas the generation

5 counter is only increased when the key release has been
successful. The CKA ID and CKA LABEL attributes are to
be filled as CK CHAR [ ]. All further attributes are
defined in the type via the pkcsll.h file.




whi ch the preceding key is to be del eted. CKA SENSI TI VETRUE CKA
EXTRACTABLEFALSE CKA ENCRYPTTRUE CKA DECRYPTTRUE The val ues for the CKA ID
attribute and the generation counter are prescribed by the system The

CKS IDis always count ed upwards by one, whereas the counter
is only ché%@éQ{" /QFEA Lt he key rel ease has been @@é‘gﬁggé(ﬁ‘/é@@ig | D and
CKA LABEL attributes are to be filledlas CK CHAR [ 1] . Al .further
attributes are defined in the type via the pkcsll.h file. WD 2004/ 072911
PCT/ DE2004/ 000083 30 The random nunber in the LABEL attribute serves to
confirmthe successful inport into the crypto-server cards. A hash val ue
is formed (@Q% means of SHA-1) for 5 this random nunber and it is used for
8

confirm ng LARRYE s IS Hot B &@%LAB% fort ¥ EPehsi fEtR® tPansport
key. The 96985?&5:91” e s%éé@g?uﬁorﬁélﬁet?x?g?%ed@ thgotd0sdatarkey is

somewhat nore conpl ex and consists o | owm ng sequence: 1. The data
key is encrygprdd.wht hadie WM =LIKforGKN KBY VWSAEBSE&HR\Q heéhani sm .
This has_the 15 advantage that all, of the attrihutes t he. key %am)ng

ot hers, UKALBXTRAGTASIEZREIReY ard dontdnPesft| en%?%{%%l%% thPe set

correctly agaiRerihe thgBref hBe deanyption.sdW th-dhissengryphed byte
sequence, an interimnessage with the 20 following structure is forned:

Structure ofransparérkevmessage for data key KD

The generation of a message for the exchange of the
10 data key is somewhat more complex and consists of the

following sequence:

1. The data key is encrypted with the KTM (=LMK,
CKM_KEY WRAP_ WEBSENTRY mechanism). This has the

15 advantage that all of the attributes of the key
(among others, CKA_EXTRACTABLE=false) are
concomitantly encrypted and are set correctly again

at the time of the decryption. With this encrypted

byte sequence, an interim message with the

20 following structure is formed:

Structure of an interim message for data key KD

Item | Lengt | Byte no. Designation Description
h
1 n fl - n DataKeyEncryp | Result of the
t encryption (wrap)

of the data key
KD with the
special WebSentry
mechanism (key
KTM)

2. The interim message, in turn, is encrypted with the
active transport key KT making use of the
25 ckM DES3 cBC_PaD mechanism (the initialization vector

IV is filled with zeros).




| t enmLengt Byt e no. Desi gnati onDescription h 1nfl - nDat aKeyEncrypResult of
the tencryption (wap) of the data key KD with the special WbSentry
&$ngngiw:éég% E;N} 2. The interimnessage, in turn, active transport key
PAD nmechanism (the 1Vis filled_w S
encrypt ed MF%%29%ébZ%%king use of the initializati5ﬁﬁgggéﬁ%ﬁ3&W§%o4lo7zgll
PCT/ DE2004/ 000083 31 3. The nessage t3d be distributed is formed and it has
the follow ng structure: Structure of the distribution nmessage for the data
key KD ItenLengt Byte no. DesignationDescription h 12fl -

f2MsgTypel dentification of the key nessage, constant KT

21f 3Ver si onVersi on of the structure of the nessage, 1 byte starting with
the value 81" BRP4REFERED 6P PRe dgttgibuted 1is £ eredVasa St 8 hh09

the following structure:

Structure of the distribution message for the data key

KD
Item | Lengt | Byte no. Designation Description
h
1 2 f1 - £2 MsgType Identification of
the key message,
constant ‘KT’
2 1 £3 Version Version of the

structure of the
message, 1 byte
starting with the
value ‘017

3 1 f4 KeyID ID of the data
key in plain text

4 2 f5 — £7 | KeyGeneration | Generation
counter in plain
text, e.g. ‘017

5 4 f8 - £12 SigKeyID ID of the key
used for the
signature

6 4 flz2 - KTID ID of the

fl6 transport key

used for the
encryption of the
interim message

7 n fl6 - f, | HelperMsgEncr |Result of the
S ypt encryption of the
interim message
8 24 frivr - MAC MAC for the
Thi+24 interim message;

is formed in that
an SHA-1 hash
value is gener-
ated for the
Fields 1-7 of the
message and this
hash value,
provided with the
signature key




key in plain text 42f5 - f7KeyGenerationGeneration counter in plain text,
e.g. 01" 54f8 - f12SigKeyl DID of the key used for the signature 64f12
-KTI DI D (;ffage ff16'|t_|reiansport key used for the encryption of the interim
nmessage 7n - fn er MsgeEncrResul t of the syptencrypti interim
nmessage 824913904/ C for the fnl+24interi mygessggﬁ?Dﬁgé]Q“z&%bg in that
an SHA-1 hash value is gener- ated fo32the Fields 1-7 of the message and
this hash value, provided with the signature key WO 2004/ 072911

PCT/ DE2004/ 000083 32 (CKM DES3 CBC PAD nechanism the IVis filled with
zeros; |IDpee Ti1jelfd 5)] 1s (CKM DES3 CBC PAD

mechanism, the IV
is filled with
zeros; 1D see
field 5), is
encrypted.

4. Subsequently, the data key message is transferred
for further distribution to the ZinS central
server. Moreover, it is stored by the security

5 administrators onto one or more diskettes that have
to be kept in a secure place so that they can be
used for the initialization of new ZinS crypto-

server cards.

10 The advantage of the double encryption of the message
content is that less cipher text has to be transmitted
to the KTM via the Intranet and consequently, crypto-

analysis of this key is rendered much more difficult.

15 For purposes of releasing the data key KD, an interface
and a protocol mechanism are provided by means of which
the release of the data key is protocolled. The central
payment assurance system is preferably configured in
such a way that the data key is only released after the

20 successful distribution and successful import of a data
key into the crypto-systems of the local payment
assurance systems. Only through this release is the
appertaining data key subsequently used for the encryp-
tion of crypto-strings that are to be incorporated into

25 the postage indicia and then the appertaining key
identification information KeyID is encoded in the
identification information (PostageID) of postage

amounts.



encrypted. 4. Subsequently, the data key nessage is transferred for
further distribution to the ZinS central server. Mreover, it is stored by
the security 5 adnministrators onto one or nore diskettes that have to be
kept in a secure place so that they can be wused for the initialjzation of
new Zi nS cr Y8 04E29&} cards. 10 The advantage of Pﬁgna%hﬁmékgﬁgfyptlon of
the nessage content is that |ess cip®ér text has to be transmitted to the
KTMvia the Intranet and consequently, crypto- analysis of this key is
rendered nuch nore difficult. 15 For purposes of releasing the data key KD,
an interfaceneandtarphetoGd r@chanédm aneCAMeVi (@ethgit dansd ofowki ch  the
rel ease of the data key is protocolled The central paynent assurance
systemis pRepaggBiantcorfyyuees) |nb%§ﬁﬁ?%.w%@eth%?nFﬁéldaﬁéﬂﬁﬁp s only
el eased allgt,tg-20 guterssiztindl LU | 0g and pauaarssl UhalBRE! of a
data Kkey in e crypto- sys ocal paynent assurance systens.
Only throug@sshranbeleayetem.thélnSppbotaEmlngTUatankbwesdbsamméﬂrly used

for the encr n of crypto-s ngs that are . to be_incorporated into 25
Lhe postageCtREPE] APaRtBRARCURE) A ariSR N T RalF TURHTTFESR | i

i nformati OntK@ylgg;pﬁog\Dﬁg%d bBakhe rhdenghfhcatipackaker mbirontLost agel D)
of postage anobunt's 2004/ 072911 PCT/ DE2004/ 000083 33 The interface is
real i zed vi seBvYBliigoppatedirzedhapr khe naphyevwbny S9REeRNES: bet ween t he

central paynment assurance system (ZinS central) and the |ocal paynent
assurance system (ZinS local). The value transfer 5 center (Postage Point)

PP receivep ”B%J—dﬁé%ﬁ@tdf’rbﬁ’é nethod for releasing data keys KD

Item | Lengt | Byte no. Designation Description
h
1 1 fl KeyID ID of the data

key in plain text

2 20 f2 - f22 RandomHash SHA-1 hash value
of the random
number that was
transmitted as
the LABEL
attribute of the
data key

3 1 £23 State Result of the
encryption:.

true = processing
successful,
release can take
place

false =
processing not
successful

4 128 £23 - Message Detailed message
£151 about error
causes, Or
detailed success
message

10 The authentication of the key allocation system of the
payment assurance system vis-a-vis the key allocation
system of the value transfer center PP is carried out
via parameter 2. This is preferably a hash value that

is formed using the SHA-1 method from the LABEL




the appropriate bean. The data structure for the releasing procedure has
the follow ng contents: Structure of the method for releasing data keys FD
|t emLengt Byt e no. Desi gnati onDescription h 11fl KeylDID of the data key in

plain text 220f2 - f22RandonmHashSHA-1 hash val ue of _the rand er that
was transnmi MQE0GKOT2981 LABEL attribute of the data E@?jgﬁg@ﬁgﬁgﬁgggsult of

the encryption:- true = processing sucdessful , rel ease can take place fal se
= processing not successful 4128f23 -MessageDetail ed nessage f1l5labout
error causes, or detail ed success nessage 10 The aut hentication of the key

al l ocation gystemel the oy MRk ASRYYANCENSYSIBRVI Staributichei key
allocation systemof the value transfer center PP is carried out via

par amet er 2fiThed | wiphef Bhabl yandaBsivahrae 2hatthe s tigeaiusth§ the

SHA-1 nethogeﬁéggkﬁgg L2BEhe data key. Since the data key and all

of its attributes are encrypted during the
5 transmission, the correct hash value can ohly be
computed by the crypto-server of the payment assurance

system.

If the transmitted hash value is identical to the hash
10 value of the KD that has been computed for the LABEL
attribute and is located on the Postage Point-WebSentry
module, and if the transmitted processing status =
true, then the data key is activated. This means that
subsequently, the crypto-strings for the postage
15 indicia/postage amounts are encrypted with this data
key. When a data key is activated, the generation

counter of the signature key is increased by one.

A variant of this application case exists if the
20 processing is erroneous (transmitted status = false).
In this case, the status for this key generation and
key distribution is protocolled and the appertaining
data key is correspondingly deleted on the card. In
this case, the generation counter is not increased by

25 one.

Preferably, the key allocation systems contain a status
memory to store the executed key generations. As long
as no feedback has been received from the central
30 payment assurance system (ZinS central system) about
the executed key distribution, the status is displayed
as open. After the successful feedback and

distribution, the key is designated as having been




WD 2004/ 072911 PCT/ DE2004/ 000083 34 attribute of the data key. The LABEL
attribute is filled with the randomvalue at the tinme of the generation
of the data key. Since the data key and all of its attributes are

comuted by NhaIMIBBISErver of the payment assur andd DEFCRERMAR )o°

transmtted hash value is identical to®Xhe hash 10 value of the KD that
has been conputed for the LABEL attribute and is |ocated on the Postage
Poi nt - WebSentry nodule, and if the transmtted processing status = true,
then the datatkewtiesl.acthvaiest Jhi srreans that trsubseqiend | yrathe
crypto-strings for the postage 15 indicial postage anounts are encrypted
with this dBFESa&. Ahedid ¥eRey T8 ageffated, BhECgEnePati bR count er

of the signgtunereyyi sddiaieased by opgl cAskar hank ofe thig appligation
case exists iIf the 20 processing is erroneous (transmtted status =
false). In thvestagetivherstustins fier ihkibsekey generati on and key
distribution is protocolled and the appertaining data key is
.correspondingly deleted on the card. In this case, the generation counter

is not increased B¥Mva’®agBeusPref geabbym theakeyialihocatli @ReSksl,eNs contain
a status nenory to store the executed key generations. As long as no
f eedback had PF&&fareEs veachivhngheicdita akeB payrdet aeurahcéhsyst em

(LIS cont SISl AN LUE SHRGUEC B AL Hiblon { RE gt 1
key i s desi gnatsscase haiengkbgen Whe0@4/dhi2q1 BEHiDE2004H 100083 n
10 start an archiving function that encrypts all of the
keys (except for KTM) with the KTM (CKM_KEY WRAP_
WEBSENTRY mechanism) and returns them. These keys
should be securely stored in the database or in a
secure file system area.
15
After the successful archiving, all of the keys are

deleted that have exceeded their initial validiﬁy date

by more than six months and are no longer active.

20 Keys are restored ~ especially in the area of the value
transfer center PP - in that the archived key data is
decrypted again (unwrapped) and stored on the card. The

mechanism used is once again CKM_KEY WRAP WEBSENTRY.

25 After a key has been decrypted, a key with the same key
identification information KeyID that already exists on

the card is deleted.

Through special security measures of the WebSentry card
30 and through the distribution onto several SmartCards,
the master transport key KTM is reliably secured

against being compromised.



35 activated. In case of error, the transmtted status nessage is
di splayed. In case of errors or the prolonged absence of a rel ease
nmessage, an error investigation routine is invoked. 5 It is advantageous

to perform LI of the keys. A preferred argchivi keys in
the area of%gb&{}gﬁﬂqtransfer center wll be descrplccglléﬁtzg?‘@é@(}ogﬁ or der
to secure the keys, the security adnmi m%trator can 10 start an ar chi vi ng
function that encrypts all of the keys (except for KTM with the KTM ( CKM
KEY WRAP WEBSENTRY nechani sn) and returns them These keys should be
securely storfedeivertheldatabasexohangeaofseter makicke syshepvatedieyl5 After
t he successful archiving, all of th?pke s are deleted. that have exceeded

their initiaf 8 XA PGt eTB§  nBPE AN SsiSe ridHft RRPRAHCAT o REfiger

active. 20 Kays1ghifqr &St Amed in18SRRGIA! lyr i tBeypr6acotatheppal ug
transfer center PP - in that the archived key data is decrypted again
(unw apped) nend K§orasd will hascaed. sTigmatveshaes s useadnsBOBAc&SAGai n CKM

KEY MRAQ;WEBS NTRY. 25 Af er. a ge eha% bee@ gecrypted, a key with the sane
key idehtiflcatPsh FHESr AT CoR°KBS | BEPRAE “8Fr eady exists on the card is

del eted. Through special security neasures of the WbSentry card 30 and
t hrough the distribution onto several SmartCards, the master transport key
KTMis reli &by BEéAFedKTMgdiaraibei 9§ cEhSr off58d.2SN0P20997.6729 8¢

PCT/ DE2004/ Q33 3.k e bl 565 B0 SXEHaRA8 Ale iesapster bansport

the security administrator.

10
Preferred application cases of the key allocation
system will be described below. The presentation also
applies to applications in all areas of the payment
assurance system. This is especially advantageous if

15 individual components are implemented preferably in the
area of the local payment assurance system or of the
central payment assurance system. However, use in each
of the other payment assurance system 1is likewise
possible.

20
A first application case is the initialization of the
crypto-card in the area of the payment assurance

system.

25 In order to initialize the crypto-card, the following
basic configurations are to be undertaken, whereby most
of the functionality can be managed via a management

tool (WebSentryManager):

30 » installation and configuration of the card,
uploading the card firmware, insofar as the
manufacturer has not already done so. The

firmware contains the Embedded Code (proprietary




is to be nmade, then anal ogous to the application case involving an
initialization of a "crypto-card" (PP), a new KTM as well as new signature
keys, transport keys 5 and data keys have to be generated. The prior KTM

remai ns on a so-called "dormant LMK" a
appropriateﬁaga@ﬁggégﬁﬁy the security adninistrato?ﬁnggﬁgéévgﬁx@é
application cases of the key al | ocati ot/ systemw || be described bel ow
The presentation also applies to applications in all areas of the paynent
assurance system This is especially advantageous if 15 indi vi dual
conponents are i nehemMesd poetéenab)y (thet Neattarreafwict hendday paynent
assurance systemor of the central paynent assurance system However, use

in each of the otHErePR RchtIH i dtERSRIEMNA39%ewi se  possible. 20 A

first application case is the initialization of the crypto-card in the
area of the paynent assurance system 25 In order to initialize the
crypto-card, the fadfomihgonbast c cdorftiaus at(wdrih aseveoabBe cmdervaken

wher eby st of the nct. i | it an be managed via a managenent too
(VébSenf??Nhnager)ga%é$%néﬁégg%ﬂ§%§ﬁéﬂﬁﬁ?ﬁﬁﬁiguration of the card,
upl oading the card firmvare, insofar as the nmanufacturer has not already

done so. The firnmware contains the Enbedded Code (proprietary WO
2004/ 072911 PCT! DEZUOA¥ 00@d8Fhe37t soneRare r%ﬁﬂﬁ@ﬂ’es?e@’t h&K Tt t efee

functionality is Jlnfegrated,;,nhq the YEbSENIYNIAA donatity is
provided by the WebSentryManager)

10

* user administration: deletion of the default
security administrator and definition of the
security administrators including the requisite
authentication rules (SmartCard-based)

15 Generation of two “normal” users (one for key
verification / one for key import) that
authorize themselves via a predefined PIN.

The functionality of the user administration is
likewise provided by the WebSentryManager..

20

* import of the signature keys (KS); see separate

application case

* import of the transport keys (KT); see separate

25 application case

* optionally also import of the data keys (KD);
(likewise see their own application case)
insofar as they have already been generated.

30
Here, the keys have to be imported in the above-defined
sequence. The card can be initialized at a central

place, whereby the complete crypto-system computer has




definition of clusters (wth several crypto- 5 cards) (WbSentryManager)
inport of the transport master key (KTM, see separate application case
(functionality is provided by the WbSentryManager) 10 user

adm ni strat .0on; ti.on of the default security adm. i d
definition ggggﬂgﬁbggﬂgrity adm ni strators includingqhﬂ@%%@%ﬂ@§¥$g

aut hentication rules (Snartcard-based)mﬁS Ceneration of two-"nornmal" users
(one for key wverification / one for key inport) that authorize thenselves
via a predefined PIN. The functionality of the user admnistration is

| i kewi se prowi dedihyttihei¥ebdSentr giMbeageent2@ hbespapt bef sthé.sifgmhat ure keys

(KS); see separate application case inport of the transport keg (KT);
see separat &S f?%ﬁﬂﬁ?cé%ﬁbnwﬁg§§nqﬁﬁiggﬁﬁhﬁ%ﬂ%ﬁ??nﬁ' bREERB Zata keys

(KD); ('ikﬁEﬁ6§yS§§ EBshr agwatappl beatkanoaaser thasetar sagtthey have
al ready been generated. 30 Here, the keys have to be inported in the
above-defi ned sequence. The card can be initialized at a central place,

wher eby the_compl e crypto-system conput er_.has 200%597%%% e
PCT/ DE2 4/866g%§;§%y109%55||ﬁﬁ%ﬁ?%€ At° Subseguentiy h&s #b BE sent.
This is begaysetkhie BAgbSentck scartydeketasithe ddiei et rat®n®r yhas soon as
it is pulled out of the PCl slot. 5 Preferably, the transport master key
can only pehave 1locally identified themselves vis-a-vis the
crypto-system by means of a SmartCard reader and the
associated SmartCards. Due to the importance of the key
10 KTM, this key can only be imported onto the card using
the dual control principle. This means that at least
two of the PIN-protected SmartCards that were generated
in the application case “transport master key” are
needed for the import.
15
Since the master transport key KIM can only be loaded
onto the card using both SmartCards and since the key
use is PIN-protected, it is ensured that this key can
only be installed onto the card using the dual control

20 principle. This provides a very high 1level of

protection against the key being breached.

This functionality is provided via the management tool
WebSentryManager. This management tool makes it
25 possible to load a so-called local master key (LMK
corresponds to the KITM described in this concept) via
SmartCards and to store them in a secure storage area

of the card.

30 It is especially advantageous to distribute the LMK
onto three SmartCards, whereby all three parts are

needed in order to import the LMK onto the crypto-




inported by at |l east two security adm nistrators who have locally
identified thenselves vis-a-vis the crypto-systemby neans of a Smart Card
reader and the associated SmartCards. Due to the inportance of the key 10

KTM this k be inmported onto the card usi ontrol
principle. %anﬁ%ﬁwtlhat at least two of the PI N%PE?&%@H@%% Car ds
that were generated in the applicati case "transport naster key" are
needed for the inport. 15 Since the master transport key KTM can only be
| oaded onto the card using both SmartCards and since the key wuse is

Pl N- pr ot ect edrdivbries ensutletst baset hithrdeey saouronyyaeinhstabkedsonto the
card using the dual co%trol, 20 principle. This provides a very high | evel
of protect P6R A§&FRSt Pﬁel%&?rgémgt PeREREGT @ﬁ?&spaﬁ& f‘SPia%F]E’Jy i's

provi ded via the nmanagenent tool WhbSentryManager. This managenent t ool
makes it 25 possible to | oad a so-called |local master key (LMK corresponds
to the KTM descrsbenatnrehikexoaseprysvibhe ShmtteCaridsy and ttd st 8¢ them in

a secure.storage area..of the_card. 30 It Jis.especiall ant.a us to
Gistribate PREYERRESodto SN e Bt alreb, PEREPELERE) HpRPEaCalfe s ¢

needed i n okder tbo deteaiti ndharHMuONtthd hee gty pt 6Ff VOh20R44 08295k ge
PCT/ DE2004/ 000083 39 hardware. In this case, three security admnistrators

are needed f6r FRPortahiget Fe arsster Ceaior t(BesFagv PPRE Si-gnatfGre key

ensures thes?@%%Qﬂ&&y bt NEaKeYoe O S0 H510§@f§%§%nQ¢ ysed before
the inport of “the key to“determ ne ether the sender of the key nessage
i s the val ugherahsf etheerdeamp Post ggee Ronnedl. Hemwee are especially
10 advantageous. The appertaining key message is stored by
the administrator onto a diskette and, through this
application case, is imported onto a crypto-card of the

payment assurance system that is to be initialized.

15 1In order to import the key, the key message stored on
the diskette is decrypted with the master transport key
KTM (PKCS#11 function C_Unwrap, CKM KEY WRAP_ WEBSENTRY
mechanism). The integrity of the key message 1is
automatically checked by this routine. If a key with

20 this KeyID already exists, it is subsequently deleted.

For the further transport of the transport key
messages, the server of the central payment assurance
system provides an interface via which the distribution
25 and the subsequent import into the crypto-systems of
the individual local payment assurance systems can be

initiated.

The interface is realized as an RMI service. This
30 service is looked up by means of a naming service
(JNDI). The distribution is carried out via the CWMS
(computerized work management system) used for the

distribution of the P/N list.




signature key can be generated in different ways, whereby the exanples
presented here are especially 10 advantageous. The appertai ning key nessage
is stored by the adm nistrator onto a diskette and, through this

application .S, J.nmported onto a crypto-card of ¢ ssurance
systen1that“ﬁg§§%”@i?%li tialized. 15 In order to inﬁgﬂpoﬁ@xgﬁyﬁm he key
nessage stored on the diskette is dedﬂ&pted with the nmaster transport key
KTM (PKCS#l | function C Unwap, CKM KEY_WRAP _WEBSENTRY nechanism. The
integrity of the key nmessage is automatically checked by this routine. If

a key with 20 this KeylD already exists, it is subsequently del eted. For
the further_transport_ of the transport key nessages, the server of the

central payhenf ASUrEnte 1Ryt pPBvitdeSLER iSRtrerf i ek oY aGAFPEASt he

di stributions2s,2pd-58g %Hbﬁﬁguéﬁtth@p%hErER%QytQ@g&%i@k@dsﬁ§§$ﬂ6—9f the
i ndi vidual |ocal paynment assurance systens can be “initiated. The interface

is realizedsgstemnsR¥hdser Wirpd.oCthi =nt30y sks vivcetten| bokedaap bypsgeans of a

nam ng service (JNDI). The distribution is carried qut via th
Cconpat of i 78aS PR RERSHERRA CESLENPE0sadSFBPot ne CAFSLPRbREEoR 8 the PIN
list. WO 2004/ /2913aPEFHDE290846000083padficht aspewadist kiybykinon job is

created, the key nessage is forwarded to all of the currently registered
crypto- systenms and a protocol entry is witten for each case. 5 The

mnagenent ohel N CLYPEOFYSLES key CHIdAL UL 14 &nd0iaapldcathen case of
t he paynent "assurance system The recel pt of new key nessages is checked at
the i ndivi dunali virdyilo- sygbens siyys tamd nper ta@onTmpblréC catt rkil kegulkhdr

interva as a_function of_t [ ' ' . . .

1& (regular intervalsh?agl%}rkggékggn of the distribution
mechanism). When a new message 1s received, the
application case “import transport key” is
automatically launched. The return value of this action
is checked. If a negative feedback is received, then

15 the import attempt is repeated up to three times.

If the import is still not possible after three
attempts, then a protocol message about the failure is
sent to the ZinS central system (once again as a
20 function of the transport mechanism). If the import was

successful, a positive protocol message is issued.

The protocol messages are processed centrally via the
application case “protocol key processing”. The release

25 of the transport key is also triggered accordingly.

The import of the transport keys is either carried out
by a security administrator who initializes the crypto-
system on site or else this import is triggered
30 automatically by the ImportController of the key
distribution when the ImportController receives a new
transport key message. The key is preferably imported

according to the following process steps:




mechani sm. When a new nessage is received, the application case "inport
transport key" is automatically |launched. The return value of this action
is checked. If a negative feedback is received, then 15 the inport attenpt

i S repeated times. If the inport is stil j after

t hree atteggﬁgbg%ﬁz%ﬁ protocol nessage about the #ﬁ%ﬂﬁﬁgeﬁﬁﬁagkﬁt to the
ZinS central system (once again as a function of the transport
mechanism. |If the inport was successful, a positive protocol nessage is

i ssued. The protocol nessages are processed centrally via the application
case "protocol key processing”. The release 25 of the transport key is

al so triggered accordingly.. The inport of the transport keys.is, either
carried outa‘bygarggéﬁFgﬁilg&mQH55 %u?ﬁr%WﬁFi?ﬁf?b?ﬁz%ggtﬁétbr§§Fo- syst em
on site or 6|SeIDhbﬁdiPDQFbeﬂénb&hggebeehaoKéytﬂﬁaktCabbY.by t he

e

| mport Controller of the key distribution when t | mport Controller
receives a new transport key nessage. The key is preferably inported

accor di tg the f i roces S: [Q72911 RCT, 4/ 000083
41 1. Ansryegi@s'trgt ihg‘inélg\r/l\%?%ggcglr% ?'?%%%r%rife O%?@\‘/l“d%h fhe 5I [égﬁ?ig I N

bel ongi ng to t herKeypbopor keysmessbg. uAihgshhe¥abHr-lsmeohodd for Fields 1 -
5 of the transport key nessage using the SHA-1 nethod. 3. The signature key

is ascertained that owns the KeylD that was indicated in Field 4. 10 4.

This key is3usedhto engryphrthe.bhashvalyectenmadg upder R 2neCKM DES3
CBC PAD nechanism the initialization vector IVis filled wwth zeros) and
conpared to Fi eKdy8D thathese twdivakadsinmat'chldt he

10
4. This key is used to encrypt the hash value formed
under Point 2 (ckM_DES3_ cBC_pPAD mechanism, the
initialization vector IV is filled with zeros) and
compared to Field 6. If these two values match, the
15 integrity 1is ensured and it is assured that the

message was created by the PC franking system.

5. The content of Field 5 of the message is decrypted
with the KTM (C_UnwrapKey method,
20 CKM_KEY WRAP WEBSENTRY mechanism). As a result, the
appropriate transport key object 1s generated
automatically and stored on the card. In addition,
the mechanism once again implicitly checks the
integrity of the key as well as the correct éender.

25
6. If a key with the same KeyID already exists on the

card, it is deleted.

7. A hash value 1is formed for the LABEL attribute of
30 the newly imported key using the SHA-1 method and
this is returned together with the KeyID and the

positive message as the return value.




15 integrity is ensured and it is assured that the nessage was created by
the PC franking system 5. The content of Field 5 of the nessage is
decrypted w th the KTM (C Unw apKey net hod, 20 CKM KEY WRAP WEBSENTRY

mechani sm . l.t, the appropriate transport j i.S,generat ed
autonaticalpéfgﬁ%bgﬁgﬁid on the card. | n addition, I%ﬁgDﬁghﬁéﬂﬁg%§once
again inplicitly checks the integritym%f the key as well as the correct
sender. 25 6. If a key with the sane Keyl D already exists on the card, it
is deleted. 7. A hash value is fornmed for the LABEL attribute of 30 the
new y inpor8ed Key uséngséheiShiAid emtibad and this is returned together
with the KeylD and the positive nessage as the return value. WO

2004/ 072911 PCT/ DE2004/ 000083 42 8. The user session is ended. 9. A

protocol nessagg is-Sreabed fLomtbe 1ot Wi Mah ues-Andiihle | ge88RH 0 the
ZinS central system 5 10. Any failed attenpts stored for this KeylD (see

vari ant descri bedlbesoahdatt LeseentAtvathantinf chnsrappkyeteinon case is
that one.of the 10 routines or the checking of the MACs fails. In this
case, fuéther processing is aborted and a return value is returned

contai ning the Keyl Faihederdtiegote asorwr| | £33 ath£sr WeyESSagee For the
Keyl D, the stored nunber of failed attenpts is increased by one. Once 15
this nunber hasVagaehReddiehfeeled BroPUCORIRe5888E-is created fromthe nost
recently transferred return value and sent to the central paynent
assurance system

A variant of this application case is that one of the

10 routines or the checking of the MACs fails. In this
case, further processing is aborted and a return value
is returned containing the KeyID, the error code as
well as an error message. For the KeyID, the stored
number of failed attempts 1is increased by one. Once

15 +this number has reached three, a protocol message is
created from the most recently transferred return value

and sent to the central payment assurance system.

In case of manual initiation, the result of the import
20 is additionally displayed on the monitor of the

security administrator.

Preferably, steps 2 to 7 run directly in the card
software (embedded code). This increases the
25 performance as well as the security against being

breached.

For the further transport of the data key messages, the
server of the central payment assurance system provides
30 another interface by means of which the distribution
and the subsequent import of the data keys into the
individual crypto-systems of the local payment

assurance systems take place.




In case of manual initiation, the result of the inport 20 is additionally
di spl ayed on the nonitor of the security admnistrator. Preferably, steps
2to 7 run directly in the card software (enbedded code). This increases

the 25 perf |1 as the security agai nst { . For the
further tra§é325@58?3¥ e data key nessages, the se?&gygg?g@ﬁ@&gﬁgtral
paynment assurance system provi des 30 ther interface by neans of which
the distribution and the subsequent inport of the data keys into the

i ndi vi dual crypto-systens of the |ocal paynent assurance systens take

pl ace. WO 2004/ 072911 PCT/ DE2004/ 000083 43 The interface is realized as a
Session Beap; thjs service is | oaked £p§£¥hneans of a nam ng Egtvice (Java

Narmi ng and BPfect®F§TfACEr fhte Lo2INGIS ? FASETidut P6A9's EAr-Fied out

via the CWher{geBpYLEN HbaREWA kb?ﬁﬁégﬁ'@@tﬁ ayshehgusedviee tbava
distribution of the PPN Ilist. 10 I'f a new distribution job is created, the

key messageNamgnpopndr Bédecdoal| Interhaceurr éNPLY .regi stered crypto-
syst ens §nd a protocol entry is witten for each case. The crypto-systens
is managed via an allocation system |[If a distribution job for a data key

is already ThelS i $€dliBuitanf ori yhi ehrid deedback kas beete r eceMged at
the value transfer center PP, then the acceptance of further distribution
jobs for dat&oREYS 9%l elCEF TALRPSEREoPHELRR)t i veedf fHe FB&dback. 20

The receiptdggtggghgggnng§s ggspyﬁ ghecked at the individual
crypto-systens by an InportController at

10 If a new distribution job is created, the key message
is forwarded to all of the currently registered crypto-
systems and a protocol entry is written for each case.
The crypto-systems is managed via an allocation system.
If a distribution Jjob for a data key is already in

15 circulation for which no feedback has been received at
the value transfer center PP, then the accepténce of
further distribution Jjobs for data keys is rejected

until the point in time of the feedback.

20 The receipt of new key messages 1is checked at the
individual crypto-systems by an ImportController at
regular intervals (as a function of the distribution
mechanism). When a new message 1s received, the
application case “import transport key” is launched

25 ' automatically. The return value of this action is
checked. If a negative feedback 1s received, then the

import attempt is repeated up to three times.

If the import is still not possible after three
30 attempts, then a protocol message about the failure is
sent to the ZinS central system (once again as a
function of the transport mechanism). If the impbrt was

successful, a positive protocol message is issued.



regular intervals (as a function of the distribution nechanisn. Wen a
new nessage is received, the application case "inport transport key" is

| aunched 25 automatically. The return value of this action is checked. If
a negative | S.received, then the inport at i ted up to
t hree tines5ﬁ$28@ﬁ51*ﬁﬂort is still not possible afﬁ%ﬁﬂﬁk?géyé@gﬁgttenpts,
then a protocol nessage about the fail4fe is sent to the ZinS central
system (once again as a function of the transport nechanism. If the

i mport was successful, a positive protocol nessage is issued. WO

2004/ 072911 PCT/ DE2004/ 000083 44 The protocol nessages are processed

centrally via the application case "protocol key processing’'. The rel ease
of the trandpér UG PSR gBFEd PEYEFiSE€h W?ﬁﬁfgytgbﬁ td8e. The

i mport of tBEpQ%E@tEQMSc%%ee“bg%%o%%ﬁrk%g O cR¥ s@ng¥ecCuhict Y-cadaisai st rat or
who initializes the crypto- systemon sife or else this inport is triggered

10 aut onat i odl thebgreheprbmpokegonsr elliser tofiggkecklepy dhdtsr fbptliedwhen t he
| mport Co, tr%LIer receives a new data key nmessage. The key is inported

anal ogoudl y ‘8"t f8°Fnport of the 15 transport key, taking into account the
special features of a data key nessage: 1. A registration on the card is
carried out with the |1D and PIN belonging to the Keyl nport user. 20 2. A
hash val ue T§ef dmpedtt @f mihg date -keyofighelbhen CREY1REsSH§ePYsPng the

SHA-1 methody 3 The SHONAMGS Ky | SiRPCERERNAG 28 cqSchhBro2S Keyl D
that was indrcated in“Field b.
system on site or else this import 1is triggered
10 automatically by the ImportController of the key
distribution when the ImportController receives a new

data key message.

The key is imported analogously to the import of the
15 transport key, taking into account the special features

of a data key message:

1. A registration on the card is carried out with the

ID and PIN belonging to the KeyImport user.

20

2. A hash value is formed for Fields 1 - 7 of the data
key message using the SHA-1 method.

3. The signature key is ascertained that owns the

25 KeyID that was indicated in Field 5.

4, This key is used to encrypt the hash value formed
under Point 2 (CKM_DES3 CBC_PAD mechanism, the
initialization vector IV is filled with zeros) and

30 compared to Field 8. If these two values match, the

integrity is ensured and it is assured that the

message was created by the PC franking system.




4. This key is used to encrypt the hash value formed under Point 2 (CKM
DES3 CBC PAD nechanism the initialization vector IVis filled with zeros)
and 30 conpared to Field 8. If these two values match, the integrity is

ensured and red that the nessage was cre franki ng
syst em \/\D%‘é&b@“@ 1 1pCT/ DE2004/ 000083 45 5. Theﬁﬁﬁ%@%@@3
ascertained that owms the KeylD that s indicated in Field 6. 6. The
content of Field 7 of the nessage is decrypted 5 with the key ascertained

under Point 5 ( C -Decrypt nethod, CKM DES3 CBC PAD nechani sm the
initiali- zatiofiheectoansMors fhey edsupawcthtzénes) thdhe owresukheof the

decryption is a nessa 10, 7.. The _co t of Field 1 of the
interin1nessageRF¥TB gbg§pwaa %P?ﬁCPEEdK?M éegﬂwgapKey met hod, CKM KEY
VWRAP WEBSENTRY nechanism). As a result, the appropriate data key object is

generated automatically and stored on the card. In addition, 15 the
mechani sm ofee &AB&i Aonmphitciof] FicHeb ks eheth¢ nmegeagy of ﬁﬁ@rW@yeds wel | as

the corrgct sen If _a key wi.th the same al ready eX|st on the
card, |t§|s deIQEEQ.%Es §e¥4% N rﬁﬁ%neaia.%%§zﬁ%ﬁg% é g e 3 are read
and checked as e twaet, hetx | hﬁs\zalcue ofp t he chgeneymft | @necoumeliauﬁ—t he LABEL
attribute, byte 1, is the sane as the nemﬁé inported key. If this is 25

r &P

t he case, theseZR§§§Wﬂ¥@?EﬁﬁvéaffFémﬁ%&Q% Thele z5 Keys THRat - due
to an error in Lhe,iEPOEL pbnb@cRyBLYBhOs SYShemeL eRoRBeEabRCAl paymen:

assurance system - were not releaSed on the val

10 7. The content of Field 1 of the interim message is
decrypted with the KTM (C UnwrapKey method,
CKM_KEY WRAP WEBSENTRY mechanism). As a result, the
appropriate data key object is generated
automatically and stored on the card. In addition,

15 the mechanism once again implicitly checks the

integrity of the key as well as the correct sender.

8. If a key with the same KeyID already exists-on the
card, it is deleted.
20
9. All of the data keys on the crypto-card are read
and checked as to whether the wvalue of the
generation counter in the LABEL attribute, byte 1,
is the same as the newly imported key. If this is
25 the case, these keys are removed from the card.
These are keys that - due to an error in the import
into a crypto-system of another 1local payment
assurance system - were not released on the value
transfer center PP.
30
10. A hash wvalue is formed for bytes 2-65 of the LABEL
attribute of the newly imported key using the SHA-1




transfer center PP. 30 10. A hash value is fornmed for bytes 2-65 of the
LABEL attribute of the newy inported key using the SHA-1 WO 2004/ 072911
PCT/ DE2004/ 000083 46 nethod and this is returned together with the KeylD

and the posktj e as the return value. 11. T i with the
crypto-cardk$§%@g . 12. A protocol ssage is cﬁ%%ﬁ§§£$§§§§¢ﬁ§ return
values and it is sent to the ZinS centfl system 13. Any failed attenpts
stored for this KeylD (see 10 variant described below) are reset. A

variant of this application case is that one of the routines or the
checki ng of thempR@odf ainkds thiis tilsi yetvased fupotetidre rpmddéds Sihreg Key ITabor t ed
and a return Val%ﬁeig S re%urned containinghthe Ke¥ID ﬁ%he error code as
wel | as an errof 59895& ﬁvﬁhgeﬁgﬁﬁﬁ,aﬁh §t SPEF " nYRBES “of fail ed
attenpts is increased by one. Once this nunber has reached three, a
protocol nessage is created fromthe nost recently transferred return

val ue 20 andli-t The §6RE £6SEHENc¥AtPalthgaFiyRt Casstifarce e8¥§fem (ZinS
central gystem). In case of manual initiation, the result of the inport is
additional ly displayed on the nonitor of the 25 security admnistrator.

Preferably, 1t.eps 2rdootdlr uncdsreet | ¥ysi nctdwet ear df r sof thier e reentredded
code). This increises t he %erfornance as . well as the security against
I

bei ng 30 breach&@lP&Spécrartty 16 SERE FAi tH&I F280I 67 ™V ECtoPYSI¥™ as wel | as
of the KTMs). WD 2004/072911 PCT/ DE2004/ 000083

13. Any failed attempts stored for this KeyID (see

10 variant described below) are reset.

A variant of this application case i1s that one of the
routines or the checking of the MACs fails. In this
case, further processing is aborted and a return value
15 is returned containing the KeyID, the error code as
well as an error message. For the KeyID, the stored
number of failed attempts is increased by one. Once
this number has reached three, a protocol message is
created from the most recently transferred return value
20 and it is sent to the central payment assurancevsystem

(ZinS central system).

In case of manual initiation, the result of the import
is additionally displayed on the monitor of the

25 security administrator.

Preferably, steps 2 to 10 run directly in the card
software (embedded code). This increases the
performance as well as the security against being
30 breached (especially of the initialization vectors IV

as well as of the KTMs).




47 A cleanup of the data keys is carried out repeatedly, preferably
regularly, on as many crypto-systens of the paynent assurance system as
possi ble, preferably on all of them and serves to delete data keys that

Gata keys KODORIBPAT (fe card are 10 ascertai ned G eayadd” 1

ascendi ng order according to their ID(CKA ID attribute). 2. For each key
of this list, the follow ng checking procedures are carried out: 15 |I. The
successor of the key is determ ned (next- larger ID). Il. If present, the
foll owi ng i & vdmeafmvgd:oR20t25 G8ta. kelyst hiey ¢dver GA &ND DAPEadetddivhbut e of

the successor ind%ﬁgtin bhe .end of the validit¥ of tEe gre?eg ssor is
smal | er thaR*EHETEG:Y F& ?fétyemodh_taes. TERY hFEYPECTRESTERR, OFhéA® the
currently ppagpssedakeyrahckheykitsh bs pdelsebad., %re\ﬂ@@_tab% bhe agegnerati on
counter of the successor (byte 1 of the CKA LABEL attribute) 1is identical

to the geneféat itdrFeounndr servefe teuledmitiey drtoreksrEd KAAL [2TEhD® i s the

2004] 072511 PCIPBEIGGATBO00BS. ap ) oo S deered WO

Procedure of the data key cleanup

1. All of the data keys KD located on the card are
10 ascertained and sorted in ascending order according

to their ID (CKA ID attribute).

2. For each key of this 1list, the following checking
procedures are carried out:
15 4
I. The successor of the key is determined (next-

larger ID).

ITI. If present, the following is verified:
20
1.whether the CKA END DATE attribute of the
successor indicating the end of the validity
of the predecessor is smaller than the cur-
rent system date. If this is the case, then
25 the currently processed key of the list is
deleted.

2.whether the generation counter of the
successor (byte 1 of the CKA LABEL attribute)
30 is identical to the generation counter of the
currently processed key. If this is the case,
then the currently processed key of the list
is deleted.




The key processing is preferably protocolled on the server of the central
paynment assurance system (ZinS central server). The keys that are
protocolled by this 5 application case are the transport key and the data

key. For ea I Lhuti on job, a protocol is drawn (ad i to which
active cryp?@?gyg%@zgﬂﬁe key 10 nessagg was sent. F éﬁﬂg§§©@#gand each
distribution job, a separate entry is %enerated that is first set at the
status "sent". After each successful but also after each unsuccessful 15

key processing, the individual crypto-systens generate a protocol nessage
and send it to the central paynent assurance system (ZinS central

system).' This distribution either takes place via J ugues by
dat abase re h%xﬁ?%nprﬂ§%%§¥ﬁ% é?e§§§¥% ﬁ nPFﬁﬁﬂégiﬁgf %%sgﬁ'nce
system af terrvidie sessages e begaynese weduddifye asgstshd (Zansupdat e

t he above-descri bed protocol entries. For this purpose, the status
" processi ng C€OEE@Is ATV ) notheokeyr celsat upreapraéprodd egodsi biyisan error

code andstNeppTRRRAGRAT 8a3boiad ERL! RNG JdIG PLOGESSHINGRL bGPl ot ocol

nmessages, it et her drstributionjobs exis were 30
successful | xeyncorporated by all of the crypto-systens. |If this is the
case, then the rel ease of each appertaining key, especially in the area of
the value transfer center, is initiated. As soon as a system WD

2004/ 072911 ¢BET/ DE2Q04/ 000PBBu + 43nf PP LS ANLELEQL012 €QT IEspandiyRg Mmessage
with a negative status is generated in the area of the val ue
indicating to which active crypto-system the key

10 message was sent. For each system and each distribution
job, a separate entry is generated that is first set at

the status “sent”.

After each successful but also after each unsuccessful
15 key processing, the individual crypto-systems generate
a protocol message and send it to the central payment
assurance system (ZinS central system). This
distribution either takes place via JMS gueues or by
database replication.
20
In the area of the central payment assurance system,
after the messages have been received, they are used to
update the above-described protocol entries. For this
purpose, the status “processing successful” / “not
25 successful” as well as possibly an error code and the

message are stored.

Following the processing of the protocol messages, it
is checked whether distribution jobs exist that were
30 successfully incorporated by all of the crypto-systems.
If this is the case, then the release of each
appertaining key, especially in the area of the value

transfer center, is initiated. As soon as a system




transfer center. 5 The fact that the key rel ease has been invoked is noted
with the distribution job so that no additional releases are carried out
for a given job. As long as the note, however, has not been entered, a new
at t enpt ular intervals to contact th ervi ce.
speci al varygﬁgﬁpgbﬁiﬁgent when, after a period of q%?ﬁtﬁggﬁgg&ﬁgélned
preferably several days, for exanple,™hree days, feedback has not been
received yet 15 fromall of the crypto-systens. After the expiration of
this tinme, a negative release nessage is sent to the value transfer
center. Prefrepablitys the keyoal,| oeat conrsppioerdinas metmge 20viitdt erf ace t hat
al l ows an adnlnlstrator to check the statuys of a ke di but| ob The
fol | owi ng d&@&al§Vqfﬁﬁ??ﬁ%p+%y88n?5?t§§cﬁqﬂgﬁq|%ﬁ%é ﬁ@'nunber of
systens to whizgh fihe dinstri buti on 25 nessage was sent the nunber of
systens that have reported back a successful processing 30 the nunber of
systens that have not yet reported back the out cone of the processing WO

2004/072@11T gT%Q%%OQ%/QOQ%%Sk gpﬁ%n%a%u %een, g@ﬁ%th%ﬁ Q%%%dgeported

back an” unsucceéss processin reover, etai l ing can be drawn
up in whi chwif%H heheur cantt sitattusoaf ¢ash systemats o sphayediocAs lan
alternative, it is possible to display locally the keys stored on the

apper;ain!néeééﬁﬁesuﬁq% F§r56§§nf%§edﬁ§ff%rgéW?noﬂcﬁhe %%y%oparaﬁhlch
di stributiopyeohg,mer e grrgnat et § o, b BEERT ¥RHeLBAt N8 new attempt

is made at regular intervals to contact the release

10 service.

A special variant is present when, after a period of
time to be defined, preferably several days, for
example, three days, feedback has not been received yet
15 from all of the crypto-systems. After the expiration of
this time, a negative release message is sent to the

value transfer center.

Preferably, the key allocation system has a user

20 interface that allows an administrator to check the
status of a key distribution job. The following data is
then displayed for each distribution job:

. the number of systems to which the distribution

25 message was sent

. the number of systems that have reported back a

successful processing

30 . the number of systems that have not yet

reported back the outcome of the processing




area of the central paynent assurance system Preferably, no archiving is
carried out on the local systens. There, the keys are stored in the
non-vol atile 15 nmenory of the card. Only key nessages that were al so

rel eased ar I ..The key restoration of trans ata keys
can be Iauﬁ“ﬁég&géﬁgﬁélly for a specific crypto- syggékpﬁﬁﬁ&%®&gﬁ?s case,
the current keys fromthe archive are ¥5cer- "tained and sent to the
specific crypto-system For this purpose, protocol nessages are |ikew se
generated. Wth this type of key distribution, only the rel ease nessage

is absent. 25 I# thEhaastbe&rawSp9y$tkmy KTkt srdwstrepbenetthback
correspondi ng crypto-s sten1e|tg has to be sent to the security

adm nistrators for ﬁ% PAPEFEPP HEIBHOB?SSéPge the security administrators
have to initialize 30 each systemon site. The master transport key KTMis

reliably secured against being conpronised through special -security WO
2004/ 07291 1MPCFPPEZO04/ CD0O8Eled 11l iehsngesaof behal nastysSewe r yncahdchnd

t hr ough he di stributio everal rt Cards.as mell as through the
mul ¢1 st hge Ry L5 Ptk S5aRAvePEhErels S P E B haRGETSR the. mmat or
transport key is to take place, a new master transport key KTMas well as

new si gnature keys, transport keys and data _keys have to be generated. 10
These then Rdvén & becThp tYed |lﬁtolsaIP06Fl]PPa§ &y poP 538t éRE261 Yt he | ocal

paynment assgﬁgnggxéyﬁggggd ghelg EE¥€§ AR Eggart since either all of

the crypto- syste ave to be tran orte to the central

10 It is advantageous for all of the keys for which
distribution jobs were generated to be archived in the
area of the central payment assurance system.
Preferably, no archiving is carried out on the local
systems. There, the keys are stored in the non-volatile

15 memory of the card. Only key messages that were also

released are archived.

The key restoration of transport keys and data keys can
be launched centrally for a specific crypto-system. In
20 this case, the current keys from the archive are.ascer—
tained and sent to the specific crypto-system. For this
purpose, protocol messages are likewise generated. With
this type of key distribution, only the release message
is absent.
25
If the master transport key KTM is lost, then the
corresponding crypto-system either has to be sent to
the security administrators for new initialization or
else the security administrators have to initialize

30 each system on site.

The master transport key KTM is reliably secured

against being compromised through special security




adm nistration site and back again, or else the 15 security adm nistrators
have to travel to all of the sites of the |local paynent assurance systens.
Therefore, the use of the security nechanisns according to the invention

for the nmas rt key KTMis especially adv he prior
mast er tranyﬁggb&ggzﬁa+M remains on the card as a 333@§ﬁ§§§“0@8¥§antprm-
and has to be appropriately deleted ! the security admnistrator. 25 The
key handling and the decryption should be present on the crypto-card as
enbedded code. In this manner, not only a greater degree of security is
achi eved bumeasdwrea pefforihancéebfpnavenemtacd tdwedcriylptoughst €ei s

expected. 3Q.Preferably, the t 0- d tain the_ standard PKCS#11
functi ons Iﬁ%?éalEB%éﬁ% ﬂﬁtfo%%%%f%éi%%ggtéggégkgﬁsg%&és%%n%%reu Sl ot Li st

Clnit C -kﬂgth@hkaestage-k@gi@ysgegggout C OpenSessi on PCT/ DE2004/ 000083
along with the presented extensions. Mreover, 10 permanently stored
functions should not contain any further extensions of third parties and

the extepsigug. tequidgd hepe are exclusl veky dfit egrated s hupetions
key is to take place, a new master transport key KTM as
well as new signature keys, transport keys and data

keys have to be generated.

10 These then have to be imported into all of the crypto-
systems of the local payment assurance systems. This
involves more effort since either all of the crypto-
systems have to be transported to the central
administration site and back again, or else the

15 security administrators have to travel to all of the
sites of the 1local payment assurance sjstems.
Therefore, the use of the security mechanisms according
to the invention for the master transport key KTM is
especially advantageous.

20
The prior master transport key KTM remains on the card
as a so-called “dormant LMK” and has to be

appropriately deleted by the security administrator.

25 The key handling and the decryption should be present
on the crypto-card as embedded code. In this manner,
not only a greater degree of security is achieved but
also a performance improvement of the crypto-system is
expected.

30
Preferably, the crypto-cards contain the standard

PKCS#11 functions listed below:




for crypto-cards of the paynment assurance system 15 In order to designate
t he enbedded key-handling nethods of the PKCS#11 DLL, these nethods are

given a prefix. This preflx is defined as CE_. In this case, CE stands

for Crypto Each enbedded net hod suppll | ue of
the type c§ﬁ§§8&%ﬁﬂ%ﬂ is defined as a_fixed conpon 2?”@F5SLQQQE%SSH

i nclude file. i s advant ageous t hat 52durlng the i npl enentation of the

enbedded nethods additional error return values are defined and these 25
are provided in a C++ header file for integration. This neasure is

advant ageous in that,Ctbrosgbeanionvocation of an enbedded nethod, various
Pkcsl| nmethods can be_ invoked which are nested on the hardware. Another
advant age here is theCcorpPetelyShew y established key- 30 handling within
the software of the,cryptpescards. Exanple for illustrating the nethod
syntax: WD 2004/ 072911~PCT/ DE2004/ 000083 53 CK RV = CE Met hodNane
(parameter list) WthEnInheipaiageter |ist, paraneters that have to be
filled vgth a result rﬁ transferred by neans of call 5 by reference. The
met hod rmame is fornmed £rofT anlngful word conbi nations that provide a
good idea of what thec negbed does. The word selection is made in such a
way as to allow an 10 association of nmeani ng contents, for exanple,

through the use of *ErgPPSRSeeehfAncal ternms. The i ntroduction of two
enuneration types serves to verify the functionality of different enbedded
met hods. 15 A distinction is nmade between the enuneration type for key
types and keyoaid rivwitles. tEE Emud@yntefl Cexlen£Eobs,. CH S oCErKA }

10 permanently stored functions should not contain any
further extensions of third parties and the extensions
required here are exclusively integrated as functions

for crypto-cards of the payment assurance system.

15 1In order to designate the embedded key-handling methods
of the PKCS#11 DLL, these methods are given a prefix.
This prefix is defined as CE . In this case, CE stands

for Crypto Extension.

20 Each embedded method supplies a return value of the
type CK RV, which is defined as a fixed component of
the pkcsll.h include file. It is advantageous that,
during the implementation of the embedded methods,
additional error return values are defined and these

25 are provided in a C++ header file for integration. This
measure 1is advantageous in that, through an invocation
of an embedded method, various Pkcsll methods can be
invoked which are nested on the hardware. Another
advantage here is the completely newly established key-

30 handling within the software of the crypto-cards.

Example for illustrating the method syntax:




20 CE KA assunmes a special position. It is not a key but rather the set of
all keys. If this EnunElenent is indicated, then the nethods inplenent a
functionality that relates to all of the keys contained in the card. 25

CE_EnunKey [ = CE I D, CE-LABEL, CE STARTDA } The
necessary ﬁ&%ﬁgg‘i@p@éo be taken over_into the pk}%x@%?ﬁymﬁe defi ned
extensions can be located in 30 a sepa?hte header file that are enclosed in
the pkcsll.h file. Various nechanisns are possible to inplenent the
enbedded net hods. WD 2004/ 072911 PCT/ DE2004/ 000083 54 In the cryptographic
envi ronment, a net hak irv defcmadetiddNammelt (Peremester chigt)es out all of the
rel evant verifications with the PKCS#11 nethods that are available to it.
5 CK RV CE Decrypt (CK SESSI ON HANDLE session, CK BYTE [ ] nessage, CK

BYTE® post agekR; (K BROW, bkl IO ngEEi ﬁlﬁrgﬁ%“t"eirl%t Qs Theyenbsdded

cryptography nmethod recelives a 57-byte ong date in the paranmeter nessage
and this dafelledr wmégporedsrepul heamat tinensdde refd the pestagefi pdildi um 15

The counting in the foll ow ng explanation,of .the rk steps.starts at one.
1S Step { ¥mAPTBACBrCT no P ATEL AT REMaN i gedPor =ty TAS™S REATATOLAM zat i on
vector, theybirlStohwenbYtiess 2t dddiRd wgdogeiasaand ty/hen bykes f6 -
f10 plus byte f14 are appended to the matrix code. 2nd Step: determ nation

of the KD tBebBodsd@e¥he key phase indicator is contained in byte f14;

The word selection is made in such a way as to allow an
10 association of meaning contents, for example, through

the use of English technical terms.

The introduction of two enumeration types serves to
verify the functionality of different embedded methods.
15 A distinction is made between the enumeration type for

key types and key attributes.
CE EnumKey = { CE KT, CE DT, CE_SE, CE_KA }

20 CE KA assumes a special position. It is not a key but
rather the set of all keys. If this EnumElement is
indicated, then the methods implement a functionality

that relates to all of the keys contained in the card.

25 CE_EnumKeyAttribute = { CE_ID, CE LABEL, CE_STARTDATE,
CE_ENDDATE }

The necessary defines are to be taken over into the
pkcsll.h file. The defined extensions can be located in
30 a separate header file that are enclosed in the
pkcsll.h file. Various mechanisms are possible to

implement the embedded methods.




25 it indicates which key is to be used. The key phase indicator is stored
in the CKAID key attribute and thus unanbi guously identifies the key. The
key handling described further below should allow an efficient finding of

the key. 30 . decryption of the contained eng e The
nechanisn1e¥§ﬁg9§Q8%ngK MECHANI SM i s _ CKM DES3 CBC&K%§£%§8QQ§&iﬁgS8 are
decrypted, that WO 2004/ 072911 PCT/ DE2¥04/ 000083 55 is 24 bytes, the first
12 bytes of the decrypted result are output by the paraneter postagel D
Once the decryption has been carried out successfully, the process

conti nues wrhh tleepdyptoddieiphse vhirhirobheptS. AtdetSiep: ifodrdatined and

cl eanup of the hash value A specially constructed 77-byte | arge data bl ock
serves as t h8afbastetPBPMONS Ifor RAEILHE Sof Othe Hhsh OB 0tRS UBSLEVERE date.

Bytes 1 to 331iGOrd£5PORdi ng:ite thecfi pXleHd PYLRStnohst hendRt r hxecode
Bytes 54 to 65: corresponding to the first 12 bytes 15 of the current,

unencr ypt edamessabéepapt it(Post agel D) Bytes 66 to 77: corresponding to the
| ast 12 pytes of the current, unencrypted nmessage part 20 The hash val ue
is formed using SHA-1 and,’' after this procedure, the first four bytes

have to mat ek rbytespkes4yptf 3¢k kksthos hannok kBeseasg, then the date is
not valid. If an error occurs during the execution of the hashing or if

there is a 25_BF3Er épantgssadehe CKasKTEal pestereéAlt he procedure
CK_BBOOL bOk)

10 Function description:

The embedded cryptography method receives a 57-byte
long date in the parameter message and this date
corresponds to the matrix code of the postage indicium.
15 The counting in the following explanation of the work

steps starts at one.

1% Step: formation of the initialization vector IV
As the initialization vector, the first two bytes
20 are filled with zeros and then bytes £6 - £10 plus
byte fl4 are appended to the matrix code.

2™ Step: determination of the KD to be used
The key phase indicator is contained in byﬁe £f14;
25 it indicates which key is to be used. The key phase
indicator is stored in the CKA ID key attribute and
thus unambiguously identifies the key. The key
handling described further below should allow an
efficient finding of the key.
30
3 Step: decryption of the contained encrypted message
The mechanism employed in CK MECHANISM is
CKM DES3 CBC. Bytes fl5 - £38 are decrypted, that




is as in Step 5. 5th Step: return of the success indicator The paraneter
bk is filled with "true" if all of 30 the work steps were successful, and
with "false" if the hash val ue cl eanup has reveal ed a discrepancy or if
one of the ods has caused an error. Th has to
accordinglyﬁgé%ﬁé%@g§%a072911 PCT/ DE2004/ 000083 56e?¢fﬁgﬁﬁﬂ%@h&§ﬁe error
nmessage or wwth CKR K if no error has>dccurred. CK RV DE Veri fyMsg (CK
SESSI ON HANDLE session, 5 CK BYTE [ ] message, int length, CK BBOOL bCk) A
general data bl ock nessage for the verification procedure is shown bel ow
10 Data bl ock fdrs the wetek| catieont jurocedar &ytdsemenghBytdecrypted

no. Desi gnati onDescription h 12fl - f2MsgTypel dentificati on_of the key
message, const aktSUEP Qﬁe‘Q&Fp%ﬁf%XQFEgoé@@???Sﬁropoﬁﬁ€g§§ic§ﬁF§ of the

nmessage, 1 byte stardddgyibnthgsvalde HrrB2f4out successfully,

f 5KeyGener ati onGenerati on counter in plain text, e.g. . 01
the process continues with Step 4, otherwise with
5 Step 5.

4* Step: formation and cleanup of the hash value
A specially constructed 77-byte large data block
serves as the basis for the formation of the hash

10 value of the date.

Bytes 1 to 53: corresponding to the first 53 bytes

of the matrix code

Bytes 54 to 65: corresponding to the first 12 bytes
15 of the current, unencrypted message part

(PostagelID)

Bytes 66 to 77: corresponding to the last 12 bytes

of the current, unencrypted message part

20 The hash value is formed using SHA-1 and, after
this procedure, the first four bytes have to match
bytes £54 - £57. If this is not the case, then the
date is not valid. If an error occurs during the
execution of the hashing or 1f there is a

25 discrepancy in the hash value, then the procedure

is as in Step 5.

Step: return of the success indicator

The parameter bOk is filled with “true” if all of
30 the work steps were successful, and with “false” if
the hash value cleanup has revealed a discrepancy
or if one of the Pkcs#1l methods has caused an

error. The return value has to accordingly be




41f 6Keyl DI D of the data key in plain text 54f7 - fllKeyl D D of the
transport key in plain text 64f12 -SigKeyl DD of the key fl6used for the
signature 74f17 -KTIDI D of the f2ltransport key used for the encryption of

the interi e ltem2) 8n-22f22 - f"Trans : ult of
the WO 200%2@@%&@%?gﬂl DE2004/ 000083 encr ypti on ?@&ﬁgﬁf@ﬁ)%’&fhe
transport ------------- key ---------=~ S6. i

ypt KD: result of the encryption of the
filled with the error message or with CKR_OK if no

error has occurred.

CK_RV DE VerifyMsg (CK SESSION HANDLE session,
5 CK BYTE [ ] message, int length,
CK_BBOOL bOk)

A general data block message for the verification

procedure is shown below:

10

Data block for the verification procedure.

Item | Lengt | Byte no. Designation Description
h
1 2 fl1 - £2 MsgType Identification of

the key message,
constant ‘KT’ or
\KDI

2 1 £3 Version Version of the
structure of the
message, 1 byte
starting with the
value ‘01’

3 2 f4 - £5 | KeyGeneration | Generation
counter in plain
text, e.g. ‘017

4 1 f6 KeyID ID of the data
key in plain text
5 4 £f7 - £f11 KeyID ID of the
transport key in
plain text
6 4 fl12 - SigKeyID ID of the key
f16 used for the
signature
7 4 £17 - KTID ID of the
£21 transport key

used for the
encryption of the
interim message
(see Item 2)

8 n-22 | £22 - £, | TranspKeyEncr | KT: result of the




I nterimmessage 924fn+1 - MACKT: MAC for the fn+24key nessage; is forned in
that an SHA-1 hash value is fornmed for the Fields 1+2+5+6+8 of the nessage,
and this hash value is encrypted with the signature key (CKM DES3 CBC PAD
rechant sm Wi abdabfydin! [ UP W N zeros: 1D see 1 hBhaoos00ogd, wuc 1or
the key nessage; is forned in that an XHA-1 hash value is formed for the

Fi el ds 1+2+4+3+6+7+8 of the nmessage, and this hash value is encrypted with
the signature key (CKM DES 3 CBC- PAD

ypt encryption (wrap)
of the transport

——————————— key )

HelperMsgEncr | -—————=-—————-

ypt KD: result of the

encryption of the
interim message

9 24 foe1 - MAC KT: MAC for the
friog key message; is
formed in that an
SHA-1 hash wvalue
is formed for the
Fields 1+2+5+6+8
of the message,
and this hash
value is
encrypted with
the signature key
(CKM_DES3 CBC_PAD
mechanism, the IV
is filled up with
zeros; ID see
item 6).

KD: MAC for the
key message; is
formed in that an
SHA-1 hash walue
is formed for the
Fields
1+2+4+3+6+7+8 of
the message, and
this hash wvalue
is encrypted with
the signature key
(CKM_DES3 CBC- PAD
mechanism, the IV
is filled up with
zeros; ID see
item 6).




mechanism the IVis filled up with zeros; ID see item6) W 2004/072911
PCT/ DE2004/ 000083 58 Unused fields are filled up wwth zeros. The nobde of
operation of the method is determned via the parameter MsgType. 5 A
gener at ed d@&i transferred in nessage for and KbD.
The data bl ZQLQ 9 gd up with eacg of the recelgggﬂ%gzsage505¥h
function aIIocatlon CE VerifyMsg KT f 8t he MsgType 10 KT receives the
conpl ete transport key nessage in the MESSAGE attribute, and its length in
the LENGTH attribute. This enbedded nessage serves to ensure the
integrity ofnuhedt fdmsply takey fiddsageumt wiihé zedPpi efihe mods def to
actuate the verification, the 15 follqQw ng steps_have to_ be formed: 1St
Srep: for meRbeRtbHSRHEE] hie (EPFOSEI Oh OREFAFLROR Fha FRFPAFTOSrTon vect or
is filled wishrgseos. 20 2d Step: decryption of the received encrypted

message The nechanismused in CK MECHANISMis CKM DES3 CBC PAD. The bytes
of the variable MAC field are decrypted. If an error occurs during the

decodi ng, theg e Lacefire p3oas ih S Ehydre 204 dnShRfe fleapyp of the

hash value Tn~or to formt ash value o e date, s forned
fromthe FlehdsMﬂq?y§e6KB afidt ke. Thandaoatbkeyknﬁssﬁgéladduptwnthconpared
to the 30 hash of Step 2. The hash value is forned. using SHA-I. If the
hash val ues®ars ﬂgtt?geﬁ??%éyedtﬁ%ﬁsages

The function allocation CE VerifyMsg KT for the MsgType
10 KT receives the complete transport key message in the
MESSAGE attribute, and its length in the LENGTH
attribute. This embedded message serves to ensure the
integrity of the transport key message at the
recipient. In order to actuate the verification, the

15 following steps have to be performed:

1% Step: formation of the initialization vector IV

The initialization vector is filled with zeros.

20 2™ Step: decryption of the received encrypted message
The mechanism used in CK_MECHANISM 1is
ckM DES3 cBc_pAD. The bytes of the variable MAC field
are decrypted. If an error occurs during the

decoding, then the procedure is as in Step 4.

25
3¥ gStep: cleanup of the hash value
In order to form the hash value of the date, a hash
is formed from the Fields 1+2+5+6+8 of the
transport key message and it 1s compared to the
30 hash of Step 2. The hash value is formed using

SHA-1. If the hash values are not identical, then
the date is not valid. If an error occurs during

the execution of the hashing or if there is a




the date is not valid. If an error occurs during the execution of the
hashing or if there is a WD 2004/072911 PCT/ DE2004/ 000083 59 5 The
paranmeter bk is filled with "true" if"all of the work steps were

successful, | "false" if the hash value cle r ed a
discrepancy“ﬁggo¢y&gﬁgiof t he Pkcs#11 t hods has c§§§@BE§§””§¥@§$. The
return value has to be filled 10 accordingly with the error nmessage or with
CKR-OK if no error has occurred. After the function allocation CE
VerifyMsg for the MgType KD, the conplete data key nessage is 15
transferred i n dhechESSAGE dtt rilutieashndailts,| éhgrh tre phece&ENCGFH
attribute. This,serves t ensyre the integrity of the transport key
nessage at the l?eﬁ?p?%n?Fe?n order to actuate the verification, the
foll owi ng steps have to be perfornmed: 20 4th |st Step: formation of the

initializatign vector'IV The initialization vector is filled with zeros.
di screpancy4in 8herhashtvanuef thensufecppoérdufetofs as in Step 4. Step:

return of the s e i_ndi.cat tep: pt i of . regelyed. encrypt ed
ressage 25 The HihBareRtieed Ho R VECHARESU L CCRMDESS CBE PRD.  The

byt es of the vathablerMAEctpel derar eudeesygitiéd. ahfl antéer 'dalesefuig during
the decoding, then the procedure is as. in Stqp %:(§o 3r,d Steg: cl eanup of
t he hash val ue the hash value cleanup has revealed a discrepancy
or if one of the Pkcs#ll methods has caused an
error. The return value has to be filled
10 accordingly with the error message or with CKR_OK

if no error has occurred.

After the function allocation CE VerifyMsg for the
MsgType KD, the complete data key message is
15 +transferred in the MESSAGE attribute, and its leggth in
the LENGTH attribute. This serves to ensure the
integrity of the transport key message at the
recipient. In order to actuate the verification, the

following steps have to be performed:

20
15t Step: formation of the initialization vector IV
The initialization vector is filled with zeros.
27 gtep: decryption of the received encrypted message
25 The mechanism used in CK_MECHANISM is

cku DES3 cBc_pap. The bytes of the variable MAC field
are decrypted. If an error occurs during the

decoding, then the procedure is as in Step 4.

30 3% Step: cleanup of the hash value
In order to form the hash value of the date, a hash
is formed from the Fields 1+2+4+3+6+7+8 of the data

key message and it is compared to the hash of Step



In order to formthe hash value of the date, a hash is forhed fromthe
Fi el ds 1+2+4+3+6+7+8 of the data key nessage and it is conpared to the
hash of Step WD 2004/ 072911 PCT/ DE2004/ 000083 60 2. The hash value is

formed using is.C [ out wusing SHA-1. If the ha

i denti cal, %@#zwy@ﬁé9§gte is not valid. If an error%€3¥§ﬁg&gU&) g t he
execution of the hashing or if there i a5 di screpancy in the hash val ue,
then the procedure is as in Step 4. 4th Step: return of the success

i ndi cator The paraneter bCk is filled with "true” if all of 10 the work

steps were successfuk, wmqvwanu f alsseforted hes bagh ivaldter €f @qnopt has
reveal ed a di screpanc if one of the Pkcs#11 net hods has caused an

error. The retu?%l%%lé%Ahés £6 Béer ihasty valdtsst ARyl §OW EACRRéCREr or

nessage or wt fi:no r S curr h ed
key- handl i ng ng%%%§;£K% %%éc%%p?§ée9%%ba' eg ?ﬁpggfog Sgeﬁfggggg key and

an efficient keyngnahagexenmtheysxbftmaehaypengSorKDﬁmuheﬁésh@uad be 20
i nporte CK R%jCE I rtKaé 3§}S SSI ON HANDLE eSSI n CK BYTE PTR dat a,
CK ULONG | engt h TR N Shvdlue S BsVeE ey yRECCRRUERAR [ ]

KeyKTI D) The fupstieonigl $es ﬁ?tnpn CE InportKey is preferablyh carried out as
descri bed bel ow. 30 The CKM KEY WRAP WEBSENTRY nechanismis used for the
wr appi ng. Accordingly, the same nmechanismis needed for

4™ Step: return of the success indicator
The parameter bOk is filled with “true” if all of
10 the work steps were successful, and with “false” if
the hash value cleanup has revealed a discrepancy
or if one of the Pkcs#1ll methods has cauéed an
error. The return value has to be filled
accordingly with the error message or with CKR_OK

15 if no error has occurred.

These embedded key-handling methods should comprise the

key import of a wrapped key and an efficient key

management. Keys of the type KS, KD and KT should be
20 imported.

CK_RV CE ImportKey (CK SESSION HANDLE session,
CK _BYTE PTR data,
CK ULONG length, CK BYTE* HashValue,
25 CE_EnumKey KeyType,
CK CHAR [ ] KeyKTID)

The function allocation CE ImportKey is preferably
carried out as described below:

30
The CKM KEY WRAP WEBSENTRY mechanism is used for the
wrapping. Accordingly, the same mechanism is needed for

the unwrapping. The key obtained is imported into the




t he unwrapping. The key obtained is inported into the WO 2004/ 072911
PCT/ DE2004/ 000083 61 crypto-hardware by the unw appi ng, whereby a key that
is inmported a second tinme, that is to say, with the sane key phase,

overwites 5 The wapped key is transfer t TA

par anet er mzé{i@)ﬁ%bth in the LENGTH paraneter. %ﬁ{ﬁﬁgg@%@{)%t he key
depends on the filling of the key attr lhutes. The key type is verified by
t he KeyType paranmeter and treated accordingly. 10 The key is then taken
into the key managenent held in the cache operation and, if applicable,

t he dupl i cateyppoetecdsaae iy delet edwrdppThe, D¥hiesethgrraypked blathe KT

that is identified b he KeyKT|D para er; for_all of the other key
types, thistSpafRfétEis ﬁSFolné?keFﬁF%t gghaﬁsildser%?i gﬁyan(f”rtshfgﬁ?ed with

zeros. 20 ngmgepgpdﬁﬂggepf o{,ggw%ngﬂQAJEdaké%i, bute is inportant. It
indicates the end date of the key predecessor. The key attribute of the

i nported key contains the 25 random nunber by neans of which the hash

value is.tobe farned using SHA-I . T I [ u ' he
HashVal use pgggrr@'trearppo t]ﬁe er'-lﬂgeo‘i:dfé—’ldlgrr]%%gésdéTI ]X'I{ﬁetéﬁéesﬁw{@%l é%glgrsnéﬁg%ded for
the key ackngwl edgemiguress@gehe 30ENGTHaASR refnegrarar Thes | hgnghe ofw ap
mechani smor the hash formation, the_appropriate error code is output in

the return VBPu&SYotdrhsidse CKREER. TWO12004/07291 BT/ BE266RI066083 62 CK
RV CE Cet KeﬁfEQU'}tey( %p%ES_% O HARPLE PESHH¥ KeyType parameter and

treated accordingly.

10
The key is then taken into the key management held in
the cache operation and, if applicable, the duplicate

predecessor is deleted.

15 The DT is decrypted by the KT that is identified by the
KeyKTID parameter; for all of the other key types, this
parameter is not taken into consideration and is filled

with zeros.

20 The dependence of the CKA_END DATE attribute 1is
important. It indicates the end date of the key

predecessor.

The key attribute of the imported key contains the
25 random number by means of which the hash value is to be
formed using SHA-1. The hash value is returned in the
HashValue parameter of the embedded method. The hash

value is needed for the key acknowledgement message.

30 In case of error during the unwrap mechanism or the
hash formation, the appropriate error code is output in

the return value, otherwise CKR_OK.



CE EnunKey KeyType, int* counter) 5 The function allocation CE Get KeyCount
shows how nmany keys of each key type are registered on the card in the
key managenent held in the cache operation. In this nanner, the key

attributes out in conjunction with the iLbed bel ow.
10 This met ho 2B@yg@gﬁﬁed as foll ows: RV CE GEtAﬁgﬁpﬁgg@ﬂ?@&ngSSICN
HANDLE sessi on, CE EnunKey KeyType, 15 EnunKeyAttri bute KeyAttri bute,
int pos, CKBYTE[ ] * attribute, int* length) 20 The key type is

determ ned via the KeyType parameter and thus also the table that is to be
read from wiBnRVt BB GetKey€ntinkeyCKypBSSDONt HANDLEpteshaodware are
recorded in gi%feﬁgnt |ists according to the type of key. 25 The
KeyAttri but 8*paPUREEYr K§¥E¥PFres the attribute that is to be read out and
the | TEM paraget gpuhhdi-gates the starting point within a table; its
maxi mum val ue first has to be acquired using the CE Get KeyCount nethod for
30 all keys or else for one key type. Wien the CKA END DATE attribute is

output, 4t t t ed | ast r ent y 1.8 e t] |y
i nfini te% y \H/g?u E%H}%Oﬁ %f%é%va’tkgcgno?ﬁt—ﬁ%%sgéfgotuy%e éu}%o”us;rlp@é%?e%% nd, in WO
2004/ 072911xBGE/ DE2624h0RCYBBype3airks reKAsENDeDATE ahtkr chutieincenkai ns t he
end date for the predecessor key of the sane key type, whereby. the
‘ key management held "in the cache operation. In this
manner, the key attributes can be read out in
conjunction with the method described below.
10

This method is defined as follows:

CK_RV CE GetAttribute (CK _SESSION HANDLE session,
CE_EnumKey KeyType,
15 CE EnumKeyAttribute KeyAttribute,
int pos,
CK BYTE [ ] * attribute,
int* length)

20 The key type 1s determined via the KeyType parameter
and thus also the table that is to be read from when
the different key types on the crypto-hardware are
recorded in different lists according to the type of
key.

25
The KeyAttribute parameter specifies the attribute that
is to be read out and the ITEM parameter indicates the
starting point within a table; its maximum value first
has to be acquired using the CE_GetKeyCount method for

30 all keys or else for one key type. When the
CKA END DATE attribute is output, it must be noted that
the last current key is theoretically infinitely valid

(until a new key of the same type is imported) and, in




CKA END DATE of this indicated key is output. 5 The attributes for a date
have a fixed length of 8 bytes whereas the CSK ID and CKA LABEL attri butes
have a fixed length of 128 bytes. If the attributes within the keys for

t hese two ould be shorter than 128 by emai ni ng
bytes up tga&ggﬁgggi%%?filled up with zeros. Thus, ?ﬁéygggﬁﬂégﬂﬁgémays
provide sufficient nmenory for the net'Hods in question. In case the user
provi des a buffer that is too small, the information is trinmed and a
nmessage to this effect is transmtted via CK RVv. 15 CK RV CE

Del et eExpi r e ¢&A( CKDSESSEON tHANDLE sessbohain€EtEeurskey deyTyper int*

counter) 20 The function allocation CE Del et eExpi.redK h th d
f or exp?redtﬁﬁygrﬁaﬁcﬁépggééxﬁhe fF%ﬁ1?ﬁ@% %ﬁﬁgkgﬁfbfﬁﬁagﬁ%rg ggﬁ bee o

identified txatBeDf BETEt Bt thibeigystemrdakeyi ssobdeput han the CKA_END DATE
of the succesSor Key, see under 2.5.8; this also applies to KT 25 and KS.

Sel ective deletion is nade possible through the EnuniType and the entire

card cart be | et J n f ( h -gu%ii i ) It is
i mportan tﬁgg a[tr‘?clc%l@rr% %ld%rcr)%sta ﬁg?%%e kg %w%d%lo ecgﬁéstggt%lfej \Efgvhen a
key inport bgtear whedeaut thEhiCSK S praicerckh yLBBEL oat toibetdesnhtlie enbedded

code and indicated with an apgropriate return val ue. ., Thanks t%ﬁthis
[

measure, any LiF@&t drafididt 0 5i deSePVEESs it tHE i Mt ef HRFCRBy Y ndgenent
are avoi ded,W0,2004/ 02294}, ST/ DFZ0QH,000083- s 64ndliedi er Ensechet ween the

paynent assurance systemand the value transfer center is preferably as
narrow as than 128 bytes, then the remaining bytes up to 128 are

10 filled up with zeros. Thus, the user can always provide
sufficient memory for the methods in question. In case
the user provides a buffer that is too small, the
information is trimmed and a message to this effect is
transmitted via CK_RV.

15
CK_RV CE DeleteExpiredKeys (CK_SESSION_HANDLE seésion,

CE _EnumKey KeyType,

int* counter)

20 The function allocation CE DeleteExpiredKeys searches
the card for expired keys and deletes them from the
card. Expired keys can be identified by the fact that
the system date is older than the CKA_END_DATE of the
successor key, see under 2.5.8; this also applies to KT

25 and KS. Selective deletion is made possible through the
EnumType and the entire card can be deleted by means of
CE KA (only the LMK is retained). It is important that
this method must not be allowed to become active when a
key import is carried out. This 1is preferably

30 controlled in the embedded code and indicated with an
appropriate return value. Thanks to this measure, any
indeterminate side effects 1in the internél key

management are avoided.




possible in order to rule out manipulation 5 possibilities through side
channels. The structure of the interface between the value transfer center
(Postage Point) and the central paynment assurance systemis shown in

Figure 3. 10 _The central paynment assurance system proyi i nterface
for distribﬁ“?ﬁ@ykgy§lﬁy means of which keys generéﬁﬁgﬂﬁzm?Q%ngg
KeyManagenent conponent of the value ®ransfer center (Postage Point) can
be distributed to 15 the crypto-systens of the paynent assurance systens.
The val ue transfer center provides the paynent assurance systemwth a key
rel ease interface by neans of which the paynent assurance system can

rel ease the 20 key after the successful distribution and grocessiag of
sai d key. STheelrafhfpcsabsireaisdd s PHIF prdf etancansYapphi 83t on

interface reglizahion UsifngeSession feans gocks beegMeNdederép geder to

uncoupl e the two systens, the services should be | doked up by a nam ng
service usprgsiNDle A iSessioarddBean tpr ovicdés t heutecessaip YmetPonal ity

for 30 [nporting.the.key data into the, ZinS.central system The entire
connunicétiBHS?§g§h6RﬁantgFﬁﬁgb F19G0°56645F072911 PCT/ DE2004/ 000083 65
Figure 4 shows process steps for integration of a data key .into the
central paynment assurance system (ZinS central). 5 The process_routine

| nport Key t Fawesf ets uchaigat @ ke heet 1 pethaca nSesesamml thSepAdiify on the

use of ASN.%ﬁg%%%%%e%énkg&s(e%%&%%% ﬁSQ%%Bn%n%r%ﬂ%r%%nkﬁ%lr%%%ﬁﬁ%ﬁ nmessage

and causes
assurance system is shown in Figure 3.

10
The central payment assurance system provides an
interface for distributing keys by means of which keys
generated in the KeyManagement component of the value
transfer center (Postage Point) can be distributed to

15 the crypto-systems of the payment assurance systems.

The value transfer center provides the payment
assurance system with a key release interface by means
of which the payment assurance system can release the
20 key after the successful distribution and processing of

said key.

Since mainly Java is uséd in both projects, an
application interface realization using Session Beans
75 is recommended. In order to uncouple the two systems,
the services should be looked up by a naming service

using JNDI.

A Session Bean provides the necessary functionality for
30 importing the key data into the 7ZinS central system.

The entire communication is shown in Figure 4.




10 nessage to be stored in the database. The process routine |InportKey
then initiates the distribution of the key data to the ZinS | ocal systens
by neans of CW/. 15 The sequence of inporting the data into the database

and subsequ i inoution of the messages shoul d hi s
ensures tha§R§ﬁ®&§@%%$yed data is secured before mgﬁﬂjﬁgiﬁ%%@ﬂpgglt or
with it. The advantage of this approath is that events in the real m20 of
errors can be better reconstructed and, in case of a data |oss, access can
be gained to the database if need be. The paraneters of the InsertKeyData

nmet hod are HAbguyet 4 BBogpepirbicetsssistepatfdhimipojrdtiontofrea datas not yet
cl ear whether the AS 1 fornat IS supported. However t he ne%hod w |l have
to be equipggﬁ\hqq?t %ﬁspa§ﬁ68ﬁﬂﬁsﬁ%F%T§% 5&¢SH% {6 88nt a
det ai |l ed negspgeaio. the Postage Point. 30 In ZinS central, the

di stribution nethod of the key allocation systemis responsible for the
foll ow ng: WO 2004/072911 PCT/DE2004/000083 66 1. archiving t he key

nmessage on nt 5 istributin key_ .nes es from
t he Posfgge%ﬂg é#&%@ég % f§é|V| €£t|n¥ltc%%f%rgsby neé%%t%fﬁgg
interface psevitdedthy w1b5|6enih@1.structure and use of the CWES serV|ce
can be found in the manual of this interface. 10 3. after the distribution

and inport into the individual mail centers has been conpleted an

appertai ni ngepehHi AgMe3sa98e | 988N 884, 1 messages, this process

routine prepares the received message and causes the

10 message to be stored in the database. The process
routine ImportKey then initiates the distribution of
the key data to the ZinS local systems by means of
CWMS.

15 The sequence of importing the data into the database
and subsequent distribution of the messages should be
observed. This ensures that the received data 1is
secured before work is done to it or with it. The
advantage of this approach is that events in the realm

20 of errors can be better reconstructed and, in case of a
data loss, access can be gained to the database 1f need

be.

The parameters of the InsertKeyData method are ﬁot yet
25 specified since at this point in time, it is not yet
clear whether the ASN.1l format is supported. However,
the method will have to be equipped with two parameters
in order to also be able to sent a detailed message to
the Postage Point.
30
In ZinS central, the distribution method of the key

allocation system is responsible for the following:




The data is transmtted fromthe value transfer.center 15 (Postage Point)
in the ASN. 1 format. The appertaining return response is |ikew se expected
inthe ASN.1 format. Instead of this format, however, other formats can,

of course, . The particular formats ar se by a
sui tabl e pai}s(zg()&%@if erred data forpats in ASN. 1%5@26%@94/@@108% ng:
Distribution nmessage for the transport”key TransportKeyMessage SEQUENCE 1
25 MsgType OCTET STRING ( fix "KT' Version OCTET STRING ( O0x01 KeylD
OCTET STRING ( CKA_ ID SigKeyl D OCTET STRING ( CKA_ID of SignatureKey used
for MAC ) 30.TransKeykEmgy ypheOREY IR NGye( Jdir ardpor EKey weappedl with LMK
) MAC OCTET STRING ( MAC over all previous elenents } WO 2004/ 072911

PCT/ DE2004/ 886985 67 Di stri buti on nmessage for the data key

Post ageKeyMessage ::= SEQUENCE { 5 MsgType OCTET STRING ( fix KD
Version OCTET STRING ( 0x01 KeylD OCTET STRING ( CKA I D KeyGeneration
OCTET STRI N&; (dDROTidddaiyl n§heSi kRey e OAETs STRING, theckRofbree

Si gnat urgKey usgd. 10 .for O T I[PR%EE G, CKA LD, ¢f
Tr anspoerey Dggé éygr?crg/%?eén&%@ﬁgm (lﬁggt%ge@é vvrap%oea(z
the CWMS interface provided by Vibris. The
structure and use of the CWMS service can be found

in the manual of this interface.

10 3. after the distribution and import into the
individual mail centers has been completed, an

appertaining return message is generated.

The data is transmitted from the wvalue transfer.center
15 (Postage Point) in the ASN.1 format. The appertaining
return response 1is likewise expected in the ASN.1
format. Instead of this format, however, other formats
can, of course, also be used. The particular formats
are adapted for use by a suitable parser.
20
Preferred data formats in ASN.1l are the following:
Distribution message for the transport key
TransportKeyMessage ::= SEQUENCE
{
25 MsgType OCTET STRING, ( fix ‘KT’ )
Version OCTET STRING, ( 0x01 )
KeyID OCTET STRING, ( CKA ID )
SigKeyID OCTET STRING, ( CKA ID of SignatureKey used
for MAC )
30 TransKeyEncrypt OCTET STRING, ( TransportKey wrapped
with LMK )
MAC OCTET STRING ( MAC over all previous elements )
}




with LMK an
all previou
KeyExchange
key KeylLab
key ) State
STRING ( De
a different
presented i
all of the
t aken |nto
effort.

d 15 encrypted with Transport Key MAC OCTET STRI NG ( MAC over

s elenents } Also see section 2.4.6. 20 Rel ease nessage
Recei pt ::= SEQUENCE { Keyl D OCTET STRING ( CKA_ ID of

recei ved

DT oL FaLSk o epabl o) o oe T DERbfBsbEsEr ™

scription of success/failur } 30 The data structures can have

set-up. However, a set-up according to the enbodi nents

s especi ally advant ageous since they allow the transm ssion of

infornation that is to WO 2004/072911 PCT/ DE2004/ 000083

ti d th t |l data t
» RAPEFebiE o%( RESHAPE LPE ERANGAERL BAYyia CVIS Lo the | ool

68 be
m Ssi on

paynent assgbgﬂggngygbgggg@hlgh gEgUQN@Eerably | ocated in mail centers of
5 the postal service provider. When the ASN.1 format is used, the data

woul d firstt

bekhe SERINGCS (

have to be parsed into the internal key nessage, which would
nengn this 10 docunent were used

3FrgLfP$ﬁs$ﬂe&%gpa acEets recefv %ﬁﬁrou h he CWVS correspond to the key

messages pr
subj ected t

10

15

20

25

30

éursmshyodEEmnemRENGtthOxdmcmnent These nessages are t
geg?D OCTET STRING, ( CKA ID )

KeyGeneration OCTET STRING, ( 0x01l ascending )
SigKeyID OCTET STRING, ( CKA ID of SignatureKey used
for MAC)

TransKeyID OCTET STRING, ( CKA ID of TransportKey )
DataKeyEncrypted OCTET STRING, ( PostageKey wrapped
with LMK

and

encrypted with TransportKey )

MAC OCTET STRING ( MAC over all previous elementé )
}

Also see section 2.4.6.

Release message

KeyExchangeReceipt ::= SEQUENCE

{

KeyID OCTET STRING, ( CKA ID of received key )
KeyLabelHash OCTET STRING, ( SHA-1 hash of CKA LABEL of
received key )

State BOOLEAN, ( TRUE/FALSE to enable/dismiss key )
Message OCTET STRING ( Description of success/failure )
}

The data structures can have a different set-up.
However, a set-up according to the embodiments
presented is especially advantageous since they allow

the transmission of all of the information that is to

hen



15 VerifyMsg nethod of the enbedded code after they have first been
adapted to the data table above title "Attributes of the data key KD'.
After the wverification, either the inport of the key is started via the
enbedded co n appropriate error 20 nessa i . Conpare
key nessagegﬁazgyggggg?lz to 14 in terns of the ingﬁﬁyﬁgg@gﬁggﬁggture of
the CE InportKey enbedded code netho 8 The del etion of the old keys as
wel | as the updating are carried out automatically by the above-descri bed
enbedded code 25 nethods. Every day, the CE_Del et eExpiredKeys nmethod is

i nvoked whbeh tradmvesntloe expsiddrkeyonf ramlt ideyr yptoohatdwere adaily,
whenever this i ecessary. During t i mpoct, 30 the,CA | pportKey nethod
ensur es tha?mahzlaég?e ke §mé§§logeF£?85ggn ntgﬁftﬁgﬁé?IOnggergS éce t hem
WO 2004/ 072941+ PEhEREZER4 QQAR0EHIMS S Jhenenbedsedpspdentetbedsaate bound to

the application by the Java class C)iptoAda ters. C}ygtoAdapters of fer
al | functi ofgstsMm FRiFy AareBYefRiatPileleppeadednchael sRat6rRePIPKCSH1L

nmet hods of f J L (CryptoAdapter.DLL) is used that
has stat?caﬁﬁ? ?Pnﬁ%gegﬁgvgéf §%8¥?8§%'by Zaxus. The security risk is

further mnimzed through the static Ilinking. 10 The C++ inplenentation of
the JNI interface also provides error handli far each rfgugéte sessi on;
in this colP&kt thee W ade I Mder 18 mASEYhr €39 A§Ten THe S PEERCDesi gn

Document . ThgWOkKehCOnGaRty i SnEdPpRdt ededbnd D kbat ntBeageyph@ibardware is
initialized in the

would be dispensed with if the messages defined in this

10 document were used directly.

The data packets received through the CWMS correspond
to the key messages previously defined in this
document. These messages are then subjected to the
15 VerifyMsg method of the embedded code after they have
first been adapted to the data table above title
“Attributes of the data key KD”. After the
verification, either the import of the key is started
via the embedded code or else an appropriate error
20 message is generated. Compare key messages and pages 12
to 14 in terms of the import data structure of the
CE_ImportKey embedded code method. The deletion of the
old keys as well as the updating are carried out
automatically by the above-described embedded code
25 methods.

Every day, the CE DeleteExpiredKeys method is invoked
which removes the expired keys from the crypto—hérdware
daily, whenever this is necessary. During the import,
30 the CA ImportKey method ensures that duplicate keys are

deleted and that newer ones replace them.




mul tithreadi ng node and, after the |ogin, each worker gets its own session
(get Session, C GetSession), as a result of which this worker is registered
in the DLL and error handling is established specifically for the 20

wor ker. The i %%§1of the DLL is addressed by t } &3% i kewi se
has its omnvgﬁ?gibga ﬂing for the exgcution of Pk?§§¥bggg@%o sggnd t he
enbedded net hods. Figure 6 shows an overview of the inplenentation. 25
Preferably, the key list and the code that is provided by the enbedded

met hods are renoved. Qrherwise, the set-up of the structures nmust be
sel ected t oThe emdentdiecalcod®0 n@drinett i ore opothe DblLtPepepbéiradion

encapsul ati pn d advant ageous_error_ . handl i.n re shown in_Eigure 7 by
way of an eggn%gg.qgﬁﬁbd%ﬁTﬁ%Z ﬁ%?%%é&iﬁ&%ﬁi/ogﬁgﬁgog?6p ﬁrﬁnﬁFgﬁgntation
of the key kilst Sunstiehsnegded lidritthenakey) | t54s ane bmsbddaedapketel y in the

enbedded code of the crypto-hardware. The Get Attri bute nethods decrease
to the one 8PAgPEheky8EsEreh BELhRESeRBEGTed 5 CE Get Attribute nethod; by

t he sane:token, the invocations for the inport and its inplenentation are
reduced since this is automatically carried out by the enbedded code after
t he transfeByofhethe pdcadidar yp data.(Ci@plolAcapardedlénr ds corst abiat! i st is
provided in the enbedded cod The key nessages fro Post a

h Poi
stored in P2PRS Tty 1th leﬁ?&béﬁﬁai%LBrﬁé Vﬁ&%ﬂ{giv§§¥3§er%%§ ornt are

repl acement ;@3 iqef ectdwe; L oggltRRYNBAM idSSAHANCEr SY§h £BA sfiatstc of all,
it is required that the nmessage as such be incorporated into the database
and secondl {inktihgt. adninistrative informati on be received.

10
The C++ implementation of the JNI interface also
provides error handling for each requested session; in
this context, see Stage 3 under “multithreading”-in the
PCFM Design Document. The worker concept is supported

15 in that the crypto-hardware is initialized in the
multithreading mode and, after the login, each worker
gets its own session (getSession, C_GetSession), as a
result of which this worker is registered in the DLL
and error handling is established specifically for the

20 worker. The mainstream of the DLL is addressed by the
login and likewise has its own error handling for the

execution of Pkcs#11 methods and the embedded methods.

Figure 6 shows an overview of the implementation.
25 Preferably, the key list and the code that is provided
by the embedded methods are removed. Otherwise, the
set-up of the structures must be selected to be

identical.

30 Connection of the DLL
A preferred encapsulation and an advantageous error

handling are shown in Figure 7 by way of an example.




20 Consequently, the foll ow ng database tables are needed. Transport KeyDat a
SDI t enNol NT Key data recordSee table on page 29 Key data stores the key
nmessage in the way in which it was received by the Postage Point; in case

of a failur cal paynment assurance system I of the

key nessage%géfz\?gi/o?%él oordi nate the f?bl ed | ocal p%@ﬁ@r@oggsur%ce system
with the other remaining |local paynent®assurance systens by inporting the

archived key. Before the storage, the nessage has to be parsed 30 by ASN. 1
in order to transmt it to the local systens. WD 2004/072911 71

PCT/ DE2004/ @@Omlﬁmﬁh&ﬁm fodr rhhef kehe ldatts riec arods riesdudefidr rdd as t he

storage nod |ty t.his coryesponds to.t etabl t hat ribes t dat a
bl ock that i s]e]dStf or‘a?%e{l %é ggﬂpf]}?ﬁbe %dﬁ@]ae%g?ﬁogo t}e

Tr anspor t KeyManagepiy- M dwiiNoNuther GBQA@w&Bat@DAEEhbd/s td e s=An
Conpl eti onDat eDATE ( / timestanp DistributionDateDATE ( / tinesta

EndSt at us VARCHAR(29) Sh&t uSTexd VARCHARCZA t TANs @4t a T or dMRSs9% Tent r al
significancep RILSAL 0% i1 @lds THoSROYES e\@{]éjatsearflge f sgdhack digcei ved

from the |ocat paynent assurancé system’in the mail centers, 10 preferably

all of the nmﬂoccaemce*g fomt thee imptoagr sdredl it et d)mpﬂlemmrtlarmgmsyasrteem of the
postal service provider
reduced since this is automatically carried out by the

embedded code after the transfer of the necessary data.

10 An expanded error constant list is provided in the

embedded code.

The key messages from the Postage Point are stored in
7inS central in a database in order to allow a later
15 replacement of a defective local payment assurance Sys-—
tem. First of all, it is required that the message as
such be incorporated intoc the database and secondly,

that administrative information be received.

20 Consequently, the following database tables are needed.

TransportKeyData
SDItemNo INT
Key data record See table on page
29

Key data stores the key message in the way in which it
was received by the Postage Point; in case of a failure
25 of a local payment assurance system, the archiving of
the key message serves to coordinate the failed local
payment assurance system with the other remaining local
payment assurance systems by importing the archived
key. Before the storage, the message has to be parsed

30 by ASN.1 in order to transmit it to the local systems.




as well as to conduct a capable error analysis and to alarmof the system
operator whenever the tine is exceeded during the distribution procedure.
15 By the sane token, this table involves adm nistrative information

processi ng. i it possible to use the entr | | ocate
and to evalSﬁ?%BQﬂg%igépertaining Transport KeyDat a ?ggbtﬁgggg?ﬂgmgo
Transport KeyRepl ayMessage of the indiv Hual (83) mail centers, if
appl i cabl e,. Transport KeyRepl ayMessage SNt emNo Nunmber WO 2004/ 072911 72
PCT/ DE2004/ 000083 Mai | Cent er NoNunber MessageDat eDATE ( / tinmestanp
MessageText VARCHARESZOE ofrm toffi $hicaldlega triesoingdi visd pale fegy edeggoitd€ nessages

of the local_paynent assurance.systemare archived i.n the .nai enters of
the postal SEPIPYE piotther The V6 TRl fhe thoortohFocddlre. W
2004/ 072911 dRCHDE2H94/ 0AB083at A3 Claidm: thatA nethodséar vetifyheg the
authenticity of a 5 postage indiciumgenerated using a franking key and
appl i ed ont &Ea VRaiifyMess adrherersydecy pes§Psphi ¢ i nformation contained in
the postage indiciumis decrypted and used for verifying the authenticity
of the postage indicium 10 characterized in that a data key (KD) is

generated and transmtted fremasportkeyManagement

SNItemNo Number

ReceiptDate DATE ( / timestamp
)

CompletionDate DATE ( / timestamp
)

DistributionDate DATE ( / timestamp
)

EndStatus VARCHAR (20)

StatusText VARCHAR (20)

This data record has a central significance. First of
all, it serves to evaluate the feedback received from
the local payment assurance system in the mail centers,

10 preferably all of the mail centers that are integrated
into the mailing system of the postal service provider,
as well as to conduct a capable error analysis and to
alarm of the system operator whenever the time is
exceeded during the distribution procedure.

15
By the same token, this table involves administrative
information processing. This makes it possible to use
the entry SNItemNo to allocate and to evaluate the
appertaining TransportKeyData table and the

20 TransportKeyReplayMessage of the individual (83) mail

centers, if applicable,.

TransportKeyReplayMessage
SNItemNo Number




central payment assurance systemto |ocal paynent assurance systens. 15
2. The nethod according to Claiml, characterized in that the |ocal
paynent assurance systens inport the data key and transmt a result of the

inport tot paynent assurance systens (Zi systen).
3. The met h%&@@%@&d to Claim2, characterized ilﬂ‘s{@;{}bpﬁbog@gult of
the inport is transmtted as a data 25 record. 4. The nmethod according to
Claim 3, characterized in that the data record contains a key. 30 5. The
met hod according to one or nore of Cainms 2 to 4, characterized in that WO
2004/ 072911 PCT/ DH2QO4 ©00083 o 74 t he cqmlﬁbfaér paynent assurance system
(ZinS central system—eheeks—the+resuht—oef—the—+rport—and—{transmts it to
a val ue transfer céﬁﬁ%?a%%@t%ge Poi nt|)DAEE 6( ( /THelmrs D adcor di ng to
Caimb5, charactdgrized in that the result is checked by deg¢ryption of the

key. 10 7. The netjqod. acc ng to one ains I 1o 6,
characterized in t %Ssao%e e”ﬁe data k O\;‘Ah}gésﬁzJ gzoguccessful ly inported

In this table, the individual key response messages of

the local payment assurance system are archived in the
mail centers of the postal service provider as a

5 function of the import procedure.




into essentially all local paynent assurance 15 systens (ZinS local), the
data key is released at the value transfer center (Postage Point) and is
subsequent |y used for produci ng new postage anounts. 20 8. The net hod
according t re of Claims 1 to 7, characteyl i t he data
key is a sym%@‘@@ﬂ%ﬁéy. 25 9. The net hod accordi n?¢%ﬁgaé&gb6®§?e of the
precedi ng clainms, characterized in t hat? t he new data key is transmtted
fromthe value transfer center (Postage Point) to the central 30 paynent
assurance system 10. The nethod according to Claim9, characterized in

t hat WD 20041872911 PCT/ DE2004/ 000083 75 the val ue transfer center
encrypts the data key wth a transport key (KT). 11. The method accordi ng
to Claim10, 5 characterized in that the transport key is encrypted with a
master transport key (KTM. 12. The nethod according to one or nore of
Clains 9 to 10 11, characterized in that the data key is generated in the

area of thelval e me¢thadf efocenverify3np3. tTke avthedtdeticryi f té one or

more of §1alns goggagézingggﬁﬁ%t%Ehé%gtba Eg§%g a franking key and

applied onto a mailpiece, whereby cryptographic
information contained in the postage indicium is
decrypted and used for verifying the authenticity
of the postage indicium,

10 characterized in that
a data key (KD) is generated and transmitted from a
central payment assurance system to local payment

assurance systems.

15 2. The method according to Claim 1,
characterized in that
the local payment assurance systems import the data
key and transmit a result of the import to the
central payment assurance systems (ZinS central

20 system) .

3. The method according to Claim 2,
characterized in that
the result of the import i1s transmitted as a data

25 record.

4., The method according to Claim 3,
characterized in that
the data record contains a key.

30

5. The method according to one or more of Claims 2 to

characterized in that



the data key is provided with key identification information. 20 14. The
nmet hod according to Caim 13, characterized in that the key identification
information is transmtted in encrypted form 25 15. The nethod accordi ng

to one or 9 to 14, characterizedin key is
provi ded w dﬁﬁ%‘é@@?&?on counter and/or is trgmpé@/@ba he)r/ W th
the generation counter. 16. The rreth ¢ accordi ng to Caiml5, V\D

2004/ 072911 PCT/ DE2004/ 000083 76 characterized in that the data key is
transmtted to a cryptographic elenent, especially to a crypto-card, and
in that, as sobneasenheatr ppwu@mapmscs@aemtsysatcmﬁvé&imfﬁlecsnda@é key, it

del etes all of the, data k ys .t hat__have neration counter val ue
as the transnitY&8§%83taC &‘stl? thie ﬁﬁﬁ%ﬁa rT%or hg Jt%p%ﬁg o?nrgmre of

Clainms 9 to 10cifnsehacagteriged ivatdwt tkhfsdaka degtd:s proytdgd with an
end date for the preceding data key and/or it is transmtted with the end
date. 15 18. ThBoiethed according to O aim 17, characterized in that

S
6. The method according to Claim 5,
characterized in that

the result is checked by decryption of the key.
10 7. The method according to one or more of Claims 1 to

characterized in that,

once the data key has been successfully imported

into essentially all local payment assurance
15 systems (ZinS local), the data key is released at

the value transfer center (Postage Point) and is

subsequently used for producing new postage

amounts.
20 8. The method according to one or more of Claims 1 to

characterized in that,

the data key is a symmetrical key.

25 9. The method according to one or more of the
preceding claims,
characterized in that
the new data key is transmitted from the value
transfer center (Postage Point) to the central

30 payment assurance system.

10. The method according to Claim 9,

characterized in that



the franking key is transmtted to a cryptographic elenment and in that the
crypt ographic el enent 20 checks whether other data keys have an end date
and whether the end date stored for the successor data key is older than a

date storedy ﬁj@ﬁ nt assurance system 25 19. E[k}ﬁ cordi ng
to one or rry(gﬂg)@&? € IfErecedi ng cl ai Mg characteri zPeC |§g§¢1¢g§6{{0§g data key
or at least part of the data key fornms'~ a conponent of a franking key for
the generation of 30 postage indicia. :

the value transfer center encrypts the data key

with a transport key (KT).

11. The method according to Claim 10,
5 characterized in that
the transport key is encrypted with a master

transport key (KTM).

12. The method according to one or more of Claims 9 to
10 11,
characterized in that
the data key is generated in the area of the value

transfer center.

15 13. The method according to one or more of Claims 9 to
12,
characterized in that

the data key is provided with key identification

information.
20
14. The method according to Claim 13,
characterized in that
the key identification information is transmitted
in encrypted form.
25
15. The method according to one or more of Claims 9 to
14,
characterized in that
the data key is provided with a generation counter
30 and/or is transmitted together with the generation

counter.

16. The method according to Claim 15,
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15

20

25

30

WO 2004/072911 PCT/DE2004/000083

17.
le,

18.

19.

76

characterized in that

the data key is transmitted to a cryptographic
element, especially to a crypto-card, and in that,
as soon as the cryptographic element receives the
data key, it deletes all of the data keys that have
the same generation counter value as the

transmitted data key.
The method according to one or more of Claims 9 to

characterized in that
the data key is provided with an end date for the
preceding data key and/or it is transmitted with

the end date.

The method according to Claim 17,

characterized in that

the franking key is transmitted to a cryptographic
element and in that the cryptographic element
checks whether other data keys have an end date and
whether the end date stored for the successor data
key is older than a date stored in the payment

assurance system.

The method according to one or more of the

preceding claims,

characterized in that
the data key or at least part of the data key forms
a component of a franking key for the generation of

postage indicia.



