SYSTEM AND METHOD FOR CONTROLLI NG A MOBI LE TERM NAL USI NG A DI G TAL
S| GNATURE BACKGROUND OF THE | NVENTION [01] This application clains
priority from Korean Patent Application No. 10-2003- 0055795 filed on
August 12, 2003 in the Korean Intellectual Property Ofice, the

di scl osure of which is incorporated herein in by reference. 1. Field
of Invention [02] The present invention relates to a system and

met hod for controlling a nobile termnal using a digital signature,
and nore particularly, to a systemand nethod for controlling a
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a command nessage ac i Lle 1 i nformation
set by a user and con&Wﬁi‘%%ﬁ%&Btﬁijﬂﬁg‘mﬁﬂ m nal through
t he prepared command nessage. 2. Description of the Related Art [03]
Generally, if a user msplaces his/her nobile terminal, the user can
prohibit a third person fromusing the nobile termnal and prevent
information stored in the nobile term naI from bei ng accessed, by
transmtting a control siBAQKGROWYND QRIHEMNYENTIQN i nal to turn of f
the nobile termnal or to cause the rmblle termnal to be in a | ocked
st Hild. [04] Thbirespplication slaghs arigvit diont dveskamEeisotl Adplicationt Roy 10-2003-
controlling a nobile termnal, thereis a problemin that it is
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the nobile termnal, for which it nmay be undesirably controlled by an
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1. Field of Invention

[02] The present invention relates to a systém and method for controlling a mobile
terminal using a digital signature, and more particularly, to a system and method for
controlling a mobile terminal using a digital signature, wherein a server prepares a command
message according to mobile terminalr status information set by a user and controls the

corresponding mobile terminal through the prepared command message.

2. Description of the Related Art

[03] Generally, if a user misplaces his/her mobile terminal, the user can prohibit a third
| person from using the mobile terminal and prevent information stored in the mobile terminal
from being accessed, by transmitting a control signal to the lost mobile terminal to turn off

the mobile terminal or to cause the mobile terminal to be in a locked state.
[04] However, in such a conventional method of remotely controlling a mobile terminal,
there is a problem in that it is impossible to identify the entity that has requested the control

of the mobile terminal, for which it may be undesirably controlled by an unauthorized person.



[ 05] The present invention is conceived to solve the aforenentioned
problem An object of the invention is to provide a system and

met hod for controlling a nobile termnal using a digital signature,
wherein a server prepares a command nessage according to nobile
termnal status information set by a user and the nobile term na
aut henticates the prepared command nessage so that the nobile
termnal can be controlled only through the authenticated nessage.
[06] According to an aspecBUMMARY pFeEERINVENGHONon for achieving

t he object nentioned above, there is provided a server, wherein a
cofomand nessAPE preSeiew@atiod i concaiveeteysing thenafbichentienadi prableac cAn dbjegt
to nobile termnal status information set by a user, and transmtted
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comand nessage may include an operation comrand and the digital

si gnatu t I [
FLonet s TORRLS o 1L el Ul AR BahE FERI o
unit for stor mobile ternmn i nf rnatlon an the |Ie t ey m na
st at us ?ﬁ%ﬂ#ﬁpﬁ%}?ﬂ@@t by, usgr W&gﬁ@w’eﬁm e terial aithenticeted thei Rigpagstt onpgpnd
authenticating the nobile termnal; and a first control unit for
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nobile termnal status information set by the user and to transmt

t he. pr epassagde.command nessage. [07] According to another aspect of the
present invention, there is provided a nobile termnal, wherein a
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conprise_a second
i after a dggltal signature is added to the prepared message. The command message may

include an operation command and the digital signature for the mobile terminal, a unique
number of the mobile terminal, and a sequence number. The server may comprise a database
unit for stor_ing mobile terminal information and the mobile terminal status information set by
the user; a first authentication unit for authenticating the mobile terminal; and a first control
unit for ferforming control to prepare the command message according to the mobile
terminal status information set by the user and to transmit the prepared command message.
[07] According to another aspect of the present invention, there is provided a mobile
terminal, wherein a command message transmitted from a server thereto is authenticated, and
operations of, for example, power-off, log-on and log—off, are performed according to the
authenticated command message. The command message may include, for example, an
operation command for the mobile terminal, a unique number of the mobile terminal, and a

digital signature for the authentication. The mobile terminal may comprise a second



2 authentication unit for authenticating the command nessage
transmtted fromthe server; and a second control unit for
requesting the server to send a | og-on nessage thereto and
controlling operations of power-off, |og-on and | og-off of the nobile
term nal according to the command nessage transmtted fromthe
server. [08] According to a further aspect of the present invention,
there is provided a nethod of controlling a nobile termnal using a
di gi t al asheiehtireynicpithentivgtihg theSdoafSandi méseae tvdnsthiteed fr@gtigserver; and
request message fromthe nobile termnal; and preparing a | og-on
approva) EEsRasshtid urdihforSiahéSingf the @@ hb! &nlief ThAsh mufihed thago and
been set by the user, is a l'og-on approved status, “or a | og-on
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di&%tal signature for authentication. [09] According to a stil
f ukO8her aspedecosding fie afhslas mspach o€ Hiei yesent eprtians there (s previded awadgtieny of
of controlling a nobile termnal using a digital signature,
conpr i secangrotling = irepHe odrntiead uBsigi ndightal Senanae, tanprdsing ¢hel Bepsost wEEBiaga
when the nobile termnal is powered on; receiving a comand nessage
prepar eldgamGegtisi@iedsfgd RN tBe @bI fedthindl; ahd Srdpafifs AR d-OasiRbvadhelsage if
user fromthe server; authenticating the received conmand nessage;
and aft i § | Aty f ] 1
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| og-on a oval ,. or not to be. ed on.jf t nessage contains
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| og-on nessage nay be perfornmed when the . .

status, and transmitting the prepared message to the mobile terminal. The message may

include an operation command for the mobile terminal, a unique number of the mobile
terminal, and a digital signature for authentication.

[09] According to a still further aspect of the present invention, there is provided a method
of controlling a mobile terminal using a digital signature, comprising the steps of requesting a
server to send a log-on message when the mobile terminal is powered on; receiving a
command message preparéd according to mobile terminal status information set by a user
from the server; authenticating the received command message; and after completing the
authentication df the command message, causing the mobile terminal to be logged on if the
message contains log-on approval, or not to be logged on if the message contains log-on
disapproval.

[10] Furthermore, the step of requesting the log-on message may be performed when the
mobile terminal is set to be in a secure log-on mode. The setting of the secure log-on mode is

performed by the steps of receiving a power-off message prepared by the server according to



mobile termnal is set to be in a secure |og-on node. The setting of -
the secure log-on node is perfornmed by the steps of receiving a
power - of f nmessage prepared by the server according to 3 a power-off
request fromthe user; authenticating the power-off message received
fromthe server; cutting off power supplied to the nobile term na
when the authentication of the comuand nessage is conpl eted; and
setting the node of the nobile termnal to the secure | og-on node

when t hepavediidfereg@estioal the as@oWelugitbntt dting Bl HwEEFCReEShEENcelved ifom the
DRAW NGS [ 11] The above and other objects, features and advantages of
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usi ng di |ta n tur according to e.present invention; [13].
FIG 2 P& ¢ E@W&Eﬁ%}’oweﬁﬁlﬁﬁatl ng the process of
cutting off power supplled to a nobile termnal in a nethod of
controlling a nobile termnal using a dloltal signature according to
the present invention; ' — SON @ dFEENARAWIN aat i cal |y
illustrating the rrethod of controlli ng the m)bl le termnal using the
dildill al si gnBreurovacedrafhergbiests, Heatpiee gadé tadvangeges iodrihe gredert igyentps wilf
shows the structures of command nessages according to an enbodi ment
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Hereinafter, preferred enbodi nents of the present invention wll be

descri b@@juntion with the accompanying drawings, in which:

[12] FIG. 1 is a block diagram schematically showing a system for controlling a mobile
terminal using a digital signature according to the present invention;

[13] FIG. 2 is a flowchart schematically illustrating the process of cutting off power
supplied to a mobile terminal in a method of controlling a ﬁobile terminal using a digital
signature according to the present invention;

[14] FIG. 3 is a flowchart schematically illustrating the method of controlling the mobile
terminal using the digital signature accdrding to the present invention; and

[15] FIG. 4 shows the structures of command messages according to an embodiment of the

present invention.

DETAILED DESCRIPTION OF THE INVENTION

[16] - - Hereinafter, preferred embodiments of the present invention will be described in
detail with reference to the accompanying drawings.
[17] FIG. 1 is a block diagram schematically showing a system for controlling a mobile

terminal using a digital signature according to an embodiment of the present invention. The



detail with reference to the acconpanying drawings. [17] FIG 1 is a
bl ock di agram schematically show ng a systemfor controlling a nobile
termnal using a digital signature according to an enbodi nent of the
present invention. The 4 system conprises a server 100 including a
first transmtting/receiving unit 110, a database wunit 120, a first
aut hentication unit 130 and a first control unit 140. The system
further conprises a nobile termnal 200 including a second
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power supply unit 230, a second authentication unit 240 and a second
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the correspondi ng nobile term na according to nobile térmna

status information.set b ser,..adds a diqgital.signature t th
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to the nobile termmnal. [19] The first transm tting/receiving unit
110 tr aPFSRTSERENE LOntrRANCH BB, 3seepng authenticaiondmt J40Qtand |a sgrpnd
140 to the nobile term nal 200, and receives a | o0g-on request nessage
sent bycantrel wb2$® t er mi nal 200. Here, the first
transmtting/receiving unit 110 conprises an MV processing unit for
tr g3 m t t i ngTled skrv@ClOIOVirgghr&es sagfand ntbseige il Bepoaegading misbile tefmifal
transmtting and receiving infornmation via the wireless Internet.
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nobile termnal ~status information set by the user. Here, 't
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Nbanmhile,_tge status information represents the current status of

t he nobif™®M8er ni nal 200.

[19] The first transmitting/receiving unit 110 transmits the command message prepared by

the first control unit 140 to the mobile terminal 200, and receives a log-on request message
sent by the mobile terminal 200. Here, the first transmitting/receiving unit 110 comprises an
MMS processing unit for transmitting and receiving messages and an HTTP processing unit
for transmitting and _receiviﬁg information via the wireless Internet.

[20] The database unit 120 stores mobile terminal information and the mobile terminal
status information set by the user. Here, the database unit 120 stores a unique number, a
serial number, status information and other information of the mobile terminal 200.
Meanwhile, the status information represents the current status of the mobile terminal 200.
For example, the status informatio.n includes information on the setting of the mobile terminal
200 in a power-off state or in a log-on/off state by the user in accordance with whether the
mobile terminal 200 has been misplaced.

[21] The first authentication unit 130 processes the authentication for the mobile terminal

200. Here, the first authentication unit 130 provides a digital signature and a certificate for



For exanple, the status information includes information on the
setting of the nobile terminal 200 in a power-off state or in a

| og-on/off state by the user in accordance with whether the nobile
term nal 200 has been m splaced. [21] The first authentication unit
130 processes the authentication for the nobile termnal 200. Here,
the first authentication unit 130 provides a digital signature and a
certificate for 5 the server to guarantee and confirmthe validity
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authority. [22] The first control unit 140 prepares a command nessage

accor di ¥gnrees i§techppic| igformation representing that a certification authority confirms and
certifies a relationship between a digital signature verification key and a natural person or a
legal entity who owns the verification key, and the like. The certificate is issued by a private
or public certification authority and is generated by signing a user’s public key and
information on the name and others of an issuer with a signature key of the certification
authority.

[22] The first control unit 140 prepares a command message according to the mobile
terminal status information set by the user and performs control so that the prepared
command message is transmitted to the mobile terminal 200. For example, if the user
misplaces the mobile terminal 200, the mobile 'terminal status information would be set to
“power-off.” If the user is reunited with the misplaced mobile terminal 200, the mobile

terminal status information would be set to “log-on” (log-on approval). Further, the

command message is a message for controlling operations of the mobile terminal 200, and



term nal status information set by the user and perforns control so
that the prepared conmand nessage is transmtted to the nobile
termnal 200. For exanple, if the user m splaces the nobile term nal
200, the nobile termnal status information would be set to
"power-off." If the user is reunited with the m splaced nobile

term nal 200, the nobile termnal status information would be set to
"l og-on" (|l og-on approval). Further, the conmand nessage is a

mes s ageintudes o bperhlioneronand tai digisal afenbtvee sibh lcertifiestsifnthe 206hileatitningl
i ncl udes an operation command, a digital signature and a certificate
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200, and a sequence nunber. [23] The nobile termnal 200
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(not shown) for transmtting and receiving nessages, and the HITTP

proces S]plﬁbllqun@h OFHW? mobile terminal may be identified as a smart phone, a cellular

phone, a PDA, a pocket PC, or the like.

[24] The second transmitting/receiving unit 210 receives the command message sent by
the Server 100, and transmits the log-on message of the mobile terminal 200 to the server 100.
Here, the second transmitting/receiving unit 210 comprises the MMS processing unit (not

~ shown} for transmitting and receiving messages, and the HTTP processing unit (not shown)

for transmitting and receiving information via the wireless Internet.

[25] The log-on processing unit 220 performs the log-on of the mobile terminal 200. For
example, when a log-on approval message is transmitted from the server 100 thereto, the log-
on processing unit 220 logs on the mobile terminal 200.

[26] The power supply unit 230 performs the power-on/off of the mobile terminal 200.
For example, when a power-off message is transmitted from the server 100 thereto, the power

supply unit 230 cuts off power supplied to the mobile terminal 200.



for transmtting and receiving information via the wireless Internet.
[25] The | og-on processing unit 220 perforns the |og-on of the nobile
termnal 200. For exanple, when a | og-on approval nessage is
transmtted fromthe server 100 thereto, the |og- on processing unit
220 1 ogs on the nobile term nal 200. [26] The power supply unit 230
perfornms the power-on/off of the nobile term nal 200. For exanple,
when a power-off nessage is transnitted fromthe server 100 thereto,

t hp7power  sTRPéetorthinithehdRaidi SnioP40 PanEticatdP el Beksie dchEbyTEel defrer 100.
termnal 200. 7 [27] The second authentication unit 240 authenti cates
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command nessages sent by the server. That is, when a conmand nessage
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the mobile terminal 200 by controlling the power supply unit 230, or logs on or off the
mobile ten-ninal 200 by controlling the log-on processing unit 220, in accordance with the
transmitted command message.

[29] FIG. 2 is a flowchart schematically illustrating the process of cutting off the power
supplied to the mobile terminal in a method of controlling the mobile terminal using the
digital signature according to the present invention. First, if the user has misplaced his/her
mobile terminal 200, he/she requests the server 100 to cut off the power supplied to his/her
mobile terminal (S100).

[30] The server 100 has received the power-off request from the user prepares a power-off
message and sends it to the mobile terminal 200 (S102). Here, the power-off message
includes a power-off operation command, the digital signature and the certificate for the
mobile terminal 200, the unique number thereof, and the sequence number.

[31] Then, when the first control unit 140 of the server 100 prepares the power-off

message including the digital signature and the certificate and transmits the message to the



digital signature according to the present invention. First, if the
user has m splaced his/her nobile term nal 200, he/she requests the
server 100 to cut off the power supplied to his/her nobile term nal
(S 100). [30] The server 100 has received the power-off request from
t he user prepares a power-off nessage and sends it to the nobile
term nal 200 (S102). Here, the power-off nessage includes a
power - of f operation command, the digital signature and the
certifigabfe frenihd1e20070Mk | @bl Manahit@ODrectiimgUhie s ontyreRes tthe eakage
and the sequence nunber . [ 31] Then, when the Tgl rst control unit 140
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di gital S|gnature and the certificate an transmts t e nmessage to
8m)b|I mnal, 200, t.he eond t1.ing/ |V|n ni t
21@2 ecel ves 1}}%1%(551@6 Se‘forngn%?ﬂ elantf %% é%ﬂi% geéj message
transmits i o the second control_unit 250. [32] Accordingly, .the
second ‘Beendhe serond anhenfigatien pni 24851 f- t?@kéﬁnayﬁls@iﬂ%e%a@gerfmed by
through the second authentication unit 240 (5104). That is, =
aut hent desatptiog the digitaf signasuretand e cenpificategnelhdeddingthe étansm'gwdtm@sea@r@d
the certificate included in the transmtted nmessage and verifying
t he decvytifyiad thad@iymed mfornapeni Spedfitally, tHeainiquegiuenbat oD e mbbilehterminal
nobile termnal 200 included in the transmtted nessage i s conpared
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term nal 200. If t he conpared nunbers are identical, the digi ta
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(5106), ditgirgaﬁ signature is performed based on the certificate stored in the second authentication unit
240.
[33] When the verification during the authentication process is compléted (8106), the
second authentication unit 240 transmits the verification results to the second control unit
250, and the second control unit 250 cuts off the power sppplied to the mobile terminal 200 in
accordance with the contents of the transmitted message. At this time, the second control
unit 250 performs control such that the mode of the mobile terminal 200 is set to the secure
log-on mode and the power-supply unit 230 cuts off the power supplied to the mobile
terminal 200 (S108).
[34] When the mobile terminal 200" has been powered off, the second control unit 250
transmits the power-off completion message to the server 100. At this time, if the server 100

does not receive a power-off completion message from the mobile terminal 200 within a

predetermined period of time, steps S102 to S108 are repeated. Here, the user or server 100



second authentication unit 240 transmts the verification results to
t he second control unit 250, and the second control unit 250 cuts
off the power supplied to the nobile termnal 200 in accordance wth
the contents of the transmtted nessage. At this tinme, the second
control unit 250 perfornms control such that the node of the nobile
termnal 200 is set to the secure 1o0g-on node and the power-supply
unit 230 cuts off the power supplied to the nobile termnal 200

(S108) . cdn3atbitMbignset fie: profidtbrenih@l périvdl of 208 halsthbaembepvetiacs of the régeat of
second control unit 250 transmts the power-off conpletion nessage

to the §g¢M§Hu%Q@10§g this tine, if the server 100 does not receive
a power-off conpletion nessage fromthe nobile termnal 200 within a

pr term ne eri.od. tine s S,102.t0 5108 e repeated. Here
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power -of f conpl etion message from the nobile term nal 200 even after
t he st epriehal thebspents bpesatver 168 confiynsazgaithwheiber theriser ingénds tto peomwt the
the repeat, the server 100 confirns again whether the user intends to

per f or npdwe-ofp ofbie-nodtileaérniihal 200DIIE thetigemdganl regits thé pbiwer-offef thrgastile
requests the power-off of the nobile termnal 200, the server 100

agai N pRELRENBOS tRRsrvaL 980 a%hﬁﬁ%m{s%@psﬁh@w%io‘s, a flowchart

schematically illustrating the method of controlling the nobile

SR, LR Sk SRR ORA O b OnhESCRRTANLs e
SOOI B L AN RS DA AT
term na‘lermjnal 200 is supplied with the power (S200), the second control unit 250 transmits a log-
on request message to the server 100 to request a message on whether the mobile terminal
200 will be logged on (8202). Here, the second control unit 250 prepares the log-on request
message and transmits it to the server 100 via the second transmitting/receiving unit 210. At
this time, the message prepared by the second control unit 250 contains a request for the log- |
on of the mobile terminal 200, and the unique number of the mobile terminal 200.
[37] Meanwhile, it assumed that when the mobile terminal 200 is powered on, the mobile
terminal 200 is set to be in the secure log-on mode.
[38] The first transmitting/receiving unit 110 receives the log-on request message
transmitted from the mobile terminal 200 and transmits it to the first control unit 140. The
first control unit 140 extracts mobile terminal status information set by the user from the

database, checks the status of the corresponding mobile terminal 200 (S204), and prepares a

command message according to the mobile terminal status information.
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200 will be | ogged on (5202). Here, the second control unit 250
prepares the | og-on request nessage and transmts it to the server
100 via the second transmtting/receiving unit 210. At this tine,

t he message prepared by the second control unit 250 contains a
request for the log- on of the nobile term nal 200, and the unique
nunber of the nobile termnal 200. [37] Meanwhile, it assuned that
when the nobile termnal 200 is powered on, the nobile term nal 200

| S[39Bt t O DbeTHanid, hfeths @Rtiseof tBY nfdbilE B hind] 38!) whieh fhg Béen set by the user, is a
transmtti ng/ receiving unit 110 receives the | 0g- on request msssage

]E Ir ?gts mclgén 4p'bﬂ:mez’l R hd Brst €A1 3ni P4 ?‘R’%m ; %nl%g] 1dnSagprova? rﬁé@ﬁdgle eand

uni t 140 The first contro extracts no

termn oy set fr t abase, .
checks e 4f i U HERbt SBrREL Ao R0Pe ok Ths %%OCOF%%H?“ 140
and prepares a cormand message according .to th e term pal

st at us HTRR%halo%en dpapyrae! messses and transiifs lgthﬁaﬁsm%hﬂet fsEmingh?9& (5210).
term nal 200, which has been set by the user, is a |og-on approved
st at us, Hetheth imaessagesantryl tharfirst chagobvmp M(émchzdlebgn opcrapy ovamand swhihe
and transmts it to the nobile termnal 200 (S206, S208). If not,

t he fi rdigitat eignatire fori the kibile pediiasleX0a theogrigue fursibgerheread, ang sisagquatd
transmits it to the nobile term nal 200 (5210). Here, the nessage

sent byndnhiRr.f iHSE, BORbEGt 0N Rbfumbf be&Je%ﬁ@lﬁl@&nﬁ{?ﬁf 8b0 Ao ATTRNh AN
the digital signature for the nobile term nal 200, the unique nunmber

thereof t h r

t he m)bl %ldrljranﬁ%%ﬁg ;%gﬁ)g :Il)gp C{Q}(’)ayggﬁ{g?%vragt ?%%88 om‘ran]a&%g%%gs{][g& &cuhar
the 1 og-o0 r.oval /. roval uni nunb r r.ef a
oecul i 'ﬁ?ﬁﬁg&w Betifa RARBACE oxafibie, rtefibly b Ol TspBsndn case
nunber, i e. 01 1-xxx-xxxx, in case of a smart phone). The digital

si gnat e EppEbPlasick ohhe Aigiel Senagire epebleneantiymation oicthe safety and rghability of

the server 100 that sends a message. The sequence number is used for determining whether a
message sent by the first control unit 140 is transmitted repeatedly. The first control unit 140
arbitrarily sets the sequence number.

[40] Then, when the first control unit 140 of the server 100 prepares the message including

| the digital signature and the certificate and transmits it to the mobile terminal 200, the second
transmitting/receiving unit 210 receives the message transmitted ﬁom the server 100 and
trgnsmits it to the second control unit 250.

[41] Accordingly, the second confrol unit 250 authenticates the transmitted message
through the second authentication unit 240 (S212). That is, authentication is performed by
decrypting the digital signature and the certificate included in the transmitted message and
verifying the decrypted information. Specifically, the unique number of the mobile terminal
200 included in the transmitted message is compared with a number stored in the memory

unit (not shown) of the mobile terminal 200. If the compared numbers are identical, the
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the server 100 that sends a nessage. The sequence nunber is used for
determ ni ng whether a nessage sent by the first control unit 140 is
transmitted repeatedly. The first control unit 140 arbitrarily sets
t he sequence nunber. [40] Then, when the first control unit 140 of
the server 100 prepares the nessage including the digital signature
and the certificate and transmts it to the nobile termnal 200, the
second transmtting/receiving unit 210 receives the nessage

transm digesl digrataré hechsdaVig thd Gansafitted hiedsgsiid thehtvetified.n@le8&cRtification of
control unit 250. [41] Accordingly, the second control unit 250 '

aut hentﬁ9%§$é1 E%ﬁathfeai@ HbhfRdh ﬁi?&.\'l:;ﬁgtﬁe ciRME NtdrBfirS 8. QREbnd authentication
aut hentication unit 24 5212). That i1s, authentication is perforned
by dec%ﬁﬁ%kpg the digital signature and the certificate included in
the trans ted nessage and verifying the decrypted information.
Specifically, the unique nunber of the nohile termnal 200 included
Tn%he transhiETEn ggradlée VETTEEAHORr during i RuthgtsaRon psoes i compieied
menory unit (not shown) of the nobile termnal 200. If the conpared
nunber s(581 4), ithie second [apthehigeation witg?4Catransmyisathe rverifipgiondesaulisntot the second
transmtted nmessage is then verified. Here, verification of the

di gi t al camtrghahitr B0, singetht aeomd tortmlgimit BE0 epedatdsi thatmolsileotedthinah A00ein
second authentication wunit 240. [42] Thereafter, when the

verifi calchancUiMRIHehSpetione Béthmahd QBrBERGERS 1oS (HeOBMiGHe St thSddbage
the second authentication unit 240 transmts the verification results
to the second t j , : r i :
oper at eLT AL S (E serdlh Lo né lerkh, SSEARR EPFR Ehnatilch A8age is o

{1 om t nECEES SRP008 It Tee QR AR IO CEREN: [hATacPn G AeEtg on (e

nessage is_.a | - ) i
mobile terminal 200 is performed (S216, S218). If the operation command of the transmitted

o

- message is a message disapproving the log-on of the mobile terminal 200, the process of
logging on the rﬁobile terminal 200 is not performed..

[43] Meanwhile, if the mobile terminal 200 logs on in a secure mode, the user can cause
the set secure log-on mode to be maintained, or use the mobile terminal after releasing the
secure function.

[44] FIG. 4 shows the structures of command messages according to an embodiment of the
present invention. Here, the command messages refer to messages for commanding
operations related to the power-off and the approval/disapproval of the log-on of the mobile
terminal 200,

[45] As shown in the figure, the power-off message includes a message for commanding
the power-off, the unique number of the mobile terminal 200 (e.g., ID of a smart phone} and
the sequence number (or random number). Upon transmission of the power-off message, the

digital signature signed by the server 100 and the certificate for certifying the signature are
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nmessage approving the |l og-on of the nobile term nal 200, the process
of logging on the nobile termnal 200 is perforned (S216, S218). If
the operation command of the transmtted nessage is a nessage

di sapproving the log-on of the nobile term nal 200, the process of

| ogging on the nobile termnal 200 is not performed.. [43] Meanwhile,
if the nobile termnal 200 logs on in a secure node, the user can
cause the set secure | og-on node to be nmintained, or use the nobile

t er m nafuribt @iclhidet eiasihegpdwi@-ofs (ﬁfdsfa%efmcmeolrésultaﬁﬂlpoweﬁoff4mam 1§, figen
structures of command nessages according to an enbodi ment of t

Pr esent chilyeld, fercHBE Gnigh%h g@@g@%*ﬁe HRBARAERIA00 cBﬁeéﬁ%ﬁ@sathdstefeﬂﬁone

connandlng operat|ons re pome

approval / rov of t |Ie t er,m

A0 s hovihire AR BEsEo sor il A e § %quﬁ%%& o i la}a%bseréanr?e"@%@%[f? on
commandi ng the power-off, the uniq nunber of the nobile term nal

200 (e. ﬁ‘essagﬁ%@atéhgﬁgﬁﬁﬁagﬁﬁ%’é’}b%ﬂ%? ifeeakBquence nunmber (or random
nunber). Upon transm ssion of the power-off nessage, the digital

si goht ur e si Gurdnr,the fogeon sequest MmEBageniticlutes & gressage doit xwqbesting dlra logydnnef
the signature are 12 further included in the power-off nessage and

t he r esthkheobilcpantinal 06 ankdsagayuesiuinbernof the andile tdrmthal P80.e, the

uni gue nunber of the nobile term nal 200 corresponds-to a tel ephone

nupgggr in Caﬁtﬁ”ﬁlﬁhn@resrfﬁétloghﬂ”%pp@{?ﬂ/& PR AU GG gRUHRAIded Sa C‘}nék'éﬁ%e&“or
randomy set to each nessage so that the nessage cannot be used

For  roqtRatdine HidrFine oIF 008, RF tﬁneﬁgl%ﬁﬁé (SRR, 36 e RulRR 0

number of blllehetenrrlll)llroléll anrf'iI tﬁe seql(i)énce number. Upon transmission of the log-on

approval/disapproval message, the digital signature signed by the server 100 and the
certificate for certifying the signature are included in the log-on approval/disapproval
message and the resultant message is then transmitted.

[48] According fo the present invention described above, a server'prepares a command
message according to mobile terminal status information set by a user and transmits the
prepared command message to a mobile terminal and the mobile terminal authenticates the
transmitted command message. Thus, there is an advantage in that the mobile terminal can
be controlled only through the authenticated message.

[49] Further, if the user requests the mobile terminal to be powered off, the mobile
rterminal is set to be in the secure log-on mode and then powered off. If a third person who
has obtained the mobile terminal intends to log on the mobile terminal, the mobile terminal
can be logged on only after performing the authentication thereof through a digital signature.

Thus, there is an advantage in that it is possible to limit the use of the mobile terminal by an
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[47] Furthernore, the | og-on approval /di sapproval nessage includes a
nmessage for approving/di sapproving the | og-on of the nobile term nal
200, the unique nunber of the nobile termnal 200 and the sequence
nunber. Upon transm ssion of the | og-on approval/di sapproval
nmessage, the digital signature signed by the server 100 and the
certificate for certifying the signature are included in the |og-on
approval / di sapproval nmessage and the resultant nmessage is then

t r ansm {irda@thorik&BthirAgerbflietiéh Wherl AiferRf1R%SA br idek Sinidtion hdesabche skt ap oy the
a server prepares a command nessage according to nobile term na
status]hggﬂg&gﬂqg set by a user and transmits the prepared command
nessage to a no e terninal and the nobile term nal authenticates

t transm e, ther dvant a J.hat
8o 1o A B BTG On g e 5 Brd Tn BReaft RhPAGab et B
nmessage. [ 49] Further i f the user uests the mobjle terminal to be
power ecEGdIments ofthe present drygngign. it §”®e‘?e arpapat ithat theseswdlisdain g agrcan
node and then powered off. If a third person who has obtained the
nmobi | e mekarvarisius mmdéihds onpaidoghangest theretrowithia the spirinand seope ot ingention
termnal can be |logged on only after perform ng the authentication
t her eof ddfined bghtha agpgided |cladmgnatatorlingly eimplet dianges ® o cathodibageof the
that it is possible tolimt the use of the nobile termnal by an 13

unaut hogrbgeatink Bhtich REESRHuEY Eé‘faﬂﬁl%ﬂmﬁﬁn ﬁ{b%bflﬂat df9he Rfvehtiak function

has not” been set up in the nobile termnal.” [50] Although the
present invention has been described |n‘deta|I in connection with the
enbodi ments of the present invention, it will be apparent that those

skilled in the art can nake various nodifications and changes
thereto within the spirit and scope of the invention
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defined by the appended cl ainms. Accordingly, sinple changes to the
enbodi nents of the present invention are construed as falling within
the scope of the invention. 14 WHAT IS CLAIMED IS: 1. A server in a
nobil e term nal control systemusing a digital signature, the said
server is adapted to execute instructions conprising: receiving a
command nessage fromthe nobile termnal, wherein the command

nessage can be a | og-on request nessage or a power-off request
nmessage; authenticating the received command nessage; preparing a

| og-on approval message in response to a | og-on request nessage if

t he st&ﬁi&léﬁﬁﬁﬁﬂmgﬁlﬂﬁ termnal, is a |log-on approved status;
preparing a | og-on di sapproval nessage in response to a | og-on
request messpge A sbRGr insd Abble REmiMPcRR bRtdneuithealdiditl & ﬂﬁr‘eﬁ)ﬂlets%id

di sapproved status; preparing a power-off nessage In accordance w

a power-0off . 1 t.he F ; i a digital signature to the
prepareSQﬁ%éiﬁgg&ﬁg%éhgggﬁgnl ??%HxFﬁgggggpared nessage to the nobile
termnal. 2. The server as . clained_in ¢Jaim1, wherejin the comand
message conpiFa¥dE 2 SRR IESAST Siomh ke g}ﬂ?ﬁ?h@ﬂeﬁngﬂ» t4perein g  qomamand
for the nobile termnal, a unique nunber corresponding to the nobile
t er mi nalnessagRical beadaemascanghiyBessags or pHw Vs Ofideqesst Bkesag®sd in claim 1,
conprising: a database unit operable to store nobile term nal

i nf or mat i on artkkntibatimthe teeetved tommiand sfesdags; | nf or mati on set by the
user;

preparing a log-on approval message in response to a log-on request message if the
status of the mobile terminal, is a log-on approved status;

preparing a log-on disapproval message in response to a log-on request message if the
status of the mobile terminal is a log-on disapproved status;

preparing a power-off message in accordance with a power-off request from the user;

-adding a digital signature to the prepared message; and

transmitting the prepared message to the mobile terminal.

2. The server as claimed in claim 1, wherein the command message comprises,
an operation command and the digital signature for the mobile terminal, a unique number

corresponding to the mobile terminal, and a sequence number.

3. The server as claimed in claim 1, comprising:
a database unit operable to store mobile terminal information and the mobile terminal
status information set by the user;

a first authentication unit operable to authenticate the mobile terminal; and
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a first authentication unit operable to authenticate the nobile
termnal; and 15 a first control unit operable to prepare the
command nessage according to the nobile termnal status information
set by the user and further operable to transmt the prepared
command nessage. 4. A nobile terminal in a nobile term nal control
systemusing a digital signature, the said nobile termnal is
adapted to execute instructions conprising: setting, by a user, a

status of thefirpbiodt®l sl Bpaable 16 pespaLt the dorBmSad WREsaEe a6@REing td @ rhdbile
nmessage when the nobile termnal is powered on; receiving a command

messag eteﬂﬁiﬁ@lagt'?ﬂgiiﬂfo%%ig ShCsy We! fsefRg! fﬁrtﬁﬁ';(??[e%le £ "ﬁtaﬂﬁnit the glre\?gré:d

information se y a user 1 n the server; aut Icating the rec
connand(pess eé$aqg after conpleting the authentication of the
connandzﬁ%ggggg, %%uSing the nobile termnal to be logged on if the
command nessage contains |og-on approval, or not to be |ogged on if
t he command nessage contains | og-on disapproval; cutting off power
supplied to the nobile termnal if the command nessage received is
t he power - of4. conframgdbilatemynalt ing mobddetemhinalhgomuidi $ysteerusingah digital
t he secure | og-on node when the nobile termnal is powered off. 16
5. The gighinire, thekdid ambilascriilial iedapted ¢d atdoued, insttueri@isrcohtpeisigmmand
nmessage

setting, by a user, a status of the mobile terminal;

requesting a server to send a log-on message when the mobile terminal is powéred on;

receiving a command message prepared in accordance with mobile terminal status

information set by a user in the server;
authenticating the received command message; and
after completing the authentication of the command message,
causing the mobile terminal to be logged on if the command message contains
log-on approval, or not to be logged on if the command message contains log-on
disapproval;
cutting off power supplied to the mobile terminal if the command message
received is the power-off command; and

setting a mode of the mobile terminal to the secure log-on mode when the

mobile terminal is powered off.
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conprises an operation conmand for the nobile term nal, a unique
nunber corresponding to the nobile termnal, and a digital signature
for the authentication. 6. The nobile term nal as clained in claim4,
conprising: an authentication unit operable to authenticate the
command nessage transmtted fromthe server; and a control unit
operable to request the server to send a | og-on nessage thereto and
control the operations of power-off, |og-on and | og-off of the nobile

termi nal accfr di Mhe Mobild) ereiniAL ¢l4iRss &g laimhad) Siidréigdhd commiahé message
server. 7. A nobile termnal control systemusing a digital

Si gnat Wehn{sBdRY bidritthn Gnifidteor HRGHoBiR EAMhACh uRiqiB Rl et &rsfsHding to
wherein tHe server is adapted to execute  instruct]ons Conprising:

receivi a,60 nd,essage. from.th hile termnal, wherein the
comund e0uiE PR HRA RS SR Tl e EBh0 ", over -of
request nessage; authenticating the received command nessage;
receiving a | og-on request nessage fromthe nobile term nal;
preparing a | og-on approval nessage if the status of the nobile
termnal, ista |Diprebitggpmeneldsslaimedin geigpbrdomprisingog- on
di sapproval nessage if the status of the nobile termnal is a |o0g-on
di sapproved @i afthaiticAforp nep aoperudplea tq awhentadafe thessag@and) nese@e demeditted
with a power-off request from the user;

from the server; and

a control unit operable to request the server to send a log-on message thereto and
control the operations of power-off, log-on and log-off of the mobile terminal according to

the command message transmitted from the server.

7. A mobile terminal control system using a digital signature, comprising:
a server used to control a mobile terminal, wherein the server is adapted to execute
instructions comprising:

receiving a command message from the mobile terminal, wherein the
command message can be a log-on request message or a power-off request message;
authenticating the received command message;

receiving a log-on request message from the mobile terminal;

preparing a log-on approval message if the status of the mobile terminal, is a
log-on approved status;

preparing a log-on disapproval message if the status of the mobile terminal is a

log-on disapproved status,
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adding a digital signature to the prepared nessage; and transmtting
the prepared nessage to the nobile termnal; and a nobile term na

is adapted to execute instructions conprising: setting, by a user, a
status of the nobile termnal; requesting a server to send a | og-on
nmessage when the nobile termnal is powered on; receiving a command
nmessage prepared in accordance with nobile termnal status
information set by a user in the server; authenticating the received

conmand nessage; @@Mgtﬁ?ow&rm’f@ﬁés%etiﬂgc@mmgwﬁaa ip@WeRbfftrbuest from
command nessage, causing the nobile termnal to be logged on it the

command messggg.gontains 1 og-on approval, or not to be | ogged on if
t he command nessagje contains | og-on disapproval; cutting off power

supplied to the nopile .erqinal ift%ﬁe cOo nd nmessage received is
t he power - of f corﬁ'@h‘@,a B SEPETRG IR BERASE OB e terninal to
the secure | og-on node when the nobile termnal is powered off. 8. A
nmet hod of cont r ol fransgutingEs nrepared mestage Gshagobilefegmimal; a@dgnat ur e,
the nmethod conprising: setting, by a user, a status of the nobile
term nal ; 18mobideferningl & algygedtv axequie ststmetssagemprisingt he nobi |l e
t erm nal
setting, by a user, a status of the mobile terminal;
requesting a server to send a log-on message when the mobile terminal is
powered on;
receiving a command message prepared in accordance with mobile terminal
status information set by a user in the server;
authenticating the received command message; and
after completing the authentication of the command message,
causing the mobile terminal to be logged on if the command message contains
log-on approval, or not to be logged on if the command message contains log-on
disapproval;
cutting off power supplied to the mobile terminal if the command message
received is the power-off command; and

setting a mode of the mobile terminal to the secure log-on mode when the

mobile terminal is powered off.
8. A method of controlling a mobile terminal using a digital signature, the

method comprising:

setting, by a user, a status of the mobile terminal;
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preparing a | og-on approval nessage if the status of the nobile
termnal, is a log-on approved status; preparing a | og-on

di sapproval nessage if the status of the nobile termnal is a | og-on
di sapproved status; and transmtting the prepared nessage to the
nobile termnal. 9. The nethod as clainmed in claim8, wherein the

| og-on approval or |og-on disapproval nessage includes an operation
command for the nobile termnal, a unique nunber of the nobile

term nal, andcevidb@ilé@bn sdg@iBRinlsSageFondtHeitilcGahiigg; 10. A nethod of
controlling a nobrle termnal using a digital signature, the nethod
conpri si ng: timng. 3 - AheR | .
mobil e ter mﬂr%gq | ga!plggeogﬁe%%garﬁ[ H}regsf? ?\E}?t}]lg Sgi?l%ocﬁ’rmlmn rrggg%ge pl)’rltgglg%gn
i n accordanc ith nmobile termnal status information set by a user
in the %@FV@&F%%ﬁthenticating the received command message; and after
conpl eting the authentication of the comrand nessage, causing._the

nobi | e t er rATARANNEE lpgrop difgnpross messaged! thesialviaofbe mabde tegming] $ log-on
| og-on approval, or not to be |logged on if the command nessage

cont ai ndisdpppved sfusapmr oval . 11. The nethod as clainmed in claim 10,
wherein the requesting the | og-on nessage is perforned when the

mobi | e t er mthakmitfing tHe prépab&l tnbssagSOahE Mobid@teiinahde. 19 12. The
met hod as clainmed in claim11l, wherein the setting of the secure

| og-on node conpri ses:

9. The method as claimed in claim 8, wherein the log-on approval or log-on
disapproval message includes an operation command for the mobile terminal, a unique

number of the mobile terminal, and a digital signature for authentication.

10. A method of controlling a mobile terminal using a digital signature, the
method comprising:

requesting a server to send a log-on message when the mobile terminal is powered on;

receiving a command message prepared in accordance with mobile terminal status
information set by a user in the server;

authenticating the received command message; and

after completing the authentication of the command message, causing the mobile
terminal to be logged on if the command message contains log-on approval, or not to be

logged on if the command message contains log-on disapproval.

11. The method as claimed in claim 10, wherein the requesting the log-on

message is performed when the mobile terminal is set to be in a secure log-on mode.
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receiving a power-off nmessage prepared by the server in accordance
with a power-off request fromthe user; authenticating the power-off
nmessage received fromthe server; cutting off power supplied to the
nobil e term nal when the authentication of the comand nessage is
conpl eted; and setting a node of the nobile terminal to the secure

| og- on node when the nobile termnal is powered off. 13. The nethod
as clainmed in claim12, wherein the cutting off of the power

supplied to the nobile term nal when the authentication of the
command nessage is conpleted further conprises transmtting a

power-off ¢ | et+ : 3 r bl J fagl
is powered 8];%). 1141@%%%%%? E% S‘in‘g@?ﬁ%g’ fvﬁgg a‘ih%qg%%ﬂg\?/gé?e eigéra?hlighgg on
comand nessa e.conprises an operation comrand for the nobile

terni nal o% J& nunber of the nobile terninal, and a digital

signature for the authentication. 20 . .
receiving a power-off message prepared by the server in accordance with a power-off

request from the user;

authenticating the power-off message received from the server;

cutting off power supplied to the mobile terminal when the authentication of the
command message is completed; and

setting a mode of the mobile terminal to the secure log-on mode when the mobile

terminal is powered off.

13. The method as claimed in claim 12, wherein the cutting off of the power
supplied to the mobile terminal when the authentication of the command message is
completed further comprises transmitting a power-off completion message to the server when

the mobile terminal is powered off.
14.  The method as claimed in claim 10, wherein the command message comprises

an operation command for the mobile terminal, a unique number of the mobile terminal, and

a digital signature for the authentication.
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